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ii. CH2 HHEZ st FEE MeHL|CH su -
iv. Ofof LIZE @S E passwords. txt RIS L|CH

b. Prometheus AMH|AE SX[EL|C} service prometheus stop
C. SSH 00| E0f| SSH 7Hel 7|1E FI7ILLICE L3 8 ™Y LICl.ssh-add
d. om0l LIEEl SSH HMA A S E passwords. txt Y SHL|CY.

e. AA Xt L E0|AM 7 E Z2|Xt . EZ Prometheus CIO|E{H|0|AS SALELICH
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIAIX| 7t EAIE|H * Enter * £ E2] 8712 22| = =0 A Prometheus Cl[O|E{H|0]A S T}7|EX]
gtolgtLCt,



22l Prometheus Ci|O|E{H| O] A2t dliE 7|5 H|O|E{ 7t S71El 22| L E0f SAELICH SAF 20| 2tz E|H
ASEHEE S7E HEXH 2 EE ARELICH TS MENTF LIEFELIC

HIO[EH[O| A7} SH|=|0] MH|AE AZSH= SYILICH

a. CHE Mol Ciet 2= @l= HMIATH T 0|4 ER3EK| ¢t M SSH 00| E|M 71l 715 HMAHE LI

HATC

CHE22 YEELICt.ssh-add -D

4. AA 22Xt =0 Prometheus AMH|AE CHA| A|&HSILICt service prometheus start

—
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oo

LLof chal MEfer CHA| SSHZ 2 2X[ohs BAE MESHIAIR. ZE L& R0 Metet L& wH| XS 2t=otH

0
1

= 2LICt ssh admin@grid node IP
b. Iof| LIEEl A5 E passwords. txt QESHL|CH
UHGIH FEEZ MEBIL|CH su -

=3
=
d. ol LIE =l S E passwords. txt YEEL|CE
OE7

FOIM s 2 "#HZELICL

AMS MH|AE ZX[oH M 21 mpA0| MM EX| $ELIChservice ams stop

AL 7| CAE 2|2 o|SgfLCt.
cd /var/local/log

A audit.log THL 2

O|EE2 1Rt HS XM It 0|EQZ HHEL|CE 0| € S0, audit.log IHY2| 0|ES =2
*2023-10-25.txt. 1 HZAEIL|C

|I9.t

1s -1
mv audit.log 2023-10-25.txt.1

AMS AMH|AE CHA| A|ZFSEL|CEH service ams start

ClHERE dM5I ZE A 2O MUS HEo| 2| L EO| YUA| |X[0f] SAFILICE ssh
admin@grid node IP mkdir -p /var/local/tmp/saved-audit-logs

HAIX[7t EAE|H admin] = E =AgL|Ct.

DEZAM 2O OIS A X0 SAL scp -p * admin@grid node IP:/var/local/tmp/saved-
audit-logs

HIAIX| 7} EAIE|H admine| 2SS l2dstLct,

EEZ 202 exit

CE S5 HA S| L= 7te StE/E wAlstof ghuct.

7t Mok H| 2F 22| LEE S0t SE|N AAE = H 2F 22| LEZ CHM[SHHLE, VMware £+ Linux
E0M A= H| 2F 22| EEE MH|A H{EZI0|HANM SAEIR|E H 2F 22| tEZ ONE
&LILCt

—

oig BAE Solf Hl 7|2 22| L= S7E 28 LS A2 o|STLIL.

VM
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oAt B3 xieig x| N eggl_u:r OpenStack Hi Z 0| A{ gﬁﬂ SULES
2260} 1= 29 Linux 2 AIFIE TS IR 2E6HHAIS. 121 TS 9

HXIE "Linux =& WA|"IHELICE.

=7 AE S MEiSHe| H| 7|2 2e| =8 ARt

Hl7 |2 pH| EE
Ie}

LY
SAlo =0 Chet I'LHIEQE T&oliof ghLct.
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o
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* wH EEE ARSI LYMELICH
ChA|
1. Grid ManagerOi| Al * RX[E4* > * &) * >+ 531+ 5 MEfSL|CL
A

2. Pending Nodes S 20 57g 12|= =5 MEISIL|CY,

LEOF st © SF0]| LIERLEX|2E ChA| BX[E[2 S5 FH|7F 2 7K =

3. Provisioning Passphrase * £ 2/2igtL|C}.

4. 231 A|&H* 2 Z2Ish|C}

Ao = A2 FHE| XA S Al S HEHSH M =5 oKt

EE MEg & QiU
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0|20M =7 THES ZLEHZSLICH

ST EHAL H¥E = St * Reset * 2 2SI M 575 AT = JASLICL Z2ANE
( ) MAXSIH =7t ZHE|X| Qb2 MEZ Hop USS LIE = Cish AXEot LIEFELICE.

LS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

A S = 278 MA S5t THEat 20| =5 AP AX|E HEi 2 S|sHoF LICt.

o - T

Do you want to reset recovery?

° *VMware *: B E 7t O2|E L EE AE|BILICH O3 O S8 CHA| A& EH|7t & = EE CHA
HHZZ LI CE.

° Linux: Linux @A ENM CHS HHEHZ MG =2 CHA| A|ERILICE storagegrid node force-
recovery node-name

o * O{Z20|AUA *: HAIE MM & S E CHA| A|T5t2{H L E0f|A M0 O{Z20|UA LEE AT
K| =l MEfZ2 SRIGHOF sgareinstall LICH S "O{Z2[0|AHA ALK ZH|(EEHE WA T oHE
)'EZSHYAI2.

StorageGRID A|AEI0| SSO(Single Sign-On)7t ™ E|| A1 SHE 22| Xt L =0f CHSE 7|8 SEARKL

I

Ry
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EBHAETL 7|2 22| QIEHO|A QABME ALESIEE M E B2 AD FS(Active Directory Federation
Services)O|AM LE2| 7|8t HAX ERAEE UH|IO|E(E= AMH| 3 CHA] Ma)StL|Ch 22| LE S5 T2 M|A
S0l WHE M 712 MH QIZME ArELICEH

T4 QAKX EHAEE MSHH S BERSHY A2 Single Sign-On 714", 7|2 M Q1S A0
(D) uiAstee pel o B2 Mo 2I0lBiIct ClE2|2 server. crt OIS0
/var/local/mgmt-api OtLS MEASIL|CE,

J
-
full
[T

=l H| 7|2 2E|Xt = E0M ZAF 208 SR
= e LB ZA ZOS EEYE £ JUCOR J|E AA 2O FYEE HEY
Sl H| 7|2 2| =0 SAtg 4~ AL
Al=ret| o

* =78 BHE|X} =S MK|E DAY FYLICH

* Ref 22 =20l Folior Lot = ZhAL

ol

HU
|4
i
_lTl_

I
o
>t
HU
T
>~
20
o>
-
iul

O =fe40i| CHaH

HE|AF = E0f ZoH7F 2ASHH SHE 22| oo MEE ZAF 2371 24E 4= JASLICH Hofeh 22| LE0fA ZAL
205 SAe L2 o|2{ot ZAL 208 E41E 2| LEE 521610 2422 EH H0|HE BEEY 5 JUSLICH 2F 0
et Aot 22| SE0M ZA 235 SASH| 2" = ASLIL 0] B2 HiZof| = HeE| 22 = BR
YA RO 2E #2| 2o EXEE2 OHE 22| =E0M ZAL 238 57 = ASLIC

HE|XF =T SHLHEO| D HIfSh L E0M ZAF ZOE SAME = Qs R ST AR =50 M 2XQ JANE
AL Z230f| O[HIE 7|F 3 AlZFEHLCE.
2Z 7|52 SYUSIHHE 75t of "Wl 2E|Xt =5 FT5H0F L

7|2MoE AA FEE 22| L Eo| ZAL EOE MEELICH T2 & 5L HEE= 2R O HHAIE
dUHE = ASLIC.

@ * QX syslog AHE FEYUCH O|A| At 27} 22| L E Al syslog AHE MEEL|CE.

* HALHIAXIE dEst 22 202 MR AR E XYYUSLIC

KpMlet LHE2 2 "ZAHAIX B 23 td s 74

ok

LIt HFSHIAIL.

chA|
1. B3E 22|X}F 20| 21T Ct.

]

- th2 ¥3 s Y™yt

ssh admin@recovery Admin Node IP

b. mof| L}EEl ASE passwords. txt YSSLIC
C. 12 HHS U] FEEZ MSSIL|CH su -
d. oo LIEEl S E passwords. txt YSEL|CE
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2. Oftd ZAL IpUO| HEEJE=X] 2ol
cd /var/local/log

3. HEE AL 2O Mg S 22| 20| SAFRLC
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HAIX|7F EAIZ|H adming| 2SS gLt

4. H0t2 9|8 o7} WISt TB|= oA 2R 2a| LS| MRHOR BAE|QEX| Solst = A 2IE
AtR|StLICE,

5. 27El B2 LoolH AP 20 TS| ALSR Y I8 43

I
i
o

m

ot
-
~

chown ams-user:bycast *

6. FEZ 20I2: exit

H2F Ze|xt LEE S7E o 22| =& O|0|EH|0| A S S TLCt

Aol 7|2 2te|Xf =70 ofl 22 X} 2ol st £ 8 10 et 7|F HES
HESHAH 7|2 22|Xt =20 M 22X & C|O|EH[0| A8 ST = ASLICE
AlZtst7| o

© SRE 22Xt =T HX[E D AW SIL|CH

* StorageGRID A|AEIO= Z[A 2749| 22| L =7t ESHEIL|CE

* "Passwords.txt Tt 0| U&LICH

* I2H|NY g5t ASLICH
o] Ztedoi| CHaH
22| L 0] Zol7 HAMSHH s 22| L = HO|E{H[o| A0 MEE 7|5 FEIF &AM ELICE 0] H|O|E{H|0] A=
CHe HEIF ZoE|of JAELICH

27|12

|'u0

E mO[X|2] 2f|HA| AEIY XFEOM A E[= LHY S C|O|E{ JLICH

l

2| LS S 0 2T ES0| X Z2HA0M=E ST E =20 8 2E| == HIO|EH|[0| A Mg gLt
2L} A E1|0|E1H1|0|*01|" AR A AR RO AALE LIS =71 ME 81 M| A0 CHet Y22 ZetEL|C)

e

2F H2|Xt =0t ot LEE FRITH R 29 2| E(source Admin Node)d| M S7E LEE #2| L=
CIOIEH[O|AE SAISHY 7|8 FHE SY 5= JUSLICH

@ #E| == HIO|EH|O0|AS FAISHE O R AlZto] 23 & ASLICE Y& Grid Manager 7|52 &4
CEOM ME|ATE SR ElE SO AT 5 glELIC

EHA|
1. AA 22| LE0f 2

|
rO
ook

IgfL|ct.
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0
1

2LICt ssh admin@grid node IP

=
=
b. Iof| LIEEl A5 E passwords. txt QESHL|CH

o
=
d mof| LIZE 4SS passwords. txt YEEL|CH

2. AA PR L E0M OHS BE S MAYLICH O CH2 HAIX|7F LIEHLHHE T 2H|XM'Y 2= E l=dgtL|ct.
recover-access-points

3. AA H2[X E0M MI ME|AE BX|BLICH service mi stop

4. AA 22Xt CEO0f|A 22| ofE2|Z0|M T2 QIE{H|0| A(mgmt-API) MH|A S SX[ELICE service
mgmt-api stop

5. STE HE[X LEO|M TS HAIE tEELic

a. 2= a|x} =0 2aQlstL|Ct.

I CHE HE S YLD} ssh admin@grid_node_IP
ii. mAoj| LIEE A2 E Passwords. txt AHELICE

=
iv. 0| LIEEl 2 SE passwords. txt &EBL|CE

b. Ml MH|AE ZX[ELICL service mi stop

C. mgmt-API AMH|A BX|: service mgmt-api stop

d. SSH Oflo|ME0|| SSH 71¢!l 7|& F7tELICt TS S Y=Y L|Chssh-add
e. I LIZEl SSH MM A RS E passwords. txt Y SL|CY.

f. AA 2K} E0 N 222 22|X} = E2 HIO|EH|O|A ZAL: /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g HIAIXIZL EAE[H S 22| ==9| MI H[O|E{H|0|AS HO{EX| 2helgfLct.

HIO|E{H[O| A0t BHE 7| = CO[E{7t Sl 2E| = =0 SAFELILH SAHAY0| M=EH ATEE
2E|XH = EE AIERLIC

rr

=3

h. THE ME{Of| Cieh 2= Ql= HMATH T O] &t HRSHX| oo™ SSH Oo|ME| M 71l 7|15 MAHELICE
LS Y=gt ssh-add -D

6. AA 2Kt =M MH|AZS CHA| A|ZFEILICH service servermanager start

HI2F 2|k B2 57

o

rometheus HEEl2 S&lgtL|C}

=, Hof7I st H| 2F 22| = E0|M Prometheus?t S X| &t2[ot= 7[Z2HE
(o)

* S7E HEXH L E7F K= AW SLICH
* StorageGRID A|AHI0|= Z[4 2742 22| =7t ZeEILICE.

* “Passwords.txt Tt 0| &Lt
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* Z2H[XME =7t AL

Of ZfHofl 3

22| L =0f Eof7t wAsHH 22| = =9| Prometheus H|O|E{H|O| A0 RX| == HEZIO| &MEILICH 22| LEE
E6IH AT EQ 0 MX| TZMANA A Prometheus CI[O|E{H|O|A E MMTtLICt SR E 22| =7} ARHE =
StorageGRID A|AHIQ| A HX[E £3 ZAXEH HEEIZS 7|SgfLCY.

|2 22| = E(source Admin Node)o| Al 27E 22| =2

= T

2 H2|Xt LETJL Ot LEE 215t AR 7
Prometheus H|O|E{H|O| A S SALSHH 7|ZHE

=
[m
L)
mjo
Jr
rdo
ot
4>
$0
o>
-
Iul

@ Prometheus H|O|E{H|O|A S SAISH= G| 1A|ZH O] A0 ZHE £ Q!
MH|A T ZX| 2| = Sotofl= L& Grid Manager 7|52 A2 4= gl&LICEH

A
1. A2 2| ool 23908 T
a. Cf2 HHES YHLYLICL ssh admin@grid node IP

b. mtoj L} £ Passwords.txt YEPL|CE
C. CIS HAS Yol REEZ MEBIL|CH su -
d. ol LIEEl &S E passwords. txt YEEL|CEH

2. AA PE|X} 20| A Prometheus MH|AE SX[EL|CH service prometheus stop
3. S H2|X LE0|M CHS THAIE 2t=LICEH

a. SE E|xt Lo 2318t C}
2 YHYLICL ssh admin@grid node IP
ZEl &S E passwords. txt HL|CH

2 Y=t FEE MLt su -

iv. IhA0| LIEEl S E passwords. txt Y BL|CH
b. Prometheus AMH|AE SX[ELIC} service prometheus stop
C. SSH O|0|ME0]| SSH 7Hel 7|E FItetL|Ct CH22 Y& eLIChssh-add
d. oo LtEEl SSH HMA AT E passwords. txt YBILICEH

e AA X LENM ERE 22| X} = E2 Prometheus H|O|E{H|0|AE EAFSHL|C}

—= T

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIAIX|7t EAIE|H * Enter * £ 2] 871E 22| = =0 M Prometheus H|O|E{H|0| A S m}7|EHX|
sHolstL|Ct,

22l Prometheus Ci|O|E{H| O] A2t dliE 7| C|O|E{ 7t S L&l 22| L E0f SAELICH SAF 20| 2tz E|H
ASBEE S HEX L EE ARYLICH TS HENTE LIEFELI T,

HIO[EH[O]| A7} SH||0] MH|AE AZSH= SRILICH

a. CHE Mol Tt = @l= HMIATH T 0|4 ERJIK]| 222 M SSH 00| E|M 71l 715 MLt
CHEE Y38eLClh.ssh-add -D
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4. AA H2 Xt L E0|A Prometheus AH|AE CHA| A& RILICHservice prometheus start
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