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StorageGRID dashboard

Actions ‘

~  You have 4 notifications: 1 @ 3 A
Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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groups Operations on groups ~
= =1 . R !
I W /grid/groups Lists Grid Administrator Groups ]
Parameters Try it out
Name Description
type
string filter by group type
o2 Available values - local, federaled
e
It
integer maximum number of resulls
JuUEry )
Default value ; 25
marker
string marker-style pagination offset (value is Group's URN)
1 T 3 GE al
includeMarker
booléas if set, the marker element is also returmed
(query)
w
order
string pagination order (desc requires marker)
{query }
Avaitabie values = asc, desc
w
Responses Response content type [ applicationfjson w~ ]
Code Description
200

successiully retrieved
Example Value Modsl
“responseTime™: 1-83-3} 15,6732,

“status®: *
“apiversion

"deprecated®: f
“data™: [
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Z20|HEE H|0|ESt = 0| M| Cist X[l 2 H|ZH-H3}sHof BL|Ct,

LS i

QelE RE2 LIS 22 YHOZ O O|Y ASEIX| gi= A2 EAIELIL]

Received call to deprecated v2 API at POST "/api/v2/authorize"

M | =M X == API TS 2felgtL|Ct

-

APl @82 ME3t0 GET /versions A|JE=API =2 HE S£52 dtetelL|Ct 0] 2 2 Swagger API
HHAML| * config * MM ASLIC.

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success"
"apiVersion": "4.0",
"data": [
2,
3,
4
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../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html

QA0 cist API HHZ X|™EL|Ct
A2 047 H4(/api/va) EE SICIE AE5H0] API HE S X|HE & (Api-Version: 4 JELICH F 2 25
HSotH sl 240 A= g2 M elgtLCt.

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AO|E 7t 28 Q|Z(CSRF)ZEE Ex

CSRF EZS AIEdI0] FI|E AH8dt= 82
7t Q8 2x) SHCZHE B384 JELICE Grid Manager X Tenant Manager— ol giok
78 AL 2 2detefL|Ct CHE APl 22t0|¢E

OF*LJ[}
HTTP 24| POSTS} 20| CH2 AfO|E0| h3t Q8S E2|72 4 U= BARHE 20U ALBRLS] 77|12 AESto
S 9HS OIS 4 ABLICH

StorageGRID= CSRF E2& AL8310] CSRF 34222 H Eo L} 2dotEl 22 EF R7|9 82 EH
3|6 2= E8 POST 22 IJH7H H=o| i L K|Sl oF LTt

0| 7| =2 & M5tote{™ csrfToken 1= 0| 0§79 HEE 2 true MAHTIL|CE 7| 2242 QLIC} false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

true ¢ B2, GridCsrfToken F7|= Grid Manager E3210j| Cist 19| gtO 2 MME|1 AccountCsrfToken
F7|= Tenant Manager0ll 20216}17| 9[$t 29| gfo =2 MM ELICE

717} e B A|AH” ME(POST, PUT, THX|, A&NE AT £ = ZE QHEO| CIS & StLi7F Zete|0{of
SfL|Ct,

* "X-Csrf-Token 8l 2{0] CSRF E2 79| 22 HHEl s LT},

* ZOEQAYE EEE o= X B csrfToken FLE QITHE @X 23 047 HLICH

|

F7HOM MR HEE 2212 API 2B ME HZESHAL.

@ CSRF EZ 7| ME7I Y= 282 CSRF S0 CHgt F7 HS2M JSON 2E 2EE 7|tsh=
ZE X0 clsh "Content—Type application/json" sl & M EgfL|C}.

15



SSO(Single Sign-On)7} Z43tHEl 22 APIE AFEEILICH

SSO(Single Sign-On)7t d%tEl 22 API AtE(Active Directory)

Active DirectoryZ} 11 SSO S 2AtE AFESH= 82 "SSO(Single Sign-On) 7+4 5! Mo

"J2|E ZE| API EE= HHE 22| APIOf| R=0t % EZS A7| floll 2H API RES
Adshof ghufct.

Active DirectoryE SSO ID 33XAtZ AH25H= F L CHS X|A0| HEEL|CH
A|=tstz| Fof|
* StorageGRID A%t IE00 &5 2|04 ALEXIC| SSO AFEAL O[St Y= E Y1 JUSLICE.

* E|CE 22| APIO| UM AR HIHE A|F IDS 21 20{0f BHLIC

L = Debian %! VMware& . /vsphere StorageGRID AX| ot C|HE2|0f (*./rpoms JASLICE.

curl M| YIE= o

ZS HF 2| Aot 2 &Y A[ZH0] £itE £ JAFLIC OfE LF7 EAIE = AJSLICH A valid
SubjectConfirmation was not found on this Response.

() oFlcun 9aB2E O SR IS 2 4 9T BastK ek,

URL Q13Y EX7t Q= R L2 2F 7t BAIE = J&LICE Unsupported SAML version.

1. 215 EES oM O3 Y F StLt

]

MENSHL| T}

[ =

st

° “storagegrid-ssoauth.py Python 23 Z ES AtEStL|Ct, 2CHA| 2 0| SEL|Ct.
° curl 2ES AFEELICL 3THA 2 0| SELCt.

=}
S

orL

n= >
o2 |U

—_

LEIZETL EAEH LS 2140 Cf

rot

US YL

° SSO ' ADFS == ADFSE i2{9tL|C}.
° SSO AHEXt o[ S ILICE

° StorageGRID7} &X| &l =H|QIL|CF

° StorageGRID2| FAlL|Ct

° HIFE 22| APIO]| M| A5t = B2 HIHE A|E IDYLIC

16

ZlEE AL26l2{H storagegrid-ssoauth.py 23 EE Python QIE{TZ|E{0f| MHSID ATREE
C|

f

storagegrid-ssoauth.py Python 23ZE{E Red Hat Enterprise Linux, " . /debs Ubuntu



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE Q15 URLS £241512{H off POST QE2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|AHEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e| SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]

17
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- 24 FHM A EE = AEE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

0Io

EOM £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSOl|A 220|E ¥ ID7F EetEl M| URLE 7t ZLICE.

oF 7HX] 482 O] SECI URLS AHE3I0] 2191 AAlS e¥EsH= ALt

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20[AUE 2F ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 218t AD FS MM ME7t ZtE|H SH 220l= 54T &4 LEo|
SALMLResponseZt EEHEIL|CE.

19
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ro

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

HlME= Relaystate HI'HE A IDE ArEStALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE AIESI= &

It

b F AR

in
Tl
[0
0z
=
u
el
00
e
1

MYTOKEN QU&L|Ct.

S$SO(Single Sign-On)7t 243tEl 22 APIO|A 202 EHL|CH

SSO(Single Sign-On)7} ZA3tEl AL J2|E 22| APl & HHE #2| APIOA 230H25t7| 2|l LS| API
QX g Mo BLICt. Active DirectoryE SSO ID SZALE AF8st= 22 L2 XX 0| HEEL|Ct

o

| Ztefoll choh

LQst AQ xX|o| Tt 210+ T|0|X|0f| A 20t} StorageGRID APIOlM 2T0t2e = JELICE E=
StorageGRIDOHH 72¢t StorageGRID H|0{2] E20| HRot H ET0H2(SLO)E EB[AHY & AUELICH

pasy

1. MEEI 23012 -2 MAMSt2{™H "cookie "sso=true"S SLO API0f| M=atL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

21



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content AtEXI7} 9ixf ZI0IRE|USS LIEH= SEJLICE.

HTTP/1.1 204 No Content

SSO(Single Sign-On)7| 2d3tEl 22 API AHE(Azure)

O] 11 AzureE SSO 35XIE A&SH= B2 "SSO(Single Sign- On) T4 S Z2MeE 71X
oM ASZEE ALE f0=| J2|E 22| API E= HIEHE 22| APIOf| 235t 215 EES 22 &
A&LICE.

22



Azure Single Sign-On0| 2432l A APIO| 2QITL|Ct
AzureZ SSO ID 22XIE AFR3HE A< CHS X|&0| HREL|C}

AlZtst7| o
* StorageGRID AFEX} 250 £ HIH2(|0[ M AHEXI2| SSO FAF MY FAet oS 2 AUSLIC

= AN

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.
O =fefoil Chs

aii
EZS HOH LIS od| 23BEE AT = JASLIC

ro
ol JH

=2 T A

* “storagegrid-ssoauth-azure.py Python A3 ZE

* “storagegrid-ssoauth-azure.js’'Node.js 23 ZE

& AR E H 5 Red Hat Enterprise Linux, . /debs Ubuntu &= Debian 5! VMware& . /vsphere
StorageGRID &X| It CIAE2|0f| (*./rpms UASLICH

ZOHMAIL storagegrid-ssoauth-azure.py. Python
1( X SAMLRequestE 211 LIE0| 215 EZ22 27| 2ldH)
SSO

O Bl SBiLCY,

Azure®t XHH| API &2 EHdst2{H ATRE
AR E = StorageGRIDO| 21X & 7o 2H
Node.js A3 EE SE5I0| Azurelt &=

SSO 22 UHO| API QEZ AFESI0] Aldiet 4 JUX|2t, THHA| St= A2 ZHTSHK| QELICH Puppeteer Node.js
D=2 Azure SSO QIE{H[0|AS AT LSH= O AFRE/L|CH

=
MX|BL|CHEZE "https://nodejs.org/en/download/").

a
b. 2R3t Node.js 2= (puppeteer X jsdom)S AX|gtL|Ct.
npm install -g <module>
2. Python 23 ZEE Python QIE{Z2|HZE MESH ATZEES HESiL|Ct
CHS Python A3 ZE = silY Node.js AT ZEE SE610{ Azure SSO 4= &S +HFLICEL

3. TEZEJI HAIE|H CHS Ql4=0f CHSt 2k =SIAHLE 0i7H HE-E AHSSHo] MEFLICH
° AzureOl| 21018}t= O] AF2E[= SSO O|H|Y FAQLICE
° StorageGRID2| F=AQIL|Ct
° HHE 22| APIO| AM[ASHE = 2 HIHE AE IDYLICH

4. OIAX|IZL AR H P2 E A5t @F Al AzureOll MFA #ote ®MI3g EHIS LIC

23


https://nodejs.org/en/download/

y storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain. com
-=-tenant -account-id- 8

Enter - the -use
EEERREITREARIARERR EETEEEREEIEEAREEIEREIREEERIREEEEREEEEEEERERERARAERFRAREEREREERERERER

Watch: for-and approve-a 2F4 avthorization- request

5 GRID - At " e A X ) ; AL L', "status’: "success’, "apiVersion':

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
E XSI=E ATZEE 2HNOF S = USLICHO: HIAE HAIX[Of] A2 FE 13),

A—— T

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7} AREIX| S 2L APIS AFR3Hs Wil at QARSH|
[} Q¥ E22 A8 4

20 |
o>
I~
_|7|_

SSO(Single Sign-On)7t &4 3tEl 22 API ALE(PingFederate)

PingFederateE SSO S2XAtE AFEdH= E2"SSO(Single Sign-On) 41 5! 2tdap Og|E
ZE| APl EE= HIFE 22| APIO| 2ot 215 EZS 7| 2l LT API 28 S A6 0f
rLICE.
SSO(Single Sign-On)7t 2 X 3tEl 22 APIO| 2QIgL[C}
0| X|&2 PingFederateZ SSO ID 22ALZ AIRSH= 2R X EL|Ct
A|ZFsE7| o

* StorageGRID AFEXF IE0] £t H|H2|0] 4 AHXte] SSO AFEXL 0|81t = E 21 JAELICEH

* HIE 22| APIO]| HM|ASHH HIHE AE IDE 210 A0{OF L|C}.

* storagegrid-ssoauth.py Python A3JEE{E Red Hat Enterprise Linux, ./debs Ubuntu
CL= Debian % VMware& . /vsphere StorageGRID &X| It CI2E2|0| ("./rpms U&LICE.

curl @M YIE= 0

22 HF 2|2 Aot 2 ZY AlZHo] £HE £ JAGLIC OfE LF7 EAIE = AJSLICH A valid
SubjectConfirmation was not found on this Response.

() dFlcun aB2E O SR IS B 4 9T BstK ek,

URL Q12Y X7t /= 82 CE F7F BAE = JELICE Unsupported SAML version.

1. 2l

—

S E2S oo L2 YY F olLIE MERlL|C)

II°|'

° “storagegrid-ssoauth.py Python AJZEE AI2EILICH 2CHA 2 0| SEHLICE.

° curl REE AEYLICE 3THAHIZ O|SELIC.

24


../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html

ZEE AME86l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD AFEEE
SHL|C},

=

n= | >
o |U

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate 5)2| 2 E HES 213t 4 QI&LICE
° SSO AHEXt O| S LICE

° StorageGRID7t x| =l =H[QIQIL|Ct, O] Z =& PingFederateOf| AF2E|X| Q&LICH Bl ZHO 2 =741t

A= 22 LHe = ASLICL
° StorageGRID2| FAIL|Ct

° HIE 22| APIO]| M|A5tE = B2 HIHE AIE IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AIEE|X| @i= 2 APIE AFE3t= YTt |AISH
CHE QEN E2S A Y =

3. curl @FE AFESHHH OH3 HXIE MEYAL.
a. 270lof| st HaE dARL|CE
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ J2|= 22| APIO| M ASIZ{H 02 2 “TENANTACCOUNTID AFR S|}

b. MEE 215 URLS £415t2{H 0 POST &S &llst] /api/v3/authorize-saml SEOIAM £}
JSON QIZE & H|7AHeLICt.

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE

25
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AEE = A= SHOUIM £ saMLRequest MY RILICH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= B APIE ALE0t= ARat RAMS HE Q| E AFEE 4= MYTOREN JUSLICH

1

SSO(Single Sign-On)7t &dstEl 22 APIO|A 202 EL(Ct

SSO(Single Sign-On)7} gMdat=l 2 J2|= 22| API EE= HIHE 22| APIG|A 230t2617| I8 9| API
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ot
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1. JHE 27012 QNS MAMSI2{H "cookie "sso=true"S SLO API0]| FEretL|C},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretEL|CH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEgetL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtLC,

curl --include "SLOGOUT REQUEST"
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302 SEO| BretEIL|CE 2|C[2M 9IX|= API M & 20t20l= XM EE[X| E&LICH

L 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None
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"sso=true"7} M= X| $2™ AEXH= SSO AEfof| 2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

SS0 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system
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Perform prerequisites
on both grids

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid admin

Grid 1
Add configuration
Download verification file

Grid 2
Upload verification file
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

StorageGRID generates security
certificates for each grid.
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. No Using identity
admin federation?
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Configure same identity
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connection permission destination
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Sign in to tenant
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tenant Using
identity

tenant account

Configure same identity
source on both grids
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Create federated
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Optional, create
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\—b federated groups to
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Create 53 access keys
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota _
Protocol: 53 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: =

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.

Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)

Check for errors
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1. 7|2 ge|xt =0 23IFL|Ct

a. Ot BHS YHYLICL ssh admin@primary Admin Node IP
b. mA0f| LIEE ASE passwords. txt YSEILICE

c. [I2 BES UHsI] FEZ HMABLICE su -

d. oo LtEEl A4S E passwords. txt YBL|CEH

ZEZ Z2OQ8H TETEJ 0N s 2 #HAEZIL|CE
2. audit.log A CGRR HA|X|E AASt D ZEA dH =5 AFRSH0] ZotE ZoHphL|C}.

O£ S0f o] B2 K|t 302 S ZE CGRR H|A|X|0f| CHEH grepsE &St ZHAL A

X

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%S"'")
print }' audit.log | grep CGRR | audit-explain

Y 7 E ME-LICH

'$1$2 >= date {

HHO| Zut= 0] o2k 20| =[O, o] of|H|ofl= 6712 CGRR HIAIX|0f| CHet &=0] AELICE. O] KoM= 2E
H2A J2|E SH 2F0| HHE S = gl7| M=ol et QRS HERUSLICE XS M 7HK] F = A

SH" ZH0|1, obx[at M| 7EK] 2F = "0t SH" AL ELICE
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CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2QjEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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3. Cross-grid-replication-advanced * MMOf|A CtS 22X S MEHBIL|CE,
POST /private/cross-grid-replication-retry-failed
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

HIHE AtEXH= E8 H0|X|2 0|50 2t EF0| thiet 7ta 2[Z22| 2F HIAXIE HESID @F7L &dst AlZhS
efolgt = UELICE OHX|2 @F * B2 ZF 270i| chet 7HY 2|2 2F HAXIE BAISID LR7 &det AZtS

LIEFALICE. ofo|=o| Tatel o 2= € X|Lt 72 Ljof BB LICH

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ *+ Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Add interfaces to the HA group

Select one or more interfaces for this HA group. You can select only one interface for each node.

Searc Q Total Interface
MNode = Interface @ =2 Site @ = IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth2 @ pcz2 Admin Node

0 interfaces selected
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Site @ = Node name @ =
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You have already selected
an interface on this node.
Select a different node or
remove the other selection.
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X

Object size v greater than or equalto v 10 < MB v b4
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Filter group 1 Objects with all of following metadata will be evaluated by this rule: >4

User metadata v camera_type equals W Brand A

Add another advanced filter

or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
User metadata v camera_type equals v Brand B *
and Object size v less than or equal to v 10 + MB v 4

Add another advanced filter
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Time period 1 FromDay O

Store objects by  replicating

and store objects by = replicating

Add other type or location

Time period 2 FromDay 365

Store objects by  erasure coding

Add other type or location

b

¢ | store for v 365 ¢ days
1 s  copiesat Sitel x| & M
v 1 0 copiesat  Site2 3.
store | forever w
using 2+1EC scheme at Site 3 z
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID sita-loss protection will apply for the duration of this rule,
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Reference time: Ingest time
Day 0 Day 365 Day 4015

Day 0- 365
L 1 replicated copy - Site 1
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9BFF-B13F-4995-9F9E-45373FGETDAE",
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHND": "FEABAES1-534A-11EA-9FCD-31FFERC30058" ,
"PRTH™: “source”,
"META": {

"HASET: {

“"PAWSS: =27,
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Reference time @

Ingest time v

the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches

Time period and placements + Sort by start date

Retention diagram Replicated copy
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration

Forever
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

L Select the rules you want to add to the poficy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
+ ! Tenant is Finance
1 . 53 Bucket finance-records @ R
Bucket name is finance-records
Default Two Copies Two Data Centers
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 < MB v X
and Key v ends with v Jpg 4
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 < MB v X
and Key v ends with v .png b 4
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o Enterdetails —— ( Z ) Define placements —— ( 3 ) Select ingest behavior

Rule name
Older Object Versions: Two Copies Two Years
Description (optional)
Older versions anly

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accol
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @
No @ Yes .
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Clone Remove

| Edit |

Filters

# "~
This rule appliesif:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
* Location constraint is eu-west-3
b v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: * StorageGRID site-loss protection will not apply frem Day © - Forever.

o Objects procassed by this rule will not be deleted by ILM,

| Reference time: Ingesttime  Ingest behavior: Strict
Day0
|
Day 0 - forever == T =
L 2 replicated copies - Site 1
T

Duration Forever
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Active policy Policy history

Policy name: Data Protection for Two Sites (2 rules)
Reason for change : Data protection for two sites (using 2 rules)
Start date: 2022-10-11 10:37:11 MDT
Policy rules Retention diagram
Rule order Rule name Filters @
1 One-Site Erasure Coding for Tenant A Tenant is Tenant A
Default Two-Site Replication for Other Tenants
A A5}
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