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ARO|E 7t @8 QIX(CSRF)EREH ES
CSRF E22 AI8%I 7|8 A8t

L
1 QF 9|X) SHALERH Hody £ AUEL|C Grid Manager 5! Tenant Manager= 0| £ ¢t
JlsE XL E gdstetL|ct. CHE API 22I0|¢E= 2001g Il EMot {25 MEHY £

HTTP 24 POSTR 20| CHE AIO|E0| CHS RME EB[AHY = U= 3B XH= 20T ALEXIe| RI|E AHESIH
[u]
StorageGRID= CSRF E22 Al23l0{ CSRF 2ZHOZHE| HS3ILICH S 4 EX 37|0| LIRS EX

ol Ee= £ POST 22 Oi7H H4=2f &2t LKX|sHof LTt

0| 7|52 &M3t6tH™ csrfToken 21E S| O HEE 2 true BHTLICE 7|22 YULICH false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

true ¢! 42, GridCsrfToken F7|= Grid Manager 22104 Ciat QIo| ZtO 2 MHE|1 AccountCsrfToken
F7|= Tenant Managerdil 221517| [t o gfez ™ EL|Ch

FI|7t Y= B A|AH! AE(POST, PUT, I{A|, AHHNE £EE 4 e ZE QM| CHS F oLtz TEHE|0{0f
SrL|Ct.
* *X-Csrf-Token 8l|C} 2/0| CSRF E2 37|9| 2O 2 MM E| & QIL|LC}.

- Eoz olags BEg a2ttt BHO| AP cerfloken ZOR AAYUE Q8 HE 0f7f vi4elLic

1o

F7HOIM MR HEE

ro

2tel APl 2HME AL,

O EZ2 37| HEJL = @82 CSRF 30| th3t %71 BS2 A4 JSON 28 228 7|tists
2E QX0 tisl "Content-Type: application/json" 8|S X 2¢L|Ct.

SSO(Single Sign-On)7t Z X3t 22 APIE AFSRILICH
SSO(Single Sign-On)7| &%}l < API ALE(Active Directory)

oFoF EFAO| 7HX| 1 QUCHH"SSO(Single Sign-On) 741 8l 2HM 35 SSO 22XFE Active
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DirectoryE AtE5t= 8% Grid Management API| EE= Tenant Management API0|| R &%t
1F EZS A7| 2lo LT API RS LrAsHof °*L—|Ef

SSO(Single Sign-On)7t &4stEl 22 APIO| 2QIgL[C}

Active DirectoryE SSO ID 35AtE AH85H= 22 CHS X|&0| HEEL|CH

AlZtst2| Hof
* StorageGRID AHEXt JF01 &3t HIH2{|0| 4 ALE XIS SSO AFEAL O[St = E Y1 JELICE

* HIE 22| APIO]| A M| ASHEH HIHE AE IDE €10 A0{OF L|C.
Of ZhHofl ChHaH
215 EES HoHE LIS o T StLE A8 E & ASLICH

« JntE storagegrld ssoauth.py StorageGRlD AX| oY ClA E2(0| A}= Python 23 ZE(. /rpms
RHELS| A2, . /debs Ubuntu LE= Debian®| Z<L . /vsphere VMware2| Z2).

curl @S| IFEZ o

S UF S22 8otH 2 2 AZto] 2uHE &+ JSLICE O E @77t BEAIE = AFUCHA valid
SubjectConfirmation was not found on this Response.

(D ofl cun 93BRE 12 ABTIL YSE 2 4 QES BootN YL

C
Py
—
ro
]
on
Mo
=

It R BR O LE EAE £+ YELICH Unsupported SAML version.

re
ol

EZ

mjo

O2{H CtZ W F SHLIE MEHSL|CE.
° “storagegrid-ssoauth.py’ Python A3 ZEZ AF2SIL|CEH 20HA| 2 0| SEtL|Ct.
° curl REE AHEELICEH 3THA = o] SgLICE.

ZEE ME5l2{H storagegrid-ssoauth.py 23 EEE Python QIE{Z2|E0f MEstn ATJZEE
sSh|C}

n= >
o I.U

-

=

DEIZEJL EAEHLOZ Qlof T

e =
ot
N
mo
o
I
11
=
n

° SSO &t ADFS = ADFSE 43 gtL|Ct.
° SSO AEX} o[ EJLICt

° StorageGRID7} &X| & =H|QIL|CF

° StorageGRID2| FAIL|Ct

° HIHE 22| APIO| HM[ASH= AL HIYE AE IDYL|CE
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE Q15 URLS £241512{H off POST QE2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|AHEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e| SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

- 24 FHM A EE = AEE

Ow

EOM £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSO|A 22I0|HE ¥ ID7} ZetEl A URLS 7FMSLICt
of 7tX| 42 0| S URLE ALE3t0 210l A2 RFdts AYLIC)
curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20[AUE 2F ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

15
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AD FS& sitfofl =7 &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHo MFA(CES R4 21F5)7t gdstel 22 SA AA=20ls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 218t AD FS MM ME7t ZtE|H SH 220l= 54T &4 LEo|
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

ro

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

HlME= Relaystate HI'HE A IDE ArEStALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE AIESI= &

It

b F AR

in
Tl
[0
0z
=
u
el
00
e
1

MYTOKEN QU&L|Ct.

S$SO(Single Sign-On)7t 243tEl 22 APIO|A 202 EHL|CH

SSO(Single Sign-On)7} ZA3tEl AL J2|E 22| APl & HHE #2| APIOA 230H25t7| 2|l LS| API
QX g Mo BLICt. Active DirectoryE SSO ID SZALE AF8st= 22 L2 XX 0| HEEL|Ct

o

| Ztefoll choh

LQst AQ xX|o| Tt 210+ T|0|X|0f| A 20t} StorageGRID APIOlM 2T0t2e = JELICE E=
StorageGRIDOHH 72¢t StorageGRID H|0{2] E20| HRot H ET0H2(SLO)E EB[AHY & AUELICH

pasy

1. MEEI 23012 -2 MAMSt2{™H "cookie "sso=true"S SLO API0f| M=atL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content AFEXIZl ¥ ZIO0IRE[USES LIEHHE SEQULICE.
HTTP/1.1 204 No Content

Single Sign-On0| &43tEl 22 APIE AH2SIM|R(Entra ID)

otok &hAO| 7FX| 11 QCFH"SSO(Single Sign-On) 74 5l 2t M3 SSO 32XIE Entra IDE
Ar8ot= 22 F 79| o[d| A3ZEE AE5H0] Grid Management API EE= Tenant
A O
EN

A4 id
Management API0]| R 2%t 215 EE2 ¥2 & USLICH
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Entra ID £t 27010| 243tEl 22 APIO| Sign in.

0| X|%l2 SSO ID &2ZXtZ Entra IDE AE38te Z R0 HEEL|CE,

A|ZFst7| Hof|
* StorageGRID AHEXt I1F01 £t HH2{|0|d ALE XIS SSO MA MY ALt 2 E 21 AUSL|CE
* HHE 22| APIOf| HM|ASIEZ{H HHE AE IDE 210 A0{OF SfL|Ct.

of Zteoil chs

aii
EZS HOH LIS olx| 23BEE A2 = ASLIC

ro
! JH

* “storagegrid-ssoauth-azure.py Python A3 ZE

* “storagegrid-ssoauth-azure.js’'Node.js 23 ZE

T A3EE HF StorageGRID AX| It ClAEE2[0f| QELICH(. /rpms RHELS| B2, . /debs Ubuntu &
Debian2| Z9 . /vsphere VMware2| Z2).

gjo

Entra IDE AFE5I0] XtH| APl S8 262 H L322 HXESHMR. storagegrid-ssoauth-azure.py
A3RE Python *:'E.:IE'.: StorageGRID 0f| 2 F 7tX| 28 S SLICHHA SAMLRequestE 7M1,
LIS0ll= 915 E22 I = ). ESH Node.js AT EE $E5610] Entra ID} AHS 2230 SSO U2
SHBILICE

SSO A2 LT API M E ALE0I0] A 4 UX|TH I Sh= A2 2HEHSHX| EELI|CEH Puppeteer Node.js
252 Entra ID SSO QIE{H|O|AE A3 HSH= O AHSELICH
URL 212 A7t A= B2 T2 277 BEAIE = J}SLICH unsupported SAML version
CHA|
1. Ct33 Zo] Hest Z&4S MKt

= =
. Node.jsE MX|EL|CHE X "hitps://nodejs.org/en/download/").

a
b. LR35t Node.js 2= (puppeteer & jsdom)= A X|gtL|C}.
npm install -g <module>
2. Python A3EEE Python QIE{I2|HZ MESIH| AIZEE M3listL|Ct,

J2{™ Python A3 Z E7} siE Node.js &

|4
i)
Im
mujn
ot
M
k)
m
=
o

o
w
wn
e}
oo
mo
E)
00|'
ot
r
i)

3. TELEJI EAIE|H CHS Ql4-0f CHst 22 UstALE 07 H-E AFRSHo] ML Ct.
° Entra IDO| 23215}H= O AFEE|= SSO O|H[Y =4

° StorageGRID2| FAIL|Ct

° HIHE 22| APIO| 2M[ASE{ = AL HIYUE AE IDYILICH
4. HAIX| 7t EA|Z|H H|ZUHS S 1245t Q& Al Entra IDO| CHEE MFA £212 38 £H|E SHAIL.
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https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-email-address userimy -dosain.com
--tenant -account-id- @

Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 AT EES £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = 1),

StorageGRID 915 E22 £20|| MSELICL O|X| SSO7} A E[X| gH= AR APIE AFE3H= WtHat R ALSH|
CHE Q0 EZS M8 &
SSO(Single Sign-On)7t &4 3tEl 22 API ALE(PingFederate)

okoF CHAIO| 7}X| 10 %{Efﬁ"SSO(Single Sign-On) 74 2l 2H435}" PingFederateE SSO
2ZXE AESH= A2 Grid Management API EE= Tenant Management API0| &8t 915
EZ2 7| s LT API QH S walisoF gL Ct.
S$SO(Single Sign-On)7t 2 X 3tEl 22 APIO| 2QIgL[C}
0| X|&2 PingFederateZ SSO ID 22ALZ AI28H= 2R X EL|Ct
A ZFS7| ol

* StorageGRID AFEX} 2501 £t H|H2|0[M AL XS] SSO ALEXA} 0|1t = E &1 AFL|Ct

* HIFE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.

O] =t ol CHaH
1Z EZS goE{H O3 o T SLIE Ar8 Y &= /UELICH
« O0tE Storagegrid—ssoauth.py StorageGRID MKl o ClAE2[0| A= Python 232 E(. /rpms
RHELS| B2, . /debs Ubuntu E£= Debian2| B . /vsphere VMware2| E2).
* curl 2| IAEZ o
A2 HF LefA +AsHH ZE 2 A|ZHo] XatEl o~ J}SLICE CFE @F7F BEAIE = JUSLICHA valid
SubjectConfirmation was not found on this Response.
() dFlcun aB2E O SR IS B 4 9T BstK ek,
URL Q12Y X7t /= 82 CE F7F BAE = JELICE Unsupported SAML version.
THA|
1. 015 EZS Pou{H L3 WY & StLIE MEfRiL|Ct.

° “storagegrid-ssoauth.py Python 2A3ZES AtStL|Ct. 2CHA| 2 0| SEHL|Ct.

° curl REE AEYLICE 3THAHIZ O|SELIC.
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n= | >
o |U

ZEE AME86l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD AFEEE
SHL|C},

=

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

o

o

o

SSO &t "pingfederate”(PINGFEDERATE, Pingfederate 5)2| B E H3H S 248 4 &L|Ct
SSO At8Xt 0| SL|Ct

StorageGRID7Z| Ax| &l =0[QIRIL|Ct. O] ZE = PingFederatell AF2E|X| &&LICEH Bl ZHo 2 EAHLL

A= 22 LHe = ASLICL
StorageGRID2| FAQJL|C}

HIHE 22 APIO] HA|A5tE = E2 HIHE AE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| §b= ZR APIE Ar235t= YWt RASH|
A
T

CHE R0 E2S A8Y

3. curl REE AFE3IE{H O BAE HEHA L,

22

a.

b.

Za0lof| Rt HayE MARILIL.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ 2| #2| APIO]| M| A 02 2 "TENANTACCOUNTID AFRELICE,

MEEI 015 URLE £AI5t2{™ of| POST A2 2AllSt D /api/v3/authorize-saml SEHOIA 7}
JSON 2IZY S HAgfL|Ct,

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AEE = A= SHOUIM £ saMLRequest MY RILICH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep

'"input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'
g 'ZX|" gk LHELHI:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. Xtz St & 27| 27

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= B APIE ALE0t= ARat RAMS HE Q| E AFEE 4= MYTOREN JUSLICH

1

SSO(Single Sign-On)7t &dstEl 22 APIO|A 202 EL(Ct

SSO(Single Sign-On)7} gMdat=l 2 J2|= 22| API EE= HIHE 22| APIG|A 230t2617| I8 9| API
QK S Altsf{of LI} 0| XAl PingFederateZ SSO ID 222 At2st=s 22 MEL|Ct

702 HO|X|of| A 210}2510] StorageGRID APIO|A 210k & QUELICE E=
StorageGRID H|0{2{ EZ0| 2R3t tHY 202(SLO)S E2|AHY &+ J&LICH

ot
[or |'ﬂ-|

1. JHE 27012 QNS MAMSI2{H "cookie "sso=true"S SLO API0]| FEretL|C},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretEL|CH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEgetL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtLC,

curl --include "SLOGOUT REQUEST"
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L 1O

302 SEO| BretEIL|CE 2|C[2M 9IX|= API M & 20t20l= XM EE[X| E&LICH

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.

StorageGRID H|0{2] EZE AH|SH= 22 SSOE AHESHK| at._ 10t st HiAl o2 XH=EBEL|CE, 'cookie
"sso=true"7} M= X| $2™ AEXH= SSO AEfof| 2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIE AHESHY 7|5E HIgdetetL|tt
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o o O .
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?_49_*2 7P‘._| JEOH = J AF%IFS E%* +0=| ZE|X AL HHE AHe RE APRIPOH Chict =S HEY =
RS L

|
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1. Grid Management API0]| Cii$t Swagger 2AM0f| BHABILICEH S "Grid Management APIS AF2EHL|CH
"KERSHAMAIR

2. 7|5 H|gd3t B2 S AL

3. HHE RE 25 HE 59| 7|52 H|2M3}s2{H TS 2t 20| APIZ 228 EHLCt
{ "grid": {"changeTenantRootPassword": true} }
RHO| A=EHEHHE RE s HE 7|50| HZMtELICL HEHE FE 2 HA * 22| #to| I o4
AHEX} QIE{TH[O] A 0| EAIEIII oM HHES RE A5 HESIH D Aotz ZE API 80| "403 AL Het
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QI E ot2{™ * activateFeatures * 7|5 XHHIE H|2Md3tet & JAELICEH

Mot
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3. RE 7|52 CiA| &43tsta{™H CHS 1t Z0| APIZ EES EUHAIL.
{ "grid": null }

O @HO| A=E|HHHE RE s HE 7|58 Eget ZE 7|S0| ChA| 2-G=ELICE OIX| AFE X}
AEIO| A0 * HHE RE &z tHEF * 22| ASH0| AIEIEH MEXOA * FE HMA* E=*HEHE RE P
HE * o] Heto] A= R HHES FE Ao = HESH L A|E5H= EE AP| 280 Q%‘QLIEF.

O G0 A= _ALL_DEACTED H|A{7t EHSSHEILICH H]Zhaotel Al RX|=|0fof 3= ot
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{ "grid": {"storageAdmin": true} }
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StorageGRID M AE H|O{fL|Ct
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Create versioning-enabled
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Both
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid 1-Grid 2

Local hostname (this grid): 10.115.96.170
Port: 23000

Remote hostname (other grid): 10.115.96.175
Connection status: @ Connected

Permitted tenants Certificates

Q Displaying one result

Tenant
name

Last error @ -

2025-03-13 15:54:59 POT

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar
code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD
13371653720226059496)

Tenant A

Check for errors
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£ Passwords.txt 2EHSL|CT
2 Y5t FEEZ M2HeL|CH su -
d. ool LIEEl S E passwords. txt YEEL|CE
FEZ ZOQ5IH TETETI M s 2 #HAELICE
2. audit.log A CGRR HA|X|E AMSt ZEAI MH = E A6t ZotE ZoHphL|C}

olE S0{ o] BH2 K|t 302 S 2= CGRR HIA|X|0]| CH3H grepsE &5t ZAI BE =S AFEEILICE

\

# awk -vdate=$ (date -d "30 minutes ago" '+3%Y-%m-%dT%$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

HHO| Aut= 0] o2k 20| =[O, o] of|X|ofl= 6712 CGRR HIA|X|0l| CHet &=0] AELICE O] GloiM= 2E
S22 02|E SH 2F0| HHE SHY + 97| MZ20]| 2t QRS HEUSLICE MZ M 7HK] F = "HA|
SH" ZY0|1, obx|at M| 7kK] 2F = "0t SH" AL EYLICE

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNJQ3MyOxMUVELTg2QjEtODIBMjAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDALNJQ3NCOxXMUVELTg2NJMtOTYSNzZAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQI1ODUwQKUtNJQ3NCOXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
Zt &=0ll= o "EIF oo /}SLICH
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1. Grid Manager ATt A =22 0}0| 28 MEST * APl documentation * & MEHBIL|CE.

2. M API 2MZ 0| S * S MEfgtLIC

@ "H|Z7H"2 EA|El StorageGRID API 282 0f| 1 gio| HAE = JELICEL StorageGRID H&
ANEZQIER QEO| API HH S FALICE.

3. Cross-grid-replication-advanced * MMOf|A Ct2 ZX S MEdBIL|CE,
POST /private/cross-grid-replication-retry-failed

4. Hedsty| * £ MedetL|Ct.

5. body * HIAE MX0|A * versionID * 2| Of|H| =2 Muist wkt J2|E SX| 20| s dH= audit.log 2| HH
IDE HiEL(Ct,
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* S3 A8 "HeadObject £ MEHBILICI"E= "GetObject £ HXSHUAIR" 24 SEO[= Tt
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1. M2 API 8E A Q| * cross-grid-replication-advanced * MMO|A CtS 2™ S MEHSIL|CE,
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management API.

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway
Nodes. You can optionally use this certificate for a load balancer
endpoint as well.

S3 and Swift API certificate Custom Jun 4th, 2022
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSY Search tenants by name or 10 Q Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

HIHE AtEXH= E8 H0|X|2 0|50 2t EF0| thiet 7ta 2[Z22| 2F HIAXIE HESID @F7L &dst AlZhS
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ *+ Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEATT Q Total interface count: 4
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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You have already selected
an interface on this node.
Select a different node or
remove the other selection.
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address
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Port:

Client type:

d balancer endpoint #

10443

S3

Netwark protocol: HTTPS

Binding mode: Global

Endpoint ID;

Remove

Bindi

3d02c126-9437-478¢-8b24-08384401d3ch

ng mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this

endpo

int using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

MName: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-3e92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2dd)

|P addresses: 10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses A

Interface 5 IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alertname % Severity @ 2 Time triggered 3 Current values

ILM placement unachievable (&
© Major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Add another advanced filter
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Time period 1 FromDay O

Store objects by  replicating

and store objects by = replicating

Add other type or location
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Store objects by  erasure coding

Add other type or location

b

¢ | store for v 365 ¢ days
L & | copiesat @ Sitel x| & M
v 1 0 copiesat  Site2 3.
store  forever w

using 2+1 EC scheme at Site 3

A
- BE A2 * Of| A X K| R A|RF A|ZHS AL I AFBE A7t RES MEBILICE
=4S MEHEL|CE M
=T A2 A 7F =T E A ZEJLICE
OFX[2} HMA A|ZHAL|CE JHHIE OX|2o =2 HMSE A|ZH 7| £ EI])
Ol 2ME AHE5t2{H S3 H3lo]| CHalf OpX|ak MM A A|Ztol| CHSt
YUCO|EE 2hdstaliof LI 2 "ILM #A/0f| A DFX[2F MM A AIZHS
AEELCHEESHYAIL.
AHEXF Mol M AlZHAL|Ct AL Xt Ho| H|EIH|O|E{ ol X|™HEl A|ZHJLICE
SIx A|Zto| OtEL|CE O| A " 22|71 ZMelEl S3 US| o] @EME K0Tt o] &
Mg ZE0f cish * o * E MEfst 2R "H[HIH A[Zt"0] XSS 2
MEHEIL|CEILM 4] E.‘_*Z | Dfu)\fol 1CHA",
_compliant_rule2 4M35t2{™H * Ingest Time * S MEHS{Of SLICt 2 "S3 QEHE ZHZO=2 QHHE 12|
"EERSHIAIR.
AlZE 20 SLHRX] * MIMOf| A AJZE A|ZHat K I 7|2t 7|7tE = ELICH
o€ &0, A ¢ Ao QEMEE NEL X[E XFLE = JASLICH 3652 0¥ MZE ) Moz
StLtel HE2 0ol Al=tsioF §HLICE.
SR SAHES YM5t2{H CHS S E-LICH
a. Store objects by *(HAH| & 7|& *) EECH2 S =0 A * Replicating *(ZH| *)= MEfstL|CL.

345



create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html
create-ilm-rule-enter-details.html

LIEFEILICH EX™ 7|71 SOt EX|= EAIE S LA MM MSH= LM &l

of~E 12 HESHH 17t S0 = of 4
E1I0|E17f FTPHoz &4E IHO| °'*|—|Ef 2 "t SAE SRIE AE5HX| g0t0f 5h= OlR

HESHAIR.

2

oot
mjo

X5t H CHZ & StLt 0|2 +AOIHAI2.

* ol 712l Al =5 SEILCH
* LHE AE2[X| & = 222 2|X| 20| SALES FIHELIC

© =R CHA AR 2+ 2 MEOHIAIL,
0| 0] BE 7|7b0f Che Of2f BAHZS 00| AT FS 0] ZNE FAIHE HLIct.

C. copies at * ZEOA FItet AE2[X] 22 MEPILICY

SFLFEE XP“E* = ASLICH 2220 AE2(X| L= 3J07F L[ JAD FH=E 245
M2 372 WSt 2t ARE|X| 2o CH3l SHIE 171S d-deLot.

= ood

* AEE|X| E2 oLt X|™Hot= AR * StorageGRIDE X|HE AER|X| =20 SX|E A SAES
EH S}

ILM AIS 2HH5| M et 4= 9SS LIELZ| I3l * ILM BiX| 2 et & * 17t E2|AHE LTt

* = 0|¥e 2EE|X] E2 XFot= ER * L2 A
|Ct.
=H|= otLtzt 2t AEE|X| 20| MEELICE

mujo
0

Fofl FHAL.

-
m

* SHE = AEE X E SEL 2

oA
HAE

A
=T
s SRR 47} AEEIK| B $9 ZOH UH

>

:

+ EH|2 47} ARE|K| B SHCHHE AQ Bt ZHE0| 27 AO|E0| HEE C+S LiD{X|
SRES SAst0]  Ztof [AS AFSUS 28 U RAISHS SH, of A|EAHE Zile)

2H|22 5 7 0|4 Hustx| Rot== ST

AEZX] 20| A& HR(SLSH AER|X| LE X3 JiK|C| 2E SH|E0]| StLte| AO|Eof| 2t XMZEHE
2 QlAL|C}. [traw BE AEE|X| LE AEZ|X| E(StorageGRID 11.6 0|5}t CHE AEZ|X| E2
K| HSHX| OpMA| 2.

4. MH| ZY SAHES DHS2H:
a. Store objects by * (ZHH| X & 7|FE *) EELHR SE0M * AH 2 * S MEHSLICE

()  LA2Ye 1Me ool ouxEY kg EELCk v Ko un 29 Fag
8t QUISISE WXIS17] $I8 200KB 0|gte] QEHE A¥ BES AFRSHK| O

b. 200KBELCH 2 ZHoll CHoh 4] 27 Hef
7B Cf2 * 13 HE| 27} & Mejeln

—

FLIIHJ
3
i
el;
)
S
Fu
Iy
(@]
x
=
n

2 AL *Previous * & M
LE{E 200KBELI 2 o2 *E”gzh_m_

C. F7tg AEZ|X| F 3 AMEY MA 2Y HAE ML

AR 2 FAES 2AEE|X] f{X|0l= X 2 MA S| O|F 1t AEE2|X| 2| 0| 50| A2 ZetE Lt

AE 7tsS ARl ZE MAl= MEist AER|X] 20| Y= AER|X| =E9| 0 w2t HI$HEIL|CE.
'Recommended i X|7} 2 MSot= FHE Fof| "£|AQ| HS = AEZ|X] Q6| = "LIEFELCE,

5. MEH At

0Ok

CI2 9I%I0 A2 S 2712 MA6t2 * CHE 98 EE Q1% 37t * 8 MegiLC

346



b. THE 7|2+S FItotA™ * THE 7(2F =7t * & MESL T},
Nl ohE 2ol w2k AE L)

 CI2 7|7H0] * Forever * 2 ELIX| S 3t M= A% 7|7t0] B of FE02
©) AFIEILICE

= o mh2t "2l Sl HEHE EE 7|7 2FILM 2E 7|20 SR =0k JHA|7F AH =X t=

4+ gL,

6. 22t AEZ|X| E0| LEMEE XIS H CtE S SHELICL
a. Store objects by *(HA| X & 7|E *) EELCHR SF0|A * Replicating *(SH| *)& ME{SLICE

b. h4 * WES Medsh O} 22HRE AE2|X| B2 MeBiC

Zetec AS2|X| B2 ASH U U8 FAS R SAAIR.

* B HX] KR ME o2 22tRE AEE|X| 22 MY &+ QIELICH ORIIX 2, S L HHA|
XM SR AELX| 20t 22X E2 M= = YlELIL

&LICt. Copies * € 271 0| M0 =2

$9

* £% Cloud Storage PoolOf A= QEHE ZALES SHLIRE MEY &
HYSIH 2F HIAIX|Z}F LIEFELCY,

»

* SHRE AEE[X] 20| SAf| = 0]&9 QU IE SAZS T
AtEdHE o2 BiX|O|l M EME7F SFE| 7L 22 HiX|2| 021 2f2l0]
QF HIAIX[Z} LIEFEL|CE.

& LIt Cloud Storage Pool2
loud Storage Pool2 AI2st= EQ

(@)

* QEHEEZ StorageGRIDO|A £H| L= AHH| 2L EMEOE X&st= SAlof| E2t*E AEE[X| Z0
XNEe 4 JSLICH JBLf s 7|7*°| HiX| X|&oll= o2 &2 Z&sioF 2k | X|of] CHSt Ab2 2| =2t
fUS XYY > JASLICH

1 CHolo] ol A HiX| X[H S =HRlFfL(Ct.

O of|oilM ILM &2 SHE ZAHE StLHE ALOIE 101 M&EHSI D SHIEl SAH2E ALO|E 201 132 MEeL|CE

L T

19 = 10 SOt AK| IY SAHES 67 0|42] 374 ALO|Eof| M&E 4 USLICH £ 11:40] X|LHH
StorageGRIDOI| A Z4X|7} AK|EIL|CE.

Z Ctojoj o7&l B Moy Lot l= W82 thSat Z5LICH

=

° StorageGRID AtO|E S
° 0| &loj| 23l M2|El 2iXl|= Day 4015 O|=0f| AtA|ELIC.

r+>
I-II
fot
rir
k=)
=1
f)a
AN}
N
> O
e
I}
o
o
r
~

S HRGHIAIQ "AfO|E 24 X"

347



Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID sita-loss protection will apply for the duration of this rule,
* Cbjects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time
Day 0 Day 365 Day 4015

Day 0- 365
L 1 replicated copy - Site 1

1 replicated copy - Site 2

Day 365 - 4015 =
EC6+3 - Sites 1,2, 3

Duration 365 days 3650 days
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects

Clearall | @

Object % VersionID % Rule matched @ 4% Previous match €@ % Actions

bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X

bucket-b/test object greater than 1 MB.pdf EC objects > 1 MB b4
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O] of|o1| M

* bucket-a/bucket-a object.pdf A 7HH|E EEZHS= A HMf 742 SHIEA| LXIAZFESLICE
bucket-a

* bucket-b/test object greater than 1 MB.pdf O bucket-b JLE = & HIY 720t LX|SHK|
SiELICH CHAl 1MBELE 2 AN E HE™SH= F H 2lof ofs SHIEA| LX|=|RASLICE

* bucket-b/test object less than 1 MB.pdf MZ F 29| ZEQl LX|SHX| oD 2 LHE
OS] et 7|2 Ao w2t B X EL|CF
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png PNGs X

2L} = Havok.png * X-Men * #&IS HIAESH| [t ZdQL|C}.

—

3. ZHIE siZsta{H FXI2 CiA| ™

ol
ny
ot
10l
>
30)

O|Tof| EHIAEH K= OOl Exl FMof Thall RHE7H=|10 A Al=2{[0]d Zat7t EAIELICE O] ool M %]
X E2 M7t O o HTHZ X-Men HIEC|O|E &l XS 20 FLILE Havok.png. 0| LA E2
PNG w£[0]| O|F A|Z2{[0] 0| M 7| et LX[HSS LIEFHLICE.

363




Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @
e

Object = VersionIlD 4 Rule matched @ % Previous match @ 2 Actions

-
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object % VersionID % Rule matched @ % Previous match @ 4% Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionIlD 4 Rule matched @ % Previous match @ 2 Actions
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System Metadata

Object 1D AT1ZE9EFF-B13F-4905-9E9E-453T3FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size h24 MB

Creation Time 2020-02-19 12:15:59 PST

Modified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocalrangedb/2/p/06/ 0B/ 0nMEHS TFEnQQHCV2E
99-99 ivarflocalirangedb/1/p/1 2/0A00nMEBHS [TFEoW28|CXG%
Raw Metadata

“TYRE™ - “ETHT",
“CHND™: "ALZE9GFF-Bl3F-4995-9E9E-45373F0ETDAR",
"MAME™: “testobject”,
TCEIDT: "Sx3B2IDEFECTCIBAIS",
"PHND": “FEABAES1-534A-11EA-9FCD-31FFEAC3B056",
"PPTH™: "source”,
"META":" {
"BASE": {

"PAWSS - =27,

367


https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid/audit/index.html

SEIESK

=

=

o
—

|

=

Ez|

1=|0] ASLICH"X]

o
[

SL|CE ILM |
zha|xto 21

| -

sk A Ol
=2 T M

|
;

AlZHsE7| o

AEEX| 27 AL0| HEEO w2t
* S Atgstof aa|

"S3 REST API AtE"

+ 0

L|C}

|
ol

=

p)

41X

ILM

—

HIAIX[Z} LHEL

IE

—

EH XFE 7|

L|C}. of 2o
ot

I.

-
o
=

M

=

=

H2{™ * Policies *
IX| B2t AEfQIX| &7t LIZElLICE.

o

=

=2

ILM *>*

1.

o

WO Hou
KD
o B

LICt ILM

I.

-
o
=

204

=
=

= M

=

= UAFLICH ILM ZHE
XH

=
M A

o
2yt
o

= IL

t

0
C

A
&4
Est

gfLCt,

x
=]

i

T
—_

L|C}.

k

e
[<)
=

CHE

¥

t71 Hofl Al=2f|o|d

.
o

o
o

st
THE LM ZH

3

sto ol 1L
o] o|

Sk
=0
=
=t
=0o

o X|Hojl et FMES "ILM HH S M|
PN

ILM * >

O

1.

Mot H:

r
11N
i
ol
=r
)

H

q

ILM

368


https://docs.netapp.com/ko-kr/storagegrid/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid/s3/index.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

1. ||_M*>*I-I XH *

gH = MEfRfLICE
o

2. =rg Aol &

o| =tolzts MEHS OIS * Clone * 2 MEHEILICE,

3. o X|Hoj w2t S 2o YMRE] ARSI A YMS LM FH S MdetL|CrEhEL(Ct

TR AAE LM HMOR ol S 4 gl HOJE AU0 B £ ABLIL LM S
(D Zusfers| wol LM B8 2 ILM 7AS Fo| 2o A ChS ILM B8 AlB2o|MtLct ILM
0| o| T3t THZ RIS ZOIX| S SHOISHIAIL.

ILM XS HAELIC

ILM FM0| HIZhy EfQl 202 "AE

1.

—

2t = AsHCHL S WA tEs +ELIChH

ILM * > * M*H ~ S MEHSH |C},

2. HAHE v Aol etolzhs MEdBiL|Ct.

3. A * & MEfSL|Ct,

ILM 7% 45§22 =L}

|o| ®Z Chojo] 1% U B XIAIS E10] ILM 0] CHSt M5 HES maiw o2 3Lt
1 ILM * > * 3% * 2 Mefgt|ct
2. M2 HEE Ba{= 50| 0|22 MeBiLICH of

2 copies 2 data centers

Compliant: No
Ingest behavior: Strict
Reference time: Noncurrent time
| Clone | ‘ Edit | | Remave |
Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy

Rule analysis:

Erasure-coded (EC) copy
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 X| # X
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou
SRS 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration Forever
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Time period and placements ¥ Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s

metadata matches the criteria in the filter.

Time period 1 FromDay 0O Z  store forever w

Storeobjects by = erasure coding W using 6+3 ECschemeatSites1,2,3 ,‘

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
® Objects processed by this rule will not be delated by ILM,

Reference time: Ingest time

Day0

Day 0 - forever .
EC 6+3 - Sites 1,2, 3

Duration Forever
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the poficy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters

Tenantis Finance

¥ : 53 Bucket finance-records @ Y
Bucket name is finance-records
Default Two Copies Two Data Centers
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Rule name
Older Object Versions: Two Copies Two Years
Description (optional)
Older versions only

Basic filters (optional)

specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accot
Bucket name @ matches all W

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

MNo @ Yes J
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Edit |

| Clone

Remove
Filters
"~
This rule appliesif:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
® Location constraint is eu-west-3
b v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: « StorageGRID site-loss protection will not apply from Day © - Forever.

# Objects processed by this rule will not ba deleted by ILM

Referencetlme Ingesttime Ingest behavior: Strict
DayD

!
Day - f¢
e 2 replicated copies - Site 1
!

Duration Forever
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