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Overview Performance

Health status @

!

License

1
License

Total objects in the grid @

0

StorageGRID dashboard

~  You have 4 notifications: 1 @ 3 A

Storage ILM Nodes

Data space usage breakdown @

2.11 MB (0%) of 3.02 TB used overall

Sitename & Data storage usage + Usedspace S Total space
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
Data Center 1 0% T79.21 KB 1.247TB
Metadata allowed space usage breakdown @

3.62 MB (0%) of 25.76 GB used in Data Center 1

Data Center 1 has the highest metadata space usage and it determines the metadata space av.

the grid

Metadata space
usage

Sitename %

Data Center 3 0%

+ Used space

2.71MB

e
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Allowed space

19.32 GB
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Clone active dashboard
~  You have 4 notifications: 1 @ 3 A

Manage dashboards

Overview Performance Storage ILM Nodes

StorageGRID dashboard
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Configure dashboard
Crawrviaw . Performance . SEorage . L ' Hodea . + Add tab

Tab name

Overview

Select cards |

5 M L M L XL
Health status g Data space usage breakdown @ wl
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename = Data storageusage 5 Usedspace = Total spaca 2
Data Center 1 0% LT79MB 1.2478
Data Center 2 0% 52111 KB 926,62 GB
License :
Data Center 3 0% T90.21 KB 926.62 GB
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Nodes

View the list and status of sites and grid nodes.

earch Q Total node count: 12
A

Name 2 Type = Objectdataused @ %  Object metadataused @ & CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
s DC1 Site 0% 0%

Q DC1-ADM1 Primary Admin Node 69%

@ oci-ArRC1 Archive Node 1%

Ay DC1-GL Gateway Node 3%

DC1-51 Storage Node 0% 0% 6%

DC1-52 Storage Node 0% 0% 8%

DC1-S3 Storage Node 0% 0% 49
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NYC-ADM1 (Primary Admin Node)

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaa8-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth0 (Grid Network)

Show additional IP addresses v
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Alerts

Alertname & Severity @ 2 Time triggered % Current values

Low installed node memory [£
o Critical 11 hours ago @ Total RAM size:  8.37 GB
The amount of installed memory on a node is low.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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= Utilization (%) - Used (%)
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Memaory Usage 2]
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75.00% = lsed {%): 44.70%
Used: 11.30 GB
S0.00% = Cached: 6.55GB
= Buffers: 14256 MB
25 DD% = Freg: 7.2B GB
= Total Memory: 25.28 GB
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10: f0890e03-4c72-401f-3e92-245511a38e51

Connection state: 9 Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2da)

|P addresses: 10.96.106.21 - eth (Grid Network)

Hide additional IP addresses A

Interface & IPaddress &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name % Severity e = Time triggered & Current values

ILM placement unachievable [
© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @
Storage controller Bmanagement IF; @
Storage controller WWID: @

Storage appliance chassis serfal number: @
Storage controller firmware version: @
Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B

Storage controller failed drive count @ L] ils

Storage controller &; [7] Nominal ]l.

Storage controller B: @ MWominal 1th

Storage contraller power supply A: @ Nominal ils

Storage contraller power supply 8: 7] Mominal ils

Storage data drive type: @ NL-SAS HDD

Storape data drive size: @ 4.00TB

Storage AAID mode: @ DDP16

Storage connectivity: [~ ] Mominal

Overall power supply: @ Degraded ils

Compute centroller BMC i7: @ 102

Compute controller serial numbear: @ T21917500060

Compute hardware: @ Needs Attention ils

Compute controller CPU temperature: @ MNominal ils

Computa controller chassis temperature: @ Waminal ths

Compute controller power supply & @ Failed il

Compute controller power supply B: @ Nominal ils

Storage shelves

::Ietlizr:a*;ls Shra ~ chelfip @ = Shelf status @ = [OMstatus @ = ::::: sg;ply =  Drawerstatus @ = Fan stafus
721524500063 a5 Mominal Mih Maminal Mominal Mominal

Appliance H|O|E2| ZE 2%

o{E2to[A B

AE2[X| AEER O|F LIt

AEZX] HEER A2 IP

AEE|X| HEER B 22| IP

AEEX] ZEEZ WWIDYILIC

0| StorageGRID {Z20|AHA Q| D& H S = SANtricity OSOH| Lot

UASLIL.

SANtricity OSOf| EA|Zl 0| StorageGRID 0{Z210|21A 9| 0|2 QLT

AER|X| HEZZ AQ &E| ZE 19| IP TA. 0] IPE A3I0]
SANTtricity OSOl| HM|ASI] AER|X| 2H|E AL 4 Q&LICH

AEZ|X| HEE2] B #E| TE 10f Tt IP FAQILICEH AE2|X| 2HE
SiZ3t7| 218l O] IPE AHE5H0] SANtricity OSOf| M| ABL|CY.

LE o|S2to[AA A= AE2X| HAEER B YELITE

SANTtricity OSOf| EA|Z|=

AEEX HESEQ H MAX AEXLICE



Appliance E|O|29| Z =

AEZ|X| {EZ0[AHA MA

S QIL|CH

Ag2(% HES2] Helof
B LICE

AEE|X| ZIEE2{ SANtricity OS

HHILIC

AEZ|X| HEEZ NVSRAM

HHIL|C

AE2|X| 5HE0]

e

AEZX| HEER Q| EEIO|E 4T}

AIHSLCH

AER[X| HEER A

AEZ|X| HEEZ B

AER[X| AEES HE

fre }
= o

AEE|X| HEEZ MY

fara }
= o

AE2|X| Hlo|E E2to|E
YL

AEZ|X| H|0|E EEIO|E
A7|L|Ct

il
0

oy
oA

I.

F

N

N

A

B

qH
o
I
=

2HO|AAL| MA| YA HZ L|CE

0| o{Z2to|H A0 CHet AER|X| HE S22 o] HEYUL|CE
AER[X| ZIEE2] A2 SANtricity OS HFHIL|Ct

SANtricity System ManagerOf| A 2118t AE2|X| ZHEZ2{2] NVSRAM
HHILICE

SG6060 % SG61602| 2 5 ZHEE2E] 70l NVSRAM HHO| L X|5HK|

BOH HEER AHTO| EAIE!'—IEL HEE2 A7} EX|= K| QEA7ALE
ESOHX| ™ HEE2] B H{TO0| EAIELICY.

AEZ|X| HEER =02 MA| AEHRILICE SANtricity System
ManagerOll | AE2|X| StE[0{0f| CHEE Needs Attention(F2| )
AMEHE HD8H= A2 StorageGRID A|ABIE 0| 2t2 ESHL|CE
AEfTL"F o LR ol AL HA SANtricity OSE AE3H0] AEZ|X|
HEEME =eletL|ct 12 O3 ZHRE HEED 0| M8&= CHE 217t
A=K gelgtct.

x|H9of =2t0|5 7} OFEL|C.

AER[X| AEE2] A9l YEfYULICE

AEZ|X| ZIEES B YEHYLICH 25 O{E2t0|A HEH|= AER[X]
HEE2 B7} Si&LICH

AEZ|X| HEER Q| MY 35 HK| A MEfIL|CE.

= od o

AER[X| HEEE{S HH

OH

= A B2 SEHYLICE

HDD(St= E2t0|E) &= SSD(Solid State Drive)2t 22 0{E2t0|H A9
Ceto|E fHiL(Ct

StLte| H|OJE E2t0|29| 7 37| YL|C.
SG61602| B2 FHA| =2t0[E9| 37| EA|ELIC}.

o Xt BHRF NI} Qle L EO| AR [Al 2 ZH Aol .f|0|E
E 1=

=
7|°'|—|EW%0H'A|9. %R c2to|e 37|= 4ot

IS
T e
|1 o
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Appliance E|O|29| Z =
AEZ|X| RAID 2E

AER[X| HE

bl

SA M

OH

= g4

EE2| BMC IPE AAtEhL|C}

oY

3
om
o

oY

e
om

SEHO]

EEZ CPU 2L E AlAtgL|Ct

EE MAl 22 Al

4z Mefeict

IOM AEHIL|CH

r>|
rio
)]
il

X[ HEHLICE

betL|ct

243
O{ =20l 200 ol 714 RAID Z=QIL|Ct
AER[X| H& AEfRLICt.

O{Szfo|H A0 st 2= HE S5

| gy iy

oA

FX[9] SEHRILICE.

AFE HES2{0 A= BMCHIO|AEE #HE| ZAEE) ZEQ| IP
F2YLUCh ol IPE f90f04 BMC QIE{H| 0] A0
SIEHE ELIE{ -t FIEHetL(Ct.

BMCIt ZE|X| 42 O{F2H0|AA 20| = 0 EEIH EAIE[X]
gLt

HRE HEED ot=fofo] HEYLIC B AFE St=9019F

AE2|7| SHEH017H g 0fZ2toloiA B O] BET} BAIEX
eaLct

2B 2ES2o CPUY & AlfRiLict

#EY FES | 2& MejelLict

23

AER[X EI MAIS| HH HS Y

AE2|X| WZO| Xt ABRRLICE,

AEZ|X| ol FH| SEHRLICE.

=5 Mol Qe DE(OM)S| AefelLict s §iS - 2 Hmt of
Ho
oT.

AER|x| Yol Fel

—

S5 ZXQ A SEfLICE.

HEIo| o S2to[eA



- ZHEQI30| st MEE H2{™H * Network * £ MEHSHA A

S gLt e

o]
= =
EAME SENRLICt AEEX 2o A= E20{2f HEHYLICE 3T 8lS - MEtof| MEO] §l=
Ho
oT
™ EHRILICH AEZ|X| 2o A= H2 | TA| LEfLICE
C2fo|E &8 AEZ|X| 2mol & EE0[H &R $+YLICt.
ClojH E2tol= AE2[X] dOof =20|H 2, H|0[E AE2[X[0f AHEELICE
ClolE E2tol2 37| AEE[X Ao /= HolH E210|E 1719l f= 37| LTt
Al E2tO[E HAIZ ArEE[= AEE|X| Ao EI0|E = iL|L}.
Al E2O[E A 7| YLt AEZ|X| 2ol M 7hE 22 FHA| E2t0[E Q| A 7| LTt LEHO = FHA|
C2fo|EE= B 37|17t Z&LItt.
T8 HEfYLct AEEX] Hmof 1 AEfILIC.
a. BE= Tt "SE K| elgtL|Ct
HEft"sdol ot B2 °4IH Z1E HEFILICE SANtricity A|AE 2t2|XHE AFE5H0] 0218 SHE 2
& L0l Chsl XtAIS] °*0f T ASLICE HFE 24 3 FX 22| X|HS FZoHAIL.

=

Q.

HEHI E2fm 2T = HA| HERZ Ecizof et 2ok MS eI

1 hour 1day 1 week 1 month Custom

Network traffic @
650 Kby's
600 kb/s
550 kb/s
500 kb/s
450 Kb/s

16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 13:55 11:.00 1105

== Received Sent

a. HESQIZ AEjmo|A MM&S HESLICE

15
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Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
HE92L E{H{0| B{0]2] * Speed * Ol SLE 218 AB2101 OIERIOI2129] 10125-GbE HIZFI

TEJ} HE|H/HH O E EE= | ACP ZREE AISIEE ALY =X| &

HO| FAIE 22 4712 &3 B & AMEEICtD JHgetL .

FOISHY A2,

23 0c 2c gt 7HE HIC 3 £X(hic1, 0|4 J2|E/2210|HE
hic2, hic3, hic4) HES 3 &5 (etho,
eth2)
=7 LACP 25 100
ks LACP 25 50
nks| Active/Backup(ZAd/#if 25 25
)
A LACP 10 40
ks LACP 10 20
nks| Active/Backup(ZA/2ed 10 10
)
10/25-GbE EE F-d0i| CHet XtM[et LIE2 & "HIERIS 23 E A ALC ERSHAIL

b. IEXZ M MME HEFLICE

=

Receive % Transmit H|O|Z2 2} HEQIE Sdff 4 5! MEE HIO|E
HEZS HHFELICT.

L IiZlel ot 7|Et 24 S HE



https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Network communication

Receive
Interface @ = Data @ = Packets @ = Errors @ < Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1ls
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il o 1l 0 1l 0 1k o il

AEZ[X|
=8 3 AA MF20 chict HEE B0 FE JIE = 5 AFLICH

Storage Used - Object Data @

130.00%
75.00%
2021-03-13 14:45:30
S0.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i & = Erasure-coded data: 0B
14:30 14:40 14 = Totak 310.81 GB
== |lsed (%)
Storage Used - Object Metadata @
100.00%
T5.00%
2020-08-04 14:58:00
50.00%
= Used [%) 0.00%
- Used: 539.45kB
0 - Allowed: 13278
= Artual reserved: 3.00TB
0% -
14:50 15:00 15:10 15:20 15:30
== Lsed (%)

a. Of2fi2 A3 ESHK 2t =F 3 LEHE XML M A8 Jtset &

1540

E2|x|

* & MEfSHH 2| HjOo[Ef 5! ZHA| TEFC|O|E{0f CHol AlZHoj IHE AEE2|X| AAEE1

| C]AS ClHO| A,

17




Kl

o| M M|#| 0|22 SANTtricity OS(O{E2t0|H AL AER|X| HEZ2{0| HAE

Ao H ta| AT EL0o)olA
= =28 542 £ i LElLtE 28 WWID(World-Wide Identifier)2t 2 XIEHLICE.

r

=& OF2E X "o 23 0|23 97| W 47| SAHIE st C[A3 FX| B|0[S2] * 0|F * Eof| EAIE

7] &
O|E(%, sdc, SDD, SDE 5)2| A Hmfj £20| =& H|OIS2| * FX| * 2ofl EAIE gtat LX|EL|Ct,

Disk devices
name @ = Warld Wide ame @ = yoload @ = Readrate @ 2 writerste @ =
croot{8:1 =dal) MR 0.04% O bytes/s IKBfs
cwloc(8:2 5dal) MA 0.67% Obytes/s 50 K8/s
schc(8: 16, sdb) A 0.03% Obytes's 4 KB/=
schd [3:32,5dc) M8 0.00% 0 bytes/s 82 bytes/=s
sdheid:48 sdd) M 000 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = Device @ = Status @ = sie @ = Avallabie @ = Write cache status @ =
croot Oniline 21.00GB 187568 1l Unknown
fvarflocal cwlac Orline 85.86 GB 850568 1l Unknown
Ivarflocal/rangedb /0 sdc Online 107,32 GB 1717 e il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718GE 1l Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB 1718 ce Enabled
Object stores
D& = Sie @ = Avatlzble @ = Replicated data § = ECdata @ = Dbject data (%) @ = Health @ =
LealtE 10732 GB 9644 GB 1l 124 60 KB 1ly O bytes 1l 0.00% Mo Errors
0ol 107.32 GB 1071868 1l D bytes gl 0 bytes 1l 0.00% Mo Errors
opoz 107.32 GB 107.15GE |l 0 bytes il 0 bytes 1l 0.00% Mo Errcirs

O1E2to|A 2| =& 9l A0|ES0] - =of et HEE EL T
- E 0| X|0f= MH|A &EHO] CHot "Eef 22| L E = H|IO|ER0] LEZ AMEE[= ZF MH|A O{F2t0[A A0
Chet 2= HAFE, 023 ClHO|A S HER3 2|4 A0 chet FE 7 LFEE LI ot H22|, AEE|X| S0,

HEHZ 2[4, HEI AHHO|A, HEHI F4, HO|HE 15t HESEILIT.

|
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1. .= HO[X|0f| M O Z2t0|AA 22| L= = 0fZE0|AL HO|ERO| =S MERILICE
2. 712 * E MEY

= L "1

o

FL|CE.

I

HQ ol E e MMojls 20| 0|2, 98, ID U 912 AlEfe} 22 L Cofl st @9 METL BAIELICH P

T4 FEO|= LS 20| ZH 40 oigt QIE{m|o|A 0| F0| e '—IEL

=]

° *adllb * & * adlli *: 22| HER 3 QIE{m|o| A0 2/

r
of
fujo
P

tE3st= B0l EAIELICH

° *eth*: A2|E HESRIZ, 2E|X HER R = SEI0|HUE HERIA.

° * hic *: {Z2to|A A0 L= S2|™ 10GbE, 25 £+ 100GbE ZE & SHLIQIL|CE 0[2{3t ZEE= &H|
HZE| StorageGRID 12| = HE |3 (eth0) & 2210|HE HIE J:'(eth2)01| A & JELCL

° ¥ MTC *: O{Zef0[A20) = =2 1GbE ZE & SHLIILICE. St OIMOI MTC QIE{T|O| AT} 22|
HES2 °|E1111|0|¢(eth1)% oy EE HZELIC CHE MTC QUE{TH|0| AE T|O|Ef MIE] L 7|&Xt2] RIA|
2L AZ AEE = UAXE = 5 AELICL

10-224-6-199-ADM1 (Primary Admin Node) &

X
Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager
Node information @
Mame: 10-224-6-195-ADM1
Type: Primary Admin Node
D: 6fdc1890-caba-4493-acdd-T2ed317d35fb
Connection state: 0 Connected
Software version: 11.6.0 (build 20210928.1321 66ETeed)
P addresses: 172.16.6.199 - eth0 {Grid Network}
10.224.6.199 - ethl (Admin Network)
A47,47.7.241 - eth2 [Client Network]
Hide additional IP addresses A
-~
Interface ¥ P address
eth2 (Client Network) AT.47.7.241
eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0
eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0
hicl ATAT. 7241
hic2 A47.47.7.241
hic3 47.47.7.241

R Bo| Z1 MM Lo cet &4 ATt EAIELC

3. O|Z2t0|A20f TS XtAIEH LIS Ha{™ * SE0 * S MEISHYAIR.

a. CPU Utilization(CPU AtEE) 8 Memory(H|22]) J2{ZE 10 A|ZH]| HE CPU % 22| A

tegHlES
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SflgtL|Ct. CHE AlZh ZHAS BEA[SHEH ALE = T T 20 s HEE S StLtE MEPLICE 1A[2H 1
L NF E=E UHE UHLZ A8 7ttt FEE BAE = ASLICH I & A)ZERIE XFe = U=
AERF R 2t E 28 o= AFHIC
Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5% |
2.50% WWV U WU \] U\Mml UU\N UU\I U\/UWU 2
0% 0%
17:20  17:30 17:40 1750 1800 1810 17:20 17:30 1740  17:50 1800 1810
== Utilization (%) = Used (%)

b. of2liz ASZESI MES 74 24 HE SLC} 0] Holl= 22 0|5, ¥l e, AESS B HH I 2t

T8 849 JEjet Z2 YHEIt & ASLICH

StorageGRID Appliance

Storage RAID mode: @

Appliance model: @ SG100

Storage controller failed drive count: @ o il
Storage data drive type: @ 550

Storage data drive size: @ 960.20 GB

RAID1 [healthy]

Storage connectivity: @ Mominal

Overall power supply: @ MNominal |||
Compute controller EMCIP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Mominal ||.
Compute controller CPU temperature: @ Mominal ||I
Compute controller chassis temperature: @ Mominal ||.
Compute controller power supply A: @ Mominal | | i
Compute controller power supply B: @ Mominal |||




Appliance E|O|29| Z =

oEcfo|A 2™

AEZ|X| AEEZ|Q E2I0|H 7}

ST

AEa|X| Hjo|g| Eatol=
SAYLICE

AE2[X| B0 =2to[=
37| YLt

AEZ|X| RAID 2E

ra

|

A

——

g

OH

ER

EE2{ BMC IPE AlttefLICt

oY
3

oY
el

HEZ
.__

HEZ
.__

om

om

st=glof

=2{ CPU 2 E AltkgfL|Ct

2 MAl 225 AL

EL

0| StorageGRID O{Z2}0|¢HAL| B M IL|C}

X|Hof =20 =7} OFE LT},

HDD(3t= =2}0|E) EE= SSD(Solid State Drive)2t 22 {Z210[1A 9
Eeto|E RYelL|Ct.

StLte| H|O|E =2t0|29| 7 37| YL|C}.

E20o|AH AL RAID ZEQIL|CY,
O{E20|HAN Y ZE Ml 32 X9 AEfRILICE,

HRE HEE2{0| A= BMCHIO|AEE #HE| HAEER) ZEQ| IP
FAYLCH ol IPE MR*N:I BMC QIE{H|0| A0 HESHH O{S2t0[AA
SIE/E ZLIE St ZEE - ASLICE

BMCIt ZE|X| 942 O{Z2t0|HA RH0|= 0] ZET EAE[X]
Lt

oY
3
om
r

EE2{9 &3 Ho Lt

oY

3
om

ZEEe] StE0]2] HENLICE

oY

3
om
]
m

ZAEE2{ 2 CPUS| 2k AEHYILIC.

oY

3
om
il

ZIEET Q| 25 JEHYILICE
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1 hour 1day 1 week 1 month Custom
Network traffic @

650 Kb/'s

600 Kb/s

550 kb/s

500 kb/s - — —

450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06
== Received Sent
a. LES3 QIE{H0|A MM HESILICE
Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

HE 3 QAE{H|O|A H|O|S229| * Speed * E0f| U= S AFRSI0] HEEI0|AHAL] 407H/100GbE HIER 3
TE 4747} HE|H/ MY R EE | ACP ZES ABSHE S THEIUEX] SelstAIR.

®

O EAE 22 4702 HAT 2F A

ElCt 7t

bakly
oH

L|C}.




2|3 o BEcpc JHE HIC &3 &£ X (hic1, 04 O2|=/220|HE
hic2, hic3, hic4) HERZ £ 5 (etho,
eth2)

EA LACP 100 400

nps| LACP 100 200

Inks Active/Backup(ZA/ei¢] 100 100

)

ZA LACP 40 160

eS| LACP 40 80

Inks Active/Backup(2A/2¢] 40 40

)

b. EYZ S4 MHS HESLICH

-_— — 1=

Receive % Transmit HIO|22 Zt HEEX A0 A A 3 M&E HIO|E 8l Ii31o] ~2F 7|El =41 8l M&
HE=S HHELICT.

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 i, o il 0 il 0 1l o il

5. MH|A O{E2to|HAQ| C|AS FX| B! 2E0]| CHet YEE 224 * Storage * £ ME{SL|CE

23



DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks

Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s

Volumes
Mountpoint @ =2  Devie @ =  Status @ =2 Size @ = Available @ =  Writecachestatus @ 2
/ croot Online 21.00GB 14.73GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

HE®?3 #S SLIt

HEHI #2 =, MO|E = 12|22 BE HE/ S QEHO|AS Soff 4 U HEE
YEYT E2fmg BojFE JHTE EAIFLICH

HERZ H2 ZE 5, ZH A0|E 3 FA| 22| =0f s EAIELIC

CH2 AI7t2h2{2 BASI{B AHE i Y 9|0 Qs HES 3 SHIS MeBILICE 1AI7H 12, 15 = 14
2702 Ag JHSt HEE BAIR 4 USLICH U % AIZ HIIS KW 4 U AR X 2GS 2y 4

AL,
L2 FR UEHA AHIo|A BOf| 2f LEo| E2|H WESRIZ ZEO tist WLt Lot ASLICH Network

E
communications(UE¥3 EA) Hofl= 2t 29| £=A1 3 M4 Xt E2to|Holl M 202l TXF FH2E0fl it M5
HHEI} Lo Q&L

24



DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

Mcawork traffic @

650 kbi's
€00 kbr's
550 kb's
B kb/s
450 kb/s
1605 10:14 1315 020 1E25 1033 12:33 40 145 5 1638 11:6d

Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up

Metwork communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
ethi 30468 1ls 20403428 1l o ik 24,899 il, | o ih
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
ethi 36568 1l 19,061.847 1l, o ik | | [ |

"HEYI HZE Y H5S DL EHELICH
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Data space usage breakdown ¢

1.97 MB (0%6) of 3.09 TB used overall

Sitename 3 Data storage usage
Data Center 3 0fa
Data Center 1 0%
Data Center 2 0%

the grid

) Metadata space
Sitename S P
usage
Data Center 3 0%

Metadata allowed space usage breakdown @

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage a

h'l
= Usedspace = Total space 2
621.26 KB 926.62 GB
T98.16 KB 12478
552.10 KB 92662 GB
L"i
sage and it determines the metadata space av e In
Metadata used o Metadataallowed | &
¥ space ¥ zpace =
2.44 MB 19.326B 4

a. Storage Over Time 7t=2| AIEE HZESIYA|R. 7|7 EEL2E A0S0 AEZX| A S5 2FE +
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Storage overtime @

200 KB
150 KB
100 KB ] |

50 KB 1 1
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StorageGRID Deployment (Grid) & X
Network Storage Objects ILM Load balancer
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 1210 12:20 12:30 12:40 11:50 12:00 1210 1220 12:30 1240
= Used (%) == Used (%)
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Object Store 0 Object Store 1 Object Store 2
Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

THA|
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Storage Used - Object Data @

160.00%
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i | = Erasure-coded data: 0B

0% &
14:30 14:40 14 = Totak 310.81 GB
== ||ged (%)
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
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Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
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Storage Used - Object Metadata @
100.00%
T5.00%
2020-08-04 14:58:00
S0.00%
— Used (%) 0.00%
— Used: 539.45 kB
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0%
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DASHBOARD

Nodes

ALERTS
Cumeng View the list and status of sites and grid nodes.
Resolved
2 Q\ Total node count: 14
Silences
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
NODES StorageGRID Deployment Grid 0% 0%
HENAS ~ DataCenter 1 Site 0% 0%
LM
0 DC1-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME 9 DC1-G1 Gateway Node 10%
0 DC1-51 Storage Node 0% 0% 29%
== CL C= HS o o =3 S
2. J2|E 0|F, §F CI0JE] MIE| AO|E = O2|E LES MEHSHOHS * HIERIZ * B2 MEigLICH
[ [ = =
HER3 Eefjg JefjZ= J2|=0| MA| UES3 Ecfm, C|o|E| MIE| AO|E & 50| it 29f HEE
HlZgLct
1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kbf's
500 kb/s
450 Kb/'s
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11.00 11.05
== Received Sent
= . o o o -
a. 12| EE MEpt AR of2iZ AT ESHY |0|X[2Q] * HIERZ QIE{H[0|A * MME HESIL|CE.

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
b. 12| w29 HS Of2iz ATZ10! o[RS * IEYT 41+ MHS AETLICE
Receive X Transmit HIO|E2 2} HIEQ I[N =41 5! MEE HIO|E S Ti3l9| £t J|Et 4l A ME

HEZS 2oFLIC}
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1L 0 1l 0 1k o il

Traffic Classification Policies

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove | | i Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223b0chb-6968-4646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.
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Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Search tenants by nameor IC O\ Displaying 5 results
Name @ = logicalspaceused @ =  Quotautilization @ = Quota € = Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00GB 100 = 0
Tenant 02 85.00 GB 85%  100.00 GB 500 4 [0
Tenant 03 500.00 T8 50%  100OPB 10,000 3]
Tenant 04 475.00 TB 95% 500.00 TB 50,000 —):| F|:|
Tenant 05 5.00 GB 500 4 g

3. LRt L * 2IQ/URL AL * oilM 21301 35 MEisto] B|HE AT 5 ]2 3% .
4. Lot %‘—?— * ZOQIURL |AF* EolM URL A I3 E MBSO B|'AES] 2121 H|O|X|of CHEE URLSE

5. RO wet* CSVE LHELHY| * £ MENSo] 2= B EO| Tigt AFZ gho] Zetel IMYAS H1  csv LIEHLIC

=
ne
o
ng

Hit MEstets HAIXIZt . csv BAIELIC

oAl LHE2 . csv L3 O|H|eF Z&LICt.

.

|Tenant ID Display Name Space Used [Bytes) Quota utilization (%) Quota (Bytes) ObjectCount Protocol
:bl2ﬁ598223?8459233&54 Tenant 01 2000000000 10 20000000000 100 53
?‘E!EES823411254?&53685 Tenant 02 85000000000 85 110000000 500 53
h]3521155859?5585321 Tenant 03 60500000000 30 150000 10000 53
m2513&598?5698&5632 Tenant 04 4750000000 95 140000000 50000 S3
EE&SZISS?S*‘-IEESES 65123 Tenant 05 5000000000 Infinity 300 53
MYUS AT EAE S8 Z2IMUM SHL XSSH0M AL EE &= . csv JAFLICE
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HIHE M2 = H[O|X|7} LEEFE LT

Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: 53 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
| Edit | | Actions W

Space breakdown Allowed features

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

o 25% 50% 5% 100%

) bucket-0l @ buchet0z @ bucketD3

Bucket details

LR LY (R Q Displaying 3 results

a

Name @ 3 Region @ = Space used @

ik

Objectcount @ %

bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50

2. H|O|X] e EHIHE HQRE HEFLICH

ME = Ho|X|9 o] MMof|lM= HITHES JHH| &, 2 ALE, AHEE =2|H St 8l Y dF= R
HEHE tist o 2 E HSELICH
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You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.
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Grid federation

& Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76

Connection status: Q Connected

Test connection

Permitted tenants Certificates

Remove permission | | Clear error &

Tenantname %

Displaying ane result

Lasterror @ &

© Tenant A

Check for errors

=
=
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate

Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

wAt a2|E SH HES HESLICH

Grafana2| Cross-Grid Replication CHA|EEE AF23I0| 12| =9| wk} 12| = 2| X0l Cist Prometheus
HEZE & & JASLICL

1. 222 22Xt M X3 > =7 > *HER*S MEIRLICE

2 HOIXIofA A S 4 Y ZRE 7|& X
()t 22715 Yoin g2 o =HOR FEstK eon WA 4 YALIC
"UHtH O 2 A2 E|E= Prometheus HIEZIQILICHE RSN,

2. I|0|X|2| Grafana MM0|A * Cross Grid Replication * & AME4StL|LCT,

KtMISE X1 E2 2 HZoHHA R A HESZS HERLICH

—

63


../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html
../monitor/reviewing-support-metrics.html

St CRA| A|ESHM A",

el

CHAl Al =5}

ot oA el = HE

3. =xof A

2| gL Ct

¥

EN
olru
md

L|ct

10l
oF
n
{0
En
=
oK
~
0]
=
~O
____|_=
=
Ok
4]
03
<
ol
z
ol
S .
o 7
o I
PURE)
o Mo
o >3
O i
L <l
S o
ST\
o
0lJ o4
ol =
1o
pI-7
< |__/|L
M —
o
RO gio

I
)

0
A

e =Z0| M E2|AHELICH 3170 EE|AHEH L3 20|

X AlZ
S o=

10| true2 HWIHE f £

Ki

L|C}.

k

St

M Z1ne %7t

1

Ol HAIE|1 &

t&= Ot0|Z2

t2|Xte| CHAI2 =0 E2 M2

||
— 1=

. Jal

QO HO|X|Q =& > == > IR 40| EA|EIL|C}.

i

%20l

t 22 SNMP(Simple Network Management Protocol)

Aot

* StorageGRID SNMP O[0|HEE 7

HEELIT

0lo

XEMISt L

* HIL|2E HESHMIK:

2R

AR}

—
—

L|Ct. StorageGRIDO|
CHE AHESHAHLE =H-SHHLE AFEX} K|

"X o| s}
o—ld

Ed 34
o) k=)
[Sheig=gl

2
|

ol

A|Zfot7] Fof

LICH"X|# &= 3 B2t X"

oA
Mme

* 2 AHE0te] d2|= ZE[Xto 210

LICHUSLICE.

t

-
[<]
=

2 e

A

64


../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
../admin/grid-federation-retry-failed-replication.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=54af90c4-9a38-4136-9621-b1ff008604a3
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=54af90c4-9a38-4136-9621-b1ff008604a3
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=54af90c4-9a38-4136-9621-b1ff008604a3
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=54af90c4-9a38-4136-9621-b1ff008604a3
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=54af90c4-9a38-4136-9621-b1ff008604a3
alerts-reference.html
alerts-reference.html
alerts-reference.html
alerts-reference.html
alerts-reference.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2eea81c5-8323-417f-b0a0-b1ff008506c1

1. 2l > *&I*S MEHSH|C}.

=
21 & HO|X| 7} LIEFELICY,

Alert Rules

Alert rules define which conditions trigger specific alerts

B Leam more

You can edit the conditions for default alert rules to better suit your environment, or create custom alert rules that use your own conditions for triggering alerts.

Create custom rule |/ £ e || % Remove custom rule
Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appli battery has ir

The battery in the appliance’s storage controller has insufficient
learned capacity.

learned capacity

Appliance battery near expiration
The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage coniroller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

Conditions Type  Status *
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
- - - - - Default | Enabled
Major > 0
storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}
Default | Enabled
Major =0
storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
- - - - - Default | Enabled
Major > 0
storagegrid_appliance_component failureftype="REC_BATTERY_NEAR_EXPIRATION"}
Default | Enabled
Major >0
storagegrid_appliance_component_failureftype="REC_REMOVED BATTERY'"}
Default | Enabled
Major > 0
storagegrid_appliance_component_failureftype="REC_BATTERY_OVERTEMP"}
- - - - - Default | Enabled
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}
Default | Enabled
Major >0
storagegnd_appliance_component failureftype="REC_CACHE _BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Default | Enabled
Major > 0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
- - - - - - - - Default | Enabled
Major > 0
storagegnd_appliance_component_failureftype="REC_CACHE MEM_SIZE_MISMATCH"}
Default | Enabled

Major =0

Displaying 62 alert rules
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Create Custom Rule

Enabled [#

Unigue Mame

Description

Recommendad Aclions
{optional)
Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is trigpgered.

Duration 4] minutes v
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Edit Rule - Low installed node memory
Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
o
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the insiructions for your platiorm:

« Viware instaliation
» Red Hat Enterprize Linux or CentOS instaliation
= Ubuntu or Debian instaliation

Conditions ©
Minor
Vajor node_memory_MemTotsl bytes < 24883088820
Critical node_memory_MemTotal bytes <= 12208050008

Enter the amount of time a condition must continuously remain in effect before an alert is trignered.

Duration 2 minutes v
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Nodes, or you can add new Storage Nodes. See the instructions.
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Nade DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr

)

Sent from: DC1-ADM1-225 \-—-j
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or moare severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. Create * & MEHSIL|C}

Create Silence CHSHAMXLZ} LIEFEFLICE.
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IPv4 EE= IPV6

£AE |Pv4 EEE IPVE T

| —
ZAEE

L2 HM|2st1 SNMP Eo| X ZEQ|

42 BEZ SNMP EX Z2EEQI UDPE

40

)2 At

?:’ 1%|-

g5t71Lt O] E Ch&fofl chet
|}

2
==

o

2 A|CH 32Xt0|H SHS Zoe o~

CL of

L= HE0 MEEI=X RS

T=

I = FQDNRIL|CE.

LE H2st SNMP E-o| EFE ZEQI

ZQ BEZ SNMP E3 T2EZ9l UDPE

40

?)E AHEdt7Lt O] EE tidof chet
S YL}
Z|CH 32K10|H SHS Eete

o A
= T

FQDN(Ertetel =0[Ql 0| &
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Olo|ME

2o wat 7|Ef

2|2

Olo|™ME F

|
1.
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=m0 qgtct EE

QY SEX|7} EU| AFEIER E
LYEHEALICE

DAE E™E 4 IPv4 EE= IPV6 T

zE CHE 32 81Ot ot
1628 ALSBILICE

n2es TCPE A8% Rt gl

AtEgfLct.

USM ArEXHLICt A5 AEH

L

AMEE|=X| HEE

=

C -

4

FQDNQIL|LC},

LE H|2|5t1 SNMP ERo| & ZEQ|

A2 HZ SNMP EY I2E2Ql UDPE

 Trap * 2 Mol Ast 2 917l ID7H g USM ALRXtEl
EAIELICE,
- o2l * 2 MeEfsol Ast s AIFl ID7H 9L USM ALR At
EAIELICE,
* AFBRITE BAIEIX| s B
L E3 ChA2 M MEBILICH
i. 2 USM AFEXHE MM BILICH OIS 3to] ABAHE WA BTt

iii. Trap Destinations(E CH&) B2
MEE S MEISH * Edit(HE)

AFXHE MEMRILICY.

E# o] Md=of Ho| S0l =7HE LTt

FAE BELCH

—O-l n

I Al‘E-l'
—

MM 2l
StorageGRID

F4 BE AHE0to] oLt 0| Y
2Lt

M
O
= AA|SE =

A Ol
T =2 T M

AE TUOHR topt 7|

Create

A
T =

XA
L

Z0t7HA 0201 A

* & MEiRLCH

A"E X|ZELICt. SNMP Of|0]HETt

2 E StorageGRID HIE30{A UDP ZE 161L|Ct.



Lo sttt My
QEU mRES Ol 47} IPv4 EL IPV6S ALBEX| GIES LEERLICH

7|2HMOZ SNMPE IPv4E AFEEHLCE.

M& OT2ESR O] ZA7I UDP EE= TCPE AFEEX| (L E LIEFHL|CE,

7|2M 0 Z SNMP= UDPE AH2gtLILCE

StorageGRID HER3 MERI0| 441 TH7|E StorageGRID WES3
* Jg|E, 22| 3 22t0|HE HIEQI3: SNMP Ol0|HMEE Ml UIESR3
FOoM F2|E SAIBLICE
- J2[E HEQ3
- He[xtHESR3

* SCHO|ME HESRZ

bas

57 2210|91E LEYIS HI=o Ho[E0] AFZSI T SajololE
L9120 chet ofO]FE FAS BIEL 2L SNMP EFEE

QFFSHA| i LIt

TE MEHHO 2 SNMP Of|0|T ETF 2=218l{0f 5= X E M QJL|Ct,

SNMP O|0|MEQ| 7|2 UDP ZE= 1610|X|2t AI2SIX| = T E
HSE Qe £ QELICE

* 11 *: SNMP Of|0|HEE X &35IH StorageGRID7t XAts2 =2 LHE
HoHO| A Of[O|HE FA XEE YLICH ZE 2R Wt o| of2{at
HLEO]| CHot HMAE 5 85H=X| 2telsof gfL|Ct.

3. Create * & ME{SIL|LCE,
MERl FATL MME|O] EO|S0]| Z=IHEILICE

USM AHEXHE “H-d Lt

SNMPv3E AtE3st= 2L Other configurations MM 9| USM users B2 AF25t0] MIBE F2|ot7LI ER 3 LEIS
HtS HTH0| A= USM ALSXLE ™olgtL|Ct.

@ SNMPV3 trap IIH“ | 32 2t 2E| 20 T3l USM AFEXIE ZH== 20| EELICH ZF 22| =20
USM AFEXIZE QI H 7|2 22| 20t CH2E[H e A|A-oM ZES 2R 2 = ASLIC

—

@ SNMPv3_inform_destinations0| Tl ID7} U= AFEXEZL U0{OF BHLICE.
SNMPvV3_trap_destination2 ATl IDE 7}%l AFEXIE 7HE 4= i&LICH

SNMPv1 EE= SNMPv2cPt AH2SH= B 20f|= 0] HHA|7F M8 | X| & LICT
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CHA|
1. Create * & ME{TIL|C}
2. Ctg HHE

g
JEL =)

Lol Qefgict

=

ARt OIF

HOF 4%

oz mEER

s

Mol e Ho n2ES
o

EE
0l USM AF&Xte] IRt 0| SRYLIt.

AFEXt O|E2 %[ 32X10|H 5
ddz 20ll= A8 0IES 17

£ Zotet = glELICh AFEXIt
St A AAL|C
= T HAHK .

oY ::
_,t

= — -

O] M MENSHH O] ALZXt= MIBO| CHEH 47| TE HM|A ABHo

O] AFEXHE L CHAEOIAM ALt F< Of ALEXtof Chigt MzE &= U
AZ IDYLICE

rr

HH

i Q10| 10 - 64712] 16%I~ 2XH(5 - 32HIO|E)E Y=SLICE O] gf2
2|

0
2iS flol EH &0l M MEIE USM AFEXHO|A| 2 REfLCt. EEHO|
H CHAMO| A MBS USM AFE X0 A= Of 2H0] H8E|X| g&LICt.

A

HA
(=3
=

[m e ok

L]
b

SELESE 7| HE MIB KA~ * & el ZL0]|= O] =T HA|Z|X|
4ELICE 17| TE MIB A A #THO %!E USM AtEXt= QIT! IDE
X

L 4 HJI = LT

USM AEXte| 2ot #F:
* *auth®f=s} *: O] AFEXt= 21F B I
SMYLICL IS Z2EZ 3 22 el

2 & X[FdHOF gL Ct.

* * authNo2 33} *: O] AF2XH= 710l ME H ¢lo] o1t
EMgLCh YTt §13). 915 T2EZ T ¢SS X|HsHof ehL|Ct.

-

ShAb X|QE|= SUSH T2 E2(HMAC-SHA-96)Q! SHAZ MXBHL|Ct
O| AtEXIZ} QIB0f AHE S A RILILCE,

authPriv * £ MEHSITD StAF AESE M st Z<0f|2F EA|EIL|CE. 0]
DTZEZL X5 YU HIME HS T2 EZQILICE

authPriv * 8 Meist 29018t EAIFILICL O] ABX7E el HE Hog
9loh AFR e QS QlLICt,

USM AHEX}7} M-8 E|0f B[O 201 F=7HELICE

4. SNMP Ofl0|ME 1M S 2 F8tH * Save * S MENSILICE.
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M SNMP O[O HE 40| &-dtEL|C.

SNMP O|0|HEE

18%)

Hio|EgtLCt

SNMP 2= HI§“§ f0f71 '—f 1$'r|—IEI =AE S YOlO|ESHALL O] E F4, USM AHEA

* S A8SHe 2| = e Kol 2310 JISLICH X E = 2 EeteA

Of ZhHofl CHaH

SNMP Oi|0| M E H[O[X|2] 2t 0] CHet XtA[eH LIE2 S "SNMP 00| HES TS LICHEZSHIAI L. 2t 0] A
HFol LHES MES={H H|O[X| M Of2Hof| Rl=* MT * S MEHSHOF BiLICt.

A
1. 724 > 2L|EZ > *SNMP 0[0| M E*E MEHSIL|CE,

SNMP 0{|0| & E I|O| X| 7} L}EFL|CF.

2. BE 32| = S0 A SNMP 00| HES HIEAStet2{ P  Enable SNMP * 2HQI2HS Mef 3| 45t3 * Save * S
MegstLict,

m

SNMP 00| HE S ChA| 2451519 0l Zi2| B SNMP 74 M&o0| RXIELC
3. TR FL 7|2 74 M0 HEE YElo|EBHLC,
Q| e+ AAR A2t * 5 * AAH 9K 2 YE[o|EBHC

a
b. Z 0] w2} StorageGRID SNMP 00| HEJH EZY 5l 22] A2lg MESX| o{FE Hof5t2{H * SNMP
0| M E 2tal 2tads} « Btolate MENSI AL} MEH X|ABHL|C}H

3

o

o> ot
Lo

2ol MEHS F|A5HH SNMP O0|HEE 47| TE MIB UM AE X|ASHK|2E SNMP ZE S ELHX|
Ct.

o
> =

o

B %A 35t0] StorageGRID SNMP Of|0| M E T} &2
HjofgL|ct.

= =
o =
4. SNMPv1 2= SNMPV2cE AtESt= 22 MEMOZ F{FLIE| EXIE MMM * 7| M8 HRLIE|* &
A0 ESHAHL} Z=T}EtL|Ct,

c. Ao w2t s ER gt + golzhs MENSAL
ABE Z2EZ EI1I/KIIIE s o ¢ g

E# A2 Ao|[0|ESt2{™ Other configuration(7|EH 7141) Al M0j| A Trap Destinations(E 2 CHAN &
MEHSEL|CY

o

O] &2 A5l StorageGRID E# = L& L2l0f CHst StLt O] 42| CHAHS MolgfL|Ct SNMP 00| MEE
%é!sz}of" * X% * 2 MENSHH StorageGRID= Z2107F E2|E mf FO|El 2} chatoll 23S HHLIC X5 &=
MIB-II AE[E|Of| CHSHM = BFE 20| &S ELICHO: ifdown 3! coldstart).

Q2iE S20] et RMSH LIS S "E CHAS MHBHICHETSHIAL.
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HMHsts 22 A 7|Z EZ 0] A

=

520 2HC|Q

X
=

i

L|C}.

I.

=

-

CHetS Mot 2o HES MBSt * J|AH *

215} OF
H

712 E3 HALE|
cl

EU NS T

o

ot
E

2
° EYM IHYS F71512{H * Create * £ MEHEILICE.

o
o

O] S ALESI0 StLt Of&kQl "
StorageGRID F2AQIL|C},

HEAl2.

10

Ki

I.

L|C}"

i

KpAISE L2 2 "0l

-
ot

=0l cH

[gfLIct.

.I
H

5%

L|C} O™HX| 2™ SNMP Of|0|HE

O

IN2.

gfLCt,
oty
HefLlct.

EH
S
1E

A
(il
s
A
(i

.I

x
=

I'L.l El_u
=
=

AMAMS
SoH

F

=

.
[<)

"USM AEXHE

o
L{Ct.

=
U= AT IDE 7} = MASE SHE AHEXI7L

ALt ®M| 73t o

3
L|C}.

-
=

S
A
T
Bl
St
=

[=]

FLHE=2
=
PN |

—

(=13
—

15t2{H 2t 2 H
g

=

Ha|stLt

=
7. USM AtEXHE YHH|0| Est2™ Other configuration(7|Ef 7+4) M0l A USM users(USM AtEXt) B2

=

KAl
EPS
HM7{ote{™ 2L HES MESt * J|A *

° USM AFEXHE H

I.

—
=

=

.

o
HAL 287t 2y

S o of
A2 Xl AME|
22 oy

L|Ct.
7|1Z USM ALEXIS| AHEXL 0| E2 HEY &= YELILE ALEXAL O]

HEE FAE HASHE 2| RS HESt D * HA * &

M AHEX} O|E2 2HS0{0F

®

o USM AF2XIE £7}812{H * Create * £ MEHSIL|C}

° USM AREXt

o
El

O] S AE3tH MIB

gLt
L|C}.

I.

e
o
=

S HYSALE H|7stof
A QRIH

< Y
redd

o W

MEXZE E- CH o

I.

S
=X o™ SNMP Of|0|F

HMAH

®

3|5 glAA

¥

il
)

§

—_
o
| —

o =0 Cf

=

8. SNMP H|O|ME M2 AUM|0|E} O™ * Save *
c

gtL|Ct
a2

.

—

—

MIB I} 0f| A A
MIB It of
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=0 JYELIC. StorageGRIDO|| CHoE 2| 3 2EIS HO|SH= MIB IH0| B AL
AUSLICE olz{st MU 2 O2|EE ZLIHESH= Ol RE8Y = USLICL

SNMP % MIB Itof| CHSt XEM|SH LHE2 2 "SNMP ZL[EHZ 2 AF2 L[ CHERSHMA| L.
MIB IH0f| HA|ABFL|CH
MIB Lt0| HMASHH™ CHS THAE AU A2,

EHA|
1. M > BL|E2! > *SNMP Of|0| M E*E MEHStLC.
2. SNMP Of|0| M E H|O|X|0f|M CIRZEE Ot S MEHBHL|CE,

° * NetApp-StorageGrid-MIB.txt *: 2= 22| = E0f|A HMAT 4 = 2! Ho|E U LEEH)S
X O|SHL|C}.
o =

° * ES-NetApp-06-MIB.MIB *: E-Series 7|8t 0{Z2t0| A A0 CHSE Z{A|| 5! LIS HolErL|Ct.

° *MIB_1_10.zip *: BMC QIE{H|O| A S A}E3t= O{S2t0|AA0 Chist x| 3 2 S HolgtLct.

StorageGRID ==29| C}Z 2IX|0lIA MIB TtL0f| HMAS £ QJUELICE
/usr/share/snmp/mibs

3. MIB I20j| A StorageGRID OIDE FZ6I2{H:
a. StorageGRID MIB £E2| OIDE 7tMZLILCt.
root@user-adml:~ # snmptranslate -On -IR storagegrid
Z1} .1.3.6.1.4.1.789.28669 (28669: &4 StorageGRID2| OIDRILILCE)

b. K| E2|0f|A StorageGRID OIDO| tigt GRIP(2+Q! &%[7] 2I3Hf AFE paste):

root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669
“snmptranslate’ B 0= MIBE EAMSH= Ol R8%t 62| gM0| JSLICH Ol BH2S 2 E
StorageGRID = =0{|Af MR%* & USLCH

MIB I} LHE

2 E Z4H|= StorageGRID OID Of2H0f| U &LC.

Vb S OID(7H| ID) A9
1.3.6.1.4.1.789.28669 NetApp StorageGRID YE{E| MIB 2 &

MIB ZHA|
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7HH| O OID(’HAl ID) R¥ EEy MIB 2 &

gd g Integer32 o7 ML LAloH_
AEB|X|OE|E
-MIB

1P | ActiveAlertEnt X2 27} LIQH_

Elo|= ry AlEA AEZ|X|OE|E
-MIB

gy o os =M 2 27t Lllel-
AEZ|X|OZ|E
-MIB

gd3dn =SH 2XtE A7 Mg Llil-

IDRIL|CH AEZ|X|O2|E
-MIB

gty 21 0|8 =SEH ZXtE 7| HME Llil-
AEE|X|OE|E
-MIB

gd3dn SE 2XtE A7 HME Llil-

QIAE{A AEE|X| D=
-MIB

gd3n SE ZXtE A7 Mg Llll-

e AEE|X| O E
-MIB

gd 20 AE et Azt I HE il

A2k AEZ|X|O2|E
-MIB

%7} StorageGRID H|O|HE & efL|C}

nx
0H

gt
_>L

(=] o-L E'Ilola—l %g 7c>:|
FLct.

StorageGRID2| 2t A1
EHo|=

ot2| D A0l Ctel
StorageGRID 22!]L|C}.

OI-E.IOl |D°'|—|E|' alij StAM o2
etold nRst g
HEA[ELC.

IE%ILIEL

PUT ZLIEE S g5 &
2HH| X1§_+_ A AM SO ET =Y d5S ZLIEHTSIH 7 AL ERY + s HE
LHES AMEY = ASLICE
O] Zf4of] Chal
PUT %! GET §52 ZLIEJ-ISIHHE I AHO| MM 2F E= QFE A4 S3H|AE 0HZ2|AH|0[HS AHESHH S3

YIS HAY = AFLICL O|2{e YRS ALESHH

- od2
StorageGRID 2|52| 2010 A|gl0] &8 HIte & AUSLICt

PUT S GET 22 432 1 TS XI&2S G2AIL.
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o "ZAF 2'HAX| = EF RS HASt= Ol 2R & AlZHS LIEHRLICY. 01|% %01 S3 GET 280 titt S X2
AlZtS 2ot E SGET ZAM HIAIX[OM TIME &4 S AEY + AFLICH =
AUH0|EE, POST, PUT S92l S3 20| Cigt ZrAL O

ZIE 2MY I QES S55= O 2ot W Azt E4 = = TA M2 TS SR, SYSHHAES
oMoz HEsta HutE 7|=5t0] ZAZL EHRE & A= FME oot o~ ASLICE

WA 2E 2HeS ZLEH LT

StorageGRID A|AR2 AEE[X] 20N QEHE H|0|E{2] REES HAISHH &4 &

=
_ a
QEHMES =2E QEHMET} HE =X 22 |3E* = UAFLICE

* S A3 2| = 22| Xtof| 2al=|0] JIELICH X E = 2 HeteA
A

Of ZfHofl 3
TR "HE ZEMA" 7150] EH ZS5te] Ho|H FEYS BRI

© TR E HE 0| (S22 HAE|0] JHA| C|O|E{2| F2td S XSHOZ =elgfLct.

=/ -

HIABRE HE 7152 ZE 2E2X L EE AS2E K& 2 HASIH SHE/AH 2 REHE H|0[§ 2
EHE SAL20| A=K SHASLICH ZH|7F LUHEH StorageGRID A|AR2 AJARIO| KMEE AF20|M &&E

— O

7Hx| HIO|HE Xt 2 WAt A|=gL|Ct BO2IRE HAE2 22tRE AEE[X| E2f JHA|0f| CHe A= X|
Lo I:lLl E’l’
@ AABIOM XSO R - 4 gle &4 JHHIE ZX[SHH * Unidentified corrupt object
detected * 2117t E2|HEL|CE
* *IHH EX o2 HA* = JHA| HIO|E{Q] =X {2 E ELCt WEH| 2HQIst7| ls AtEXtol| 2lsi E2|HE +
USLICHE=ME 2 of).
QHNME ZXf 0 E= AEZ|X| LE0| &5z RE QENE =X SAI2DF AKX 2 £210| J=X|
StOIBtLICE ZHA| EX =2l 7%8 £9| X2 SIESIN EXZE 2lslf T[o|E| RZEMO| JES e U= B
AEZ|X| C|HIO|AS| RAEE =olsh= WHHE MSELICE.
OetRE A0 0N EX 2ol Z20E HI|Mo = HAESNOf LT &4 E|/}ALE 2HE A C|o[E Q] QIAFHAE
FA| ZASH 22 201 metetL|Ct
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+ 2R|E QEME o[ HES Bt U5 AM0A SHS HOISHIAL.

= -

Verification

Status: @ No errors i

Percent complete: & 0.00% |||

Average stat time: @ 0.00 microseconds ils

Objects verified: @ o il

Object verification rate: @ 0.00 objects | second il

Data verified: @ 0 bytes the

Data verification rate: @ 0.00 bytes | second |||

Missing objects: @ 0 ils

Corrupt objects: @ o il

Corrupt objects unidentified: @ o

Quarantined objects: @ 1] |||
+ AT 2 Z7 HE 2ot * Storage Node * > * ILM * S M1 AK| 3 ZHZ 4

£42 2lolotiA

Erasure coding verification

Status: @ Idle il

Next scheduled: @ 2021-10-08 10:45:19 MDT

Fragments verified: @ o li|

Data verified: @ 0 bytes [1 I

Corrupt copies; @ a HI

Corrupt fragments: @ 0 H I

Missing fragments: @ 1] |||

CEYHAES BAISH{HE £4 0|5 Hoil A= SSHE M= LICH

2. JHH| Ex =l 2ol 2utE HESILCH.

= - 1

a. SX|T2| > 24X Zx] gol > *xiQ] 7|2+2 Meeict.

—

b. "=2EE JHH| SAL2 AX|E B2 AMSLICE O{EH ZHO=Z QI3 1007 0| 42| FHA| AH20| F2te| 1
HMHoz &4E A Fu7t wlet 2 7ls XAEH 22t K.

144



Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

=

o S S g e e el e e i i gy e e R e e e e T L et it e e

defined by your ILM policy, still exist on the volumes.

Active job Job history

Seard Q

‘ Delete

s e
JobiD @ Status = Nodes (volumes) @& I:’M]ss‘mgob}ectcnpiesdetected?.

l

15816859223101303015 Completed DC2-51 (3 volumes) 0
12538643155010477372 Completed DC1-53 (1 volume) 0
5450044849774982476 Completed DC1-52 (1 volume) 0

DC1-51 (3 volumes)

DC1-52 (3volumes) | ,
3395284277055907678 Completed L0 /

DC1-53 (3 volumes) ~— o

and 7 more

AL HAIRIE HERLICH

HAEQl A|AH AHE Z0|| ZE StorageGRID MH|AL Tk} 20| 2HAL HIAIXIS A ABHLICE
* AAE) ZEAF HIAIXIS ZEAF ALASS RER), T2 S i AFEH, AIAS) FA| S9f 2 A A 8l Krejnt prais|of
olAL|C}
A H .

* QEHME AEZ|X| ZAHAX|= QENME AEZ[X| 3 M T2 LE0|M J2|E LE ME, 2lS et
StorageGRID LHS| QEHME AEZ|X| 5 22|} BHHE|0 USLICE.

* 2EI0[AHE 17| 3 MT| ZAL HIA|X|= S3 22I0[HE OHEE|AH[0|H0] LEMES WY, +F L= MR
o 7S LT

© HE| A HAIX| = 22| APIO| ALE XL @™ E J| S8t
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Metrics

Access charts and metrics to help troubleshoot issues,

I () The taals on this page are far use by technical support. Some features and menu items within these tools are intentionally non-functional,

Access the Prometheus interface using the link below. You must be signed in to the Grid Manager.

https://

Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADED? Cloud Storage Pool Overview [%
Account Service Overview [ Decommission [}
Alertmanager [ Erasure Coding - ADE[%
Appliance Hardware Status [ Erasure Coding - Overview 0
Audit Overview (2 Grid [3

Bucket Cache [% LM 2

Cache Service 2 Identity Service Overview [4
Cassandra Cluster Overview [3 Ingests [2

Cassandra Network Qverview [3 Node (5

Cassandra Node Overview [3 Node {Internal Use) [
Cassandra Table Cleanup [2 Object Chunk Leak Overview [
Chunk - Operations Overview 2 Object Serialization Mapping [3
Chunk - Filesystem Latency Overview [ OSL - AsynclO [2

Chunk - Filesystem Latency Details [3 Platform Services Commits [5
Cross Grid Replication [ Platform Services Overview [4

Platform Services Processing [2

Replicated Read Path Overview [

S3 - Node [

53 Control [3

53 Overview [2

53 Select 3

Site [4

Support 3

SSD - Warranty [

Traces [

Traffic Classification Policy [2
Usage Processing [

Virtual Memary (vmstat) [3

L

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics and to view charts of the values over time.

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of important metric values. Access the

2. StorageGRID HE2|2| ¥xH g2 FH2Istn A|Ztof| M2 Zte| T2 E E2{™ Prometheus AMM0jjA &3

Salgct

=
=

Prometheus 2IE{H[O| AT} LIEFEL|LE, Of AIE{H|0|A S AESHH A 7hS Tt StorageGRID M E2]0f| CHet
#2|E HASHT A7) (2 StorageGRID HERIE T2 XS o~ QUELICH

@ O| =0 _private_O| ZgtEl HEZI2 LI M E0|H StorageGRID E2|A ZHoj| of

4+ gt

fd

3. AlZto]| (2 StorageGRID HEZ| J2fm 7t el 0|2 24 El CHA|E=0f| HMASHH Grafana AlM 9|

SEoHAL.

Medst &130) i3t Grafana QIE{H|0| A7} LIEHELICY.

| S W

JE]

i

149




Q ﬁ Site - e € ZoomOut » () Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbps

2.0 Mbps jl
I
LE2 |'\-1bp:‘- ‘lﬁm wtliﬂll !T ?}I’Illlhk ’H.lt[ﬂ Q HW'H 'h{ T

8/2722:00 8/2800:00 8/2802:00 2280400 8/2806:00 8/2808:00 8/2810:00 8/2812:00 &/2814:00 8~

== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata
100.00% 100.00%

75.00% 75.00%
50.00% 50.00%
25.00% 25.00%

0% 0%

20:00 00:00 4:00 B 20 6:00 20:00 00:00 04:00 08:00 2:00 16:00
= Used (3) = Used (%)

ILM Queue

. 18:00 20:00 22:00 00:00 02 04:00 06:00 08:00 0: 12:00 =3 16:00

== Objects queued (from client operations)

U=H(1/0) M=l XIFS Sl 22|=0lM /0 2ol Cheh dTHH M =2E HEL +
ol A
=

J|2Moz 220|9E PUT 3! GET /0 EZHTS EC(AH| 2Z) GIO|E AMK| &l EC 2729 22 w3t
HAHL} I =2 M ERE ZASLICH EC("”HIEI :'E) ClO|E AtK| 3 EC 57 &&52 MRS nOI'I' olz2{at

eSO Ee QFEQ = ASLICE /0 RUEe HE 2292 S20|QE @F £, HESH I EfH HE 8l 7|E}
T S HERXI Ao ks ALt

AlZfot7] FHof

* /0 =% Ho[X|E HESH J2|=0f S 0|

oco=2

= =
A S0l S2f0[AE E2imo] O ZI 7| A[Zto[Lt S2H0[AE A[Zh RIHE AFSHA ME|E 5 A=A

c P HEY 5itS ELIE1%'6 20 ef 2 FH|S ofMR. O[3t Hate BHEH FHEX| T 2147}
7| > 2

150



|

SHAIR.
HMAHsts Hzt2E

x|

A
i
o

qE

|*

.l

zd
o+

1 > *|/O

1. x|¢

SHEC MM U =27 24

Zoil ch

b3
)

=
=

2. (Me=H AHR) EC HIOIE

Lfct.

F

i
o
(=]

|E AL

4. DL E{>SiT |

L|Ct

}.

- TP HERS HED
- AU OZ ARl

jL|Ct"

o

=
=

Prometheus HIE

L

—

AlZfoto] Fof

EEEyIL

2l
=

A=

1|0 QELICE"X]

o
[

E e|xtofl 23

* 2 AHEote] 12|

Of Zteioi Chat

Ml 7EX| SEl & SHLEot

= L=

P
>

o

XIS
==

oF TITH AL

AXH S| CH

= 12[E9| ¥

H|O| X

T
[=
=

= ASLCH

AN

oJ

gLt ol E S0, 217} E2[AHEX]

2 A o
= T M

ot
LS

LEFLHX]

HES =ME

10 SEHO|H, 22 =0

O

otz
=
th Fof F=of HEf7t BAE = ASLICEH

M

1l 7l

Elf =
=

)
ol o3
Rd of

| —

ZEh HlO| K| 7} LtERL
M2 LholIA

THA|

EHRILICH.

XICES &AF Ab
_-L- OO O

o

t2 Z=of HEfola, Ml 7H

=t
(higrm}

x

Of oflofj A StLt2]

151


../monitor/commonly-used-prometheus-metrics.html#where-are-prometheus-metrics-used
../monitor/commonly-used-prometheus-metrics.html#where-are-prometheus-metrics-used
../monitor/commonly-used-prometheus-metrics.html#where-are-prometheus-metrics-used
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

152

Diagnostics

® A
Caution ttentic

0 1

Run Diagnostics

/1% Nede uptime

E) Alert silences

-

®

Cassandra automatic restarts

This page performs a set of diagnostic checks on the current state of the grid. Diagnestic statuses are independent of current alerts and might
not indicate operational issues with the grid. For example, a diagnostic check might show Caution status even if no alert has been triggered.
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@ CPU utilization

Checks the current CPU utilization on each node.
storagegrid_node_cpu_utilization_percentage is calculated using the following query:

100 * sum without (mode) (sum without (cpu) (irate(node_cpu_seconds_total{mode!='idle'}[5m])) / count without (cpu)
(node_cpu_seconds_total{mode!="'idle'}))

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard [%.

Status © Normal
Prometheus query storagegrid_node_cpu_utilization_percentage
View in Prometheus [

Thresholds \ Attention >= 75.00%
® Caution >= 95.00%
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CPU utilization
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
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metrics Cperations on metrics v

Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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System Metadata

Object ID

Mame

Container

Account

Size

Creation Time

Modified Time

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

2020-02-19 12:15:59 PST

2020-02-19 12:15:59 PST

Replicated Copies

Node
9997
99-99

Disk Path
varflecalrangedb/2/p/06/0B/00nMEBHS | TFbnQQ)ICVIE
fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%

Raw Metadata

“TYRE":
"CHND™ 1
HAME:
"CEID:
"PHND" =
*BPTH":
"META":

*CTNT®,
"AlZE9EFF-B13F-49095-9E9E-45373F0ETOAE",
“testobject”™,

"exSB23IDEVECTCIRALL1E",
“FEABAES]L-534A-11FEA-9FCD-31FFEDC 36056,
“source®,

P
8

"BASE": {

"PAWS": =27,

StorageGRID2| AE2[X| E&0 tigt LEME XE4 THoHol| CHal 2Ot &AL

AER|X| LEQ| J|2 AER|K|E QEHE MEAR LHELICHL QEHE HEAE AER(X|
=50[2t1 = FLC.

M

2t AER[X| =20 CHE K| MEA HEE 2 4 JSLICHL LE > AEEX| L E > *AEZ|X|*E MEHBIL|C}.
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1672943621106262] [TIME (UI64):80431733
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TR) : "bhavna"] [S3AK (CSTR) : "060X85M40Q90Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro00t"] [SBATI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) : 0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-
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audit file name
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Admin: # grep OLST audit.log
2020-02-12T19:18:54.780426

SILICt cd /var/local/log

UHSILICL grep OLST

[AUDT: [CBID(UI64) :0x38186FES3E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-

AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986

] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32) :12448208] [A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-GW AMH|AT} Ml ZOIX| SHQIBICt # service nginx-gw status

9. lumberjack2 At2st0| 28 £HELICt # /usr/local/sbin/lumberjack.rb

O|Hof AMuljst Q1F0| Lttt AL —start 3! - end Iumberjack ASZE SN2 AFRSH0] MESH A2 HRIE
X Hg 4= ASLICE ol2{st FMof| cist IWlf’J L2 2 lumberjack-hE AFESHAAIL.

Efoj 2ol thet £32 23 Ot7t0| 27t SAMEl 9IX|S LIEFHLICE.

10. i 202 HAESLICH
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt
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# cat /etc/hosts

# gpt-list-services adc

™

2| LE= Q15 Z2M|A S0 ADC MH[AS AFERILICEH

12. 22| X} L EOf| A sshE ARSI AlESH P FTAE AIRSIH 2H ADC AEZ|X| =0 23QIEHL|C},

13. O2|E L E0|A A8 Fol 2= MH|AS| MEHE FELICL storagegrid-status
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QF HAIX|
422: Unprocessable Entity
Validation failed. Please
check
the values you entered for
errors. Test connection
failed.
Please verify your

configuration. Unable to

authenticate, please verify

your username and password:

LDAP Result Code 8 "Strong
Auth Required": 00002028:

LdapErr: DSID-0C090256,
comment: The server
requires

binds to turn on integrity

checking if SSL\TLS are not

already active on the

connection, data 0, v3839

422: Unprocessable Entity
Validation failed. Please
check
the values you entered for
errors. Test connection
failed.
Please verify your
configuration.Unable to
begin TLS,
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

verify your

J2|E HERIZE MTU

Solx| 2z

0| H|A|X|= Windows AD(Active Directory)E A3t ID
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DIELH7t HZES HUASLICE syslog AHO]| CHet TCP HAO| ME3 X o= HFEUXT LHE0| BEEA}SLICEH O
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* syslog M7} CEA] A|ZFE|ULE THERIEIRY

* LLE2} syslog AHH2| TCP/TLS HX0| CHE

« STHHSHO| RF TCPHAS HE= Y &

* syslog At ZEO||A =41 Ci7|5H= H| syslog AH
0| 2XIE sHZstH:

1. syslog A0 CHeH SHHE FQDN £ IP F4, ZE 3l TZEZS AAYEX|
sfolgtLct.

2. TLSE M83t= 22 syslog MHE TLSE AHESHD Q=X| &QIPLICH TCPE
AHE23h= E2 syslog A= TCPE AHE3t1 AU=X| =l gfL|Ct.

3. RR TCP HZEE SRIIEE 7 UatH0| PH=0f AKX 42X| geleti|Ct.
TLS 21EM 2LF LT syslog MHZEE] &2 MH QIS M7t HISE CAASAM HE 3 SEI0|UE AS MLt

S SHE|X| LIt

1. CA°|"A1 HS Sl S20[AHE ASM (U= ZBR)7t syslog AH2| M 21F A2t
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ro

2. syslog AMH{2| MH 21Z A IDO]| 0|4} IP EE= FQDN 20| Z8H=|0] Q=X

sfolgfLct.
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YA == YELIC.
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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Ol audit-explain EF= CIESE2
© YHF = s AN 2TOE XM2[SLCh ol E ST O3 Z2ELCH
audit-explain audit.log

audit-explain 2019-08-12.txt.gz

* O iR S SAIOf| K2R o

i

SH oS 25U
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/audit/export/*

) HFOIEQ %3—1% TEfotH Y = CHE YHOZ ¢S THYSID M M| 5 USLILE grep HIE =H
C

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

M
Al

A ZO=0R 30 A

P

SO 2 U W20 Al THUO| OF: THEO|M B n e 23

MO
HI


https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

MOoksk A

ZE S A|Zt2 Hofeh £ audit-explain UYSLICH

o

Ol audit-explain =7& YHE THUS OH0| T Y MAZ 51E5HA| FELICH Y=E TH
Xe[ste{H ot 0|2 P E U2 NSoH7HLE =7 E AHE0I0] zcat HA| IHAS| YAXS

q
(D) F4ue oz swoen 2L

mo

zcat audit.log.gz | audit-explain

FHE A8 help (-h) A8 7t5E SHS =ARIRILICE S SH LSt Z2ELIC

|

$ audit-explain -h

tHA|

1. 7|12 2| =0 2alstL|Ct,
a. [t3 Y2 YHYLICL ssh admin@primary Admin Node IP
b. mAof LIFE LS E Passwords. txt LHBILICEH
C. C2 BES YsIH REZ MSYYLIC su -

BEZ 2OQI8IH TETEJI M s 2 #HAEIL|CH

I

2. OIS HHS UAHBIM|R. /var/local/audit/export/audit.log 2Ast2{= ItAU| 0|21} QK|S
LIEHEHLICE

I

$ audit-explain /var/local/audit/export/audit.log

O] audit-explain E=7& X|FE DA A= ZE HIAIX[Of CH3H AFRO| 812 4= U= oM S QlafghL|Ct.

@ M ZO|E E0|1 7I582 £0/7| floH EIHYAHIIL 7[EXHO 2 HAE[X| gSELICH EfJARMIE

He{H EJARMI(-t) S S AESIHYAIL.

audit-sum =7 E AI2510] StorageGRID ZHAI HIA|X|E QOfSIMAIL

-
A

Of =S AMESHH AL HIAIXIE &7], 947], Sl = S M5t 2 2F RHO| Chish 2[4, £

9 WR AIZHES 371)S I 2 audit-sum UBLICE
AlZFst7| Mol

o QIAL|CH "EX M| A RHTh

* "Passwords.txt I} 0| QJU&L|CE.

* 7|2 HE| LEO IP FAE Y1 JASLCH

Of ZfHofl 3

bl
re

x|
2 HE[XH = E0M AFBE £ U= 0] audit-sum 22 7|1FE M7, 17| 3 ATH| ZHHQ| =2 0|22t &

7| oF 20
HEl= AlZtS ottt

J
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0| audit-sum E7= F2 2X| & =
H2|E H2|5tH audit-sum ..’% kol CPU Ms0|

o ggE & = ASLICH

®

A 0l 7= X[ BMOM ALESES HIEE A
A2, 0|2 2IsH StorageGRID

ADE 4

SLIC}.

0] OOl M= =T12| UEIHOl ZHS H0J audit-sum FLICH 0] GlofAs TRES FHj0| YOt Qe A=
2o FLICL
message group count min (sec) max (sec)
average (sec)
IDEL 274
SDEL 213371 0.004 20.934
0.352
SGET 201906 0.010 1740.290
1.132
SHEA 22716 0.005 2.349
0.272
SPUT 1771398 0.011 1770.563
0.487
J0tF audit-sum O] =7 = ZAF 230|A CHS S3 B ILM ZEAL HA|X|Of] CHEE 142 A|ZHE MISELICH

®

ZAF ZETL YARH o] gh=2| 0| HTOof|M O|F S
"StorageGRID 11.8 ZIAL EHA| =7 A" .

Ac MY

IDEL ILMOl| A AFH| AIZE: ILMO| ZHA| AMK| T2 MAE
AlZFe mff 7| E gL

SDEL S3 AtK|: QEHME = HIIZ MX|sH7| 2fH
EHMMAZ NZSHOZ J|EL|Ct.

SGET S3 GET: 3XQl EMMME 2 510] Z4H|E
HMBIALE o] QEHNMES LIFSL|Ct

Mo S3 HEAD: 833t ERMME 2510 QLEHE
L= IO =X B E etelptLCt.

SPUT S3 PUT: M| QEHE = IS HHst7| 28t
MIHol EBMME J7|Z Lt

Ol audit-sum =7 = LSS WY 4+ YSLICH

o Uub o= = ZAN 235 AM2|gL|CH o E 3 LS 25

audit-sum audit.log
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7|50| O O|4 AFBE|X| LD E ZiA ZEE ME X 2MOIM MAHELICE 7|0 LIZE[X| 2
torageGRID EZ|AE SISt 2. 01|E
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[ [

o

SHMAIR
"IDEL: ILM A}
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"SDEL: S3 AtH|"
"SGET: S3 GET"

"Shea: S3 &f|E"
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audit-sum 2019-08-12.txt.gz

* o2 MU S SA0| M2l of|E S Ch2a Z&LCh
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*

-+ T0|mo| Y 42BtR HY it

Tl

soz i

rr
o

TE{>ISI D AP MElE = UJELICE grep HIE SH

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

O =& mio| & UHOo = b= MMUS 51EHX| pELICH = DU S XM2[5t2H I 0| E2 BHEE
2= HSBtAHL LSS AFEOHAIR. zcat HA DU S &F dliX|St= = LICE OIS SO

©

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum
THE SMES ALESIO] (o] CHer 2 Hut BE2 K3l ZHAS QOfSt7LE K2 0|F, 7|2t = =8 RHEEE HAIX|
Qof8 DB81E 4 USLICL 7|2HOE ot A4, Ac) 2 TR XY AZH0| EAIEIXIZ S48 A SHE s
A7|E &l £ size (-s) UYELIC
FHE M85l help (-h) AFE 7tSTt SME &QIYLICL O|E ST C32t Z&LICH

N
i
e
u
Pl
|.|-
[n
=2
HLI
EQ

gLt
UHLLICH ssh admin@primary Admin Node IP

Passwords.txt QEgrL|C}.

FEZ Z2OQ5IH ZETETLOf|M s 2 "# HFEL|CE

2. X701, 9171, SIlE S ANl Zrdmt 2HHE ZE HAIXIS 2A45H2{H Ot

glo

THAIE +ASHHAI2.

a. Ct2 B2 YEH0IMIR. /var/local/audit/export/audit.log BASH = Ol 0|zt /XIE
LHEFELICE.

$ audit-sum /var/local/audit/export/audit.log

i

of ofofl M= =2 LerHMQl EHE 20| audit-sum FLICL O] ool M= Z2EZ ZH0| HotLt 224
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A=A 2o FLo.

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

Of Oi|ofl M SGET(S3 GET) &2 Ht 1.13% St 7H& =2|X[2h, SGET % SPUT(S3 PUT) &2 E&F
1,770% HEQ| 71 %|ete| AR E LIEFHLICE

-7t =2l 10700 A HAS BEAISHAH grep BB S ALESI0] SGET HIAIX| 2 MEYSHD long 23 8=

(-I'E=I1510] 2K Z2E TEA|ZILICE.

grep SGET audit.log audit-sum -1

Zujoll R¥(QEHE L bi3l) W FEI IeE(0f 0| 0l2{3t S QEMEL BHE CHE HIAIX|of chef
A 2OE XY 4 YALCE



Total:

Slowest:
Average:
Fastest:

Slowest

time (usec)

201906
1740.290 sec
1.132 sec
0.010 sec

operations:

operations

source 1ip

1740289662

10.96.101.125

backup/r9010aQ8JB-1566861764-4519.is0

1624414429

10.96.101.125

backup/r9010aQ8JB-1566861764-6618.1is0

1533143793

10.96.101.125

backup/r9010aQ8JB-1566861764-4518.1is0

bucket3/dat.

bucket3/dat.

bucket5/dat.

bucket5/dat.

bucket3/dat.

bucket3/dat.

bucket3/dat.

w
[
i
n
=2
2
ro

125

125

70839 10.96.101.125
1566861764-6619

68487 10.96.101.
1566861764-6615

67798 10.96.101.
1566861764-6617

67027 10.96.101.

1566861764-4517
60922
1566861764-4520
35588
1566861764-6616
23897
1566861764-4516

| 7}E =2l S3GET X2 3

10.96.101.

10.96.101.

10.96.101.

125

125

125

125

type size (B)
object 5663711385
object 5375001556
object 5183661466
object 28338
object 27890
object 27671
object 27230
object 26118
object 11311
object 10692

e
SLICE 37|17t 3™ ZM A[ZH0] =2{E & JASLICL

INAEE|D HME|= JHK|2 27|12

audit-sum -s audit.log

=13

=

-~
ols

FAH 37| SHE (-s"AHE L)

—

7|7} 2k 5GBQI QEME| CH3l| CHE QERERHL HM
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

Of of|oil M sSPUTS| H# iA| 27|= 2.5MB O|2t0|X|2F SGETS| B 37|= &M FL|CL SPUT HIAIX] £}
SGET HIA|X| s=ECt W BSS LIEILH, Ol= tHEE2| M7t AMEIX| 4SS LIEFALICY.

4. O QA K7} =2|=X| &elst2{H:

a.

MAESHZEAF 20 A HHS Mt group-by-time SMS A3t (-gt' CHS 7|2Hdl: 15M, 1H, 10S)2
AL

C}.

grep SGET audit.log | audit-sum -gt 1H
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message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

O2{et 2ut= S3 GET E2f{H0| 2% 6AI0|A 7A| AfO|0| EHES EHFELICL 0] 7|2F St X[oh AlZtat
"I MNZHO| 25 &3] Aol sl7t 7t w2t KO 2 FIISHA| UELICE Ol2{St K| =
HEHIL 22|E29 @7F X2| sH|M EF0| ZE|ASS AARILIC

- O{H| DHA[ZtOtC HME| = 37| JHAIE 2HelsteE (C-s"HHO size &M)= FIrHLIC.

=

grep SGET audit.log | audit-sum -gt 1H -s
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

ol2{et Zut= X HM E2fTo] X|CHZ Y f 0 2 M Zap7 LSS LIEH-LICE.
C. XtMIgH LHEB S H{H E Ar25H0] "ZfAt - 28 ="l A2t SQ 2= SGET ¢S AEHLIC
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

IO £3H0| 0 E= odEl= FR
=x
e

betLICt 1ess.

HALZD OO LHE

5. H2l9| SPUT =4 0| JHA|of| CHSE SPUT XA ELCt =2|=X| &ls
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grep SPUT sample.log
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audit-sum -go

sfot= 54

St

2o
= =

Hof|



message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

Z1t= 2o Thet SPUT el s E40] Ao thet sSPUT %t

1%
ic]
o
I
o
rir
P}
mjo
HL
2
ich!
r
o

o
w
Lv)
cC
_|
2
re
k=)
N
021
T
ru
T
s\
mjo
Jtok
ro
el;

HEH HAEZ -gb HAIX|E 2F36ts 84S ASELILEH

grep SPUT audit.log

audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. SPUT 7HA| 27|17t 7+ 2 Hzlel 37|12 &AelstHH & -s F¥E BF -gb AFERILICE

grep SPUT audit.log | audit-sum -gb -s
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message group

average (B)
SPUT.cho-non-versioning 71943
21.672
SPUT.cho-versioning 54277
21.120
SPUT.cho-west-region 80615
14.433
SPUT.1dt002 1564563
0.352
AL HA|X] A
StorageGRID ZHAF HA|X[2] 12201 CHaH YOLE MR
StorageGRID A|AE! LHO[A| wEtE|= ZHAF KA X0l =
HE[= O|HIE = 252 dF5= §F 2HXTL
A AT EROM M35hs 29 WEI SESHK| 2 R
Ll HAIS O3t
CHe2 AN 23 THUo| BAIE 5= = ZAFHIAIX|S] o L|Ct.

2014-07-17T03:50:47.484627

min (B) max (B)
2.097 5000.000
2.097 5000.000
2.097 800.000
0.000 999.972

al

x~ EL

He HAX sS85 = BE B2

LA - 2E0| M S FESH 2E ZAN HIAX| Q|

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID (FC32) :ARNI] [ATID(UI64) :94457363265006
035161]]
2t ZAFHAIX 0= Ed @42 EXtE0| EotELICH MA| EXE2 tHES 2 JYU)([ 1, 2XEe 4 EM 4=
theat we £4E FALL
s RS2 2QUL|CH
* ZAF HIAIX|E LIEL = EXHE0| Qs = E[R}ESLICH auDT
c =R R VIS(RE = 3 US)E ALESHX| ELICH
* & HE ZXt0]| 2fsf Z=ELICH \n
7t Q400 S4 3E, o8 ¥4 W CHS FA|o2 B0 Zo| ZErELCE
[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
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HAIX|S £ 24 = HAIXIS| OJHE Fof et HRHELCE £ 2471 £ = M2 UHEE[X] &L/t
ChE SR0ME §4 22400 ch 2 ELIct

* ATTR HIES S40| th3t 4Xt2] ZEYLICE DE AL BAIXIO| BEHOE HBEE UK 54 Y OjHES
Sy0| YBLich

* type Ul64, FC32 S2t Z2 gt Z22{Y Cf|O|E Al T 4Xt2| AlBXFULICEH &4l
olAL|C}
M- -

ro
I

SE2FH ()

* value EHO| UE, LA OZ At L= HIAE ZIQULICE 22 &4 22 Tl (- SLICh) HIoIE ¥4 Cstre
U2 ZOZE "2 SN JASLICH

StorageGRID ZrA HA|X| Q| Ci|O|E 3

A HAIX[Of EE MESH= Ol AFEE|l= HIolH fY2 Lt

S 43
UI32 8 AESHINS 23 gl 71 H4(32H|E). 0014 4,204,967,295 AfO|2] £X12 HEE 4 YBLICH

Ule4 & XA B35 Q= 0|5 71 M4(64H|E). 00X 18,446,744,073,709,551,6157tX|2| Z=XIE K&
& USLICH

of| T Mm|32 AR} M4 32H|E BT gle H4 2H2 "ABCD"2 Z2 4712| ASCII X2 EA|ELCt,

oto|mi= IP Z=A01 AFEELILCE.

CStr(2Xtg) UTF-8 2Xt2| 7t ZOo| B JLICL EXt= ChSat 22 FUS AHBSH0] o|AAo|=g &
UqELICE

* SEfAl= \ &L

* FHE|X| 2[H2\rYLICH

* 2SHE= \"X| §SLICL

* 2fel D= 2fel)yE\n LIt

* EXtE Y 1674 S7HE(\XHH YA =2, 07| M HHE 2XHE LB = 16Tl 2hH2
CHANE = UASLIC

StorageGRID ZAt HIA|X[2] O[HIEH {|O|E

A 29 2 ZhAF HIAIX|= A[AE O|HIEL} ZHAE C|O|E S 7| S 8Lt

- -

HAIX| ZHHIE AMEsH= B2l AHE|0|H THS I [AUDT: CtE &4 EE2 ZA HAIX|0|M EEst= O|HIE =
ol thet YEE MSELICE ol2{st E42 LhZ oINoM ZZELICE
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2018-12-05T08:24:45.921845 [AUDT: * \[RSLT\(FC32\):SUCS\] * \[TIME\(U164\):11454\]

\[SAIP\(iPad\):"10.224.0.100"\|\[S3SStr\S31124562C642S5562S564C6100C4S562S564CW5100C6100C6
100C4C4S564C4C4C4C4C4C4C4CW4S5100C4S5625564S5564CW5100C4CW4S56255100C4S5100C
4C4C4C4C4CW5100C4C4C4C4C6100C6100C6100CWs\S564C4C6100C4C4C4CACWsS\S564C4C4C4
CWs\S564CWs\S564C4C4S

Of aryp KfF|0f M= BE0] 20T R4E A0 HAIX|E d-det O|HIES AEELCE Of ofA| HIAIX|0|= HIAIX|
TE([ATYP(FC32):Shea])Zt Zet=|0] "H|0{"UA2D, 0|= S3 3= Q0| 43X = HHE|USS LIEFHLICE

StorageGRID ZAt HIA|X[2] 3 & 24

HE HAHAXO=E S8 2471 ZEEL|CH

kL
[n

A LT

AN

ANID

ASE

ASQN

ATID

ATIM
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a3

DS ID: HAIX|E A8t 2F IDO| 4xt2| AIEXIILICE O] 22 ZAL
HIAIX|7t M El 2= NAHES LIEFHL|CE

LT ID: HAIX| S ‘d-det Mu[20] e TJ2|E L& IDYLICH 2} MH[A =
StorageGRID A|ARIS 745t XS o 07 AEXS 2L Ct 0]

ID= HEY 5 glSLIC

ZAL MM AEX}: O EE| R0 M= Of R4 MH|ATEARE £ ZEAL

AARIO| Z=7|2HEl A[ZHS LIEFALICE O] A[ZH 2t 2 MK Epoch(1970E
18 12 00:00:00 UTC) 0|Z 0j0| 22 % tHo|2 XX E|AALICH

* H:* 0] 4= AFEEX| 42D ZAL HIAIX|Of T O] &F LIEFLEX]|
A
=)

ANZEA 2 0|F 2| =o|ME 22| e E(ANID)OIA A E ZH ZA

— 1

HIAIX[O CHol Of 7H2E{7F S7tU2H MH|A HAIZF Al 022 MAFELIC

L

* HD:* 0| 4= AFEE|X| 2 ZHAL HIAIX|Of T O &h LIEFLEX]|
=]
M ID: B o[HIEO| 23l E2|HE HAIX| HELolM SRSH=

Timestamp: ZAt HA|X|E E2|AH¢t O[HIETL MM El A[ZIC 2, 2 H|H|
Epoch(1970 12 12 00:00:00 UTC) 0|Z Ofo| 3 2% £te|2 ZMEL|CY,
EIQ ARMTE 24 U 9l |20 2 HEsHE O] AI2E £ U= iR E9|
EHE YEXE J|Ho R gLt

U= EfJUARMIO| HH28] tr= FEpf7 |7t e 4 JSL|Ct o9
ZAF HAX] AlZf 2H20i LIEtLE= AFRIO] Y12 o U= AZEH2 audit.log
ISO 8601 HAIS| ATIM £MULICH EMp 2 AZH2 2 yyyy-
MMDDTHH : MM: SS . UUUUUU BEAE|H, (§7|M = T EMe| A2t OHEQ]
AEtS LiEt = 2|[HE E2XME 2XHILICH vyuuuu 00| A2 X IL|CE,



Ic /Y My

ATYP ol = M[32 O|HIE K¥: 7|EL|= O[HIEQ| 4X}2| AlHXIRIL|CE O]= HIA|X|Q|
"HO|ZE" BHIX & TEE £M 3 Ho{TLICT,

H|H uiz2 M ZEAF HIAIX| Q] HQIL|Ct. StorageGRID AZE 9|07t BFstof| a2t

AESHUAIR MZ2 HFQ| MH|ANE ZAF 2100 M2 7|50| ZeHE 4 JELICE 0]

ZEE AE51H AMS AMH|AL| O] HE | et Z Sal| O| X HHM Q|
MH[AO|M EHH HIAIXIE H2|" = AJSLICt

RSLT of| T M| 32 Z11: O|MIE, T2 N|A E= EBHZHMOl A1t 0] HA|X|2f 2t240] gio™

A7} A2 E-|E|E|I| % E SUCS CHA AR E[X] b&LICE

StorageGRID ZAF HIA|X| A 51 of

2t ZEAF HIAIKIO A ZEMISE HEE RS o= ASLICH 2= HAHAX = St HAlS

Ct22 THofl LIEHE o= A= ZHAF HIAIX|2] o LT audit. log.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM (UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID(UI64) :1579224144
10253043511

LA HIAIXIOl= 7|1Z 5= OHIE] CHEt FWEQF ZhAF HIAIX] XtAoff TSt HE7F Zote|of [ELICE

A HAIXIOf 23l 7| Z&|= O[HIES AlHoI2{H ATYP £ (Of2ofl Z= HAIE)S HSLIT.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6f95dd25a38aa2cbhb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :1579224
1441025304357 ]

fjo

ATYP E49| Zt2 SPUTYILICE "SPUT" QEHNIE £ZI2 HIAl0|| 7|E5t= S3 PUT EZHMM S LIEFHLICH

CtZ ZAL AR A7t AEE H2E FALCE
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d

381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK\ (CSTR\) : "s3smalll"] [S3
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI6G4) :

0] [AVER(UI32) :10] [ATIM(UIG64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

410253043511

PUT O[HIEZ} 2Tt A|7|E =tlStH ZhAF HIA|X| A|ZH 2E20| UTC(Universal Coordinated Time) EfZ AT S
7|SELICt O] gk2 ZHAF IAIX| XEA[2] ATIM E42| ALZH0| YHE 4= U= HTQLICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
441025304357 ]

ATIMZ UNIX epoch A|Z} O|= A|ZH(EHR|: OIO|32X)E 7|SELICE O] oloflA 242 1405631878959669 2014H
78172 2% 21:17:59 UTCZ HetEIL|Ct

ZAF HIAX] S IHA ~F 7]

StorageGRIDO|| A ZtAF HIA|X| 7} MM E|= B2

[[qu MMEILICEH S3 APIE ZHA}

LA AR = 24 Z2EES0| EFo AEXE Sl HZELCt

oZES 1t

S3 A AA S3BK(H3l), S3KY(?|) EE= & Tt
LHE =t A CBID(ZiH|2| LHE AlHX})

YA HIAIX| EHO|Y

J2|E == ZHERO[Y Xtof, JHA| 27| S HIER/S XA S| QRIS Z 2ldH MZ LIE AMH|A0|M G E ZAL
HIAXIS| =M= O] MM2| of|H|of| EAIE =AMt CHE 5= MﬁLIEf
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StorageGRID2| QEME ~F EHM M0 CHoH ZEAL HIA|X]

S3 AP| 2121 ZEA BIAIXIZ KHOF ZEAF 2100A 22H0[0IE AF] EsHRMS Alsist 4

S0l Bl 2= ZAOAIX|ZF CHS 20| 2RO RI= A2 OFELICh =8 EMMMS =Xt O
o

1= Wi= = Ezjo|2 g HxSHHAIR

SPUT S3PUT S3 PUT &% EaiiMo| CBID, S3BK, "SPUT: S3 PUT"
EHMM HZHOoR ARE[AGLICE.  S3KY

ORLM WA FEIOl  Of ZHRIofl CHBH ILM F o CBID "ORLM: 7HA| 70|
ETEUBLC sREYSLCL sxeEEUCh

ofl: S3 QEME %!

of2flel ZEAL HIAIX] A|2| == S3 220|AETF AEE|X| e E(LDR MH|A)0H| M| E AMAESY W ZAL 270
MHE| D MEYE= ZAFHIAIXIS oLt

0| of[of| M 2 ILM ZH*H0j|= Make 2 Copies ILM 7#+%/0] ZEHE|| &Lt

dEl ZE ZAFHAX| 7 Lok UX| gf&LICt 83 8 ERAMM

@ ofzh ool M= ERHM Sof Mo el
Ct.

= ()
(SPUT)dt 2HAEl SH=0H LIFEL

Of of|of| M= S3 2l S O|T0f| WMLt FH-F Lt
SPUT: S3 PUT

SPUT HIAIX|= 3 H3l0| LEMEES BHS7| 2I6i S3 PUT EHZMMO| HAHEUSE LIEHHT| I3l M- ELICT.

40

2017-07-

17T21:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD):"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC(CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) : "example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) :0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64):150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: 7HH| 20| SZE|ASLICH

ORLM HIA[X|= O] ZHA|Of| CHSE ILM HX0| SFEUSS LIEFHLICH HIAIX[0= 2442 CBID2t MEE ILM 2!
O|50| L&HEL|Ct
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ExXE 7HM[2] B2 Locs EE0= 7HA| 2/X[2] LDR == ID & =& ID7F ZSHELICE

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22—-
A6C8-AS93ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM (UI64)

:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] ]

Arl 22 JHK|C| B Locs EEO|

rr

MH 2 Z=E DL AH| 2E OF ID7F ZetEL|CH

2019-02-23T01:52:54.647537

[AUDT: [CBID(UI64) : 0OxFASABESB5001F7E2] [RULE (CSTR) : "EC_2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"™] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :15509299745371\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32):12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

PATH Z=0ll= S3 HIlat 7| HE 7t TEHEL|CE

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) : 0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) : "8C1CO9CAC-22BB-
4880-9115-

CE604F8CE687"] [PATH (CSTR) :"frisbee Bucketl/GridDataTests151683676324774 1
1vE9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATIM (UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID (UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336] ]

StorageGRID2| RENE AlY| EGHTHMO]| CHSE ZEA HIA|X|

S3 API 2 ZEAF HIA|X[E &0

I
Rl
HU
|

Ol QEHME A EAMES AES £+ JASLICE

Ch2 HOl= AR EAMM Sof| HEE 2= ZAL HIAIX 7t Lot AKX S LICE AR EHMMMS FHohs o 2ot
HIA|X| 2 Z et

O

S3 ZA HIAIX] ALK
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= o|& a9 Ezflo[& S HESHARL
SDEL S3 AHH| H2l0M QEREES AX|stcE CBID, S3KY  "SDEL: S3 AMA|"
EMYSLICH

0ll: S3 LEME AfK|

S3 220[AETF AEE[X| LLE(LDR MH|2)0f| M FHME AH|SHA ZAF HAIX| 7} SE=| 0 ZAF 230 HEE L

@ AR EAMM S0 dEE 2 7.:.“% 'HI*IIP} Of2H Of|®|ofl Ltot AUX| G5 LICE S3 AFH|
= S

SDEL:S3 AHA|

Z20|HE7} DeleteObject 2 M2 LDR AMH|AZ HLI™ ZHA| AX|Z7} A[ZHEILICEH HIAIX]Ol= REMEE Ax|gt
HZla} QEEEE AMHSI= 0| AFRE|= QEFEQ| 83 7|7 ISHEIL|CT

2017-07-

17T21:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR(CSTR) :"urn:sgws:i
dentity::70899244468554783528:root"] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test"]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\):0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32):10] [ATI
M(UI64) :150032627859669] [ATYP\ (FC32\) :SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UIG4) :47278613309529705931] ]

StorageGRID2| REHME Z{AH EZHMMof| CHSE ZEAF HIA|X|

S3APIE ZHAL HIAIKIZ 50} ZAF 2001M QUMES ZAjsiof EAMMS e 2
QEsLC

A EGHIMN Foi| MdE 2E ZAF HA[X|Z CHS B0l LIEE[0] Y= A2 OFELICH AME AH2HE FHot= O
[ u]

= 0|2 =k EZo|A = HESHAIR

SGET S3 7tH 27| HZI0M QENES ZHMSIZE CBID, S3BK, "SGET: S3 GET"
QEWSLICE S3KY

Of: S3 QEHNE ZiM

S3 220|UEIL AEZ|X| =E(LDR MH|A)M REREES HMS mff ZEAF A X7 M= ZhA 270

HEELIC

221



b2

rin

o

Ofzh ool M= EMMM S0l MY E 2= ZAF HIAXIZH LIBEX| S4&LIC S3 Z4A ERHI N (SGET)2t
g=ak LIEE Lo

r
r

SGET: S3 GET

S2t0|AET} GetObject RS LDR AMH[AZ HLHH JHA| AM0| AIREILICH HAX|0l= QLEMES Mg HIlat
QHHMEE A= 0| AFRE|= QENEQ| S3 7|2 TBHtL|C}.

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD):"10.96.112.26"] [S3ATI (

CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-—

a"] [S3AK(CSTR) : "SGKHt 7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (

CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-—

a"]1\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
Z(UI64):12] [AVER(UI32):10] [ATIM(UI64) :1505947988782605]\ [ATYP\ (FC32\) :SGE

T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

B2 ZHo0| 5| gt
QEFES HMus 4
Bl E ZFol Chet

& ASEALE CHE BIHE AHEO| 278 HZI0A
o= Ol2{gt A A uxt AE ¥s MY = A=E HI 2/t

CtZ OllR TIAIX[of| A S20[AE = AHO] AFSHR
SBAI % SBACS| Zt2 Ml 27 XI2| HIHE AF |
S2to[AES| HIHE A ID 3 0| §2t CHELICE

g% tHi'Oﬂ XZEl JHH|ofl CHal GetObject 2K S EWL|C},
ES E.thr 0| ID= S3AI % SACCO| 7| 2=

U'_'

u|_ru
o
M

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-
b"\][S3AK(CSTR):"SGKHpolelP_kquSCbTi754L881BUog67I2LlSiUg=="][SUSR(CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK(CSTR) : "bucket-
anonymous" ] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) : SGET] [ANID (
UI32):12272050] [AMID (FC32) : S3RQ] [ATID(UI64) :6888780247515624902] ]

0ll: 3 @EME]| A MEHTHL|C}

S3 S220[AETL I A0l A S3 Select HEIE HASHH ZAF HAX| 7} BP0 ZA 230 MEELICH

-t

otz oflofl M= EHMM o MM E RE ZhAF HIAX| 7} LIRS X| o4& LICH S3 MEf EfHTHM
(SelectObjectContent)2t 2 El St=0t LIFEIL|CE,

2} #|2|= S3 Select 22| 52/(S3SR EEE "*.JE—*.'"9§ HEE)E sAsts AL HAIXI2E K2 S| 2E2|X|0f| A
CIO|E{E HMSl= =& HE GET HY0|2t= F 7HX| A HAXIE W ELIC)

= 0O
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—

9F01-4EE7-B133-

08842A099628" ] [CSIZ (UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UI64
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID (UI64) :1363009709396895985]1]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—

9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64):10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP(FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

StorageGRID2| §3 Q=M E H|E}H|0|E] Y|O|E0f| CHet ZHAF TA|X]

LA HIAX|= 83 220[AE7F QEME S| HEIH|O|E & HC|0|EY w Mg ElLICt.

S3 HIEIE|OIE YH[O|E ZHAL T AIX]|

MH

b S

O|&

SUPD S3

M| EFH| O] E{ 7}
OO EE|UE

dgELct
L|Cf

ofl: 83 HIEIH|O|E KCl0[E

0| Oflof| M= 7= S3 LEHMEC| HEHH|O|HE &

S3 E2I0|HE

HIEtHO|HE YH[0|EE

EZo|A = HZTSHMAIR

CBID, S3KY,
HTRH

7t =T E A2 SUPD:S3 H|EtC|O[E{7}
0

ACO| EE|AS LI

HIO|EdtE d3X e EMMME Hof FL|CL
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SUPD:S3 H|E}H|O|E YH[O|E

S3 22t0|UE= X E HIEIHO[E{E U0 ESLY| 23l 2F(SUPD)E +&EL|Ct (x-amz-meta-\* ) S3
ZH[(S3KY)ol et ZAUL|Ct. O] oo M 28 dE= HTRH 2E0]| ZeEIL|CL 1 0|f= ZAI ZZEZ §l|H=
TEEIA7| HELULICHTE > ZLIEE > ZAF S AL 23 M), 2L "=0 22| 8] 9| F syslog AH 24"

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5hvI7mgiodwrdplShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

AL HIAIX]

StorageGRID2| ZHAt HIA|X| & 5! Z =0 CHal LOotEMA|R

A ARIOf| A kel ZEAF HIA[X|Of CHet XiMISE BE2 ChZ Md0f| Ltep JAS LTt 2 ZEAL
HIAKl= HA HAIX|ZL LIEIL = &S 2HAE 2 23 HAXIE 2&=5h= #0f| LIZELIC.
O[2{eh O Est= HAEl= E32 RS Oldlst Hots R ZA HAX| EEES

- =20
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