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Overview Performance

Health status @
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License

1
License

Total objects in the grid @

0

StorageGRID dashboard

~  You have 4 notifications: 1 @ 3 A

Storage ILM Nodes

Data space usage breakdown @

2.11 MB (0%) of 3.02 TB used overall

Sitename & Data storage usage + Usedspace S Total space
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
Data Center 1 0% T79.21 KB 1.247TB
Metadata allowed space usage breakdown @

3.62 MB (0%) of 25.76 GB used in Data Center 1

Data Center 1 has the highest metadata space usage and it determines the metadata space av.

the grid

Metadata space
usage

Sitename %

Data Center 3 0%

+ Used space

2.71MB
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Allowed space

19.32 GB
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Clone active dashboard
~  You have 4 notifications: 1 @ 3 A

Manage dashboards

Overview Performance Storage ILM Nodes

StorageGRID dashboard
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Configure dashboard
Crawrviaw . Performance . SEorage . L ' Hodea . + Add tab

Tab name

Overview

Select cards |

5 M L M L XL
Health status g Data space usage breakdown @ wl
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename = Data storageusage 5 Usedspace = Total spaca 2
Data Center 1 0% LT79MB 1.2478
Data Center 2 0% 52111 KB 926,62 GB
License :
Data Center 3 0% T90.21 KB 926.62 GB
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Nodes

View the list and status of sites and grid nodes.

earch Q Total node count: 12
A

Name 2 Type = Objectdataused @ %  Object metadataused @ & CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
s DC1 Site 0% 0%

Q DC1-ADM1 Primary Admin Node 69%

@ oci-ArRC1 Archive Node 1%

Ay DC1-GL Gateway Node 3%

DC1-51 Storage Node 0% 0% 6%

DC1-52 Storage Node 0% 0% 8%

DC1-S3 Storage Node 0% 0% 49
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NYC-ADM1 (Primary Admin Node)

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaa8-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth0 (Grid Network)

Show additional IP addresses v
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Alerts

Alertname & Severity @ 2 Time triggered % Current values

Low installed node memory [£
o Critical 11 hours ago @ Total RAM size:  8.37 GB
The amount of installed memory on a node is low.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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J 25%
10% \/ [\ﬂ N
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= Utilization (%) - Used (%)
CHE AlZE ZHH S BA[SHAE XHE = O2H T 9[0f| l= HEE 5 otLEE MEIRIL|CH 1A[ZE 1Y, 138 EE= 17HE
OB AL JHst HEE BAIY 4 ASLICL U U AIZHHIIS KT 4 s ASKHAIH 22 4FE 25
UAELICE
CPU A2 E % O|22| AL 2o CHot M2 MEE He{H 2F 2T 9fof| HME s&LICH
Memaory Usage 2]
T00.G0%
2020-05-20 14:08:00
75.00% = lsed {%): 44.70%
Used: 11.30 GB
S0.00% = Cached: 6.55GB
= Buffers: 14256 MB
25 DD% = Freg: 7.2B GB
= Total Memory: 25.28 GB
0%
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10: f0890e03-4c72-401f-3e92-245511a38e51

Connection state: 9 Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2da)

|P addresses: 10.96.106.21 - eth (Grid Network)

Hide additional IP addresses A

Interface & IPaddress &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name % Severity e = Time triggered & Current values

ILM placement unachievable [
© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @
Storage controller Bmanagement IF; @
Storage controller WWID: @

Storage appliance chassis serfal number: @
Storage controller firmware version: @
Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B

Storage controller failed drive count @ L] ils

Storage controller &; [7] Nominal ]l.

Storage controller B: @ MWominal 1th

Storage contraller power supply A: @ Nominal ils

Storage contraller power supply 8: 7] Mominal ils

Storage data drive type: @ NL-SAS HDD

Storape data drive size: @ 4.00TB

Storage AAID mode: @ DDP16

Storage connectivity: [~ ] Mominal

Overall power supply: @ Degraded ils

Compute centroller BMC i7: @ 102

Compute controller serial numbear: @ T21917500060

Compute hardware: @ Needs Attention ils

Compute controller CPU temperature: @ MNominal ils

Computa controller chassis temperature: @ Waminal ths

Compute controller power supply & @ Failed il

Compute controller power supply B: @ Nominal ils

Storage shelves

::Ietlizr:a*;ls Shra ~ chelfip @ = Shelf status @ = [OMstatus @ = ::::: sg;ply =  Drawerstatus @ = Fan stafus
721524500063 a5 Mominal Mih Maminal Mominal Mominal

Appliance H|O|E2| ZE 2%

o{E2to[A B

AE2[X| AEER O|F LIt

AEZX] HEER A2 IP

AEE|X| HEER B 22| IP

AEEX] ZEEZ WWIDYILIC

0| StorageGRID {Z20|AHA Q| D& H S = SANtricity OSOH| Lot

UASLIL.

SANtricity OSOf| EA|Zl 0| StorageGRID 0{Z210|21A 9| 0|2 QLT

AER|X| HEZZ AQ &E| ZE 19| IP TA. 0] IPE A3I0]
SANTtricity OSOl| HM|ASI] AER|X| 2H|E AL 4 Q&LICH

AEZ|X| HEE2] B #E| TE 10f Tt IP FAQILICEH AE2|X| 2HE
SiZ3t7| 218l O] IPE AHE5H0] SANtricity OSOf| M| ABL|CY.

LE o|S2to[AA A= AE2X| HAEER B YELITE

SANTtricity OSOf| EA|Z|=

AEEX HESEQ H MAX AEXLICE



Appliance E|O|29| Z =

AEZ|X| {EZ0[AHA MA

S QIL|CH

Ag2(% HES2] Helof
B LICE

AEE|X| ZIEE2{ SANtricity OS

HHILIC

AEZ|X| HEEZ NVSRAM

HHIL|C

AE2|X| 5HE0]

e

AEZX| HEER Q| EEIO|E 4T}

AIHSLCH

AER[X| HEER A

AEZ|X| HEEZ B

AER[X| AEES HE

fre }
= o

AEE|X| HEEZ MY

fara }
= o

AE2|X| Hlo|E E2to|E
YL

AEZ|X| H|0|E EEIO|E
A7|L|Ct

il
0

oy
oA

I.

F

N

N

A

B

qH
o
I
=

2HO|AAL| MA| YA HZ L|CE

0| o{Z2to|H A0 CHet AER|X| HE S22 o] HEYUL|CE
AER[X| ZIEE2] A2 SANtricity OS HFHIL|Ct

SANtricity System ManagerOf| A 2118t AE2|X| ZHEZ2{2] NVSRAM
HHILICE

SG6060 % SG61602| 2 5 ZHEE2E] 70l NVSRAM HHO| L X|5HK|

BOH HEER AHTO| EAIE!'—IEL HEE2 A7} EX|= K| QEA7ALE
ESOHX| ™ HEE2] B H{TO0| EAIELICY.

AEZ|X| HEER =02 MA| AEHRILICE SANtricity System
ManagerOll | AE2|X| StE[0{0f| CHEE Needs Attention(F2| )
AMEHE HD8H= A2 StorageGRID A|ABIE 0| 2t2 ESHL|CE
AEfTL"F o LR ol AL HA SANtricity OSE AE3H0] AEZ|X|
HEEME =eletL|ct 12 O3 ZHRE HEED 0| M8&= CHE 217t
A=K gelgtct.

x|H9of =2t0|5 7} OFEL|C.

AER[X| AEE2] A9l YEfYULICE

AEZ|X| ZIEES B YEHYLICH 25 O{E2t0|A HEH|= AER[X]
HEE2 B7} Si&LICH

AEZ|X| HEER Q| MY 35 HK| A MEfIL|CE.

= od o

AER[X| HEEE{S HH

OH

= A B2 SEHYLICE

HDD(St= E2t0|E) &= SSD(Solid State Drive)2t 22 0{E2t0|H A9
Ceto|E fHiL(Ct

StLte| H|OJE E2t0|29| 7 37| YL|C.
SG61602| B2 FHA| =2t0[E9| 37| EA|ELIC}.

o Xt BHRF NI} Qle L EO| AR [Al 2 ZH Aol .f|0|E
E 1=

=
7|°'|—|EW%0H'A|9. %R c2to|e 37|= 4ot

IS
T e
|1 o

13
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Appliance E|O|29| Z =
AEZ|X| RAID 2E

AER[X| HE

bl

SA M

OH

= g4

EE2| BMC IPE AAtEhL|C}

oY

3
om
o

oY

e
om

SEHO]

EEZ CPU 2L E AlAtgL|Ct

EE MAl 22 Al

4z Mefeict

IOM AEHIL|CH

r>|
rio
)]
il

X[ HEHLICE

betL|ct

243
O{ =20l 200 ol 714 RAID Z=QIL|Ct
AER[X| H& AEfRLICt.

O{Szfo|H A0 st 2= HE S5

| gy iy

oA

FX[9] SEHRILICE.

AFE HES2{0 A= BMCHIO|AEE #HE| ZAEE) ZEQ| IP
F2YLUCh ol IPE f90f04 BMC QIE{H| 0] A0
SIEYE ELIE{ -t FIEHetL(Ct

BMCIt ZE|X| 42 O{Z 20| A 20| = 0 EEIH HAE[X]
gLt

HRE HEED ot=fofo] HEYLIC B AFE St=9019F

AE2|7| SHEH017H g 0fZ2toloiA B O] BET} BAIEX
eaLct

2B 2ES2o CPUY & AlfRiLict

#EY FES | 2& MejelLict

23

AER[X EI MAIS| HH HS Y

AE2|X| WZO| Xt ABRRLICE,

AEZ|X| ol FH| SEHRLICE.

=5 Mol Qe DE(OM)S| AefelLict s §iS - 2 Hmt of
Ho
oT.

AER|x| Yol Fel

—

S5 ZXQ A SEfLICE.

HEIo| o S2to[eA



- ZHEQI30| st MEE H2{™H * Network * £ MEHSHA A

S gLt e

o]
= =
EAME SENRLICt AEEX 2o A= E20{2f HEHYLICE 3T 8lS - MEtof| MEO] §l=
Ho
oT
™ EHRILICH AEZ|X| 2o A= H2 | TA| LEfLICE
C2fo|E &8 AEZ|X| 2mol & EE0[H &R $+YLICt.
ClojH E2tol= AE2[X] dOof =20|H 2, H|0[E AE2[X[0f AHEELICE
ClolE E2tol2 37| AEE[X Ao /= HolH E210|E 1719l f= 37| LTt
Al E2tO[E HAIZ ArEE[= AEE|X| Ao EI0|E = iL|L}.
Al E2O[E A 7| YLt AEZ|X| 2ol M 7hE 22 FHA| E2t0[E Q| A 7| LTt LEHO = FHA|
C2fo|EE= B 37|17t Z&LItt.
T8 HEfYLct AEEX] Hmof 1 AEfILIC.
a. BE= Tt "SE K| elgtL|Ct
HEft"sdol ot B2 °4IH Z1E HEFILICE SANtricity A|AE 2t2|XHE AFE5H0] 0218 SHE 2
& L0l Chsl XtAIS] °*0f T ASLICE HFE 24 3 FX 22| X|HS FZoHAIL.

=

Q.

HEHI E2fm 2T = HA| HERZ Ecizof et 2ok MS eI

1 hour 1day 1 week 1 month Custom

Network traffic @
650 Kby's
600 kb/s
550 kb/s
500 kb/s
450 Kb/s

16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 13:55 11:.00 1105

== Received Sent

a. HESQIZ AEjmo|A MM&S HESLICE

15
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Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
HE92L E{H{0| B{0]2] * Speed * Ol SLE 218 AB2101 OIERIOI2129] 10125-GbE HIZFI

TEJ} HE|H/HH O E EE= | ACP ZREE AISIEE ALY =X| &

HO| FAIE 22 4712 &3 B & AMEEICtD JHgetL .

FOISHY A2,

23 0c 2c gt 7HE HIC 3 £X(hic1, 0|4 J2|E/2210|HE
hic2, hic3, hic4) HES 3 &5 (etho,
eth2)
=7 LACP 25 100
ks LACP 25 50
nks| Active/Backup(ZAd/#if 25 25
)
A LACP 10 40
ks LACP 10 20
nks| Active/Backup(ZA/2ed 10 10
)
10/25-GbE EE F-d0i| CHet XtM[et LIE2 & "HIERIS 23 E A ALC ERSHAIL

b. IEXZ M MME HEFLICE

=

Receive % Transmit H|O|Z2 2} HEQIE Sdff 4 5! MEE HIO|E
HEZS HHFELICT.

L IiZlel ot 7|Et 24 S HE



https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Network communication

Receive
Interface @ = Data @ = Packets @ = Errors @ < Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1ls
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il o 1l 0 1l 0 1k o il

AEZ[X|
=8 3 AA MF20 chict HEE B0 FE JIE = 5 AFLICH

Storage Used - Object Data @

130.00%
75.00%
2021-03-13 14:45:30
S0.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i & = Erasure-coded data: 0B
14:30 14:40 14 = Totak 310.81 GB
== |lsed (%)
Storage Used - Object Metadata @
100.00%
T5.00%
2020-08-04 14:58:00
50.00%
= Used [%) 0.00%
- Used: 539.45kB
0 - Allowed: 13278
= Artual reserved: 3.00TB
0% -
14:50 15:00 15:10 15:20 15:30
== Lsed (%)

a. Of2fi2 A3 ESHK 2t =F 3 LEHE XML M A8 Jtset &

1540

E2|x|

* & MEfSHH 2| HjOo[Ef 5! ZHA| TEFC|O|E{0f CHol AlZHoj IHE AEE2|X| AAEE1

| C]AS ClHO| A,

17




Kl

o| M M|#| 0|22 SANTtricity OS(O{E2t0|H AL AER|X| HEZ2{0| HAE

Ao H ta| AT EL0o)olA
= =28 542 £ i LElLtE 28 WWID(World-Wide Identifier)2t 2 XIEHLICE.

r

=& OF2E X "o 23 0|23 97| W 47| SAHIE it C[A3 FX| B|0[S2] * 0|F * Eof| EAIE

7] &
O|E(%, sdc, SDD, SDE 5)2| A Hmfj £20| =& H|O|S2| * FX| * Eofl EAIE Ztah LX|gL|Ct,

Disk devices
name @ = Warld Wide ame @ = yoload @ = Readrate @ 2 writerste @ =
croot{8:1 =dal) MR 0.04% O bytes/s IKBfs
cwloc(8:2 5dal) MA 0.67% Obytes/s 50 K8/s
schc(8: 16, sdb) A 0.03% Obytes's 4 KB/=
schd [3:32,5dc) M8 0.00% 0 bytes/s 82 bytes/=s
sdheid:48 sdd) M 000 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = Device @ = Status @ = sie @ = Avallabie @ = Write cache status @ =
croot Oniline 21.00GB 187568 1l Unknown
fvarflocal cwlac Orline 85.86 GB 850568 1l Unknown
Ivarflocal/rangedb /0 sdc Online 107,32 GB 1717 e il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718GE 1l Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB 1718 ce Enabled
Object stores
D& = Sie @ = Avatlzble @ = Replicated data § = ECdata @ = Dbject data (%) @ = Health @ =
LealtE 10732 GB 9644 GB 1l 124 60 KB 1ly O bytes 1l 0.00% Mo Errors
0ol 107.32 GB 1071868 1l D bytes gl 0 bytes 1l 0.00% Mo Errors
opoz 107.32 GB 107.15GE |l 0 bytes il 0 bytes 1l 0.00% Mo Errcirs

O1E2to|A 2| =& 9l A0|ES0] - =of et HEE EL T
- E 0| X|0f= MH|A &EHO] CHot "Eef 22| L E = H|IO|ER0] LEZ AMEE[= ZF MH|A O{F2t0[A A0
Chet 2= HAFE, 023 ClHO|A S HER3 2|4 A0 chet FE 7 LFEE LI ot H22|, AEE|X| S0,

HEHZ 2[4, HEI AHHO|A, HEHI F4, HO|HE 15t HESEILIT.

|
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1. .= HO[X|0f| M O Z2t0|AA 22| L= = 0fZE0|AL HO|ERO| =S MERILICE
2. 712 * E MEY

= L "1

o

FL|CE.

I

HQ ol E e MMojls 20| 0|2, 98, ID U 912 AlEfe} 22 L Cofl st @9 METL BAIELICH P

T4 FEO|= LS 20| ZH 40 oigt QIE{m|o|A 0| F0| e '—IEL

=]

° *adllb * & * adlli *: 22| HER 3 QIE{m|o| A0 2/

r
of
fujo
P

tE3st= B0l EAIELICH

° *eth*: A2|E HESRIZ, 2E|X HER R = SEI0|HUE HERIA.

° * hic *: {Z2to|A A0 L= S2|™ 10GbE, 25 £+ 100GbE ZE & SHLIQIL|CE 0[2{3t ZEE= &H|
HZE| StorageGRID 12| = HE |3 (eth0) & 2210|HE HIE J:'(eth2)01| A & JELCL

° ¥ MTC *: O{Zef0[A20) = =2 1GbE ZE & SHLIILICE. St OIMOI MTC QIE{T|O| AT} 22|
HES2 °|E1111|0|¢(eth1)% oy EE HZELIC CHE MTC QUE{TH|0| AE T|O|Ef MIE] L 7|&Xt2] RIA|
2L AZ AEE = UAXE = 5 AELICL

10-224-6-199-ADM1 (Primary Admin Node) &

X
Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager
Node information @
Mame: 10-224-6-195-ADM1
Type: Primary Admin Node
D: 6fdc1890-caba-4493-acdd-T2ed317d35fb
Connection state: 0 Connected
Software version: 11.6.0 (build 20210928.1321 66ETeed)
P addresses: 172.16.6.199 - eth0 {Grid Network}
10.224.6.199 - ethl (Admin Network)
A47,47.7.241 - eth2 [Client Network]
Hide additional IP addresses A
-~
Interface ¥ P address
eth2 (Client Network) AT.47.7.241
eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0
eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0
hicl ATAT. 7241
hic2 A47.47.7.241
hic3 47.47.7.241

R Bo| Z1 MM Lo cet &4 ATt EAIELC

3. O|Z2t0|A20f TS XtAIEH LIS Ha{™ * SE0 * S MEISHYAIR.

a. CPU Utilization(CPU AtEE) 8 Memory(H|22]) J2{ZE 10 A|ZH]| HE CPU % 22| A

tegHlES
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SflgtL|Ct. CHE AlZh ZHAS BEA[SHEH ALE = T T 20 s HEE S StLtE MEPLICE 1A[2H 1
L NF E=E UHE UHLZ A8 7ttt FEE BAE = ASLICH I & A)ZERIE XFe = U=
AERF R 2t E 28 o= AFHIC
Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5% |
2.50% WWV U WU \] U\Mml UU\N UU\I U\/UWU 2
0% 0%
17:20  17:30 17:40 1750 1800 1810 17:20 17:30 1740  17:50 1800 1810
== Utilization (%) = Used (%)

b. of2liz ASZESI MES 74 24 HE SLC} 0] Holl= 22 0|5, ¥l e, AESS B HH I 2t

T8 849 JEjet Z2 YHEIt & ASLICH

StorageGRID Appliance

Storage RAID mode: @

Appliance model: @ SG100

Storage controller failed drive count: @ o il
Storage data drive type: @ 550

Storage data drive size: @ 960.20 GB

RAID1 [healthy]

Storage connectivity: @ Mominal

Overall power supply: @ MNominal |||
Compute controller EMCIP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Mominal ||.
Compute controller CPU temperature: @ Mominal ||I
Compute controller chassis temperature: @ Mominal ||.
Compute controller power supply A: @ Mominal | | i
Compute controller power supply B: @ Mominal |||




Appliance E|O|29| Z =

oEcfo|A 2™

AEZ|X| AEEZ|Q E2I0|H 7}

ST

AEa|X| Hjo|g| Eatol=
SAYLICE

AE2[X| B0 =2to[=
37| YLt

AEZ|X| RAID 2E

ra

|

A

——

g

OH

ER

EE2{ BMC IPE AlttefLICt

oY
3

oY
el

HEZ
.__

HEZ
.__

om

om

st=glof

=2{ CPU 2 E AltkgfL|Ct

2 MAl 225 AL

EL

0| StorageGRID O{Z2}0|¢HAL| B M IL|C}

X|Hof =20 =7} OFE LT},

HDD(3t= =2}0|E) EE= SSD(Solid State Drive)2t 22 {Z210[1A 9
Eeto|E RYelL|Ct.

StLte| H|O|E =2t0|29| 7 37| YL|C}.

E20o|AH AL RAID ZEQIL|CY,
O{E20|HAN Y ZE Ml 32 X9 AEfRILICE,

HRE HEE2{0| A= BMCHIO|AEE #HE| HAEER) ZEQ| IP
FAYLCH ol IPE MR*N:I BMC QIE{H|0| A0 HESHH O{S2t0[AA
SIE/E ZLIE St ZEE - ASLICE

BMCIt ZE|X| 942 O{Z2t0|HA RH0|= 0] ZET HAE[X]
gLt

oY
3
om
r

EE2{9 &3 Ho Lt

oY

3
om

ZEEe] StE0]2] HENLICE

oY

3
om
]
m

ZAEE2{ 2 CPUS| 2k AEHYILIC.

oY

3
om
il

ZIEET Q| 25 JEHYILICE
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1 hour 1day 1 week 1 month Custom
Network traffic @

650 Kb/'s

600 Kb/s

550 kb/s

500 kb/s - — —

450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06
== Received Sent
a. LES3 QIE{H0|A MM HESILICE
Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

HE 3 QAE{H|O|A H|O|S229| * Speed * E0f| U= S AFRSI0] HEEI0|AHAL] 407H/100GbE HIER 3
TE 4747} HE|H/ MY R EE | ACP ZES ABSHE S THEIUEX] SelstAIR.

®

O EAE 22 4702 HAT 2F A

ElCt 7t

bakly
oH

L|C}.




2|3 o BEcpc JHE HIC &3 &£ X (hic1, 04 O2|=/220|HE
hic2, hic3, hic4) HERZ £ 5 (etho,
eth2)

EA LACP 100 400

nps| LACP 100 200

Inks Active/Backup(ZA/ei¢] 100 100

)

ZA LACP 40 160

eS| LACP 40 80

Inks Active/Backup(2A/2¢] 40 40

)

b. EYZ S4 MHS HESLICH

-_— — 1=

Receive % Transmit HIO|22 Zt HEEX A0 A A 3 M&E HIO|E 8l Ii31o] ~2F 7|El =41 8l M&
HE=S HHELICT.

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 i, o il 0 il 0 1l o il

5. MH|A O{E2to|HAQ| C|AS FX| B! 2E0]| CHet YEE 224 * Storage * £ ME{SL|CE

23



DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks

Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s

Volumes
Mountpoint @ =2  Devie @ =  Status @ =2 Size @ = Available @ =  Writecachestatus @ 2
/ croot Online 21.00GB 14.73GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

HE®?3 #S SLIt

HEHI #2 =, MO|E = 12|22 BE HE/ S QEHO|AS Soff 4 U HEE
YEYT E2fmg BojFE JHTE EAIFLICH

HERZ H2 ZE 5, ZH A0|E 3 FA| 22| =0f s EAIELIC

CH2 AI7t2h2{2 BASI{B AHE i Y 9|0 Qs HES 3 SHIS MeBILICE 1AI7H 12, 15 = 14
2702 Ag JHSt HEE BAIR 4 USLICH U % AIZ HIIS KW 4 U AR X 2GS 2y 4

AL,
L2 FR UEHA AHIo|A BOf| 2f LEo| E2|H WESRIZ ZEO tist WLt Lot ASLICH Network

E
communications(UE¥3 EA) Hofl= 2t 29| £=A1 3 M4 Xt E2to|Holl M 202l TXF FH2E0fl it M5
HHEI} Lo Q&L

24



DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

Mcawork traffic @

650 kbi's
€00 kbr's
550 kb's
B kb/s
450 kb/s
1605 10:14 1315 020 1E25 1033 12:33 40 145 5 1638 11:6d

Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up

Metwork communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
ethi 30468 1ls 20403428 1l o ik 24,899 il, | o ih
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
ethi 36568 1l 19,061.847 1l, o ik | | [ |

"HEYI HZE Y H5S DL EHELICH

Storage ®2 SLICt

AEE|X| Holl= AERX] 7}8d 2 7[Ef AEE|X| HEZ|O| R2AE|0 JUSLILCE.
AEZ|X| A2 BE LB 2F AFO|E 9! A J2|=0f CHalf EA|ELICE

AEE[X| A O2fZ
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Data space usage breakdown ¢

1.97 MB (0%6) of 3.09 TB used overall

Sitename 3 Data storage usage
Data Center 3 0fa
Data Center 1 0%
Data Center 2 0%

the grid

) Metadata space
Sitename S P
usage
Data Center 3 0%

Metadata allowed space usage breakdown @

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage a

h'l
= Usedspace = Total space 2
621.26 KB 926.62 GB
T98.16 KB 12478
552.10 KB 92662 GB
L"i
sage and it determines the metadata space av e In
Metadata used o Metadataallowed | &
¥ space ¥ zpace =
2.44 MB 19.326B 4

a. Storage Over Time 7t=2| AIEE HZESIYA|R. 7|7 EEL2E A0S0 AEZX| A S5 2FE +

AL,

Storage overtime @

200 KB
150 KB
100 KB ] |

50 KB 1 1
0 Bytes
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StorageGRID Deployment (Grid) & X
Network Storage Objects ILM Load balancer
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 1210 12:20 12:30 12:40 11:50 12:00 1210 1220 12:30 1240
= Used (%) == Used (%)
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Object Store 0 Object Store 1 Object Store 2
Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

|

1. nodes * > *Storage Node * > * Storage * S ME{EiL|C},
-=of chst J2f et F 7t LEEFELICE,
2. 7{MZ Storage Used-object Ci|0|E{ T2z 2of| E&LICE.
CHS 2L0l EAIELICE.
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Storage Used - Object Data @

160.00%
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i | = Erasure-coded data: 0B

0% &
14:30 14:40 14 = Totak 310.81 GB
== ||ged (%)

—1— o
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
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DASHBOARD

Nodes

ALERTS
Cumeng View the list and status of sites and grid nodes.
Resolved
2 Q\ Total node count: 14
Silences
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
NODES StorageGRID Deployment Grid 0% 0%
HENAS ~ DataCenter 1 Site 0% 0%
LM
0 DC1-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME 9 DC1-G1 Gateway Node 10%
0 DC1-51 Storage Node 0% 0% 29%
== CL C= HS o o =3 S
2. J2|E 0|F, §F CI0JE] MIE| AO|E = O2|E LES MEHSHOHS * HIERIZ * B2 MEigLICH
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kbf's
500 kb/s
450 Kb/'s
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11.00 11.05
== Received Sent
= . o o o -
a. 12| EE MEpt AR of2iZ AT ESHY |0|X[2Q] * HIERZ QIE{H[0|A * MME HESIL|CE.

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
b. 12| w29 HS Of2iz ATZ10! o[RS * IEYT 41+ MHS AETLICE
Receive X Transmit HIO|E2 2} HIEQ I[N =41 5! MEE HIO|E S Ti3l9| £t J|Et 4l A ME
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1L 0 1l 0 1k o il
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove | | i Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223b0chb-6968-4646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Search tenants by name or 10 Q Displaying 5 results
Name @ % Logicalspaceused @ &  Quotautilization @ 2 Quota @ 4% Objectcount @ %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00GB 500 4+ 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 <+ [0
Tenant 04 475.00TB 95% 500.00TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4 0

3. QP ZR * 2IQ/URL SA* oilM 2191 I35 MEiSIe] HIHE A 3 ]2 08 C}.
4. of 32 * 2OQI/URL SAH* 20iAM URL SAt Z3E MEISHe] HI'HEQ| 221 10| X|0f| CHet URLS

SAreLCt.

|j|ruE

5. Qo w2t * CSVE LHELHY| * £ MENso] BE A EO| CHet AL 2H0| ZRE mAS H1 L csv LIEHLICH
oS AL MESets HAIXIZE . csv BAIELIC

oAl LHE2 . csv L3 O|H|eF Z&LICt.

[Tenant ID Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) ObjectCount Protocol
112659822378459233654 Tenant 01 2000000000 10 20000000000 100 53
5955823411254?8535&5 Tenant 02 85000000000 85 110000000 500 53
!?(]35211455859?5585321 Tenant 03 60500000000 50 150000 10000 53
Ird-'-‘l2513&598?56‘3885532 Tenant 04 AT750000000 95 140000000 50000 S3
{36521587546689565123 Tenant 05 5000000000 Infinity 500 53

mAS ATHEAE S& Z2ZIMUM B7HLE XSSO M ALEE 4 . csv AFLIEL

6. QEMET} LIEE|X| f2 2 MEXO=Z * Xt * > * AlH| * & MEAS}0] StL} O| 42| HHES MAYLICH 2

LS OT —-"1"1—

"HIHE AE S ARELCHEZSHAIL.
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:|
Protocol: S3

Object count: 500

Space breakdown

Allowed features

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

o 25%

bucket-0l @ bucket0z @ bucket03

Bucket details

Quota utilization: 85%
Logical space used: 85.00 GB
Quota: 100.00 GB

50% 5% 100%

Q

Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50
H|O|X| e HHE JHRE HERILC
ME ZE Ho|X|Q] o] MMM = HIHES| JA| =, 2T AE, A2 E =2|X 32t 3l 2 8T S HRet

= E0] chet 2o HEE MSELIC.

Space 1% * ROl A * 7 &

O XtEO= HIHES| EE S3 HZIof thet & Szt AH[ZF0| EA|ELICEH

Ol I EO| ZE0| BHE 2 ASE 2T H2 20| HIAEZ HAELICHO: 85.00 GB of 100
GB used). 20| 2FE[X| g2 Z—i‘—?— HHEE PHet 2 71XH HAE = AHEE S2H0ll:)Et 85.00
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I_

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining [15%).

M bucket-01: 40.00 GB
o 25% 50% 75%

100%

bucket-01 @ bucketoz @ bucket-03
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4. Space & * 40{| A * Bucket M|F ME * & AETLICEL
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M S3 E|HE THUo| LIRS . csv CHS OflAIQ ZH4LICt

Tenant 1D Bucket Name Space Used (Bytes) Number of Objects [
B4796966429038923647 bucket-01 88717711 14
647965966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15234070 3
OUS AT EAE S8 T2 MM SHLE XS0 AHBE &= . csv AFLICL
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You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file ‘ Actions Search O\ Displaying 1 connection
Connection name 5 Remote hostname @ 2 Connection status @ =
@ Grid1-Grid2 10.96.130.76 & Connected
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Grid federation

& Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Remove permission ‘ Clear error Q Displaying ane result
Tenantname 3% Connection name 3 Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 Q Connected 10.96.130.76 Check for errors
=3 Ag Bt
F Jd2|= HE{z|o|d A& tet N2 HEE & 5 ASLICH
A
- Grid Federation(22|= S¢&) HO[X|0f| A B & SILIS MESE O3 E|0] S0 HZ 0|ES MEBfLICt

HZO st MR L HOX|0M CtZE AT = ASLIC
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76

Connection status: Q Connected

Test connection

Permitted tenants Certificates

Remove permission | | Clear error &

Tenantname %

Displaying ane result

Lasterror @ &

© Tenant A

Check for errors

=
=
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate

Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU
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Alert Rules

B Leam more

Alert rules define which conditions trigger specific alerts

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

0
4n e

A o]

Create custom rule |/ £ e || % Remove custom rule

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

=2
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iy
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20U of

AR
T

HEWZH ExE. 712
NEIESHE-S

2ol E2|HE[=

Conditions
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}

Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}

Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}

Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE MEM_SIZE_MISMATCH
Major =0
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Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 52 alert rules.
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Create Custom Rule

Enabled |«

Unigue Name

Description
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Edit Rule - Low installed node memory
Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
%
Recommended Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for 3 StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions ©

Minor
Vajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_ bytes <= 12800820204
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add sterage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
®
Sent from: DC1-ADM1-225
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You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or moare severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes
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Site name & Data storageusage o Usedspace % Total space =
Cata Center 3 0 621.26 KB 926.62 GB
Data Center 1 0% 79216 KB 124 7B
Data Center 2 0% 552.10 KB 926.62 GB
Metadata allowed space usage breakdown @ Y

2.44 MB (0%) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the metadata space available in

the gnic

) Metadata space Metadata used Metadata allowed ey
Sitename 3 - & a
usage space space
Data Center 3 0% 244MB 19.32G8 A

Ten
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Dashboard

16 Buckets Platform services
View buckets endpoints

View endpoints

Storage usage @

Groups User

View groups View users

Top buckets by capacity limitusage @

6.5TB of 7.2 TB used 0.7 TB {10.1%) remaining Sucket nart Usage

Bucket-10 82%

Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
i &)
' Platform services enabled
® Bucket-07 362.5GB 420,726 . ;
v Can use own identity source
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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AlZtel Amtof| 2t Prometheus HEZIQ| 28 E26t=
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DC1-52 (Storage Node)
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Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
meswork traffic @

E50 kb's

£OD kbi's

S50 ks

500 kb=

450 kby's

1005 12:10 10:15 1020 10:28 1034 10:35 HEAD HiEAS 1053 1655 11:60

m Received = Serd
MNetwork interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up
Metwork communication
Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =

sthi EXTTel-T | 20,403,428 1, ol 24,808 |l | 0 th
Transmit

interface @ = pata B = Packets @ = Errors @ = Dlnpmde = Collisions @ = Carrler @ =

ethi 365GE 1k 15051947 1l o 1l | ol a il

| ol * * * * * SE A [
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT

2 29.24
o 2923
E
E 29.22
o 29.21
i
=
o 29,20
=
= 29.19
=
g 29,18
L
-3 29.17
= 29815
29.15 I I | | |
16:33 16:43 16:53 17:03 17:13 17:23

Time {minutes)
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Service Load ©9 vs Time
2010-07-19 140502 PDT 1o 2010=07-12 153002 FOT

0,050+

L]

0.0854
0.0804
0.075+
0.070-

L

0.0654

0.060

0.055+4
0.0501

| I | | | | | |
14:06 14:16 14:26 14:36 1446 1456 15:06 1516 15:26
Time (minutes)
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1 hour 1 day 1 week 1 month Custom

Fa .

From: | 2020-10-01 2 | 45 PM | PDT
L L
Eal e
To: | 2020-10.01 01 10 PM | PDT m
v v

Lost Object Detected &

in

0.5
(o i — - - -
12:45 1230 1235 13:00 1305 13:10
= Total
B3
o * MEJ J2HZ *: * support * > * Tools * > * Grid topology * H|O|X|(H|O|E{ 2t FI2| A}E O}O|2 MEH ), ArEY
Jeme eatel, th| e QIaIY £ Qi AH|A MEfo} 22 DR AEIS LIEHE 4 3te ERst o
AP EILICH Mef TJ2|T= M 2Tt QASHK|EE M0o|= SHERULICE &, 240] o AEf ZHo|A CHE AEf 2o 2
O| S gLt
LDR State vs Time
2004-07=09 16:40:23 to 2004-07-09 17:17:11
Stanflb'ﬂ"" L . - . .
OfMine+ + T 1 t t . i -
16:41 16:45 1649 1653 1657 1701 1705 1706 1713 17‘:??
Time - Minutes
ZH "
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Overview Hardware Network

1 hour

CPU utilization @

35%
30%
25%
20%

14:00 1410 14:20 14:30
= Utilization (%)

ool

Storage Objects ILM

1 day 1 week 1 month

100%

Memory usage @

0%

14:40 14:50 1400

— Used (%)

14:40 14:50
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Memaory Usage 2]
100.00% £
2020-05-20 14:08:00
75.00% = Used (%) 44.70%
= Used: 11.30 GB
S0.00% - Cached: 6.55 GB
== Buffers; 142.56 MB
25 DD% = LrEE: 7.28GB
= Total Memory: 25.28 GB
0%

1350 1400 14140 1420 1430 14:47

= {I5ed (%)
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- Reports (Charts): DDS (DC1-S1) - Data Store

. , YYYYMWDD HHMM:SS
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: | 202170924 13:24:01 |
Quick Query | Last Hour v | Update | Raw Data: | End Date: | 2021/0/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 13:24:01 MDT to 2021-09-24 142401 MDT

32,000

2 31,000+

(*]

(=]

o |

w

wn

L

& 30,0001

o :

o

™

+—

(=]

'_

29,000+ | [ | | [
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)
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. Reports (Charts): DDS (DC1-52) - Data Store

Attribute: | Total Queries - Successful

v | Vertical Scaling;

Quick Query: | Last Month

v | |Updst= |  RawData: M

Start Date: | 2021/08/24 13:15:45 |
End Date: | 2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13.15:45 MDT to 2021-09-24 13:15.45 MDT

15,0001

2

E 10,000+
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w

e

z 5,000+

o

= ]

o

™

©

= 0 >

| I | I | | | I
Aug 25 Aug 29 Sep 2 Sep 6 Sep 10 Sep 14 Sep 18 Sep 22
Time (days)
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Object Counts

Total Objects
Lost Objects
%3 Buckets and Swift Containers
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1 hour 1 day 1 week 1 month Custom

. A
From: | 2020-10-01 12 45 |[Pm | PDT
W W
i e
To: | 2020-10-01 or |:[ 1o [[rm]roT (IR
b v

Lost Object Detected &

0.3

12:45 1230 1235 13:00 1305 13:10

== Total

2

5. == H|o|X|ofl EA|E|X] 242 SN0 Chet AFES EASR{E * Xl > * £7 %> 18|C EZ2X| * 2
MeiBtLct,

6. grid node_ * > * component EE= service * > * Overview * > * Main * 2 MEHSL|CE,

[E e |
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I Overview l\ Alarms Reports :Conﬁguration

Wain

Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Mendor Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
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Text Results for Services: Load - System Logging
2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received
2010-07-19 15:58:09
2010-07-19 15:56:06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45:50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-1915:39:40
2010-07-19 15:37:37
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 15:31.27
2010-07-19 15:29:24
2010-07-19 15:27:21
2010-07-1815:25:18
2010-07-1815:21:12
2010-07-18 15:19:09
2010-07-19 15:17.07

Sample Time
2010-07-19 15:58:09
2010-07-19 15.56.06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45.50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-19 15:39:40
2010-07-19 153737
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 153127
2010-07-19 15.29:24
2010-07-19 15:27:21
2010-07-19 152518
2010-07-19 152112
2010-07-1915:19:09
2010-07-19 15:17.07
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Value
0.016 %
0.024 %
0.033 %
0.016 %
0.003 %
0.024 %
0.016 %
0.024 %
0.032 %
0.024 %
0.003 %
0.016 %
0.024 %
0.032 %
0.032 %
0.049 %5
0.024 %
0.016 %
0.003 %
0.016 %

J|ZHY Rt o= 175
)2 EAIM DHEl

| E1I0IE1E EAI°”—|EF Ao

e



Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s
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AKX A|ZtO 2 HAMZ yyyy/MM/DDHH : MM: SS AFESFLICH Al af AX[A[Z[2{H M H0f| 00| LO{OF BfLICE,
O£ £01, 2017/4/6 7:30:002 A 30f| HTfeL|Ct SHIE A2 2017/04/06 07:30:00LICt,

R E 20| HAE HOMIF MEELICH 20 A2 Helol B dd S 2ol R 2 i 7ICHLICEH #2]0) s 2™ &
A|Ztof| whap Al HIAE BTN = EA HAE HOAMIF EAEL|CH

BJAE HTAZ LRt

>

LHEH A E HIM= HI0[EHE

r
4

RS0 SALE = A= M B2t ®S U

Of Zreiof Chat

21 LHE SAe HIOJEHE M 2 (0 2T =AIE)0| XE35t1 StorageGRID A|A™ 2| 452 2Mot= Ol MEE

1=
+ stk

|

—_

A+ > 27> D2|E EB2X| * 8 MEfRLICE

N

BIAE HTMEZ oHSL|C)

UELY7| * Sy SBLICE

Overview Alarms | Reports | Configuration

w

Charts Text

!‘l_ll Reports (Text): SSM (170-176) - Events

- YYD HH MRS5S
Attribute: |Attr|bute Send to Relay Rate V| Resultz Per Page: Start Date: | 2010/07/19 08:42-09 |
Quick Query: | Custom Query v| [ Update | Raw Data: End Date: |2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 03:42:09 POT

1-50f254 i
Time Received Sample Time Value
2010-07-20 02:40°46  2010-07-20 08:40:46 0274981485 Messages/s
2010-07-20 083846 2010-07-20 083846 0.274989 Messages/s
2010-07-20 08:36:46  2010-07-20 08:36:46 0283317543 Messages/s
2010-07-20 02:34:46  2010-07-20 08:24:46 0274982493 Messages/s
2010-07-20 08:32:46  2010-07-20 08:32:46 0291646426 Messages/s

2345 » Next

HTME EA|SH= Export Text Report(EIAE H 1M L{ELY7|) 20| GEIL|Ct,
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U

PUT ZLIEE 8l 45 &

A M B AM SO £F Mol 5= ELEYOIH =7t =AWV ERY + U= HE
LHQ_Q AlIEHGE A OI¢|_||:_|.
o= 22 T MHe .

Of ZhHofl CHaH

PUT % GET 452 DLIE{2Ist2{S 9AAE|0| MO B e
THS AW 2 YBLICE O[2{3t WHS A S2H0|QIE S

3EIAE] OHZE[AH|0[9 S ALESIO] S3

= A&AS
D2O0H ZM E= R HERI EX S

Q
=2 T AMH-d — od= -g-
StorageGRID 2|%2| 2910] 2#|g10] 458 Y7t = ASLICL

PUT % GET HiS 482 0f T2 XAS mEyAle.

o "ZIAt ZE'HAX|= EX XU S Mdst= O] 2R3 & A|ZHS LIEFHL|CE o|E £0{, S3 GET A0 Cigt & Kz|
AZt2 ZBXot2{™ SGET ZAF HAIX|OA TIME &4 22 HEY £ QSLICH ot ANl 7H-H 7], 6| =, HIEFH|O]H
HHI0|EE!, POST, PUT 52| S3 ZH1of| CHe ZHAL Of|
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TR E HE 0| XS 2 HYE|0] JiA| HIO|E{2| HetdE XEH o= etelgtLCt.

HHOBIRC AZ J|52 DE AEL|X| L EE XS0 2 XAHMOZ HASH 2/|E/AN Y QEH E C|0|E{Q]
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@ ANAHIOM XRFSO 2 X 4= e &AE I E ZX[SHH * Unidentified corrupt object
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Verification
Status: @ Mo errors ils
Percent complete: & 0.00%% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ 0 il
Object verification rate: @ 0.00 objects | second ils
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second ||.
Missing objects: @ 0 il
Corrupt objects: @ 0 |II
Corrupt chjects unidentified: @ 0
Quarantined objects: @ 0 I|I

* M 2E =2 HSS &0lst2{™ * Storage Node * > * ILM * £ MENSIT AX| TS AT MMOf|A
£42 solstAlR

Erasure coding verification

Status: @ Idle lll

Mext scheduled: @ 2021-10-08 10:45:19 MDT

Fragments verified: @ 0 Ii|

Data verified: @ 0 bytes li I

Corrupt copies: @ 0 il

Corrupt fragments: @ 0 ils

Missing fragments: @ 0 I||

TSU HAES HAISIH 44 0|2 Fojl 2= SSEES @UHLICL
2. M Z= 2ol seio| 2 HESLIC,

=

a. RX|EL*>* 7N EX =

ro
*
\"
*
Jal
1%
=
12
*
mjo
>

[=]
b. =2 JHK| EAFE ZHX| 10071 O| &2 F=2tEl K| At2 S M43t * Objects Lost *
| |

B30t EB|HE ER 7
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Object existence check

defined by your ILM policy, still exist on the volumes.

Active job Job history

Seard Q

‘ Delete

l

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

/ e
JobiD @ Status 2 Nodes (volumes) @& (Missing object copies detected | @

=

15816859223101303015 Completed DC2-51 (3 volumes) 0
12538643155010477372 Completed DC1-53 (1 volume) 0
5450044849774982476 Completed DC1-52 (1 volume) 0

DC1-51 (3 volumes)

DC1-52 (3volumes) | ,
3395284277055907678 Completed L0 /

DC1-53 (3 volumes) ~— o

and 7 more

o S S g e e el e e i i gy e e R e e e e T L et it e e

O[HIES ZL|EZ LIt

syslog AH0]| 7|= &l O[HIEE =X{5t7] 2|3l BHE AHEXL X|H O[HIEE Z8l5H0]
LEOM ZX[et OJHIES HLHEE = ASLICH 71 2|22 O[HIE| CHet XbA|
Oz2|= 2| Xtof| EA|E OFX|9f O[HIE HIAIX|E =oAL,

O|HIE I]'||A|I|L 23 MU= /var/local/log/bycast-err.log EA|ELICH E "2 0 &=

oL L1 o
|RE 20t Z O[S &= AT O[HIE ZALOf Cist HEE MSEL
|E 7128 S CHA| 2F5t= 20| FE Lt

(I Wy = |

SMTT(Total events) Z22 HE
O MMoflA= O|2{%t 2Eo] &
=]

3 2H, FH = gd0|E2 242 2N E el ROz wie
= 0
=M= Qlsf| oI ET} Bl

2 Y
of rayst
s 22 of4

_—

ChA|
1.2} J2|E tEof ot A| AR O|HIES HEFLICE
a X *>*ER*>+* 12| EZ2X| * 2 MESSHL|C}.
b. site_ * > *GRID node * > * SSM * > * Events * > * Overview * > * Main * & ME{StL|C}.
2. O|H OHIE HAIX|S| SES H45to] oMol LMt E2XIE A2|E = USLICH

EH
=H

ruI
rx ﬂJ
oot

a XH*>*EP*>*g|E EEZX] * FL|C}.
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b. site_* > *GRID node * > * SSM * > * Events * > * Reports * & ME{BtL|C}.

C. HHAE * E MENSH|C},

= T4
ORX|SE OJHIE * 22 off BAIE|X| "KE =7|"Q&LICH B7]:
d. 24 * 2 *OiXI2f O[HIE * 2 WA BhLICY,
e. Lo mat+ w2 2| * o 7|7t MEsLICt,

f. Update * £ ME4BIL|CE.

Overview Alarms I Reporis I".I Configuration
Charts Text

ﬂ] Reports (Text): SSM (170-41) - Events

Yy DD HH LSS
Afiroute:  [Last Event =] resurspecpage: [20 %] | swrtpate |2009/04/15 15:19:63
Quick Guery: [Last 5 Minutes =]  _Update | RawDam 5 End Date: (2009/04/15 15.24:53
Text Results for Last Event
2009-04-15 15:19:53 POT To 2009-04-15 15:24:53 POT

1-20r2 i

i 3 hdc: task_no_data_inir stabus=0x51

2009-04-15 152422 2009-04-15.152422 { DriveReady SeekComplete Error }

D DAAE AR 2009-04-15 152330 hdc task_no_data_inir: status=0:51

{ DriveReady SeekComplete Error ]

AFEX} XY syslog O[HIES & etL|Ct

MEX X O|HIEES ALESIH syslog MHOl| 7|FE 2= 7HE, HZ, 2F 3 2t +=&F AEX
UELICH AFEXF XIE OHMIE= A[AR 2 HIAX|(HIERIZ £t O|HIE 2 SHEL0] %

FE8Y = USLICE

HME ZLIE oA AL K| O|HIES TtEE= 20| ZELICH AFEAL XIF O[#HIEO = tHE 13
|

* AFEXFX|H O|HIEZ} AWM O|HIE Y| dhAlSH mfOfCt DL E{2I 2L CF

* Opo| 7Y EE 7| = ALXL X|H O|HIEE WS /var/local/log/messages ST IHUS| 2=
Ct= 2t Zotof gfL|ct.

° 7ol olsl Mg E LT
° QF L Y £F0M HI2 = AKX Z2 0| 3l MY E LT

T Mol IE 50| 2/of AIE QF AYS EFSHA| 2= o LXISIK| = SELICH
/var/local/log/messages.

£
TR > > LR AA) * > * ALEXF HO| O[HIE *

=
= =
2. Edit* (= X I OMIET} OFl ZS * Insert *E)E S2UTLICHP.
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3. shutdown 1t Z2 ALZXt X|F O[HIE EAtEES ={etL|Ct

Events
Updated: 2021-10-22 11:15:24 MDT

Custom Events  (1-10f1) i
Ewvent Actions
shutdown 290
Show| 10 v |Records Per Page | Refresh |

Apply Changes *

Apply Changes * & MEfBfL|Ct
X *>*Eg*>* 2|2 EEEX| * 5 MEHSL|CE
*

grid node_ *>*ssm * > * Events

Events H|O|Z0|A Custom Events &52

N o o &

plas

Of * Count * Off Lt 22 ZLIE{ZIEL|CE

=2t S7totE 2LIEE S ALEXL X[F O[#HIETL olig D2|= = =0l M EE|AHE LI
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I Overview | Alams || Reports Configuration |

Main

Updated: 2021-10-22 11:18:18 MDT

11 Overview: SSM (DC1-ADM1) - Events

System Events

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service tvents
File System Errors
Forced Termination Events
Grid Mode Errors
Hotfix Installation Failure Events
IO Errors
IDE Errors
Identity Service Events
Kernel Errors
Kernel Memory Allocation Failure
Keystone Service Events
Metwork Receive Errors
MNetwork Transmit Errors
Out Of Memaory Errors
Replicated State Machine Service Events
SCSI| Errors

Log Monitor State: Connected
Total Evenis: 0

Last Event Mo Events
Description

DDDDDDDDDDDDDDDD'JD:DDDDD

Count

gy W

AMEXL X[H O[HIE 5 022 LT

AMEX X O E0]| CHE{M P FH2E E T ETFoIHH X| & Hiwo| J2|= EEZX] H|O|X|E AHEsHof LTt

7I2EE MHEFsHH Lh3 o[HIE| 23 2Eo| E2|AEL|Ct BIH

CEFSE 0|0t CHA| E2|HEL|CY,

|
L XP*>+Eq*>*02|E EZZX| * § MEgiL|Ct

2. grid node_ * > * ssm * > * Events * > * Configuration * > * Main * 2 M

3. AFEXL K| O|fHIES| * R * =hQl2ts MENSIL|CY,

= — (B = |

rlo
glo

Azt &0l
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Overview Alarms Reports | Configuration '||

Main Alarms

| Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 [
Account Service Events 0 N
Cassandra Errors 0 [
Cassandra Heap Out Of Memory Errors 0 N
Custom Events 0 v
File System Errors 0 N
Forced Termination Events 0 [

I i o e e T T o WP L

4. Apply Changes * & MEHgILICE.
AL HIAIX|E AESLICH

LA HIAXISE S3ll StorageGRID A|ARIS| MR 2= HL} & Ofdhe 4= ASLICE A
2O M85 XS &5t 452 B & AL

HAIEQl A|AE K5 Z0| 2E StorageGRID MH|A = CHETH 20| ZhAF BIAIX|S MAtgtL|ct

© AIAE ZHAR IAIKIS ZHAR AIASS XHH), 2| 1= AfEf, AIAS FA Kol 8 A e SHiD} BRis|of
SIAL|CH
M- -

* QHNE AEZ|X| ZA HAX]= QENE AEZ|X| W HM O2|E LE0M J2|E LE S, =olg X6t
StorageGRID L{S| QEHE AEZ|X| & 22|t 2 L0 ASLICE.

* SCIOIYUE &7] 3 MT] ZAL HIAIX|= S3 22t0[AUE 0 Z2|#[0] 0] QLEMES MY, 8 L= HMSIEE
¥ o 7I§5.=.' L|C}.

* 22| ZAFHAIX| = 22| APIO| ALKt REE 7| EFLICEH

Zf 22| L E= ZAN HIAXIE BIAE mhof| MERLICH ZAF SR0l= 24d It (audit.log)dt O] LZREQ| &=
AP 2O7F ZetEL|nh 2229 2 L EE R RN MY E ZA 2L SAREE MF-LCH

=

tE|X 20| HEFO|M 2 ZA 20 mhAof| HMAT = AUSLICE
StorageGRIDE 7|2XHOZ ZIA} MEE HLHAHLL CHAS HAE 4 AE&L|C

* StorageGRID2| 7|2%{2 2Z & ZIAFCHAILICE
+ J2|E 22X A HHE 22X A 20 =0 AEEX| LEE WMEE & JSLCH

» MEHOE 2Ab 20| (S H

M2 HASHD AL HEE 2|5 syslog MHE B = JAESLICE 25 syslog A7}
THEH YA YIS 2H 2

7t AL EE= D MEELCH

r

[
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* "ZAFHIAX] S 23 o 0l CHEH XEAIS] 2ot LTt

AP 2 oY, ZEAF HIAIR] AL, ZEAF HIAIR] f 3 ZAFTIAIX] 2401 AL E &= U= =70l THEE REM[SE LHE
S XA A 202 HERILCE

23 0 S AAR GO[E & =F LIt

2| 22| XHE AF2510] StorageGRID A|AE0f Chieh 27 et 51 AJAE] G| O|E{ (714
G|O[E ZehE AMe & ASLICE

A|Zfotz] FHof
* E M8 7|2 22|Xt =E0M O2[E 2|Xtof 2al6H0f "X E = 2 E2e A LI,
* UAFLICH "SE A2 et

* Z2H|INM'Y =7t A0{0F gL L.

0| =t ol Chol
J2|= HE|XHE AFRSte "2 T MES 7|7t 5

St 0 E LEo|M AAR HO|E 2 2E HIO|HE TS £
UESLICE OB = tar.gz TFUO| £=7 3 H2E|H, O] IHUL

Z AREHZ LIR2EY &+ AFLICH

o

MEHMOZ ZIAt 29| CHANS HASID ZAI HEE 2|F syslog MHE H'Y = USLICH 25 syslog AH 7}
THEH ZASRES 2 27t Al MM D MEELICH S "ZAF HIAX] 2 23 CHAS AL

"HESHHAIL.
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2.

6.
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@ A [ StorageGRID _ A A
& A = DC1 Log Start Time 2071-12-03 t}f : 3: MST
@ [ | DC1-ADM1
- D | whaih Log End Time 7021-12-03 :; ’ 3: MET
@ ¥4 DC1-S1 = -
@ [ ] DpC1-s2
@[] DC1-S3 Log Types Application Logs [] Network Trace
@[] DC1-54 [ ] Audit Logs [ ] Prometheus Database
@ ~ [ DC2
o D DC2-ADM1 Notes
@ [ bC2-G1
& ¥4 DC2-51
@[ ] DC2-s2
@ []DC2-s3 4
. D e Provisioning
Passphrase NEasnEan

2 o

fjo

A2 O2|E LES MeiptC
W0 af2t A 12| i FA olo]E| ME| AO|E0f CH3H 21 THAS £TB £ ABLICH

AIZEA[ZE> Tp > BR AZE* & MEdsto] 23 mhlof| Zake o|o|E Q] AlZHHSIE - Lot

0 71 712k MeEieliLE 2 J2|E0| BE wEUN 2I8 47 22 27 0710]57H R AA =E0|
AEE 4 QILE LR 71A 7|2 22| E0f CHRREY 4 YSLICE 0] 39 O &2 HojE ez 21
TS Al AISfHof BiLIt.

DO 23 7|5 XH BMM EX HES sl 7t X3 AHEst= 88 Z2O-E 21, 8 &
ZE AL s ofZalAo|d 20 Bt EE.W'LIEF.
=

O ZEHQ AL 2 B0 WdE A HAIXKIE Zeddt= 23,

° *HERZ X" HESRZ CIHZ| ArEEl= 21,

° * Prometheus Database *: 2= = E2| AJH|ANAM A|AHE HE=IQIL|C}.
Q3 AR * Notes * HIAE MXtY| &St Qe 23 TpAo)| st 2 E =AThLICL,
Ol2{st |2 E AFRSt0] 21 mAS £ZSt2H= HIAIX| 7} EAIEl= 2H[0f Ch$t 7|& X|H HEE Xﬂ%% 5
UELICH 23 oY £Zlof| CHt 7|Ef HEQ &H HIZ2 7t O|2h= MU0 info. txt FZHEILICE “info.txt I O|
23 oY E3 1i7 | X[o] HEEL|CH

Provisioning Passphrase * ElAE AMXI0f| StorageGRID A|AEIS| TZH|XN Y &S E =Bt



M ES MESHH o|d 21 I BZ0| A EL|CE.
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of
metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

®  https:ff

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE EC Overview Replicated Read Path Overview
Account Service Overview Grid 53 -Node

Alertmanager ILM S3 Overview

Audit Overview ldentity Service Overview 53 Select

Cassandra Cluster Overview Ingests Site

Cassandra Network Overview Node Support

Cassandra Node Overview Node (Internal Use] Traces

Cross Grid Replication O5L - AsynclO Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Procassing

EC-ADE Platiorm Services Overview Virtual Memory (vmstat)
EC-Chunk Service Platform Services Processing

StorageGRID HE2[Q| oixl| ZtS 2[5t AlZto]| hE Zhe| Je|Z=E E2{™ Prometheus MMM F3E
2|5t |C}
="1d .

Prometheus QIE{H|O| AT} LIEHEL|CE O] QIE{H|O|AE AFESIO] ALE 7+S Tt StorageGRID HIE2|0f| CHSE
HE|E MEist T Azt (2 StorageGRID HE2IS JaT 2 ZrE e 4 UEL|CH

ro
fd
£Q
o
rE
ox
fun

@ O|E0 _private_O| Z&E HEZ2 LHE HE0|H StorageGRID Z2|A ZHof| o

T AL,

AlZtol| I StorageGRID HEZ2! O 7} ozl 0]2] ZG &l tHA|2E0]| M| A5t2{H Grafana MH2| 23
S2I5IAA
=" =] .

i

MEist 2130f| CH3t Grafana QIE{H| 0| AJ} LIEFEL|CE,



{_} g8 site. o £ ZoomOuw » @last24hours &

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbps

2.0 Mbps

L] [y
1.0 Mbps |- 'f}mH.\I!I,ELIIIWIIN_Iw \‘.H’HIM ’H.lt[f. i mulm i

8/2804:00 8/2806:00 8/2808:00 8/2810:00 8/2812:00

== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata
100.00% 100.00%

75.00% 75.00%
50.00% 50.00%
25.00% 25.00%

0% 0%

20:00 00:00 4:00 B 20 6:00 20:00 00:00 04:00 08: 2:00 16:00
= Used (3) = Used (%)

ILM Queue

. 18:00 20:00 22:00 00:00 02 04:00 06:00 0: 12 =3 16:00

== Objects queued (from client operations)

4I
>
10
|.|-|
Ho
o
n
nJlo
;9

&LICH StorageGRID A|AHIOf| A TITH

s "UHIM O Z AI2E|= Prometheus HEZIQIL|CH"

A|Zfota] FHof
= AEsto] J2| = efxtof] 230 JASLICH"A[HE= & 2t A"

ZIEk HO| XIS J2| = 0] $ixY Alefol et T AL RS ABILICE 2k TIEH MOl TS Al 7HX] Af 5 stLiot
22 4 YBLICE

173


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

@ - mu - o= gro] "L el tofl ABLICH

Z9|: StLt o 4ol Zlo| Y&k HelE soEL Tt

o o
€3 - zo| ». SiLE 0| AFO| Zt0| FAF Q| S AbTHS| 0| itALICH
XICH AFEH= 37 Q2T S2IF0|H, 12| S0f XE 2H|S LIEIAK| %S 4 YBLICH o2 Sof, 217} E2|HE x|
OFUTIatE ZIEH M A0 20| AENTF HAI & QUALICH
cH
1. K|l *>* 7% > * ZIEH* S Menst|C}

ZIE HO|X| 7t LiEfLED 2 T HZHo| Zatrt LB ELICH Baot= o2 R(Fel, Fo 8 FehE= AL &4
HZE WollMe 2ot Eofliz=o = HEELICH

Of oflofl M 2= T FEE|El= Yt SEHQILICE

Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

¢ Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a
diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
" Cassandra commit log queue depth v
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CPU utilization ~
Checks the current CPU utilization on each node.
To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.
Status Mormal
Prometheus sum by (instance) (sum by (instance, mode) (irste(node_cpu_seconds_total{mode!="idle"}[5m])) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))
View in Prometheus (§
Thresholds Attention == 75%
@ Caution >=095%
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics v

Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ

AEXAE 2L S8 T2 S FSt= Y| Ceh XtMst LIE2 of 2 A2 E 9IS B0 HLItt.

StorageGRID A|AE! 2X|E S{{AgtL|Ch

StorageGRID A|AR 2X|E siZetL|Ct

StorageGRID A|AEIS ALET Of EH|7t 2d5t= < o] Md9| Bt X|HS EZoHo|
=HIE =elsti siESHIAIL.

O EOflM= EXE Falot?| 2lall +8E + A= HE 72| 6 MSELIC)

xz S o
StorageGRID A|ABIS| 7|52 SAYLINN? E= S20|¢E ol Z2|#H|0|40| 24K E StorageGRIDZ
S| gSELICH BA2 FAULI? QIMAES 4= giCtn EgtL|C,

ZRH7F AN A EE| A ESL 77? 20204 18 8 2F 14:500]| LEHME £E0| HS
HEEYBLICH

=HE M 27| 2 SE2 FAYLIN? S2H0[AHE S8 Z=T70f ofal| SXIELIC & e-
MY ZE T HASLICE

ERZE X EHe =z fARL 7, OfLE ZtEet EH7E K& ASLIC.

AHRLIt?

=7t 7Mooz EdstH oftH THAIE Saf EXI7t S20[AENM QEHES 25t 0 g miotct ZX| 7t

YASH=X| 2elghi|Ct e

178



Of7of| of ZX|E = Ho| ASLII? 2t10] of ZH|7t O ZXME ME 2 AYLICt.
Z0tLt X AASLII?

A|AE0| DIX|= It Seks Bttt

[==] o o

=HE Folgt = st orageGRID A= DIX|= It Fets BIIELILE olE 20, SR Bt ATt sliA
A AEIOA Y MH|AZ HSSHA| gb= A2 OFELILE.

LS AT
O HOll= A[AR 2F0] tht o[ EH|2] ko] Ret=|0] RASLICE.

p|
=

Mo
00

ul
10
=2

StorageGRID A|ARIOAM 2HIXE TS £ JSLI? oiLR

ZL0|YUE S8 Z=H0| 2HIXE HMS £ LR K= dME = A0 CHE K= Mg =

%!EL—P”'? HM=||-—||-—-|'

CIOIE{ 7} IR0l = EE|0] YELIN? ofL|R

H|ZLIAE 3otz S2HO0| M2sHA FE2 Bt&Lmt? ol 2210|HE 0E2|#H|0|M2 StorageGRID A|AEIY|
HHNE M = 0 Ho|HE Let=[A| ZdAe =+~ g7
2 LTt

ClolE =&

ZHE o5t 2/ o g2 "Wotet £ 24 I8l HI0|HE sHELICH =&t= o 7tE K% HIo|E |2

=] E4of w2} ChHELICE

272 oo|Elel REYLICH 0] HlOIEIE +TsHE 0l X3
5|2 $1 ARO| AIZHEAl StorageGRID AR, 74 L HAS WASHH 22+ 412 ¥Z 80| A7t
%YrhE BHELICH Sxfo] ways 4 ALct EA| YrhE BrELCH
o2 HESC Ao Aol £ QI 22 S| Cft SRS EIMNE - HTY U ZE HUE
AZeto 2Ho] 22 glolg w2 nfetsts o 80| ELch
£l

E2[HE ¢S RSt 7 YEE

179



=& clojE{e] RHEYLICH o] HIO[E{E +=&3t= 0| INES

—d
OHIES HLIE{-EL|Ct  OHIEO= HIE°J Q%QP 2 2FE TSt 20| - "O[HIES
ot AlAR @F Zofl oI ET} E°*5”—|Ef DBt
O|HIEE ELIE1E'OPO:I ZH|0ll CHo XFM|S| 2ot ALt
=M AN =ZS HHAR.

AE WEHMAE HINE ST DAL KS LIEKE 7|0 Cht BRI EMI Y - ke TmE
A0 ZHE AMBLICH 2 QLOD, 80| H0LE BH2A HSSI=X| Ofafste ol AFSELICH
=20| 2 4 YLt

7|1E M Crerst 2 Zto| Uut &~=of| chst = E SR ELICH c 71E HF
Ol2{gt 7| & 2kt ol2{gt 7| E Mol M S0t g5 2
F8% HME HSE = JUSLICL
2 W AMHAE 23 &3 gl AMa BHE M5 26 sHZstHH * "PUT ZLIEZ & M5
AAAEH|0|MES ARSI QEMEE XMEStD S
AMBLICE S2I0|YE S8 TEIMS A 8Y ol
HAE= 2ot Z20E HlwgfL|Ct
DA HIAIXIE AESLICH  ZAHIAX|E HAESIH StorageGRID 0] CHSH * "ZAL HIAIXIE
XEMIS| AEELICH ZEAF HIAIK|S B HEE ¥s HEBLICH
ZHE H|ZS CHYS R EME ‘H’é*ft o e8¢
= ASLICH
QHHE Qx| Y AEE|X| AEEZ|X|0| 2X7} A= B QEMET ot= Ko « NN AS ZAHS
FAEEE HHSHIAR HHX| 2| R =X ZQlBtL|Ch AEZ|X] L E0f| A 24K DLEHESLCH
|:.||0|E-|o| OAM2 I-IJ-IQ')-I.AIMEE_
TEes R * "ZH| Clo[Ef QIX|Z
stolgtLC}"
* N RANS
sl gLcy
7= X2 fIgt HIo|E 7l= X 2EMoM 22X siZ 2 fIsH CIo|EHE « "2 I G A|AH]
= FHSHAL EE EHE %.*EOFEE e & JUSLICL HOIHE * gLy

* "AutoSupport IH7|X| £
TSSO E EZ|HgLCt

+X|E HlE2S
HESLICh
A2 #HE E2 Etetel= 2HELIC
SHIZF st A120) MBS LIS MBS AI7IS Dfeof BHLCH

* StorageGRID A|AH! 1 £= 2tA S HESHH MER SE0| &g = A5L|CH
i

=
© HE LY S ALSSHH OfiH HF Arto] ZH|ofl THoli ot S-S 0|E 4= A=K, 22|12 2 HFO| JHEof| ofiH

180



HE AIZE HE /A ME 8-
OlE ST L3 ZELICH & YO AJAER? FAS  HZAO 2ot BE 2E NE AFS 2 EMStELCE ol E
&L SH CEat Z5L 0
* LE S7E oA
ANE-EL I * HEQ3 HA Chst MR HE
- AIEY|0f - MX|El AT ROARALITI?
Y azf|o|=7t AR - E ol D o e ot ot o o o
B E|UBL|I? * S20|E IZCTL YA HEEU} =K

s IZMAES
SRS SAlofl & 7 o] el HF 0| EHdH
Xl

FAULII?

][0}
rlo
ika}
=
1A
|0
Hu
ofM
0]
rot
rE
ox
>_
oo
10
e
d
N
=2
o
-
ul

* StorageGRID A|AEIO| £| 20 MX|, &% E= SREJASLII?

* X220 AA-RE HOo|ERSLIN? HEHAT HEEJASLIIN?

E| 20l 2] EE= HEE SIEO7F JASLIIN?
* ILM EHo| HH|O| EL|ASLIT?
* S20[AUE JAIZET AFE[AJASLIN?

* S2H0[AUE S8 Z=0" E= oiE SE0| HEEJUSLIN?

L— OO — — 0O -

rk

- BC RNES WAL BE| S £ AO|ER0] S0 TSN IES A7t EE MAHRALN?
St Ol AlZH0| 22 H 4 U F0| AIREJBLIN? 0|S SH CrST ZALICH
© FOY7 A AT LE =7

° AEZ|X| LE AR =X

* Cloud Storage PoolO| 7} EE= H|AHE|JASL| 7?2
« AEZ|X| &F E= Az o0 CHSE HE AFEO| USLII?
* HEY3 olzatof Halot AASLITF? 0| E S0 VLAN, 2tRE| EE= DNS7t U &LICEH

* NTP £AE HAMUSLII?

181



* J2|E, BE|A} E= S2H0[UE HES

* StorageGRID A|AH! EE= SHAO| CHE H

7IE 4
Crefot 29 arol Lt 2AS 7|5ot0 A|A”S| 7|&ES
HIZY S aAlot s Ze = ASLICH

=F 2
B AS2X AHZ  GBAISYY

AH| HIE/E

T HIEIE|O|E] AHE GB A&/

AH| HlE/Y

S3/Swift 2o £=LICH Zed/=

S3/Swift ZHH0f| =
ATiHELICE

of

182

3 QIE{H|O| AT} H

HEE| ASLIT?

Z AFSLO| Q&L

HEY =+ ASLILE = A g2 ol={et 7| &1t B w50

ne

L d}
[

It

o
2|= 2E|Xt2 O|SELICt. = H[O|X|0f| A FA|
2| = MO|ES MBSt AEZ|X| o=
%?:.”-IEP.

QIJ |.J

Storage Used - Object Data AIEOf|A| 2}210] At

|.
oS o
;Ib;
bkl

OFEEol 7|2t2 SHELICE AHE §|0] 7HME 22 FOu
O 0L} BES AER|X|7E AFBEISXIS SHE 4
QLI

N A2 EE S Glo|E| ME{0] chef o] HHE
A7 4 AL

J2|= Be|xbR o SELITt S HO|X|ofl A HA|
J2|E EE= AIO|EE MEHStT AEZ|X| EHOZ
o|SBHLict,

AFEEl AE2|X| - 25| HIEFEO|E| KA 2f210]
Ateto| ool 7|72 BHALICH HME XHE 9o 22
£OH el A8 DiEto|olef A=alx|7t ot
E|=X| SR 4 UBLIC

FH| A AH EE S Clo|E| HME{0] chef o] HEE

Grid Manager CHA| 2 E0{| A * Performance * > * S3

operations * EE= * Performance * > * Swift operations
* 2 A—IEHoH_|[_|-_

EX AO|E E£E= E0f Cist T 2 HM K5 5l

9r°EE SO LC *>*  AIO|E L ¢§a|x| [y
* > * K| * S MEHBHL|CE S30]| CHEH Ingest X

Retrieve XtE 9J0f| #{MZE E&LICH

X *>*Eq >+ agc §£§x| = MEHBHL|C}.
API Operations M442| Overview 0| A S3 Operations
- Failed SE= Swift Operations - Failed 742 &HQlgtL|Ct.

=



il
70
[l
ou

20
4r

=3

7
i

gxel 7|
tH[E * 9

X

I.

o
7

*
Jg

=US FELIL

=
L

= HO|X|0M *GRID * > * ILM * & MEHStL|CE,

ILM CHZ|E XFEO|A 2t10] 23|
HELICH XIE /0 AME 28

R ITES
7|

ILM "o} H|S

FL|C.

EHS
==

al

nodes * > *grid * > * ILM * 2 &

A PSS

<r

=

<l

o

L|C}.
a

k

e
[<)
=

FLICE.

.
[<)
=

—

=
* E ME4
o

|.

FLICE.

=

E
s
M sHZS <lsH Ct

JEHS
|
|

P1r=}

HA =

=

-

nodes * > *grid * > * ILM * 2 M

2t
k21 ol

.
[¢]

o

B2 X9 A7

XE

7|1E20
10f| 22

=

=

=

3

Ofl A

o
=

.
o

=
N

=

A
=

= xof cf
LC %> *AER|X| LLE *>* QB

ILM CHZ|E XFEO|A 2t210|
HELICH KHE {0 A
ILM CHZ |8 REEO| M 2t

HaLoh 71M
oM tH7 | 2o QU

H AL,

S

2| Hlo]

L|C}.

F

L{Ct.
o
=

F
=
.

3

2
=

1t
Mof| 22[sHYAIL. 7]

o
=
=

o

|

—

(o]

RS (TES
ELIES

SR N
A

| XIEE AHE3I] 2Rl 7|22 M+

{5 M| FZAE

x
(=]

1

Ofl A Z2[0] &

=M2 ZHof 2 Ch2X| 2 YEH o 2 O

S2f0[AE 20l A 7|
"o A X AlZhYLCt

S M| YLt
HiO|E| 24

I.

i

L|7? 2

k

e
o
=

Lt? 2H|7t
Acl)l

=1
=

= JJZ0
ok 51 T

go

ok

183



gt
Jo
ozt
k1

08
0%
o
AN}
MO
oF
10
I
N
00z
rlo
-In
[[
i
-~
iy
u
2
=%
H
i)
X
2
g
=2
=
Ras

StorageGRID A|AE! IDQILICE QX| 22| * > * A| AR * > * 2LO|MIA * 2 MEHSHL|CE.
StorageGRID A|AH ID'.: ERY E}o|+1|_ | A== gA|EIL|C}

ATEY0 HHA J2|E z2|Xt At =2 ofo|2
MENSIO] StorageGRID HE S §.9J§.“—| .

el StorageGRID A|ABIS| M giHS QOFSHL|CE O =
CS2 LiggtL|ct.

* J2|E0M AER[X| %, AEE|X| ot e
AFERLITI?

0z

* ILM2 EX|El QEMEZ DhEFLL AN Fd &l QEHEES
TIE=71? ILMO| AIO|E S22 EZFEL|7H? ILM F2I0]
oY, AH L= 0|5 AU &7 SES ALETL I

27 o 5 A[AR GofE A|ARIo)| chet 23 THY 5! A[AR G|O|E| S &Lt X[&
*EFr> 2O 5 MEELC

MH| O2|E ==

r|r
‘rﬁ
r.°l

Lo oigt 238 =8 5= ASFLICH

MESH L 2o S M2t 25 +8dtks 39 ADC AMH|A7E U=
AEE|X| EE SLt o4 Eganor S|t (AIOIEQ| X2 M|
IHo| AEE|X] L =0f= ADC MH[ATH ZRELICH)

"2 O 3 A[AR H|o[HE sE L

EREL A7) 39, A TR 9 AER|X| AR CHEt V|2 HEE
LFBLICH
7|E M

£12 W A7 EA| Bt AR i Se 2170|212 WY AIYS QoK YBS
aHSLITt
412 W L8Ol AlZH EA| 2THE BHELICE

SRS FEH| 93t o2 02 2H|S X FTSIAL S| A%t EAIS 2% AL St

x|
THAlF Z20tE 7| =0t oF LTt

184



QEHME Sl AEZ|X| ZHE SHZELIC

Z4H| CllolE /IXIE helgfLict

-

Mo wep Hee s "QEHE |0|E17} MEE = ?IX E =l oL oS S,
ILM FHO| o T2 | 0 A0 T C|OIE{ 7k #dt= ?IX[of MEE|0] A=K] =Helstof &

= ASLCE

AlZfot7] FHof
* OtE B StLtel JHAl A EXIL QLo{oF BfLICt.
° *UUID *: Zix|e] HE 17 AIEXILICH. UUIDE 25 HEXZ Y=L

" * CBID *: StorageGRID Lol 19| 1% AEXHRILICL 204t 201K Sl CBIDE 7145
L|L'_|'. CBIDE 25 CHEXIZ QladstL|c}.

©*S3H{3l U QUAE 7| . QEHMES S8 £7 ) S3 2IE{H 0| A Sat0|lE ofZalHo| Mt}
QUHE 37| T3S AIBII0 QEHES Marsta Almsict,
o
1. ILM * > * J4#| BlEFS[O|Ef X8| * 2 MeELICE

2. ARt * TEO| Al AEAE BT

UUID, CBID, S3 HZl/QEHE 7| EE= Swift ZAE|0|/QEHME 0|2

o
0
I
ot

3. il £ KT S Zo|sta{H HH ID(ME AR E =ATLCH.

Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid to view its metadata
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CHS ofl= 2719] EX|El 2AH2OZ XMEEl S3 E|AE JHH|0f Ciet QEH E HEIH|0|E =3| ZatE 20

FLILC}.
System Metadata
Object 1D A1ZE9EFF-B13F-4905-9E9E-453T73FEETDAB
Mame testobject
Container source
Account 1-1582139188
Size R24 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9997 ivarflocalrangedb/2/p/06/0BI00NMEHS TFERQQYCVIE
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYRE™ - “ETHT",
“CHND™ 1 "ALZESGFF-Bl3F-499@5-9E9E-45373F0ETDAR™,
"MAME™: “testobject”,
TCEIDT: "ex3B2IDETECTCIBLIS",
"PHED": "FEABAES1-534A-11EA-9FCD-31FFEACIB056",
"PRTH™: “source”,
"META":2" {

"BASE": {

"PAWNS":- =27,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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Overview: LDR (DC1-51) - Storage

Updajed: 20200729 15:03:39 PET

Storage State - Desired Online =
Storage State - Cumenl Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Tolal Usable Space (Percent) 96.534 % mMe
Total Data 594 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delatad 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total  Available Replicated Data ECData  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
o002 107 GB 107 GB moB moe Mo% No Emrors oy
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have guestions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

£Q
o>

A
e

© ZXIE L2bEl FHA| ZAH0] 00] = % LIC}. EEo| A7t TRSHA| oLt

© ZIX|EI 248l JHA| AHZO0| 0L 3T * Objects Lost * 207 EZAEIX| 42 29 Lotel R =ARe
NABION 2R LICH S K SAH=o| Ciet 24F2 WX|3t7| 9fsh st=9o] 27t S ZE Q=X|
stolghL|ct.

° YX|E F2HE A AR20] 0L2LF 20 * TN &4+ F7t ER[HEH HIo[E FE2H0| FYE ¥E
UASLICL 7|= X BM0l 22[SHMAIL.

° grepE ALESO| LLST At HIAIX|E =E010f 24 E M| SAHES ZAIE 5 JASLICH grep LLST
audit file name.
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
| 3
‘:Delete l Search by Job (D/ node name/ consistency cantral/ start time. Q@ Displaying 4 results
<5 J
Nodes (volumes) Missing object Consistency . [ }
JobID Stat = -~ e Start t End t -
o ¢ o A - -] copiesdetected @ 7 control - e L e @ = J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. S20|HE MT|7} HY0| ofl 2 2R H|IHE IDE AHESH HHUES AlEiL|C}.

LICE 2o A= 2E2|X| =04 et ofS2[A 0|8 22 S
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SfLIC.

>*EJq*>* 2202 0|58
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=
b. mY t=xg E0 CHS 22 0|SELICt bycast . Log.
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

C. 20X method=PUT S2I0|HEE AMSIT LEN A S2I0|HEE client1p AHPILICE

* bycast.log2| of *

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S%CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. %|CH PutObject 2 7|7} 5GiBO| 11 5GIBELH 2 QEME| L3l C}E MIE YZEZS ARSI E HHEO|
LIt
5. 28 Z2IMo| HAE FR 137 Y S0t FIE ZA[SHUAIL.
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Overview Hardware Network Storage Objects ILM Tasks
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El S E passwords. txt YHPYLICL REZ 2T0I5IH TETEJL 0N § 2
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audit file name
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>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) : 0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) :"source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :77294039786473542331]

b. UUIDE =5t * X3 * & MEfSILICE
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| EFCH[ O] E 28
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* O™ AlHE CHE 24 E JiM|C] UUIDIt USLICHEAE THKH S ZEAFLCH.

* "Passwords.txt I} 0| Q&LICE.

Of ZhHofl CHaH

O Zxtofl w2t J2|=9| CHE fIX|0M && & JHHo| SXlEl SAtES HE & ASLICL HREES| 3R £4E JHHE
HE & st a8t 75'—'—01| met Z2PMQl XS g 32 &4 E =X A E Hop SHY 4+ ASFLICH

(D ol =l et Mgl 71 K 2ol oIS,

ChA|
1. 22| 20N ZAF 230M 7Hs et 24| 9IXIE ZAAtgiLCt.

a. 12| LEo 2aQlgL|Ct,
2=SLICt ssh admin@grid node IP

Passwords.txt QgL |C}.
Passwords.txt SHSYL|CH REZ ZOQI6IH TETEJL M s 2
b. ZtAt 2137} = CIAHE| 2 HEYLICE cd /var/local/log/

G) A==l chatol chel ktus| ZokELct.,

C. grepE AESH0] o =2 "HIH O = &M E JHH|Qf 2HHAE ZEAF HIAXYLICHED £ DU E HHL|CH
22 YHYLICH grep uuid-value audit file name > output file name

o
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mujn

™ OEa 25Ut

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_ about lost object.txt

d. grep= AF25t0] 0] £ IHU0| A LLST(Location Lost) ZHAF HIA|X|E Z=EtL|Ct CH2S YEBILICE grep
LLST output file name

o

Il
mujn

™ oS 25Ut

Admin: # grep LLST messages_about lost objects.txt

LLST ZAF HIAIX[= O] Ol O A|X|2F Z&LICt.
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[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM (UI64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID (FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]
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| -
EEZX|* & MEigLCt. O3 ohZ *H|ol HE * > *AEZX| == * > * LDR* S MEgL(CH

LDR AH|AQ| ' E ID= Node Information Ef|0| 201 QI&L|Ct O] LDRE SAESH=E AEE|X| LEE ®S
W77tK] 2t AE2|X| = E0f CHot HHE AESHIAIL.

2. ZAF HIAIKIOff EAJE AEE|X] = E0f 24K Tt UA=X] ZHelBtL|Ct.

a. Jg|=
i.
i.

= 20| 2algtL|C.
Ch2 H™ES UHLLICEH ssh admin@grid node IP
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k

ne o
rm
|:|0

£ pPasswords.txt 2ESIL|CT

ot

I}
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me

Ct
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of
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FEZ MSELCH su -

k

ne  mo
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|:|0

I} Passwords.txt Q=grL|LC}.

of

R
I
ot
U

EEZ ZIOQSIH TETEJI 0N s 2 ¢ HAEIL|C

b. JiA[Q| mtY B2} A=K =HQlIStLCt.

=

2ol ot ZF=0f| LLST At HIAIX|2| PCLD 22 AHEeLCt.

O£ S0i Ct2 S Y=HSLICL
1ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG'

() 54+ 2x= oasfolmeteie gy HROIA A 1Y Z2S SSUSEE F0{oF FLICH

WM B=2E A= = R M IE £AE0 O] BAIE AE0IH] ST 4= BISLILL 7|& X[J Ao

WM B=ot LAEH ChS THAE Al TARLCH AME K|S CHA| StorageGRIDZ S e 4=
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3. JHH| ZZE %2 AR JHHIE StorageGRIDZ 28| EAA|2.

a EUst AE2|%] =E0M StorageGRIDOIA BH2I2 4 YT K| THelo] ARAS HAMLICH TS
LICE chown ldr-user:bycast 'file path of object'

b. LDR 2&0| AN ASI2{™ localhost 14020]| Telnet2 AFEEIL|CE CIS S YABILICH telnet 0 1402
C. Ct22 YHYLICE cd /proc/STOR

d. C+22 YHYLICE object Found 'file path of object'

Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

TS MUWBHB object Found HHC| SIS 2|0 LRILIC B EA LM FHO| E2]7E|of 2}
0| KHE T2 7+ SAH=0| A ELICH

HHZ K2 AE2|X| 7} QEalol0l HQ 2afol Atefol AE2|X| Lo Z4H|S =ArE
@ 2 QI&LIC) ZKE 2219l AE2[X| =E9| jva /ocal/rangedb Cl2Ealof BiX|etL|cH Tz
LS Object Found JHHIOl CHEH $12 MY =2 AlRSI0] S AseiL|Ct,

- JHKIS 2B & @OM Object Found HEHO| AIBILICH 7|2 X[ R A0 2O[SHIAIL.

* Ji#|7t StorageGRIDZ =& E[H 43 HA|IX| 7 LIEFELICE O & SH LSt ZELIT.

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

4. JiM|7t StorageGRIDO| 83 MO =2 SRIE A2 M X7t WM E|J=X] SolgtL|Ct.
a. 2 AM23to] J2|= #a|xtol| "X == ¢ Zate x| 2 QIS C},
b. ILM * > * 74X H|E}H|O|E =3 * & MEBIL|CE.

|C}.

d. HIEtHO|HE AEStT M 2IXIE &relgfL|Ct.

=

C. UUIDE &5t * X3| * 5 MEiE!

m
ok

-

—

S. 2| L =0f|l A of Kol Chet ORLM ZHAF HIAIX|Off st ZEAL 215 HMEH ILM(EE = 7| 2t2()0] 20
et Sx=S X=X ARt

a. J2|E LEof 21t}

i O EES YHYLICE ssh admin@grid node IP
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b. ZtAF 237} Q= ClAE2| 2 HABLICEH ¢d /var/local/l
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C. grepS ALESHO] JiA|et ZHAE ZAL HAXIE = Dol =
value audit file name > output file name
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Admin: # grep 926026C4-00A4-449B-AC72-BC
messages_about restored object.txt

OQISHH ZETETHOM s 2

og/

olz
=]

EgL|Ct OS2 L=/ Ct grep uuid-

CA72DD1311 audit.log >

d. grepE AtE5}0{ 0| =3 MU0 M ORLM(Object Rules MET) ZfAL HIAIXK|E FELICE CHS S Y= FLICH
grep ORLM output file name
ol E =9 32 Z&L L.
Admin: # grep ORLM messages about restored object.txt
ORLM ZAt BIAX]|i= Of OffH| H[A|X[2} Z&LICE
[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]
[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]
[LOCS (CSTR) : "**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]
[ATID(UI64) :15494889725796157557] [ANID(UI32):13100453] [AMID(FC32) :BCMS] ]
a. ZA HIAIXIOM Locs RES R&LICH
U= B2 Locs2| CLDI 2 == ID % A FH|=20| ddE =& IDYLICE. O] HAIX|= ILMO]
HEEMCH J2|=9| & AX[0M F 42| THH| SAHRO0| WH=ASS LIEFHLICY.
6. "24 o FEE WA 2 MAFeLIC a2 22X}
=4 5 F2E HH 2 Mgt
StorageGRID A|AES ZASH D 7|SE &4 E N7 25 SN = 24E7 L ZRE
2EQUR| =elet = 24 E JHH £49| 2t 022 ChA| 288 &= ASLICH

AlZtst7| o
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° *X|%*>*§*>*1E|EE%EX|*>*Site*>*StorageNOde*>*LDR*>*E”O|E'I x1£|-_+_*>*7|.|8*>*
Main *

X *>*E*>*OB|E EEZX| * > * Site * > * Storage Node * > * DDS * > * H|O|E| M& A *>*JHQ * > *
Main *

CtZ XIH2 * LDR * > * H|O|E K& * HO|X|of| M 72H E MEHsts dEHE E0FELIC.

CH
T XH*>*E2*>*T2|E EEZX| * & MEfLICE
2. Objects Lost * 23 = &4 ZH7} e AEZ|X| 20| il *Site * > *Storage Node * > * LDR * > * Data
Store * > * Configuration * 2 ME{SIL|C}

3. AME W 2 WU - 2 MeyBiLIC

(R = |

Overview Alarms Reports | Configuration |

lvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 201705-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

Lost Objects 42 09 Z H{MHHE| 1 * Objects Lost * L 2AE A2 XU H E ML ZE £
oI&L|CtH

°o. A0 w2t 2HE JHHE AESHE YN BIHHS

a. Site_ * > * Storage Node * > * LDR * > * AtK|| g * > * 1M * Z MEHGIL|CE

o

Reset Reads Failure Count * 2! * Reset Corrupt Copies Detected Count * & ME{B}L|C},
HE LHE Mg * 2 SELICL

a o

Site_ * > *Storage Node * > * LDR * > * Verification * > * Configuration * 2 ME{BIL|C}.

e. F2tEl K| 4 RAE « 3+ AAE JHA & HAH - S MeBtLICH

f. 2|5l A7t LRSIK| 42 2D * H2| =l K ALY * 2 Mest 2 QaLc,

WP E ZF0| AME SR|E AN BAHRS AlHotel Azl ANt MNELC (HREo] ZL

—

StorageGRID= &4 &l MM E XSS = HMSIEZ AH2Z|E JHM|E AM[St= 20| eHd gL CE J2iLt

[E By = |
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HIt E2|AHEHE 7|z XY BM0IM H2 |2 JHA|of HM|Ast 0 &
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Low object data storage * ¥ 2 2t AEE|X| LE0| QLEHME G|0|EHE X&SH= O AFEE
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Al&r8t7| Foi
+ 2 Abgoto 12| B2(Xj0| 2915/0f YALICH K 25| 2 Hate R
* QLI 'S AMA Het

o Zteof| CHaH
AEZ|X| LEOM SH= 0 A 2 E K| HIO[ES] & 0| L &0 LEE 22U FSHLHE ST M * Low
object data storage * 2117t E2|HELICH

J|2XMOZ 0] 0| true2 HWItE|H Z= A7t EB|AHEL|CE

(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

* storagegrid storage utilization data bytes AEZ|X| =0 CHs SX|E QEME g1 Ay
FYE REHE H|o|E 9| & A7|0f et =EX|YLCt.

* storagegrid storage utilization usable space bytes AEEZ|X| 0| CHSH B2 & 1|
AEZ|X| SZHL|CH

Major EE= Minor * Low object data storage * 2117} E2|E|H Jhs$t o ta

—_ =

1
0z
A
Ra
i
1
OOI'
]
L=
I
=
I}

A

1. alerts * > * current * & ME{EtL|Ct,
11 H|O|X|7} LIEFELIC

2. 2! 0| M * Low object data storage * 22! 152 &St LRt AR He{= Z1E MEfshL|CE
OB EEEC R N HERE =

3. CHa} XM M HEE HESHT THE AFS =helgtLct.
° Azt EB[HE

° AFO|E 8l ==9| O] SYLICt

207


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

° 0| Elof it HE2I| $ix| ZERILICH
4. nodes * > *Storage Node =& Site * > * Storage * & ME{BtL|LCt,
5. 7{MZ Storage Used - Object Data 22X 2|0f| &LIC}.

CHE 2X0| TA|ELIC

° * MEE(%) *: LEHE H|O|E{0f| ArEEl & ArE 7ts SZtel HIZYLICt

[y

° * ArEE *: QEHE H|o[Hof| AEE & ALE Tt S2te| YLt

o

* SH|E HO[E] *: O] L., AFO|E = O2|=0f| SH[E 24A| Hio[E{e] &S FFots AYLICE
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°* & 0| L&, MOIE = J2|=0|M ALE 75t & SZHYLICH AL E 22

O - HA

storagegrid storage utilization data bytes s HIEZIL|C}

Storage Used - Object Data @

100.00%

75.00%
2021-03-13 14:45:30

S0.00%
= Llsad (%): 0.00%
T Used: 171.12 kB

2500%
Replicated data: 171.12 kB
- . = Erasure-coded data: 0B
= yga0 14:a5 14 = Totak 310.81 GB

== |Ised (%)

6. J2HZ 20llM AlZH HESS MESH CHE 7|2H0 CHet AE2|X| ABZE HEAIRLC.
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o — — —
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AN

(D xuist i8S 8 FA| ARRIT] =C Hel HESHIAIL.
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22 S Heldlof & = JELICE 7hstt 2 2 HetEl S AR A|AES YO0 ESHof
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S AL AFYO| ZS5HK| ¢= E 2= 22 Xt0fl root @F 22 2 AMEXtZE 2OQIFLICE.

M %> % A HO] * > * |D H|{2|0] M *
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iii. LDAP AMH{0]| CHot A& HBHS efolstaiH * HE BIAE * & S2IFLICH

o
HAEO dujet 22 74 RLRE SHEELIC]

° 2 AL 2OQIY £ gl XtH SFO0| SHE=CE 20| AL L3 EHAIZ o|SELCE

a. Ct2 BES YHYLICE ssh admin@Admin Node IP
b. 0| LIEEl ASE passwords. txt YTILICE.

c. [I2 HHS UHSI FEZ HMARLICE su -

d. oo LIEEl XS E passwords. txt YBL|CH

EEZ ZTQIsIH TETEJL 0f|A § 2 ¢ HAELICH

7. J2|E LEoM MY B2 2 E MH|AL| MEHE ELIC storagegrid-status

NMS, mi, nginx & 22| API MH|AT7} 25 Aal SIX| =helgtL|Ct,

MH[A SEf7F HEEH E2{0] HA| YH|O|EELLY.
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$ storagegrid-status
Host Name

IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release
Networking

Storage Subsystem
Database Engine
Network Monitoring

Time Synchronization
ams

cmn

nms

ssm

mi

dynip

nginx

tomcat

grafana

mgmt api

prometheus

persistence

ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp2

node exporter

Sg snmp agent

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

Verified
Verified
Verified
Verified
Verified

5.5.9999+default Running

Running

1:4.2.8pl0+dfsg Running

11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
1.10.3
9.0.27
6.4.3
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
0.17.0+ds
11.4.0

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

8. nginx-GW MH|A Tt Ml ZOIX| 2QISICt 4 service nginx-gw status

9.

10.
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lumberjack2 AtEst{ 205 $&SLICE # /usr/local/sbin/lumberjack.rb

OfFof ufet 2150| Aot F2 —start &
|8 & JAELICE o2 et FM0f| Chet IWI&

E{O|'20]| CHSt =22 27 0}F10|EH 7} EALE

g 235 HdEYLCL

° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt

-end Iumberjack A3

K|S LIEHRHLICE

HE WS MESHH H

FLHE 2 lumberjack-hE AF2SHAIL.

A& A

2t

EH
[=]

2

]



1. 22| =S0IM 2HIS A8 4+ ¢f
g s

s H2 LIS BY 5 oILIS A5{0] AfO|E0| A ADC MH|AS Mot Al
Mol AERIX| 2o P FA o

. 2EH O = ALO|EO HX|E MZ Ml 7Hel AE2|X| ==L

# cat /etc/hosts

# gpt-list-services adc

™

2| LE= Q15 Z2M|A S0 ADC MH[AS AFERILICEH

12. 22| X} L EOf| A sshE ARSI AlESH P FTAE AIRSIH 2H ADC AEZ|X| =0 23QIEHL|C},

13. O2|E L E0|A A8 Fol 2= MH|AS| MEHE FELICL storagegrid-status
idnt, acct, nginx % cassandra MH|A7t R & Al FOIX| =HQIStL|Ct,

14. 5l 205 AESIL|CIHAIE BHE5td 202 =75t ™ Lumberjack2 A2 EILICIAER|X| LEQ| 208
745'6H__| |_'_|-
[ = .

15. ERE SHEY + Sl= 8 712 XY

r
4
x
=2
o
10
=
Rl
to

712 K& ol =8t 28 I Ch = "2 THY HE"HESHAL.

AFEX} QIE{T|O| A 2K

StorageGRID £2ZE9|0{E ¥20|=et = T2|= 22X} = HIHE 22[Xt2| ALEXt AE o[ ATt o 4Th2

SHEOH| gd2 & AL

tHA

1. 2 M83t1 JU=X| "X == 2 Hete A gelgt|Ct.

FHAIZ X| 2™ O|X H{F 2| StorageGRID 2ZEYHO|M AIREl Q= 2|AA T} H|HE| T AFR X} QIE{T| 0| AT}
CHAl SHIEA| 2t5E &= JUSLICE XHM|S 82 8 BEeteX HAEME BXRSHAIL.

oL Hd —

HES3Z, st=glof 3 ZHE 2H S s Zetuct

StorageGRID HER3, 5t=
e SV PNIES gut=, —r-h o = JAGLICH

o
o

"422: M2|g o= Ql= AEE" R

OI'

422: 2| & Gl= AEE|E 2] 7HX| O| R 2 LMY = ASLICH 2F HAIXIE =elst EX|of @IS ThefgfLIct.

LIGE 2F HAIX] & StLtt BEA|=|H HE =X FoHHAI2.
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QF HAIX|
422: Unprocessable Entity
Validation failed. Please
check
the values you entered for
errors. Test connection
failed.
Please verify your

configuration. Unable to

authenticate, please verify

your username and password:

LDAP Result Code 8 "Strong
Auth Required": 00002028:

LdapErr: DSID-0C090256,
comment: The server
requires

binds to turn on integrity

checking if SSL\TLS are not

already active on the

connection, data 0, v3839

422: Unprocessable Entity
Validation failed. Please
check
the values you entered for
errors. Test connection
failed.
Please verify your
configuration.Unable to
begin TLS,
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

verify your

J2|E HERIZE MTU

Solx| 2z

0| H|A|X|= Windows AD(Active Directory)E A3t ID
H|C{2f|o|M2 AL i TLS(Transport Layer Security)Ofl CHsH TLS
*AtE ot gt %*._% *.JE—.”Q Z20]| Y -~ JSLICE

LDAP MBS HME3dH= AD MHOIME * TLS A8 et & * MS
Ar8e 4= YIELICH STARTTLS* AFE &4 L= TLSOf Chet *
LDAPS* At &M= ME{HOF LIt

O HIAIX|= XIAEIX| b= =3t E AFE5H0] StorageGRIDO| A
2ol d = SHRE AE2|X| 22 A= O MEE[= 2%
ANARICZ TLS(TS AIE 2ot HES st & mff LIEFLCE

QI A|AHIO|M H|2SH= Cipherers &tQISICH A|AHIS
StorageGRID 22| X[&0f| EA|E CHE Li7H= TLS A2 &
At2sf{of BtL|Ct" StorageGRIDO| M X|2/SH= Cipherer”.

StLHE

J2|E HESRR QE{H0]| A (eth0)oi Cit Z|C M & The{(MTU) 2F0| J2|=2| L& 2Hof| #E 3| CHE F2 * Grid

Network MTU mismatch *
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o Zke1of| CHaH
MTU &X9| xt0|= LE(H7|= Ote) eth0 HIER I 7t HE T of| LA 2ME|QUCHE Z4S LIEFH £ QUELICEH
MTU 37|7} 1000ELCt 2H HER3 M EX7F 2dle &~ Q&L|CH
EHA|
1. BE LE9 eth0d]| LSt MTU AN S LIGEHLICE
° Grid Managerd|| M3 #2|E AFEEL|C

° primary Admin Node IP address/metrics/graph ChS HEZIE HOtA UHTILICE.
‘node network mtu bytes{device="ethO"}

2. "MTU MHS 2EeL|Ch Hesh A2 DE Lo M 12|S YIEYA IE{H 0] A(eth0)| CHsH SUeHX]
stolstLct,

° Linux ¥ VMware 7|8t =E9| AR LIS HAZS AELIC}E /usr/sbin/change-ip.py [-h] [-n
node] mtu network [network...]

* 0| *: change-ip.py -n node 1500 grid admin

1 Linux 7|8 L=E0f A ZE|0[LH 2| HIERIZ0] ol &St= MTU 2H0] 2 A E QIE{H[0] A0 0]0]
TYE US 20 R U S AE QIHI0[AE AotE MTU 242 7%t g 23R EE AHE0H0]

_=

ZIHO|H Q| HERIE MTU 2t HAMNOF change-ip.py LICE.

Linux E£= VMware 7|gt =E0AM MTUE £H5t2{H LIS QL E AIESIHMAIL.
QK| 14 My
mtu MAE MTURILICH 1280 ~ 9216 H (0] Q10{0F BL|LC}.

network MTUE MEY HEQIYULICE CIS UERZ fH Z StLt OS2
ket
- J2|E
* 22| X}
* E220|HE
+
MEHH oIl |Ct =l
-h, - help S22 HAIXIZE EAIStD S=TLICEH
-n node, --node node LC 7832 24 =L

=S UEYS 4 Z2|Y 2F F1elLct

* LE HERI 4 D2 @F * A1E= StorageGRIDSF HIE {3 SHESO] 7| A EH| 2 Qlel Zhieh
UAELICL O] 222 J7[2 EH7t sl 2E =0l XIS 2 X[YTLICE
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FEC7t 2X|5tX| g4&LICt
@ 0| ttA|= StorageGRID O{Z20|A0|M FEC ELX|2 QIs LMot * = HERS 4
o @F * 1002t HZEL|CH
a. StorageGRID 0{S2t0[1 A0 HEE AL[X[0f A= EZEQ| FEC HEHE 2flgtLCt.

b. HZE0M AfX|Z HEE = A0|22 22K FEYS HYSIHAIR.

c. R AS Aot 28l FEC 28-S HE5HEH HX 0{EEt0[A ATt StorageGRID 0{S 20|22
X Z20o 3 8 HOX|0M * XS * ZEZ FHE|0] A=K] 2SI A (A0 E2H0[A A X[H
= "SG6160"

* "SGF6112E& EXSHAIR"
* "SG6000 2 EZSHUAIR"
* "SG58002 HZSHYAIL"
* "SG5700L|C}"

* "SG110 %! SG1100"

* "SG100 % SG1000"

d. AQ(X| ZEO| FEC 2 S HAYLICE 7H58t B2 StorageGRID 0{Z2t0[2A XEJ} FEC #F S
UR|SI=S ZHEBLICE

StorageGRID H{E2t0|HA0M FEC 28 S T + SISLICE T o{S2to|el A= AZE A2(XK|
TENAM FEC AXS Mt 0|2{2lsta{ 1 StL|Ct 2137t 25GbE = 100GbES| YEY 3 &2
UM MEE|= 42 22/X|2F NIC7t LEHXQl FEC 2H S K| 2 = JASLICH LB FEC
HHO0| Yo HERI Tt "no-FEC" REZ TEBHEL|LE. FECE AME5HA| 2 T7| 0| =2 2ldh
LT 2FIH HZO| O FARILICS.

@ StorageGRID H{E2}0|HA = FC(Firecode) % RS(Reed Solomon) FECE K| 6HH
FECT X[5IX| @t&LICE.

AL|X| ZEQINIC MTUZH L X|SHX| §b&LICt

ALK ZE S NIC MTU =X 2 Qlsf 2171 st A2 2o AME MTU 27(7F A2{X| ZEOf Cigt
MTU ™1 S| atlgtLCt,

Lo RHE MTU 37|17t L7t HEE AQX| ZEO| MM L} ZE 4= UELICE StorageGRID =7t
MTUEL} 2 o|Hul TS £ASHE 2R 0| PHOZE JHSSICHH * LE HEQ T 4 Tajje] 23 +
A7t ENE 2 JUELICE o|2{3t 4E0| YMst= Ao R MEE AL M MTU SE £ 27 At
2t AQX| ZES| MTUE StorageGRID HE Y3 QE{H0|A MTULL L X|StEZ HASHAHLE
StorageGRID HIEY 3 QIE{H|0] AL MTUE AL|X| ZEO| A HZARLICE

O HERA M2 ¥o2{H RE LEE O2|E HEYI QAEHO|ANHA FAHSEMTU
2 FMljof BL|CH ¥ L =9| O2|= HIER I CHE MTU MHEo| AEst Xto| 7t
A2 * Grid Network MTU mismatch * 2117} E2|AHELICH MTU /2 2E HESI3
10| el 22 2= SISLICH XtNISH LHE2 2 Grid Network MTU 22 A| 22 EXIE
2L CH HZSHMAIL.
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=7} 228 22 SEe Yot
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1. syslog A0l CHet SHHE FQDN = IP FAE AHMEX| olgfL|ct.
2. syslog MH|AE A Tl SAETLZE FQIX| golgfL|ct,
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Ol ool M= &M md, Mo Ml (2018-04-15.txt) W Mo AHE MAS HO audit.log(2018-04-

14.txt.gz &LICH

audit.log
2018-04-15.txt
2018-04-14.txt.gz

ZAF 20 Y A

Al
ZAb 20 mhe A

o

HAFEO U2 D= 22| LEOM &2 £ JASH JHE ZEAF HAIX] 2SS EatetL|Ct,
2t ZEAF HIAIX|ofl= CHS 0| EBHElL|C},
* ISO 8601 YAlo| ZEAL HIA|X|(ATIM)E E2|73t O|HIES| UTC(E A MIAIAl) CHSO| S4H0| LI}

YYYY-MM-DDTHH:MM: SS . Uvvuuyu, 87| M vvvvouu OFO| 22X QIL|Ct

* gz otofl S0 1 2 At

rir

LA HIAIX] Xt RILICE AUDT

CHZ ORI M= AL 23 mpdof] ZetEl A ZHA| ZEAF HIAIKIE 20 FLCHIISE S 2ol & HiE0| =IHE). ol2{ et
HIAIX|= HI'EHEZL S3 HZlS H-dst o] Halof| & oie| LEMES 7te i M| ASLICEH
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

YA 23 o] ZAF HIAX| = 72X Q2 7| = s MSH7|7F X EELICH £ A "Z AL - 2 E7"ZHAL
29| ZHAL A X|of| Chgt ZHEhol RofS AS 4= ASLICEH S A8 7|Z &l 47|, 97| 3 AX| ZHgiof 4=2f of2{st
HAo 225 AMZE 294 £ A A = UASLIC

AL 28 =1 E ALERILICE

Ol TTE ALRSt0] ZAF 20| M ZAL HAIKIZ 27| 4|2 HAIOR WSSt 2 audit-
explain JUSLICE
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Al&st7| Foi
* QLI 'S AMA Het

—

¢ IAUO0| A0{Of Passwords. txt EL|CH

* 712 2| =9 IP FAE 2otof Lt

Of ZfHofl 3
7|2 2E|ZH 2 EOM AFE " 2= /U= 0] audit-explain == AL 20 ZAF HIAIX|Of CHet ZHErS R0bS
HMSefct.

O] audit-explain E7E X2 28 612 X2 50 712 X2 LMol AISHES
(D) HEEIRELICH 728 M2 audit-explain BE 20 CPU 50| AR 4 IO, 0|2
QI8 StorageGRID &0 &2 £  UYSLICH

Ol M= =72 YBtHOl ZHZ HO| audit-explain HLICE 0] 4742 "SPUT" Z AL HIA|X|= AE ID7}
024847776803226278702! S3 E|HEJ} S3 PUT QS AF2510] "bucket1"0|2t= HZAIS MMst 1 s 2o
370 HAE Fotet f MM EIL|CE

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

ogt
o
>
)
o>
r
o

Ol audit-explain EF= CIESE2
© YHF = s AN 2TOE XM2[SLCh ol E ST O3 Z2ELCH
audit-explain audit.log

audit-explain 2019-08-12.txt.gz

* O iR S SAIOf| K2R o

i

SH oS 25U
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/log/*

) HFOIEQ %3—1% TEfotH Y = CHE YHOZ ¢S THYSID M M| 5 USLILE grep HIE =H
C

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain
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ZEIZSH0] Azt

Horgh & qudit-explain JAELICE

o

Ol audit-explain E7= YHE OIHYUS OHO[T U IUZ 5| E5HK| AELICH =E oHA

[k =] —
Xe[ste{H ot 0|2 P E U2 NSoH7HLE =7 E AHE0I0] zcat HA| IHAS| YAXS

q
(D) F4ue oz swoen 2L

zcat audit.log.gz | audit-explain

FHE A8 help (-h) A8 7t5E SHS =AQIRILICE S SH LSt Z2ELIC

|

$ audit-explain -h

tHA|

1. 7|12 2| =0 2alstL|Ct,
a. [t3 Y2 YHYLICL ssh admin@primary Admin Node IP
b. mAof LIFE LS E Passwords. txt LHBILICEH
C. C2 BES YsIH REZ MSYYLIC su -

FEZ 2OQISIH TETEJLO|M s = #HEEL|CH

mo

2. Ch2 HE S LHYUCE 67N = B4 0 Q| 0|t /XS LIEFALICE /var/local/log/audit. log

$ audit-explain /var/local/log/audit.log

O] audit-explain EF& X|FE DU A= 2= HIAIX[Of T3 AHEIO| 81E

()  HEOIB EOm =4S wob Sl amI slg o BASI SEUT HY
Haiol EfRIAMT () SHS ALBBHIAIQ.

2 B 78 AP ELICH

O =75 AFESI0 ZAL HIAIXIZ A7, 847], ol = S AfH[SH 2t 21y fof Cher &4,

A B AZHE= 27))S &S = audit-sum Sd% |Ct.

AlZfoto] Fof

ol
7|

« QBLICH "EH AN A At

e O}UO0| R0{OF Passwords. txt BL|C}.

* 7|2 HE| LE9 IP FAE YOOk LTt

ErHofl that

x}
2 H2[XH =20 AFBE £ U= 0] audit-sum 22 7I1FE M, 97| 3 ATH| HQ| =2 0|22t &
ZEl= AlZtS ottt
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0|l audit-sum == &
2|2 H2|5tH audit-sum B

o ggE & = ASLICH

=AM &2
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®

42 20| CPU 4550 A28 4

&Y B0l 71z X[E BMUM ALESEE HIEHE Y

SLIC}.

A2, 0|2 2IsH StorageGRID

of GO s E22| LRHHOl £2S HOY qudit-sum ZLICH 0] OojlAE T2ES Q0| AntLt Qaf HHEX|
2ol FLICL
message group count min (sec) max (sec)
average (sec)
IDEL 274
SDEL 213371 0.004 20.934
0.352
SGET 201906 0.010 1740.290
1.132
SHEA 22716 0.005 2.349
0.272
SPUT 1771398 0.011 1770.563
0.487
Ol audit-sum 22 ZAI 230|A CtSaF 22 S3, Swift & ILM ZHAL HIA|X] Q] 42t A|ZHS WM ZEHLC.
7| 50| I O|& AMEE[X| oD 2 NE 9 MHEAMOA ZAF ZETL H|AHELICE 7|0 LIS X[ X| g2
 Ho

A ZE7H EASE BR

0| SG Ee|20f thet 0

20| o[ HHS &

o |

T3 2M A2 StorageGRID 11.8"0|1E &

aIc M 2 BXSIMAIR

IDEL ILMOI[A AFH| A|ZE: ILMO| ZHA| AR Z2MAE  "IDEL: ILM 2K A[ZF
Az 7| S ct

SDEL S3 MH|: QEME L= HZAIS MRSt @l "SDEL: S3 A"
EHMNEE 43O R J|EELCL

SGET S3 GET- M2X09l EaiME 25t NS  "SGET: S3 GET"
AMSIHLE K29 QEMES LIFRL|Ct

M0 S3 HEAD: M&2%t EBMME 2610 QEHEE "Shea: S3 of| ="
= HIS EX 2 S eelgfL|Ct.

SPUT S3 PUT M QEME L= IS MMSL7| 8t "SPUT: S3 PUT"
MBIl EMHMME J|ESLICE

WDEL SwiFT DELETE(#Z AtH|): 3¢t EMMMES  "WDEL: Swift AFH|"
203510 QEHE L= AH0|H{E AXIgL|Ct

gleiL|ct SwiFT GET: 43¢t EMTMES 235l [ E  "woet: Swift get®

{MSHAHLE B[O 2] K|S LiFetL|Ct.
WHEA SwiFT HEAD: 833t EMMMAE 25104 "WHEA: AQ|ZE §|E"

QHHNE = AHEH|0|L
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ac 29 S HZSHHAIR

WPUT SWIFT PUT. M| 7K £ Z4E|0] LS A443t7|  "WPUT: Swift Put”
o8| EMMMES MIXOZ J|2H|LC},

Tl =2 OO0 11—

Lhg2 +d8e + ASLICH

rr

Ol audit-sum =+
© YUF = s AN 2TOE M2[SLCh ol E ST O3 Z2ELUCH
audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* o3 IS SAl0| M[SLIct ol E ST CH3at Z2&L
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/log/*

* Mo|Zo| UHS +2SIH P = LHE LU= AU S TE S AP M2 & AELIC grep O

i
fujn
2

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

Ol E7 & Y=E MU S mo| T &l AHO Z S SHX| USLICH L=E OHU S M st H
HHE Q2 HSSHAHLE =71E A0 zcat HA IHAUS| =S EMAL. 0|2 EH CHS 2t
ZEAL|C)

Ed .

©

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum
THE S ALESIO] (o] Chieh 2t B2 K2l 2P S QOfSI7LI HZ 0|5, 7|2t E= S8 RHEERE HAIX|
oS OFsH £+ JELICHL 7[2He=z Q9%0= &4, Ao X W X AIZH0] EAIE[X[2H M S ALESHH JHA|
AT|E Yl £ size (-s) USBLICL
SHE M85 nelp (-h) AFE 7t58 SMS 2IELICL o2 EH 30t ZELICh

$ audit-sum -h

a. Ct2 BH 2 YHYLICL ssh admin@primary Admin Node IP
b. mUoj| LIFE 4= E passwords. txt AHELICE
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d. ool LIE =l &S E passwords. txt YEEL|CE

ZEZ 2OQ8H IETEJI Of|A s 2 #HAEZIL|CE

2. M1, 97|, 3= A AMK| 2 nt 2HRAE BE HAIXIE 2M512{H O3 THAIE sAsHIA2.
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a. O3 3PS UYLt o7 =

. 7be 2l 1070e] ZA Bl HABHEH grep S ALRSI0] SGET HIAIXIZ MEHELT long £ S
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ne
10
o
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r
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/var/local/log/audit.log
$ audit-sum /var/local/log/audit.log

0] ool = E70] AsHEol 212 H0f audit-sun FLICH 0] QoIME Z2ES Hejo| YopLt 22
2R 20 BT

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

O oflofl A SGET(S3 GET) X2 ™+ 1.13% SOt 7H& 2|X|2t SGET % SPUT(S3 PUT) 22 2%
1,770X HEQ| 71 %x|efto| AR E LIEFHL|CY.

mo

(-I'==715t0f x| 2=2E ZetA| 2Lt
grep SGET audit.log | audit-sum -1

20| RY(LENE £= HIAl) Y Z2IF Y0 A0 0|2(t £ QBN EQ} A El CHE 0| A X|0f| CHoH
LA 2O E FME o JAELICH



Total:

Slowest:
Average:
Fastest:

Slowest

time (usec)

201906
1740.290 sec
1.132 sec
0.010 sec

operations:

operations

source 1ip

1740289662

10.96.101.125

backup/r9010aQ8JB-1566861764-4519.is0

1624414429

10.96.101.125

backup/r9010aQ8JB-1566861764-6618.1is0

1533143793

10.96.101.125

backup/r9010aQ8JB-1566861764-4518.1is0

bucket3/dat.

bucket3/dat.

bucket5/dat.

bucket5/dat.

bucket3/dat.

bucket3/dat.

bucket3/dat.

w
[
i
n
=2
2
ro

125

125

70839 10.96.101.125
1566861764-6619

68487 10.96.101.
1566861764-6615

67798 10.96.101.
1566861764-6617

67027 10.96.101.

1566861764-4517
60922
1566861764-4520
35588
1566861764-6616
23897
1566861764-4516

| 7}E =2l S3GET X2 3

10.96.101.

10.96.101.

10.96.101.

125

125

125

125

type size (B)
object 5663711385
object 5375001556
object 5183661466
object 28338
object 27890
object 27671
object 27230
object 26118
object 11311
object 10692

e
SLICE 37|17t 3™ ZM A[ZH0] =2{E & JASLICL

INAEE|D HME|= JHK|2 27|12

audit-sum -s audit.log

=13

=

-~
ols

FAH 37| SHE (-s"AHE L)

—

7|7} 2k 5GBQI QEME| CH3l| CHE QERERHL HM
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

Of of|oil M sSPUTS| H# iA| 27|= 2.5MB O|2t0|X|2F SGETS| B 37|= &M FL|CL SPUT HIAIX] £}
SGET HIA|X| s=ECt W BSS LIEILH, Ol= tHEE2| M7t AMEIX| 4SS LIEFALICY.

4. O QA {7} =2|=X| &olst2{H:

a. -~

MAESHZEAF 230 HHS MEstn group-by-time SMS A3t (-gt' CHS 7|2Hll: 15M, 1H, 10S)2
AL

C}.

grep SGET audit.log | audit-sum -gt 1H
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message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
.354

=

of 012

- O{M| DHA[ZtOHC HME| =

grep SGET audit.log

A= S3 GET E2f{ 0| 06:000| A 07:00At0]0] 25&
I.

count min (sec)

20142

57591

124171

420182

1220371

527142

384173

27591

=)

LODIN, 7t BIIEAE HAF BRI QABL

| =2T= OO
01h XECH 80| X1HE A2 ol0|glL|Ct.

[T N =]

audit-sum -gt 1H -s

2
=

|CF.

.011

.011

.010

.013

.021

.015

.011

.012

.010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

.290

961

867

290

511

961

228

290

867

HO{ELICE Z|Ti AlZtat Hid AZEE O] A[Z]0f|
Ol HEHA L= O2[E9l R X2 s

37| JHHIE =l (-s"BH size

FM)2 FIrLict.
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

ol2{et Zut= X HM E2fTo] X|CHZ Y f 0 2 M Zap7 LSS LIEH-LICE.
C. XtMIgH LHEB S H{H E Ar25H0] "ZfAt - 28 ="l A2t SQ 2= SGET ¢S AEHLIC
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
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HALZD OO LHE

5. H2l9| SPUT =4 0| JHA|of| CHSE SPUT XA ELCt =2|=X| &ls
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

Z1t= 2o Thet SPUT el s E40] Ao thet sSPUT %t

1%
ic]
o
I
o
rir
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mjo
HL
2
ich!
r
o

o
w
Lv)
cC
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re
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el;

HEH HAEZ -gb HAIX|E 2Fsts 84S ASELILE

grep SPUT audit.log

audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. SPUT 7HA| 27|71 7+ 2 Hzlel 37|12 &elstHH & -s F¥S BF -gb AFERILICEH

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

ZAL TIAIX] A

StorageGRID A[AE! LHO| A wete[= ZEAF HIAIX[Ml= 2= HAIX|Y SE&= EE FE 5
HIL|= OME E= 252 MYSH= § 2HXTt IekEL|C,

= = o
A A ETOM MBS @ BEI SEGHK| 2 2R LA - AE"0| MMAZ ARSI BE ZAFHIAIX|Q
Udtxol H Al Z ofsgrL|Ct.
CI2e ZA 20 mHol| EAIE 4= = ZHAF HIA|X| Q] o IL|Ct.

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

2H A HAIR|Os S @40 2Xt0| ESELICH MH SXUS (HZSR [U) ([ 1, 2AHY 2 EH R4k
Cigat e E4E AL

. EH_T'_I-EE OI|__||_'_|.
* ZAFOIAIRIS LIERES 2XEEo] o8 £
- QF EE o T J|S(HE £l T 912)S AFBSIA| 2ALICH

* & HiE 22Xl 23 SR ELICE \n

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
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HAIXK|S| E4 22

ChE SR0M= E4

[== R B |

* ATTR E1E|= EN
E40] ALt

* type Ul64, FC32

ALt

2 =1 |.7l'27
S .

HA|X|S| OHIE R0l wef ZEtEHLCH E4 2471 58 =M= LIEE[X] gL .
20f choh dEgL|ct.

of CHet 4Xf2| REQYLICE 2E ZA HAIX|O SSHRE HEE= &R S U O|HER

(o 22 H[O|E HAl0) et 4Xt2| MEXIILICEH &4

o T

)

SE2RY ()

ro

E

* value EHO| U, YO Z At L= HIAE ZIQULICE 22 &4 2 ol (" SLICh) HIoIE QA Cstre
U2 ZOSE "2 SN0 JASLICH

HiolE |

AL HIAXIO 2 E XM Eot= Ol AHEE|= H[O[H

ol M 32
ofo|mH=

CStr(2X+)

H|AIX] XK S 2B St
EX

ol ohgt Y2

AL HIAX| =

Fzl AeojH THS
st
=]

Qe ChLICt

M

25 ol= 71 M4(32H|E). 00| M 4,294,967,295 ALO|2| =XIE MZEHSt 4 Q&L|CE

B35 l= 0|5 71 M4(64H|E). 00| A 18,446,744,073,709,551,6157HX|2| Z=XtE X ZHst
& USLICH

AKXt M. 32H|E 23 gl= H4 42 "ABCD"2t 22 4712 ASCII EXtE EA|EL|CH

IP ZF=20f AFEELICE

UTF-8 =Ate| 7HH 20| HIEJLICH EXh= Ch3at 22 S AFESI0 o|AA|0|TE 4=
olAL|C}
M- .

« B2 A= \\ QIL|C}.
* FHE|X] 2|EH2\r L Ct

* 2SHE= \"X| §SLICL

[Eo=]

+ 3fol T (M 2tely=\neiLict

+ 2t o 16714 57

i Z(\xHH &Alo
CHAlE & UASLICH

2, 7| HH= XS LIEIL= 16Tl 2h)=

AN AR O[HIERL ZHHE HIO|E & 7| FEfLCt.

I [AUDT: CtE &4 EE2 ZA HAIX|0|M EEst= O|HIE =
LICt. ol2{et EM2 L2 HIF|o| M ZZELICt.
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2018-12-05T08:24:45.921845 [AUDT: * \[RSLT\(FC32\):SUCS\] * \[TIME\(U164\):11454\]
\[SAIP\(iPad\):"10.224.0.100"\|\[S3SStr\S31124562C642S5562S564C6100C4S562S564CW5100C6100C6
100C4C4S564C4C4C4C4C4C4C4CW4S5100C4S5625564S5564CW5100C4CW4S56255100C4S5100C
4C4C4C4C4CW5100C4C4C4C4C6100C6100C6100CWs\S564C4C6100C4C4C4CACWsS\S564C4C4C4
CWs\S564CWs\S564C4C4S

Of aryp KfF|0f M= BE0] 20T R4E A0 HAIX|E gt O|HIES AEEL|CE. Of of|A| HIAIX|0|= HIAIX|
TE([ATYP(FC32):Shea])Zt Zet=|0] "H|0{"UA2H, 0|= S3 8= Q0| 43X 2 HHE|USS LIEFHLICE

HALHAIXIS] S8 24

HE HAHAXO=E S8 2471 ZEEL|CH

zc QY EE
USLICH ol ZM32 2E ID: HIAXIE HH3 2= IDQ| 4Xt2| AEHXIQIL|CE 0|22 ZhAt
HAIXI7t EE ZE NOIHEE LIEPHL|CE
ANID uiz2 & LC ID: HIAIXIE Y&t MH|A0 Z2E TO2|E = IDYLICEH 2 MH[AE=
EXRSHHAIR StorageGRID A|ARIS M5 X mf 1R AEXE et of
IDE HEY + gl&LIC
ASE ule4 2 ZAL A AEXE O™ HE[ X0 M= 0] 4= MHIATE AZHE 2 ZEAL
EXRSHHAIR AARIO| Z=7|2HEl A[ZHS LIEFALICE O] A[ZH 2t 2 MK Epoch(1970E
18 12 00:00:00 UTC) 0|Z 0j0| 22 % tHo|2 XX E|AALICH
« H:r 0| @A AHBE[X| oM ZEAF HIA|X|0| I O] & LIELEX]
oF&LICE
ASQN Ule4 E AEA 2 0|™ EHE[Z0|M= JO2|= =E(ANID)O| A - El 2F ZhA}
ERSHIAR HIAIX|0fl CHaH Of 7H2E{7F B MH[A RA[EF Al 022 MAE™ELICH
« H0:r 0| RAE ABE[X| EoH ZEAF HIA|X|0| I O] & LIEHLEX]
oFSLICE
ATID ule4 £ ZH |D: Y o[HIE| 2fsl E2|HE HAIX| EEoN 3Rt
EERSHHAR AEXHALICH
ATIM ule4 2 Timestamp: ZAt HA|X|E E2|AH¢t O[HIETL MM El A[ZIC 2, 2 H|H|
ARSI AIQ Epoch(1970 12 12 00:00:00 UTC) 0|Z Ofo| 3 2% £te|2 ZMEL|CY,

Bt ARMOE 24 HW 9l A|ZIC 2 Hetst= O] ALY & Y= R ES
EFE YEXE V|HeZ gLt

U= EfJUARMIO| HH28] tr= FEpf7 |7t e 4 JASL|Ct o9
ZAF TAIX] AlZf 2H20i LIEtLE= AFRIO] Y12 o U= AZH2 audit.log
ISO 8601 HAIS| ATIM £MULICH EMp 2 AZH2 2 yyyy-
MMDDTHH : MM: SS . UUUUUU BEAE|H, (§7|M = T EMe| A2t OHEQ]
AEtS LiEt = 2|[HE E2XME 2XHILICH vyuuuu 00| A2 X IL|CE,
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Ic /Y My
ATYP of| T M| 32 O|HIE @: 7|EE|= O|HIES| 4Xt2| AlEXIRIL|CE 0= HA|X|S
"HO|ZE" BHIX & TEE £M 3 Ho{TLICT,
H|tH uiz2 M ZEAF HIAIX| Q] HQIL|Ct. StorageGRID AZE 9|07t BFstof| a2t
XA MZES HTO| MH|A0= ZA 210 2R 7|50| ZEE 4 QI&L|CE O]
ZLCE AME5HH AMS A{H|A2| 0| H{H 1ol T2t S Edff 0| HHQ
MH[AO|M EHH HIAIXIE H2|" = AJSLICt
RSLT of| T M| 32 Z11: O|MIE, T2 N|A E= EBHZHMOl A1t 0] HA|X|2f 2t240] gio™
HAIX| 7t A2 E E1-’—'EII| U= SUCS CHA AFEE|X| Q& LICt
ZEAF HIAIX] o]
2t ZEAF HIAI KO M XM HEE A2 &+ JSLICH 2 E A HAX[= S HAlS
t2erL|Ct

=22 DtEofl LIEHE = U= ZAF HIAIXIS] A LICt audit. log.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM (UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID(UI64) :1579224144
10253043511

LA HIAIXIOl= 7|1Z 5= OHIE] CHEt FWEQF ZhAF HIAIX] XtAoff TSt HE7F Zote|of [ELICE

A HAIXIOf 23l 7| Z&|= O[HIES AlHoI2{H ATYP £ (Of2ofl Z= HAIE)S HSLIT.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6f95dd25a38aa2cbhb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :1579224
1441025304357 ]

fjo

ATYP E49| 2t2 SPUTYLICE "SPUT" QERIE 27

CtZ ZAL AR A7t AEE H2E FALCE

210l 7|£5t= S3 PUT EHTM S LIEFHL|CE
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d

381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK\ (CSTR\) : "s3smalll"] [S3
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI6G4) :

0] [AVER(UI32) :10] [ATIM(UIG64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

410253043511

PUT O[HIEZ} 2Tt A|7|E 2tlStH ZhAF HIA|X] A|ZH 2E20| UTC(Universal Coordinated Time) EfA AT S
7|SELICt O] gk2 ZHAF IAIX| XEA[2] ATIM E42| ALZH0| YHE 4= U= HTQLICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
441025304357 ]

ATIME UNIX epoch A|Z} 0|= A|ZHEH|: OO 22 X)2 7| 2Lt 0] ool M 242 1405631878959669 20144
78 172 2@ 21:17:59 UTCE HSHEIL|C}

ZAF HIAX] S IHA ~F 7]

LA HIAX| = A HHEEL 72

LA HIA K= M7t =B 2Lt ZAHE[HLE APH|E mOfCE g ElL T S3 APIE ZiAL
HIAIXIE 0L ZAF 20| O|2{et EAMMM S MEY 4 JASL|CE.

= =

A HIAX = 2 Z2EZ0

im

Hot AEXE Sl HZELIM

o2EZ ac
S3 A AA S3BK(H3l), S3KY(?|) EE= & Tt

Swift 2} HZ WCON(Z{E|0| ), WOBJ(REXME) tF= & L}
LHE Zhf o1 CBID(ZA[2| LIS A EX}

ZHAF A X] ELO| Y

Jg[E L E ZFEROIY X, A 27| L HIER R XA % | QIO Qlsf MZ CHE AMH[AA HME ZEAL
HAIX[Q] A= O] MlMO| G| F|of| EAIEl =X CHE %LIEP
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QEHE A7 EHHM
S3 AP| Zt3 ZHAF HA| K| 2 X0} ZHAF 230|A 22I0|HE A% EGHMMS Al A

A& LICt

A7 EHM F0f| MHE DE AL HIAIXITE CHS EO| Liot U] ALICH 47 EBYMS AHsHE o LR
i A K| Bt LIt

= o8 ks Egjjo|A = BESHIAIR

SPUT S3 PUT S3 PUT &Z! EaiziMO| CBID, S3BK, "SPUT: S3 PUT"
EdHH Maxoz etFE|daLch.  S3KY

ORLM JHH| - 2l0] o[ ZHA|ofl CHet ILM 20| CBID "ORLM: 7HA| 1#%|0|
SEE[JESLICE ZZE|USLICE. SEEJASLICH

SWIFT =% ZhAF HIAX]

ic = AH Egjo|A 2 BTSN

WPUT ASIIE PUT Swift Put &% EzHzHMO| CBID, WCON, "WPUT: Swift Put"
EMM MIz™Moz %+§5| &LCt. WOBJ

ORLM 7HH| +2l0] O| ZHA|ojl CHet ILM 2o CBID "ORLM: 7HA| 7%|0|
EZG|QUSLICH E=E|QALICE SEEJASLICH

0f: $3 QEHE 47

ofz{o| ZrAt HIA|X| A|l2| =& S3 22I0|HET AER|X| LLE(LDR MH|A)0|| FHH|E QIRAES mf ZHAL 270

YEE| D MFYE[= ZA IJ1|)K|7(|9| Of LIt

Of ofloi| A 24 ILM FXol| =

®

Of oflofl M= 83 HHZIS O of| Mg}t 7hERfLICt.

Make 2 Copies ILM 1#&/0| ZStE|0] RUSLICE

Of2 GO A= EHTM Fofl MHE DE ZHAL BIAIXI7E LIS UK SLICH S3 4T E
(SPUT)Zt BHIEl =20t iR gLt

F:".J:
=
F_.*;

SPUT: S3 PUT

SPUT HIAIX|= EF Halo| RLEMEZS 0hE7| 2Id) S3 PUT EHMMO| MHEASS LIEHHT| s Mo E

L|C}.
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: 7HA| #2l0] EZE|A&ELICH

ORLM HIA|X|= O] ZHA|of| CHet ILM HMO| ZFE[ASS LIEFHLICH HAIX[0= 21|2| CBID2t ME% ILM
O|E0| ZetElL|Ct.

|
Al

=HE HHel B2 Locs 2EOE A #1X|Q] LDR == ID 8! 2§ ID7F ZeHELCE

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-A93ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM (UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32):13100453] [AMID
(FC32) :BCMS] ]

MH 2 JHASl ER Locs EE0= AM| 2 Z22 D2t AR 2 OF ID7F ZetELIC

2019-02-23T01:52:54.647537

[AUDT: [CBID(UI64) : 0OxFASABESB5001F7E2] [RULE (CSTR) : "EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :15509299745371\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

2 HE0|= AFEE APIOf M2t 83 M2laE 7| FE, Swift ZIE|0| 3! QEHE FHI} ZotE|L|CH
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

-

S3 API 21 ZEAF HIA[X[S HOF ZAt 20| M REHE Ax| ESHMMS AlHS + QIELIC.

CHS HOl= AR ERHAE Sof| HEE ZE ZAF AKX ZF Lot AX| S LI AR ERMMN S FHMoh= O Q¢
HIA|X| 2 gk L|Ct,

S3 ZAL HIAIX| AR

It 0|8 AH Egjlo|A 2 BTSN R
SDEL S3 AtA| MM QENEES Mxst=Z CBID, S3KY  "SDEL: S3 A"
EUSLICL
ZAF HIAIXIS A&3HA| ARIEL|CH
it 0|8 AH Egjlo|A 2 BTSN R
WDEL AQIZE AN ZH|0| & ZEH|O0[L{ 0| A CBID, WOBJ  "WDEL: Swift A"
IHHIE MHIStES
Qx oH*L_||:|-_

0fl: S3 QEHNIE Alx|

S3 220U EIL AEZ|X| leE(LDR MH[2)0 M FHH| S AtRISHHA ZHAF HIAIXI7F M= 0 ZAF 230 HEHEL|CH

(D) A Sum F01 M 2 2 BIAITH ofeh OOl List 21| RiELICH 3 4%
EH%4 M(SDEL)Z BHIEl 20t LI LI

SDEL:S3 AHA|

2210|UE T} DeleteObject RHS LDR AMH|AZ HLHH K| AK|7F AIZFELICE A0l QEMES AXg
HZI3t QEEES AlHSH= O AFRE|= QEHMEQ| S3 7|7t IEHEIL|CY.
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

S3 APIZ ZHAL HIAIX| S ROt ZAF 20| M QEMES Z{AM5t0] ERHMMS ABS =
o

CHE Holle ZM ESHMM Fof| dME 2E
HIA|X| 2 ZetEL| T}

DU

PAR HAIRIZE Lt QU] gSELICH 2| ERMMES FHst= o Rt

S3 HM ZAF HIAX|

= o= Ad Ezo|A 2 BTSN R

SGET S3 71 27| HII0A QEREE HMSIEE CBID, S3BK, "SGET: S3 GET"
QHEMELILCE. S3KY

SWIFT A ZHAL BA|X|

= oi= Ad Egfo|A 2 BTSN

lolL|Ct PN E < NE| ZIE[O|HO| A 7HK| S HMSIEE CBID, WCON, "wget: Swift get"
LYASLICE. WOBJ

ol: 83 QEHE A

S3 22I0|HEI} AEZ|X| =E(LDR MH|A)MAM QEMEES At i ZEAF HIA|X|7F MM &[0 ZEAF 230

MEELCt

otz oflofl M= EMMM S0l MdEl 2= ZAF HIAIXIZF LF2E[X] gS&LICH S3 HM ERHTMM(SGET)at 22 &
=0 LIEE Lo

SGET: S3 GET

22}0|91E 7} GetObject 282 LDR AMHIAZ LT JH| Z1A{0| AIRHEILICE HAIXIOls QEMES ZAfE vz}
QEHES AYst o AFBES QEHES| 53 7|8 EereL|c
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD):"10.96.112.26"] [S3AT (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (

CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
Z(UI64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947988782605]\ [ATYP\ (FC32\) :SGE

T\] [ANID(UI32):12272050] [AMID(FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

82! 0| 5|83t 2 Befo|glEL HOR QUIES HMSILE T2 HIUE AFO| K3 HZI0A
QUEES HMS & JALICE 2AF HAIK|OE Ol2{3t I W WAt AW RES AME £ AT H2l 28Xt
|1 ARol chet Mot mete|of LT

Lt Ol HIAIX|O| M S2t0IAE= XHAO] ARSHA| 842 H 20| XZE JHA[0 CHol GetObject RES 2 HLICH.
E A~

SBAI % SBAC?2| #t2 HZl ARXIQ| HIHE AH ID U 0|ES 7 IEE. L|C}. O] ID= S3AI 2 SACCO| 7| 2=l
SEI0|HES| HI'HE AH ID & 0|E1} CHEL|CH

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3AI
\ (CSTR\) :"17915054115450519830"\]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1P_ kBkqSCbTi754Ls81BU0g67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:r00t"]\[SBAI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) : "s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous" ] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UL
64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) :SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UIG4) :6888780247515624902]]

0ll: 3 QEM E0|| A AMEdSIL|C}
S3 Z2}0|AHET} 7HAN|0| A S3 Select H2|E AlHSHH ZEAF HA|X| 7} MM E| T ZEAF 230 X EHEIL|CT

ofzf ool M= EHMM Fol| MHE ZE ZAF HIAIX 7 LIEE|X] ESLICH S3 MEH ERiT L
(SelectObjectContent)2t 2t El =0t LIFELICE.

-t

F

ol ]
=—

2t H2|= S3 Select 22| £21(S3SR ZEE
GET Ztgol2t=

Mefro 2 MYENS A= ZAF HIAIXIE X2| S0 AE2|X|0f| A
CIOIEE HMdt= =4 BE 7 4SH|C}.

EXI ZAF HIAIRIE ddg
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

H|EHTH O|Ef T|O|E HIA[X]

LA HIAX|= 83 220[AE7F QEME O] HEIH|O|E & HC|0|EY m Mg ElLICt.

S3 HIEIE|OIE YH[O|E ZEAL T AIX]|

SIS 012 =L

SUPD S3 S3 S20[AETL =FEl IHH| 2|

HEIEHOIEZL  o|E}H|0|E{2 HH|0|EE
HUHO|EE|UE MMEIL|C
LIC}

ofl: 83 HIEIH|O|E KCl0[E

Of oflofl M= 7| & s3 LEM E 9| H|EIH|O|E{E YCl0|ESH= o

256

CBID, S3KY, D:S3 H|EIH|O[E{ 7t

ACO| EE|AS LI



SUPD:S3 H|E}H|O|E YH[O|E

S3 22t0|UE = (‘x-amz-meta-\*"S3 Z4A|(S3KY)0f| CH3H X| & &l HIEIH|O[E{ S YUE|0|ESI=& R (SUPD)2
THYLICE O] AR ME R7F 7t ZAt Z2EE HHZ FEEJLEZ HTRH 20| 27 ofH7f et o
UASLICH 7 > ZLER > ZA 8 syslog AH). & "Z A HIAX] & 2T TS FER LD ERMHAIL.

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5hvI7mgiodwrdplShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

HAF HIAIX]
ZALHIAIR] 2

A ARIOf| A kel ZEAF HIAIX|Of CHet XEMISE BE2 TS MA0f| Ltep JAS LTt ZF ZEAL
HIAX= HA HAIX|ZL LIEIL = &S 2HAE 2 23 HAXIE 2&35h= #0f| LIS ELIC.
o[zt 2 Fst= HAEl= E32 RS Oldlst Hots RS ZA HIAX| EEES
MEiSH= Ol K EELCE

LA BIAIRIS 4xf2] REWE YTIACE LIZEILCE O] LT 222 ALBS10] S& HAIX|O| tHet BEE &
2 gL,

o

O] HollM MEEIE 4xt2] ZE= CHS Ol M| HIAIX|O EAIE ZEAL HIAIX[Of = ATYP ZLYLICEH

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\
(FC32\) : SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
006035167 ]
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AL HAIR] =2 27F, 23 e HE 8 ZAF Y20 Chel 2/ syslog AH AFEOf| THEE REM|SE LHE2 S
HZESHU AR "ZiAL IJ1|)\|7(| N E2ICiYE AR

YA AR H=

A 2B ZAL TIAR]

MAE ZAF H3F0| £ot= HAF MK = HAF AL XEA|, O2(= == AEf, A[AE A
(A2 = ) S M| A e Ztdap 2 E O[HIE0]| AFEEILICE.

ic HIAIK] ®l= S DHALICE S YXSHUAR

ECMC Missing Erasure - Coded Data Fragment: S=2F%l K| "ECMC: AH| &2 - 2
Y CIo|E =ZH0| X =[S S LIEHALICE clolg =2

ECOC EAE AT - YE H0[E =2 AME AX 2 "ECOC: &4l A -
ClOIE| Z=2t0| ZX|=|A}SS LIEHLICE T E2tE olofE =2

ETAF HotoIE AHml: & AE EeKTLS)S A8t HE "ETAF: 20t 21F Alnjf"
NE - =R

GNRG GNDS SZ: StorageGRID A|AHIO|M XIHX O Z "GNRG: GNDS S&"
AUEALL SEE MH|A.

GNUR GNDS SZ #|4: StorageGRID A|AEIN|A MH|A "GNUR:GNDS §& 4"

SEO| FAE[ASLICH

GTED J2|E &Y Z2: CMN AH|ATF O2|E &Y N2 E "GTED: J2|E =10
AZMSLICE, SREJASLICH

GTSt J2|= 2 AIZHE: CMN AMH[AT TJ2|E 2] M2|E  "GTSt: J2|= 20
A& LT, At A S LT

GTSU Grid Task Submitted(22|E 2 XM|Z&): CMN "GTSU: J2|E Xt
MH|AZ GRID 20| HMEL|AESLICE H=Er

LLST IK| &4 0] ZAF HIAX]= «IXI17F &4 E o WA ELICE "LLST: ®IX7t

SHEASLICH

OLST A 24 QX El JHK|S StorageGRID A|AE! L0 #2 "OLST: A|AEHI0|M &AEl
= &L JHHIE TR SLICH

x7t HOb ZEAL HIE Mt ZEAF HIA|X] 2Z0] THRISLICH "FTt 2ot ZEAL H|ZH A%

ALE HOb ZEAL 23} ZEAL A X| 20| SYEJASLICE.  "Sade: 20t ZHAL s}
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SVRF

SVRU

BT

BN

A AH

ouxmE

HIAIX] H|= 3! 2FYLICH S HZoHHAIR

QHHEE XEA 2ol MIlf: ZEIX EZ0| 2ol ZAto| "SVRF: Object Store
Ao SLICE. Verify Fail(SVRF: 2EHE
ME 2 gol Ay

QHHEE MEA Y 4 9l &0l QHNME XA ANA  "SVRU: Object Store
Ol7|X| g2 QEHME C|0|E{ 7} ZX| = A& LICH. Verify Unknown"
LC SX: Z27} NS LIC "SYSD:=E SX|"

L E FX|: MH|ATHHE SX|E AEHELICE "A|ABLE SX| B
L= AIZE: MH[ATEAZE[ID 0| 22| EMO| "SYSU: lLE A|EH

HIAIX|Of] FEA|ELICE.

E2|X| ZAH HIAX]

QEHME AE2[X| ZAL HR0l| £3h= ZAF HIAIX]:= StorageGRID A|AH L] QEME

—_ 1

AEE|X| B e[t 2EE O|HIE| AFZEILICEH §7[0= QEME AEE|X| & HM 2=
LEOM J2|E L E Ma ASE TSHEIL|C

®

T RU
[n

Hu

72E =20

CBRE

CGRR

EBDL

-0,

7|150| O o & AFBE|X| $2E 2 ME X ABXMM ZAF ZEJL MAHELICH o 7(0] LIEE|X]| 42
DAL ZETH YMSH= 42 0|™ SG EHE[A0 CHet 0] &=2| 0| HEZ IS AL,
"StorageGRID 11.8 LEHE AEZ|X| ZEAF HAIX|"GIE &

MY 2 XA
H32l 27| M2 Q@A HII0| 27| M2 REZ S0{7t7{Lt "BROR: H7Zl 27| ML
EZE[JUSLICH QF"

Object Send End(7iA| ELH7| B2
2

): &=
J2|E =& ZHHO|H HE &Y %Eﬂﬁl—ltf.

QHME AA ZF: CHA Ol -|E| Fa2|E E0N "CBRE: Zi{H| =4l Z&"
J2|E LE 0| ME XS 2=ELIC

Wi 32| %HI 2H: StorageGRIDE= 12| HEt "CGRR: ux} J2|=E EX|
AZOM HZ! ZHol| 4KIE =S| @I WXt O2|= 23"
=M 2GS A=RELIC

22 A ILM 29071 2E 2EH

MEE AY| S¢I "EBDL: Bl {3l AtH|"
H3! A E AFRESLICHE! 2! 2 3

2).
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https://docs.netapp.com/us-en/storagegrid-118/audit/object-storage-audit-messages.html
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EBKR S 3 2 ALK EI HAIZ AL 2= 288 "EBKR: Pl HZl 28"
HUELICHZE, HIl QEHEE AMY[stLI QENHE
AHIE SX[SH7] fU8H).

SCMT QEHE XMF4 A 2HX SF0] TS| HFED "SCMT: LEHE XT2
SRIE[AS D Z OfH| R’éisa* = AL HA 2F"

SREM QHHME XZEA HA: —‘T",_—E|£ =2E0| J2|E LEIM "SREM: LENE K& A
MHE[RSH O 0|4 ZIF 28 4 l&LICH M7

S20[AETH ZAF HAIXIE & LT

SCIO|AHE 47| ZAF HA[X|:= S3 22t0|AUE S E|#H[0|M0| K| HMHS QHE T
7| SEILIC

ic 4243 N, S HESHAIR
oflAMB[OfAAT S3 MEH 7: S3 MEH Q%O Z20|UE| HetEl € S3 22H0|HUE "S3SL:S3 HH
A A 22 E 7|FeLICt S3SL HIAIX|0= 2F HAIX| 2 eF"

9 AC A HEst Z3E 4 ASLICL 2H0)
NTHOR AR AUS + UBLICH

LSME T

SGET S3 GET: & X0l EMMME 2510] 4H|E S3 22to|¢lE "SGET: S3 GET"
7-uuop1|_f H—|9 o QHHMEE L}t

© HA:+ ERTMO| BFe| E|lAA0M BSOS 32

LA HIA|X|0ll= S3SR HETL ZEHELICt.

Mo S3 HEAD: A3t EsiMME 25101 QEME &= S3 E20|HE "Shea: S3 &|E"

gLt SWiFT GET: 43¢t EHXMZ 2510 24K E SWIFT "wget: Swift get"
HAMBEALE 9*Ei|0ILﬁ9| N E LIZEL|Ct. Sc10[AE
WHEA SwiFT HEAD: AZst EME 23510 QEME SWIFT "WHEA: AQZE
= #E|0|LH 9] EXHE =toIstL|Ct. 2ct0[AE 1=
S210|HET} ZAF HIAIXIE 7|28 Ct
2f0|HE M7| ZrAL HIA|X[= S3 E210|HE O ZS2[AH|0|M0] LENEE MG Lt

=
=
oI E 2Fg o 7|FELIC.
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It MY

OVWR QEHE GHo{MT|: EMIME 2810 of QEHES
CHE QEHEEZ Ho{EL|C}

SDEL S3 AMH|: QEHME L= HIIS AH|SHY| ol EHMMS
Mz™Moz 7|5§oFL|Eh

o 1. EMTMO| 51| 2|AANM EHEsHE ER
ZEAF A K]0l = S3SR & EJf ILEHEIL|CY,

Spos S3 POST: 43HQl EaiiMZ 2 810{ AWS Glacier
AEZ|X|O|M 22IRE ALK EE QEHEEES
2lstL|ct.

SPUT S3PUT: M| QEHIE L= KIS M5 3t
MIHQI EMIMME 7| Z2HL|Ct.

© T EHRMMO| 51| 2| AAM ESEH= 3R
ZHAF A X|Of| = S3SR T EJ} ISHEIL|C}

SUPD S3 HIEIH|O|E| YOOI EE: EMEMO| MIslo] 7|=
QEHNE = H3lo| HIEIH|O|EE UH|0|EgL|Ct.

WDEL SwiFT DELETE(tHIZ AtH|): M2st EcNME 25104
QHEHE = ZE|0|H{E AFX|IEHLICE,

WPUT SwWiFT PUT: A 7HM| EE= ZIE|O| LS MM 57| 2|6l
EMME MZMOZ J|=28LC

2Ha| ZEAF B AIX| L

e HEE= ALZXF Q™S 22| APIY| 7| E 8L T

ac HAIX| M= 2 AHRILICH

MGAU 22| APl ZAF HIA[X]: AFEX - 2 3L|C

ILM ZHAL T A X]

ILM ZAF 50| £6t= ZAE HIAX[= ILM(EE =3 7] 22))

AEELILE.

AEXL

S3 3 Swift
SCi0|UE

S3

S3 220|AHE

S3 220|HE

S3 E2I0|HE

S2f0[AHE

"SDEL: S3 AHH|"

"Spos: S3
POST"

"SPUT: S3 PUT"

"SUPD:S3
H|EFCH[ O] E{ 7t
HOO|EE[ASL
El_u

SWIFT "WDEL: Swift
20| E AP
SWIFT "WPUT: Swift
SEI0|HE Put"
2 HZTSIAA L
"MGAU: 2| ZHAt
HA|X]"
b 2t El O HI Eoff
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Ic HIAIX] ®= X AHJLICH 2 BXSAIR

IDEL ILM A|ZF AFF: ILMO| JHA| AMH| Z2M[AE A|ZFe 0f O ZHAL "IDEL: ILM 2|
H|AIX| 7} M- =L CE WNES

LKCU HOo{£2 JHH| F2|. o] ZAF HIAIX|= HO{& JHHIE RS2 E MASH  "LKCU: H0{ 7HA|
MY 37tE ey o MM EL|CE el

ORLM IHH| A& £F: 0 ZAF HIA|X|= ILM w#&lof| X|-EE CHE THA| "ORLM: 7i{A| 0]
ClOIE{ 7 M&E o M- E LTt SEEJSLICH

ZAL HIA[X] &=
BROR: H3! 7| & @H

LDR MH| AL H{200] 17| M8 D2 S0{7t7{Lt LEZ f o] ZHAt HIA|X]
SO| W2 BE QEMETL AN|El= S0t 97| M8 BEE MEHELIC

M

AH M 'c'>'|-|__| [:|-_ 0:”%

ood

ac oo Y-gL|ct M

BKHD HZ! UUID 2 IDYIL|CE.

BHE Hal g7 HE 20| ei7| MEQIX| ¢i7| ME MEH(1 =247 ME,0= 7| HE OF=)0f| A
ey i H0{LtX| QfOtOF L.

BHE Hal e7| HE HZIE e17| HEOE TEHLI 87| M & MEfE F= 0|]. 0IE S0,
o|l® emptyBucket 1 20| & BfL|LCt,

OlAMEO0|FA] SIEHUE AE R4S H HUE AFo| IDYLICE ¥ 32 oY HMAS LEHLICH
3 At DYLICt

O AMBHIA|O|F S3 K2 S3 #2l 0|SYLICk,
REN

CBRB: Z{#| =41 A| %}

HAHl AA- = Sof| G5 HM|A, =H| 3 HE| W2t AHX SZ0| M2 OHE &
7Hl| X|SMo 2 MEELICEL ot TEO|M CHE LEE 2HE E5 HE0| AREH iy
AEE|7} O] HIAIX|S HARILICE.

zc Lo agtict Mg
CNID A AR =S 7 AA/RIZe] G AlExieLct
CBID Zex 22 da 39l AUx 220 19 AL
Al R}
1=
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u|
™

CBID T&O0| Al AZ £ & XT(SHEIRAER| 6 RS LIEFALICE

100
70

<o
zl

CTDR

Yol H& AE|E|of 3l LYEASLICE.

K
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K

PUSH:

LIt

10
RO

ol
31
Kl
<0

I.

E[E[Z} H

S
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<

Hh

): =

Pull(

(2 AFZHQ| = [DYIL|CE,

CBID

I
|

CTSR

CBID T& ti&(=47])el == IDYLIL.

CTDS

Of A|IHA M2 TS0

w A|EA =5 LIEFHL|CE

Ul
Ct.

%
L

Wl wl
RO KT
o=

CTSS

O A|IRA FIRET}

Aplelel Ha0| gEl o= UFEL

g = AEL  QYE OMX|2 A3 A =5 LIEH-LICH

AelLict

CTES

RSLT

E|ASLICt

I

KI

Of Al

<{0
KR

SUCS:

£ Q¥
P AE2|X| ZfAF HIAIX]

2 ZAeIx R20j s == 7t B0
AZA 4n2 Blo|Ef
s2g XHs

o
=
AtESHO] A| A" T|O|E

=
=

SLCt

LICE A0 "A|ZF AJE A ="0f| M "0l & &
AN

St A O]
=2 T

F

e
o
=

ol
—

|0}

Of ZAF HIAX|= HEHX E5 AEXZ AEE=
IDZ AEEL|C}. o] &

9
st
=

Ct.

HESHSHL |

=

= | H Ch& AEE|7} O] HIAIXIS

E

oM Ct

of

u|
™

CNID

nr
il 1]
KK
ol B
M T

CBID

CBID 0| ZEA| AR E£= & £7[tE[/}=X| 6 E LIEHHLICE

100
10

<o
&

CTDR

O] H& AMEIE|0f 23l LYE|ASLICE.

Eap N o]
S =d

Al

X

PUSH:

Lo

=
10
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ol
31
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<40

E|E|7}
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Hhu
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Pull(

(2 AtEhe| = IDYILICE.

CBID

I

or

CTSR

CBID X Chaf(=417])2l = IDYLICE.

CTDS
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Ic ZCo gLt 2
cTSS A AZA & HAO| ARHE AIHA A5 LIEHHLICH
CTAS A BE NEA MHSHOZE MEE 0K A|ZA 2 LIEPALICH 2 X| End Sequence
Lt Count?} Start Sequence Count®t S8l Transfer Result?} A1 Z25}X|
25t 22 H0|E{ 7t metE|X| etk LICt.
RSLT Mg Z3t M4 xteio] Huh(HE 249 BE0|A)

SUCS: M&0| 2AZE[JSLICH @BEE BE A-A 27t HEEJASLICE
CONL: & &of| HZo| B/ ELICt

CTMO: 8% = M& F HZ AlZho| Eat=[ASLICH

UNRE: CH& £ IDOj| HAE & Si&L|Ct

CRPT: &E&[AHLt 2R & C0|E 7} £=4E[0f HE0| S=EASLICE

o |0

Of ZAt HAIXIE == 2HHIOE] & HAHO| A= E|ASS 2A0IRLICH ME Zatrt HSEO0|H 20| "AIZf A A
"0l M "EH S AMEL "2 H0|HE HEYLICE S48 M T E= Y 5 IDZ MEELUCL 0| §E=
MAROOIH 58S X5t0 RS &1, THSHL, 2A0= Ol MEY = UASLILH 2EE[X| ZEAL HAIX|2F &H)
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