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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management

interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

-

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom
Management APL

Jun 4th, 2022

Secures the connections between 53 and Swift clients and Storage

53 and Swift APl certificate Nodes or between clients and the deprecated CLB service on Gateway . Surcath. 2003
: i Nodes. You can optionally use this certificate for a load balancer !
endpoint as well.
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Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.

|_|:| Copy to clipboard

Cancel Use policy

AEXL ol M+ EfU0|M * L B ALE * S MEiELICH
=St JSONE 20| E0 HQst i8S HEHLIC

Use policy * £ MEfBL|CE

AMEXE R X Bt ol * oixl FA * FHofl = 2kQl T A|7} LIEFEHL|CE,

- 2o w2t 4 HE * 2 MEG] A AFEAL XIE YMES O ol HEYLICH

LAHOZ 7|2 Eot Mo = SOtZL|Ct

36

— —

0
I

2LICt ssh admin@Admin Node IP

Passwords.txt QgL |C}.

o
=
d mof| LIZE 4SS passwords. txt YEEL|CH

FER E2OQISIH TETEJLO|M s 2 #HZEL|CH

restore-default-cipher-configurations

2 HetXo|M Sst 22| =9 J2|E zt2|Xtof| HAM AT L|CE

of ChAlof| whap Hot M S MEBLCFEM S ChAl - E-LCt.




HES{Z S IiH| Eots FdgfL|ct

HERZ 5 7HA| Eof% g5t M el NS L=2etotrLL, £ S3 RES YX[SHHLL
AEZ|X]| E:Eoil CHer S2t0|HE HZO| HTTPS CHA HTTPE AMFESIEE & 4= ASLICL

X-lII-EI Qod -iIE I-§§|.

X‘|§'5|_| QI:II'IIE OI‘§§|-E EBH SSE % H_Jlk_ﬂ o= EEI:II'IIE |:-||0||_:_-|E OI-§§|.0I- A 0I*|__||_'_|- 7|EI-IO§ X-lII'El_I

=2 T AMd o
WMl = L=t K| 4X|THAES - 128 I EAES 256 Y3t NE|SS A2 JHHE LSSt E MEHE 4~
UASLICH O] 23S SYeloH M2 3 E': A7t et ol |2t 7|" MEE A= HE= X SSLIT
Aot Mﬂsfxl prEE dHEotH °4XH =otE JHHlE LootE JE2 X X2 A2 +HE HHE Y= otE(X]
gLt
MEE QEME Ao HE2 HI 2" = QENE 2E Yoot2 A otE(X| 92 S3 QEMEN 2 HEEL|CT.

L

StorageGRID =} BHH0f| LSt XpAISH LHE 2 S "StorageGRID st BHHE HESHL|CHEZESHNAIL.,

S2t0[AHE +FHS LRIFLIC
S20[AE 3 X = AL HA| AHULICH S2H0|UE =T UX| * FHS HEHSHH TS ¥0| AR E LI
S3 REST API

* DeleteBucket 28

* 7|1E REHMEQS| H|O|H, ArEXt Fo| HIEtH|O[H = 83 REHME B XY 2 +Totl= *E

o
AEE|X| L= HZ| CHsl HTTPE MATtLICt

J|2Ho 2 S2fo|2lE ofB2|A|0|Me A2X| O] L2t MY HEO| HTTPS LIEYI ZRESS ALSBILIC
HIZZSM D222 HAES Tl 20| of2{3t A T HTTPS MefEoR Taets 4 ALt

= —

S3 22P0|AHET AEE|X| =0 X HTTP HZ2 2HE0{0} 5t= ALR0Tt AEE|X| == HEHN HTTPS
AEELICEH HTTPS HZTH ALEStH= 22I10|HE E= B 24 MH|A0| HESH= S2I0|HEHTTP £= HTTPSE
AFEE £ QoD Z2)H = 0] SMS AIE2Y LRI PELICH"Z 2E WM A= ES LT[}

HTTP = HTTPSS At8010] AE2[X| lE0f| HZE W S3 Z2t0|UET ALE5H= ZEOf| tis Zot22{H S
AZTSAUN 'R0k 2210[0IE HAS 9IBH P FL U BE".

tEote 12|= | Xtof| 2% ASFLICE"KH == 2 E2feA"
A

1. 7 *>*Hob* >+ Hot MK * 5 MEHBIL|CY,
2. Network and objects * B2 ME{BIL|CE.

3. MEE A Y=oto| AR MEE HHE A=oA5HK| foHqH * glF * (7]23)) BHE MEIBI7HLE * AES-128 *
L= * AES-256 * £ MEISI XMEE JHAIE = etelLC).

37


../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
summary-ip-addresses-and-ports-for-client-connections.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

4. WQof w2t s3 220|UEI EH 2B S SFX| RO = of2{H * 22I0|AE £F UX| * & MEish|Ct
@ O] 4= HZESHH M HHES XM E0t= o o 1=0| ZEL|CH & 20| g5 2 =TS 2l
N gLt

5. SatololEst AE2|X| 0| T ML HTTP HAS AIRslels A9 Meidoz » AalX| & Ao
HTTP AFS * 2 Metghuict.

@ 2HO| Aot K| 42 HEfE MEEEE T2EM J2[=0]| CHs HTTPE A Y m= F2|slof
'6'|-|_| |:|-
= .

QIE{ M0 A ot BFHS AFESHH ALEXAE X[FEl AlZE 0] H
o5 3! AR =X0| APl 2F SHO| 28L& =X R E MY = ASL

1L

* S A83He O2| = Xl 23l%|0 JISLICH X E = 2 EeteA

—_ -dH —

Im
o]
=

=

A A

—_

Of ZhHofl 3

Hot A3 * HO|X|ofl& * E2tX Higd AlZEA|gh 5L 22| AP A =

— — |

13
*
X
2
o
H

SHE| |__| |:|-_

(==

HateX Higd Alzk =t

AFEXE7t 20FRE|Z| HIEK| ALEXES| B2t X7t H|ZdotE & Q= AlZHS LEH-HLICE 7| =222 152 /LIt
HeteX Higy A2t £ot= Chaa 22 YEHo = FofELo.

© AAHEEOHS Q3 ZHE[N A= BEo| 71 E7H5T StorageGRID EFO|HYILICH 2t AL 215 EE2
AFEXIZF 201 = 16A12E =0f| ZtZEL|CE AFEXLS| 2150| H=E|H Bt H|IEd AlZh Mool
HIghdote| AL 22X AlZE et 2ol =2 oHA| 882 R0 x ST ArEXt= XS 2 Z0HR ELC).
EZS ALStAH ALERI7} Al 23218HOF LT,

* StorageGRIDO]| Ci3Hf SSO(Single Sign-On)7t gdstEl 22 ID X0l chet AlZF et A™iL|Ct.

SSO7t &M3te|0f QT AFE XIS HEtR X 7F AlZH R THE|H ALXH= SSO A2 SHS CHA| Y28t
StorageGRIDO]| CHA| HM|ABHOF BHLICEH 2 "Single Sign-On FAI"AIESHAAIR.

2| AP AE X

Grid Manager % Tenant Manager AP| @& STHof|A AEH 2X0| BEtE| =X RS H|o{EhL|Ct.

O FM2 7|2HMO = H|ZHStE[0] AX|2 HIAE 2F0|M 0] 7|53 AHEY = ASLICH LEEOZ API 2LF 7}
S O R AZELY0 MR FEIL L EEX| = F T2EHE SF0f|M AR XS H|E-Go}sl{ofF LT
CHA|

1. 74 * > * ot > * GOt MK * 2 MEHSHL|C}.

—

38


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-sso.html

a. O}ZALC|HE =HEFSHL|CE,

0XO0|M 7 AfO|2] ZtS XIFRILICE 712 AlZE MgH2 152 LIt

—

M 232 oixif 2a0lot A EXI0AHI= Fers FXA| SELICE A AlZH 20t BHE M ESI2{H ALEXI7} CHA|
Ct.

Z2QU8LE HEtRXME M2 I X0f &L

7| 22l MHE gLt

KMS(7| 22| AMH)zt 2L 72

KMS(Key Management Server)= KMIP(Key Management Interoperablllty Protocol)&
Ar235t0] 2t8 StorageGRID AFO|E Q| StorageGRID O{Z2t0|YA =0 453t 7|1E
HMB5h= 25 EFAF A|ARIQILICE,

StorageGRID= £ 7| 2| MHTE X|2IBtLICH X[l = HE U HY S5
HEEIA E(IMT)" AF2EtL|CE,

mjo

HE{™H 2 "NetApp & 224

StLE O] &9l 7| 2] MHE ArESHH 2X| B0l * == fzst* JHJHOI g MotEl I E StorageGRID 0{E210[¢1A
Lo Oie L= oot 71E 2l = AFLILE O[2{st {E2t0[AA Lo 7| 22| MHE AHESHH
{Z2t0|AA S HIO[E] ME{O| M HHBIEEE HIOJEE By = AFLILE 0EEt0|¢A 20| oteE 2ol
LEO|M KMS2t E41E &= Gl= of {E2t0[A 29| HO[E{o]] UM AT 4= YIS LT,

StorageGRID= H{E2t0[AA LLES 2351 ol S5t= O] ALEElE 27 7|5 Wdst7Lt
2E|5HX| tSLICt 2/ 7| 2| MHE AF83H0] StorageGRID HI0|E{E 2252 = B2 8T

@ MHE d¥ots SYEE olsliot Pzt 7|2 22|ot= %*ES O[shoHOF BfLICt =2 **EI HAsS
FAstE A2 0| X[H2 HIE HOHLICL =S0| 2Rt F2 7| 22| M BHME EX5H7LL
71& XY M0l S2SHHAIL.

KMS 3! o{E2f0|HA M

KMS(7| 22| AMH)E AHEdte 0{S2f0
MX| L} 0| &2 KMS MH &7F 8l

A L E0|A StorageGRID HIO|HE EZst{™

|
O{Z2l0|A LE0of| CHt L E S35t EtMstEt= T 71K

39


https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome

TN S RS0} BILICE 0[2{8t £ T4 rejo| ARE|H 7| Bo| TRAAT} RISOE
SELC
O] &M= KMSE AMESI0] 0{Z2t0|AA =2 StorageGRID HI|O|HE ESsh= 49| HHAIE 20 FL|CH

=ME= KMS 2% 5 o{S2t0|elA 20| EE 2 O|RO{X|X|2h, 27 Afgtof w2t A {EEt0|AA L E0] Ciol L=
Aot ZYststy| HolLt =of 7| 22| MHE BFe = ASLIC
KMS(7| 22| M) &3

7| 22| MHE 23F5t= A= o322 2Lt

HZotHAIR

A

KMS A I E 0|0 HMASIT 2 KMS EE= KMS "KMSO|A| StorageGRIDE 2:2I0|HEE A gtL|Ct
S22 AE0|| StorageGRIDE Z20|HEE $7PE*LIEL

o

KMSOi| A StorageGRID Z2t0|HE0| EHast HEE "KMSO{|A| StorageGRIDE Z2}0|HEZ M BtL|C}"
HELICE
KMSE Grid Manager0f| &7t5t11, T AIO|E E= "KMS(7| &t2| M) F7}

7|2 AMOIE 50| 25, Rt ASME

—

PZESHD, KMS 78S MEELIC

HES 2XIgLct

Ml

2to[elA LLES HFsts HAlE LSt Z5LIT.

KMS A2 2l8l 0

1. 0|Z2t0|2dA MX| A StEQ0] 7
0{S2to|1 0| CHet * L= °*§§f

A0l StorageGRID O{Z2t0|HA EX| T2 S AHE5H0]

|of
18 S S s}SHL| O}

ru* F"'

@ O{S2t0|HAE 2|20 Fotet TOHL FLE ot NS By
SYSEX| g2 01Z2t0|A LS| B2 2F 7| HEIE MEY + BlEL

LS 1=
2. StorageGRID 0{Z2t0|¢1 ﬁ X Z2 43 AATL|CH X[ F0of| 2 of
2=t 7|)7F 21t Zo| SEELICH

° DEKE 2t 282 HI0|EE Y= etot= bl AFEELICE O|={et 7|= 0{E2t0[AA OSHf|A LUKS(Linux
Unified Key Setup) |23 22 oHE A5 MY HEY & GlELICE

o 2t 7iH DEK= OtAH 7| 253t 7|(KEK)E S SHEL|CH X7 KEKE H{E2I0[AHATFKMSY HES 4
°'° If7tX] DEKS S3tsH= Al 7|QL|Ct

3. o{Z2t0|AA L EE StorageGRIDO|| F=7HEfL|CE.

1]

2t0|21A = &0 DEK(2 |0

7| 22| oot ZZNA (RS2 2 E)

7| 2e| d2otollE NS 2 £ = Ch3a 22 =2 +F2| A7 ZE LI

40


https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/optional-enabling-node-encryption.html

1. L C o7t g Mstel o220 % J2|=0f| AX|St= 2L StorageGRID= M = E7F T EHEl ALO|E0f| CHSH
KMS #t40| ZXHst=X| HEE Z2HfLCT.

° KMSZ} AtO[E0j thsh o] g & <
8 MSE g5t O{S2f0|HATEKMS 782

2. 0] 0{Z210|A A= KMS 7S AFB3I0] KMSOf| HZSH D 2ot 7| Q¥ SL|Ct

3. KMSE ¢33t 7|2 o E2t0|H A0 EHLICH KMSQ| M 7|= YAl KEKE CHA|ISHH, O|X| o{E2t0|AA 289
DEKE 2 3tst1 siEst= O AFREILICE

oIS BHEl O Zat0|QIA L E7 TAEl KMSO| HZBH7| Fojl EXsts BE HlOE = 24| 7|2
(D assiElc JeiL oAl 712 KMS 2iS3t 7|2 Tk otx ofSatoleia 2ES tole]
ME{O| M RIZHSIK] QT2 BSsAL of ElL|ct

4. HZC| MU0l AXM UAL MPEE B KMSO| CHA| HZ35t0] 7|S @EeLICH iy HE2|o MEE J|=
HE &40[L MEE A= A& RXIE + slsLIt

Ot

7] 22| M ARZ0] Cieh e Ateh 8l 27 At

0

QIR 7| Ze] MH(KMS)E F+-dot7| Tofl e Akt 3! 271 ArehS O[sH{3H{oF &fL|Ct.

K== KMIP HEH 2 2L 7?2
StorageGRID= KMIP HH 1.4 K| gL|Ct.

" e de 2

oo
0x
|H
Hu
HM
M
>
02
T
r
=

HEHZ 1ef A2 FAYL?

HE< 3 da}
AMEE[= ZE

O{ZZI0|HA LET} KMIP(Key Management Interoperability Protocol) 10|
st 2~ Q10{0F BHLIC} 7|2 KMIP ZE = 5696Q1L|C}.

> Ofm
OF
=
J¥

K= TLS HE2 FAUL|7H?

O{E2I0|AHA LEof AME KMS ZHe] EAI2 HOLTLS HZS Ar28LIC} StorageGRIDE KMS7Zt X|2ist= Zint
A2 Fol Zof w2t KMS EEE KMS 22 AEN KMIP HZS MM I TLS1.2 E=TLS 1.3 TZEZE K& £
AUSLICHTLS 2! SSH & H",

StorageGRIDE $ZES BHS [ KMSQt TZES 9 S(TLS 1.2) = o4& IZ(TLS 1. 3)° HARBILICE AFRE &
E o &

s 2 st
e IRES M 9 Pesh st MEDS HUSH t1soutbound 120 B4 TLS U SSH HHM(* 74 * >
*HOE**+* HOF M 1) MMS HESHIAIR.

OftH O{Z2to[AA Tt X[HE L2
KMS(7| 22| MH)E A83t0] * L& st * 0| Z4stel J2|=0f U= StorageGRID 0{S 20| A A 9| 25}

7|12 2t2le = AELICH 0] B2 StorageGRID 0{Z210[1A HX| T2 S ALESI0] O{S2H0|A A HX[2f
SEERO 1 THAO M 2E g otet &= ASLICE

41


http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
http://docs.oasis-open.org/kmip/spec/v1.4/os/kmip-spec-v1.4-os.html
manage-tls-ssh-policy.html
manage-tls-ssh-policy.html
manage-tls-ssh-policy.html
manage-tls-ssh-policy.html
manage-tls-ssh-policy.html

@ O{S20[AA S O2|E0] FItet 20fl= & A2otE Sdote &= o L& Aot 2 StE(X|
%2 oS2to[AA0= 2 F 7| 22| AHEE 4= BlSLIC

LS T
TMEI KMS for StorageGRID 0{Z210[HA 9 0{Z2}0|QA L EE AT 4 UALLCH.
CtEg Eetsto] AT EQ 0] 7|8hH|0{Z2I0|HA) = =0f CH A E KMSE AHRE 4= i&LICt.
* JHE HA(VM)CE RHE LE
* Linux 22 E9| ZAH|0[L AMF LHof| =El =

0|2{3t Ct2 ZE0| THE =S StorageGRID 21£9| HIOJEf HEA i CIAS oA YS2E ASE 4
gLt
M- .

7| 22| M= X FdsHiof ghu{mt?

M AX|el 22 X o2 HIHEES MHst7| ol Grid ManagerOll A StLt O] 42| 7| 2t2| MHE HHsHof erLCt.
O #ME ArEdHHE QEHE H|0|E{ 7} 20| MEE|7| Hof| ==7F HSE LT

O{E2t0|HA LLES MX|5t7| Mo|Lt HX|st Z0f| Grid Manager0llA 7| 22| MHE 2 ME 5 JYELICE

N9l 7| 2| MH7F 2Lt

StorageGRID A|ARIQ| O{Z20|HA L E0f| =2t 7|5 NSO S StLt OIéIQI Q& 7| 22| MHE 7Y =
UAELICE ZF KMS= THY ALO|E EE= AMO|E 179 StorageGRID O{Z 20|14 B0 B 225} 7|15
HMSect.

StorageGRID= KMS S2{AE *f%o K@t 2t KMS 22| AE0= 71 23 8 ¢=8t 7|18 S/dt= ol
el =HE 7| 22l MHIF ZEE0 ASLICH KMS 531*E1E AHESHY 7| 2E|E At
SAHE 18 749 Foll =X 7|oE WHBtEZ 0] 7|58 AHE3t= A0| ZEELICE
OlE =01, StorageGRID A|AE0]| H|O[E] HIE| AFO|ETF 37 ALEL 7HFRILICE. CHE 2E AJO|ES| 2=
SEt0[AHA LEOf| 7| S MSdt== StLtel KMS 22{AH S F/4510] Data Center 12| 2= 0{Z2t0[AHA L EQF
T | KMS 22{2H0| 7|2 ®MSe = ASLICE F H KMS S2{AEE =716t C|o|E MIE 2 3 of|ofEf ME
30f| CHet 712 KMSE #4E += JASLICE

HIO{S20|AA LELE AX]| Sof Aot * BHO| 2YtE|X| 42 O{S2t0[AA 0] s KMSE A8 Y +
HAI:IL|E'|-

42



KMS Cluster 2
(default)

KMS Cluster 1

v v v

Data Center 1 Data Center 2 Data Center 3
pAN | GN SN | 3 30 AN | SN
SN | SN | SN SN | SN

Appliance node with node encryption enabled
X Appliance node without node encryption enabled

X MNon-appliance node (not encrypted)

7|18 2| HstH oA ELnt?
Hot O A2 M, FEE 2 KMSOIM 7|2 AEdH0F "2 =st 7| S 2| HefL| gLt

M7 HEE MEE = U= B

* KMSQ} ZHAEI AIO|E = AJO|EQ| A& 5HEI 0{Z210[HA L E0)| KIS Q2 HIEEIL|C) 7|&= 3 MEl S 1A[2t
LHO|| =2 =|0OF ZHL|CH.

-

* M 7| HTO| B ZE mff o otEl O{S20[AA L EIF QI2RI0|H ME-RE[= FA| M 7|7t =20 =4 E LTt

* M 7| HE S AE5I0] 0{Z2t0|¢A 2ES Yetet 4= gl= 32 O{Z2H0|UA =0 CHdl * KMS =et 7|
o™ A * Z07t E2|AHELICE 0] ZRE oiZsH 7= X RMof| 2Q3liof & == ASLICE

229t El O{Z2I0|AAE CHE StorageGRID A|AHI0)| A X|3}{0F ot= 2 9 SHE H0|HE CHE =E2 0|55t

HX 32| =5 Sf{Hsof LTt 22 TS StorageGRID WEEPOI X| D= 1MS A5 o 2e =
"KMS = 7(|.=. LICH QSLICH KMS 748 X|RH * L& o} * | H| 23|11 StorageGRID ALO|E0

CHet O{S2t0|A e E9F KMS 74 2t HZ0| MIAHE LICE

43


https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/monitoring-node-encryption-in-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/monitoring-node-encryption-in-maintenance-mode.html

() KV el 71l AMAR + glon ofzioletao] of gl ol o ol AHaE 4
glon Yaxoz FULC

AO|ES| KMSE HEY Mo 1y At

Zt KMS(Key Management Server) £= KMS 22 AE = HY AO|E &= ALO|E &9
EE o220 A LEo| Y=t 7|8 7E1|-'-°H—||:f AIO|EO| AHEE|= KMS 1 Z5l{of St
A2 223} 7|2 ot KMSO|M CHE KMSE SASHOF & 4= JUSLILCE.

r|r

AO|EO|| ArEE[= KMSE HZESHE 2 olie AIO|E0|A] O|F0f| &2 stel O{E2t0|A LLES A KMSOf| X EE
7|12 MEBHH Si=Y & A=X| 2Heldor gL|ct R0l w2t 7|Z KMSOIM M KMSZ |4 HHe| 2o} 7|5
SARHoF g = ASLICEH KMSIt AFO|EOf| A °*§§f5l HE20|A LEE diSY = A= SHIE 718 7HX 12
UAEX| elstiof L|ct.

1. XM20l= & KMS7} gl= BE AIO|EO]| M EE[= 7|2 KMSE #4eL|Ct

2. KMS7t MHE[H * = ¢35t * 40| %“éiﬁf%' BE O{E20[AA L ETHKMSO| HESHH 223t 7|E
LQEBILICL 0] 7|= 2E AO|EM O{E2t0[AA LES Aot O AFEE LT 0f2{e HH%EfOIOVWI
2 E dli=ste Mo 0] S 7| AE8HOF BiLICt.

Default KMS

v

Data Center 1 Data Center 2 Data Center 3

3. ot ALO|E0| Cie AtO|EE KMSE F716t7| 2 2™ L Ch 29| Hlo|g MIE 3). 22{L} o{E2t0|AA LE=
0[0] 2= 3te[0] A2 B = AO|EE KMSO]| Chist 4 S XMESI2 1 §1H Rad HAF QFIH EdtLct. of
QLFE MOIEE KMSO| 3liE AIO|EQ| LEE diFE 4= U= SHIE 7|7t §7| W20 ZdeL(ct.

44



Default KMS Site-specific

KMS

= Y
v v

Data Center 1 Data Center 2 Data Center 3

EMEEERE LT

0| 2H|Z siZstHH 7|2 KMSO|IM M KMSE &3} 7|9| #ixf M S ZALStLICt (RIAIXoZ 22| 7|12
SYSHHAO| = M 7|0f| SAFELICE 2l2f 7|1= M 7[2] 0| HHMO| ElLICt.) AtO|EE KMSO|= O|H| H|0|H
MIE 30| {E2I0|HA LEE sliSct= SHIE 7|7t Y222 StorageGRIDO| K &S 4 QU&LILCE.

Default KMS Site-specific

KMS

v v

Data Center 1 Data Center 2

Data Center 3

EEHCEERELEL

ALO|EOf| AF2E[= KMSE HE3H= ALE At

O] EOfl= MO|EO| Tigt KMSE HASH= 7Ha LEtXel R E fle B4 HAIZF Q9= ASLICH.

r

AO|ES| KMSE HESI= AL Atef| E st A

SILE O 42| ALO|E™E KMS &50]  AIO|EE KMSE BT BILICE [of CHet 7| 2t2|] B E=0iA * CTHE KMSO| 2f s
ASH 0| F BILIE 7|2 KMSZ2 22| =[X| &= ALOIE(7|2 KMS) * & ME4RIL|CE O|H| AIO|EE KMS7t
Atgsta{ 1 gLt 7|12 KMSZ AEELILE. O] LHE2 T & KMSZL gl= A0 Eof| MEE

"KMS(Z| 22| M) HE"

45


https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html
https://docs.netapp.com/ko-kr/storagegrid/admin/kms-editing.html

-

AO|ES| KMSE HESI= ALE Atefl Z st A
1

7|12 KMSZH Q2 2HE Al A - M AtO|E2| O{Z2t0|AHA L ET} J[&= KMSO| 2|8l 0|0] Y= etzl H2

AtO|EE ZIFStLICE Af ALO|E0] KMS £ ZEQ|0E AE5I0] 7|2 KMSOH|AM M KMSZ =3} 7|9 .5_ H
7|2 KMSE AtE3H| o8 = 32 HHS Sttt

2. Grid ManagerE Ar238t0] M KMSE 2715111 AIO|EE MEHBILCE,

"KMS(Z| 22| M) =7t

ALO|ES| KMS7t CHE MHE 1. AtO|EQ| O{E2[0|¢A L ETt 7|E KMSO|| 2|8l OIUI 2otE B2
A3t & ofjof BfLICt. KMS 2T EQ0|E ALK 7| & KMSOIM A KMSZ 2= 2t 72| SixY

HT S AL

2. Grid Managerg AtE5t0| 7|& KMS 748 Mot
EEIPFAE Lot

kl
=
tot
|>
Im
o
i[[f

"KMS(7| 22| M) =7t

KMSO|A| StorageGRIDE Z2I0|HEZ M etL|Ct

KMSE StorageGRIDO| F=75H2{H 2t & 7| £t2| M = KMS S2{AE 0] CHaH
StorageGRIDE Z:20|HEE 5l 0F ghL|Ct.

@ 0|2{$t X| &2 Thales CipherTrust Manager % Hashicorp Vaultdl] M2 E/L|Ct XY= HE 8
HH 222 H3H 2 "NetApp A& 284 I{E2IA S(IMT)" AFREHLICH,
EHA|
1. KMS AZEQ0{0f| M A3l = ZH KMS EE= KMS 22{AE0f| L3 StorageGRID 22I0|HEE OHEL|C}

Zt KMS= £HY AFO|E EE= ALO|E 1 E0| M StorageGRID 0{E210|Q1A L =0f| Ciot tHY tzst 7|15
et

—

il

2. O3 F 7MY B SHLHE AF8%te 7|2 2HELICH

° KMS H|Z2| 7| 2| H|O|X|E AtSELICE 2t KMS EE= KMS 22{AH0| CHoll AES =3t 7|E MaefL|Ct,
223t 7|= 2,048H| E 0| 40[0{0F StH LHEH =+ QLO{OF BL|CE.

° StorageGRIDO|M 7|E WSt SL|CH HAE & MESHH HA|X| 7} "SE[0[HE QIEME HEESH=
ZolL|ChEA|EIL|C},

3. Zt KMS L= KMS 22{AE0]| Cisl| Ct2 HEE 7|2 &L|Ct.
KMSE StorageGRIDO|| 37t8t off CHS M7t et

© 2} KH{e] SAE 0|8 EE |

-u
ald
B>
e
r
il

° KMSO|A KMIP ZEE AtEgiL|CY.
° KMS2| &3} 7|0 CHSt 7| HAIQIL|CY,

4. 2t KMS = KMS 22{AE{0] CH3ll CA(RIE 7127t MEet M QIZM = QIEM KR =AMoi| w2t HEE

46


https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome

ol

ASM HSE

rr
o

=
>
-
n

PEM QIZTE CA QIS M IO S0 U
MH ABME AHE5IH 2|8 KMS7| StorageGRIDOI| Xj4lE 15 = JELICEL

° 21Z M= PEM(Privacy Enhanced Mail) Base-64=Z Q13 E =l X.509 HAIS ALEdHOF ghL|Ct.
A

qH QIZ X 2| K| CHA| O] E(SAN) ZEO0||= StorageGRID7t HZEY F2tEl Q! 0|F(FQDN) &=
A7 ZEtE|0fof RfLICt.

M

IP x4

rr
i

@ StorageGRIDO|A| KMSE 7 A& iff * SAE 0|5 * Z=0f SYsH FQDN &
= siof grLCt.

° M QIS M= KMS2| KMIP QIE{HO| A0 M ALESH= QIS Mt LX|3H0F 5, YHMO = L E 56965
AtEgiLct.

5. 2|2 KMS % 22I0|HE 2E A 2| 7HQl 7|2 StorageGRIDO| LZE 8 S20[AHE QIBSME LELICH

Z20|HE IS ME AHE3HH StorageGRIDZH KMSO| Lt 2152 S 4= AUSLICEL

KMS(7| #t2] AH) =7t

StorageGRID 7| 22| M OFHALE AM2SHH 2 KMS = KMS 22{AHE 7L Ct,

Al Etst7| FHof|
* E HEYSLICL"F| 22| MH AF20]| CHSE 18] AtS Sl QF Abs
* "KMSOf|A| StorageGRIDE Z2I0|HEZ A HEUSLICH'Z KMS EE= KMS 22 AE| Zast HEIF JUSL|CH
* 2 AFE5t0] O2|E ZE|Xtof] 2a1E[0] YELICH K| == U 22t A"

* O] "RE N2 HEYBLICE

Of =te1oi| CHaH
7tsotH CHE KMSO|lA 2H2[5HX| gi= 2= AMO|E0| HEE|= 7|2 KMSE F1d5t7| Fof| AO[EE 7| 2] MHE
FHSHAL. 7|2 KMSE BIX 2HSH O2|E9 BE L& Ao} 0| Z2f0|fAE 7| KMSE Y2 otE LIC. LIS

AtO|EE KMSE 2t=2{H HX 7|E KMSOIM M KMSZ 2teet 7|9] sir B S EAtefof SLICt AHME LIRS S
"ALO|EQ| KMSE HZAY mjo| 1 Ata" HESHYAIR.

1CHA|: KMS M2 EE

KMS(Key Management Server 27}) OFHALS| 1THA|(KMS MIE M E)0|M KMS EE= KMS 22{ AE{0f CHE M2
MHZ HastL|ct.

THA|
T3 *>* Hob* >+ 7| 22| At * S MEHstL|C
74 M& FL "ol MEE 7| 22| M H[O|X| 7t LEEFEfLIC.

2. Create * & MEHIL|C}

7| 22| Mt =7+ Ot ARS] 1EHA[(KMS Ml -2 )7 LIEHELICE.

47


kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

3. KMSOf| 243+ KMS 2! StorageGRID Z20|HE0| CHSH CHS MEE = BHL|C}.

Lo iptLct gy
KMS 0|5 0| KMSE A5t ol ES0] £l 4% 0|ZYLICE 1XH0l|A 64Xt

Ato[o{OF gLt

7| OIE KMS0i| A StorageGRID 22t0| 0| CHet Fztot 7] B LTt
1XI0l A 255Xt AFO|04OF BFL|CY.

© &1 % KMS MZE AL85IH 7| £ THEX| 842 2R
StorageGRIDO||A 7|E ZtS2t= A

o 7| E at2|gtL|Ct O] KMS2} 2t El StorageGRID AIO|ERIL|CE 7HsS3HH CHE KMSH|A
ZE|SHX| b= B E AO|Eo| HEE|= 7|2 KMSE 7 45H7| Mo
AIO|EHE 7| 2| MHE FMsl{of EFL|Ct.

* O KMS7t EF AO|EQ| O{Z2}0|AA = =0f CHet oot 7|2
Zefsts ?é—?— AtO[EE MEHRILICE.

[ B i =]

* M8 KMS7 gli= AIO|EQt =& 2HE0f| =710t AO|Eof| M E&[=
7|2 KMSE -T“"Oh“ﬁﬁ * EfE KMS(7|2 KMS)0i[A 2t2|5HX| Sb=
AFO|E * 2 MEASL|C}.

(B =]

° HrKMS FEE MESHH AT 2F 7 LHEILITE KMS 7[&
KMSOi| 2[5l ool 2f=StEl AFO|ES *._E—*.*§ﬁ7(|”* M KMSO|
HE =t 7|9 oixlf HHS MSSHA| g2 3% KMS 7182
MEotH QFIH Lt

TE KMS A7 KMIP(Key Management Interoperability Protocol) S 0f|
A8t IEQIL|CE 7|22 569622, KMIP & ZEQ|L|Ct,

SAE Q| KMS2| Ertetel =Ql 0|F = IP FAYLICE

© F:r MH QIEAMQ| =H| CHA| O|S(SAN) o= of7|of =gt
FQDN &= IP A7) ZE|0{oF SfL|CE O™ X[ fo™
StorageGRIDE KMS L= KMS 22 AEQ| B E AMHo| HAE 4~
Si&LICE

4. KMS E2HAEE FHSt= AR *CHE SAE 0|8 71 * E MEISI] 22 AEQ| Zf MHO| Lt SAE 0|E2
Zx7petL|Ct.
5. Continue * & MEiBIL|C},
2CHA|: MH QIBME HEESL|C}

7| 22| M =71 O ARS] 2EHA|(ME S M FZE)0AM KMSO| CHet M QIS M(E= QISM HE)E
LZESILICH M ABME AFE5HH 22 KMS7t StorageGRIDO]| XtAlg Q1B e = JELICEH

Ef71|
1. 2EHA((MEH ABM HZE) * o M MEE M QIEM £= AFM HEQ| /KIS HE&LICEH

48



AEM oS HZ =l

M Q1S A M|EIC|OIE 7t LIEFELICY.

()  ozMS2 Y=co 29 2 ASMo oleteolE 7t she Hol EAIELICH

7| 22| M =7t OFHALS| 3THA|(22H0IYUE ASM HZE)0|M 220|HE S Mt SEI0|AUE IS M 7iel 7|5
LZESIL|CH S2I0|HE QIBEME AH8SHH StorageGRIDZF KMSO| et QIF S 2HE 4= U SLICE.

|

1.
2.

SEA|(SEOIUE ABM HZE) * 0| M S20|UE S M K|S HELIC

S2f0[AUE ASM IiLS Y2 EFILIC.

S2t0|UE 2AS A HEHH[O[E{Z} LIEFEL|CE.

r
ol
x
10
=
ro
N
40
>+
i
plas
o>
i
Iul

7|7t Sl ™ StorageGRIDO[A 7|E 2tSEh= HIAIX| 7} EA[ELICE,

7| 22| MHef O F2f0|AA L= 7ol AZ2 HIAES AYLICHL 2= HEO0| SHIZ1 KMSO[A SHIE 7|2
HOH 7| 22| M H|O|X[o HOf| A 7| 2t2| M7t =7+ LICE,

KMSE 2713t 5% 7| 22| A8 HO[x|2] 91BN NEfS o & 802 EAIEILICE 2 oI5 A
() 48l 4l 7P ol 302 FE StorageGRID 2 2 ASLIC 25| AEHE Haiel o
SRt XS M2 THOF BLich

HIAE S ME* & MEfe of T OAIX| 7} LIEHLHHE HIAX] MF SEE AES CHS * 2l * S MEigtL|Ct.

€ S0 A& HAE el 3L 422:42[2 4= gl= AIEHE| LR7L &l - ASLIC

95 HAS HAESHK BT HH TAS KTOHOF ot FL * YR KT * S MHBLICE
2R X * S MEfOHEH KMS 40| XIEEIXIBE 2t MZ0|M ST KMS2O| 9|5 ¢ize
(D) ClAssH esLn. 250l 2Dl 912 F2 s oIE0IM E gzt s
OjZ2L0|o1A - E8 MRS R 2 ALLICH 27t HZEH DX CI0IE0] A ABHK]
28t 4 ABLC
S0l ZNE HESD THS A MIOIAT  OK * S MBLICH

49



KMSE 2t2|ghL|Ct

KMS(7| 22| M) Zi2[ofl= MF Y& 27| £= HE, QIS 22|, g=2otE L& 2], KMS
M7 Sof ZetELct.

AlZtst7| o
* 2 A8t O = Eefxtof] 2l%|0] JASLICH"A[HE= & Hete A"

KMS M2 FE 27|

7| M5 i, M 3 22t0|2IE QIFAe] S1XH AlEl 5 StorageGRID Al2EIO| 2t KMS(7| B2 M)l chet H2 S
2 4 YBLC,

b
1. T %>+ ok * >+ 7| 2| At * B MELIC
7| 22| AjH{ HOIXI7} LIELID ChS BEst BAIELIC,
o R4 MR HE Hols THE BE 7| B2| M7} LIZELIC,
© QBB L C Bols LE 5317t BASE BE wETF LIZELICY,

2. EX KMSO| Cist M2 MEE 21 s KMSO| CHEE 22 aist2{™H KMSQ| 0|2 MEHSILICH KMS2| A&
ME H|o|X|of|= CIS MEJt LIBELICE.

Zoof gt A
o| 7|1E zte|gfL|ct KMS2t 2 2l StorageGRID AFO|E

0| 0= EX StorageGRID ALO|E = CHE KMS(7|2 KMS)7t ZH2|8HK| o=
AIO|EQ| O|Z0| HA|ELICE*

SAE 0| KMS2| Ertetel =@l O|F = IP FAYLICE

FoHel 7| 2El MHZ FEE AR U= F2 F M| Hrstel =0l 0l
“E" IP A0t LIFELICH 2{AE0| 7] 22] ME7F = I o] A= 32 A HM
KMSQI HietEl =0l O|F = IP F27F SR AH| JAs 7t 7| 22| M2
=2t ebH| LIZEL|C

01 10.10.10.10 and 10.10.10.11:%£=10.10.10.10 and 2 others.

S2|AE0| BE SAE 0|22 HR{B KMSS Meteln » B ¥ &

* KFOH * 5 *
— =4
X+ g MEHBIL|CT,

rr

3. KMS M2 HE mo|X|of| M B S MEHSIe] CHg HEE ELICH

Ha St Zoof Y=gt 29
[=]
=

U

A

ey

N HE] KMSO{|A] StorageGRID 20| EQ| 7| HAIQIL|LCt,

50


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

S 2Bt Ct oof ¢™gtcy AoAH
7| UID E[ A HTHO| 7|0 opx|et =3
CHst 1Q
ASEXIRILICE
7|19] A H™ Gt AMH 2B AM H|E+| O] E
5! AlZHAL|Ct
QIE Ao HEtHIO|E °IBA PEM QIZMof| CHSt PEM(ZHQ! ME H3 23} oY) mh ol L QIL|C},
(°dl: %.E_ Hs, ot
S S AIZE Q1SN
PEM)
S2I0|HE Q1B A HEHH|O|H QIZ Ao HIEFH|OE{(0f]: Y&H HS TtZ It 8l A|ZH QIS A

PEM)

ZZX|of Hot 2o 2ot BF * Rotate key * S MEHSIAHLE KMS 2T EQI0|E A0 A T Q| 7|12

7| 20| 435tH 7| UID X OHX|He 2 £F & BETH A0 EE LT

—

KMS 2ZE0{E AtEI0] 2ot 7|12 2| Hots 2 0K 2 ALEeh 7| M S2et
71o| M HEC = 9| HPfLICt. 23| THE 7|2 2| HSHA| OHH A2,

(D Kkvs2l 7] o|5(8%)2 vzl 7|2 2|xstain 58] DHAIR. StorageGRIDS AL83tal2d

AEAN 2tz Eof| ASMIt U=
H|0|X| 2 O] S&fLICt

a.

b.

KMSOllA SUst 7| A S ALESI0] ool AFSt BE 7| AL &S B E 7| HTHof| HM|AT
2= AO{oF L|CH M E KMSQ| 7| HA S tHZESIHH StorageGRIDO| A H[O[|E{2| A= E
H%OHI 2 £+ JSLICH

HIO[E HMAE FXISHAH Jhstt o Ee| 2AASAM XIS i Zohof fLICt.

2 HetexiE M2 DAL

=3
Hu 2t27 A S S LHEHE 32 KMSE HE15t0] KMS MR HE

51



o. KMS CARIZAM Ttz *, * KMS S2I0|YUE QIS Btz * 8l * KMS AH 2AF M 2tz * 20| EE|HEH 2
Z10f st HES 7|55t HE XS AHSLCH

S XM 2tz 0f Tt O‘Hlol £ 2= 0o 302 Mk Z3 = StorageGRID U&LICH oIXf g2 Ha{H &
=] qHE
=

@ M QIS M SEf7h & 4= §IZ * 21 B2 KMSO|M S2I0|AE QIS M Glo|= MH ASME &S
c= 3

L Yoot AHO| 2otz StorageGRID A|AHS| O S20[AA LEOf TSt EE 2 5= UASLICH

AN
£
1. A %>+ Kok * > * 7] B3| M * 2 Meyeict,
7| 2t2| M TO|X|7F LIEFELICH A Ml HE Soll= 145 RE 7| Ba| {7t EAIELICH

2. T|O|X| Mol M * 2 otE L+ S MEfStLICH

O — H=2 — —1-d

LootE L E Hol=* L& 4zt * MF0| 2MotEl StorageGRID A|AEIS| 0{F2H0|HA L ETF LIFELICE

3. ZH o{E2t0|¢A o CHel Ho| HEE HESIL|CE
= MY
LEO|IE O{Z2t0|AHA =29 O|S)ILICE
LE QELct E Y AER[X|, 2E2|X} EE= HO|ES[O]
AIO|E =7t MX|El StorageGRID AIO|EQ| 0|2 QILLCY,
KMS 0|5 20| AFSE KMSQ| HE O|ELICE

KMS7t LIEE|X| 2™ 74 ME FE B S HEHS0] KMSE F7teLCh.

"KMS(7| 22| AMH) =7}

7| UID O{Z2t0|AA L E0M HIO|HE 2f2etolil sl =ot= ol AHEE= F=et 719 1R
IDYLICE. A 7| UIDE E2{H HAES MEHBHL|C}

CHAl(--)= O{E2I0| A = E2F KMS ALO|2] HZ EH|Z I3l 7| UIDE & =+
§®SS LtEt-LICE

52



ne

29

0z
m
==

KMS2H OfZ2H0[QA I = 7ho| 912 MefelL|ct =7t HZE 0] YO8
Ehl ABIE} 30201CH SE OIS EILIC KMS 40| e 2 o1 &
ACO|Ests Ol T 2 HE HY £ AL

0

* HAv M s E8E

o

I HER M E ME IX[MAL.

[

4. el 2ofl KMS 27t BAIE|H ZA| 2H S SHESHIAIR.

KMS7t SO 2 RS 3t Sot KMS ol HZE MeH2 EAIELIC oot D2|S0|A H2H0| FOjx/@ e
A2 AEfIL EAIFLICHRZIR CHR & 2 918)

CHE AE HA|X|= 0| 0| Z2 StorageGRID Y&0]| sHEFgfL|Ct.

o

KMS 488 26X 2} E&LICt
KMS & @FlL|Ct

KMS 2f=3t 7| 0| &2 + lgLItt
3
AN

o

o

=
° KMS 2f=23} 7| |70 HIf3
° ZEZ0E 7|7t o{S2t0[AA EFES =K ZYSLIL
° KMS7t #EE[X| g LICH

ol2fet ol chel FEE| S XS SuBHLICE

—

AlZtst7| o

* KMSOj| CH3l| MEiot AO|ES YULO[EE A|2l0] A= BR E HED "MO|EC| KMSE HZEE m{of 18] At
"Z4QlL|c}
A H .

* S A3t 2= e Kol 2al%|0] JISLICH X E = 2 EeteA

- -d —

* O "R E MM|A HoASLIC

b
. T4+ > ok >+ 3| T2 A * S MBI,

7| 22| M HO|X|7} LIEtLID M El D E 7| 22| MH It BA|ElL|Ct
2. MEE KMSE MEHSIT * Actions * > * Edit * £ MENEHL|C}.

KMS A& & HO[X[o| M KMS 0| §S =ist * HE

H
mjo
rx
J|T1
Ot
2
><
<
w
i
re
10}
ek
1
|.|'|
4]
o>
-
o

3. MEHMORZ 7| 22| MtH HE OpHALS| * 1EHA(KMS M5 "HE) * ol Y= ME BEE

1%
i
o

m

ot
r
~

53


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

10. @

54

Lo sttt gy

=

KMS 0|2 0| KMSE Al¥ste= o] =20| &= MH 0|SILICH 1Xt0| A 64Xt AFO|O{OF
giLICt.
7| 0|E KMSOf|A| StorageGRID 220|HE0f| CHSE Hetst 7| HAIQIL|CE 1XHA|A| 255K}

AtO[O4OF gLt

7| 0|22 EE EXT
HH 7Lt O ||

12t ELICL. O S S0, KMSUIA o] 0S|
of of
HEfsfof ehct

[=]
M E2E9 HH 7|§O§ SME ER |1 0|ES

ra IIE

H
H

rIrl rIj

9| 7|1E &2

ot

fL|C AO|EE KMSE HESID 1 7|2 KMSTt OFE| §l= 4% MEiMo= * LHE
KMS(7|2 KMS)0i|A HEIOPXI Q4= APO|E * E MEMRILICE. O] §=S MEisHH
AfO|EE KMS7t 7|2 KMSZ tHEtE|H, 0] KMS= & KMS7t gle 2E
AtO|EQt &HE Al 3=7HE! ALO|E0]| HEEL|CE.

MS

AMO|E
s

x5

KMS Sxely
AFO

o
%T

am i

ox reg
M oy

o
2
AME

f
=

- =
ﬁF nE
|_m rir

—

ZE KMS M7 KMIP(Key Management Interoperability Protocol) EA10f| Al28t=
TEQILICE 7|22 569622, KMIP EZ& X EQIL|CE,

SAEO|E KMS?e| d3tE =0Ql 0| &= IP FAYULICE

« &1+ M QIS MO FH| CHA| O|Z(SAN) ZE=0|= of7|of &2ist FQDN =
IP A7 EEHE|0{OF ghL|Ct. O™ X| O™ StorageGRIDE KMS = KMS
SHAHS R E Mo HEY £ IELICH

KMS 22| AEE F40ts ER * UE 22E 0|5 F7t* & MH6I0] S2{AHQ| 2t MH0f| Chist S AE 0|§S
* 74| Ct
e = .

Continue * £ MEHBIL|C}.

7| 22| ME HE OFHARS| 2EHA(MH IS M H2

[n
<
il
m

T
i
Iul

II

MH AUBME WKH|5Hof St B2 * HOotEY| * & MEdSID M IAS H2 =S| O
Continue * € &

7| 22| MH HE OtHARS| 3EHA|(2EI0|UE ASM YZ2E=)7F LIEFLICY,

- SE0[AE AZ A2t S2H0[AE ASM Il 7|E wA[EHOF 5h= B * ROt * & MEstn M IS

H=ERfL|C.

HIAE Sl K&~ S MEgfL|Ct.

—

3 2= AMO|EO|M 7| 22| ML RE L& oot 0{S20[AA = 71| HES HIAERILLE BE =
HZO0| F=ot1l KMSO|A SHHE 7|12 H2H 7| 22| It 7| 22| MH o[ X[2] B|o|=0]| =7+ LICt.

QF HAIXIZE LIEILIH HAIX] M2 HE2E HESHD * OK * & MEfRL L},



O£ =01, 0] KMSOf| CH3l MEiSH AFO|EZF THE KMSOH| 2|3l 0|0] 2t2|=| 1 QAL HE HIAE| Hifst 32
422:K2[g = Gl= AEE| LRI 2T = ASLIT.

M. A2 QRS S ZsI7| Toj oIz ™S XMFHOF 5h= 2 * ZH MF * S Mttt

2H M 2 MESI KMS 40| MEEIXISH 2 HZ0|A SiT KMSZO| 9J% o122

(D) SlAssiH gsLn 250l 2Dl 012 A2 s NoIE0IM nE gzt s
OjZatojoiA =S TYREGHK| 2B 4 UBLICE 2H7H SHZE Ttx| ol o] {0 HAIABHK]
28 4 UL

KMS 40| MEELICt.

oY
=
i
oY

Estn 7S ZH MESHE * OK * & MEigLCt

KMS 40| MZEE| X2 KMSO| Tt HEL E|AER X| k& L|CTH

KMS(7| 22| M) XA
R0l mat 7| 22| MHE MAHY = ASLICE olE S0] A0|EE sliASt 22 AO|EE KMSE ®AHE &= AFLIC.
AIZFSE7| o
* E AEYSLICL 7| 22| M AL Tigh 1] Areh 8 Q7 Aled”
Ol A |
=

© S A83He Oz = E|Xtof| 23l%|0 JISLICH A E = 2 EeteA

—_ -J —

O| "RE oA HBHRAALICE

bal

o| &t

2
2

| C

aii
#2 82 KMSE HAY + A&FLIC

:I:

oo |

nl

Ct

-

* MO|EE H|7|3H7Lt ALO|EO| L= 22t7t EHgotEl o EEt0[eA =Tt 8
o|¢|__| |:|.
=l .

rir
oM
Rl
o
m
nE
2
é
N
m9,

* LT Aot 2dotE o2 2t0IAA =T A= 2t A0 E0] Lol AFO|EE KMSTH 0]0| A= E2 712 KMSE
HAHY =+ ASLICE

i
1. T4 %>+ wok >+ 7] B2l e * § MefptLct,

7| 2| M HO|X| 7t LietLtn FHE D= F| 22| MEH I} EA|EL|CE
2. HlHE KMSE MEHSIT * Actions * > * Remove * £ MEHSHL|LCY

KMS M2 & H0|X|0| A KMS 0|22 MEisI T * Remove * & MESIH KMSE MAHE £ USLICE
3. C+2 LHE0| H=X| &olstL|Ct,
o It 55Ut 2 etEl O{E2H0|AA L ETJt @l= ALO|EO]| CHSE AIO|EYH KMSE M| Hst JUELIC.
° 7|2 KMSE N5t UKD L= ASIHE ALESH= 2t AFO|E0]| CHsH AFO|EH KMSZ} 0[0] &Lt

4. of * S MetgtL|Ct

KMS 70| HAHE A SLICE.

55


kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
kms-considerations-and-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html

ZE MH|A EE 22RC AEAT| B2 ABOHs P AE2X| LC9 R S3ASHOIE
210l £R6X| 1S TEAE TAE 4 YBLICE OF S0f, BAE M| HAIK|E olEfHle)
B 22 olR BHOR HifH SHOHK 2 IEAZ B 4 AUBLICH

() 748 AN D2\ 4TS Kafka SUE Ab|2 ASEQIE0 HEEIX) kL

ol
Ot
2
|
o
In
re
-
=2
HU
|
o
H
2

UAGLCL"KEE[= 2 B2t A"

- | —

CHA|
1. A *>*Hot* > TEA MY * S MEHL|Ct
Storage * #l0| A * Enable storage proxy * &QI2tS MEHTHL|C}

2

3. AER|X| ZEAQ ZREESE MEP
4. TEA NHO SAE O|E £ IP FAE YAHTHLICE
5

- HR0i| mef ZEA Mol HZot= Ol ARl ZEE Y=ELIL

D2EZ0| 7|2 TEHTTPS| Z< 80, SOCKS52] Z<2 1080)S AtE3sl2{H 0| WEE H|Y SLC}.

AERX| ZEAI MEE 2 ZME MH[A E= ZERE AEZ|X] ZQ M AEZQIEE FHSI D HAES &
olAL|C}
M- .

() = w2 Aol Mgsi2i® 2o 1020] 228 4 YALITH

.\‘

TEA M| BH S 21Ql5t0] StorageGRID2| 3 Z A{H|A 2t H|A[X[ 7} XHEEE|X] @b=X] 2hQIgfL|Ct.

C)
AER|K| ZEAIEH

o

|2-g=tolof ol= B¢ ehelats ME F25t0 * ME * 2 MEPLCh

=/ - -

2a|R ZEA MRS TABILIC

—

HTTP K= HTTPSE AHE3H0] AutoSupport TH7 | X| £ ELi= 232 &2 =2 7|&
X|2l(AutoSupport) ZHoll H|E& TEA| MHE S £ UBL|C

AutoSupport0f| CHst XkAM|SH LIS € "AutoSupportS FASILCHAIRSIMA|L.

Al=rst7| Hof

56


https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configure-autosupport-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configure-autosupport-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configure-autosupport-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configure-autosupport-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configure-autosupport-grid-manager.html

of =pHof CHaf
T Z2|XF ZEAlOf CHEE ™S A & USLICH
CH
1 2™ * > Hob* >+ IEA| M8 * & MEHL|CL
TSN AH O|X[7F LIEFELICE 7|2 Mo 2 B 0| 70| M AEE|X|7F MEHE|O] USLICE
2. te| ~ &g MEfphL|Ct
3. Xt TEA| ALE * EQlzhs MEfBIL|CH
4. T2 MH{O| SAE 0| & P FAES YRIELIC
5. LEA| Mol HZst= o M EE= ZEE YEL|Ct
6. LEst HR TEA| MHO| ALEXL 0|E2t LS E U=BIL|Ct
ITEA MHH0|| A%} 0|8 = Y27t HRoHK| 42 22 0| HEE H|Y SLCt
7. C+2 & StLHE MEfRiL|CE
° EFEIXP EAOf ChEt HES ES6t2{H * TEA| QISA =0l * S ME{BILICH CAHSES YEESHH 22|
EA MHO|M HSst= SSL Q1B A Q| AME[H S StolgtL|Ct.
@ TEA 2SN} &QlEl AL AutoSupport on Demand, StorageGRIDE £3t E-Series
AutoSupport % StorageGRID ¢ 12{|0| = H[0| X[ RIC||0|E HZ &tQl0| 2tSsHX| & L|Ct.
CAHES Y2 C6HH ol HIEHH|O|E{ 7t LIEFEL|CE.
o E|XF IEA M SAI M QIZAN S REHS HAISHK| Q2 * TEA| QISM el ot gt + 2
MEHBIL|CE.
8. X{%f* 2 MetgiLct,
22Xt TEATE MTE Z 2| =29 7|& X[ 7te] TEA| M7t AMELICH
() == w2 Aol Mgsl2iw 2t 1020] 228 4 YLt
9. 2 Xt TEAE H|ZMS}oH{O0F Stz 2R * HEIXt ZEA| ALE * ZQl2to| MEHS F A CIS * XA * S

25t 2= 22Xt 200 JASLICH "R = & BeteA"

MEdglL|Ct.

YotHS MO RILIC

Q|

2

S urshsio M HMAZ HOjELIC}

B YoM ETY ZEE E7LE S = ASLICH


https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

Q|E HstHUAM EF ZEE 7Lt B0t StorageGRID 22| . =E2| AFEXt QIE{H[0|A Sl APIO]| CHEE HMAE
Holg = AELICL O|E S01, HIHET} CHE WHE ALESI0] A|AR HMAE H|O5H= A 20l = L2HHO| M Grid
Manager0| &g F = USLICE

o}‘

= =
= =
T

n

StorageGRID L{ £ &5t

mo

FHotH E FRSGHUAQUE HotHS LGB

ZE Ad ZEJIEH A= 82...
443 22| 2o 7|2 HTTPS & HEIRX 2 22| API 22t0|HE = Grid Manager,
ZE Grid Management API, Tenant Manager %! Tenant
Management API0f| HM|AS o~ AFLICE,
© B IE 4432 L2 LR EciTol = AFSEL(CH
8443 2| =Eo  HotEl J2[= - @ H2teX 8l 22| API S20|HEE HTTPSE
22Xt ZE Argsto] Jz2|E 22|Xt 9 O2[E 22| APIof
AN AL o~ UELICE
* # 2t 8 22| APl 2210|HE = HIHE 22| X}
L= HEHE 22| APIO)| MM AT 4~ GLELIC
© L 2EHX Q¥ 2 HE L
9443 22| LEo[ MigtE HIHE « 9 =22t gl 22| API 2210|HE = HTTPSE
Xt ZE ArE3HH HIHE 22|t 9! HIHE 22| APIO]|

QAL 4 UBLICE

* @ H2teH 8l 22| API S2H0|AEE D2|E #2|X}
= J2|E 22| APIOf| HM[AT 2= GlIELICY.

- U2 EEx 98 AR

H|$HE! Grid Manager EE= EH|HE 22| Xt ZEO M= SSO(Single Sign-On)E AFEE 4= gi&LICL.
AFEXI7F SSO(Single Sign-On)Z QS sIEE ot ™ 7|2 HTTPS L E(443)2 AHE6l0f BL|Ct.

HEe

i

ol Al

L& 2ot MO0 S 2refgfLICt

StorageGRIDO||= = =0 EH3P L1IE-?J=I OHN|AZ H|O{Et & QEE SHo 2 MY
A35th= 2 20| e L et o] ZebE|of °'*L|Er UStHS At
0| st ZEE N2t E% TEQ| L EQ A MM AES dX|EIL|C}. Bts}
H|O|X|Of| M tHF T 22 ZF L 0] HiZE L|CL.

Aot o] Ho|X|of M| 7tX| S ArESI] 2|20 RSt UMAE AR XIFHELIC.

S S A FA B2+ 0] WS ARSI B8l TEO 3t A

_I:"E
rn

oA

=

i

5188 = ASLICEH o A2 22|

58


../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
https://docs.netapp.com/ko-kr/storagegrid/admin/signing-in-to-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/signing-in-to-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/signing-in-to-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/signing-in-to-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/signing-in-to-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/admin/creating-tenant-account.html
https://docs.netapp.com/ko-kr/storagegrid/network/external-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/external-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/external-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/external-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/external-communications.html

2tO[E HES{A *: =7t S2f0[AUE HIEQIT 9| QIHI2E E2iHS MESt=X] HRE
AtE LY.

mo mju

© AZ[2 4 gl 20|l HEYI QU eEE ST o0 THE ZC WM ASHOIE TE(Z2Y,
= E QIEI0]A 3l L& 93 HI2E A= EOIE)o| ol Znt wopSelL|C

© R A MK ASHOIE BE (k) A2 4 gl 2210|E HEYI0IN o2 UIEYT 22| Hol
Aol 27glol e U= QAT mEYLCY,

o HEE 4 YU AL 9| M Ba| Hol M B2 BE BEQ SajololE YEYT0| Paf Y= BE 2
et A] ZHO AHAT 2 ASLICE

of follM 2T LHE2 CHE Biof UM A HF0f| JekS & = ASLILE. ZE Bl BHE =elste
HIERIZT} ofj&det tZ ZHSSH=X| 2HQISHYA|IL.

©

L et HoiS TAStaR B AESHIAI Wat HojE PAELIC,
ol wsht 9l Y E 9|3 HOto| Ciet KNS LIRS S 9] watso| M K| AS HojiLChAESHIALL.
Sy A 54 B2 U 9K AN A B B
S A%t x4 22 @2 ARSI el Dals mEof ofgt oA H3t0| HOjE SLtojMe| 1P FAS SEE 4
UBLICH oI5 MM A B3| S ALBSIE Metgh o) BE i H3] Qs BE 9 EEO| C3 9 HYAS
2 UBLICHRIR EES J|2HOR b D2|C Lot ANAS 4 s ZEQLITH. 0f2{3t £ HE S A8}
Jalcof Wt MeH HEYD HMAS AR R & YaLict

() w0l Y= P 3oL JlEHOR (e Jals BE ANAS 2K eIt

ZE 443 51 84433 X} Hof| 220 U= IP FAE FIHELCH AFEAHE ZSH0] AR X
HZEO AAEN A= ZE AHEX= EE off IP F27F F7t=|X| 42 Grid

— LS — —

O

=)

0
rr
1
it
o

ManagerOf| M| ASH 4~ SIELICE

THE MYoHH 0|5 2 2EE HQet RE S AE0 s O2|=9| #e| =0 l= ZE o F ZEIF AHE LI
O LS M S AES AMESI0] 2| =0] thist fX| 22| XIS 2Ot HHsHA| =g = ASLIC

59


../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html
../admin/configure-firewall-controls.html

F98 ZEo} sig EEO| AH|A(0: ZE 220] SSH)S 2T $HCkn JPEBILIC ChS T e At TS AR Y
+ st

1. S Aot T4 F5 HS A0 MH[ A0 HM|A8H0F Stz S AERE BN A HotS BOLIC,
=] A
-T- -

A8 R E ZEES Kpcheti|ct,

i)
i
Iz
o g

Grid Manager %! Tenant Manager AN A0 SEHE ZEO]| CHSE HMAZ KHTHSEHY| Hoj| Mot A= 1P
@ FAE FIFSHLICHANE M™El TEE 443 9 8443) AHEXHE Zetsto] oIxf KIchEl ZZEOf| §7245|01
= DE ALXH= HTH0| Q= T4 220 IP FATF 2TIHE|X| 24OH Grid Managerof] HAM|A S 4

F=Ie g
TEE NESHH Hoto| U= T4 R SAENM ZE 22 8 SSH MH|AE ALY &= JUSLICHLOE Z&
SAEE Q¥O0| OftH QIE{H|O|AMM MSEE M| A0 CHEE HM|ATE 7'|—'?‘—EI|-IEL

Ofl 3: AFESHX| Qb= AfH| A0 CHEH HM|AES HIZH-GStetL|Ch

HEHI +ZHM= AHE5HX| 42 L5 MHIAS AESHK| == 27Y &= AFLICL o|E S0 HTTP S3
S2t0[AUE E2LS XIEIotH o F M| A 22| Ol ESS M85 ZE

|

M2 4~ gl= 220U E HIES

EH
=

rr

SC0|HE HEQIE A8%t= 22 BAHCE M E ZX0|MTH QIHIR E S20|HE EfTlg 5 835t0] 2o|x el
SZHOZHE StorageGRIDE 258 4= /&Lt

Jlg2xoz 2t JEI': LEo| S20|E HER T = _trusted _ YLICE &, 7| 2X 22 StorageGRID= 2& 2| 2}
2|2 L Eof| 3t QIHIRE A AZFLICH ANE JHsEh o[ F TE"

2t Eo| Z2t0|HE HIEY It _untrusted_ = X|HE Q2N StorageGRID A|ARI0]| CHot oto| Mol Al (S
%%' 2 QUELICH L EQ| Z2I0|HE HESQIE MEY 4 Q= 22 LE= 2E HaiN Z2XHOE HAHOZE M=
TEQ| QIHIRE HATHS{EYLICH "2 WM JIEZQIES -—r“gi.“-l Ch'sd 2 "ot X E At Ch
"EERSHIAIL.

ol 1: AIO|EY0] = E= HTTPS S3 2Kt 5{2%tL|C}

AIO|EZ|0] =E7} HTTPS S3 A2 |2t 2210|ME HEQ 39 =
7P etL|C CHS o 22 Yut THAE 3Bt Tt

olipec Eay)

rin

rul_o
N
I
Of
|.|'|
Jiu
rot
o
k1

1. "5} A EHX| A E QI EH|O|X|0| M ZE 4430|A HTTPSE E3 S30f| i3t 2 Wi B S A SHL|CE
2. gtot H|of HIO|X[O[A] AMEIE &~ SIS S MEHSIH AHO|EQ0] ==9| 22I0|AHE HEQIE ME[S 4+ QUEE
| &gt Ct

TS KMot = HO|EY0| =2 Z2I0|XE HIER|ITS| HE= QIHIRE EzfL
QXO| HTTPS S3 A2 F|QIst AtM|ElL|Ct.

ro

IE 443 3% ICMP 0| Z(ping)

HEELIct

o] 2: AEE|X| LEJF S3 ZME AMHIA 2F

o

AE2|X] EOf| A OFRHI2E S3 SUE MH|A BT S 2dstste| 220
CHet QIHR2E HES XtEste = ZRE 7HEsl SLICh. of Y8t HHAHIE 6c>°”—||1f

-+ ot Tof HO|X|o| Mgt 4 gl 22f0|AIE WEST Hol M AE2|X| =E0| 22t0|olE HESIS Mg

60


../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
../network/external-communications.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html
https://docs.netapp.com/ko-kr/storagegrid/admin/configuring-load-balancer-endpoints.html

=+ 83 HEFLITY.

THE MES T AEE|X| LE= O 0|4 22I0|UE HE/JINM SHQLE ETS S 8SHX| X2 LY E SHE
MHI* CHeboll CHE! OFREI2E T2 7% 58-I Lt

ol 3: O2|= Zt2|X}of| CHSE HNAE MEUICZE K[t
EX™ MEYINMZ Grid Manager HMA S S{2SHCt0 7HABtL|Ct CHS THAIE 8 ELICE.

1. 22| =9 2210|HE HERIE MEUlof| AARLIC

o= ALE5t0] 22H0[AUE HIERAE ME[E = YIS = LIt

N
r=
Hu
ot
4>

e S2H0[AE HEQIR §

M st}
4. Mz|S & gl= S210|A1E L ES|A0] Chef * of * S MedgtL|ct

LEO| EX mE Cist HER S HMAE HM|0{S =S StorageGRID 2fetH S

o apexy

mjo
Rl
ol
Ot
2
|
E
rI-J
E
=2
Hu
[
o
m
2
$0

o>
r
n
A
o
n
FII'

+ 9l o] HEE HEMSLICE Sk Tof 22| HEYY XA
0]

£ ZO|ESO| ==t BANCE Y E EFHUMY QHI2E E2fE S £E0l=F ste{H 2E
HolsHoF gLt

ml

@ S2H0[AE HER IS S HEY m| 2= WM EF0| FHEX| g2 R 7|Z SCI0|”IE
HEO| e = ASLICH

of felol| cish
StorageGRIDO|= 12|50 L C0j A QR EES HIILE 22 4 AEE 2 = So| T3t LR wapeio] mats|of
SISLITH 231 Hlo| B ASe{0l 12| LEIT, 22X} UEI2 % B2f0lelE LES TN /=Ko e
Q= HES FI{LL S 4 ULICH B8l 02|S HEO| ANAY & 9l AH0| Y P Fh BES US A&
ELICE 22t0|lE HEYTS ALBSH= B2 E7t 22H0|91E EYT0| QIHIRE ErfTS M2[otax| osE
XIFotn Se0I1E WEYI0| S5 EEO et AYAS T3 4 ABLICH

J2|E 2R9f P A0 B2 U= ZE £E BUfHQ = HQdt ZEZ0 H|THSIH 2|29 Hoto] SFAEILICE Al
el et Hol B 2tz M BE S A8ote] Hast ZER ErF BhLC},

Ol HIXe Pt Ho] ALE0]| Chet XtMlet g2 S oA St H|of 2|,

—_

61


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/admin/admin-group-permissions.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../network/index.html
../network/index.html
../network/index.html
../network/index.html
../network/index.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html
../admin/manage-firewall-controls.html

SHAI2.

KA
xa

L|Ct

jol

£ Ao

A

KpAISE L2 S "2l 5 Lot A A

I.

-
o
—

HEL 3 =otof Cf

M
=

EH01| M
BHOj| A M E

3

o
—

e A EE[0] ASLICH.

—

FLIC.

=

=

—

MEHS

[ |
In}

L{ct.
&L
Ct

.l
I.

-
o
=

Esg 7Y

L|C}

I.

=

e
o

0| KM~
Of HO|X|o| M| ZkX| 42 off "2t H|of

1.4+ > ok >+ sfs Xof * &

o

mr
or

<
K-

—_

Jod
il
7
wir

L=
[

b

C
[

k2| Rofl A Xt

—

¢ ZEO tigt 22 E
L|C}.

AR

I.

C
|
9|12 ot
St A ol
= T AMHd

I.

o
o
Pl
A

CC

-

722 WE 2= AMAT YSLIC.

—

Z B0 M g2l 2C WM DD X7 TEO| A

AHESH0] Q& M| A 2t2| ol Fof w2t 7|2 He = Bl AL
Py

<+
Toll
ol
KO

ol

243

ME[E 2 gl= 20| E HESH 3 B2

ol

a4

EHO
= —

=
428

!

o
A

|AW -
jol <[m
o &3

te

o
o

A

FL|Ct.

=]

.
o

off =7t

FHYAIL.

.
a0

O] U= IP ATt StorageGRID LHE ZEOf A A|
X

ot

.

e

o
O] M2 UF MH| A0 CHet 25 B S HMAYLIC 7hstt 32 H[2dst HEi= SLItt

= gLt 7

3

te| Joll A ZEI
o

—
e

FL|CE.

=
A1

.
[<)

7t
"StorageGRID L& ZE"t

x

=
3. Mefmoz *

9| ot
TEOf HMA

= USLILE

te| B0l e A0 S2H0[HE HEH A0A

—

(=13
=

A D

Ml
S20[AHE HIER 3 "ol 2T 2 Sc0|HE HEHZ9

H
OH
fLICH.

(e]

2= S2H0|AE HER S "ol - = T

F |1 o0
o7 83 O
ok <F &

=

23
Sk A
= T

2] o)
(0ll: 443, 8443, 9443

A3
of, LEJt A=

L E SSH/227t KHEHEIL|CE M2

CtH
=

9|12 ot
=2 =
= =
ol ZE

o

®

62


https://docs.netapp.com/ko-kr/storagegrid/network/internal-grid-node-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/internal-grid-node-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/internal-grid-node-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/internal-grid-node-communications.html
https://docs.netapp.com/ko-kr/storagegrid/network/internal-grid-node-communications.html

T
1. 22 dM|A 22| * S MEABILICE O] Roll= D22|=9f L Eof| Cish 2= QR XE(Z|2X QR H O2|E 2T}

HMAE 4= A= ZE)7H X H|O[S0| HAIEL|CL
2. C}3 M A8t g1 &g ZES FggLICh
° 4 ZE Ho| EZS Moo dEot ZES EAL LI
° BEAE EE ZE €Y+ & UEsto] Bof| LHEE 2= ZES ELCL
° HO| LIEE 2= ZES HOoo{H * BA|E B ZE 7|+ £ MEgL|C

Grid Manager X E 443 &= 84435 E QM AZXIE Eotot0] XMHEl ZEO| S AZEOf
@ Q= BE AZXIE ABH0| Y A BE0| P FAI EIIE|X| 2OH Grid Managero]

LS — =
HM| AT 2= YELIC

50|12 QEZ| s AE SiThS ARSI AFG JHSSt BE HES SolgiLith A4 LEES
()  resiol ZE HsE zietol o2 mEQ| MHS FALICH AR EE WSS 94
UELICH 05 S0f * 2+ 5 stel 0|20 2X1Y 27t EetEl RE EEJHEAEL

=l
-

ME[E 2= gl= SE0|UE HESH A

20| 22L0|olE HESIAE Ml 4 gls A LEE 2E WM BHYOR PHE REQ| olHI2E Eafjmnt
51g8tn e o= of oA Mefshs X7t ZERHS|S3LIC 0 WS ALstol 20| F71El A =0 7|2

282 N8 += ASLICH

T
~N
ro
]
Jtot
oz
>
H—
n
i
%
N
Of
rg
o
ol
I
e
m
s
m
1
N
gl
In
i)

>

q

—
-

(i) ol 482 StorageGRID AIAH0| 7 E LEofls Feke X gLt
o 2

[=R=]

22 8

B AS310] HASOR Rl 2C Wely X ASTIE i 27} 4 HE0|AR Satolele
235t LLEE AE
o= = I_

EHStL|CE

o

HEAE =0 A2 Six| * & HEHSIO] HIO| S0 EAlEl 2E =8 MY & gl= S20[AE HERIR
SE0f =7HefLct.

© HAE LEOf ME| * & MESIe] Ml 4= ¢
HMAAgtuct.

rr

SCiOIE HERZ F

JHU

Ol A HOf| EAE RE LEE

63



64

d 2 St 4 Qi e AR 4 gl
Aoz Hyemct
0| SO EAIE 0N * HEBAE * S Mefoto] DE LC2 MRS 4 gl S20|IE HEYS
S20| A7t 43 M == @O E2S ALBGHO] T T LES Mgk £ 9l Sfo|lE HEY
S20f Fote 4 st
j012 @20 9l ADE SICIE ASBI0] A S5 # BE LCE HQILT), Z4 BES
() Agstol = 0|28 Yielof s MES HALICH BE 0|22 Y2 £ YALICH 0|E Sof -
GW * 2 22{5t3 0|20] "GW" 2XHH0| E3tel DE L=y} EAELIC
X3+ g Meistct
M st MFO| FA| MBS D HBELICH 2C WRi 2HO| TYET| %2 FL JIE 2240|E HHO)
At 4 gt



4=

M =2

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= ofet HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS HIZet 2T,

XA = 7| AN o2 SXE o~ glELCh

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2Q] 20| M AL nX|ALet0] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0](010f =X §4F), Of ALE 0] A= QIol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHH AdHo] Lo hotod 1 2 0|9, M, Ao}
O, {243t Mol S Bel(DhAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24y JHs 0| SX|EIUCH SHE2FE ORI pRILIc

NetApp2 & A0 2 E HMZFS ANEX o2 glo] HEY HE|E EFELICE NetApp2 NetApp2| HA|E Q!
MEH So|E 2 ZRE Helste 2 2M0 2 E MFS A5 2dst= ofiet ZH|ol| = MRS X|X| 5LICt.
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 XA T LHH0| HEE|= 2o AT
M SotX| gdELItt.

= B0 2FE MFZ2 oLt ol g2l 0= 59, o2l 5] L= £ Il 5512 2 UL}

Hgt™ M| Al HE0| o5t AF2, SX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= H|O|E-H| &4 YA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|ptAtEto| MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|EH X ZEEH AZEY s 2XEMOZ MAHE0|H 710l
HI200 2 JNUE|RELICEH O0|= M2 = HI0|E 7t M3 & 0|2 Alefat 2sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHEHO0|I e 4 oM THAHR0| E7t56HH F|& S7Hst 2to| A E HgtNo=
ZHELICE of7]0f] IS E BRE M5t NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AME, 371, M4t +=H,
28 e FA|E & QI&LICE 0|2 22U Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014E 2€)0i|
HA|El HtO 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L}ZEl Ot3= NetApp, Inc.2| HEL|CEH 7|EF S|AF S

HE OIE2 oiE 27X dEHY = ASLIC.

65


http://www.netapp.com/TM

	보안 관리 : StorageGRID
	목차
	보안 관리
	보안 관리
	암호화 관리
	인증서를 관리합니다
	키 관리 서버를 구성합니다
	프록시 설정을 관리합니다
	방화벽을 제어합니다

	StorageGRID 암호화 방법을 검토합니다
	여러 암호화 방법을 사용합니다

	인증서를 관리합니다
	보안 인증서를 관리합니다
	지원되는 서버 인증서 유형입니다
	관리 인터페이스 인증서를 구성합니다
	S3 API 인증서를 구성합니다
	Grid CA 인증서를 복사합니다
	FabricPool용 StorageGRID 인증서를 구성합니다
	클라이언트 인증서를 구성합니다

	보안 설정을 구성합니다
	TLS 및 SSH 정책을 관리합니다
	네트워크 및 개체 보안을 구성합니다
	인터페이스 보안 설정을 변경합니다

	키 관리 서버를 구성합니다
	KMS(키 관리 서버)란 무엇입니까?
	KMS 및 어플라이언스 구성
	키 관리 서버 사용에 대한 고려 사항 및 요구 사항
	사이트의 KMS를 변경할 때의 고려 사항
	KMS에서 StorageGRID를 클라이언트로 구성합니다
	KMS(키 관리 서버) 추가
	KMS를 관리합니다

	프록시 설정을 관리합니다
	스토리지 프록시를 구성합니다
	관리자 프록시 설정을 구성합니다

	방화벽을 제어합니다
	외부 방화벽에서 액세스를 제어합니다
	내부 방화벽 제어를 관리합니다
	내부 방화벽을 구성합니다



