IS ME 2te|ghL|Ct
StorageGRID

NetApp
March 12, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/storagegrid/admin/using-storagegrid-
security-certificates.html on March 12, 2025. Always check docs.netapp.com for the latest.



ro

140
Ras

SME et

Hot QIS ME 22| gLt
HOF QIS AMOf| M| ABFL|C
Hot IS M ME HEYLICE
ASA of

X#EE M ISM FHULICE

e AHMO|A ISME FERfLIt
AMEXLXIE 22| HH|0|A ASME F=T7HRfLICt
71 EJEI QE{HO|A ASME S LT
ASEES AESH0] XtH| MEE A 22| AT 02 2l

e AIHHO|A QIS ME CI2Z2 =0t SAFRLIC

S3 AP| QIS M E RMTILICH
AFEXt X|H S3 API Q1B & 1% Itk
7|2 S3API QIZANE E8tL|C}
S3APIQIBME L'.|-—.—§ C5tHLE 2AFEL|CH
Grid CA QIS ME SAtEtL|Ct
FabricPool& StorageGRID 21ZME FAEILICE
220|E oIEHE P}

S2t0|AE ABME FIHefLict

S2t0[AUE QASAME HEILICH

M 2EI0|UE QS ME HEELILE

SZI0|YUE ABME CI2ZESIAHLE SAL|C
S2t0[AHE ASME HMAHZLICH

-_ =



HOt 915 A= StorageGRID 714 242} StorageGRID 714 24 5! [F A|AH! ZH0|
IS MY £+ U= HES UEE Ol AAEE= &2 O|0| B mHUILICE.

StorageGRID= & 7HA| fd2| Hot QIS ME ALt

* HTTPS HZS AFSE U= * AB] Q154 * 7 BRBILICL MBf 9Z A= S2fo|ol=et At 7to) Hot ¢S
511, S20|AE0] Ch3t MH IDS 9153}, LOIE( 2t Hot SN H2E HTohs o AFRELICH Aot
22to| 1Tt AIZAe] HAHZO| AgLITH

° ¥ EEFOI?JE ASM * = Ao Clist S2H0IAE L= AR} IDE 21535t0] 220t AFESH= AELt I etdet
215E MIYLICt 22H0|YUE ASME HOIHE L= ot5HK| SAELICE

S20[AETI HTTPSE AHE3I0] MH0l| HESIH MH= 371 717t ZEE MH QIS M2 SEELICE S20[AUE
MH MBS ASM A=l M1t H{w5t0] o ASME Sl BtL|Ct MEO| LX|SHH S2t0|HEE %%'EF 3 7|
AHEBH0 MEHet MM S AIZFRILICE.

rlo

StorageGRID= 2E W& A 2X- 1t 22 2 HAZ0| et M E= CloudMirror 8| AH| AL 22 CHE HZAO|

Ciet 2Et0|UER &*%%*LIEL

* 7|2 J2|E CA

re
ol

M *

StorageGRIDOl= A|AH! MX| F0f| LHE O2|E CAQABSME MHsH= LHE CARIZ 71371 ZEE|of /J&LICt.
2|2 CAQISME 7|20 LY StorageGRID EZfTlS BE5317| 9[s AFREILICE Q% CAQIS 7|2h=
ZEO| M HOt MG AHSHH| E5H= AR X H QIBME Yad = JYSLICH H|Z2E M 2t Hof| CHs Grid

CARISME M8 4= UK Z2HM HF 0 7+ ’“°“PJ YH2 2T AS 7|20 MBS ALEA X ASME
AHE3t= AYLIL. St gl= HIE S HEE X AE|X|2 HFE[X] EELICH

* AH2XX|E CAQISME LI QISME HH3HK X2t AFBA XIH QIEME Mt HZS BHolsty| s X|HE
015 K{G{OF BHL|Ct,

« DE AR K|E AIEAS B SHF "AH] 1Z o] ChEt A2 Zke XA et

* StorageGRIDE CA2| QIZME £ TIYU(CA Q15 A HE0|21D BhE HEYsHs 24e KYBtLct.

@ StorageGRIDO|E= 2E JZ|E0AM ST 2 MK CAQISME ZEEILICH TZ2EM SHHME
2 M| CAQUSA CHAl 2[R QIF 7|20l A MBS AFEXE XY QB ME X|HsHOF gLt

ISM faol HAR2 of2] 7tX| HO = AAELILE AAES 017 o £F StorageGRID
ISME ZH|sHoF g

40|
H|s{OF BtL|C}.

|'.|).| 09k

HOor QS Mo A M A LT

2t IBMO 7 I3 E= @A el 2E StorageGRID QIE 0] CHet HHO| AMAS 4= Q&L

1. Grid ManagerOi| Al * 714 * > * HOt * > * OIZ A * & MEABIL|CE


https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html

Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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