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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/0O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4d.tcp slow start after idle = 0



# Tune TCP window

net.
net.

net

net.
net.

core

.ipv4.

core

core.

ipvé.

rmem maxXx

.wmem max

tcp rmem

tcp wmem

settings to improve throughput

8388608
8388608

4096 524288 8388608
4096 262144 8388608

.netdev_max backlog = 2500

# Turn on MTU probing

net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking

net.ipvé4.netfilter.ip conntrack tcp be liberal =

1

# Reduce TCP keepalive time to reasonable levels to terminate dead

connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the

net

net.
net.

net

net.
net.

# Disable IP forwarding,
=0

.ipv4.

.ipvé6.

ipv4.
ipv4é.

ipvé6.
ipvé6.

neigh.default.gc threshl

neigh.default.gc thresh2

neigh.default.gc thresh3

neigh.default.gc threshl

neigh.default.gc thresh2

neigh.default.gc thresh3

net.ipvé4.ip forward

we are not

8192
32768
65536
8192
32768
65536

a router

ARP cache size to tolerate being in a /16 subnet

# Follow security best practices for ignoring broadcast ping requests

net.ipvé4.icmp echo ignore broadcasts

=1

# Increase the pending connection and accept backlog to handle larger

connection bursts.

net.core.somaxconn=4096

net.ipvé.tcp max syn backlog=4096
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sudo 1n -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

sudo 1n -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping
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=2
i
mujn

™ oS 25Ut

multipaths {

multipath {
wwid 3600a09800059d6df00005df2573c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005df4573c2c30
alias sgws—-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573¢c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

o[zt YA02 B HEE MESHH EHO| 2 AEQ| L|HER|0| =5 C|HIO|AZ LIEHEZ 1 £ /| 2|
A0 M 22 /dev/mapper 2EE|X| 252 X[HoH{oF & ujotct ’;!7“ HEE H=set 0|ES XEE & USLICE

StorageGRID = 0t0|12{|0|ME K|St HX| 0l C}E 222 *|‘R5}EE 37 AEZX|E BYot= 3R 2E
35 X ZAEN 35 S MMt X £ /etc/multipath.conf JELICEH 2 SAEO|A CHE Docker
ﬁEElIl =52 M85ttt Of._ Lt *Docker AEE|X| 28 LUNS| ':”*'0" E|'7“ SAE O|E2 ETSHH
HEZ ALESHH 7[st7| &l of gio| MEEL|C

@ ATEY0 HME Y ot Z4H|0| L AEIO Z Dockerdl| CHEH X| &2 O O| A AL E|X| Q&LICEH
Docker= 2—?’- E|7E01|)\'| EfE ZIH|O|H AZTIC 2 CHA|E of| AL .

e
i
0
i
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* "L Z1H|0| OfO|33|0|M QFLALS"

ZH[O|H AR HEA S&ES FAeLICt
Z1E|0|H AIEl(Docker EE= Podman)2 AX|SH7| Mo AEE|X| S&2 EUstD O ESH0F

@ AZEQ0 ME H{EE 2let ZIH|0| ATISZ Dockerf| CHet X| 212 T O| &t AFEE|X| S&LICE.
Docker= &= 22|Z0{| M CHE ZAE|0[ AT 2 CHA|E o FILICt.

Docker &2 250 2& AE2[X|E AFEE #|=l0[1 o] ZetEl S AE THE|MO| AHE JHseh S2H0| SESICHEH 0]
HAE HHE = JASLIL /var/1ib.

CHA|
1. Docker AEE|X| 250 It A|AHIS MMTtLICE,

sudo mkfs.ext4 docker-storage-volume-device
2. Docker AE2|X| E§& OHRERLIC

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. Jetc/fstab0ll Docker-storage-volume-device &=2& Z7tetL|Ct.

O| TtAH|E +3stH SAEJ MR E = AEZ|X| 2E0| AASCE CHA| OFREEL|CL

DockerZE M X|gtL|C}

StorageGRID A28 Linux0ll M Docker ZIE0|L{ 2§02 MHELICH StorageGRIDE
MX|5t7| Fofl DockerS A X|slioF BfL|CE.

@ ATEY 0 HME HIZE /Tt ZIH|0| AZEISZ Docker0i| CHet X[ 2 I O| & AL E|X| ESLICE
Docker= &= 22|Z=0{| M CHE ZAE|0|H AT 2 CHA|E o FILICt.

A
1. Linux HHZEOf| CH X|&of w2t DockerS MX|ELICH

@ DockerZt Linux HHEZHY| ZEHE|O] UX| %2 AL Docker & AIO|EVM CHREZES 4 QELILCY.

2. [I2 & BHS HAHSI0| Dockers &M2tst D A|ZME=X] IGL|CE
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sudo systemctl enable docker

sudo systemctl start docker
3. CH2 2 LS of| & T 2| DockerE MX|RHE=X| &olgtL|Ct.
sudo docker version

S2t0|AE 3 MH T2 1.11.0 0|440|0{0f FFL|C}.

I My

—

o
"SAE ARE[XE FHYLICH

StorageGRID A E MH|AE AX[TL|C}
StorageGRID DEB Ii7|X| £ AtE5t0{ StorageGRID SAE MH|AE MX|BfL|CE,

Of Zrioi| Chat

Ct2 XIH 2 DEB W7 |X|0f| M 2 AE MH|AS AX|Sts YEHS SYEILICH L= AX| OF7H0| 20| ZEE APT
2| ZX|E2| HEIH[O|E E AHE5t0] DEB IH7|X| & #H2 LIC}. Linux 23 M|H|of CHet APT
2| EXEE| K|S HESHIA2.

Hu
mx
Ras
e
1
$0
i

CHA|
1. 2t SAEO0]| StorageGRID DEB I{7|X|E SAISIHL 3R AER|X|0|M AFEE = UES BfL(C

=2

I S0, /tmp THS HHAOIAM Of[H| BES ME 4= AT L2 E2|0f BiX| LT,

2.

N

P AEO| REZ 216t sudo HEH0| A= AIYS ALESH0] LHE FHS HARLIC

HX {7 |X|E service AX[St1 IH7|X|E

& HW 2 AX|SH0F images SLICt. IfF|X|E 0|2[2| C|2 E2|of
HiX|ot AR /tmp AI2oH A28 BIYSIEE HHE o

=
Hefct

(=}
=

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID I{7|X|S A X|8}7| F0j| Python 2.70] 0|0 MX|=|0f Ql0o{oF EtLICt. O] sudo
(D dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb BEHZ
e wi7kx|] FHo| AoRfLct.
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