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AWS region

VPCA VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

I'Ilr. f_-\l
o r g
g >
Synchronous mirror of ONTAP
e L
data between nodes N 7

74 @7 Atg

OF&! ConnectorE THEX| 22 AL Connector0f| CHet HIERIZ @ AMStE HESHOF ShL|C.
 "F{UlE{0f CHSH HIEXZ 27 AtEtS LT
* "AWSS| Eot O F A"

02{ AZsOl| Al HA A0f| CHSE AWS T4 AH|O|EgQl|o] A

HA 4of| CHot HMAE X[ASH= AWS TE HO|ES0|E AFBLICH "R
AF8t= VPC 2[R0A
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Cloud Volumes ONTAP HA 7+80] 042]{ AWS 7t2d gH0f| E4tE[H VPC LHO| A NAS Ci|O|E HNAN RS IP
FATHQELCE Ol2{3t & IP TA = HON7F 2hMieh mff L= Ztof Opo|agj|o|Me 4 AUX|THVPC 2/ 20| A
J|2XoZ HMAT & QELICH o Iatoldl IP FAE S5l VPC IS 0AM CO|E{0f] HMAT £~ UX|Tt X5
HYQHE HSSHX| Q&LICE.

22 AH 22| QIEH0| AL MEHK SVM 22| LIFOE B3 IP FA7F HagtL|C

AWS HE HO|EQI0|E et 22 HA YO| &Fdh= VPC 2582 RS IP FA00 AMAT = JAELICL &, VPC
Q| F0i| A= NAS S2H0[AEL} NetApp ZHE| 20| RS IPOf| AM|A T = JSL|CEH

CHE2 TE A O|EHolof 2fs HEE
S2I0|HE= CHE VPCO| &Lt

_——

ALt

9| VPCE H0 F= O LI HA A| A2 VPC StLtol| &

= of
07 0hg BE IP R4S AHR3t0] 220|E0 NAS 28 0

[0 4
m

172.23.01
Floating IPs
172.2302
routed to VPC1
(1722303 ) route table
172.23.04

Y

Transit
gateway

i ks 4
Floating IPs
1722302 Flc}ating IPs 172.2302 SR P
172.23.0.3 ) routed to ENIs 172.23.0.3 transit gateway

: Mediator Client

VPC 2 (10.100.0.0/16)

VPC 1(10.160.0.0/20)
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Ef71|
. "4 AO|EZ0|Z 2HE1 VPCE HIO|Egolof] HZETIL|C}".

2. VPCE M™% [0|E<lo] A= H|o|Z0| AZELICE.
a. VPC * MH|A0||A * Transit Gateway Route Tables * £ 22!%tL|C},
b. 2tE E|O|

c. 917+ 2 2 Z Y+ S MeELIct
d. 1 ML IIY(VPC)S MENB S * 1 MY * 8 2Bt

3. HAWe| 25 P F2AE XIFotol [ #0|E90/2) 22T BlolZolM ZRE BHELICH
BlueXP2l X9 £ M HOIXI0IA 25 1P FAS 2 4 YBLICL 02 SH 137 2L

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs.cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

CHS MZ o|0|X|= M4 HO|EQ0]Q| 2tRLE H|0|22 20 FL|Ct 0{7|0fl= 2712 VPCO| CIDR
ZHZ2} Cloud Volumes ONTAPOI|A A25H= 4742 85 IP FAJF ESHEILICE

Transit Gateway Route Table: 1gw-rtb-Oeadee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

(), Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-05e7 7bd34e2ff91f8 | vpc-Ob2bc30eldcleldbt I h VP02 propagated
10.160.0.0/20 Tgw-atiach-00ebaseacazs0d7db | vpe-673ae603 propagated

static

172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI VPC‘t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -—"-thﬁl—[‘g static
172.23.0.4/32 {gw-attach-00sha3eac3250d7db | vpc-673ae603 _l_B‘ Addresses ..

4. 25 IP =200 M| Asof SH= VPCe| 2tRE E|OIES +F LIt

S=0f chzt

Route state

active
active
active
active
active

active
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Route Table: rtb-0569a1bd740ed033f

S /8 IP F2A0| AN ABHOF SH= VPCH| ZE2E

Cte ME o|0|X|= VPC 19| 2tRE EH|0o|2
229| 2tREJt IEHEIL|CEH BlueXP= HA *é!% HHZE St off 2t E E1IOI%01I RS

Summary Routes Subnet ions. Route Tags
Edit routes
View Al routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Jgw-072500d01781e67df active No
\ / s |

10.160.0,0/20 1aw-015b7c249661ac278 \Y | No
VREA]

172.23.0.1/32 1gw-015b7c249661ac278 active No

172.23.0.2/32 1gw-015b7c249661ac279 Efoatlng IB No
U DAoL i

172.23.0.3/32 1gw-015b7c249661a0279 Addresses No
Rt e

172.23.0.4/32 1gw-015b7c249661a0279 active No

O &A= VPC 2t 2tRE S 2t=517| MZ20| STt

Summary Routes

= 20 ELIth 67]ofl= &

XA

F4 8 SE0|UE

F71510 HA ¥ vPCel B2 H|O|=28 +FEYLIC,.

7t }= VPC

IPE XAS22 FIFUSLICE

Subnet Assoclations Route Propagation Tags
Edit routes
View | All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pex-589¢3331 active

I 10.100.0.0/16 1gw-015b7c248661ac279 I ME'.CZ
10.129.0.0/20 pex-f7e1396 active
172.23.0.1/32 enl-0854d4715558c3cdb H
Floating

172.23.0.2/32 eni-0854d4715559c3cdb acti |B

172.23.0.3/32 enl-0f76681216c3108ed Ad d resses
e e

172.23.0.4/32 eni-0854d4715558c3cdb active

6. 25 IP A5 A8t 220|HEN| EES DIR2EYLICE
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

7. NFS 252 0I2Est= 22 22H0|9E VPCE| MEUI0) YXSHEE AAZE S

° "AWSS| 117t A"

° "AWS9| Cloud Volumes ONTAPO| CHst HEQZ @ FAFS"



https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/task-manage-volumes.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html

2 ML HA Y 75

11.1 EE|ZEE| VPC 2R E X|&5t= AWSOIA Cloud Volumes ONTAP HA 40|
SIEILICH VPC B3R E AIESIH MEUIZ CHE AWS A ™Dt 39E &~ JASLICE o] M2
235l2{H AWS 2HZ S MESHCI2 APIE A26H0] HA A8 =8l0F &L L}

ot &7 "VPC =& "Cloud Volumes ONTAP HA A2 Ct2 & AHHof| 2AHEILICE.

* HEEYYE 288k VPC

F(VPC, MEUY, 2128 E|0|= % Cloud Volumes ONTAP 29t &)

AR XA
* AR ABCE, EC2 QIARHAT SR MEU0| EELICHOZ[0l= 2702 HA =9 STHALZE ZLeHE).
o] 724 JHof BiZE =l Cloud Volumes ONTAP HA 14 2| 2L HA SXHXL7F VPC AKX A[E 9| 2t
HO|20l| £ & = EX HoHo| HRELICHL MR FHE + A= IAM S22 MESHo] o|2{st HotsS I1|-3-3H0F

gLt

CtZ O|0[X[= O] =1t 2HHEl 18 @48 HoFL(CH

18


https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/

Shared VPC
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Frivate subnet
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1AM role with
“AssumeRole”

OfzH THA|Ofl @EE = E7HRE AF 2t ME

gLct,

Cloud Volumes ONTAP &t 2t
HZA =l 2 H|O|

agte Ha At o

a2
=
=

=
= =

= =
= HE5}

Hlg 3R/t VPC &%

™ BlueXP= A=
7| 98l vPC &

EHA|
1. VPC 2RA AFe| MEUS HIIA}F AF 2 KL
O EHl= S/ MEUO| HA @S T&5t= ol EQELIC

"AWS HEHAM: NE

42 ZELICH

OF |IAM I&s MMt
KX A-HA M ML IAM

IEHolAM 1AM St 8 2ot O FS Tt
of STHXtOl| HZRLICE
Hdgts 7HgELIct

0|

19


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet

"Cloud Volumes ONTAPS| E¢t 15
9I&LICE BlueXPZt O|2{%t 2t S =3Bt |_-_|._

3. VPC 224 AIFo|M CHE AEHo| ZEHEl IAM HES MMBL|Ct.

Action": [
"ec2:AssignPrivatelIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

4. BlueXP APIZ AL23I0] M2 Cloud Volumes ONTAP %t stA S atEL|C},
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
1,
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalaccountid"
I
"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

+
O] TR M|AO CHEE XtMISH L2 S BZSHYAIR "AWS HEA: CHE A|IH Q| AFEX7LKMS 7|E Ar8E &=
UEE B
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud(0|=) X4



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP = E2| i X AH
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud(0|=) X4
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
}



"Version": "2012-10-17",

"Statement": [

° HA SHxt

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"
"sts:AssumeRole"

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
. A

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. BlueXPZ =02 = &7 4t 00| X|of| =E=SHH * Freemium * 2 MEHBIL|CY,

—

Select Charging Method
Professional By capacity R4
Essential By capacity A
° Freemium (Up to 500 GiB) [ — ~
Per Node R
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Edit Credentials & Add Subscription

details and then subscribe.

The next steps:

[f?“] AWS Markeiplace
L

(2" Cloud Manager
2)

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

Subscribe and then click Set Up Your Account to configure your account.

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. BlueXPZ S0t2 = 7T 'Y 10| X|0f =&sIH T 7|8 17| XIS MERfLICt.

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node

By capacity
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/T\] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional capacity R

Essential By S

Freemium (Up to 500 GiB) By v

111

Per Node
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Edit Credentials & Add Subscription

details and then subscribe.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Cancel

b. BlueXPZ £0I2 = £ W' H|o|X|of| TEsIH & 7|8t 17| X|S MESfL|CH.

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node
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Storage management
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS i5CSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
o Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area

Software Fees

5. * MH|A *: 0| Cloud Volumes ONTAP A|AEIO| A AFRIX| 042 JHE MH|AZ EHAS} E= H|ZHASISHL|CY
° "BlueXP 2F0i CHal XtA|S] ot AA| 2"
° "BlueXP ] 5! 510f| CHSH XtA|S| LOtEMA|L"

i

WORM %! H|0|E] HZ32 Afaoraqﬁ BlueXP 22} 5l 5415 H|2-d2lstn HE 9.8 0| A9
Cloud Volumes ONTAP %t 2tAS 136l{0F S|t

6. *HAHIE 2™ * HA 714 S MESL|C)

HHIZE D E0]| CHSE THR = S RESHIA| "AWSE Cloud Volumes ONTAP HA".

i

(O IXI AN HE > (HY AZ) 2= * X[F B VPC * (THE AZs): AWS fIFAE0| 7|Eot HERIS HEE
Het


https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/ko-kr/test//media/video_subscribing_aws.mp4
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html
https://docs.netapp.com/ko-kr/test/concept-ha.html

micof ¢=dst|cH M

=1 =
Hot OES WHYSLITE BlueXPOM Eot IES UHSIEF SIH BT S 51 85t= S HEHlof
ol-|_||:|-
= .

A

-

+ MEfst VPG T *
MEU olot 744
Medste Zio| B&

EHSt AO OIHIRE Eaful

=

2 42 o 5
B} AFE 6 VPCO| ML HeIRLICE 0] 442
L]

A
Ct
22 QHIRE EafjZlo] AA & 0.0.0.0/0 IP He|JL|CH

-

* ZE VPC * E MEdot

7|E 2o AES 7|Z st HMS A3 AR T4 70| EeE|of UEX| gelgtL|Ct. "Cloud
AbgEILICH Volumes ONTAPS| 3t T1%0f| CHsl| 2ot 44|

8. * 17 5l SSH QIZ * HA &M 3! XXt HZ WS MeKELCE

9. * K |p* 0f2] AZsS MESt A2 25 |P FAE X|FELIC

IP =4 e X|Fe| 2= VPCO| CH3t CIDR =& 2|20 °'01 FEILICE XEAIB LI 2 2 B ZSHYA|R "0 2
AZsO| A Cloud Volumes ONT AP HAE 29I | QFARE",

10. * 2 Bl0|S * {2} AZSE MEl? A 2= P A0 Cfet Bt2ES Tatsiof st atod Hloj2 g
Mgt

= 0|29 2t H0|20| A= 22 SHIE 2t HI0|SS MESt= 20| 0 QLT JHX| poH AR
Z210|HETL Cloud Volumes ONTAP HA 4&0f| °”HI*°RI g & ASLICE 2t H|O|Sofl THEE XEM|S

LHE2 S EZSHIAIR "AWS EEAM: Z=2 H|0|=".
11. *H|o|e| &3t *: CI0|E =3} L= AWSE 2E|E|l= YS9t E MEfSIX| ob&LIC.

AWSE zt2|&|= 2S3te| A AFEXL AIF = CHE AWS A EO||A CHE CMK(Customer Master Key)E
MElSh 2~ EL Ef.

Cloud Volumes ONTAP AIARIS 48t S0l AWS HI0|E] et SHS M 4 gBLIC

"Cloud Volumes ONTAPE AWS KMSE M St= 2iHo]| CHall LOotE A A",

"RIAE| = ef= st 7| =0l Cisl RhAMIS] LOoFE A"

12, » 7 YHH SINSS A HE *: O] A|ARIOM AFRE S SM2 X|™$ CHS NetApp Support AIO|E AI™S
X|™gt|Ct.

° "Cloud Volumes ONTAP2| 2t0|lA ZM0f CHoH KfAM[S| ot HA[L",
o "2tO|MIA M HiHO|| CHoH O MA| Q"

13. * Cloud Volumes ONTAP 714 * (17t AWS O}1Z3j|0| A 7|obot ety 7|2 TNS HESIT * A4 * S
S206t7L} * TN WE * S S2oto] Yots TAS MeshL|t

—

712 2 RASts BR 252 A8 L2 #4E 4E 8 selotr|Tt 5t gLlot.

O

loud Volumes ONTAPE 24| A|ZtSt2{™H 147 | X| & StLIE
* 2 ZF=lgL|ct

=

14. * APH M= THF|X] * (AZHE = BYOL ME):
MEfst st AN S MEist2{H * 1M HE

52


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html
https://docs.netapp.com/ko-kr/test/concept-licensing.html

I{7|X| & SILIE MEfol= 2 252 XE LS 19 4E 3 sstr|nt ot gLt
15. * IAM Role *: BlueXP7} H& 2 Mg = U= E J|2 FHE |XIst= 20| 7t EELICE

KHH| S At2St2{H O] MAH0| ZF8H0F BHL|Ct "Cloud Volumes ONTAP == 2! HA SRS HAH @ JLALSH

16. * 2tO|MA *: Q0| I}2} Cloud Volumes ONTAP HH
MEHBHL|CH

mo
rE
o
ot
]
)
>
m
I>

m
=

Hof e 2[4 EAl =2, 2t 7HEd L= K| %‘Elﬁg R %E 4<% BlueXP=

MEdS

@ Y 2td S TS M A|ARS Y HELZ HU0|EFLILE. of|E S04, Cloud Volumes ONTAP
9.10.1 2 9.10.1 PAE MET == A= F 2 YHIO|E7} &/HeL|C}. °*E1|0|EE E 12| Z0f| A
CHE 22| =2 ZAoHR| 5 LICHOl: 9.601M 9.72).

17. = 7|2 AER|X| 2|AA * C|AT RS MEistD 7|2 AEE|X|E 74t CFS H|0|H A S3HE ArE T ZQIX|
A-|EH'6H__||:|-
(R = | -

CHS Aol RelstiAlL.

° Cj23 Y2 £7| 2 E(H oi22|AHI0[E)0l| ALEELICE Ol =& % Oi2[A[0| =0 Choh CHE Cj23
o5 2 MEHSH A QLA T}
o2 12 T M- .

° GP3 EE= jo1 C|AT E MEHSH= AL BlueXP= AWSQ| Elastic Volumes 7|5 AI238I0 7|2 AEZ|X|
ClA3 S22 L L2t X522 ST LICH AER|X| QAL et X7 %%*2 MEHSET Cloud
Volumes ONTAPE &% £HT 4= QI&LICH "AWS2| Elastic Volumes X|210]| CHsH XtA|B]
AOtEMA|Q",

° GP2 £ st1 |23 E MEHSH= 2 x7| 0fTI2[AH0|EQ| 2 E C|AZQ} ZHTtoh T2H|Xd SHE AIEY
I BIueXP7f dHst= =7t ol 2| A 0| B0 M C|AS FT|1E MEE &= JFLICE Ig 2 FHS ALEt

CHE C|A3 37|15 AF8%t= Ol AH0|ES WHY + ASLICE

=2 ocoo=2 T M-

"O|O|E] AH|Z3t2| S HAlof CHe LotE A"
18. * M7| £ 2 WORM *:

a. st AL * Normal * (HA} *) EE= * High * (52 *) M7| £ S MEHSHLICEH
"MI| £E0]| CH3H XEM|S| 2OoFEMAIR".

b. =%t AL WORM(Write Once, Read Many) 2AE2|X|Z gMsstL|Ct.
Cloud Volumes ONTAP 9.7 0|5t {0l A C|O|E A|E3H7t EMotE 2 WORME ALY &= Sl&LICh
WORM %! A|E31E gAslst Z0f|= Cloud Volumes ONTAP 9.829| &|E2|7| L& CH2 30| =7t
KpehEIL|CE

"WORM A E2|X[0f| CHalf XtM|S| Ot HA|R".

a. WORM 2E2|X|E &dsiet 32 BZ 7[Zts MEigtLCt.

19, * 28 44 M 2E0 th2t M2 HBES YotHLt - UF7| * 8 2B

53


https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-data-tiering.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-write-speed.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html
https://docs.netapp.com/ko-kr/test/concept-worm.html

54

"K@El= 220|ME T2 EF 3 H{TO|| CHol OotEHAIL".
2

Of mjo| x| Y&

O M| A H|O{(NFSOH|2t

i)
At
38)
AHAE B

g SH(NFSO|ZHBHS)

O|L|Aloflo]E O
IQN(iSCSI M &

=

X AEXIE(CIFS

= o
H X
)

—

RELICH Ch2 BOM= X[Ho| 2ast ZES AFHL(C

ARE M2 SEO| AMAY £ A= HEUle] E2to[A :
7|2 HOZ BlueXPE AMEUIS| RE QIAEI A e HHAS KBt 242
olgq

=

o[2{et HEE AESHH AEXL B! 259 S/ Chigh AMA +=F(HMA MO =5
LE=ACLEIAE B2 Mo = JASLICE 22 L= TH[Q! Windows AHEXt EE=

of

JF, UNIX AFEXHEE OES XA
X|™dt= AL domain\username &
grL|c.

2 QUELICH =21 Windows A2t 0|2
2 A5 AFEXte| =91 S ZEtsl{of

1>

A EAE Y2 INHZO2 MMHE|= NetApp AHAF SAHES| £t HIEE
XIESLICE NetApp 2RI SAHE 2 M5 FE0| gl X[ATto] AEZ|X|Jt HAot
Al THY A|AEL O|O|X|LICE 7|2 FMS MEISIALE MEISHX| gt 4 USLICH
Microsoft SQL Server2| tempdb2t 20| Al Cl|O[E{0f| CHaH SiSS MEi
Ql&LICH

M- .

=52 NFS 7 MEH: NFSv3 EE= NFSv4

iISCSI AE2|X| EFIS LUN(=2| f4)0|2tn 8t SAEO| BE 22 ClHi0|AR
HA|ELICH

O|L|A|OJ|O|E] 122 iSCSI SAE C 0|29| |0|20|0 ot O|L|A|0f|0|E{7}
O LUNS HMAE 4= JA=X| MOHEtLICE.

iISCSI CH&2 EZE O|CUl IE 3 O{HE{(NIC), AZESQ)|0] O|L|A|0[O]E{7} =
TCP 2E=ZE AZNTOE) 7IE, S8 UIESRIZ O{HE(CNA) E= M8 SAE
IIAE O{HE{(HBA)E Sdll HEX 30| HZALH iSCSI 32! 0|S(IQN)2E
AEELICE

iSCSI 222 MM i BlueXPUIM XIS 2 LUNS MAEILICE 25 & 5Lt
LUNSH MMSIOZ 22|72t LU iELICH 288 MMsHF "IQNS AFE5HY
SAEO|A LUNO| HZTHL| "

CtZ O|0[X[= CIFS Z2EZ0] thio 24 & =& HO|X|E 20 FLCt.


https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/concept-client-protocols.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html
https://docs.netapp.com/ko-kr/test/task-connect-lun.html

Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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EHA|
1. AWS IAM 24 2 0|53t * Policies * £ Z2IgtL|C}.
2. Connector QIAEI A0 CH$ HAHS OLSL|CT

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2?2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances"
"ec2:ModifyInstanceAttribute",
"ec2:DescribeRouteTables",

ec2:DescribeImages"
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"ec2:CreateTags",

"ec?2:CreateVolume",
"ec?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"s3:GetObject",

"s3:ListBucket",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
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"s3:

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:

1,

ListAllMyBuckets",

Ligtc=",

Describe*",
:AssociateIamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

" A A
e": o

fabricPoolPolicy",

: "Allow",

:

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions"

"Resource": |

"arn:aws-iso:s3:::fabric-pool*"

"Effect":
"Action":
"ec2:
"ec2:

"ec2:

"ec?2

"ec2:

1,

"Allow",

[
StartInstances",
StopInstances",
TerminateInstances",
:AttachVolume",

DetachVolume"

"Condition": {
"StringLike": {

I

"ec2:ResourceTag/WorkingEnvironment": "*"

"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect"

: "Allow",



"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

3. Cloud Volumes ONTAPO]| CHet HAHS MM BHL|C,

"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws—-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

oo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1,
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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5.

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses"

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"
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