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View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022

Link
A-500014003 6.64 TIB @ 435TiB 1] July 29th, 2022 @
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Subscription Modification for A-800014001
Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity
Extreme 0.977 TiB 0293 TiB TiB
Pramium 0.977 TiB 0458 TiB TiB
Performance 0 TiB o TiB TiB
Standard 0.732TiB 0.438 TIE TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering O TiB 0 TiB TiB
CVO Primary 1.96 TiB @ 1.76 TiB 3 TiE
CVO Secondary 1.02TiB 0.438 TiB TiB
Additional Information
Is there anything else we should know about your request?
Please be as descriptive as possible.
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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud
Manager services.

Start with a template of:

Volume for Cloud Volume for Cloud Volume for Azure
Blank template Volumes ONTAP + Volumes ONTAP + NetApp files + Data
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Creating your resources

This process can take a few minutes.
Keep this page open to manitor progress, or you can dose this page
and check the Timeline later for details.
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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Volume Mame

Snapshot Policy
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Default Policy
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volume_copy
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Destination Aggregate

Automatically select the best aggregate
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[ =
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Interface 1D Description i
| eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a
' |
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IP FAE AEOHA| b= 32 M 2E2[X] VMOM AFEE = AUSLICE
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1. AER|X| VME MMt AEZ|X| VMR Th= ZEE WAL CH

vserver create -rootvolume-security-style unix -rootvolume root svm 2

—-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. NAS LIFE MMstL|Ct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

O47|M _private_ip_x_+ e0aOllA| AF2E[X| gt= HX ME IPRILICH

3. MEf At AEE|X| VM 2| LIFS ATt

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

o7|M _private_ip_y_= e0a0l|M AFEE[X| b= £ CHE EX & IPRLICE

4. AE2[X| VMO StLt 0] &kl O 22| AH|0|EE HERILICE

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AERX] VMO EES HMst7| Mol | AEZ|X] VMO| HO{ = StLte| O I 2| A0 Eof| M| ABHOF 7| 2 0f|
O] CHA|7t ZLEL|CE,
Tl AZO| A HA A0 AE2|X| VME M A SHL|C}

Ct2 BHAIM = B2 AZ2| HA YoM M AE2|X| VME I EILICH NAS LIFS ‘d-d5t2{H stitel Zetolyl 1P
T4t HR0HH, 22| LIFS Hdota{d £ OfE MEH Zato|Hl IP 471 2L
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£
1. AE2|X| VME MH5I0 AEE|X| VMR R 7h= Z2E M4elLIch

51



2.

52

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

== 10{ NAS LIFE M-dgfL|ct.

network interface create -auto-revert true -vserver svm_2 -service
-policy default-data-files -home-port ela -address private ip x -netmask

nodelMask -1if ip nas 2 -home-node cvo-nodel

7| M _private_ip_x_i= cvo-node12| e0alll A AEE[X| §b= EX ME IPRILICH MH[A HHM default-data-
files= IP7} OHEL] L E2Z 010|2g|0|ME 4 JUSS LIEILHEZ H|0|Z22H 2| AL O IP FAE cvo-node29)
e0a= MHiX[ 4= JASLICE.

MEH AbE: e E 10| AE2[X] VM 22| LIFE M giLict.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

o7|X _private_ip_y_i= e0a0l|M AFEE[X| §f= £ CHE EX ME IPRLICE

- 2EE|X] VMOl StLt O] ¢2| o 22| AH|O|EE ST RILIC

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEE[X VMM 2 4d5H7| Tl A 2E2[X] VMO| H0{ = S| 0f 12| A|O| E0f| M| A3 OF 57| =20
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

02 AZs2| HA Mol AEE|X| VME H-dehL|Ct
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. .E 10| NAS LIFE 4MgtLct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port elOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° O P FAL HA FAS HIESH= AWS X[ T = VPCO| CHS CIDR E2 2|20]| RI0{0f BtL|LC}.
192.168.2009. 27° HE |P =AQ| O|QILICH "E= |P Z=A MEHO|| CHBH KFA|S| LOHEAIAIQ",

— T O

[ =]
° -service-policy default-data-files IP7t IEL] LEZ O10|O20|4S 4 JUSS LIEFHLICE

3. MEd At L E 0] AE2|X| VM 22| LIFS Y4 L(Ch

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port elOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. L= 10{| iSCSI LIFE MAstL|Ct,

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if

ip nodel iscsi 2 -home-node cvo-nodel

° 0] iSCSI LIFE AE2[X| VMO }= §S IP2| LIF Ot0|12j[0| Mg X|st= o] ZRetL|C} iSCSI LIF7F &
HeE XIT = ZHof| Oto| J3[0| MSte 8 #Me = SIELICH

° -service-policy default-data-block IP FA7} L E 7t0f| OFO|O2{|0|ME[X| 4SS LIEFHLICE

° _private_ip_2 cvo_node12| eth0(e0a)dllA AL E[X| &= EX ME IP FAQL|CH

5. .LLE 20]| iSCSI LIFE MAstL|C}.

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2
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° -service-policy default-data-block IP A7t = Ztof| OH0| 2|0 ME|X| 4SS LIEFHLICH

° _private_ip_+ cvo_node22| eth0(e0a)dllA| AFEE|X| o= HX ME IP FALICH

6. AE2|X| VMO StLt o 42| of 22| AH|0|EE S EILIC

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-nis-client
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MH|AE HM|ZELICL 0|2 SVM == vserver 2 Y11 U2 4= UELICE Cloud Volumes
ONTAPE 7|2EXMO 2 8tLto| AEZ|X| VML ZE M E|X|2F Azuret| A Cloud Volumes
ONTAPE Adligt if 7t AEE|X| VMO| X| & ELICE,
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X E = AEEX] VM =L Ct

9.9.0 Z2|=5E £3 Cloud Volumes ONTAP 1M 0|A {2 AE2|X| VMO| X[ & ElL|Ct 2 0| SELICt "Cloud
Volumes ONTAP ZI2|= L E" A2 &9Q! Cloud Volumes ONTAP HZXO0|| CH3l X| &= AEE|X| VM 5
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iSCSI
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b.

Settings * 0| A * Frontend IP configuration * & 22!stL|LCt,

37t & 2L
-
=
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——

Home > Load balancing > azurehal011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

MName * | ip-for-svm2 e |

Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) o |

Assignment Iél Dynamic O Static

Availability zone * (0 | Zone-redundant e |
g2 0LE DTRHEQIE |P 7249 0|E2 22!6t1 * Assignment * £ * Static * = HZASIL * Save * E
Saigct
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2 Search resources, services, and

Microsoft Azure

5-rg-lb

-

azurehal011s

Add health probe

rs
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I
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Microsoft Azure
Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

Availability zone * (0

Mame * | ip-for-svm2 o |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) o |
Assignment Iil Crynamic O Static

| Zone-redundant N |
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a.

b.

Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe

considers healthy receive new tratfic.
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I jImI’!T!,-'JTIEW_TulE

IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()
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Session persistence ()
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Microsoft Azure P Search resources, services, and docs (G+/)

@
0 & O S
Home connector1 | Networking >connector1-614
connectorl1-614 | IP configurations *o X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding @) cnabled )
A2 Access control (IAM) Virtual network Vnet2
T
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
B IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A‘|O| |§2 ol & "'I. in 2 AEHS I-Q* * 2 Z2|sh | I-
IP Aol 0|22 =St Dynamlc = MEHSHCHE * OK * £ &L}
= Microsoft Azure P Search resources, services, and docs (G+/) o & @ &
Home >connector1 | Networking > connector1-614 Add |P conflguration X
Fg connectorl-614 | IP configurations g e eonnectort 614
Network interface
Name *
| 2 Search ‘ « Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A Access control (IAM) Virtual network Vnet2 T——
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group /L\
ipconfigl 1Pv4 Primary . (Q@ILENY Static )
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
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N Alerts
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iscCsl
TR0t LIFe & M AE2[X| VME d&5t2{H ths TS MEHA L.

CHA|
1. AEE|X| VME MMt AEE|X| VMR Jt= ZE2E MAMSHL|Ct.

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. G|OJEf LIF “44:

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. MEf Abeh: AER|X| VM 22| LIFE MdgLch

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. AE2[X| VMOl StLt 0] &tef 02| AH|0|EE HERILICE.

=
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEZ|X] VM01|)\1
20| o] THA|I7

2

==
SF
o
|:|

ddst7| Hofl M 2E2[X] VMO| HO{ &= StLt2| O 22| AH| O] E0f| HA|A8HOF 57|
L|C}.

LR LIFSH BH| M AE2IX| VM MABtRH Tk B2 T2 AL,

1. AEE|X| VME MM8tT AEE|X| VMR 7H= Z2E MAMTHL|CE
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vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. O|O|E| LIF AA:

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. MEf Akl AER|X| VM 22| LIFE MdgLch

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4. AE2[X| VMOl StLt 0l &tef 02| AH|0|EE HERILICE.

= O

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEE[X] VMOIM 2&S ‘H-dst7| Hol|l A AE2[X] VMO| EHO{ & 5tLte| o 12| A|0]| E0| A A8HOF 5t7|
2o of THAI7F 2etL|Cf.

N
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|O-I
=

mE O

L2 LIFRHEH M 2E2|X| VMS dEsHE{H TS HAIE HEHA L.

Ch
1. AEE|X| VME MAMstD AEZ|X| VMR Jt= ZZ2E MAMetL|Ct.

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix



network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. O|O|E| LIF A4M:

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. MEH AVEh: AEZ|X| VM 22| LIFE MM $hL|CT,

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. AE2[X| VMO StLt 0| 2tef 02| AH|0|ES HE LIt

=

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

2EEZ|X| VMOM 22 d85t7| ™ol M 2E2[X] VMO| HO{ &= StLt2| O 12| AH|O| E0f| HA|A8HOF 57|
2ol of ThA|I7F 2RetL|Cf.
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iSCSI
L@t LIFS 8| M AE2|X| VM MAfeta P Tk EHA|S 2.

—

EHA|
1. AEE|X| VME MMt AER|X| VMR 7H= A2 E MMTtL|Ct.

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0

-vserver <svm-name>
-gateway <ip-of-gateway-server>

2. 40| LIF &

HA]-
o O
a. IS HHES ARSI LE 10| iISCSI LIFE MMt}

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. CtS HES AFE5t0] L= 201 iSCSI LIFS A3t

od

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. Me A =S 10 AE2|X| VM B2 LIFS S43HLIC

network interface create -vserver <svm-name> -1lif <lif-name> -role

data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt

-home-port ela
-—auto-revert false -failover-group Default

—

0| 22| LIF= SnapCenterzt Z2 22| £
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| 22 & ASLICH
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4. AEE|X] VMOl StLt O] 42| O 22| H|0|EE &

= O

|10|'

fLICY.

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2



AEE|X VMM 2SS Md5t7| Toi| A 2E2[X| VMO| H0{ = SHLEQ| 0 12| | O] E0f| M| A8HOF 5}7]
miZof of ThAI7F EREtL|Cf.

5. Cloud Volumes ONTAP 9.11.1 O| &2 Al 0l AR AEZ|X| VMO| CHSE HIER 3 MH|A HAMS
sH™etL|Ct.

=E

a. C}

dlo

o

st 12 Z=0f HAHATLICE,

::> set adv -con off

Cloud Volumes ONTAPZ| OFRHI2E 22| HZ0]f| iSCSI LIFE A2 4= QE2 67| I 20| MH|AS

2o}

network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

erL|Ct,

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

£ HXSHHAR

71



72

Eaot LIFt el M AEE2|X| VME 4852 H L3 THAIS TEHA L.

oHA|
1. AEE|X| VME MMstT AEE|X| VMR 7H= Z22 MAMTL|CE

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. O|O|E| LIF A4M:

a. [t BHES AHB5H0] .= 10| NAS LIFE MM gfL|Ct

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. C}

dlo

HHE A0 .= 20l NAS LIFE Mgt

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. DNS 412 HM33t7| 2l iSCSI LIF MA:
a. CI2 HS ARSI L= 10f| iSCSI LIFE MM St |C}.

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. C}

ol

HHS AE5I0] .= 201 iSCSI LIFE H-d gLt



network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. MEH A LE 10| AE2|X| VM 2| LIFE MMt}

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

O] 22| LIF= SnapCenterzt 22 22| £

=2
r

ot

Zet 4 AL,

5. MeEf Agh = C 10 AE2IX| VM B2 LIFS 448LIC,

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

=)

O| 2| LIF= SnapCenterz} 22 2t2| E0f| HZg £ JSLICE

6. AE2|X] VMO 3tLt O] &ke| o T 2[H|0|EE L ELCE

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEZ|X| VMOIM 2ES dHsH7| Tl M AE2[X| VMO| MO StLt2| O 12| AH| 0| E0i| HAM|ASHOF 57|
w20 of ThA|I7F HREtL|Cf.

7. Cloud Volumes ONTAP 9.11.1 O| A2 Al F0l A2 AEZ[X| VMO| CHS HIER 3 MH|A HAS
sH™etL|Ct.
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a. C}

dlo
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2SI N5 HEof| HAMATLICE

::> set adv -con off
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network
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-policy
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network
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-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

J

|O-I

S
ot

mE O

THA|

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

=
St LIFSH 87 M AE2IK| VME M4512{3 TS B8 Ry AL,

1. AEZ|X| VME st AEZ|X| VMRE 7= A2 E HdetLct.

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>



2. NAS H|O|E] LIF A-A:
a. [t2 HAS AI2610] == 10| NAS LIFE A A SH|C}.

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. C}

glo

HHS A0 .= 20| NAS LIFE Mgt

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. DNS 212 HM33t7| 2l iSCSI LIF MA:
a. CI2 HHS ARSI = 10f| iSCSI LIFE MMstL|C}.

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. C}

gjo

HH S ARSI L= 20f| iSCSI LIFE MM stL|C},

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. M AfBE = C 10) AE2|X VM B2| LIFS 4Bt

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>
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O| 2| LIF= SnapCenterzd} 22 22| E0f| HZ< = JELICE

- 2EE|X] VMOl StLt O] ¢2] o 22| AH|O|EE S RILIC

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AERX] VMOIM 2&E H4st7| ol A AER[X| VMO| ZHO{ & StLte| O 12| #|0]| E0f| M| ABHOF 5H7|
2o of THA|I7F 2etL|Cf.

. Cloud Volumes ONTAP 9.11.1 O| &2 Al 0l AR AEZ|X| VMO]| CHSt HER 3 MH[A HMS

LFBLICH

a 24y

AHsto] 12 ZE0of HHATLICE,

glo
mo

::> set adv -con off

Cloud Volumes ONTAPZ} OF2HI2E 22| HZ0| iSCSILIFE AH8 Y #= JUEE 6t7| 20| MH[AE
2=Hof{of gL C}.



network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

Ch2 B

HA Aol AEZ|X| VM MAMSHH st SYMUIM AEZ|X|E T2H|H Y87 Mo 124|122 7|Cte|= 20|
Z&LICE Cloud Volumes ONTAP 9.10.1 Z2|ZEE BlueXP= 12A|ZH ZHHOE HA o] 2= HE AMof| CHet
HHZ BMELICEH MZ2 SVMO| = E 2 BlueXPO|A| AZIL|X| 42 HIYRH A|ZHS Tt 2= AEHE MBS
2 QIA||CH

T AMAH .

Google Cloud0f|A| Cloud Volumes ONTAPE H|O|E| AMH|A AEZ|X] VMS MM EL|CE

AEE|X] VM2 ONTAP LHO[A HliE|= 714 HAle =) S2t0[IEo| AEE|X]| S H|O[E
MH|AE HM|BELICL 0|2 SVM EE=  vserver 2 Y11 U2 4= UELICE Cloud Volumes
ONTAPE= 7|2HOZ StLto| AEZ|X| VML E AMEX[TH A8 AMYME =71 AEZ|X|
VMZ K| & gLt
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X EEl= 2E2[X| VM =iL|Ct

9.11.1 22| =E2E Google Cloud2| £ Cloud Volumes ONTAP 240X 02| AE2|X| VMO| X|¥ElL|Ct. 2
O|SEL|C} "Cloud Volumes ONTAP Z2|= = E" AFE &2l Cloud Volumes ONTAP HT 0| CHsl X[ &[= AEE|X]|
VM £ 2tolsta{H CH22 43 etL|Ct

= o= T od

CH2 BE Cloud Volumes ONTAP F40ll41= Tfo} =70ll AZEl= 17| BlOJE] AHIA AE2{X| VM2t 17| Ty
AE2|X| VME XIIFLICE A& AE2|X| VMO SEHO| 23 HS CIOIE HHAS 9Io T AE2IX| VME
Sryske 4 UBLICH

AEZ|X| VME MAMstL|Ct
2tO|MIA R X|YE= R T & AAR] E£= HAWOIN o2 AE2|X| VME HA S = JELICEH BlueXP APIE
ArE8H0] HA MM AEZ|X] VMS MM 6OF 8HX|2F CLI EE= System ManagerS AF26H0] T L = A|AHIQ)|

AEE[X VME ddE & ASLICH

THY o E AJAH

CHE CHAIOM = CLIE AH8SH0] THY L E A|ARIO| A AER[X| VME M SLICE HIO|E LIFE 4 M5t2{H 5Lt
Z2o|8l IP FA7F HRSHH, 22| LIFE Hdste™ £ CHE MEiX Zato|sl IP F:47t 2R,

ThA|
1. Google Clouddi|A] Cloud Volumes ONTAP QIAEIA Z 0|81 2t LIFO]| CHSH IP A Z nic00]| Z=71gfL|Ct.
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3. Google Cloudof| Z7t3t IP F

Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 ¢ —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 . Alias 1P range 2 % \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) = 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) = 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

AEE|X| VMO 22| LIFE £

"Google Cloud AEA{: 7|& QIAEHAN HA |p H| FIp
. AER|X| VME MASD AEZ|X| VMOR 7H= ZZE MMt

M52 C|O|Ef LIFO] SILIS| IP FALL CHE MEHM |P AT HQSL|CE

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create
<ip-of-gateway-server>

25 X|H5H0] H|O|Ef LIFE ‘4

-destination 0.0.0.0/0

HAd
(=)

-vserver <svm-name> —-gateway

gLt
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS L= SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. ME AtEl: Google Cloudof| 713t IP FAE X[™HSI0| AEZ|X| VM 22| LIFE MAgL|Ct.

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

5. AE2|X| VMO StLt 0] &ke| of I 2|H|0|ES L ELCE
vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

AERX| VMOIN 2&E ‘H45t7| Holl M| AER|X| VMO| HO{ & StLte| o T 2| #|0| Eof| HAM|ABHOF 57| i Z0f|
O| tHA|7 HegfL|Ct.
HA %
BlueXP APIZ AI23l0{ Google Cloud2| Cloud Volumes ONTAP A|AEIOM AEZ|X| VMS MAsjof BtL|Ct,
BlueXP= 2%t LIF MH|A2} OFRHI2E SMB/CIFS S410| 2279t iSCSI LIFE A5 AEZ|X| VME F4517|
I} 20| System Manager S== CLIZ} OFcl APIE AF23H{OF BHL|CL.

BlueXP= Google Cloud0f| 23t IP FAE &etst SMB/NFS HHAE 2|5t H|O|E LIF2t OFRHH2 = SMB
SAE 2ITHiSCSI LIFE A6t AEZ|X| VME MM BL|Ct

Google Cloud #%t0| ZQgtL|C}

Connectordl= Cloud Volumes ONTAP HA &H0f| Ciat AE2|X| VMS MAstD 22|e 4+ Q= EH #Hoto|
TQPHL|CH Eest Hete off TEE[0] JLELICH "NetAppOil A |2 oh= EA",

|
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1. T2 APl Z£E AF8SH AEZ|X| VME M RiLICt.
POST /occm/api/gcp/ha/working-environments/{WE ID}/svm/

¥ 220l= ChS0| et 0{oF LTt

{ "svmName": "myNewSvml" }

HA A0|M AEE|X| VM 22|

EESH BlueXP API= HA 40l AEE[X| VMe| 0|8 HZE U ATHIE K| ghL|Ct
AEEZ|X| VM2 O|ES HHELICE

LSt 22 AHEX AEZ|X[ VMQ| 0|8 HEY £ JUSLICL

T
1. T2 APl Z£2 AF8SHH AEZ|X| VMQ| 0| §& HHEL|CE

PUT /occm/api/gcp/ha/working-environments/{WE ID}/svm
9% E 20 ChS0| E3tE|0fof BHiC

{

"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

AEE|X| VME AFF|EHL|C}
AEZ|X| VMO| I O|A ZQSIX| 22 AL Cloud Volumes ONTAPOI| A AFK|Et 4= Q&LICE

A
1. TS APl ZEE AF8SH0 AEZ|X| VME AM|ELICH.

DELETE /occm/api/gcp/ha/working-environments/{WE ID}/svm/{SVM NAME}

SVM FsH 21 MH

BlueXP= AEZ|X| VM(SVM) M8l 2710]| CHEt A& = Q| AER|0|M XS N 25HX|
UELICH System Manager EE= CLIE A28l OF BhL|C.

& Cloud Volumes ONTAP A|AH! ZH0{| SnapMirror SVM SX|E AHE 22 & 7HQ| HA & A|AHI EE= = 7l 9]
CH L& A|AE] ZHo]| XS 4880 SHL|CH HA A3} £H Lo = A|AE] 7H0f| ShapMirror SVM 28| A e 4
e={|u



* "SVM M8l =+ Z=H| Express 70| ="

* 'SVM RSl 7 AAZRA Jf0|= B HESHIAL"

Cloud Volumes ONTAP= NVE(NetApp Volume Encryption) % NAE(NetApp Aggregate
Encryption)E X|2ELICt. NVERI NAEE FIPS 140-2E £45t= 28 5 HIO|E ¢3E
XStz 2ZEQ0] 7|8t SR MQILICE "0[2{ot Y=ot S=H0] CHoll XfA|S] ZOoFEAA[L",

NVESR} NAE= 25 2|8 7| 2t2|Xt2 X[ EL|C}.

AWS 7| 2| MH[AZ 7|5 22| gLt

2 A% £ UELICH"AWS KMS(Key Management Service)" Google Cloud Platform0il A
I3 282 TZ M0 A ONTAP 253t 7|2 Hstict,

AWS KMSE A3t 7| Zt2|= CLI EE= ONTAP REST APIE Edf| &Adstet 4 Q&L L},

KMSE A2 = 7|2X O 2 O|0|E| SVMS| LIF7t 22IRE 7| 22| A= X QIEQL EAMSH=E O AFZEILICH L=
22| HEYI = AWSS| 215 MH|ALQL EASH=E O AFREILICH 22{AH HWESAJ SHIEA| LHEX]| 42 ER
S2{AEE 7| 22| MH|AE N2 AFESHX] Q& LTt
A|Zkst7| Hof|

* Cloud Volumes ONTAPE= H7F 9.12.0 O| A Al&tisliof gtL|Ct

* 2B A SHVE) 2to| A Bl S(5) MX|slof gL|ct

* MTEKM(ZE| HIHE 53} 7| 2H2|) 2to|MA T M X|=|0f QL0{0F EHL|Ct,

* 2P AE L= SYM 22| Xpo{of EhL|Ct

* 24 AWS =0| U0{0F gLt

() clolEl svmol oigt 7jet 23 4 gLt

2y
Sx[etn
1. 2(2) HSO{0F FLITH'5{7} LSS Al 1AM S| AFBEIS AWS KMS 7[2] 22 1AM HBHojl=
xQlg 5183t HM0| Lete|o{of FLICt

° DescribeKey
° Encrypt

° Decrypt
HEFES WHslRH S HTOHIAIR "AWS 24"
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2. "MESHAM S| M2 FI1eL|CE o] B2 2 X|A6HOfF BLICt DescribeKey, Encrypt, X Decrypt
o.
.

Ho

Cloud Volumes ONTAP
1. Cloud Volumes ONTAP SZ O 2 HMSISHMA|IL.
2. g Ao W2 MetetL|C),
set -privilege advanced
3. AWS 7| #2|XE g-detetLct,

security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIAIX|7} EAIEH HIY 7|S YBLICH

o

AWS KMS7t SHIZA| YR =X] =it

security key-manager external aws show -vserver svm name

Azure Key VaultE AFE5t0 7|2 2te[gfLICt
2 MEY = UELICE "Azure 7| HEA(AKV)" AzureE HIEE S8 T2 0| A ONTAP
2ol 7|18 H L L]

AKVE AESIH Ezeh 4= QIELICH 'NVE(NetApp Volume Encryption) 7|" HIO|E{ SVMO| 2t S{=,
AKVE At8%t 7| 22| = CLI 2= ONTAP REST APIS AHESH0] 24otg 4= &L T

AKVE A8E = 7|2MO 2 H|0|E SVM LIF7t 22tRE 7| 2| A=EZQIEL} SMsH= O AFRELICH L& 22|
HEQIAE 2aRE 23X9| 215 MH|A(login.microsoftonline.com EA16H= o Afo ELICH SHAH HES 3L
SHIEA| YEX| g2 22 22AHE 7| 22| MH|AE HHE AHSSHK| E&LICH

Lo d
A ZFSE7| ol
* Cloud Volumes ONTAPO|A {7 9.10.1 O| A2 AlgHsHOF BFL|Ct

1)

* MX|E 28 L= 2H(VE) 2H0| A (NetApp 2& Y= 2} 2H0|HlA = NetApp Supportdl] SEEl 2t Cloud Volumes
ONTAP A|AHI0| XtS2 2 HX|F)

* HE|HIHE 53} 7| B2[(MT_EK_MGMT) 2t0[dIA T A0{OF ThL|Ct
* 22 AH = SVM 22| XHoqoF gLt
* Active Azure =

H|gh Aret

* AKVE= H|O[E sVMOfAMEt fde = ASL|Ct

T T2 MA

0| EtA|0| M= AzureOl|l Cloud Volumes ONTAP 2488 SZ¢}
AHSIL|CE, O] BHA|E o|0] 228t AL, E5| 0| QHF 7o

— OT, =

ZrMdsL|CHE 22lst O 2 TIMEHLICE Cloud Volumes ON

= WHI Azure 7| XA A 9 7|8 MY5HE HHE
MHO| U=X| &RlSHIA| R Azure Key VaultE
AP 4.

_|

* Azure OHE2[H|0|H SE

* Azure 22I0[QE 25 WHLICH
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Azure Key VaultS =AM gHL|CH
Aot 7|2 MMELICt
Azure Active Directory 28 MM (HAZH s

Cloud Volumes ONTAP 14

Azure OfEZ|FAH0|M SE

1.

HX Cloud Volumes ONTAPZ} Azure 7| MZ A0 AMASEHT| 2IH AFHRE Azure 50| S T=20H
SEZl0F BL|C}H Azure ZEHO|AM Y S= 2 MEHSL|CE

0
mjo

>~
p——

2w g MelBiLiCt,

100

—
= E
2 o220l 0|28 NIt XYE= 28 T2 1 QWS MEHBILICE Azure Key Vault AF20|| Cist 7|2
U HYE ™O|A Reglster (SE*)2 MEgLICt

Azure 7R oM SE3 OfE2[AH[0|MS MEHSIL|C}. OfZ2|#[0|M(22I0IUE) ID X CIAE2|(HHE)ID &
OFFsH 2 X|0fl EALELICH S2 T2 H|A FEHR| ZRTHL|Ct

Azure 22I0|HE A S E MMBLICH
1. Azure 7| &AL H E2S |8t Azure THOAM QIS A 9l H|Y XS MEHSHL|C
2. \j 220|HE A5 5 MEHSIL|Ct S210|HE H|Lof| /0] U= 0|2 LHETILICE NetAppOIA= 24749
Otz 7|Z2t2 HEEL|CE ¢ EN 2225 AHAA YMoj|= OHE MYo| 2Hed £ JELICH
3. 220|ME A E ohEE{H F71 £ SEITLICE g Eof| LIZE 45 BEXE S SAISIHH HM LIS AFRE £
QEZE otFst 2| X|0f| HESL|Ct Cloud Volumes ONTAP 7141, I|O|X| 2 H{0{L} O|S8tH 5 Z40| CHA|

HA|E|X] g4&LIC

Azure Key VaultS =HAstL|Ct

1.
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7|& Azure 7| MEAT} Q= Z 2 Cloud Volumes ONTAP LA 0| HZAE & QIX|at O] TZM|AQ| M| HMA
YA MEol{of gfL|Ct.

Azure ZEHO|M Key Vaults MM O Z 0|STtL|Ct.

+CreateS 22I6t1 2|AA OF, X[ 9l 71H MY A E2 Zast T HEE UTL|CE ot MH|E 2EEE
Hag o 8 st 7| %EOHH AN B 2o E MEREL|C
HNA HMS MEHSIHH CHS S MEIBILICE
Che SMS MEigL|CE
a. Access configuration Ol2{{0f|A] Vault access policyS ME{SIL|C},
b. 2|AA HM|A O2{ollN| 2E LZ3HE 2|t Azure C|A S ATt E MEBILICE,

MM A S £T|612{H + Create S MEHTIL|LCT.

HAE0M 7 ofiol M EELHR HIwE SIS LS 7|, Y= 3 S e[~ HES HEgL )



Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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10.
1.
12.
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9. OlM BHE 7|2 Azure S5 88 Z=US MEHSIHH CHF 2 S2IHLICH Azure i Z2|70[H S=. Ot

Oxx O
= [=] =
MEHSLICY,
() mmgehtol 2ot Folat wrs + sttt
Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.

Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal
£ Search b y object 1D, name, or email address
Selected item

Mo itemn selected

HE = 2t O| LIEtE Wi7HX| Tfg S & B S=IgLItt. O3 03 2S7| £ SagL.
k=3
=

Ctg g MeEfstol HEXZ g

[

-

O TIApLIC.

I-D

=
HES LEYT AN A WHS MEBPIL DE EYT U HE + BHS Meisto] 7| BES SHYBLIL
(UIESIT AN|A HHS JHHHA B8 Tl 3|4 S2HRC 2ot Hof M FEE

7| 2E URI 7|F: 2dgt 7| 2E0M 7HR HIw2 0|Ssto] LER ZEHAM =E URIE SAHLICE O] 22
LES 0l s=aHoF SfLlCt.

Volumes ONTAPO]| CHsH 2HE 7| HZE A HIF0HA 7| SMOZ 0| STL|Ct

. M 7|2 2tE2{H Generate/import S MEHSIL|CE,

. 7|12 SME Generate 2 MXEl AE Z SL|CT.




° 7| 9¥: RSA
° RSA 7| 37|;: 2048

° AE: 0
5. ¢l 7|18 phEE{H THET| & MEELICH
6. 7| HI'F2 SOt7tA 2 BHE 7|12 MEEL|CL
7. 7| £ He{H W T ofz{oi|A 7| IDE MEfBiL|CE
8. 7| AEX} HEE HELICL 16TI4 2XIE S ZatstX| T e X| o= A0 URIE SAHELICEH

Azure Active Directory 28 MM (HATH s
1. 0] Z2M|A = HA Cloud Volumes ONTAP X stAS
2. Azure TEO|A 7HA HIERIZ 0| STiLIC.

3. Cloud Volumes ONTAP ] StAS ISt 7tA U EQI3E MEHSID H|0|X| 21Z%9| Subnets xS
MEdstL|Ct,
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r
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4. 220 M Cloud Volumes ONTAP Z2| AEull 0|2 S MENSIL|CY,

° NET Framework 222 2t0|=2{2| Control.OnKeyEventArgs S22 £ 10: 0] £42 NET Framework
HZ 2.0

o Microsoft.KeyVault

° Microsoft.Storage(X1EH ALgt)
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SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled

6. 9FS WXt H MNE2

Cloud Volumes ONTAP 74

1. 7|2 SSH 2210|AE S AHE510{ 22{AH 22| LIFO| 22 T},

MEHSHL|CF,

=

2. ONTAPOIM g Het 2EZ SO{ZL|CH
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set advanced -con off

. I5tE= Data SYME AlEst DNS M olshL|Ct.
vserver services name-service dns show

a. I8t HO|E| SVMOI| H3H DNS $=20| 2111 Azure DNSO| Ciet &S 0| ZHEl A Ho| ZX|7t ZR3HK|
&LICH JHX| 222 ™ Azure DNS, Z2t0[Hl DNS Ei= At MHE 72|7|= HI0|E] SVME DNS At
=S FIHELIC of g2 S AH 22X} sSVMme| o=t AX|SHOF BLICE
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. H|0[E| SVMO]| CHet DNS A{H|ATF MM =R} =X 2olgtL|Ct,
vserver services name-service dns show

.88 D20 SE T HEE Z20|AE ID U HHE IDE AF25I0 Azure Key VaultE 2-AstgtL|Ct,
security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

- 7| ZE[Xte| HEHE =oletL|Lt.
security key-manager external azure check
E3H2 L322 20| EA|ELCt.

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN
Details: No volumes created yet for the vserver. Wrapped KEK status

will be available after creating encrypted volumes.

3 entries were displayed.

£ 8Lt service reachability &Ef7} OFELICH OK'SVME Rt ZE HZ U A8 ATt E Azure
Key Vault MH|AO| HEEH 4 AHLICH Azure LIEY S H# 5l 2tREIOZ oIsf| L2}0|Hl VNETZ} Azure
KeyVault Public IEZIE0|| EESHX| RS F AHEHSHA| 4=X| &QletL(CE, o]2{et B2, VNET LHO||A 7
SE0| AMASH| 28] Azure Z210[8] 2 S A= A0| EFLICE Eot ZHO WM& IP FAE 20167
el SVMO| A SAE =5 2=7}3H0} % T+ JELICH

2

=g ms_wrapped key status EUYLICE unknown E£7| 7 Al AEf7F 2 HAELICHor A
o =

| Aot =

0

rE mn
o oot

HAE 282 MABLICH

6. MEH AtEh: NVEQ| 7|5E &elst| ¢ =52

rot
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

SHI2H| & 2 Cloud Volumes ONTAP= XIS 2 2ES M5t 25 L= otE st

tol

7. 280| SHIEA MMHE|D ASIE| R =X
HEAELICH true.

vol show -vserver SVM name -fields is-encrypted

Jtot

SiL|Ct UCHH, ULICH -is-encrypted OH7H HEE=

|

Google?| 22tRE 7| 22| MH|AZ 7|2 2ta|gL|Ct

r

S M8 'ﬁ'—l Ct "Google Cloud Platform?| 7| 22| AH|A(Cloud KMS)" Google Cloud
PlatformOi| A 7 £38t S8 T2 0| ONTAP =3t 7|E ESgiL|Ct.

rot

Cloud KMSE AtE3t 7| 2t2|= CLI = ONTAP REST APIE E6f &AM stst 4 Q&L T}

Cloud KMSE MY W= 7|2X 2 O|0|E| SVMe| LIF7t 22tRE 7| 22| MEZQIEL} SASH= O AHZELICH

—_ 11—
T E 22| HERI= S2RE a4t ¢lE A1H|¢(oauth2.googleapis com S4I5H= O] AFEEL|CH S AH
HERIT SHIZA| =X 2 22 22{AHE 7| 22| MH|AE HHZE ALESHK| E&LICH

A|=fst7| o
* Cloud Volumes ONTAPO|A| {7 9.10.1 0| &2 AaHsl{of rL|Ct
* VE(Volume Encryption) 2t0|MIAZ} MX| | R} &L Ct

* ZE|HHE 2=3t 7| ZE|(MTEKM) 20| dlA T HX|=|0f A2 Cloud Volumes ONTAP 9.12.1 GARE
AlZfetLct.

* 2 AE £ SVM 2| Xtofof BtL|Ct
* Google Cloud Platform2| 24 MEAIZMEYLICE

At

Abst
o =
=

2R E KMSE H|0|Ef SYMOf| A2t 1A 4= Ql&L|Ct
=4
Google 22

1. Google Cloud gtZ0llM= "tHE GCP 7| & 2 7|2 UM

oo
2. Cloud Volumes ONTAP A{H|A A0 Ci$t A2 Xt XM I&S aHSLICt
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https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
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https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys
https://cloud.google.com/kms/docs/creating-keys

gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. 222E KMS 7| % Cloud Volumes ONTAP AH|A AFo|| AL8XH X Heg getgfLich
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. MH|A A JSON 7| CHREE:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. 7|2 SSH 220|HEE ArE3st0] S2{AE 2| LIFO| HZgL|Ct.
2. ng Aot 2f|Z MatetL|Ct,

set -privilege advanced

3. O|O|Ef SVME 9Tt DNSE MdefL|Ct,
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. CMEK &= =t
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

O. MIAIXIZt EAI=|H GCP AIF2| MH|A A JSON 7|1E L SLC)

6. 2dotEl T2 MATL SSY=A] =elgtL|ct.

OO ML

security key-manager external gcp check -vserver svm name

7. MEd AME: AS3E HAEY 282 MAYLICt vol create volume name -aggregate aggregate

-vserver vserver name -size 10G
=M oiZ
ZHE sl Z8HoF ot B2 1ol OFx[ = EtAl0l A #A| RESTAPI 238 X|¥e = ASLICL

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered
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NetApp Snapshot 7|=2 M0 iZS 2l A 2|19 EFMHS NMSELICE 53X =79 #Y2
HEE X G2 A A %?_JOPE Zd%II-IEf. Snapshot SAHE2 &17] HE0|E =2 UMY &4S LRIFFLICt
LEoH MZSFete] T IhY SARE K= HA| T3l 57 £F42 o[0[X|E ddE == ASLIC

b. FPolicy * 242t £ 2215t0] ONTAP2| FPolicy £ M2 2o EfLICt. FPolicy 2882 It 9| =& Ho
mep oY HYS APEre &~ ASLICEH

Of Y™ &RM2 LAl AHA Tt FHS XTSI A0 SHZREH B 5 I Lt

02
10
=)
1o
1o
>
B
i
Il
Il

7|2 FPolicy H?l&= CHS &%

oto|3Z, 2} F2, A5l 253 crinf, rba, XRNT, XTBL, R16M01D05, pzdc, 2%, LOL!, OMG!,
RDM, RK, encryptedRS, crjoker, enciped, LeChiffre

Cloud Volumes ONTAPO||A FPolicyE &4 2t5HH BlueXPOi|A 0] He|7t M- EL|Ct O
ZES UdtXQl B o] IHY HE 7|HtO 2 BHL|CH Cloud Volumes ONTAP CLIIA
vserver FPolicy scope B2 A6t APTHEl T StAHS AFEX X|HE & USLICH

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

506 S

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

Ate A B

Cloud Volumes ONTAPE= I3 2E 2MS 2350 M0 SAS LIEHE = Qs HIPAEQ 253 AP
Z XSt Anst= ARP(Autonomous 1A ¢|0f Protection) 7|oE |°._J°.=.*L|Ef.

£ Sl HiSE= T 2t FA Ho ot 2| LI " He0f A 2E"ARP 7|52 H32 —E— = AHE5Ho] ZX|E
‘HIEYER 3572 7(8te 2 HAAl S A Thal|l ALEXtol|A B gLt & ’S%I(H Xt dETARP 7|52 25
2

LAl A Hojof &M AHEE 5= ASLIC

_J'\_
A& L Ef Cloud Vqumes ONTAP°| ARP 7Ihl'f SH AFESH7| 23l 22 *H 0H = IO MIAE st
NetApp S BEXI0l|A S2fsljof etLCt.

7t 2lo| A E FISHH CIX|™ X|ZH0| Z=7+5HH Cloud Volumes ONTAPE At
UELICH 220 et ARP 142 ONTAP A|AH! 12| Xt B ONTAP CLIE Sdlf =3 ElL|Ct.
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23 2L

94



https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html

() =toltiazt gl 29 eloldATL Hoigl 7|52 A8 4 gttt

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

A|AE 22|
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Cloud Volumes ONTAP A I EQ|0{E 80| =TtL|C}
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2. SSHE 2101 admin AT ALS (0] S2AE| 22 IE{HO|A IP FA0) ABELICE
“ o+

CtE O|0|X|= PUTTYE At83t= O|E 2o FLICL

Specify the destination you want to connect to

Host Name (or IP address) Port
admn@192.168.111.5 |22 |
Connection type:

(OBRaw (OTeinet O Rlogn ®SSH (O Senial

3. 210 TEIXEOf|A admin AZ2| ASE LAFLICEL
o o

Password: ***xkxkx**%
COT2::>

A AE e 5 O[HIE LTt

AutoSupport EH 2 =oIgfL|Ct

AutoSupport2 sSXOZ A|AH! MEfE HLIEZSI NetApp 7|z X[ B0 HIAIXIE
HHMLICH 7|2X O 2 AutoSupport= 2t =EO|M HTTPS & Z2EZE3 AIESIH 7= K|
B0 HA|IXIE B2 MHEEILICEH AutoSupportOl| A O|2{8t HA|X|E EH & Ql=X|
eholst= 20| 71& E&L|C

£ Cloud Volumes ONTAP7} OF2HH2 = QIE|Hl S1E2 AL8 S 4 YT st ZQlLict,
2= ZaRe YEYZ 27 RIS HEBHIAL.

_'__
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AutoSupport 27 Atst

Cloud Volumes ONTAP ‘== £ A235t2{H NetApp AutoSupportdil Ci$t OFRHFR2 = QIE{Ull UM AT} T QBHL|C}.
A OO = A|ABIQ MENE ZLIE{Z ST HIA|X[E NetApp 7|& XY E H-L|CH

2t e o dot HM2 Cloud Volumes ONTAPZ} AutoSupport HIAIX|E B & JEZ CHS AEZQIE Cist
HTTP/HTTPS E2{LS 524l 0fF &L|Ct.

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
AutoSupport HIA|X|E ELH= | OFRHI2E QIEU HEE AEY & gl= 22 BlueXP= XS 2E Cloud Volumes

ONTAP A|AHRIOM HEUHE ZEA| MHZ ALE0I=E FIEILILE R 27 A2 4B 2ot OF0| ZE
31282 ¢ _INQIHI2ZE AHES 3{&dt=X| 2elsh= ARULILE ConnectorS BE S £ 0| ZES H0{0F gLICt.

Cloud Volumes ONTAPO]| CHsH &3t OF2HIRE F212 Ho|st AL Cloud Volumes ONTAP E9F 1 50| ZE
31282 £%t outbound_connection2 &1 &35t=X| 2tQlsl{of EhL|Ct.

tot

OFRUE2.E QIE{H AT} THS 3R] BHOISH B AutoSupport El AES0] HAIXIS B 4 9=
OlAL_ll:l' II‘A‘”OI‘ X|7c|o =3 xl:l |. |9 '"ONTAP TA.I AutOSUppOrt A‘iI‘Ilu.

S A
TIERS

J

AutoSupport 74 ZX|E siiZgL|Ct

OHIRE HZS AF8E = 8111 BlueXPUIM HHUEE ZEA| MH{Z AHZ3HEZE Cloud Volumes ONTAP A|ARIS
}-

TME 4 Qle AR "<EY 2t 0|2>0|(7t) AutoSupport HA|IX|E 2 4 IELICE "2 MIZ9| BlueXPOIA
U2 BtA| ElL|Ct

HEXZ X2 2ok O] HAIX|7} HAIE 7Hs80| =&LCH
O] ZH|E oliZoteAE Lt HAIE +ASHYAIL.

CHA|
1. Cloud Volumes ONTAP A|AEIN| SSHE AF23I0] CLIOIAM A|ARIS 2ta|E 4 QUELICE

"Cloud Volumes ONTAPO| SSHE A2%t= YO CHoll 20tE A",
2. AutoSupport 5t A|AEIC| N5 AENE HEABLICE
autosupport check show-details

Ch
=

0l
rlo

CtS 2t I3 OF ZLCt.
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

http-https H32| &E{ZI "ok"0|H AutoSupportZt SHIZH| =0 HIAX|E 22 £ ASS 20[LICt

. AERZt HAbo] obd AL 2} Cloud Volumes ONTAP e E9| ZEA| URLS &QlEtL|Ct.

autosupport show -fields proxy-url

. IEA| URL O§7H =7t H|O] U= B Cloud Volumes ONTAPOIA HUEE TEAIZ AESHEE A SLICH
autosupport modify -proxy-url http://<connector private ip>:3128

- AutoSupport 2Elf CHA] 2kl

autosupport check show-details

ZEN7t T3] FAILED?! B2 Cloud Volumes ONTAPS} ZLE 31285 &¢t 7{H/E] AtO|0]| HZO| A=A
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1.
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stolgtLCt,
HZO| Y=X| &Qlst Sof| = AE ID7} A< AlojstH F{4E{0f]| SSHE A
"Connector& Linux VMO| HZ&5t= 2EH0i| CHol XhM|[S| Lot M AL

Ast

2fL|Ct.

2 O|SELICt /opt/application/netapp/cloudmanager/docker occm/data/

TEA 78 DY S ELIL squid. conf

ool 7|2 &= Ch3a 2&UCt

http port 3128
acl localnet src

172.31.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata

http access allow localhost

http access deny

localnet src 2f2 Cloud Volumes ONTAP A|AEIQ| CIDRYIL|CE.

Cloud Volumes ONTAP A|AHBIQ| CIDR 50| I X| ™=l He

HHO|ESHALL M =5 FIHELICH

acl cvonet src <cidr>

http port 3128
acl localnet src

all

ZIteHOoF LTt

172.31.0.0/16

acl cvonet src 172.33.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata

http access allow localhost

http access deny

T4 THUg WS 3 T2 A| HE0|HE

docker restart squid

all

sudoZ CHA| A|ZFgrL|CY,
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==

12. Cloud Volumes ONTAP CLIZ Z0}7tA Cloud Volumes ONTAPZ} AutoSupport HIAIX|E E:
gtolgfL|Ct.

Il

N
50
i
Ral

autosupport check show-details

EMSE MHAICt

EMS(O[HIE 22| A|AH)= ONTAP A|ARI0f| A 2 li5t= OHIE0| tist YEE +H5HK
HEAILICH O|HIE HES =L15t2{H O[HIE CH(O[H|Y F4, SNMP EJ S AE L=

k9
syslog MtH)a} O[HIE Z2ES X O[HIE AZHzof chal MRS 4 UALICH

CLIZ 0|83l EMSE 7Y £ QUL XpM[eH X[ A2 2 HZTSHUAIL "ONTAP EA: EMS 74 7He".
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