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NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.00(A 9.11.17}X|

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8 ~ 9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.

0 Z2 Cloud Volumes ONTAP= AHEXL JHY 80| RE5H0 HOIHE 7|4 MSE 4= A{OF LT,

HiO|E &40| i Z2 OO MMAS SX|SH= L
OB £40| AFEEL HO[E &4 EX|7t HESHA| o Z=|H ofZ 2|0 HHO0| SX[E[12 HO|E] HM AT}
MIHE7|E Y E2 CLISI NVFAIL S8 2 AE3t0] olid S EE ZdE & ASLICH
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vol modify -volume <vol-name> -nvfail on
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vol show -volume <vol-name> -fields nvfail
NVFAIL S82 HIZ-degfL(ct
vol modify -volume <vol-name> -nvfail off
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions

Cloud Volumes E1I¢E NTAP D7IEM(HA) A2 Z2IRE
|C}. AzureO| A=

HA 714 @4

2t M Foliot Z o2t e

= LE ZHf| HEAT 2KEIL|C

35



0| X| Blob AR HA EHY 7184 &of 74

Azure?| Cloud Volumes ONTAP HA H|O|X| BLOB 7t A0l|l= Ct23t 242 TH QAT ISHEIL|CT

Connector Clients

Standard
load
balancer

5 - ol Availability
; : set

Page blob Page blob | | Page blob | | Page blob Storage

Customer data

Resource group

BlueXP7} HHZ 5= Azure 74 22401 T CHZ AP0l R2IBHYAIL.

Azure EZ 2L WA

EE W21M = Cloud Volumes ONTAP HA Wof| tist S0{2= Ezfjzlg aalgct.

36



7184 43
Azure 7t2M EB2 Cloud Volumes ONTAP =E9| =2|X 1 EQIL|Ct. Availability Set= = =7t M2 CH2 Zhof
MEE RXISIEE St =012 HO|0|EStH 0|F3%} & 7H8-dE MSELICE "Azure 2A2] 7HEA E ol CHal
KEMIS| Lot AIA| @,
ClA=
174 4o|E{& Z2|0|Y AE2|X| H|O|X| Blob0f| AELICE 2t =EE= CHE L Eo| AEZ|X[0| HMAL 5
USLICE 2| B3R FII AERX|: HRPL|CH"2& FE 21 J0{ |0[E".
AEE[X| AN
© 2ElE|l= ClA30= StLie| AEZ|X| A™o| LT
* AEEX| AEY ClA3 2 H[eto] o= m2|0|g AEE|X| 10| X] Blob0l| 5Lt 0| &2 AEZ|X]|
AXo| HegtL|Ct.

"Azure 2A: AEE|X| H|HO| Azure AEE|X| SEM Ol M5 2H"

* Azure Blob XM ZA40f HIO|HE #HEat5taqH StLte| AEE2|X]| AF0| EREL|Cf.

* Cloud Volumes ONTAP 9.7 E BlueXP7I HA ‘40]| CHolf M MHSt= AE2|X| AEHS HE v2 AEZ|X]

H™L|Ct,

« Xt stAS MAE Il Cloud Volumes ONTAP 9.7 HA M0l M Azure AEE|X| AIKOZ HTTPS HZES
AHe £ UELICE 0] FME2 MHSHH M7 Ms0f FE2 & 4 UYSLICH 2 &S OHE Z0jl= dHE
HAS o~ l&LICt

28 22| C|ATE 7|Ho 2 ME|= Cloud Volumes ONTAP HA £t 7128 d9 1 Mof|= CtE2ap 242
FEQATF EEHEILICE

37


https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets
https://docs.microsoft.com/en-us/azure/storage/common/storage-scalability-targets

Connector Clients

Standard
load
balancer

S - : '._-".. ".I-I'__ A\!E“Ebiliw
o i — set

LRS managed disks

Storage

Customer data

Resource group

BlueXP7} HiZZLSH= Azure 7+4 2401 CHEH CHS AP0l R2I5HY A 2.
Azure HE 2 & HE A
ZC W2 A= Cloud Volumes ONTAP HA 40f| CH3E S0{2 = Egf{mlS 2t2|gfLCt.
Med 4%
Azure 7+&4 T &2 Cloud Volumes ONTAP L= E2| =2|X O FILICt. Availability Set= = =7t M Z CHE ZHO{

HEHE RAISI=F ot =HQlS YOH|0|ESIY 0|F3t 8 7184 S MSTLILE. "Azure 2] 7HEd TR0l CHsH
KEMIS] SO A",

38


https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/availability-set-overview

ClA3a
172 Of|0|E{= LRS(Locally Redundant Storage) 22| C|A30]| &FgtL|Ct. 2f eE= OHE = E9| AE2|X|0
AMAE = RFLIC It AER|K|E Haghch R, EE MEL] 2E, 30| Y NVRAM H0|E{".

a4 F
AEZ|X| AH
HE 120 AFRE|0] ZIT 232 2|5t BLOB AE2| X0 A|E5}8tL|Ct,

AEZ|X| AF2 2e| t[A3 7|

HALCIS 7248 g9 74
Azure®| Cloud Volumes ONTAP HA LIS 7t2M g9 1 Mofl= Ct21}

39


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair

Clients

Connector
Availability zone 1 Availability zone 2
-
ONTAP
Managed Managed Managed Managed
disk disk disk disk
Customer data

Resource group

BlueXP7t Bi 5= Azure 718 2401 Lot THE AP0l ROISHUAIL.

Azure EZ 2L S A

ZCE W M= Cloud Volumes ONTAP HA &0f| et S0{ 2= Esfm S 2t2|gtL|Ct.

tEd 9
= 712 Cloud Volumes ONTAP ':=E7} MZ CHE 7124 FYo| FXEL|ct 7t8M JY
T elof] UA=X] ZRItLICE "Azure EMO|IAM 2E|E[= CIATE [t Azure B 5 A

AOLZ A",

40

Standard
load
balancer

Availability
70Nes

Storage

2 =70 M2 CHE Zol
E2|X|oi| choh XkAIS|


https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-redundancy#zone-redundant-storage-for-managed-disks

ClaA=

174 |0|E| = ZRS(Zone-Redundant Storage) #2| C|A 30| JYELICH 2t = E= OHE L Eo| AEZ|X|0
HMAT 4~ JELICE of 2R FIH AERX|E HRPLCH"RE FE TIEL FE 2 SiA O|0|E".

AEEX] AIHE
AER[X AF2 #E| C|A3 7|8 R0 AAEE[0f ZIE 2OE X=|5t3 BLOB 2 E2|X|0f A E=tetL|Ct.
RPO 3! RTO

HA T2 A8 CH3at Z0| HI0|E{ Q] 178 HE |XIE &+ ASFLICH

* 57 X SE(RPO)= 0% %LI Er.
CIO|E{ = ClIO|E &4 gio] E

r_.>1
A
rg
=2
>
ne
e
1
18]
-
o

+ 23 A7t 2E(RTO)= 120%0|LC},
o Yl A2 120 O|LHO|| LIO|HE ALY £~ AO{OF gL|Ct.

AEE|X| HO|3 21 5l HiEt

P

=2|X ONTAP 22{AE{Qt O T7EX| 2 Azure HA Yo AEE|X|7F L E ZH0| SRE LI THEL Q| AER[X[0f
HESHH 2t L= =7F_Takeover 7t LMol 2 LHE L EO| AEE[X[0f M| A %* T ASLICL HERZ Z2 HE2H
HFAHLES St S2H0[AUE S S AETL HY XSt L2k A& ST = JASLICH =E7H THAl 220 MEfTt

E|™ PARTNER_Of|A] BACK_STORAGEE MISgLICt.
NAS 7d29| 2 Zol7t 2l ZL HIOIE IP 471 HA L E ZH0i| XtS 2 2 010|120 ELICt.

iISCSI2| A2 Cloud Volumes ONTAPE CtE A Z I/O(MPIO) % ALUA(Asymmetric Logical Unit Access)S
85I 55 2| Het Z=ot X Xolu|X| gi2 2 12| FZ HYLHE et

@ ALUAE X|&lot= £ S AE 290 tieh XpMet LIE2 S HZOHIAIR "NetApp 8= 284
HEZIA =" U SAE 2 MHE Host Utilities 2X| I 4™ HEME XA

AE2|X| HO|22H, S7[=t 8l atet

ro

JNEHOR BE NFSOE fHELIL AFEXE 20| HROHX| gigL Tt

Aol AEE|X]|

HAYS HE|H-HE[H L HOZ ALY £ ACH, F = E0|A S2H0|AE| HIO|E{E MSSI7LE HE|H-THAE
THOZ AMEY &+ UFLICE O] LYol M= THAIE E:E7f HE|E LEOf AEEX|E AAE2 02 H|0IH
¥ SELIC.

Google Cloud?| 17t2M &

Cloud Volumes ONTAP HA(227t8 M) 24

) 182 L2t M S HSELICE Google
Cloudd|M= & £ 7t IO|HE S7|Al0 2

= o
B3t
O ot

B

HA 718 24
Google Cloud®| Cloud Volumes ONTAP HA T+ 40f|= Ct31} 242 a4 ZoHElL|CE

* HIOIE{7t M2 S7[ACZ 0|22 &= 27H2| Cloud Volumes ONTAP ==

41


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-default-configs.html#azure-ha-pair
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix

* AEE|X| EH|0|32H Y gzt o2

+ T N EE T 3T

MIA

N 7ol S S MEdSHH = JHe| = E2F ZAHXHZH E =2 Google Cloud S0 U SLICE.

* 4719] 7ty m2tol8l SR E(VPC).

GCPE= 2 LIES 3 QIE{H|0| ATt HE o] v
VPCE ALt

* Cloud Volumes ONTAP HA MO ZE S0
47|

"HIERIZ Q7 Aleol| CHsl o2 A2 R 24 FX|, VPC, LHR IP F4, ME

HMS et

Ct2 7HEA o|0|X|0fl= Cloud Volumes ONTA

Y Google Cloud

PC HESZO| &4F3t=F 2757 W20 0] +-d0lA = 4712

|5H= Google 222 E LS 2= MW A(TCP/UDP)

— —

4 S0l chet

—

SOfl THEt RiMlet SES

PHAY U 74 247} Liet ALIC

Internal TCPSUDR

] lozd balancer ]

Cluster manzgement

Internal TCR/UDP
lozd balancer

EWM management

ternal TCP LIDP

load balancar

Imternal TCR/UDE
load balancer

rﬁln

Node1 MAS traffic

73!

Mode 2 MAS traffc

[ nico | LIFs == LIFs | nico |
' oo
I___bL;: __________
| ;__ Cluster connectivity
gl e e e
o
PC2
|:- e
& HA connectivity
e 13000 S e
1’_! rBC3
CE, IZ- —E=L - _: __________ —
' & 5CS| traffic .
L
]
Cloud Volumes ONTAP node 1 1 Cloud Volumes ONTAP node 2
|
I j ol I

W e = - s i

42

Medigor nstance


https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html

CH22 Google Cloud?| AL QIAE AN CHot H 74X L M|F AtRILICEH
E2-00|3 2 (0|0l F1-OF0| 22 QUAE AT} AL H)

2tZF 10GiBQ! 271 EFE I+ C|A3

2 A
e[t 11

(D) Cloud Volumes ONTAP 9.10.0 O[7 E{Z0l A= B2t 100] SHIXI2I0) AIEI LI

g0l
Cloud Volumes ONTAPZ & 1&|0|E& i} BlueXP= Z Q0| M2t S XL QIAEHA LT AHH|O|ETLILCE,

QIAEIA O T HNIA

CiH|gtel 22 7|2 22tRE ME8X= YLIC admin. Google Clouddi|Af of EH?_* QAABME M5t F=ItefL|Ct
admin Go ogle Cloud 2& & geloud BHES Sl SSH AMATH Q™ EI B2 AEX} XHE 2 JASLICH
sudo £ E HotE 2 SiLCt

M3X}Ofl0|HE
EFAL OfIO|HE Hoi= VM 2HE 2 STHAE AAE AN X=X Q& LICE
AE2|X[ 0|22 Bl Hhet

LEOF SHEHE CHE S 271 THEL A HI0|E & MS5t0] X[£XQl HI0|E MH[AS RISE = ASLICE HI0[EH=
TMEUOA S7|AM2 2 DHYEEZ S20[AET IHEH LEf|M St I11|0|E101| MM AT = ASLICH.

LEIMREE 2 IEH7L AEE|X|S Bhetdts| Tof| CIO0[E{E THAl S71stsliof fLICt. HIO|E & [ S7|=tsh= O
Hel= M2 =0t LR E Set HEFE 0o[E{2| o w2t ZabE LICt.

AE2|X| EH|O|ZRH, HS7|et & et 7|2Hoz BE XISz A ELICH AFZXE 2H¢l0] HR3HX| t& Lt
RPO %! RTO
HA 74 & A3t CHS3t 20| HI0|E{ Q] 17I8ME RX|E 4 JUSLICH
* 237 X|H SH(RPO)= 0X Lt
H|O|E{= CIO|E] &4 20| EATM KHO||A L2t LT,
© 23 A7t SE(RTO)E= 120%0|Lt,

HHOo| gt Z2 120 O[LHO| CIO|E{ & AtEE = UA0{Of TL|Ct.

43



HA 71£ 23

o2] & = e Z0| HA FEE #5010 H|o|E 2| 17t8HE EFY & ASLICH

= SHE 2 Lol A FHOH7} SrAStC2tE X4l COfE] 7H8 A HAHS 4 UBLICH M|
ML DY 25 A2e et o1 Axle ol SasEIcH

Tl e
£H oojl B E| B Cloud Volumes ONTAP HA T-A0A £4F HiX| BA4S A EILICE 0] HAL HEo| £
Ab ool ZohE Z2lotx| Y E Lje] TRl Fof XHOZRE| HA R4S HSBILICt,

o] 7% DU 7% 7t Blo|E| RE HIBO| QOO HI0| BAELIC

HA Pair2| AEZ|X| Xtz HiAl

ONTAP 22{AE{2} &2| GCP2| Cloud Volumes ONTAP HA 40| Ql= AEZ|X|= L E 70| 25| X| Y&L|C.
CHAI CO|E{7t . E ZHof| S7[ACZ D[22 Z Zof 2l Al CO[EHE AFEEY & UELILCE

AEE|X| get

M 28 443D %7} C|A37} Lt 29 BlueXPE & wS0| SUS 20 []A3S Skein oj2ials

SIS S 5% TiE 4 28S HSHLICH 013 Sol, 20| & Ao 457 HRE 59 BluexPi g
C

F 0S| CIA3E & 4719 C|A30f gLt

T AE2(X|
HAYS HE[E-HE[E JLHO2 ALY £ ACH, & = E0|A S20|AE| HIO[E{E MS5H7 L HE[E-THAIE

THOZ AMEY &+ UFLICE o] LYol M= THAIE h:':7f HE|E LEo| AEEX|E QAAY2 ER02 CIolH
¥ SELIC

HA 40f thiet 85 7[chA|

Cloud Volumes ONTAP HA 2A2 =& 70| HIO|EE S7|4] EXst] HER I HHES AFTIL|CE. 2t
Ct! L E Cloud Volumes ONTAP 2 A1} H|m8}0o{ CH21} Z % o%% 7|chet &~ UELICE

* oF LEO| HIO|E Tt MZdt= HA 782 22 17| 82 tH & 7149 87| ds2t H|X5HH 7| 452
|_I-_|_|[|.
* £ O OIO|EE MS3dh= HA 789 22 87| 452 thE LE 749 817 dSELt 21 MI| d&52

E°'3f71'-f O =&Lch
Cloud Volumes ONTAP 450 CHSt XtA|SH LHE2 £ I ESIHUAIR "M s,

AE2[X|0]| CHet 220U E A~

Set0|olE S BEO| 450t 0 HO[E| P F4AZ ALBSHO| NFS B CIFS 288 A ASOF BILITH NAS
2810|91ET} IHEY 20| 1P F4AE ALSSH0 2B ANASH: S E2EO0| £ - Zhoj O|SetDE H50]
xatelLict,

44



BlueXP2| 22 2| Ii'20| A Mount Command SN & Sl 2Ht

HA #0f|l A == ZHf | 52 0|Sots 32 UE 29| IP FAE A8 =&S ChAl 02 E0HOf

ghL|Ch J™X] o™ % | XM5tE == JAELICE 220[AETL CIFSO| CHet NFSv4 & E= EH
2|C|AMS II”OPE £ Cloud Volumes ONTAP A 2B A Of2fet 7|5S HHSIH E&S ChAl
OF2ESHK| =2 & 5 Mﬁl-l CH XtAMISH LHE2 ONTAP HEME HESHIAIL.

Tl

IPFAE 22 AEE 5= ASLICH

i
114

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions

xe]

S

- o

* "HERIZ 27 Arofl CHo Lot A A"

45


https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html
https://docs.netapp.com/ko-kr/test/reference-networking-gcp.html

* "GCPO|M A[ZfSH= HHE 2OtEMAR"

HO[Z2H F0i &S A8 = glsLICtH
HA%S| LEE AMEY £ gl= ZR OE LE= TIEHAH X[&X Q! HIO|E MH|AE
N &2st= H|0|E{E M2 LICt O|2 storage takeover 2t11 $tL|Ct AEZ[X| gh2to] b= E

M7EX| R 7EX 2 S A8 S o= SIS LI
HAMo| mES AI8S 4 gl A2 BluexPe| el 22 M= _ Degraded _ ILICH

BlueXP 2E2|X| HIO|ZALH0|M= L= 2 S AHEY &= YELIT.

* L3 Sl ofa2|AH|0|E 2E|(2g EY)

= O

Olz{eh 2t 2 AER|X| HHEt0| =21 A 2tF 9| HEf7 Q2 S0H2 20f| ChAl ALY 5= UASLICH

Hot

Cloud Volumes ONTAP+= i[O & otE K|St HHo[2{A Bl sHEofof| LSt HS E
Xl=gLCt.

S5 HIo|E 2| 2ot
Cloud Volumes ONTAPE C21} Z2 253} 7|&2 X[t Ct.

* NetApp 253t 22 M(NVE U NAE)
* AWS 7| 22| MH|A

* Azure AE2|X| MH|A 253}

IS S

* Google Cloud Platform 7|& 2t s}

S2HRE SEXQ| 7|= L=t el NetApp 2ot EFMS AEY = A2H, 5HO|THHIO|X] 2|0 A HIO|E S
Aoote 4+~ ASLICE oA 5t EIHo alZet E1|0|E101| Lo £ A= 0|F L=otrt MSELIL. =t H|ofE{o]
HM| AT off SHO|HHIO|X FOf| A oF H(S2RE S5l 7| ArE) &2 et=|X| g2 CHE CHAl NetApp =3t
SRH(QIF 7| &HE|Xte| 7| Ag)S AFERILICE

A
T
0

46


https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html
https://docs.netapp.com/ko-kr/test/task-getting-started-gcp.html

NetApp 222t £FM(NVE 3 NAE)

Cloud Volumes ONTAP X|& "NVE(NetApp Volume Encryption) 5! NetApp NAE(Aggregate Encryption)". NVE2}
NAE= £&°| 77 HIOIH Y=ot FIPS(140-28 Eot= 2T ES0] 7|t EFFYLICE NVESRI NAEE 25
AES 256H|E 25 3tE AHEEL|C}

* NVE= 7 HIOIHE ¢ Hoj| ot =B84 L=otgfLitt. 2t HIojH 2&0l= 1Rt P=st 7|7F ASLICE

=Xl

M|

* NAE= NVE?| &HEHTH0|H 2t 252 HI0|EE Y= 2tst O 12|AH|0|E HAo|M 2ES SKFYLICH NAE=S
Lot o2 AH|0|ES| 2E 25 MM 38 £E52 S5HHY = ASLIC

NVE®?I NAE= 25 9|8 7| 22|12 X|# EL|Cf.

] endif::Azure]] ifdef:: GCPJ[] endif:: GCP|[

M Oi22|AH0|Eo= Q5 7| 22|XIE Mt & 7|2 X O Z NAE(NetApp Aggregate Encryption)Zt &-As}E|0f
ASLICE NAE OH 12| H|0|E0]| £3}X| o= MZR2 252 72X OZ NetApp Volume Encryption(NVE)O|

M0 JASLICHO: 2F 7| Z2[XE EFst7| Hofl WHE 7|Z o AZ|AHOIET U= B2).

KAE= 7| #elktE 285tks A
AEA:IOE =22 o|-§§|.

ro

Zach pect HAYLICH EX| XH2 S XA "NetApp L=of

AWS 7| 2t2| MH|A

AWSO|A| Cloud Volumes ONTAP A|AEIS A|ESHH £ AR50 H|0|E 3lE HE 4 JELICH'AWS
KMS(Z| 22| MH|A)". BlueXP= CMK(Customer Master Key)S At23t0] H|0|E 7|S @A siL|Ct,

Cloud Volumes ONTAP AIARIS A8t S0 AWS HI0|E] st HHS M 4 QIBLIC

O 2ot FME AFESIEH AWS KMSZH HESHA HHE[0] A=X| 2AQlsliof LICE XtMet LHE2 S XML
"AWS KMS &H".

Azure AEZ|X| MH|A 253}

Azure?2| Cloud Volumes ONTAPO||A| £ ALE35}10] H|O|E{ 7t XAtS 22 YT IHEILICH "Azure AEE2[X| AH|A 253
Microsoft 2t2| 7|E AFE gLt

Hot= A2 At 255t 7|12 AL EY
ONTAPE HXdt= 9| CHoll &

2 JUELICE "AzureO| A 1ZH0| 2t2|SH= F|E AHESHES Cloud Volumes
OtEAAIR",

Google Cloud Platform 7|2 55}

"Google Cloud Platform £% H|0|E| 23} Cloud Volumes ONTAPO]| CHH 7|2 X o= 2HMSHEIL|CE AHO|
LQotR| gk&LICt.

Google 22IRE AE2|X|= A0 HIO|E E M| Hof| FAF H|0|EE 2= alstX| Tt BlueXP APIE AHE 510
o

TZH0| 2H2|8t= 2SSt 7| E AFRSH= Cloud Volumes ONTAP A|AH % F% = JUELICH S2RE 7| 22|
MH|AE ALESI{ GCPO|M MAMst 2ta2|st= 7| L|C "XiN|et 2

ONTAP H}O|2HA AHAL

ONTAP A|AHRIO|M S HIO|ZH A W 7|53 AESI0] HHO[2{ALL 7|Et ofd T =0f| 23 HIO|E7t &&= HS
YA = ASLIC.

47


https://www.netapp.com/us/media/ds-3899.pdf
https://www.netapp.com/us/media/ds-3899.pdf
https://www.netapp.com/us/media/ds-3899.pdf
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
http://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.netapp.com/ko-kr/test/task-setting-up-kms.html
https://docs.netapp.com/ko-kr/test/task-setting-up-kms.html
https://docs.netapp.com/ko-kr/test/task-setting-up-kms.html
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://azure.microsoft.com/en-us/documentation/articles/storage-service-encryption/
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://docs.netapp.com/ko-kr/test/task-set-up-azure-encryption.html
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/security/encryption-at-rest/
https://docs.netapp.com/ko-kr/test/task-setting-up-gcp-encryption.html
https://docs.netapp.com/ko-kr/test/task-setting-up-gcp-encryption.html
https://docs.netapp.com/ko-kr/test/task-setting-up-gcp-encryption.html
https://docs.netapp.com/ko-kr/test/task-setting-up-gcp-encryption.html
https://docs.netapp.com/ko-kr/test/task-setting-up-gcp-encryption.html

%
pal

of EfA} HFO[2{A Bl

S Mgt

ONTAP H{O[2{ A ZHAKVscan) A

oY S AHSX| HO{5= o &

=
[=)

-

[

|.

—_

Y
A

i §
[=]
o
T - o

e

-
ot

VscanOl|A| X|5t= 32
OHEZIA",

Al

b
1A

E9of 5! B7T0i| ChHet XAl

=13
=]

ONTAP A|ARIOf| A HEO|2{A B4
OtE[HIOl2 A 71 7Ol E",

MIse+ H

of

* BlueXP= AMAF MAHO| o8l ES E|X]
ULZE Lt

Snapshot SAI22 27| JHROIEE 2H

sl S5 £FMo| o|0|X|E

C

EESt BlueXPOll A= ONTAP2| FPolicy &%

A I ES|0{2F ONTAP 7|52 ZEsto] 2R of

L

H

st L

—

| CHet XbAleh Lh

L|C}. BlueXPE ArE2ctH 2HM9)|0{of| CHEE
SHZo =t E2 NSt

A

Ransomware Protection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomwal

o Enable Snapshot Copy Protection

50 %

Protection

1 volumes witheut a Snapshot Policy

Ta protect your data. activate the default Snapshot policy for these volumes

Activate Snapshot Policy

re provides effective tools for visibility, detection, and remediation. Learn More

Block Ransomware File Extensions

©

OMNTAP's native FPolicy configuration monitors and blocks file operations
based on afile's extension,

View Denied File Names

Activate FPolicy
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