Hot 8l Moy =t
Cloud Volumes ONTAP

NetApp
June 27, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/test/task-encrypting-volumes.html on June
27, 2024. Always check docs.netapp.com for the latest.



Hot S HjofE gf

=

)

ot

Azure Key Vaultg AHE3t0 7| 2t2[SfL|Ct
Google?| 22tRE 7| 2| MH[AR 7|E 2t2[gL|Ct
2HM2llofo] CHet H= JHM

= O N A a



=t 8l H|o[E =3}

NetApp &2t SEMOE Z& 29}

Cloud Volumes ONTAP+= NVE(NetApp Volume Encryption) 2 NAE(NetApp Aggregate
Encryption)E X2/ 2L|Ct. NVEQF NAE= FIPS 140-2E £45t= 28 95 HIO|H ¢S3E
X5tz AT EQ0] 7|8 SR MQIL|CE "O|2{ot Y=ot SF M| CHOH XiA|S| ZOtE A A[L".

—

NVESI NAE= 25 2|5 7| 22|t 2 X| @ EL|C},

AWS 7| Zte| MH|AZ 7S Zr2|giL| ot

=& £ JAELICH"AWS KMS(Key Management Service)" Google Cloud Platform| A{
2 T2 IM0A ONTAP 3t 7|8 ESHLCt,

AWS KMSZ A28t 7| 2t2|= CLI EE= ONTAP REST APIE Edl| &Mstst &~ Q&L Lt

KMSE A8 Wi 7|2 22 H|0|Ef SVMQ| LIF7t 22tRE 7| 22| AI=ZIEL} S O ASELLH L E

—_ 11—

| HERIZE AwsS| 215 AMH| A9 E415H= O AFSELICEH 2 AE HIERAI 7 SHIZA| FLGEX| 42 32

— T —1

S AEE 7| 22| MH|AE M2 ALE5HX| gia Lt

A|Z}st7| Hof|
* Cloud Volumes ONTAP= H 9.12.0 0|42 AlHdHOF SrL|C}
* 28 Y=2NVE) 2to|dIA 3! () dX(sHoF LTt
* MTEKM(ZE| HIFE 23t 7| 2t2]) 2to| MIA T} M X|=|0f RU0{0F BrLCt.
* S2{AH £ SVM 22| Xtofof Lt
* 28 AWS 50| U0o{0F Lt

() dlole svmoll chgt 7jgt 23t 2 UALICE
7y

X5t

1. 2(8) =00 LT} 571" A= oS 2E2|Sh= IAM H0f| AL E|= AWS KMS 712| 22 1AM SEol= Ct
S 518dts FMO| | 0{of LTt

glo

° DescribeKey
° Encrypt

° Decrypt
HEZS Mot H 2 HECHIAIR "AWS 2 A"

2. "HMESHAM S0l HAZ F=T1et|ct o] M2 2 X|2IsHOF BILICt DescribeKey, Encrypt, X Decrypt

o
T'_'%:|

Cloud Volumes ONTAP


https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.netapp.com/ko-kr/test/concept-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

1. Cloud Volumes ONTAP SZ O 2 HMSISHMAIL.
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set -privilege advanced
3. AWS 7| Zt2|XHE gdstetL|Ct.

security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIAIX|ZF EAIE[H HIZ 7|15 L=IRfLICH

o. AWS KMS7t SHtEA| FEEIRAE=X] 2elgtL|ct.

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal

M Search by objact ID, name, or email address

Selected item

Mo itemn selected
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SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled
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set advanced -con off

. ®I5t= Data SYME AlEst DNS M2 olshL| Lt
vserver services name-service dns show

a. st HO|E| SVMOI| 3 DNS 30| 2111 Azure DNSO| Ciet &S0| ZHEl A "o ZX|7t Q3K
ELICH JHX| 2™ Azure DNS, Z2t0[Hl DNS Ei= At MHE 7t2|7|= HI0|E] SVME DNS At
=S FIHLIC of g2 S AH 22X} sVMme| o=t AX|SHOF BLICE
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. H|0[E| SVMO]| CHet DNS A{H|ATF MM &R} =X oletL|Ct,
vserver services name-service dns show

.88 o200 SE T HEE Z20|AE ID U HHE IDE AF25I0 Azure Key VaultE 2-MstgtL|C,
security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

- 7| Z2[Xte| HEHE =oletL|Lt.
security key-manager external azure check
E3H2 L322 20| EA|ELCt.

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN
Details: No volumes created yet for the vserver. Wrapped KEK status

will be available after creating encrypted volumes.

3 entries were displayed.

£ 8Lt service reachability &Ef7} OFELICH OK'SVME Rttt ZE AZE U A8 ATt E Azure
Key Vault MH|AO| HEEH 4 AHLICH Azure HIEY S H# 5l 2tREIOZ oIsf| L2j0|Hl VNETZ} Azure
KeyVault Public IEZIE0| EESHX| RS KHEHSHA| 4=X| &QlefL(CE. of2{et B2, VNET LHO||A 7
SE0| AMASH| 28] Azure Z2t0[8] 2 S A= A0| EFLICE Eot ZHO WM& IP FAE 20157
2ol SVMO| A SAE =5 2=7}5H0} % T+ JELICH

2

=g ms_wrapped key status EUYLICH unknown E£7| 7 Al AEf7F 2 HAELICHor A
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

SHI2H| & 2 Cloud Volumes ONTAP= XIS 2 2ES MYstl 25 L=2otE st

tot

7. 280| SHIZA| M| 0 2SS A=K
EA|E.=."—| Cf true.
vol show -vserver SVM name -fields is-encrypted

tOIgtL|CH UCHH, ILICE -is-encrypted ON7H HaE=

J
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2 MY £ JUSLICt "Google Cloud Platform@| 7| 22| MH|A(Cloud KMS)" Google Cloud
PlatformOllA 7153t S8 T2 0| ONTAP &3t 7|18 ESgfL|Ct,

Cloud KMSE A3t 7| 2t2|= CLI EE= ONTAP REST APIZE Edff &M stst & Q&L|CT.

Cloud KMSE ME% M= 7|2XOZ H|0|E SYMQ| LIF7t 22IRE 7| &2 AEZQIEL} EMNSH=E O AFREILICE
LE 22| HEYIE= 2ERE 32XtS| 215 MH|A(oauth2. googleapls com S 3fE ol AtEELICH 22 AH
HERISZt SHIEA L HEX| g2 32 22AHE= 7| #2| MHAE MUE AHESHK| F&LICE
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* VE(Volume Encryption) 2t0|MIAZ} MX| | R} EL|CH
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ST
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. 22t2E KMS 7| U Cloud Volumes ONTAP AH|A AH/Hoj| AFS XL XN Hetg gatetct,
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. MH|A A JSON 7| CHRRE:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. 7|2 SSH 220|HEE ArE3t0] S2{AE 2| LIFO| HZgL|Ct.
2. ng Aot 2fZz MatetL|Ct,

set -privilege advanced

3. O|O|Ef SVME 9Tt DNSE MdefL|Ct,
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. CMEK &= =4
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

O. MIAIX| 7} EAI=|H GCP #|H2| MH|A AIE JSON 7|1E Y=PfLCt.

6. 2dotEl T2 MATL SSY=A] =elgtL|ct.

security key-manager external gcp check -vserver svm name

7. MEd AME: AS3tE HAEY 282 MAYLICt vol create volume name -aggregate aggregate

-vserver vserver name -size 10G

ZHE sl 280t 5h= 22 212l OrX|2E & THAIOM 2 Al RESTAPI 218 X|HE = ASLIC

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

10
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered
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CESE M 23tsto] T I SAHE = MA| Mol 57 £242] 0|0|X|E MHE && JUELICH

b. FPolicy * &3} £ 221506 ONTAPS| FPolicy 2382 ZAM3IEILICt. FPolicy M2 IH 9| 2hatHo|
wr2p m A S KpeHe & JSLICEH
O] ™ S2M2 Autol M0 Tt RS XITHsHo] MY SHOZRE HSE JfMetL|ct
7|2 FPolicy Hl= CHS 2atE ol M S Xpoheh|ct

00|22, Y=t &, =

Cloud Volumes ONTAPO| Al FPolicyS
EE2 Akl 2N I RS

=EE

vserver FPolicy scope

Ransomware Pratection

b, 23t crinf, r5a, XRNT, XTBL, R16M01D05, pzdc,
RDM, RK, encryptedRS, crjoker, enciped, LeChiffre

=M 515HH BlueXPOl|A| O] H
7|80 2 BtL|Ct Cloud Volumes ONTAP CLIO|AM
AtE35H0] XpEhEl T

2=, LOL!, OMG!,

27t g ELict. of

o A Ol A
SEE !

AMEX XHY & UAELICE

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection

50 %

Protection

1 volumes without a Snapshat Policy

To protect your data, activate the default Snapshot policy for these volumes

Activate Snapshot Policy

A2 HEo E2

H A

o Block Ransomware File Extensions

©

ONTAP's native FPolicy configuration monitors and blocks file operations
based on afile's extension,

‘iew Denied File Names

Activate FPolicy

Cloud Volumes ONTAP= 3 2E 2M S S350 Y0 SAS LIEHE = = HIFH AR 252 AXo|
ZX|st ZAnst= ARP(Autonomous #4901 Protection) 7|52 X[ gL|Ct
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Autonomous Ransomware Protection
Oris 100 1is
Protected Capacity Precommitted capacity

BYOL 100 TiB

Marketplace Contracts O TiB
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PAYGO
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