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o2 Eg 4= RL0{Of LTt

o
rot

bal
1%
Ral
mun
rlo

£ 2=YLIL tridentctl O REE|E|= 0|2l Linux BHZ TN = A E LT}

A8 E¢l Hl=of| 2t NFS SY/E= iSCSI R HEIEIE SR AHS| ZE R0l X80 BiL|CE S FERSIHAIL
07" & HZSHHAIL.

AE2(X| A 7Y

Astra Trident= WA= F-HO0M AHE5L7| TOf| AEE[X| A|ARS LHE HFSHOF & 5= JFLICH S FZSHAIL
||o:|7||| = x}xol_ﬂklg.

Zig|0|H o|O|X] 5! siZ Kubernetes H7%

37| drd dX|Q| 3R L2 S E2 Astra TridentE &X[St= O 229t 74E|0| o|0|X|9| Er=QIL|Ct. £ AFEELICE
tridentctl images BHZ AFESIH TPt EH|0|H O|0|X| SES <QIBtL|C.
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Kubernetes H 7™ Ziejlo|L oo x|

v1.20.0 * Docker.I0/NetApp/E2|HIE: 22.10.0
* Docker.|0/NetApp/EZ2|HIE - X+& X[&: 22.10
* registry.k8s.io/sig-storage/scsi-v3.3.3.0
* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* B|X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.|O/NetApp/EZ|HIE - 2EXt: 22.10.0(=H)

v1.21.0 * Docker.|O/NetApp/E2|H E: 22.10.0
* Docker.l0/NetApp/E2|HIE - Xt& X[&: 22.10
* registry.k8s.io/sig-storage/scsi-v3.3.3.0
* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* 2| X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.|0/NetApp/E2|HIE - 2EXt: 22.10.0(=H)

v1.22.0 * Docker.I0/NetApp/E2[HIE: 22.10.0
* Docker.|O/NetApp/EE|HIE - Xt& X|H: 22.10
* registry.k8s.io/sig-storage/scsi-v3.3.3.0
* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* 2| X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.I0/NetApp/E2[HIE - 2%} 22.10.0(5M)
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Kubernetes HZx ZiE[0|H o|O|X|

v1.23.0

v1.24.0

v1.25.0
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* Docker.|O/NetApp/E2|H E: 22.10.0

* Docker.I0/NetApp/E2|HIE - Xt& X[&: 22.10

* registry.k8s.io/sig-storage/scsi-v3.3.3.0

* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* B|X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.|O/NetApp/EZ|HIE - 2EXt: 22.10.0(=H)

* Docker.|O/NetApp/E2|H E: 22.10.0

* Docker.l0/NetApp/E2|HIE - Xt& X[&: 22.10

* registry.k8s.io/sig-storage/scsi-v3.3.3.0

* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* 2| X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.|0/NetApp/E2|HIE - 2EXt: 22.10.0(=H)

* Docker.|O/NetApp/E2|HIE: 22.10.0

* Docker.|O/NetApp/EE|HIE - Xt& X|H: 22.10

* registry.k8s.io/sig-storage/scsi-v3.3.3.0

* registry.k8s.io/S1G-storage/CSl-attacher:v4.0.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.6.0
* 2| X|AEZ2| k8s.io/sig-storage/csi-shotter:v6.1.0

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.5.1

* Docker.I0/NetApp/E2[HIE - 2%} 22.10.0(5M)

Kubernetes & 1.20 O|&0llA HEBE E AERLICH registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v6.x ?=52?? vl HIA X|&St= HEQUL|CE
volumesnapshots.snapshot.storage.k8s.gcr.io CRD & +&LICt vibetal Of|A
CRDE X|gst= HEQULICH v HH, ABEl S AHEELIC registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v3.x O|O|X],



7= 7R
Trident XL £ AF256}10] Astra TridentE HiZEE £ Q&LIC tridentctl.

22.04 EE|=KE{= Astra TridentZ} AX|E UHOICE AES 7|7t O 0| CHA| M= X| gS&LICE O]

@ 22| =5 Sl Astra Trident= &%| FHH0| 22X |X| == MZ2 H|IY 24HE SX[gLct F,
tridentctl 22.040M= Trident| O] TS MAHE 4= UAX|T O|H KT M= 22.04 BXIE
HAHY = glELICE

Astra Trident 22.100]| Ci{$t 2 HEQL|Ct
* Astra Trident 22.102 2 2 12|0|=5}7| Mo CIS 5 HEE 20{0F gfL|C}. *

strong>Astra Trident 22.100]| CH?t 52 HE</strong>

* O|H| TridentOl| A Kubernetes 1.257} X| &I EIL|C}. Kubernetes 1.252 ¢ 128{|0|=5t7| 0| Astra
Trident 22.102 2 ¥ 12{|0|=8H{0f &FL|Ct.

* Astra Trident= O|X| SAN StZ0AM CHE EE M2 MBS 5| MEE|H HAZ2
@ YULICt find multipaths: no CtE A= .conf It

H| 22 CtE%9 14 E£= 2| A8 find multipaths: yes = find multipaths:
smart multipath.conf It Q| ZtOZ QI8 OIRE QF 7} EHMBIL|CE Tridentd| A 2| ALR S
HEMELICH find multipaths: no 21.07 EE|A 0|=F.

Trident ALXHE ALESH=E B2

£ SEIBLICt "Trident 2 QA" Astra Trident 2| AAE S
% JIX| MA| 20| ZFE[0{0F BL|CH 2 HZTSHUAIL "

wx 1A

Trident 2 At of2fioff 2 E o2 7tX| 0|F S HMS LIt
s =7 71s

Astra Trident &X|E ZLIEZSII 20| AX| =L 42 £HE ZRA 22 ZHE sHZoH7| flIe =X[E
HMI™MOZ Fgd £ UGLICH 2EX7t X2 BHEl B2, a trident-operator-<generated-id> POD7Z}
MMEILICE O] ZEE= S(8) HEYLICE TridentOrchestrator Astra TridentZt A X|El CR2 AL26HH 24 ot
HOE SEMSIE| & 8 4 QISLIC TridentOrchestrator. &, 28 XH= 22| AE{ 0| Astra Trident QIAE AT}
SHLERE AT AE S H[0{5H0] AX|7t 0 2= otX| 2QleL|CE MX| HZ(0l: BiE E= L= HHY AMH|)0| =™
2RIt 0|8 AlES D JEH o= +H et

7|1E ZX[of chet 4|2 YH|0IE

7|1Z HEE 2EXE g HHO|ES
AHE3H0 HX|E UCO|ERLICE OIS
2ol 2HAL.

£ UEL|CH E MESHY|2 6t H ELICH TridentOrchestrator CR2
=01, Astra TridentE 2435t C|HO 23 E MM{O} St= AILIZ|RE
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O|EA ot24™ of| IHK|E HMEYILICE TridentOrchestrator & 2 M™YLICE spec.debug & MEHSIL|C}
true:

kubectl patch torc <trident-orchestrator-name> -n trident --type=merge -p
'"{"spec":{"debug":true}}'

0| TridentOrchestrator O YHIO|ELH 2HX7t AH0|EE X2[5t1 7| & HX|S AISLICt O] A| 5HH
M ZE7HHYE0 BX| 8 HESH +=Fg = ASLIC

Kubernetes & 12|0|E XI5 X{2|

S AE2| Kubernetes HHTO0| X[l k|= HHMOZ HI2|0| =™
OO ESI Kubernetes HE QA S SFSI = HATHL|CH

AXH= 7| = Astra Trident X2 X502

Ho

S AET X/ X| ¢ts HEOZE A 0|=E|H SHXt= Astra TridentS AKX £ S&LICEH
@ Astra Trident?t @ Xtet 4| o|0] MX|El AL Astra TridentZt X| 2| X| @f= Kubernetes HZE 0|
MR|E| RS2 LIEH = ZTF EA|EILICE

BlueXP(0|H2| Cloud Manager)E A&3t0{ Kubernetes 22{AF 22|

ot A "BlueXPE AHE6H= Astra Trident"Astra Trident2| Z[A HHM O Z AO8|0| =60, AEZ[X| 2{A S F7H 8
2elsta, 2 ehAof| HZAst CHS, Cloud Backup ServiceE A8t F 2852 AT &~ QELICE BlueXP=
Trident HAXKIE ARSI £5902 = HelmE AHR3I0] Astra Trident 252 X|@IgHL|CT.

Mol ArE A7

Astra Trident 21.0152E Helm2 AI25}I0] 22|5t= CHE 0 E2[AH|0|M0] = 2R HelmS AFH2SHH HEE 22|
T EL|CH

A2 Al7| tridenctl
2 2|0| =8H0f Stz 7|E HIZEIF QUALE BIZE AL X|Hst = 82 2 A8%t= 20| ZELICE "tridentctl =
MEHRILICE". Astra TridentS #&3th= 7| & Y LICH

—

HHE 2 2tof o|SE mHel ey Abet

HH I 2 ZH0)| O| Sl OF Sh= AILI2| R E AMAlStT|ZE &1 X| b&LICE oM O|SSt7| Mol CHS At n2qs{ofF gfL|Ct
tridentctl SAFKE 7|8t YL 2 H{ESEAHLE T HHCHZ HY 3

* Astra TridentE MAHY M= 24 SYsH AHE AESHIA L. S(E) HIETt B tridentctl, 2| Y HES
AHE3HOf &fLICt tridentctl Astra TridentS M|[7SH= HHO|LHE|. OFXIEX| 2 HAXIE AHESH0] E HHESH=
A0z E HESHOF &Lt TridentOrchestrator CR Y SET spec.uninstall=true Astra TridentS
ML ct.

* E Mt AEY 2Bt 7|8 BT} Q= AR tridentctl Astra TridentS HHX SIS MK TESHof
SILICH TridentOrchestrator J2|1 M™EIL|Ct spec.uninstall=true Astra TridentE H|7{&L|C}.
O3 CHS AMIRILICH TridentOrchestrator X 2AXLHIE, O CFS E AHESI & MX|2 4 JSLICEH
tridentctl.

© ZtAX} 78O 5 HHEE AFESt HAO] 7|8t Trident HAXH HHEE M85l E= A2 HA 592 HMXIE
XAt CHS Helm MX|E =3sl{of BLIC} 0|2 Edl Helm2 2R3t 2|0|= 8l FM S AFE35t0] Trident HAIXIE
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https://docs.netapp.com/us-en/cloud-manager-kubernetes/concept-kubernetes.html
https://docs.netapp.com/us-en/cloud-manager-kubernetes/concept-kubernetes.html
https://docs.netapp.com/us-en/cloud-manager-kubernetes/concept-kubernetes.html
https://docs.netapp.com/us-en/cloud-manager-kubernetes/concept-kubernetes.html
https://docs.netapp.com/us-en/cloud-manager-kubernetes/concept-kubernetes.html

HHZE S o~ QUEL|CE O A| o}X| %O™ 2|0|2 i AAL 23 9 FM &M AAL 272} &H HA|0f 7|gt
Trident S AFK} HHE 7} AlTHSHL|CE 71 Q1= 2L “tridentct!” 7|H*HH£01IA1_ =X 810] Helm 7|gt HHZZE ALEES

7 ASLILE

HiZ ZEZ OfoRfL|Ct

Astra TridentE #=5t= 2H0l= Ml 7HX|7F UAELICE

Standard 7=

Kubernetes 22{AE{0| A TridentE T155HH Astra Trident A X| 22| X7} CHS T 7HX] &S 2S£ JASLICH
* QI Sdlf ZIE|0|L O|0|X|E 71M &= ZYLICt
* Kubernetes 22{AE{9| 2 E R% ¢t - =0f|A Astra Trident PodE 7}sste 75 Y/EE == 0|2 MY

O|2t Z4E HFE X = F 7tX| YHOE 2Ale &~ AUSLICH
* M2 tridentctl install

* Trident HAX} AL Trident AL 2592 = Helm2 AMESH0] HiES 4~ QJUEL|CH
O] ¥X| RE= Astra TridentE AX|st= 71Ha 4|2 &HO|H HEY 3 H$H0| = CHEEQ| 2HAHO|A ZHSEHLICE.
QI ol HI

37| Gapped HHIEE st H E AFEELICH --image-registry @& Al 22§ tridentctl install 7HQl
o|0|X| 2| X|AEEIE 7fE|9'|—|E|' Trident HMXIE AFESHY] HESH=E 2R E= 2 X HY = JSLIC
spec.imageRegistry 2 22&LICt TridentOrchestrator. O] Eﬂxlﬁﬁﬂloﬂt b ZSE[f QLO{OF gtL|C}

"Trident O|O|X|", "Trident AutoSupport O|0|X["%! Kubernetes HHH0|A] 2 75H= CSI AO|E7} O|0|X|E
XS L.

A8t BIEE AFEAF X|ZE 4= UASLICH tridentctl Trldent°| 2|20 CHet L HIAES Mgt
047|01| =, HE/MA, ME|A AIHE, Astra Trident7t 2X|0] 2R 2 Mot S2HAE gt S0| ZetE/LICH

HYZZ AFSXL XIFOfl CHEE REM|EE LHE 2 CHE @38 HESHIAR.

[}

* "2 IIE i S AL} X|F R O

*

7§21 o|o|X| 2|ZX|EE|E AHEdt= -?— £ Fteliof BLICt /sig-storage 7HQ! B|X|AEZ| URLE
27X, off Thet 7H el E1|7(|*EE|E AHEot= E 2 tridentctl HiX = 2 AHES{OF BHL|CH

@ --trident-image ¥ --autosupport-image 2 &7H MSELICH -~image-registry.
Trident HAIXHE AHESH Astra TridentS B{ZSH= AL Orchestrator CRO| Z&HE[0f Q=X
2POISIL|Ct tridentImage % autosupportImage & Y= SL|CY.

CtE22 #4 BE T2 M| A0 ohet &9 +=Z2| HRYLICE

s MEs HFMO| E HEBL|Ct kubectl Astra TridentS #Eot2{= & HA

* Kubernetes 22{AEOA 74 DU S SAISID E HHSL|ICH KUBECONFIG &4 A|AHIO otF Ha

21


https://hub.docker.com/r/netapp/trident/
https://hub.docker.com/r/netapp/trident/
https://hub.docker.com/r/netapp/trident/
https://hub.docker.com/r/netapp/trident-autosupport/
https://hub.docker.com/r/netapp/trident-autosupport/
https://hub.docker.com/r/netapp/trident-autosupport/

HHS MSI TRt Kubernetes 22 AE 0| HZAE 4~ Q=X|

L]
Ll
>
ikl
|IO|'
E
~
c
o
0]
Q
t
'_l
Vo]
0]
pert
]
(@]
Q.
0]
[}

=]
* BE QX A E ALE5H0] ¥ HRE0M HHEE 2t= Lt

VMware Tanzu ZEZ2|2 HE0| Astra TridentE X HL

HAEE Hoto| Q= HIAZEES K|SOk gLt

=
=
* £ 2=LICH --kubelet-dir S E kubelet CIAE{2|2| 9{X|= T8O FLICE 7|2H 2 0] g2
o
=]

ILIC} /var/vcap/data/kubelet.

£ AME510] kubelet $IX] X|™ --kubelet-dir Trident Operator, Helm 34 Of CHol Ztist= Z{O 2 BN
IAI-| Ct tridentctl MESL|CT.

Trident HAXIE ARSI {1

Trident HAXIE AL2810] Astra TridentS HiEZ & 4= Q& L|C

Astra Trident 22.100]| Ci{$t 2 HEQL|Ct

* Astra Trident 22.102 2 2 12{|0|E5}7| HOj| LS T2 HEE A0{0f ghL|Ct. *

strong>Astra Trident 22.100]| CH3t 52 & E</strong>

* O|H| TridentOl| A Kubernetes 1.257} X| &I EIL|C}. Kubernetes 1.252 ¢ 128{|0|=5t7| 0| Astra
Trident 22.102 2 2 12{|0|=&H{0f &FL|Ct.

* Astra Trident= O|H| SAN 2tA0|M CIE 22 7S AESIEE AHS| MEEH A2
@ YULICt find multipaths: no CtE A= .conf It

Hl 2 CfEe 4 = 2 AF8 find multipaths: yes BEE find multlpaths
smart multipath.conf It Q| ZtOZ Qlsl OIR2E QF It EHAMBIL|Ct TridentO| A Q] AF2
HEMELICH find multipaths: no 21.07 EE2|A 0|F

Trident 29Xt 15 M
Trident HAXH= CHS 5 71X W & SHLEZ HHZESE &~ JUSLICE

* Trident AF2 "Helm XIE": M| =HE = Trident HAAIS BE S TridentS $F HO| AX|&hL|C.

* =&: Trident AMXE GRSt 23 JHK| S 2EE= O MEE

2 A DL E HMSELIL

AL
T
° Kubernetes 1.24 0|5} & HAst= 22{AEQ 2, E AFEELICt "Bundle_PRE_1_25.YAML".

A2 EtLICE "Bundle _post 1 25.YAML".

i
0l

° Kubernetes 1.25 O| &2 M= SHAEHS R E

off OFx} 2|31

&2

2 3% 7|2 g olH| ot F2 AlZHULICt.
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https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://github.com/NetApp/trident/tree/stable/v22.10/deploy/bundle_pre_1_25.yaml
https://github.com/NetApp/trident/tree/stable/v22.10/deploy/bundle_post_1_25.yaml

L4 1M QA4S sl

Astra TridentE T1&oIHH Ch3 1t 22 AP Q7 AletS SE5H{0F LTt

* X|®k|= Kubernetes HA S A3l 01 X[ 5| = Kubernetes 22{AE{0| CHEE 2R E H$H0| JUSLICE
HEBILICH Q7 AFEH",

mufn

* X|¥lZ|= NetApp 2AEE|X| A|AHIN| BAM AT = ASLICE
* D= Kubernetes 22Xt L E0|A 282 OIREY 4 JSLICH

* Of Linux @A EJ JELICH kubectl (£ oc, OpenShiftE ALE6H= B S) AFHR5I2{ = Kubernetes 22{AEHE
ZESHES X L Mot AAL(CE

* S(B) MEIELICH KUBECONFIG Kubernetes 22{AEH A 712|7|= &Hd HE
* 2(8) 2 MM ELICt "Astra Tridentd| M 276H= 7|5 H|O|E".

* Docker Enterprise2t 271 KubernetesE AF&3%t= 22, "Cha THA|OH 2t CLI HAMAS AE L.

mm

Ct &ALIR? ZELICH 2 O|H| AlZFSHASLIC.

Trident HAMXIE =510 HromS AFE6H0] Astra TridentS A X| L[t

LIZE EHAIE +A3t0] HelmS AHE3H0] Trident HATXHS HiZBFL|CY.
ot A
fof LIEE 4 8 24 20| HromS AHE5H0] Trident HAAE A=3t2{H CS0| 2 LT

* A"X|®E|l= Kubernetes HH"

* Helm ™ 3

CHA|
1. Trident2| M 2|ZEX|E2| =7}

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart
2. E M8YLICthelm install BEES UG D HYE 0|ES XIFHLICL LIS O & HESHYAIL.

helm install <name> netapp-trident/trident-operator --version 22.10.0
--create-namespace --namespace <trident-namespace>

@ TridentOf| CHH L[ AD|O|AE O[O0 PHE B E HXSHYAIR --create-namespace Oi74
Ha= 71 HUAAHO|AE THEX| A& LICH

AKX S0l 79 HIo[EE THok= Y-oll= & 7HXI7F AS LI

--values ((£2 -£): FQY7} A= YAML IHL S X|ZELICE O] FM2 2] H X[F = ACH 7t LEZR
ool M MEELIC.
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https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/

* --set: BYE MY2AE X[FELICE

E =01, 2 7|2E HELYLICt debug OIM THSE HHBLICH ~--set BH:

helm install <name> netapp-trident/trident-operator --version 22.10.0
-—-create-namespace --namespace --set tridentDebug=true

7|

i

e 7|24 S MSELIC

ro

£ 288} values. yaml O] XFES| YL QI I

=
[S)

tot

helm list O|F, UYAHO|A, XtE, 2HE, ¥ HH, JH

)l

tH

Trident HAXIE 592 A& TridentS & X|2fL|Ct

LIZ =l CHAIE 238H0 Trident HAMKIE £S5 O F HESHL|CE

12tA|: Kubernetes 22{AE AHS

71 HA sjof & U2 Linux SAE0 2015H0] ST S AET 2| S &g - S(E) 2a2lst JA=X| &elst=
AYLICE "X 2 &= Kubernetes 28{AE" of| 2%t #ot0] L0{0fF SfL|C,
OpenShifti| A= 2 AFEELICt oc T kubectl CFS 2E G0N & AEHSI HA *
(D system:admin * 22 2QI2L|Ct oc login -u system:admin EEE oc login -u kube-
admin.

0%

S ddgLCh

Kubernetes X 2t0ldt2{™ L3
kubectl version

Kubernetes 22 AE| 2H2|X} ATH0| Y=X| &lst2H CH2 B S LT
kubectl auth can-i '*' '*' —--3ll-namespaces

Docker Hub0ll A O[0|X|S AL83HE PodS AlX3tT Pod IEYZE S¢f AEa|X| Al AU HZ2 4 YK
Solste{B LS HS AWsiLC,

O ocoo=

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \

ping <management IP>

21.01%2E Trident G &tXt= S2{AE HR|QJLICE Trident HAXHE AL SHK TridentE HX|SH{H 2
(i)  2r=0{of #1LiTt Tridentorchestrator ALSRE HO| 2]42 HO|(CRD) X 7IE} 2|24 HO| Astra
TridentE A X[S}7| Hof| CHS THAIE 3610 2HAE HH-sHOF gL Ct.
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1. Ol %A HE Q| Trident AX| T2 24

mln
o
_lTl_
Mo
Hu
n
Ot
2
18}
I
o
HH

LIC} "GitHubQ| _Assets_AlA",

wget
https://github.com/NetApp/trident/releases/download/v22.10.0/trident-
installer-22.10.0.tar.gz

tar -xf trident-installer-22.10.0.tar.gz

cd trident-installer

2. MAH3 CRD OLIHAEE AME38H0] & FHELICH TridentOrchestrator CRD 13 C}
TridentOrchestrator LSO ALEAL X|H 2|AA S ALESIY 2EX7E EX|E QIAH

Ct

gl

YI= AL

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. E = ELICt TridentOrchestrator CRD7t MM E|H 22X} HiX|of| Lt CIS0f 22 2|AA S MMSICH

o HMXIE 2|5t ServiceAccount@L|Ch
° ServiceAccountd| CH3t ClusterRole 3 ClusterRoleBinding
> M2 PodSecurityPolicy
° ZrAX}; KEA|
Trident &X| Z22U0j|= 0|2t 2|AAE FOSh= IHLIHAET} Xotk[0| JEL|CH 7|2H 2 ALXt=
A

Off| BHEEILICE trident HIYALO|A, & =ELICt trident HJAAHO|ATE QIELICEH O OHL|HAEE
AtESHY Y AHO[AE BHELICH

—= —--J

kubectl apply -f deploy/namespace.yaml

4. 7|12 HLAmO|A 0|29 HYAM|O| AN HAXIE HZBL|CH trident LY AmO|A0AM S OO EBHO}
2ILICt serviceaccount.yaml, clusterrolebinding.yaml % operator.yaml (&) &Qlst
MAMBILICH bundle. yaml.

CHS HHES Adlsto] YAML OHL|IHAEES AHH0|EstT 2 MM bundle. yaml £ AMZELICH
kustomizatio

on.yaml:

kubectl kustomize deploy/ > deploy/bundle.yaml

Ct

gl

3

fujo

A 2| AL S Yot AMAE HiZFfLICY.

kubectl create -f deploy/bundle.yaml
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kubectl get deployment -n <operator-namespace>

NAME READY UP-TO-DATE AVAILABLE AGE
trident-operator 1/1 1 1 3m

kubectl get pods -n <operator-namespace>

NAME READY STATUS RESTARTS
AGE
trident-operator-54cb664d-1njxh 1/1 Running 0
3m
SUR BT S2AAEIQ] SR LE B SHLIOIA AW D Y TES YBHOR MNBLILL,

@ Kubernetes 22 AE 0= 2 X2 QIAEA * SLEZL L0{0F BILICE Trident H ALK 2 HIZE
MMSIHX| DRMA 2.

3CHA|: 2 TridentOrchestrator TridentS AX|gfL|Ct

O|X| HAXIE AH2SHY Astra TridentE A X|g =H|7t E|A}ESLICH O] 2 S SHSHZH
TridentOrchestrator. Trident MX| T2 J2H0f|= XM E 9|$t of| M| "o 7 ZEHE|0f
TridentOrchestrator. J12{H Of|A AX|7} A|ZELICH trident HIYADOA,

t=0{0F BfLICt

2 o}
= -
O A
MI:IL‘l

_'_
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPVG6: false

Autosupport Hostname:

Autosupport Image: netapp/trident-autosupport:22.10
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Image Pull Secrets:

Image Registry:

k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:21.04.0
Message: Trident installed Namespace:
trident
Status: Installed
Version: v21.04.0
Events:
Type Reason Age From Message —---- —-—-———-—-— ——— ———= —————— Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed

Trident HAMXIE AFESHH o EM S AFRSH0] Astra Trident?t AX|E|= HHAIS A X X HY £ JUSLICH
TridentOrchestrator At 2 EESIHMAIL "Trident &2 AFE XA X[ H L CH.

Of MEf TridentOrchestrator EX|7t 83XO=E AR LY =X EE LIEIL D EX|El Tridente] HH S
HAIBLICE,



HEH 29

AXl = O] SME AIE10] Astra TridentS MAX|&HL|Ct
TridentOrchestrator UEL|LCH

AK[=[0] ASLICH Astra Trident7} d5HMO =2 MX|E|ASLICEH

HAH S 1 0|]= 2YXI7t Astra TridentS H|7HsH= ZIL|CH

spec.uninstall=true.

MAHE &L Astra Trident7} ®|7 =R} &L|Ct.
Al LIt X7} Astra TridentE A X|, K|, FH|0|E E=

I1|7'|%* = USLICE O] HEfOM X522 S7E
AlE=gL|CE. O] SEf7E X|&EH ZX| o Z0| EREfLICt.
YHIolE & 237t 7| E BX|E Yolo|Esta AEL L.

RF

i

o
S2/ELICt TridentOrchestrator AFEE|X|
SLICt. CHE mhof o|of AELCE.

)

o

AX[5t= S¢t e MEHDILICt Installed. 2(8)

— 1
efQIoHof Stot. & HZSHYAIL

!

ILIC} TridentOrchestrator HE A& Installing
U REX AMHeE F7E &+ Gl= 75' 28Xl 21
"ZH HE" MNHE :.* SHYAI2.

0
I
0%
oL}
== IIO

=
=

=
=

MMEl ICE MTHE T Astra Trident AX[7t b2 E|Q=X| 2hQIE 4= QU&LICE.

kubectl get pod -n trident

NAME READY STATUS RESTARTS AGE
trident-csi-7d466bf5c7-vi4cpw 5/5 Running 0 1m
trident-csi-mré6zc 2/2 Running 0 1m
trident-csi-xrp7w 2/2 Running 0 Im
trident-csi-zh2]t 2/2 Running 0 1lm
trident-operator-766£7b8658-1dzsv 1/1 Running 0 3m

2 MEE & JUSLICH tridentctl EX|E Astra Trident2| TS =l gtL|Cf.

./tridentctl -n trident version

Fmm e b +
| SERVER VERSION | CLIENT VERSION |
fom e fom e +
| 21.04.0 | 21.04.0 |
fom e fom +
OF| HACS YA & UBLICL B HEZSHINS 7% 5 ey

B 5 2 SHZO CHSH APMIS LHB S 8 AESHIAIR "2 2" MM BZSHIAIR.
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Trident 2 Xt HHE S AFEXE X|H LI

Trident 2L Xt= o] EME AL26}0] Astra Trident M X| 2 ALK X|HE 4 Q&L|CH
TridentOrchestrator A

MX|E AMEX X HSHH CH2 2 MEHSIL|C TridentOrchestrator QA4S AF2SHH AL S 102{6{OF EfL|Ct
tridentctl RO w2t - £ U= AKX XE YAML 0iL|HAEE M-dghL|Ch.

spec.namespace 0| X|HELICt TridentOrchestrator Astra TridentZt A X[El

@ HIJAHO|AE LIEFHL|CE Astra Trident”?t AX[El =0i= O] 07 Ha* E AH|0|EY ~ giSLICL
O|FH| St otH 7F YUMBILICH TridentOrchestrator HAY MEHRILICE Failed. Astra
Trident= W AL{|O[A Ztoj] DHO| 2| 0| ME|X| Q& LICt.

Y4 g

O] Eo| XtM|3| LIt QELICt TridentOrchestrator EM:

OH7H M= A 7|22k
namespace Astra TridentS &AX|& "J1 2"

ERES NPT

debug Astra TridentOl| CH$H C|HZ S HA
gt Sttt

windows £ 2 MH™ETILICH t rue Windows aEN
EAXE L Eof X 4 QUELICE.

IPV6 IPv6E E3l Astra TridentE 73l
MK gLt
k8sTimeout Kubernetes 22 A|Zt0] 30%
EOE|JSLICH
silenceAutosupport AutoSupport HE2 NetAppO| A
s = HLUfX| t&L|ct
enableNodePrep AR = E ZE5H XS 22|(* beta*) HA
autosupportImage AutoSupport Z2|HE2| Z1E{|0[L] "NetApp/E2|H E - AutoSupport:
O|Of x| L |Ch 22.10.0"
autosupportProxy AutoSupport Z2|HE2| M&S 2|3t "<a
TEAN9 =A/EEQ!IL|C} href="http://proxy.example.com:888
8“"

class="bare">http://proxy.example.
com:8888"</a>

uninstall Astra TridentE HM[HSt= O] AF2E= HA
St

logFormat AtEE Astra Trident 22 "HIAE"
& Al[text,json]

tridentImage A K[g Astra Trident O[O X| "NetApp/EZ|HE: 21.04"
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OH7H = Ad 7|22k
imageRegistry SiAlo| L§HE Y X|AER| AZQL|Ct  "k8s.gcr.io/sig-storage(k8s 1.19
<registry 0|&) EE&= quay.io/k8scsi"
FQDN> [ :port] [/subpath]
kubeletDir SAEQ| kubelet CIAEZ|0f Cigt  “/var/lib/kubelet”
F=2L|Ct
wipeout Astra TridentE 2tX5| | 7H35}H7| 2|6H
A 2|aA SEQL|CH
imagePullSecrets LHE 2| X|AE2|0f| A O|O|X|E 7tM S
2 ol y|g
T M =
controllerPluginNodeSelect Trident AEE2| CSI S22 7|23k els, ME Arg
or HAHSH= Pod& F7t L E MEHY],
pod.spec.nodeSelector 2t St
gAalg mEL|C
controllerPluginToleration Trident AEZ2{ CSI Z2{12I2 7|22k i3, MEH Atet
s M= Pode| 518 MdHS
Mo gL|ct,
pod.spec.Tolerations?} Z2 HAIS
EL|Ct.
nodePluginNodeSelector Trident Node CSI £2{12/2 7|22k 9lS, MEH AtS
A= Pod&8 F7H L E MEHT|
pod.spec.nodeSelector 1t S st
gAalg mHEL|C
nodePluginTolerations Trident Node CSI 22{1212 7|23k els, ME Arg

MaisH= Podo| 12 MHE

-l gL Ct.
pod.spec.Tolerations2t Z2 &AlIS
HELCt

ZC Of7H 4 OO et XbMISE 82 2 FZOHYAIR "==0i Pod 2E".

M= 2y

Molet o oM AT S4B ABE 4

SLICt TridentOrchestrator & =2 AX|E A X Ho|gfL|Ct.

3}
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ol 1: 712 ALEXF Hel 4

CHE2 712 AEAL XI1E 789 o LCt.

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:

- thisisasecret

Ol 2: == MEHT|E ALESHO] HHE

o oilMloflN= & MEYT|E AFESIO] TridentE HiZSH= WS 20| ELICL

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp



o 3: Windows ZfIXt L =0f HYE

O| A M= Windows 24Xt .= =0f| CHet HHEE HO| FLIC

$ cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
windows: true

tridentctlS AF25t0] HiE

= AME5H0] Astra TridentE BHES £~ UEL|CH tridentctl. 2
"2 . E AKX} K-S LICE tridentet]l 75 WHE2 2 &
H{EZE AFEXF X|HEL C},

ok

FLIC

|St= Z240| E&L|CH
SHA AR "tridentctl

Astra Trident 22.100]| Ci{$t 2 HEQIL|Ct
* Astra Trident 22.102 2 2112|0|E5}7| MOf| LS R MEE 210{0F &L|C}. *

strong>Astra Trident 22.100]| i3t 2 M HE</strong>

* O|A| TridentOlA Kubernetes 1.257t X| &I EIL|C}. Kubernetes 1.252 & 12{|0|=38}7| M| Astra
Trident 22.102 2 1 12{|0| =5H{0F BfL|Ct,

* Astra Trident= O|®| SAN & Z0|M L}E F2 7S A3 E HHd| MEEIH HHYU2
@ YULICt find multipaths: no CtE A= .conf It

Hl 22 C}5% 4 = 2 Al find multipaths: yes B find multipaths:
smart multipath.conf It Q| ZtOZ Qlsl OIRE QR I} EHMBHL|CE Tridentd| A 2| ALES
HYMSLICH find multipaths: no 21.07 EElA 0|=.

T4 1N QA2 It

Astra TridentE F1&5IHH Ch3 1t 22 AP Q7 AletS SF3H{0F gLt

* X|9E|= Kubernetes 22{AE0]| Ciet ZE Aot
* X|2%Z|= NetApp 2EE|X| A|AEI0]| CHEH HMA
* D= Kubernetes 22X LE0f|A 2E2 OIREY £ JSLICH

* 7 MX|El Linux A E kubectl (EE£ oc, OpenShiftE ALt AR) AFE25t2{= Kubernetes 22{AHESE
2SS X A oot AUL(CE
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* £ S=2I8L|C} KUBECONFIG 2t M= Kubernetes 22{AEH 42 7f2|ZL|C}.
* £ SEI8IL|Ct "Astra TridentOl| A R75H= 7|5 H|O|E" 7t - MSHEILICE,

* Docker Enterprise2t 271 KubernetesE AF&3dt= 22, "Cta THA|OH 2t CLI HAM|AS AE L.

1CHH|: Kubernetes 22{AEH AS

Linux SAE0| 23915101 Kl 2 B26tT K| SIBILICE "X 25| Kubemetes 22{AE" 12|10 R
Azto| AgLICH

OpenShiftg ArE%IH S A8 &= UBLICH oc LA kubectl LIS B& 01|01|*‘| Aasto] HA
@ system:admin * @2 22I8{0f SL|Ct oc login -u system:admin BEE oc login -u

kube-admin.

Kubernetes H™E 20I5t2{H Ctg BES AAeiL|Ct
kubectl version

Kubernetes 22{AH 2t2|X} Hots =elsta{H Otz S AAELICH

!

kubectl auth can-i '*' '*' —--gll-namespaces

Docker HubOl|A| O|O|X|E A23St= PodE A2t Pod HIEYIE S| AEZ|X| A|AHIN| HES £ QEX]
SHolste{™ ChS HHES Mgt

O ocoo=

kubectl run -i --tty ping --image=busybox --restart=Never --rm —-- \
ping <management IP>

Kubernetes Mt HA S AEHSIHAA| 2. Astra TridentS A X| & | AF2EHL|C}.
20HA|: AX| T2EOM S CHREESHD §52 SLICH

@ Trident A X| *fEII}'— Trident PodE MMst1 MEiE RX|StH= O AHEE|= CRD ZHKIE 7AM5}HH,
SAEH SAEN 28 TZH|NY 3 HAD 22 XAS £8SH= CSI AIO|EFHE X 7|9t Ct.

A %A HEO| Trident MX| T2 HES CIRZCESH0] XS E 5 USLICH"GitHubS|  Assets MM,

OIE S0, 2[4 0] 22.10.02! B2

wget https://github.com/NetApp/trident/releases/download/v22.10.0/trident-
installer-22.10.0.tar.gz

tar -xf trident-installer-22.10.0.tar.gz

cd trident-installer
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3CHA|: Astra Trident A X|

£ Alslisto] &5t Y| UAD 0| AN Astra TridentE MX|2fLICE tridentctl install HE,

./tridentctl install -n trident

INFO Starting Trident installation. namespace=trident
INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.

INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident
pod=trident-csi-679648bd45-cv2mx

INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=22.10.0
INFO Trident installation succeeded.

@ Astra TridentE Windows =0 HASIEE HH5I2{H S FIILICE --windows HX| HHO|
Z8ia X|™H: s ./tridentctl install --windows -n trident.

= HE_'E”OI I E|H C20 RAFSH £20] HA|ELICE Kubernetes 22{AE Q| 't E 0] M2} CHEu 22
Pod7t & B0| AS & ASFLICH.

kubectl get pod -n trident

NAME READY STATUS RESTARTS AGE
trident-csi-679648bd45-cv2mx 4/4 Running 0 5m29s
trident-csi-vgc8n 2/2 Running 0 5m29s

./tridentctl -n trident version

fom e oo +
| SERVER VERSION | CLIENT VERSION |
Fom e oo +
| 22.10.0 | 22.10.0 |
Fom e o +

Astra Trident 7S 2t26l2H = O|SLLICH "= = 2",

X Z=0H0| Y3XOE AZE[X| ALt trident-csi-<generated id> Ofl= * Running * &Ef7} 19X
SAHZ0| HX|=[X| SUASLICE

(EoP V=]
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=Ml oHZ0fl CHet XtMIS LHE2

O -

AtX

HHE S S

ERSEs

®

tridentctl HHIEE ALK}t

NS,

Astra Trident AX| T2 Z ALESI0] HiEZE AL X} XA

X Z2OZHof| CH3 ZOotEHAL

O

Astra Trident 8X| T2 WS ME

MEDIH 54 AHEAL K|

A A
gt A&

A2 2| .

[=13
=

& gLtk

LICL. Ol S0, Trident O[0|X|E 7HR! M E 20

EAIE 2R £ AH83t0 0|0|X| 0| B2 X ¥e = UELIC --trident-image. Trident O|0|X|2t HRot CSI

o =
SHtERE

ALO|E7t O|O|X|E 7HQ! K ZA0f ZAt
E 5 ELICt <registry FQDN>[:port].

-registry 29X|E FE

Kubernetes HIZE A2 =921 &4
/var/lib/kubelet, = A2

AL kubelet YHIXOI A
St CHA| 22 X[HE

ol A
A

= o
|_7C>:I'I_

x| 22| xte| of Tt

AR 2e[xtef el ofeloff EX|E AHE X} X8O SF

AL M

--generate-custom-yaml Of7 Hay= A

trident-clusterrolebinding.yaml
trident-deployment.yaml
trident-crds.yaml
trident-clusterrole.yaml
trident-daemonset.yaml
trident-service.yaml
trident-namespace.yaml
trident-serviceaccount.yaml

trident-resourcequota.yaml

Jgst =

(=13
=

ol
AX

of={ot M= o
X[,

2R me o 02 S AL EY

AESHY SiE XME 20| fIXIE Xt A0l E5

= 0|2l A= HIO[HE

HHE DS ALEXL K|
= YAML It

SLICH --image

HakefL|ct

SLICt ——kubelet-dir.

g = AFLILH E Ar gLt
HYLICE setup CIAE2]:

od

o

=

&LICt -—use-custom-yaml AMEXL X| ™ HHZE

./tridentctl install -n trident --use-custom-yaml

CHZ A
Astra TridentS P53t & #ol= M4, AE2|X| S2HA 4, 25 T2H|XY U PODO| 25
OhREIOR TS 4 ABLIC
1E47): MoI= S MBtLCt
O[H| Astra TridentOil Al 22 ZZH|X'J5t= O Ar2Y HAIEZ RS £ AFLICH O|HA 5t S ghsLCt
backend.json 2 Qo Of7f H=7} otz MARUL|CE CIFSH HHAlE {0 st ME 74 T2 oM &2 =
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UELICt sample-input CIAEZ],

S HESHARL "0f7|" WA= Q0] A IS FHot= Ll CHeE XiMeh LHE2 S HRSHIAIL.

cp sample-input/<backend template>.json backend.json
vi backend.json

./tridentctl -n trident create backend -f backend.json

fomm - fom - o
R remmmeme== +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fossmsmmms==== fosssmsmmm=ssas=s e
femm==== femememm== 4

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

e fosssssssssssma=a femessesessss s e e se s e eess s sa s
e from e i

SRS sHZ3t T 0] B HSOE SOIEA Tl AIESHIAIR. XIS 27| 812 Bl & MESHIAIR "2X| o2
MMS HESHIAR

20HA|: AEE|X| 2AE WALt

Kubernetes AF2Xt= 71 X|HEl I3 PVC(Volume Claim)E AE3I0] E88 T 2H|XYEL|CH "AEE[X] ZefA"
O|SE. MR ME= AFBXIERE SAHKIX|TL AER|X]| S2fAE ST SeHA0| AHEE= SSXHO| Z2 Trident)2t
sie 2eiAI ZEH|NYXZRE O|0|SH= HHE AE L C

Kubernetes AEZ|X| 2EHAE MM 1 EE2 XIHY A|7|E X HSIMAL. £ FHUIME= O™ SHA KA MMt
il = & DR 2IS[0fF 5F2 2 Astra Trident?t O|E AL25I0] M| 252 TZH| N gtL|Ct.

7P“ 2ttt AEE|X| E2fAE 2 7|UIO 2 BLIC sample-input/storage-class-csi.yaml.templ &X|
D=0 8| M3 == DY 2 tHXILIC BACKEND TypE AEE|X| EEIO|H O|ES AFEELICH
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

Kubernetes QEHMEOQO|EZE E ALY £ JUELIC kubectl Kubernetest| A A Asljof StL|Ct.

kubectl create -f sample-input/storage-class-basic-csi.yaml

O|H| Kubernetes X Astra Trident0l| * basic-CS| * AEZ|X| 22{A 7} EA|ZEIL|C}. Astra Trident= HHAIENA ES
HAMBMEL|CE,
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kubectl get sc basic-csi

NAME

basic-csi

PROVISIONER AGE
csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{
"Config": {
"version": "1V,
"name": "basic-csi",

"attributes": {

by

"backendType": "ontap-nas"

"storagePools": null,

"additionalStoragePools": null

Yo
"storage": {
"ontapnas 10.0.0.1": [

"aggrl",
"aggrz",
"aggr3",
"aggr4"

A2 KubernetesE MMsto] alishL|Ct "H 1A

=0f, 2E2|X| 22{2 0| 50| ¥

3THA: R H EES T=H[XISLICt

OlM| A | EES SXOE T 2H|XJY FH|J} E|}ASL|C O] &
=5 2" (PVC) 7HA|

gha OHE &AL SHAE ALESt= 280 s PVCE MM ELICE
2 HZTSHMA L sample-input/pvc-basic-csi.yaml O[S
UX|St=X| =olghL|Ct.
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kubectl create -f sample-input/pvc-basic-csi.yaml

kubectl get pvc —--watch

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Pending

basic 1s

basic Pending pvc-3acb0dlc-blae-11e9-8d9f-5254004dfdb7 0

basic 5s

basic Bound pvc-3acb0dlc-blae-11e9-8d9£f-5254004dfdb7 1G1i

RWO basic s

O|M| 288 OIRESIZIELICt PVE E&SH= ngink ZEES A|RFEILICE /usr/share/nginx/html.

cat << EOF > task-pv-pod.yaml
kind: Pod
apiVersion: vl
metadata:
name: task-pv-pod
spec:
volumes:
- name: task-pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: task-pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: task-pv-storage
EQOF
kubectl create -f task-pv-pod.yaml
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# Wait for the pod to start
kubectl get pod --watch

# Verify that the volume is mounted on /usr/share/nginx/html
kubectl exec -it task-pv-pod -- df -h /usr/share/nginx/html

# Delete the pod
kubectl delete pod task-pv-pod

ol POD(OHEZ|#H|0|M)= Of Ol EXSHA| X[ EE2 HTS| EMYLICE Hdt= B CHE ZEO|M A £
olAL|C}
M- .

= MFotHE 22 US AHELICE

kubectl delete pvc basic
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Astra Trident 2t2|

Astra TridentE & 12|0|=gfL|C}

Astra Trident= 27| 212| A #|0|HAZ w204, 0§ 472 =

=
Wizeﬂ*LNﬂaﬂxeWMQEdMWE+7Fﬂk%§%LM—¢§¥7M1
7|52 MSEYLIL. Astra Trident2| MZ2 7|5& 0|&ot2{H 11H0] o H o] F22|0|=8H=
ﬁmgaum
(D) #=o5fzeizel geixz Yazol=stae Cer| Yaeo| =8 $ushor BiLict,
Y20|=g HES el

* 2 gaYol=E Mﬁ | fYY.MM oflAf 2l yy-1.mm EE[2 B 2E SZHEE| A o E 501, 19.07
O| &0l A 20.07 O| & Y g 0|EE = JASLICK19.07.1 S2 DOT HE|A Y.

* OH Y2 AS NGOt ZS CHEDH 2|08 2eefof BLICE wat x| 47Ho] Y2l X Hof 2= A
Y22 YI#0|SeoF LI S S0f, 18.072 AT 20.07 Y2IAR Yol =etels F2 TSt
ZHO| CHEHA| 4 O|0|E T2NAS MEMAL.

3 ¥} ©I20|= 18.0701M 19.072 JHSELICE 2T20| =0l chgt KEMet LHES 2t FalAo MHME

*Dl' ol.AIAlg

o % CHS 19.070|A 20.072 20| =gfL|Ct,

19.04 O|™ H{T S| 2= YO2[0|=E 2IsH M= Astra Trident2| HIEHH[O[E{E ITOAM &7
(i) otolaaolssHor BHLITH ercd CRD 74l ©I20I= A5 WAIS olafsteiw Lalx MBME

SIS A|2.

Aazo|ES f X|SSH= 0| ZRELICH parameter. £sType 2X| sStorageClasses Astra
TridentOl| Al AF2 AMK|SHLD CHA| BHS 2 /JSLICE StorageClasses 7|& 282 I E AFEEL|CY.

@ 0|Zd Al CHSt ** @7 AFSQILICH "HOoF HEIAE" SAN E2: £ Z2IehL|C "MZ ol

=25 =2 = 1
ClAE2|0= o 22 o[ 7F Z3te|0| }SLICHstorage-class-basic.yaml.templ?] 2
[storage-class-bronze-default.yaml”].
Mgt LI 2 2 EXSHUAIR "7l 2"

HiE HOg0|=E HEE MEHGHOF L7172
CtS A2 & SILE AF25t gag|0|ES &~ Q&L|C
* Trident SHALXL AR

* A2 tridentctl.

CSI E8 AHAI2 O|H| Kubernetes 1.205E A|ZE|= GA 7| SQILICt. Astra TridentS

@ Hdagol=g M A 0|EE &S| Mo o|Me| BE Lnf AMHAFCRS 5! CRD(ZE A HAF
SeiA, =5 AHM S S5 AYAF ZHIZX)E HHAG{oF SLICH S HZSHHAIR "E2TL|CF &}
*‘é&f‘é |=H|EHGA ﬁ’H!QE Opo| 13| 0| M= tHA|of] CHaH 0|*Ho+|_|q,
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Z10] ZE5E F 2 Trident ALXE ALESH YO 0|=F & ASLICE

Ct =

gjo

* CSI Trident(19.07 O|&)E& Aldlstn Q&L|CE
* CRD 7|t} Trident & 2| A7} Q&LICH19.07 O|4)).
© AFEXF XIE MX|E A RSLICHALE XL X YAML AH).

@ = A28Hs A AMAIZ AL2310] TridentS & I3|0|S8tK| OHAAIR “eted' 7|8t Trident
213|X(19.04 0|Ah)

2EXAE AEOHA| AL 2RI X HE &= gl= HEH 2XIH A= 32 E A83t0o] Fazoj=g = A&LITt
tridentctl. Trident 22| 19.04 3! 0| HTO|M M2 &= 20| = A LICE

ZEA0)| Chet HE
Astra Trident®| 21.01 22|20 CHTH 22 % 7HK| FQ OF7[EIM 2 Arto] Zheixtol|A| T AL

* O|M| HLXtIH* SHAE He| * 7F ELICH Trident HAXHEHH 20.04 - 20.10)2] 0| AAR A= * H[JAHO]A
Hel * ASLICH SSHAEH Helo Qitkt= St 22 0|fR 2 REYLIC.

o 2|AA KMol O[N] 2EXt= EHAE £F0||A Astra Trident M X[Qt ZHHEl 2| AAE 22|BHL|Ct Astra
TridentE AX|t= ™A A= E AHESHH O 2|AAE MdStn FX| 2L Ct
ownerReferences. X Zt2| ownerReferences 22{AE HP| 2|AAS| HL OpenShiftet 22 EX

Kubernetes Hi 0| A @7 7F LS 4~ QASLICE O] 2Xl= S2{AH Hel 2SAE Sl 2retE LI

Trident 2| 220 Xt 57 A EH2 B4+ QFAFSYLICH

M7 = FE|: Astra TridentS 2HS| MAHHAH 2= 2 2[AAS APH|SHOF SLICEH HQJAT|O|A HE

= —
HAMX= 22{AH HR| 2|AA(Y: clusterRole, ClusterRoleBinding % PodSecurityPolicy)S X|7{5t= O
ZHILAS = JACH SATT M| =S Xelg + JASLICH SHAE He| ALUXZ Qlsh o] ZX[7t
St A OlA

USR] RELICE AFEXH= Astra TridentS 2tT19| M| A5t 2ot 2 Mz X2 = ASLCH

[P =]

o

* TridentProvisioner O|(7l) O|X| 2 CHAIEILICI TridentOrchestrator Astra TridentE AX| 5
Ze[oh= o AFBEl= AFEXE X[H 2|AAYULICH ot off M BEJ E)JE[J}ESLICH TridentOrchestrator
At AL XH= WA AHO|A Trident?t 2 AFESH0 MX[/ZO0|EE =8 X[HY & JUSLICH
spec.namespace ZEO| LHBLICE o€ S0 2R ELICH O{7]",

KtM[et I8 S =tQlst AL

* "Trident HLALE AFESH0] Y 22| 0|=RfLIC}"

—
*

SXtet eH & 22|0| =E5HY AL

d

[0

BXSE ArESH0] 7|E Astra Trident 2X[S &4 ¥130|EE = JASLICH.

M0

Qs A
HLUXIE ALESH0] Pa2|0| =5t H ChZ =20 SFE[0{0F gLt

* CSI 7|dt Astra Trident7} A X| |0 QI0{0f BfL|C}. CSI TridentE A&l S0I1X| 201812 H Trident W AH 0| A 9|
PodZ ERISHMA|R. Of| HELICt trident-csi-* EH IHEIO|A CSI TridentE Mdlstn QSLICE

* CRD 7|t Trident7t A X|=|0] A0{OF ©IL|CL. O|= 19.07 0| Q| 2= HE|AS LIEFLICE CSI 7|8 BX|7t U=

42


https://github.com/NetApp/trident/blob/stable/v21.01/deploy/crds/tridentorchestrator_cr.yaml
https://github.com/NetApp/trident/blob/stable/v21.01/deploy/crds/tridentorchestrator_cr.yaml
https://github.com/NetApp/trident/blob/stable/v21.01/deploy/crds/tridentorchestrator_cr.yaml

Z<2 CRD 7|2t MX|7t Y2 7H540| =&LICL.
* CSI TridentE M|H$t = AX| A| HIEICO|E{7} X| &&= AR HAXIE AFESI0] P O0| =T 4= JUELICE.
* 20Xl Kubernetes 22{AE Q| 2 E HIQJAHO|A0]| SHLI2| Astra Trident A X|2H ZXsHof LT,

AEMSH= Kubernetes S2{AEE A6 0F 2L|CH "X E| = Kubernetes H{F".

i

AHS

ot AHAF CRDZt U= B2 E AH8SHH MIAH8HOF &fLICE tridentctl obliviate alpha-snapshot-
rd. J2{H LI ARAF ALFO]| CHEF CRDZF AFM|EIL|CH AFA|/0F0| J2i[0| M&HOF Stz 7| & ARMC] B &
ZOHMAIR "EE2TYLICH,

ot ¢ nQ

OpenShift Container PlatformOf|A] HAHXE AFESHY TridentE & 12l|0| = = Trident 21.01.1
(D ol#oz ¢iazo|=so} LIt 21.01.022 HalAH Trident A= 21.01. 1014 B2
AT 22X IEE 0 ASLICH XtMEH L8R E FZSHUAIR "GitHubOf| CHSE 2hah M| M,

Se{AE Bel 2R 2X|E E(0|EotE AL
Chg £HA|0f w2} * Trident 21.01 Ol &f0ilA| a0 =gh|ct .

£

1. SIXH Astra Trident QIAEIAZ MX|8H= O] AFRE Trident HAXKIE AMK|EELICEH o2 S04, 21.010{|A
AT 0|t AL LS HE S AlSHSH |}

kubectl delete -f 22.01/trident-installer/deploy/BUNDLE.YAML -n trident

2. "o wat & WA £ JYELICH TridentOrchestrator TridentS MK ol MM ZHH| S MEHSIO] A K|
047 HLE £F-etLCH O7|0l= AF= X X|H Trident O|0|X| £H, Z1E{|0|L O|0|X|E 7t £ O|0|X|
HXAEZ|, CIHO 23 gdal &= 0|0|X] E &= X[H &9 704 Atgto] ke 4 JSL|CE.

3. AF2Xt 2t A0 Ot= 2HIE HE YAML I 1} O] Astra Trident {2 AF2610 Astra TridentS A X|EhL|Ct
https://github.com/NetApp/trident/tree/stable/vXX.XxX/deploy/BUNDLE. YAML ?lX|
vxx.xx 2 HHE HSAL|CHO| v22.10) % BUNDLE. YAML 'HE YAML It O|SIL|Ct,

° Kubernetes 1.24 0|5t £ A8St= 22{AE Q| E2, E AFE2LICt
@ "Bundle_ PRE_1_25.YAML".
° Kubernetes 1.25 O| A2 AM3list= SHAEQ AL E AFETL|Ct

"Bundle_post_1_25.YAML".

0l£ £0{, Kubernetes 1.258 Astra Trident 22.102 MX|3t= 2R CI2 HHS MHSHL|CT.

kubectl create -f 22.10.0/trident-installer/deploy/bundle post 1 25.yaml

-n trident

O| ttA|o| YR Z Trident 2FXH= 7|E Astra Trident BX|E 4|85 1 2 Yot HMO =
Y22 0| =gt T}
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HIQJADO|A e ALK EX|E P o] =gttt

HIUATO]A HQ| HAXHHE 20.07 ~ 20.10)2 AF28H0] M K| 2l Astra Trident2| AAEI AN A @1 12)0|=6}2{H
CtS CHAIE wh2tof gLt
CHA|

1. 7|1Z Trident AX|Q| AEHE EtQIBEL|Ct O A| St2H 9| * AE * £ EQISIHMA|Q TridentProvisioner.

MEf= QLICt Installed.

kubectl describe tprov trident -n trident | grep Message: -A 3
Message: Trident installed

Status: Installed

Version: v20.10.1

ro
mufn

(D HE7F BA|E|= 2 "Updating’ AI&5H7| F0f| O] 2XIS SHZSHY AL, 7ts¢et &El 2t =5
HZESHYAIL "0 7",

2. E MMSH|C} TridentOrchestrator Trident AX| T2 1240} Y| M2 &l OjL|H|AEE AR CRDE
ot L.

# Download the release required [22.10.0]

mkdir 22.10.0

cd 22.10.0

wget
https://github.com/NetApp/trident/releases/download/v22.10.0/trident-
installer-22.10.0.tar.gz

tar -xf trident-installer-22.10.0.tar.gz

cd trident-installer

kubectl create -f

deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. DHLIHAEE AME30] H|UAHO|A He| HMXIE AKXELICE O THAHE 225t H oA WL AHO|A HE
HLUXIE B ESH= O AHE &= HE YAML IHo| HestL|Ct
https://github.com/NetApp/trident/tree/stable/vXX.XX/deploy/BUNDLE. YAML 9K
vXX.xx 2 HH HSAL|CHO| v22.10) Y BUNDLE. yAML HE YAML It O|EQIL|C}.

Trident &X| 07} H-E Heof| w2t HASHOF SLICHO: 2| 2t #HE) tridentImage,
(D autosupportImage "Z0Ql O|O|X] K&EA 9 H|F ‘imagePullSecrets) HAMO[A
Hel HAMXIE Aot = SAE He| HAXE XS] Hoj| HA . HH0|EY = A= TH|

07 = S22 2 oA "8 4

T _ T =
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#Ensure you are in the right directory
pwd
/root/20.10.1/trident-installer

#Delete the namespace-scoped operator

kubectl delete -f deploy/<BUNDLE.YAML>

serviceaccount "trident-operator" deleted
clusterrole.rbac.authorization.k8s.io "trident-operator" deleted
clusterrolebinding.rbac.authorization.k8s.io "trident-operator" deleted
deployment.apps "trident-operator" deleted

podsecuritypolicy.policy "tridentoperatorpods" deleted

#Confirm the Trident operator was removed
kubectl get all -n trident

NAME READY STATUS RESTARTS AGE
pod/trident-csi-68d979fb85-dsrmn 6/6 Running 12 99d
pod/trident-csi-8jfhf 2/2 Running 6 105d
pod/trident-csi-jtnjz 2/2 Running 6 105d
pod/trident-csi-lcxvh 2/2 Running 8 105d
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S)
AGE

service/trident-csi ClusterIP 10.108.174.125 <none>
34571/TCP, 9220/TCP 105d

NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE SELECTOR AGE
daemonset.apps/trident-csi 3 3 3 3 3
kubernetes.io/arch=amdé64, kubernetes.io/os=1linux 105d
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/trident-csi 1/1 1 1 105d
NAME DESTIRED CURRENT READY AGE
replicaset.apps/trident-csi-68d979fb85 1 1 1
105d

Ol AN M= E MEHSILIC trident-operator-xxxxxxxxxx-xxxxx PODZ} AK|E|AELICT

- (MEH AFEH) M| Oj7) S £HE0F SH= 2R £ UHO|EYLICH TridentProvisioner AR Z4E|0|L

OIE|I7(|§ 7tME ©E O|0|X| HX[AER|E + * St7Lt, LI 23 F AME3HAU, o[0[X| & HIZE Xt
52 HE Arto| S = ASLIT.
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kubectl patch tprov <trident-provisioner-name> -n <trident-namespace>

-—type=merge -p '{"spec":{"debug":true}}'

. 2T AE] Hel HUXE EXISLCH
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TridentOrchestrator LEME AMX| TridentProvisioner ZHA| 8!
tridentprovisioner CRDE AI25}I0{ Astra TridentE AL ¢! S2{AH He| 2Kt
HEO 2 H20[=fLICE CHZ oMo M Trident= 22.10.022 ¥ 12|0| EELICY,

S AE] H| HAMXIE A5 Astra TridentE Y 12{|0| =E5HH 7t OFo| 22{|0| M EL|C}
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A‘|X|E| |__||:|-

= [=| .



#Ensure you are in the correct directory
pwd
/root/22.10.0/trident-installer

#Install the cluster-scoped operator in the **same namespace**
kubectl create -f deploy/<BUNDLE.YAML>
serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#A11l tridentProvisioners will be removed, including the CRD itself
kubectl get tprov -n trident

Error from server (NotFound): Unable to list "trident.netapp.io/vl,
Resource=tridentprovisioners": the server could not find the requested
resource (get tridentprovisioners.trident.netapp.io)

#tridentProvisioners are replaced by tridentOrchestrator
kubectl get torc

NAME AGE

trident 13s

#Examine Trident pods in the namespace
kubectl get pods -n trident

NAME READY STATUS RESTARTS AGE

trident-csi-79d£f798bdc-m79dc 6/6 Running 0 Ilm41ls
trident-csi-xrst8 2/2 Running 0 1mdls
trident-operator-5574dbbc68-nthjv 1/1 Running 0 1Im52s

#Confirm Trident has been updated to the desired version

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v22.10.0

Mol 718 2 AKX}

2z

Al

i

20| =RFLICE
Hof 74t 2SR MX|S A0 =512{H TF EAS SRR,

CHA|
1. |l Astra Trident Z2|AE CIR2ECSHMAIR.

2. E MNE2ELICt helm upgrade HH. LIS O|E EXBIMAL.
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helm upgrade <name> trident-operator-22.10.0.tgz

?IX| trident-operator-22.10.0.tgz YI2[0|=5tH= HHES BtH LY.

w

3. ¥ nelm list AIEQF ¥ HFO| 25 H2||0|EL|R}=X| eHolstL|Ct,
(D) gadol= S0 74 HlOIEIS HESk2AB B AFBRILITE ——set.

oIE =0, 2 7|22t= HELLICt “tridentDebug 0l L2 EE S A& eL(Ct.

helm upgrade <name> trident-operator-22.10.0-custom.tgz —--set
tridentDebug=true

2(8) Adst= R “tridentctl logs CIHI HAIX|E & 5= JU&LICH
(D x| x| Sof| 7[22k0] ot FME MPsH= 22 L2 0|= BHEO| SM0| ZEE(o UK
SHOISHMA|Q. O™ X| gt ™ Zho| 7|23fo 2 MM ELICE

HI2 AT EX[of|AM Haeo]=

20| LI &l T4 ZHZS SZ5H= CSI Trident AAE AT Q= AL Trident ARt X[ A 22|=2 HO20|EY
AUELICt,
CHA|

1. X|Al Astra Trident Z2|AE CIRECJMAL.

# Download the release required [22.10.0]

mkdir 22.10.0

cd 22.10.0

wget
https://github.com/NetApp/trident/releases/download/v22.10.0/trident-
installer-22.10.0.tar.gz

tar -xf trident-installer-22.10.0.tar.gz

cd trident-installer

2. £ MMBILICt tridentorchestrator HLIHAEWA CRDE MEHEIL|CY.

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. AXHE FIHeLICt.

—
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#Install the cluster-scoped operator in the **same namespace**
kubectl create -f deploy/<BUNDLE.YAML>
serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-csi-79df798bdc-m79dc 6/6 Running 0 150d
trident-csi-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. 2 MMBILICt TridentOrchestrator Astra Trident A X|2 CR.

#Create a tridentOrchestrator to initate a Trident install
cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 Im
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthjv 1/1 Running 0 5m4dls

#Confirm Trident was upgraded to the desired version
kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v22.10.0



tridentctl2 21 1|0|ESIAA|L

2 AME3I0 7| & Astra Trident MX|E &A 3 0|ES 4= QUELICH tridentctl.

Y2|0|= ™ 1 At

Astra Trident] X|A ZHE|XZ A 0|ET il CHS AES TESHAA| 2.
* Trident 20.01 52 E{ H|E} 22| =0t K|S EILICH ' =EE A" T} |'°.:J ZIL|C}. Kubernetes 2| Xt= LI AHAF

WM E HIELZ QETSHA| S ASEAHLE HEtSHo E1|71)\| °*11f AHNS FAISHEE 3|0l 0f BHL|C}.

* 25 29O HIEF 22| A0fE T E CRD MELQ A IEEE{7L R IR, O] = JHX| 5 Astra TridentS
L|

AX[st7| Hofl AFEstiof LIt "S =YL T &} E§ ARAES HEF YA O = Dfo| 2|0 @5t EHAof o

dELCt

* Astra TridentS X|7{3t10 CA| *E*XI*P J30|E ¥ % SIL|C} TridentE XM|HE [ Astra Trident B Z 0|
ArgEl= g7 28 2YPVe) UL FF % (PV)2 AK|E[X| 4&L|CE o|0] Z2H|XM'JEl PVSE Astra
Trident7} 2I2fQl AEHQl SOt A& AtES ¢ Ao Astra Trident= CHA| 22121 MEf7L EH 2t 7|2F S¢t
MME D E PVCH| Lol 252 T2H| X' gfL|Ct

@ Astra TridentS € 32|0|=E€ f FO|0|= TZM|AE STHSHX| OIMA|Q. MX| T2 0| etz &

H77EX| M| =X] ShQlstL|C,
A O|E = CIS THA|
MZE Trident ZE2|X(0f: T2 28 AHYANOM HSEl= CHESH 7|52 ALESH{™H E ALE5IH 282

dagojleg £ Mﬁ [Tt tridentctl upgrade BEH.

A2 Astra Tridente] M2 7|5 MEE 25 AF252{H NFS/ISCSI R&0|AM CSI Rao =2
LICt. TridentO| M T2H| X3 2| HA| PVE 7|Z 7|5 MEE X[ TL|CH

HAHA 28Ol A=
o*_'EHOI':OH P

ZES CSI f¥ez ¢20|=387|2 Z2Fe Wl LhS Alets 1E{sHH A2,

&LIC}. deployment/StatefulSet 2 Of2H 2

$Q

| =% of Hi X /StatefulSet 2| LEZ PVE OIREY £
Mg deEs &L

* ¥O0|E A SE 2¥Y PODO| PVE * HEY = QIELILE 283 Y220|=5817| Hof| ZEE =0t
sHL|C}
[=] .

* PvCol HiRIFEl 2E0 ¢O2o|=g = JELICE PVCO| HIQIFE|X] b2 X2 Y2|0|= HMoj| ®A &
7t 2o BfLCt.
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https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://kubernetes.io/docs/concepts/storage/volume-snapshots/
https://netapp.io/2020/01/30/alpha-to-beta-snapshots/
https://netapp.io/2020/01/30/alpha-to-beta-snapshots/
https://netapp.io/2020/01/30/alpha-to-beta-snapshots/

N
ol

Al

=

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY
STATUS CLAIM STORAGECLASS REASON AGE
default-pvc-1-a8475 1073741824 RWO Delete
Bound default/pve-1 standard 19h
default-pvc-2-a8486 1073741824 RWO Delete
Bound default/pvc-2 standard 19h
default-pvc-3-a849e 1073741824 RWO Delete
Bound default/pvc-3 standard 19h
default-pvc-4-a84de 1073741824 RWO Delete
Bound default/pvc-4 standard 19h
trident 2Gi RWO Retain
Bound trident/trident 19h

M Trident 20.070IA] S AF23H0] MASt PVSE 47HQILICH netapp.io/trident 2SAF.

Al xubectl describe pv PVO| CHoE M|E MEE SL|CT

kubectl describe pv default-pvc-2-a8486

Name : default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: netapp.io/trident
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvc-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
Source:
Type: NFS (an NFS mount that lasts the lifetime of a pod)
Server: 10.XX.XX.XX
Path: /trid 1907 alpha default pvc 2 a8486
ReadOnly: false
PVE 2 AR50 BHEUELICt netapp.io/trident Z2H|HIMOH NFS SEQILICE Astra TridentOll A
H3dh= 2= AHE—.: 71sE X|st2{H O] PVE CSI R 2= 20| =3H0f ghL|Ct.
£ AMABIL|Ct tridenctl upgrade volume <name-of-trident-volume> 2l|7{A| Astra Trident
EE2 CSI MYz 20| =8H= HHFHLICE
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./tridentctl get volumes -n trident

| default-pvc-2-a8486 | 1.0 GiB | standard | file | cba6foad-
b052-423b-80d4-8fb491ald4a?22 | online | true |
| default-pvc-3-a849%9e | 1.0 GiB | standard | file | cSa6foad-
b052-423b-80d4-8fb491ald4a22 | online | true |
| default-pvc-1-a8475 | 1.0 GiB | standard | file | cS5a6foad-
b052-423b-80d4-8fb491ald4a?22 | online | true |
| default-pvc-4-a84de | 1.0 GiB | standard | file | cba6foad-
b052-423b-80d4-8fb491ald4a?22 | online | true |

Fommmmmmecemsmeseseme= P Fommmmmmemememe= Pommmmmmm==
Fommmmmmmmesrrrrrrrre e reme s e mmm o Frommmmom= Fommmommm= +

| NAME | SIZE | STORAGE CLASS | PROTOCOL |

BACKEND UUID | STATE | MANAGED |

Fommmmmmmmrmemeoeosoes Fommmomom= Fommmmmcmmeocosafoonoomomos
Fommmmememesesesese s s s s e eses e +

| default-pvc-2-a8486 | 1.0 GiB | standard | file | cSabf6ad-
b052-423b-80d4-8fb491ald4a22 | online | true |
ittt Fommmmmm== fommmmmmememem= Pommmmmmm==
Bt e e o= Fommmmmm== +



kubectl describe pv default-pvc-2-a8486

Name: default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvc-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
Source:
Type: CSI (a Container Storage Interface (CSI) volume
source)
Driver: csi.trident.netapp.io
VolumeHandle: default-pvc-2-a8486
ReadOnly: false
VolumeAttributes: backendUUID=c5a6f6a4-b052-423b-80d4~-
8fb491alda22

internalName=trid 1907 alpha default pvc 2 a8486

Events:

name=default-pvc-2-a8486
protocol=file
<none>

|21t HHAO 2 Astra TridentOll A A%t NFS/ISCSI R89| =52 =E5YZ CSI {¥oz Oy o|l=Eg £

A LIC

Astra TridentS H|7{gfL|Ct

Astra Trident2| &X| &Al0] }2f o2 FMS ALESHH MAHY + ASLIC

HelmS AtESH0] XA gfL|Ct

Helm2 AL26I0] Astra TridentE X[t 2L £ A5t HAHLY £ UJELICH helm uninstall.
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#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

Trident ALAIS AHE0H0] M| HRILICH
2YAIE A Astra TridentS X[t B2 13 5 oIS S3stof HAH 4 AUBLICE

A5, MELY > UJSLIC TridentOrchestrator
ru % MEIBILICt TridentOrchestrator & AMESHH &
*E"’g%"L—“:f unlnstall 0|'EH01| HFAE EHE

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

E 5$ELICtuninstall S2i37t 2 &[0 JELIC “true Trident 2B X7} TridentE H|7{SHX| 2t Trident
XA XHRIE M ASHK| = @S&LICE TridentE CHA| A X|SH{H sl TridentE F 2|51 A AgentOrchestratorE
Addtof gL|ct.

* MK TridentOrchestrator: £ M5l TridentOrchestrator Astra TridentS H{ZSH= O| AL E
CR2 ZAXIA| TridentE MHSH=S X[A|RLICH RAXIE 2| MHE M2[RL|CE TridentOrchestrator
21 Ct2 Astra Trident —T‘*I'-f CIHAIRIZ st x| YEZ MMt Trident ZEE AA|BILICE Astra
Trident(CRD MM Z3hHE 2tH™3| H|Hstn £0|E S22 MO E &2 £ U&LICH
TridentOrchestrator % HMYBIL|Ct wipeout &MS MEHBIL|CE E|‘§ 01|§ EZESHIA 2.

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

OF
rir

J2{™ Astra Trident?| 2t 5| MX| HHE|H, Al = 51 2t2
MXl= MZ HX|st= A2 2| ElLCt

t= 250 2 E 2= HEHOIE 7F X ELICt. o|=

(D A MAHE +dE woi|2t CRDE X|2= AS 12{olof fLICt. o] Y2 FAH
XE5E MZ Astra Trident 2 X|S H-d5}7| 2|3l ArE5HX| ¢4= ¢F CRDE X|2X| O AIL.
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2 ME3tH E MAHYLICH tridentctl

o D 9! 2t M| E H| QS Astra

o2 AM|0|ES &

£ MABIL|Ct uninstall @EE UHSLICE tridentcetl LS 20
Tridente} ZHHE 2E EI**E MAHSIEZ MX| T2 IS CHA| A g
ol

AN

OI- —_
§
bt
r=
Er
r_>.'_

./tridentctl uninstall -n <namespace>
Astra TridentS 2t%135| X752 ™ Astra Trident0Oi| A M-S CRD2| ZEXIE M|7{5t1 CRDE AtH|sHOF LTt

Astra TridentE CI28|0|ESHMA|2
Astra Trident2| O|™ HF O Z C}212{|0|=ESt= O 2o THA0]| CHolf LOotEMA|L.

CH2e(0|= AIE

Ct2a 22 CHefet O|R 2 L2 20| =8 UaY + ASLICE

—

CRDE AIE6l= Astra Trident 22|22 0|Me = CH2 12{|0| =& 12{sljof 2tL|Ct. Astra Trident= CRDE

AE5to] AEHE RX|sH7| mfE0| MHEl RE AER|X] 8*(%%5 AELX| A, PV U E8 AHAHE O 7|12
Cl0JE{ CHAl CRD ZHK|E HZESLICt trident PV(OIF MX| HF Q| Astra TridentO| A AL). AHE MM El PVS,
HHoll= gl AEZ|X| 2ejAS 2= CRD M2 SX|ElL|C}.

CRDE AtE30] HAE[= Astra Trident 70| CHo A2 CH2 20| =& AESHYA|2(19.07 0] 4). 22
Ct23[0| =7} B dot = XY Astra Trident Z 2201 Ciol Al E 20| HA|ELICH.

CH22[0|=5 otX| 8= 32

E ME5t= Trident 22| X2 CH2 30| E8FH QF EILICt etcd AEHE RXIBILICH19.04 O|3t). $4XH Astra Trident

HE|ZE Sl +HE 2 E Y2 CHRI0| = = HHIEX| tELICH ME MME PVSE O HTCE &S o
A2t 4= I&LICE O] HFO R E01Z Ul Astra TridentO| A BHAIE PVS, AEZ|X| 22iA 8l E8 AYHAFMA
/YH|0| E/AM K)ot Z+2 Aol CHot HE Al E 2 4 SIELICH 0| Ao = S0bIte ?:.*Jﬂﬂol':ElXI A2 F?
o™ He|=E M93f04 o|0| MAE pvSol CHt HM|ATH STHE|X| ESLICEH
2FXE Sol| Astra Trident?t HX|El 22| CH212|0|E ZEMHA
Trident HAIXIE AHESH0] HX[$H 2R CHRIOZ|0|E ZEMATICIEH S M8 HR It ELICH tridentctl.
Trident HAKIE AL SH0] MX|$H AL Astra TridentS CH2 £ StLIZ CHR2[0| =& & Q&LICH
* HIYAHO|A He HAMXIE AHESH0] HX|E HF(20.07-20.10).
* 2 AE He| HAX21.01 0|2 E AI25H0] MX|El HHQYLICH

55



SS{AH Hel ALXZ OH230|=

Astra TridentE 22 AH He| 2XE AHESH= EE[=2 L2020 =t H of2fof| 2z BHAIE TEHA L.

=
THA|
1. "Astra TridentE M ELICH. 7|& HX[E TS| ®MAHSHK| ¢

Lo

rr

¢F CRDE AH|SHX| OHYA|L.
2. Trident AMZh= AFE F2! Trident O HZAE ALK} OiLIHIAES AHESH0] AMH|E 4= JAELICE OIS ST,

CHE2t Z&LICEH https://github. com/NetApp/trldent/tree/stable/vXX XX

/deploy/bundle.yaml Xl vxx.xx 2 H™ HSJULICHO| v22.10) H bundle. yaml HE YAML Ot
o|EiL|Ct.

3. Yst= HTQ| Astra TridentS & X|5t0 L2 12{|0| =5 A& {oh= 22| A0 CHet @EME ML
HIJIAHO|A M| ALXIZ CH2 20| =8| CE

O] MO M= HIYAHO|A He| HAXE ARSI HX|=[= 20.07 ~ 20.10 2l Astra Trident E2|AZ
Ct2 20| =Est= THAIE oLt

|

1. "Astra TridentE M LICt". 7|& HX|E M| MAHSIX| = ot CRDE 2| F2[X| OMAIR. 2 SQISHAIR
tridentorchestrator O|(7}) AFA|EIL

E

#Check to see if there are any tridentorchestrators present
kubectl get torc

NAME AGE
trident 20h

#Looks like there is a tridentorchestrator that needs deleting
kubectl delete torc trident

tridentorchestrator.trident.netapp.io "trident" deleted

2. Trident AMAh= AFE F2! Trident H{TO| HEE ALK} OiLIHAES AHESH0] AMM|E 4= JAELICE OIS SH,

== = T M-d

CtS20f 2&LICH nttps: //github. com/NetApp/trident/tree/stable/VXX.XX
/deploy/bundle.yaml 9K vxx.xx & HH™ HSL|CHO| v22.10) Y bundle.yaml HE YAML I+
O|EiL|Ct.

3. B MHELICt tridentorchestrator CRD
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#Check to see if " tridentorchestrators.trident.netapp.io”  CRD is
present and delete it.

kubectl get crd tridentorchestrators.trident.netapp.io

NAME CREATED AT
tridentorchestrators.trident.netapp.io 2021-01-21T21:11:37%

kubectl delete crd tridentorchestrators.trident.netapp.io

customresourcedefinition.apiextensions.k8s.io
"tridentorchestrators.trident.netapp.io" deleted

Astra Trident?} ®[HE|[}ESLICH
4. 2I5t= HMEZ MX[Sto] CH2O2{|0| =8 A&l Ct |lst= 2e|Ad et MHAME WHEL|CE
HA[0| £ AH25I0] CHR2 20| =gtL|Ct

CIRO|0|E38t2{H 2 AF2EILICI helm rollback . LIS 0|2 EXSIAMAIL.

helm rollback trident [revision #]

= AFE5H0] Astra TridentS 2X[¢t Z22| CH213|0|E ZZM|A tridentctl

2 A2310] Astra TridentS AX|$ A2 “tridentctl CHR 20| E T2MAE CI2 BHAIZE TEEILICEH O] A|IRAE
Astra Trident 21.070{lA 20.072 O|S3t= CHRE|0|E TZMAS °*LH°*LI Cf.

(D CRIY|0|=E A|ZHSE7| FOf| Kubernetes 22{AE{ Q| AHAFS THS0{OF BLICt etcd. 0|2 S
Astra Trident2| CRD2| ¥zl AEHE sHAS 4 JUSLICH

CHA|
1. 2 Ar25t0] Trident7t MX| =AU =X| SOITILICE tridentctl. Astra Trident2| AX| WHS & 2= AL L2
LTS AE S MESHMAIQ.
a. Trident HIYATHO| AN U= XES LIERL|CH
b. 22{AEA A& T2l Astra Trident| HH S &QIBILICEH & MEE £ JSLICt tridentetl EE
Trident PodOfl At O|0|X|E HT{EYA|IL.
C. 7t EA|E|X| ¢t= AR *a tridentOrchestrator, (&) a tridentprovisioner, (££) 00| ¢!

ZE trident-operator-xxxxxxxxxx-xxxxx, Astra Trident * 7t 2 €7H B X|E/LICt tridentctl.

2. 7|& Qlmate} S| Astra Trident2 MHEL|Ct tridentctl HIO|LHZ|. O] 2R 21.07 HIO|HE|2 &
| 7{gfLICt.
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tridentctl version -n trident

fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e o m e +
| 21.07.0 | 21.07.0 |
fom e oo +

tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted Trident daemonset.

INFO Deleted Trident service.

INFO Deleted Trident secret.

INFO Deleted cluster role binding.
INFO Deleted cluster role.

INFO Deleted service account.

INFO Deleted pod security policy.
podSecurityPolicy=tridentpods

INFO The uninstaller did not delete Trident's namespace in case it is
going to be reused.

INFO Trident uninstallation succeeded.

3. O] 20| AR E|H 2= HT Q| Trident HHO|L{ 2| (0] 0ff: 20.07)E Y11 0|E AFR3I0] Astra TridentS
AX|EL|Ct of CHet AF2XE X YAMLS MAS 4 QESLICH SrEd A" Lest AL

cd 20.07/trident-installer/

./tridentctl install -n trident-ns

INFO Created installer service account.
serviceaccount=trident-installer

INFO Created installer cluster role. clusterrole=trident-
installer

INFO Created installer cluster role binding.
clusterrolebinding=trident-installer

INFO Created installer configmap. configmap=trident-
installer

INFO Deleted installer cluster role binding.
INFO Deleted installer cluster role.
INFO Deleted installer service account.

CH230|= Z2MAT} 2AZE|ASLICY.
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Astra TridentZ A6 EAA|Q

AR =S FH[gL T

Kubernetes 22{AH2| 2= XX LE= Podﬂ 2 IZHNEE 252 OI2EE & A0{OF HLICH & AHEdt=

Ho
LCO=NFS =77 2t Ch J=X| 9;9':& iSCSI =47 HagfL|Ct.

%4 2| RedHat CoreOSOll= 7|28 Q2 NFS2HiSCSI7F 25 AX| %[0 J}ELICE.

NFS IS ISCSI 2 HA/3t 20|= 34 KR L= E8 MLEH0F 510, TX| OB 2|10
282 A2 4 gL

LT A{H|A Z4A

22.075E Astra Trident= .= =7} iSCSI EE= NFS A[H|AE Alligt
Astra Trident= ZAMEl MH|A S AHSLY| -r|°H L0 CHSt O[HIES
OMIEEZ ZHESH A QIALIC

A = AEX| AS22 RISt Al =gfLICt
ALt ChE HE S AFE5to] of2{et

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

CES Trident= Trident == CRE| 2t .- =0f| CHol ZASHEl MH[A L AHEHL|CEH HME MH|AS He{H CHS EE
At2gtLCE,

tridentctl get node -o wide -n <Trident namespace>

@ £ MH|A HM2 HME ME[AS AESHX| 2 MB[ATF SHEZA| P EICH D S| gfg L/t
LS|

AE EH
—= =
HiCHZ HAME MU|ATHQIOH 28 02 E7F Moottt 22e &= gl&LCt

NFS =&

D2EZ 2 A !

NFS E H XA RHEL/CentOS 7 sudo yum install -y nfs-
utils

NFS E &ZstHAIR REE sudo apt-get install -y

nfs—-common

() == 300 NFS MuIA7E ASEIRH=X] SHolsHoF BTt

5% ontap-nas, ontap-nas-economy, &= ontap nas—-flexgroup EE tO|H & A= = ShLtof| CHol =FAXt

2
=
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iISCSI 252 AIEE M= Ch2 AFgS 1S AL.

60

* Kubernetes 22{AE{2| 2t - E0{= 1R IQNO| QL0{OF LI} * 0| A2 4= FH| ZHQLICH*.

* RHCOS H{A 4.5 O|At EE= J|EF RHEL %t Linux HHZE AI28l= AR 2 &XSIAUAQ solidfire-san

=210 % Element OS 12.5 O|F H{F0f|A= CHAP 21Z 2 112|Z0| 0f|Af MD5E MHEE| U=X| EolstL|Ct
Jetc/iscsi/iscsid.conf. HO FIPS S8t CHAP ¥112|5 SHA1, SHA-256 % SHA3-2562 Element
12.70| X Ar2E = UELICE

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* iSCSI PVSO|A] RHEL/RedHat CoreOSE A ¥lst= EA
StorageClass2| mountOption2 A5t Q122! Z7t T2t HE Al phL|Ct

>

£ X|™8HOof &LICt discard
A XS A2 "RedHat A H A"


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems

ZIZES 2g N

iSCSI RHEL/CentOS

o

- BHZ AIA"” OH7|XIE 2 XIELIC.

-~ O

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10|
6.2.0.874-2.el7 O|AQIX|

solghL|tt.

rpm -gq iscsi-initiator-
utils

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. T1E B2 4%

sudo mpathconf --enable
--with multipathd y
--find multipaths n

2rolgtL|Ct
etc/multipat
@ h.conf X&
find multipa
ths no Ol
defaults.

5. QISIMAIR iscsid U

multipathd &% &:

sudo systemctl enable
--now iscsid multipathd

o
ik

3t 3 AIE iscsi:

sudo systemctl enable
--now iscsi
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IZES
iSCSI
62

23 HA| BH
= 1.

Chs Al2" 71X E EX[RLT.

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. open-iscsi T 0] 2.0.874-
5ubuntu2.10 0|4 (bionic) E£=
2.0.874-7.1uubuttu6.1
0| & (focal)2!X| teletL|Ct,

dpkg -1 open-iscsi

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. 05 32 8%:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

stolgtL|ct
etc/multipat

(D h.conf X&
find multipa
ths no Ol|A
defaults.

5. ZQISHMAIL open-iscsi W
t

mu l 1path tools 43} 8l
AlS
E

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service

sudo systemctl status



(D Ubuntu 18.042] B2 2 A5t CHA ZEE HM{OF SL|CH iscsiadm AR ™ open-iscsi
iSCSI 22 AZrLICH E= 2 £8Y = UGLICH iscsi AR *‘Hﬂé\njfgégg_i AS2Z.

T

oll = 14

BHoll = = Astra Trident2t AE2|X| A| AR ZtO] B A|E HO|EIL|CE. Astra TridentZ7t AE2|X| A|ARIT} EASH=E
20 Astra TridentZt 2EE2[X| A|ARIN EFS ZE2H|X'JSH= YHE Y2 FLICL Astra Tridente 2EE(X|
SeiA0 FolE @+ Abgt LX[Sh= WA Z|M AEE[X| B2 XAHS2= HIELICH AL 52 AEZ|X| A|AH
FHo| w2t Al EE 7145k B0 CHsl XtA|S| %*OPE’EMIQ.

* "Azure NetApp Files BiAI= S L ABHL|C}"

* "Google Cloud Platform I =0]| Cloud Volumes ServiceS & L|C}H"

* "NetApp HCI EE= SolidFire BiIES M EHL|CH

* "ONTAP EE= Cloud Volumes ONTAP NAS E2[0|HE ALE35t0] HA=EE M BfL|C}"
* "ONTAP = Cloud Volumes ONTAP SAN E2t0|H{E A23t0] BHAlEE LM SHL|C"
* "NetApp ONTAPE Amazon FSx2t &i7H| Astra TridentE A2 S A"
Azure NetApp Files BiAI=EE L AEHL|CH
Astra Trident°| A== Azure NetApp Files(ANF)E 4 = JUSLICEH ANF HHAIES AHESI0{ NAS 2 SMB

HZASH A QIAL|LC}

EE‘E —_==2 T Md

* Azure NetApp Files AH|AE= 100GB 0|22 E&2 X|2SHK| RXELICE Astra Trident= O 22 282
LHst= H2 100GB %%; AH= o2 AMAMSHL|C}

* Astra Trident= Windows ‘= E0f|A| A& = Podd|2t OFREEl SMB 2§32 K| eL|Ct.
* Astra Trident= Windows ARM O7|Ell X & K| SHX| Qt&L|Ct.

Azure NetApp Files H{AIEE 143 FH|E BHLICH

ANF HHAIEE M5t H HA CHS 27 AtetE £F0H{0f hL|Ct.

Azure NetApp FilesE XS AFESHAHLE M /X0 M ALEStE < €5 £7] 740 2L

* Azure NetApp FilesE 28511 NFS 282 ddotH 2 HXSHMA|R "Azure: Azure NetApp FilesE
Mt NFS SES HMeLICH.
* Azure NetApp FilesE #1511 SMB 282 F7I5t2{H CI28 XS A|R. "Azure: Azure NetApp Files&
SMB =& MMt
27 Ate

£ M8t AFREL|Ct "Azure NetApp Files" B{lE | CH20| ZQBtL|CE,
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https://azure.microsoft.com/en-us/services/netapp/

* subscriptionID Azure NetApp Files7t A3l Azure TS0 AM

* tenantID, clientID, ¥ clientSecret O|A "¢ S=" Azure NetApp Files A|H|A 0| CHSH S 2 M $H0|
U= Azure Active DirectoryOll M ¥ SEOM=LCIE & *ME AtE8H|0F BHL|C}

o AQX} L RITFRF HBHRILICH "Azured| A AFX E ol
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o AAREXF X|E BV At A5 2| MRQULICE (assignableScopes) CHE AE
Hotet JHEL|CEH AFEX K™ A2 BHE 2 "Azure ZEE ALESI0] S LEeL ).

L

Hst2 Astra Tridentol|

"id": "/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-id>",

"properties™: {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1,
"permissions": [
{

"actions": |

"Microsoft.NetApp/netAppAccounts/capacityPools/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
14

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele

te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea

d"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri

te" ,
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"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get
Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",

"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* AzureE MEHSILICt 1ocation StLt O| 4| S=0| a0 JELICH " LE M EL" Trident 22.015H
location OW7f Hap= HHRIE M MO 2[4 =0 U= E HEQL|CH Hat F0i| X[™HEl K] 2f2
SAELCH
A= .

SMB = &0 gt =7t AR

* Linux ZIEE2{ E 5! Windows Server 20195 &d5H= Windows AL = E71 = Kubernetes 22{AH
Astra Trident= Windows = E0j|A AM3liL|= PodOl|2t OFR2EEl SMB 282 K|St}
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* ANF7} Active Directory0l| Q15& & =2 Active Directory XtZ ZSHO| I 5HEl Astra Trident 2t 7} StLt O] A
Olo-IOI: o|'|__||:|- OI‘§E AHA‘I o|'|_| |:|— smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='pw'

* Windows AH|AZ FLHE CSI ZEA|, & FMBLICH “csi-proxy’ & HESHYAIR "GitHub:CSI ZEA|" EEE&
"GitHub: Windows& CSI IZZA|" WmdowsOHM AlSiE| = Kubernetes = E2| 2R

Azure NetApp Files A= 148 ZM 5 of
ANFO|| CH3t NFS 2 SMB #HolE 14 ZM0]| CHslf ZotE D 714 ol E HESHAIL.

Astra Trident= HIl= FY(MEU, Jhe LIEQIZ, MH|A =F 8l /IX)S AESt0 EE /X0 A EE = A1
o 2
==

QEE MH|A 7 9 MEUID UK|SHE B2 20| ANF 2

@ Astra Trident= =& QoS 22 2 X| /6| &L LY.

Of7H B4 A 7|22t
version orAb 1
storageDriverName AEZ|X| EBIO|HHO| 0| = QIL|Ct "Azure-NetApp-IF"
backendName AMEXXHE 0| E= AEE[X] C2i0|H O|& + " " + o EX}
=
 —_——
subscriptionID Azure 7+=2| 1= IDRIL|CH
tenantID H SEO|A HIHDE IDYLICE
clientID H S=2| S20|HE IDRILICE
clientSecret H SE0|N S20|HE &
serviceLevel % OtLt standard, Premium, £  "(RQ])
Ultra
location M =52 MAHE Azure 21XQ|
0|§?=“—|Ef
resourceGroups AME XS HE S| o XHY (B E 23)
I8 SSL|CE
netappAccounts AME 2| AAS TEESHT| 25t "I"(EE UD)
NetApp A& Z=L|Ct
capacityPools AMEl 2| AAS TEESH| fIot 28F ""(ZBEH 23, ¥9)
= SEUL|CE
virtualNetwork 2=l MEUI0| Q= JtA HEQ S ™
O|EILICt
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https://github.com/kubernetes-csi/csi-proxy
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Microsoft.Netapp/volumes
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UELICt Basic EE= Standard.
LE XN = HERI 7|52
At £ QIO =0 A 2d2tsiof
o ELICH K-
networkFeatures 0| 7|52
AFESHK| §tOH = T 2H|X 0|
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nfsMountOptions NFS OIRE M| Cist MUt Kjo]  "nfsvers=3"

SMB = &0 CHsH FA[EILICH NFS

H™ 412 A8 =ES2

Or2ESt2{H 2 ZatehL|ct

nfsvers=4 2 HE F 25 OIRE

ZM8 =50 NFS v4.12

MEHSILICEH AE2[X| E2iA Holo|

AYE OIRE gM2 = M0

HEE ORE S AL

limitVolumeSize 228 37|71 0| YELCH 2 FR "(ZIEXNOZ MEE|X| 2)

e

et
Y omm
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%
r
n

M sHZ Al AtEE ClH O nullL|CF
SciaLIC off: \{"api":
false, "method": true,

debugTraceFlags

"discovery": true}. =X si&
Z0| OfL|{ XMt 21 HI I}
2t 2271 OtL|H o] &HE
AHESHX| O A2,

nasType NFS EE= SMB 28 MAMZ2 nfs
TABLICH SM2 YULICH nfs, smb
= nullLICE Null2 EXsHH
J|2H2Z NFS 280| BT ELICh

—_ 11—

@ HEZ 7|0l chist XEMISE I8 2 & FZSHYAIR "Azure NetApp Files ZE0 CieH HIEA
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912 A 4 UBLICH DEBUGTH ZA3HEl 22 Astra Trident= SIS 7t NS of
ME (o]
X

esourceGroups, netappAccounts, capacityPools, virtualNetwork, ¥ subnet ZITHoH 0|5
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0x 04 w
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exportRule M =50 Ciot AATE A "0.0.0.0/0"
exportRule CIDR E7|HZ
AH8SHY IPv4 4 E= IPv4
MEulol xot2 A HE FE60f
grL|Ct SMB 2&01| CHslf R A|ELICE

snapshotDir AHAFCIEEE| S HEA| HEE "HA"

Hjojg|ct
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unixPermissions M 2E&2 UNIX ALE '_'1._"".'_( Xl "(O2|E7| 7|5, 7t Al

4xt2]) SMB = &0i| CH3ll FA|ELICE S}0|EZ|AE ER)
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ol 1: |2 72M

O|= HCHE QI XA HHOIE

HAl= FHYLICE O] FE2 S HAstra Trident= T &l 2IX|0|AM ANFOl| 9|E 2E
NetApp #1d, 82 & % MEUHS HMstn oid 2 8 MEU T stLto] 2A21Z M 2ES BiXIRLIC
HLFSHH nasType *o”éfﬁ"—llif nfs 7|22 NFS 50| thisl MM =7 T2 H| X E LTt
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&3t0] X|= gt A[ESh= | O|gHo[X|2, 2N 2 8 &EE +Hot= =250l

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9%91e5713aa",
"clientSecret": "SECRET",

"location": "eastus"

O HHAlE M2 Azurell| E52

ANFO|| I2E RE MEUS K=

HYX|EHL|CE eastus 2] /X ultra 2F Z. Astra Trident= sHZ
O AMSIo| O F otLtof| 2222 M S2ES HHK[EL|Ct

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eebo6ct",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",

"application-group-1/account-1/ultra-2"
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6cft",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",
"serviceLevel": "Ultra",
"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200G4i",
"unixPermissions": "0777"



ol 4:

$0 ©

It AE

40l
10|

mn [

242
LIEfLY

C}lo

|_
=
[

2|x & 74

ool o2 AER[X| E2
ubernetes°| AER[X| SafA

LH
S©

M5

OfghL|Cf. Creket M

[ O
|_7C:>|'|_

H|A
|

71



"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%9le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
by
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
by
"serviceLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
by
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
by
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB =E0] CHgt ™o|9| of

A8 nasType, node-stage-secret—-name, ey node-stage-secret-namespace, SMB =52 K™t

2279t Active Directory X4 3EE M3 = USLICL

= UELILE storageClass 252 ARG O AI2E = THY
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Of ™| 2: UIJATO|AG CHE 2= AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ol 3: EEER LIE A= A8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: "smb" SMB =&2 |'°.:J"5|'E =0f| ciet EEILICE nasType: "nfs"  EE
nasType: "null" NFS 20 CHgt ZE{IL|CH

WOIE 7 IS AP 3 ChS HYS AwsiLC,

tridentctl create backend -f <backend-file>

o> rR

E dgo ufstH WA 2o 2X7F A= AYLICH LS BB S Aot 205 21 2
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g0 |E

tridentctl logs

M Olo| 2HE 20l M3t & create HH S CHA| Mgt 4= QI&LICEH
CVS for GCP tHolEE 1 stL|C}

HI2E MZE MHE AL25H0 Astra Trident A X|E /et BHAIEZ NetApp CVS(Cloud
Volumes Service) for Google Cloud Platform(GCP)S FAsH= B S A0LEMA|L.

CVS for GCPO| LSt Astra Trident X| 20| CHal LOtEAA|2

Astra Trident= 7|2 CVS AH|A R&0| ONQI 282 K| IBLICH "GCP". Astra Trident= CVS AMH|A S3O0f|A

51 83t= 2[Agfa 2A810] 100GiB O|2te| CVS 2ES XIYGHK| &LICE [WEtM Trident= REE S50| 22

37|ECt A2 A2 100GiB 282 X522 ML

uestA
£ M8t AF2ELICH "Google Cloud€ Cloud Volumes Service" B{Al= CHE0| ZBtL|C}.

* NetApp CVSE T4 & Google Cloud AIE
* Google Cloud AE2| Z2NE Mz L|Ct
* 0| Google Cloud MH|A AHO| JELICE netappcloudvolumes.admin &

* CVS MH|A Aol chet API 7| ThQJL(Ct

OH7H H == A 712

version SHAF 1

storageDriverName AEE|X| EEO|H 2| 0| =L} "GCP-CV"

backendName AJO%”IF X|H 0|8 = AEE|X| 20| O|E +" "+ API 7|9 ¢&
HHl =
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
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https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

oH7H i

storageClass

projectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags
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AEZ|X| RHYLICE of M MEHRIL|CE

hardware (8& %H3}) E=
software (CVS MH|A RH)

Google Cloud Ad ZTZHE
M L|Ct 0] 242 Google Cloud
ZEO| Z HO|X|0f| M =ele
A&LICE.

CVS A X|g. M=o EES
D2H[Mdg SHYLICE

£ AH2510d Google Cloud A{H|A

A ™ol chet API 7| LICt
netappcloudvolumes.admin
& 07]0l= Google Cloud A{H|A
HFo| Mol 7| T (A 2N
It 0l| verbatim S AH2| JSON &4
SEI XTI} ZTEHEIL|CE

TEA M7} CVS A™HA HZH{oF
Ste AR TEA| URLYLICH ZEA|
MHE= HTTP EEA| EE= HTTPS
DTEAY = JELICE HTTPS
TEAQ] 2R TEA| MHO||A XiA|
MEE QAISME AIEY = UEE
AZM =M HAE U EL|CH
B0l Mol TEA MHE

K| =X F&LICE

NFS Or2E Z40j| tist M[2tet H|of

Q¥E =28 3717t 0| gECH 2 3R
Y g0 fogfLict

=
M ES0] Tigt CvS M~
+EQYLICL g2 "BE, T2y
o

| IIOIﬁEE:'!"?:I L_ll:l_

CVS =80l AH8E|= GCP HIERA

ZH HZE Al AHEE ClHO
=ajaglLct. of;
\{"api":false,
"method":true}. =X & S0|
OtL|H XiM[et 23 HO It Tt
A7t OfL|™ 0| BfHE AHESHX]|
oA 2.

=4

"nfsvers=3"

"(Z|2MoE MEE|X| 4S)

IIE_DI'_C_H

n7|%ﬂ-u

nullL|Ct

Ct sHEEILICH projectNumber % hostProjectNumber X|ZHSHOF
SLICE O] 22 projectNumber (&) MH|A Z2HMEQIL|C} hostProjectNumber = @AE TEHEQIL|CE

Z2IBL|Ct apiRegion Astra Trident7t CVS 252 MMdst= GCP X|¥2
AEE MM of oA MASt CVS 28 apiRegion 021 GCP X|H2| =0 OffEl IZE0A ALES
LICt X< ZH E2fjTlofl= =7t H| 0| 2 gfL|Ct,

LIEPALICE X|H ZF Kubernetes



PN OHA‘”AE -5 of cHet StorageCIass HO|E METLICt allowedTopologies
2E XY S Zgtoliof fLICt o|E & Ct21t Z&LCH

- key: topology.kubernetes.io/region
values:
- us-eastl

@ - europe-westl

* storageClass = Aotz E MEHSH= O] AFEE 4 U= MEIA 7 Ha-QLICH'CVS MH[A
FAHYLICH. 7|12 CVS MH|A fH B0llM MEIY = JSLIC} (storageClass=software)
K= CVS - 845 MHIA RERYULICH (storageClass=hardware), Trident?} 7| 2HQ 2
AMEs= E2|ULICH 2 K| ™HOF BLICH apiRegion SHE CVSE MBS TLICt storageClass
sl = M 9| 0f| A

Astra Trident?t Google Cloud0l| 7|2 CVS MH|A Rt SatE HIEL 7|52, 2F YIEEECRE
(D AZEIx YLk Trident= CVSUIA o] RIZIE- 45 AfHIA R¥O= J|2xos

AtEELICt.
2} el == £ Google Cloud X[H0fl 282 Z2H|XJELICt CHE S| 2 &S Ydotz{H =7t HA=E
I-Ig|'c'>'+ A 0|A|_||:|-
o =2 T AM-d .
-4 ol S MMM THE SHS XTSI 24 282 Z2H|XE LS 7I2H2E HoE = ASLICE o2

Of7H A4H 7|2k
exportRule M EE9| LHELY7| 7 "0.0.0.0/0"
snapshotDir O HMIABILICE . snapshot "HAA"
CleEa|
snapshotReserve AHREOE Of|2E 2FC "(CVS 7|27t 0 5 8)
RS ALICH
size A 2=0| 37|QLCt "100Gi"

£ 2=YLIC exportRule 22 CIDR B7|HE AFE3I0] IPv4 4 = IPv4 MEHIS| XotE 2 EE FE5610]

CVS Google Cloud HHAIE0[A MM El ZE S E0| CHH Trident= AE2|X| Z0f| U= ZE 20|
@ ODE2HXNEY M AE2|X| E2E0 E)\PELIEF AERX| 22Xt AEEX| EEE E1|0|Eg "*OIOP_'

2EEX 20N HEE RE =F JEQ% = ASLILE 0|2 Sof A= LGl M HSEl= AHEAL
X" 7tset2olE MEE 7|“*OE ZES g 72 = ASUICH
of 1: x| 4

"version": 1,
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
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"storageDriverName": "gcp-cvs",

"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {

"type": "service account",

"project id": "my-gcp-project",

"private key id": "1234567890123456789012345678901234567890",

"private key": "----- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNChRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE43jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz
1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4JK3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
3Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3bl/gqp8B4Kws82zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3b1l/gp8B4Kws8zX50)YImM\nXsYgbgyxydzq701lwWgLwGa==\n-—---~- END PRIVATE
KEY-—-—- N,
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4d",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s82zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507]Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
3Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gp8B4Kws82zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3b1l/gp8B4Kws8zX50)YIM\nXsYgbgyxydzq70lwWgLwGa==\n----~- END PRIVATE
KEY--—-- N ®
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":



of
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"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507YOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s82zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507]Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
3Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX50jY9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]
K3b1l/gp8B4Kws8zX50)YIM\nXsYgbgyxydzq70lwWgLwGa==\n----~- END PRIVATE



"client email": "cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/oauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10T4i",
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "5",
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size": "5Ti"
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "-—--- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
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sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507YOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX503Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9Im\nznHczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX503YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zgq701lwWgLwGa==\n--—-- END PRIVATE
KEY----- Y
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/vl/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com"

by

"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
by
"labels": {

"Cloud" . "ng"
by

"region": "us-west2",

"storage": [



"labels": {

"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"
}
"labels": {
"performance": "extreme",
"protection": "standard"
by
"serviceLevel": "extreme"
"labels": {
"performance": "premium",
"protection": "extra"
by
"servicelLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
"labels": {
"performance": "premium",
"protection": "standard"
by
"serviceLevel": "premium"
"labels": {
"performance": "standard"

by

"servicelLevel": "standard"



LIS StorageClass ™2l= ¢|2| AEZ|X| 22 HXYLICH E MEYLICI parameters.selector BEO[A
=52 S AYSH= O AFBE|= 7H &2 2 StorageClassOll CHal X8 o~ QJELICEH SE2 MEist S0 Ho|E
EHE #5L|CH

Y StorageClassLICt (cvs-extreme-extra-protection)s X HEMY 7H& AE2|X| 20| OjZEL|CE O]
2 ARSE02F 3710 10%¢! 2|11 452 M3st= st E2RILICH OHX|2 StorageClassLICH (cvs-extra-
rotection) 10%2| ARAF 0|2 S22 HSdH= AEE[X| 22 ZEELICH Astra Trident= MEEl THAF AEE|X|
=S 25t A-AF 0| @ AFE0| SFE[=X] 2RlStL(CE.

H'S T >

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs—-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

tridentctl create backend -f <backend-file>

o> r2

E dgof 2ofstHE wll= -0 22XV UAs AYLIC ChE HES Aot 208 B QIS &ele
L|CF

g0 &

tridentctl logs
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e
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* I Kubernetes ZtX} . E0 HEeHiSCSI 0| AX|=|0] A0{OF HLICL S FZSIYAIR "2IUA} o= FH
X v
o

=
E Z2|8HL|C} solidfire-san AEZ|X| E2I0|H= Of 9l E20| E8 DCEE O E X|SHL|CH o HL



==

Filesystem 28 T E, Astra Trident?} 282 MAst0 THY A|AH

StorageClassOil 2|8l X8 & L|Ct.

Satol nzez
solidfire-san iSCSI
solidfire-san iISCSI
solidfire-san iISCSI
solidfire-san iISCSI

Astra Tridente= &FAHEl CSI Provisioner2

MESH=E B2 7t

®

CSI Trident2t CHAPE A

12 e
0H1 i
b e

_'_

St=E 24

= 3R

= LSl X &

IJrr

0| ZXI=IX| &

oK g
version

storageDriverName

I

1l

I

i

AER2[X| E2t0[H o] O|FYLICt

XI5k
o=

FH|7t 2RSHX| &Lt &
t&st=

MIA _'—3-8 Astra Trident2| 7| = H| CSI Zgj|Q)
A2 Astra Trident= CHAPE AFEIL|LCE

AccessGroups = UsecHap MHE 4

k0 Kubernetes 0| 1.7 O Atel HL

SMYLICE OFHX| geH S

EECCTRE]

2 g 74

HM|A BET}
XA ELct

RWO, ROX, rwx

RWO, ROX, rwx

RWO, ROX

RWO, ROX

rident A2 JFO| ZX| =1 MM A D F0| AHEELICE

CHAPZt AFEELICY,

N
Mo
N

3

00t
0z

1

0Ot

S olLi7 HEE

Il A|AEQ|
RELICE Al 2
XK.

Il A|AEIO]
ASLICL #A =
K.

xfs, ext3, ext4
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1) CHAPE AFSBILICE. CHAP(CSIS| 7|22hS
RAIHOR HHBHE 20| BELIC}usecHnr ]
HESHIAIR 017"

EILICt. CSI 2E0|A

IL|Ct.

tAF "solidfire-san”

backendName AEX X 0|8 = 2EE2(X| “SolidFire_” + AE2|X|(iSCSI) IP
Lk 1= FAQALICE

Endpoint HHE Xt& 3F0| U= SolidFire
SHAES MVIPYLICH

SVIP AEZ[X[(SCSI) IP FA S ZE

labels S50 M8 22l JSON g4l “
20|12 MEQLICE.
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OH7H 4 29 =

TenantName A2 HIHE 0|§(§<"% > ol=48%
MME)
c
InitiatorIFace iSCSI EETIZ2 EX TAE “712a
QIE{m|o| A2 X|BhetL|Ct
UseCHAP CHAPE AE3H0] iSCSIE &
O|§o|‘|__||:|-
AccessGroups ArES HHA OF ID SEQLICE "EZ2|HE 2= HMA OF IDE
AELICEH
Types QoS AHY
limitVolumeSize RYE & 3|7t 0| gtELt 2 32 “(7I2NeE MEL(X| &3)
g2 ohof| AlnfgiL|ct
debugTraceFlags X sHZE Al AFE Y CHO nullL|Ct

ZeaYLICE off: {“api”false,
“method”:true}

@ AMESHA| OFMA|L debugTraceFlags =M 62 S XpM[st 20 HIJL HQst ALE |5t

MME D= 220 CHsl| Astra Trident= AEE|X| 20| Q= Z= 20|28 T2H| Mg nf o

@ AE2|X] LUN01| SALEILICH AER2|X| 2E2|XH= AER|X| EEE E1|0|Z§ Holstn AEZ|X| E0|M
MEEIRE SES I8 & JYSLICH 0|2 Soff A= 2 MN MSEl= AHEXF X|H JHsst
0|2 MEE 7|82 S&ES &l #ET & USLICY.

Ol 1: Off CHeH BHAlE 1M solidfire-san Ml 7HX| 28 &2 7%l E210|H
O] M= CHAP QIE2 AI26t= e M2 Ho| £11 EX™ QoS EXE Zolst= M 71X 28 /Y2
.I

DAYLCE O3 Ok oM 2f AEE|X| 2HAE A 2EE|X| 22HAE FolF JHsd0| =&LICH T0Ps
AE2|X] S22 o7 Ha4 LT,
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"version": 1,

"storageDriverName": "solidfire-san",

"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",

"SVIP": "<svip>:3260",

"TenantName": "<tenant>",

"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,

"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,

"burstIOPS": 4000}},

{("Type": "Silver"™, "Qos": {"minIOPS": 4000, "maxIOPS": 6000,

"burstIOPS": 8000}},

{("Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]

of 2: of CHet wellE Bl AEZ|X] BeHA 7 solidfire-san 7 2AE2|X| E0| U= EEH0|H

0| oflof| M= 7het AEE|X| Z3t 0| CHA| #ZE38H= StorageClasses?t S7H #4E HAlE Fo| MU S o FLICL

ofzl HAlEl HE WAL Ho| A M EF 7222 & 83
k=)

BE AE2[X] 20| ol @FELCh type &

-t

Fot=
It AEE|X| E2 off YO0 USLILE storage MMS HZSHHAIR. 0] G0 M= L& AER|X| 0| XA
oS MAST UL Z2 9o MAEl 7|27tS Soj4L|C}
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

CIS StorageClass M2l = 2|29 7t AEE|X| E2 HEELICH E MEYLIC parameters.selector BEOA
Zt StorageClass= =52 SARSH= Ol ALY £ U= 7t E2 S EYLICE MENSH 71 Zof| 2 50| H2| &[0

AFLICE
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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o
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2 E Kubernetes 221X = E0l= &3 ISCSI 20| AX|E|0] QO{OF BL|CE S FZSHMUAIR "0{7[" E
HESHAL.
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Astra Trident= ONTAP HAIEE QIBSt= = 7HX| ZEE NS gfL|Ct.
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Astra Trident= SVM HQ|/22{ AE HQ| ZA2|XH0f|H ONTAP HHAIEQt EASIY| @3t AtH SHE FetL|Ct 1t
#0| 0]2| o=l EZE dE2 AI85t= LICt admin EE= vsadmin. 0|2 Edl| &= Astra Trident
ZIZ|ANAM AIRE 7|5 APIE 2T £ Q= SFS ONTAP 22| AL 8f5 S8t 0| EEHEILICH AFRX} K| ™ Hot
2301 Het2 Astra Trident2t 71| M 51 AFRS &~ UX|2F HEE[X| g&LICH

HAIE Folo| of= LSt Z&LILt.
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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

Mol XA ZHO| Yut HIAEZ NEE|= RUSH X|2t= Hol R stMA|Q. BHAISTE MMEl = AR Xt
/Y% = Baseb4 = QT L0 Kubernetes Yo = XZHEIL|CEH A= 0| MA/AL 2 XtA SHO| it X[A0f

ocols

T

A5t CHAIJLICE M2t Kubernetes/AE2|X| B2|XE7 e 4~ Q= 22| & = AL|Ch

T o=2 T M- Lo TTHd

e ol 2AZME AHE5I0] ONTAP HAl =t S4leh = AEL|CEH HAE FHo|ofl= M| ZHX] DHZH tH==7}
mQotL|C}
= [=]

* clientCertificate: Base642 Q13
* clientPrivateKey: Base64 - 2= i
* TrustedCACertificate: A 2|& 4

=
S =
42 0| o7 H-E HMISsHof SLICE M2 =~ U= CATL AL EIX| 92 o] 22

LS — — =

2etsel I 3E20= o BHAZF ZEE LI

I

1. S2I0|AHE QABM I 7|5 HdetL|Ch MH Al CN(2EH 0| 5)S ONTAP AIEXtE HHSEIY QBSAIR.

[ [=]

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. ME|E £ A= CAASBSME ONTAP S AEO| FIHfLICE 0l AER|X| 22|Xt7} o|0] M2|oh Y 5
UAELICH EHAEE CAZL AFE|X| o™ SAISLICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22I0|AE AFM & 7|(1EHA)S ZXIFLICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Hot 2191 AH0| X[ & =X| &ASL|Ct cert IF UH.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. MME| QIZME AIRSI0] 215 E|AESIL|CH ONTAP 2| LIF> 2 <SVM 0|E>2 22| LIF IP Y SVM
0|59 HiFL|Ct.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64Z QIE A, 7| L A=Y & A= CAASME T HLCE

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. OIF SO A UL 2HS AFEBIO] HAS S MY BLIC
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cat cert-backend.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

et fom e e
- o +
| NAME | STORAGE DRIVER | UulbD
STATE | VOLUMES |
o e — i ettt e
t——— R +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
o i i e bttt
- o +
HHE AUOO|ESHALL X4 ZEE 2| HeLICt
01Z WHHEZ ALBSIHLE XHH ZEE 2MSIES 7| & HAEE 0| EL & USLICEH O A 5HH ALEXt 0|F
2 E MESHz HAEE QIZME AESIEE YU|0|EY = /AL ABME A8dt= HAEE= ALEX} 0| F/2=
IO 2 AUOIO|EY 4= AUSLICE O A St2{H 7|E 215 WHE MAHS D M Q1F LHE F7tsHof gLt O
Chs Aleet T4 ofoH H71 etEl AH|0| EEl backend.json IS AFEEILICH tridentctl backend
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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* Astra Trident= HA =0 2} igroup2 AHSCE MAMstD 22| o~ UESLICH (B igroupName HAE
Holof| ZEHE|X| QE2 Astra Trident= 0|22 77X igroup2 MAMEILICH trident-<backend-UUID>
SVMO{|A. J32{H 2} sl =ofl M2 igroupO| 1 Kubernetes == IQNQ| XH5 F7HANIE M2|gtL|Ct,

* = 0|2 MM E igroup2 HAIE HO|Z HSE + USLICE O] U2 E ALESH e = JUSLICH
igroupName T4 Of7 H~L|Ct. Astra Trident?t 7| & igroupOll Kubernetes 't = IQNS F=7H/ATKIgL|CH,
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2(8) 717! HAlEQ| AL igroupName H|, YLICt igroupName 2 AF2SHH AMA|E £ QUELICH tridentctl
backend update Astra Trident0l|A] igroup A& X2| 0| 22 Y320 o|0| HZEE SO0 CHet AM[AT}
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S Che|X| ELICH MM Sl igroup Astra TridentS AF25H0] &% HZAS Ma|gh ZdL|Ct.

Astra Trident2| 2t 11} QIAEIAO| CHSY igroupE EEdH= A2 Kubernetes 22Xt 3! AEZ|X|
Z2|XIof| A % 2 At|IL|Ct. CSI Trident= 22{AH == IQNS igroupdl =7t 8! XAt
#ZE|E IA thestetL|Ch 8 igroupE AFHESH0 Kubernetes 23 (5! Astra Trident X[ )0f| A
@ SUst SVYME A2 S AL 3t Kubernetes 2B{AE{Q| HZA AFg0| CHE Kubernetes 22 AE{Q}
HE igroupdl| FEF2 O|X|X| &R = BtL|C} 3 Kubernetes 22{AE Q| 2 =0 T R$H IQNO]
UEX| &olst= A SLELICE /o HZ$t viQl 20, Astra Trident= IQN2| 37} B ®HE
As2 2 M gL|ct SAE ZHofl IQNS THALESIH SAETH M2 R Q1A E[0] LUNO|| CHSH
MM AT HEE[= HEZRISHK] 942 ALtZ| 27t e &~ JELICE
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(trident-csi-xxxxx) MZ FIIEl LEOM EE2 HEY = A= M EE SEZLICE LE IQNT WAl =9
igroupOf|l 3=7FEILICE. 0|2t RAFSH 29| THA A= KubernetesOlA =0 BEZL!, E|0|'d U AFK| 7t 2 AliSH=
2 1QN MAHE HMe|gL|Ct.

Astra Trident?} CSI Provisioner2 M| X| S ZL, Kubernetes 22{AE Q| ZE ZHAX} - E0f| A iSCSI IQNS
EoSIEE igroup2 £+ 52 = YO|0|EdOF BLICH Kubernetes 22{AE 0| #0{5t= ==2| IQNS igroupd|
Z=7t5{of gtL|Ct. OFE7ER| 2, Kubernetes 22{AE 0| A H|HEl ==2] IQNS igroupOll Al X|7{sHOF gfL|Ct.
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz"
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

~
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2218 Ct usecHap OH7H B

@ = e 2 SMYULICE 7| 2XO 2 falseZ
MAE|0] QSLICEH true 2 MATH S0 = fals &

St useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret chapTargetUsername,
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LIC} tridentctl update.
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
".

"svm "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e

f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

e e e

- e it +
7| AZ2 JE2 wX| EL|CH SVMO|| A Astra Trident?t Xt SH2 HHI0|EsHH 2t MeiZ RX|ELICH M
HZ2 AUHO|EE XtH ZSEHS AI8SIHH 7|E A2 A% g4 Meil2 SXIELICE 7|1& PVSE S Z Si{AISED CHA|
HZSIH HO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 71 &M 3L o

Astra Trident 2X|E S8 ONTAP SAN E2|0|HE HM5t 0 ALESt= B of| CHo 2otEMA[2. O] MMM =
sHoll= M of|H| 3 Bl =E StorageClassesOll DHZ sh= HHHof| CHSE M2 HEE HIZEL|Ct

r

o7 H=~ 4% 7|22k
version AL 1
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storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm
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OH7H = Ad 7|22k

igroupName ArEe SAN =E0] Cigt igroup®| “&r% - <backend-UUID>"
o|ELICt

storagePrefix SVMOIM M| EES ZEH[NEE I "MEFR"

APl HEA A
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200101 ALOo{OF gLt

debugTraceFlags 28 iE Al A8 ClHO nullL|Ct

EaaLICt. off: {“api”:false,
“method”:true}

useREST ONTAP REST APIE AI83t= B2  HAl
Of7H e~ RAL|CH, *
MetroClusterd| M= 7|& O|2| E7] *
7t XA E|X| Q4&LICE,

E> useREST </code> 112 Al
* useREST ZZEHNM Xt H&1Jt ot HIAE AN HEE|E 7|2 0|2 27|2 HSELCH E 2
MHSE AL true, Astra Trident= ONTAP REST APIE AI26t0] BHAIEQF EMBHL|CT, Of
@ 7|58 AH25t2{™ ONTAP 9.10 O|At0| T QSHL|C} EESH AFRE|= ONTAP 21921 Hgtof of cist
OH M| A 1"43F0I QUONOF BILICE ontap 88 TZ 7M. O|= AFM ™o = of oJsf ZFEILICE

vsadmin % cluster-admin &<,

* useREST = MetroCluster®l| A X| 21| X| &&L|C}.

ONTAP 2 AE{2t S4IGI2{H Q15 07 H4-E MSoHok LIt 2ot 20l i= HX|E QIS M2 AIEX} 0|
2= 5= ASLIC
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igroupName ONTAP 22{AE{0f|A O|0| MM El igroupL = HHEY IEP XI’“OHI QtO ™ Astra TridentZt
EZ|HE -<backend-UUID>2}= igroup XS 2 MMBtL|Ct IJIEI I 0|22 M3st= 82, =& 740
SVME S R5I2{H Kubernetes 22 AE & igroup2 ALE3%t= 40| Z5L f. OIE Astra TridentZt IQN £7HAHIE
tsLzE {FX| #2|dh= o EegL|ct

BHOl = = test MM = igroup2 YHIOIEY &~ &LICH
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IPv6 TAE A EY M= S 2QISHMAIR managementLIF % dataLIF (MAUE Holof etz
@ Z2) [28e8:d9fb:a825: b7bf 69a8:d02f:9e7b:3555]2 &2 Ci&= otofl M| & LICt. If(B<%
dataLIF MSEX| @= 2 Astra TridentOf| Al SVMO{|A| IPv6 H|O|Ef LIFE 7™ ZL|CH.

ONTAP-SAN E2}0|H7} CHAPE AESHES MHSHHH E ’é’gﬁ. LICt usecHAp D7 == CHA true WA
Ho|of| A 122{H Astra TridentZ} HA =0l HSE SVMO Lt 7|2 QIS 2 WS CHAPE 785t AFEILIC.
S XA "0J7|" ZtS YO Chol LOoFEMAIL.

O] AL ontap-san-economy E2I0|H 1imitvolumesSize ESt gtree X LUNO| CHSH 2t2|5H= S&2| £[CH
37|= HM|gtElL|CE.
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@ 2 E 20|22 MYFLICH AEZX| #E2[XH= AEE|X| EEE 2[0|Z2 Mot AEZ|X| E0M
MMEI RE SES IESE & UASLICE 0| Sof HAlE FHUM MBE = AHEX XY 7HsT
Z0|2 MEE 7|HtoE 252 A #EY = JUSLICH

EE DI=H[X'J S floh wllE e M
THe Ex MMO||M 02Tt FME AHESIH 2f E80| 7|2MoE E2H[XNJE= WA 2 Hojg = ASLICE of
=01, otz 4 oM E EZSHMAI2
Of7H = AH 7|22
spaceAllocation LUNOj| CHet S 7t et "
spaceReserve SO EE "IZM) E=" "s"
S5"(gEh
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encryption E0i NVE(NetApp Volume "HA"
Encryption)S &-A3tgtL|Ct.

7|2%2 YLICt false. O] SME
AHE5t2{™ NVE 2to|dlA T}

S AEHO|AM EHSHE|0] A0{O0F

SILICH WA E 0| A NAEZ} 2 otEl

AL Astra Trident0l] ZZ2H| X &l

DE =52 NAEZ} &M 3HELCt

XtMISH LB 2 CHE 2 HXZSHAR.

"Astra TridentZ7} NVE 2! NAE2}

HSEl= e,

luksEncryption LUKS =35 A8 EILICE 2 "
HZESH AL "LUKS(Linux Unified
Key Setup) AFH2".

securityStyle MZL 220 st 2QF AEI “UNIX”

tieringPolicy "SS2S Aot AEet HHY ONTAP 9.5 0|™ SVM-DR T4 9]
AL AU HE

Astra Trident2} 274 QoS XM 1 ES AE3I2{H ONTAP 9.8 0|4/0] 2 Qe!L|C}. H[SR] QoS TH
OES M8t M OF0| 2 FHRAE R HEBE[U=X| 2elsh= 20| ZELILE 37 QoS FH
OS2 ZE HARE9 & XM2[Zol Choh &etS MERfLICt.
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{
"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"qosPolicy": "standard",
"spaceAllocation": "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"

E M85t MMEl D E 280 toll ontap-san E2I0|H, Astra Trident= FlexVol0f| 10%2]
22FS FI510 LUN HIEIH|O|E{ S £~ L|Ct LUN2 AFEX7F PVCOIM RHSHE Mottt 37|2
@ I 2H|X'JELICt Astra Trident?t FlexVolOfl 10%E CIEfLICHONTAPOIA AFE 7HsEE 37|12 EA).
O|X| AFEXI7} X5t 718 82 P2 o JSLICH ESt o] HAEOE Qlsl AL JHs3t S7H0] 2t g
S 8E|X| 9= T LUNO| 47| M8O| &= AES WXIY = AUSLICE ONTAP-SAN-ZH[0l= X E&[X|

LS — —

FSLICE
2 HOo|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 3 7|2 A AFgtL|Ct
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|HE +83I=F FlexVold| Z=7t=l 10%2| Astra Trident@LICt. € snapshotReserve = 5%,
PVC 28 =5GiB2! 2 £ 28 37|= 5.79GiB0| 11 At 7153t 37|= 5.5GIBRILICH £ 22ILICH volume
show HHE 0| Of| x|} FAFSH ZLHE HA|SHOF BtL|CT.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.508GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.
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"version": 1,
"storageDriverName":
"DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

": "svm iscsi",

"ontap-san",

"backendName" :

"svm
"useCHAP" :
"chapInitiatorSecret":

true,

"cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

"trident",

"ZXROZXJWYXB. . .ICMgJ3BhcGVyc2",
"vciwKIyAgZG...0cnksIGR1c2NyaX",
"zcyBbaG...b3Igb3duIGNsYXNz"

"igroupName" :
"clientCertificate":
"clientPrivateKey":
"trustedCACertificate":

ontap-san ¥UaF CHAPZ} = E2}0[|H

Astra Trident?t = NetApp ONTAPO|A| Amazon FSxE AtEdst= ZL IP

= Z| & e 2ol ofYLICt 0] 7|2 FH2 E MIYLIL ontap-san S(E) 0|18
PS

ZA AL LIFOf| CHet

HHANIE MO O|RLICH clientCertificate, clientPrivateKey, ¥ trustedCACertificate
AEheE off A ELICH backend. json 22|11 2t2f S2I0|HE QB A,

c

-
ot

HHOIE ysecHAP E 2
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"version": 1,

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"labels": {"k8scluster": "test-cluster-1", "backend":

sanbackend"},

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy =20[H

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "i1JF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

7ty AEE|X| E2| Wl = of

"testclusterl-

Ofzi EA|E! MZ o= Ho| mAUof|M o Z2 DE AEZ|X| E0f et EX 72240 MHEIL|C} spaceReserve
NS, spacerllocation HAY HL, Y encryption AXY WM. 7t AEE[X| 22 AEZ|X| MM
= o|=lL|C}
o = .

Ol o= YR AEE|X| EO0| AIHAMOE MHEILICI spaceReserve, spaceAllocation, ™ encryption

ol olg
x 2T
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1"},

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"w.

"svm "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster":
"region": "us east 1",
"storage": [

{

"prod-cluster-

"labels":{"protection":"gold", "creditpoints":"40000"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1b",
"defaults": {
"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"
}
by
{
"labels":{"protection":"bronze", "creditpoints":"5000"},

"zone":"us east 1c",
"defaults": {

107



"spaceAllocation": "true",
"encryption": "false"

iSCSI9| 0f| = CtZ1t Z&LICH ontap-san-economy E20[H:

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”: "false",
"encryption": "false"
b
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels": {"app":"postgresdb", "cost":"20"},
"zone":"us east 1b",
"defaults": {
"spaceAllocation”": "false",
"encryption": "true"
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"labels": {"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

8ol = £ StorageClassesOl| DHZIBHL|C}

CIS StorageClass M2l = 2|2 7t AEE|X| E2 HEZELICH E MEYLIC parameters.selector BEOA
2t StorageClass= 252 @A-SH= Ol AFBY = U= 71 22 = ZLLICL MEISH 7t Z0| 2&0] ™ol= o

ALt

* X HIY StorageClassILICt (protection-gold)s o & HWY & HIY 7HA AE2|X| ZE0f| 0jE &l LTt
ontap-nas-flexgroup WA=} Of K HIY 7} AEE|X| E ontap-san HAE. SE 2H ES 7|52
H&sts fYst SLICH

* & Huj| StorageClass®LICt (protection-not-gold)= A M| B, L] HKY 7tA AEE|X| Z0f
O ELICE ontap-nas-flexgroup HA = WA S M| HIY 7HA AE2|X] Z0| JELIC ontap-san
e, Z 0|29 Hz £+F2 HSdh= ettt SYLICL

* M| % StorageClass®LICt (app-mysgldb)e= Of|A] Ul M 7tA AEE|X| F0| OfH ELICE ontap-nas Of| A
sHll= 5l A| I 7t AEE|X| E ontap-san-economy HAE. mysqldb K& 4ol CHSE AEZ|X| & M2
H&st= fYst SQLICH

* | 1l StorageClass®LICt (protection-silver-creditpoints-20k)= 2 Al #HIY 7H& AE2[X] E0
O EILICE ontap-nas-flexgroup 2 HAE 5! = HI{ JtA AEZ|X| 2 ontap-san HAI=. 20000 2R
ZOEOM ZE 2 B3 7|52 M3ste ft S|LIC

* Ot HIY StorageClass®ILICH (creditpoints-5k)= o & HWf 7tA AE2|X| Z0f| O E/LICE ontap-

nas-economy Of|A] BHAIE S M| AR 7tA AEE|X| F ontap-san BAIE, 5000 32| ZRIEQY U= FLot
= MH|AQL|CH

Astra Trident7} 1E#DE Jhed AER[X| 22 2HotD ARE2|X| 27 Aldts £F8 SLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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ONTAP NAS HHlE S LM |Ct

ONTAP &! Cloud Volumes ONTAP NAS =20|HHE AFE35t0{ ONTAP HAIEE LM sH= B0 CHS
AOoLEMA| 2.

e =2 )\P%5H FE. LIC} ontap-nas IO|E 25 XHsi S 2l 0|52 LR Z ot= Y
IR EE QI3 =TI 29I Astra Control2 £ *OH%JE.J =SB0 CHelf &t 3, xHsh 5+ 5! 0|54

@ MSELICt ontap-nas E2I0|H. E 2=IYLICt ontap-nas-economy 0|4 =& AHE0|
ONTAPOl|M X| 5tz AECHEM =2 AOE o A== XAl AR *fﬂﬂoﬂ*‘l ':Efolﬂ'lE AHEdHof
5t O AtE|= CI0|E| 235, M3l 27 = 0|SM(Kubernetes 22{AE] 72 28 0|5) @ PAIE2
i&Lch

o

AFE Rt At

Astra Trident= YHIE O Z E AI2510] ONTAP EE= SVM 22| A2 A E 102 o|AStLICE admin E2{AH
AHE Xt EE= LTk Vsadmln SVM ALEXt EE= S A2 JHXI CHE 0| 2| AHE X} NetApp ONTAP &2 2[3t
Amazon FSx2| Z<L, Astra Trident= 22{AEE ALE5I0{ ONTAP = SVM Zt2|X2 AMEE Z1OZ of| AgfL|Ct
fsxadmin AF2AL EE= a vsadmin SVM AFEAF = S HES 7P°| CIZ 0|59 AHEXt E S=IgtLICt
fsxadmin AMEXtE S2{AE 2E|XE MSHH Q2 CHA|L|CE

E ME%t= 82 limitAggregateUsage D7 H S| AE 2t2|Xt #oto| HRBL|CE Astra

@ Trident2t &7 NetApp ONTAPO| Amazon FSxE At838t= 22, £ **355“'“9
limitAggregateUsage D71 Hap= Ol M ZSSHX] RELICH vsadmin 3 fsxadmin AFHEX}
AE. o] of7i H4~E X HSHH 1 2 o] AfgiLCt.

of

ONTAP LHO|| A Trident E2}0|H 7} AL
HREES MER2 22| XM= FIHAPIE =

ru

! 4‘— A= HOh HetHQ qHS = AKX HESHK] S LILE. Tridento]
£t E I

ONTAP NAS E20|HE ALE35I0] HAIEE AMe FH|E etL|Ct

ONTAP NAS E2I0|HE ALE6I0 ONTAP HAIEE 1 H5H= 2EH0f| CHol LOotEAMA|2. 2= ONTAP H2ll =9
ZR, Astra Trident= SVMO]| StL} 0] Ato] Aggregate |0 RLO{OF ShL|C}.

r

\l
o 0
i
iy

tEd

D= ONTAP HHAI= 9| AL Astra Trident= SVMO]| oLt O| 49| Aggregate/t & &HE|0] QLO{OF BfLICE,

Lot = O|&o| E2IO|HE st & & SILHE 7127 = AER[X| FHAE HHY == JGLICL ol E , =
AE5H= Gold 2HAE PHY & JELICH ontap-nas E2H0|H B! £ ALESH= Bronze 224 ontap nas-

economy 17H.
2= Kubernetes 22X w20 ZEHTHNFS S0| AX|=[0] JO{OF SLICE S HERSHIAIR "017|" B RS2,

ol
—

ol

Astra Trident= ONTAP HAIEE 0I5 sH= & 7HX| REE N SELICE.

7 ol A= ONTAP AHEXI| AHEXL O|E 5! S IL|CE zf 40| D]2| HelEl Hot 219l
25t= Z10] Z&LICH admin EE= vsadmin ONTAP HZE1}He|



* 2B 7|8k Astra Trident= HA=0f| DX E QS ME AHE5I0] ONTAP S2{AEQF S4lg =& QGLIC O
Z HAllE Holofl= S20IUE QIS M, 7] A A EE F2 M2 = A= CAUS A2l Base64= AL E O
o

Nl010F YLCHHEY).

X} S 7| a5 A 7|8t i 2tof O[S 0L7| I3 7|E HASS AC|O|ES 4 UALICE J2ALE 3t ol
SHLtol Q17 WHBH XIYIEILICE T2 915 WO R MEtot2{® Wl= TN 7|Z LS KA stLiCh
(D) I EIHABN -2 9= MBI st 7 Thelol £ olel U1 B0l MBECks 271
SHANSHOY MOl A A0] Alnfgtict
A2 5 7|4 o153 A BILICt

Astra Trident= SVM He|/22{ A He| 22| X0 A ONTAP t'—h'o.l'E t SA15H7| flet Xt 2 7 LICH 1t
Z0| 02| Mozl HZF A2 AE25t= A0| ZEELICH admin EEE vsadmin. 0|2 Edl| &= Astra Trident
ZUZ|ANA AFEE 7|5 APIE =EY = U= T ONTAP E|A9f o2 SetMo| EEEILICEH AFEXE X[H Hot
2091 Aer2 Astra Trident2t 24 M 51 AL S 4 QUX[TH HEE|X| ¥&L|CH

HA= Folo| o= CiSat Z&LIL

—~

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

= X ZHO| Y HIAE Z MEE[= AU 2[X[2H= Hof| R2[SHYAIL. HHAET MM El = ALEX}
Baseb4 2 2 FAE |0 Kubernetes &= 2 XZHEIL|CEH HHAIE Q| MM/AGIL X |
of CHAIQIL|CE [2tA Kubernetes/AEE|X| 22| X7 £3et 4 U= 22| M8 2 JLICH

ASAM 7|8 QIS S AFE LI

HAE= ASME AHESI0] ONTAP A=t ST = ASLICE MAL Holofl= Ml ZHX| D7 Ha=7t

* clientCertificate: Base642 Q2

* clientPrivateKey: Base64 - HZEl 7102l 7|2| Q1AL =l ZfIL|Ct,
A
T

. TrustedCACertlflcate Mzl ¢l
Z< O] o7 HE HSSHoF gfL|ct, AMzlg

el YIS 20| = LS A ZRHELIC.

1. 2210[2AE QIEM & 7|E M|t M4 Al CN(ZH 0|F)S ONTAP AHEXtE HHSHH QBSHYAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FItetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| %OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22t0[|AHE AZM I 7|(1EHA)E HX|RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HOIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MHE QISME A5t 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM

O|EQ = HEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2HQlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO|M F2 2tE ArE5He] WA =S WdRlL|Tt.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

AUCIOIEY 4= ASLICE O|HA| 5HH AR} 0|F
ASME A8t MAEE= AEXt O|F/Y2

2IZ AEES F7ftof gt 2F

=]
Aldtieh T 07 Ha7F EohEl YO0l EEl backend.json IHY S AMERILICH tridentctl backend



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

ASE 2| MY uf AEEZ|X| 2A2|XH= HX ONTAPO|M ALEXte| 2 E HO|0|Estjof LIt O

(D Ch2oll= MAE HOO|EZL ASLICEH ABME =|HE mf of2] ASME MEXOA =7t =
AgLIC 33 ChZ HAETH HHO[EE|0] M (S ME AFERILICH O2{H ONTAP S2{AE0M
O|F QIZSMEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

HA=Z HHO|ES = o|0] W= SFO Tigt MM AT SHE|FHL O|=0f| HdE =5 HZ0| S-S DIX[X]
ASLICH HAlE AH|0|ETH HZHO0|H Astra Trident’t ONTAP Hl=2t EAISHT ots £8 ZgdS N2|g
ASS LIEFHLICE.

NFS AAZE FMS ptafgiL|ct
Astra Trident= NFS AAZE HM S A5 Z2H|X 5= EF01 CHet AMAS Ho{gL|C.
Astra Trident= HAZE YHMS ALES Mff LIS F 7HX| S8 S HMSELICHL
* Astra Trident= AATE HM XA E SHoZ 22|e = JFLICL 0 2 ZEO0|M AER[X| 22Xt 58
= A= IP FLE UHEHUHE CIDR 28 552 XIEYLICH Astra Trident= O[2{et Hl0f| £3t= == IPE

AAZE HMO| S22 FI7HRfLIC E= CIDRE X HSHA| 8CH =0 TAE 2 2E He|2 RLIPHAE
IPZt LHELHZ| FHMof| =7HE LT,
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+ AEDIT| BRIAHE YAZE HAMS WD FAS £SO HIHE £ YALICH Astra Tridents A0 T2
AAZE T 0|8 KHBIX| ShE Bt 7|2 AATE HHE ASELICH

CSI Trident2| 20.04 22[A= ONTAP #Al=0f| Ciot AAZE HMS SHO =z HE|d 5 %EE 7%% IS Lt
et AE2[X| 2EXs AII* TAS =322 Folot= Tl ZYR L& 1P| 518El= T4 S22 AT
UAGLICH AAZE YM 22| S A ZtA5I0 2 AALE YMS 27 Of'l' o ol AE2|X| ELE1*E101| the
Aol BRotA| dsLICt. ot AER[X] SR{AEO| tist AMASE XIFE Helol IP7t UAs AR ==0f 2t
Heteto =M MEstel XtE 2E|E XA ELIC

@ CSI TridentOl|2F LIELH7| MAo| SH 2| E AFE2Y & JESLICH ZUX} =71 NATEDZ} OF:IX|
stolst= Z40| SR StL|C}.

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"],

"autoExportPolicy": true

0| 7152 MBY U= SVMS| ZE TAFEO| LS CIDR S2(0: 7|& AATE B 5|88t
@ NAIZLE FA|T} S AFK SHEI AT E HMO| Q=X| QIO SHL|CH Astra Trident= $I3t SVM

HE NetApp2| HE 2 MHI% % P2 HAIL.
Ct22 f12 HIE ALE3HH 0] 7|50] ZtS3sh= YAl cist @FLICt.

* autoExportPolicy 7t 2 MHE[N J}ELIC true. O|= Astra Trident?} Of CHSt AA T E HMS MMSICH=
WS LIEPHLICH svml £ AFESHH 72 £t 8! AXE M2[ELICt autoExportCIDRs & =5. 0|€ S04
UUID 403b5326-8482- 40dB 96d0-d83fb3f4daec XU 7t U= BHAEE AT 4 QUSLICE
autoExportPolicy & & A™ELICt true O|2t= O"AEE x-IxHO MASLICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMOA].

* autoExportCIDRs £ =5 F50| X0 JYESLICE O] HE= MEf AFZO|H 7|2X 22 ['0.0.0.0/0",
":/0"|ILICE HOlE|X| 942 B Astra Trident= At L =0 ME DE MY HRQ |RLIHAE FAE
kjl-'c')'i'L_lEl-
=/T® .

Ol oM = LICE192.168.0.0/24 T4 37H0] HSEILICE O] A HR|0| £5H= Kubernetes ' = IP7} Astra

Trident7} ‘4 Mot= AATLE HMMof| =ItE S LIEFHLICE Astra Trident?t == L EE SS6HH E2| IP
FAE AMSIH of MSE T4 EE3 CHESH0] &Y L|C autoExportCIDRs. IPE HE{S = Astra Trident=
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YA E S2t0|AE PO gt HAZE YM FAS WHoIH, AHot= 2} L =0f Dol Stte| 72l AFSELICt

AHIO|EE £ UJELICH autoExportPolicy X autoExportCIDRs HHoll = = OFE Z0f| AFEEILICE 7|&
CIDRZ x}Eog ZE|StAHLE AH|SHE BA =0 A CIDRE F7He & UELILCE CIDR° AHE M= 7|E HEO|

2OJX/x| T2 FOIGH0F BILICH B HIZABIEE HEE 4~ ABLIC aurosxporrolicy AT Ho
A0z Ml LjEUy| B0 SORILICH ol2A) stefel B AFO} HLIC exportrolicy HAE T4
o4 w2t

Astra Trident7} HAlEE MMSIHLL FH|0|ESt =
SHE tridentbackend CRD:

mjo
>
00
Of
2
1=
)
n
i

sfolgt 4= QUELICH tridentctl EEE

./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

= C 7t Kubernetes 22{AE{0f| 3=7t%| 10 Astra Trident ZIEZ2{0f| SE&|H 7|Z A= 9| LYHLYT| HAO|
oo EELICHOl XIEEl =4 H|0| £5HH &) autoExportCIDRs M AEE).

L EJ MAHEH Astra Trident= 22121 HEfQ! 2= MA =S HASI =0 TR AM[A 21S H|HELICE Astra
Trident= Z2|E[= HA=9| LHELT| FHO|M O] .= IPE Mt 22 02 ES YX[SLICt B, S2{AEQ| M
L=EO|M O] IPE CHAl AFESH| 8= of ORI YL L,
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ONTAP NAS 74 &M 8l o

Astra Trident A1%|5 56§ ONTAP NAS E2/0|H{S 44611 ALSsts o] Chof 0PI, 0] Mol
o= 74 OfF| 5 A Z StorageClassesoll HTISH Wiof gt A2 HEE RBBLICH

Of7H tH =
version

storageDriverName

backendName

managementLIF

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password
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svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize
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debugTraceFlags

nfsMountOptions
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useREST
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"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

£ ontap-nas % ontap-nas-flexgroups O|Ml Astra TridentZt MEE AHLS AIESIH

snapshotReserve Percentage ¥ PVCE Flexvolll 3IA7|E Z2HIEA| X|™ELICH. AM2XI7} pvcE
SHMSIH Astra Tridents M AME AMESHH O 2 378 71X HE FlexvolE HHYLICL. O]
AMZ Sl AMEX= pvcOlM 2T MY| Jt5 37t &dHEY £ JA0H FE J7HEL N2 32
atesh & QELICH. v21.07 O|HOlE MRXM ALHAF HZE Z7H2 5032 St pvc (Ol: sGiB)E
[eRs -y [[H MI| 7tset 37t2 2.5G6iB0| SoELICH. AMEXL 2Fst A2 M| =EX 07| wERLCH
‘snapshotReserve O HHE S0 ZEHEILICE Trident 21.078 AFESIH AEXIF QESH= 20| MI| It5T
S7t0] 11 Astra Trident?t 2 HQ|ELICE snapshotReserve A 22| HHEEE HA|ELICH o= HEE[X]
9§$L|E|' ontap-nas-economy. 0| &5 &AlZ He{H L3 0|2 HZSHYAIL.

AM

rlo

CtZa Z&Lct.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, & 2& 37|= 2/.5=10GiBO|11 A2 7ts%t 37|=
5GIBILICE. O]= AFEXIZE PVC QEOIAN 28T HAUL|CEH E Z=IBLICH volume show BH 0] KXt FAFSH
Z1tE EA|Hof ghL|Ct,
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Vserver Voelume

Aggregate state Type Size Available Used%
_pvc_B89f1cl56_3801_4ded 979d_034d54c39574

online RW leGB
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online RW

2 entries were displayed.
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"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3dulIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas AtS WELHZ| HMO[ U= =210[H
Of 0|0l M= Astra Trident?t & AALE YIS A5 HAARE YIS NSO = Mot 2 SH=F X[ASt=

ghHg Hol FELICH 0] 7|52 of CHSHM = SLSHA| HSELICE ontap-nas-economy ¥ ontap-nas-
flexgroup E2I0|H.
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup =20|H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster":
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas IPVv6E AtE5t= E2I0|H

{
"version": 1,

"storageDriverName": "ontap-nas",

"test-cluster-east-1b",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}
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ontap-nas-economy =20[H

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

It AEE|X] E9f HAlE o

Of2f EAlEl S WAL Ho| AN o 22 2= AE2|X| E0f thet 5T 7|=2240| €FELIL spaceReserve

913, spaceAllocation HAY B2, U encryption AAY . 7t AEZ|X| E2 AEZ|X| MM0

HolgLHCt.

Ol oMz L8 AER|X| Z0| XM|HMO 2 MY ELIC spaceReserve, spaceAllocation, ¥ encryption &t

YR 20| 2ol 2FE 7|2eUE BHELIC

ontap-nas E20[H

{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

"defaults": {
"spaceReserve": '"none",
"encryption": "false",
"gosPolicy": "standard"

by

"labels":{"store":"nas store", "k8scluster":

"region": "us east 1",
"storage": [
{
"labels": {"app":"msoffice",
"zone":"us east la",
"defaults": {

"prod-cluster-1"},

"cost":"100"},
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"spaceReserve": "volume",

"encryption": "true",
"unixPermissions": "0755",
"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels": {"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup E2t0[H

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
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"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"flexgroup store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold", "creditpoints":"50000"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"gold", "creditpoints":"30000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"protection":"bronze", "creditpoints":"10000"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",

"encryption": "false",

"unixPermissions": "0775"
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ontap-nas-economy =20[H
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
b
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"6000"},

"labels": {"department":"legal", "creditpoints":"5000"},
"zone":"us east 1b",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"department":"engineering", "creditpoints":"3000"},

"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"



"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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NetApp ONTAPE Amazon FSx2} 271 Astra TridentE ALE3IMAIR

"NetApp ONTAPE Amazon FSx"= NetApp2l ONTAP AEZ|X| & H|H|7} HZ6t= MY A|AEIS Alsst 0
Aalish 4 Q2 HHSHA| 22| E|= AWS MH|AQIL|CEH NetApp ONTAPE Amazon FSxE AtE St
NetApp 715, 845 U 22| 7|52 &8st= SAl0, AWSO| HI0|HE MESH=E ZHH Y, BIgy, 2ot SH NS &8
= UAELICL FSXE ONTAPS| CHkot I A|AE! 7|51t 22| APIE X[ @ SLICE

ot A|ARI2 Amazon FSx2| 8 2[AAO0|H, 0|= AtL ONTAP 22{AE{2} RAFRILICEH 2F SVM LHO| A o
AAHIY DIHY ot ZECE XZEst= HI0|E ZAH| 0|2l stLt o] Ato] EES MM T 2 UESLICE NetApp ONTAPE
Amazon FSxE AF25tH 22t =0j|A Data ONTAPZ} 2|3 IHY A|ARIO 2 HZEILICH ME2 IHY A|AH
{HE * NetApp ONTAP * 2t BHL|LCt.

NetApp ONTAPE Amazon FSx2} Astra TridentE AF25HH Amazon EKS(Elastic Kubernetes Service)0i|A{
HYE| = Kubernetes 22{AE 7} ONTAPO|M X[st= £ Y It J4 SES T2H[NIE = JASLICL

ONTAP I} A|AEI2 Amazon FSx A

Ats g0 AHEl Amazon FSx IHY A|AHIY| MM El 2E2 TridentOl| A AXIE £~ Si&LICEH
PVCE AtH|St2{™H ONTAP HIX ol CHst PV & FSxE 5O AH|s|{OF fL|Ct.

O] EXIE YXIotaH:

* Quick create=S AL2510{ ONTAP L} A|AHIE FSxE MMSHA| OYAIL. HE MM
YIAEZUME AHE HAS AT £ JAOH 4 HE SMH2 NZoHX| QELICt
C

© BE 44 8 NSOHE 32 X5 HlS HleLeRILIC
KIIEOl = 7|12 Qlo| EE5S MAXOZ AtY|IE

k=]

=

K-S U S HIEYSISHH Trident=
H HA = =

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
O Disabled

Astra Trident0l| CHol XtA[5| ZOE YA
Astra TridentS M3 AFE3t= 22 020 MISE 2 3AE M3 SX[SHYAIL.

* "FAQ E EZSHAIR"

* "Astra TridentE ALE3t7| 2I3t 7 ALE"

* "Astra Trident 715"

* "NetApp ONTAP& ONTAP, Cloud Volumes ONTAP %! Amazon FSxE 7Ast= 2 Al
* "Astra Trident E&"

* "ONTAP SAN EHollE 1"
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* "ONTAP NAS tHoll= 1 A4n

C2}0|H 7[50f| CHaH XtAIS] Ot AR "0 7",

r

NetApp ONTAP& Amazon FSxOf|Af AL ElLILt "FabricPool" AEE|X| AIES 2E2IYLICE 0 7|58 AHE5HH

C|OE{2f AMA|A I O 0] 2t HIO|E{E AIB0| MY = AFLIC

Astra Trident= ¢t CHZ MAHE 402 O| AEILICt vsadmin SVM AFEX} EE= SASHHEHS J1XI CHE 0| 29]
AHE X} NetApp ONTAPE Amazon FSxOll= 7t Y ELICH fsxadmin ONTAPL| H|otEl ARl AF2XHULICH admin
S AE AEXL E AI26HKX| &= A0| EELICE fsxadmin Trident?t Y= AF2 X vsadmin SVM AFEXE O 2
Astra Trident 7| S0 HhAS & USL Ef.

C2t0|H

CtS E210|HE A238H0] Astra TridentE NetApp ONTAPE Amazon FSx2t E8tet £ UELICH

* ontap-san: 2 PV ZZH|X Y2 188t Amazon FSx for NetApp ONTAP & LH0f| = LUNQIL|CY.

. ontap san-economy:Zf PV ZZH|X'Y2 NetApp ONTAP =& Lo Amazon FSx& 714 7ts$t LUN
£ 71! LUNQLICE

* ontap-nas: Zf PV ZZ2H| XY 2 NetApp ONTAP =&01| Ciet MX| Amazon FSxIL|C}.

* ontap-nas-economy:Zl PV Z2H|X'd 2 gtree0|H, NetApp ONTAP =& & Amazon FSx& 74 7ts%t
Qtree =7} UYELICE

* ontap-nas-flexgroup: Zf PV ZZ2H|X'd2 NetApp ONTAP FlexGroup =E&0| CHet HA| Amazon
FSxILICE.

ro

M 7|9t Astra Trident= SVMO| X[ &l Q1B ME ALE5H0] FSx MY A|AEIQ| SVMut SASHL|CE,

g 2 AFES 4= QESLICt fsxadmin IFY A|AEI EE= O] A XIRLICE vsadmin SVME Ql8H

@ £ A 8dt= A0l E5LICE Vsadmln CHA AFZXFRILICEH fsxadmin BHAIEE A MBEL|CH Astra
Trident= O] ALEX} 0| St S E AFE6H] FSx DM A|AEIDF SAISHL|CE

XA 5 (g YHar IS M 7| S ZHof| 0|S3t| ff8l 7| ZE WA =S HH0|EE 5 ASLICH T2{Lt o Hof|
StLtel 215 APt XA ELICEH THE 215 WHO = Tetste{H Wil FLGof|M 7|Z &S H7{sHoF LCt.

£ 27 MSot{1 ofH 7 oo = 0] 21F Yol MSE s 277t
Al
=

2150l chet Xt

* "ONTAP NASZ X|glgtL|C}
« "ONTAP SAN"
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NetApp ONTAP& Amazon FSxE AE25t0] EKSH| A Astra TridentS &5t M BtL|Ct
most A
* 7|& Amazon EKS 23{AH = AHA| 2|8 Kubernetes 22{AE kubectl MX|E[0] QLE&LICH

* 22{AES I AR} LEO| M HAE £ Q= NetApp ONTAP IFY A|AEI2 J|Z= Amazon FSx X SVM(AEZ|X|
P r=IPNES )?=. L|Ct.

* Off Chslf ZH|El ZYX} EQLICE 'NFS 2/ = iSCSI".

@ Amazon Linux % Ubuntudll 2%t .= FH| CHAIE watof LT "Amazon Machine
Images(0FOrE Al 0|O|X])" (AMI) EKS AMI 80| 2t CHEL|C,

Ct= Astra Trident 27 A2 £ EXSHMA|Q "0 7",
EHA|
. & BILIE AL26}0] Astra TridentS H{ I SHL|C} "H I e

2. Ct23} 20| Astra TridentE FAStL|CE.

a. SVMQ| #2| LIF DNS O|E2 & ELICE o|E S0, AWS CLIE A5t E R&LICH DNsName Off 43

Endpoints — Management CtS HHS At =
aws fsx describe-storage-virtual-machines --region <file system

region>

3. 2l

—

ontap-nas

flet ASME TS0 AL E AH8%t= BR ontap-san HAE, HX "07]". & AESt= BR

=
=) [ [=)
sl =, & "of 7|,

mjo

oY A|AHIN HEE £ A= 2E K[| A SSHE AHESHH THY A|AEI(0]]: 1B A A X[)0f|
§—|o|o|- 2 Q&LICH E A|._g_'é'l-[_||:|- fsxadmin M_Q_xl. ol A|AEIS MM
Ol M 22| DNS O|& aws fsx describe-file-systems.

me "¢
4
0x
rot
0o
tot
=

4. ofzf oflofl EA|E! CHE QIZ Mt 22| LIFS| DNS 0| §2 AFE5H0] Molle m g MM StL|C}

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs5-XXXXXXXXXXXXXKXXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
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sl = DFS710]| CHSE REAM|Tt LHE2 CFS 23 E AXSIMAL.
* "ONTAP NAS E2I0|HHE AH25H0 WAl EE A etL|Ch
£5 T

* "ONTAP SAN EZ}O0[HHE AIE3H0] HAl=S

@ X|HSHX| DR AL dataLIF @ 22 ontap-san Y ontap-san-economy Astra Trident?t Ct&
FEEMNEY = ULE of= EEI0[H,

@ £ Z=IYLICt 1imitAggregateUsage D7 Ha= 0N &SOHK| EELICH vsadmin 2
fsxadmin AFEXH AH. O] 047 H4-E X|HoHH 74 =heio| MojgfL|Ct.

BT 3 IS S9s10] S MABILICH AER|X| 284, 28 Z2u|HY 9 PODO| 25 Dj2E

* "NetApp ONTAP& Amazon FSx ZA{"
* "NetApp ONTAP& Amazon FSx 221 HA|2"

kubectl2 BHAIEE OHEL|Ct

HHRE = Astra Trident?t AEZ|X| A|AE! ZHO| 2HA|IE ™| St LICE. Astra Trident7t AEZ|X| A|ARD E4SH=
HIEH I} Astra Trident7t AE2|X| A|ARIOAN 252 TZ2H| N dste BHHS LB ELICH Astra TridentS AX[$H =
CtS tHA= A= E M HSH= ZQLICH & E‘*E'°H-||Zf TridentBackendConfig CRD(Custom Resource
Definition)E A3t Kubernetes QIE{HIO|AE E3ff Trident HAIEE = MM oI Ha|e 2 JYSLICEH E ARSI
0| ZtAHS 3 & YUELICE kubectl EE= Kubernetes HIEES QI8 SS¢t CLI TS AIRE 4= &Lt

TridentBackendConfig

TridentBackendConfig (tbc, thconfig, tbackendconfig)e 2 AHESI0] Astra Trident HAIEE 2t2|gt
= e ZHEJME 0| = CRDRLICH kubectl. O|X| Kubernetes 3! AEE[X| 2t2|Xt= M8 HHE FEL|E]
210| = Kubernetes CLIE Sdli 2T HAEE MM O ot2[e &~ JSLICH (tridentctl)E S2ILICH

E MMet il TridentBackendConfig QEME CI31f 22 $A0| LMBILICE

A== AEXIL MISSHE #dof| W2t Astra Tridentt| M XtS 22 WHSLICEH O] =2 LHRXHOE 2
A EILICt TridentBackend (tbe, tridentbackend) CR.

==

* £ 22®LICt TridentBackendConfig Off 1RSHA| HIQIYEILIC TridentBackend Astra Trident”}
II-A-I'c's AL||:_|.
ToM-d

242b T rldentBackendConflg = A2t LY 2 FXIELICH TridentBackend. A= HAIEE MA|
A 25| 2] AHEXHA ®MB == QEH0|AO|H, 2Xt= Trident?t A4| BAE RS LIEILY = HEHQLIC

@ TridentBackend CRSE= Astra TridentO| M XFS O 2 MMSHL|CH =Fe 4= QlSLICtH HAEES
O] ESt2{H 2 350 0| 2UZ +HBLIC TridentBackendConfig LEME,

Of HAL2 S o|E #ESHUAIR TridentBackendConfig CR:
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

o| 02 AT A& YALICH Trident - &% 27 Yt AEa|X| ZHE/MH|AQ HE THS 9t
Cla=algiLict,

E 2EIYLIC spec WA= 2t 2 07 H-E ALEELICE O] of|of M= A=A M E AEYLIC ontap-san
o7lofl £= MSE 79 oi7H HE ALESH0] AE2[X| E2t0|HE 22 EgtL Lt /St AE2|X| =210 of| CHet
74 U SE2 S XYM "AE2|X| E2t0[Hof CHeh #llE 1 FHE LT,

£ Z2IBL|C spec MMOl= & ZSE|0] QELICH credentials 9 deletionPolicy Ol M2 ==
ZCRILICH TridentBackendConfig CR:

* credentials: O] Of7 HE= T LEO|H AER|X| A|AR/MH|AE Q1BsHE O AFRE= Xt SHS
TZoHStL|Ct AFEXL M Kubernetes Secret@ £ MHEILICH X1 SHS UG HIAEZ HMES £ QIOH QR 7}
BEANSHL|C}
=2od .

i)l
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o
-
iul
_lTl_
o
4n
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A
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of
ot
i
I
>~
)
9'1-
4> ot

= o=
° delete: 12{H F &=0| 25 MH|ELICI TridentBackendConfig CR % #t& HHAIE 0] Zf0|
7| 2Lt
° retain: 7t TridentBackendConfig CRO| AN|E|0{ = A= HO|Jt A& EX|stD 2 el
USLICH tridentcetl. A M 2 HHEEYLICt retain AFEXEZL O|X EE[A(21.04 0O|H)2
Ch2e|o| =5t MM E HHAlEE |X|g = JASL|CH o] HEQ| Zt2 O|=0 HO[o|EY 4~ JUSLICE

AN
TridentBackendConfig O] MM EIL|CE

HHOlC 0|2 E AFE6I ™ ELIC} spec.backendName. X|HSHA| fO ™ HiAIE o
(D O|2e2 A™ELICt TridentBackendConfig LEME (metadata.name). & AHESI0] Bl =
0|22 BAHMo 2 MHSt= 20| Z&LIC} spec.backendName.

E OhE AlE tridentctl HAE 7t YELICE TridentBackendConfig LEHME 0f|A O|2]{ot
SHAIC S 2|5t E MEfS 4 JUESLICH kubectl 2 MMBILICH TridentBackendConfig

UELICH sYot 714 07 H4(0| spec.backendName, spec.storagePrefix,
=

spec.storageDriverName &) . Astra TridentZt MZ MdE 2 XSC=E
HFRIYBILICE “TridentBackendConfig 7|Z& BAIEE AL EHL|CE,
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= AE5H0] M A= S HEBILICE "kubect THE S +=AdHOF BfLICE.

ML T " U|E[A H[Z", H[Z0l|= Astra Trident7} AE2[X| 2 AE/MH|AQL SAEH= O E
HO| ZHE[0f AFLICE
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MMSILICH TridentBackendConfig QLEHME AEZ|X| 22{AE{/MH[A CHEE XEA|SH LHE 2t O]
7;”0-”A-| AHA‘|0I_|- Ol‘§§ II‘ I.AIA'EE

N
rmmo o rulo

SHAIEE MMt = 2 ALESHH s MEHE &oled £+ JESLICE kubectl get tbe <tbc-name> -n
<trident-namespace> F7} M HEE SFL|Ct

1ZHA|: Kubernetes Secret AiAd

HAZ0f Chet HMA XtH SFHO| ZetEl Ao S MLt Ol 2 2AE2|X| MH|A/ZHE0ICE CHELICE | E S

= A0

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin
password: tQAxQ7qg (>

O #ofl= 2t AE2|X| ZHZE2| H|20|| Zet=|0{0F 5h= HETJL QOF&[0] JAELICE

AELX| EHE 5 TC MHQUIL|CH H|Z ZE dHElL|Ct

Azure NetApp Files Z20|AHE IDYL|CE oH E20||A Z2}0|HE ID

GCP<€ Cloud Volumes Service private_key_id JHel 7|9] IDYLICE CVS 22|t
A S 7t GCP AMH|A A|Hof CHet
APl 7|9 &5

GCP<€ Cloud Volumes Service il 7| JHQl 7|. cvS ZE|X}t HE S I
GCP AMH|A A Hof| I1H°*A 719
OI I:i

24 (NetApp HCI/SolidFire) AETIOIE HHE XtH 3Y0| = SolidFire
S AHS| MVIPYL|CE

ONTAP ALK} 0|2 S2{AEH/SVMO|| HZAS ALEXt
O|EQILICt XtH ZE 7|8t 2150
AHEELICH
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THAO A BHE WA LICE

20HA: 2
O|Hl = BHS
ontap-san

75|M 5,;,|'L_

Z=H|7t E[RELICH TridentBackendConfig U&ELICE O] Hof|A= E

n E2t0|H= E A6 PHSL|CH TridentBackendConfig Of2H ZHA]:

It TridentBackendConfig

LICt spec.credentials

clientPrivateKeyS MEHBIL|C}

U LICE

ZC gLt
S2{AE/SVMO| A Z5t= 2= X4
S 714 250l ArEE LT

Base64 - 220U E 72!l 72
QIS ZIALICE QUE M 7|k
oIE 0l At ELICH

QIHI2E AtEXL O|FYLICE.

useCHAP = TRUE®?! B2

mAoll|C} 8 gl

ontap-san
ontap-san-economy

CHAP O|L|A|0f|O[E{ 2t &iL|Ct.
useCHAP = TRUE?! 3%

LL|CH 2 ontap-san 5

ontap-san—-economy

CHak AFEXt O] S/ILICE. useCHAP =
TRUEQ! 22 %¢°'thr g
ontap-san 3 ontap san-

economy

CHAP E}Zll O|L|A|0{|O]E{
ot QIL|Ct useCHAP = TRUE?!
A TiAQlL|C} Qontap san %
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kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: o MEHE =QIStL|Ct TridentBackendConfig U&ELICH

O|X| € BHEUELICE TridentBackendConfig CR, AEfE 2tQlgt £ QEL|CH CHS 0| 2 HZTSHMA|2.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

1=

AMETF MME|0] off HFQIE E|}ELICH TridentBackendConfig U&LICEH

] U B SHLHE A8 £ ASLIT.

)
0>
rlo

Ct

dlo

* Bound: TridentBackendConfig CR2 HHAIE0| HAL[0] YOH ST WA E0= 7t =0 JASLICH
configRef E MHEPLICt TridentBackendConfig CRE| uid.

* Unbound: S AF28}04 LIEFHLICE v, & S2ISHL|Ct TridentBackendConfig M| 7t B = 0f| HIQIZ | X|
AGLICH 25 ME MHEJESLICH TridentBackendConfig CRSE 72X O E O] BHA|0f /ESLICE THA| 7t
HZAE 20f|= CHA| HIQIY | X| 42 ME{ 2 E|S2 4 I&L|CH

- O

i

* Deleting: TridentBackendConfig CR deletionPolicy O|(7}) MH|E|EE HHE|U}SLICE
SELICt TridentBackendConfig CRO| AFK|E|0 AFR|| AE{Z M SHEILICE

o BHolEof X|&M 88X 22|(PVC)0| gle 22 E ANMELIC TridentBackendConfig Astra Trident”}

HHAIEE AMK|E & OtL|2t & APH|RLIC TridentBackendConfig UELICH

o BHAIE Ol PVC7t StLt O| & U= B AKX MEi 2 MSHEIL|CE 2 2=/8LICt TridentBackendConfig
0|20l CR2 AtH| THAIE AIEfRL|CE BHAIE Bl TridentBackendConfig 2= PVCZt AMH|El 202t
AHﬂEHJEf
| = .

* Lost: 2 HZEI B =T} JEL|CH TridentBackendConfig CRO| 4= K= 119[HO Z AN 8l
O(ZH MH|E|RESLICE TridentBackendConfig CRO||= ATK|El Bl =0f CHEE ZEJF S| J}SLICEH E
Z2/YLICt TridentBackendConfig CR2 2F A2t310| AH|e = JASLICH deletionPolicy 4.
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* Unknown: Astra Trident7} @ HZ =l BHol=E0| AME EE= =X E =10l
UELICE & S0, API M7t SESHX| &Lt 7t SHSHK| %= &
A

& RELICE TridentBackendConfig

40 met

—

o
tridentbackends.trident.netapp.io CRD7} S2E|AESL
UASLICE.

m

b Ol B2 AFSXte| JHRI0| HeE =

Of EtAl0 M= MAET HSHo = WHELICH LSt 22 R 7HX| HUS F7t2 ME|g 5= JFLICH A=
YOI E S BRll= AR,

A _— T

(ME AFS) 4THA|: XiMet LIES 2RIt A2

Ct2 BES AAsto] MAl=of THet XiMet YEE S = ASLIT

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

EESH O YAML/USON HEE HE == JELICH TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Off 7} Z&E|0] JLELICH backendName X backenduuID O CHSH SEICZ MM El HHAAIE
TridentBackendConfig U&LICH. & E=2ELICt 1astOperationStatus EEE Q| OFX|2h ZF] AtEf
LIEFHLICE TridentBackendConfig CR - AFEXI7L EE|AHE 4= JUSLICHO: AHEXIZL O[N] &5 % ATl
spec) EE= Astra Trident(0ll: Astra Trident jA[ZF Z)0i| 2|8 E2|AHELICE HF = AIY =~ J}SLICH phase
Z2Ho| ZtA| MEfE LIEFHLICH TridentBackendConfig CR % HAIE 2|2 KH|A phase Of 7F0| H|'?_|%' =)
UELICE &, O] off et ARIL|Ct TridentBackendConfig CRO| HHAIE O HAE|Of JUELICE

rulru

-r-
~

HAE It ZLotE WAlE = AO[0|ESHALE MM 4~ §IELICE TridentBackendConfig LENE
(D ME tridentctl. E AFHESI0] Mt HHAIE O|SHRLICH tridentctl &
TridentBackendConfig, "07| & & ZESHEAIL",
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£ MAELICt TridentBackendConfig, Astra TridentZ} B = “HVEI( 7|8t 2 ghE st =
X[AlgfL|ct deletlonPollcy)E SEIgfL|Ct WAIE S AKXt H 2 ISt AIR deletlonPollcy 7t

MHE =S HYE0] JELICH 2 =21 2F AH[ELICE TridentBackendConfig 8 EESHYAIL
‘deletionPolicy X2 HHE[0] JSLICL O|FA 5tH WA =Tt A& EXStD E A|‘5'3“'5f0:| ze|e & JSLCH
tridentctl.

kubectl delete tbc <tbc-name> -n trident

Astra Trident= 0| A AF2 FQI Kubernetes SecretsE AMH|SHX| &4&LIC TridentBackendConfig. Kubernetes
A 8XtE 7|U S Foljof FL|CH H|Y HEE AH|E mf= FO[sof EL|Ct L= WAZoA ALESHX| gt 20Tt
AbK|sioF L|Ct.

kubectl get tbc -n trident

2 Aot £ QELICt tridentctl get backend -n trident L= tridentctl get backend -o
yaml -n trident ZXdt= DE HAlES| 228 JtMZL|Ct 0| 220f|= 2 OHE WAIE X TEHEIL|Ct
tridentctl.

EE YH0|EZLICE
HOIE S Q0| E3HOF 3= Ol of2] ZHX|7H U 4 U&LICE

o AER|X| A|AEIY| CHt X}H SHO| HAZUELICE X1H SHS 0| EStY| 2IsH ol M AFRE[= Kubernetes
SecretL|Ct TridentBackendConfig ZK|E YO|O|ESHOfF &LICE. Astra Trident7t AtS2E HAIES
MSE XA IHA SHOZ AH|0|ERLLICE CHS HEES AAlSHH Kubernetes SecretE AH|0|ESHYA| 2.

kubectl apply -f <updated-secret-file.yaml> -n trident

* O{7H (0l AFE EQI ONTAP SVM2| 0| E)E O|0| Es{of &LIC 0] 22 TridentBackendConfig
KubernetesE Soll LENEE 2T AHH|0|EY 4 JSLICH

kubectl apply -f <updated-backend-file.yaml>
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CC
—_

rir

7|& 8 HAYLICE TridentBackendConfig Che BEE MGt CRS A& gtL|C}.

kubectl edit tbc <tbc-name> -n trident

T

oAl E AH|0|E0]| MmistH BHAlE = DpX|Y o =2 LEfXl FHO = A& RX|ELICH E AYst] 205 21 s
gholgh £~ QEL|CE kubectl get tbc <tbc-name> -o yaml -n trident EEE kubectl describe
tbc <tbc-name> -n trident.

= —

T4 ol ZHE 2elstn ot = update HES CHA| 2 = ASLIC

o
>
4]
2
=2
In
e
']
e
mjo
4>
0%t
I._l'[f
0z
IE
=2
=
g=l-
ne
k=)
i1
-
o
O

a

'_l

Q.
0]

o]

2

Q

2t

-

2 0E T "HolE 14 T oA CHs EE S AdeL|ct
tridentctl create backend -f <backend-file> -n trident

C Mdof| 2ofdtH WHall= 40| 2X7t A= AYULICH ChS HES HAst 228 B QIS eeld £
L|C}.

$0 IE
o> re

tridentctl logs -n trident
T4 oo M E 2felstn 8ot = & AAHSHH EL|C create CHA| BEE WEILICEH

. —

ol = = ApK|SiL|C}

Astra TridentO| A] HHAIE S ATH|SI2{H CHS 2 A SL|CE

tridentctl delete backend <backend-name> -n trident
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Astra Trident7h OIS 0fl A O1H8] ZXsts 25 % AHAS TRH|H S 2L HASS AH|sHed
() M-S0l ol m2u|x /X ehELIC HAS S AsA AR Aefoll LoD, Tridents
A TR et 28 W AAS 4 Belgich

1 =

+ QOIS HEH 12 BYS AL

tridentctl get backend -n trident

* DE MR YEE 22 o2 Y S AdgLCh

tridentctl get backend -o json -n trident

3
=
In
i
2
[n]
o

m

ot
-
i

SOl = ABO|E0f ATHSHH Sl 40| SH 7 UL HRE AHO|ES AZRSLICH TS TS Mot
202 21 9IS HoIY 4 YALICE

tridentctl logs -n trident

74 oo M E 2elsty Yot £ £ H#EHH ELILE update CHA BHE S WELICH

=

JSONC=E HE = = HZ2 LTt tridentctl MAE ZHA|0f| CHEH ZZHQILICE O] M2 E AERILICE 5q

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

2 AH85t0] oHE BHAl =0 CHIHAM = MEEILICH TridentBackendConfig.
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Hol= 2| &M 7t 0|5

Astra TridentOi| | B =S 242|5H= CHFet Yol thol 2OL2HAIR. S 2I0RLICE TridentBackendConfig™ O[ A
HE|XHE F 7K n{ot Ao 2 Ml S pafgt & JAELICH O] EES LS ZELIC

* 2(E) MESIH 2= £ JUELICE tridentctl 2 AHESHO] B2|BLICH TridentBackendConfig?
AL
T

* 2(8) MESI BHE £ JYELICE TridentBackendConfig 2 AFRSHH Z2|&L|CH tridentctl?

2] tridentctl 2 AFESI0] HAIEE PHEL|CE TridentBackendConfig

O MMojM= S ALESI ThE WA= S 22[dt= O] B2t tHAIE AEELICH tridentctl Kubernetes
CIE|HO|AE Eof| &I & MBILICt TridentBackendConfig @E J‘—*.

O] g2 LHZ AlLtE| 20| MEELICY.

* 7|& WA= = 7t 9IELICE TridentBackendConfig 2 AFESHH MM U7 IIER/LICH tridentctl.

c 2 HE M ¥ AE tridentctl 7IEF *TridentBackendConfig ZHA|7t JUESLICE.

T AUE|R EF Astra Trident?t 28-S 0f|2ot 0 2FSHHAM HASTE AL EXE AL|CH 2E2|XH= O F 7HX]
=M & SILIE MeEtig &~ QELICL
* E A& MEBYLIC tridentctl E AHEGI0 THE WHAIEE 22| SL|Ct
* 2 AH25H0 PHE WAlE HIRIE tridentctl MER MESE TridentBackendConfig LEHE O|ZH 7
StH HHAIETE E AFE5H0] 2| LICH kubect1 I X| RAELICH tridentctl.

EHAEE -T'.;|'El'°;. LIC} kubectl 2 TPHS0{0F TLICt “TridentBackendConfig 7|& A=
s 2Aof Chet 2= T30t 25U T

1. Kubernetes s Z MMM A| 2. H|L0||= Astra Trident?} AE2|X| 22 AE{/MH| AL EAISH= O QT XA

ZHO| |0 UASLICE
2. 2 MMBILICt TridentBackendConfig LEME, AEE|X| 22{AE/MH|AO CHEt XEA|SH LI 2t O
':"74|01|k| MMt A E FZSHMAIR. ST 74 Df7) (0l spec.backendName,

spec.storagePrefix, spec.storageDriverName' &) . spec.backendName 7|Z A=
O|EC= HHsHof gLt

—iO
[=ny
=
[n
10
-
0x
mjo
i
HT
el
°
2
r
n
o

M AMBLICE TrldentBackendConflg 7| & wHoll =0 HiQIE 6= &
CSat 22 JSON HMe|E ALESt0] HMAIEE MMIMCt D 7H-efL|Ct,

o fom e
e fomm o fom - +

| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |

o Fom e

e it tomm - fomm - +
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| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"
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1CHA|: Kubernetes Secret 244

O ofofl EAIE! ZAXE il =of| CHet Xt SFO| XetEl Y= E MLt

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin
passWord: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

20HA: AE RPERILICE TridentBackendConfig U&LICH

CHS Bl 2 MMSH= ARQ)ULICE TridentBackendConfig 7|&E O] AtSL 2 HIQIE = CRILICH ontap-
nas-backend (0| Of|0i A2} Z0[) Ot R AtE0| ZFE[=X| ZeletL|Ct.

o

¢ 0ff 3ot W= 0| 0| H|E|0f JELICt spec.backendName.
© TN O Ha plef Sl SUBL|CE.
* Tt AREX] ERE ER)2 Hel HolEet St =M E FXISHOF SHLILCE.

* A4 ZH2 Yot "HIAET} Ofel Kubernetes Secret2 &6l M3 &l LILCE
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

£ S ELICt TridentBackendConfig O[(7h) MM E|AUOH ST CEHA|= O[0{OF SLICH Bound. BB 7|&E HHAlE Q|
HOIlE 0§12 UUIDE S5t HHE=|0{0F SfL|C,

=
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kubectl -n trident get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

O|H| HHAE = E APt 2tM5| 2| ELIC tbc-ontap-nas-backend TridentBackendConfig QLENE,

#2| TridentBackendConfig & AF26t0] HAIEE THEL|Ct tridentctl
‘tridentctl® & A%t QHE HHAIEE LIFHSH= O AEY &= USLICH
‘TridentBackendConfig' . E?H #E|Xt= OflA O|2{ot WAEE M| o=

2 JUELILH “tridentctl” AMHELICEH “TridentBackendConfig® 2|1 =HAlst
.|

Al
‘spec.deletionPolicy’ 7} B2 MHEEH JUELICE “retain'.

OlE &0, Ctg WA =Tt E AESHH YHE|JCHT M-S EPELICE TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

=

Z0f| M ST ZT47t EAIELIC TridentBackendConfig MEHMOZ MME[QIOMH Al =0f| HIQIE E|ASLICH
[EHAl= 9] YUID Q.

1CHA: &9l deletionPolicy 7t 2 ™ E|0] J}ESLICt retain
O| 7HX|E AHEELICt deletionPolicy. Ol H™E2 & AHHOF HLICt retain. O|HA| otH 7t CiS1 22

A0 AIE & JUELICH TridentBackendConfig CRO| AMK|E[O & HHAIE HO|Tt A& Exsty = 22|e &
UESLICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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il
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-

®

2CHA: E ME|BLICE TridentBackendConfig U&LICE

Opx|af et

HHE| 0] UASLICE ‘retain A H| 2P S AlS Y £ JSLICH

kubectl delete tbc backend-tbc-ontap-san -n trident

= £ MAIStE AYULICH TridentBackendConfig UELICH £ 2QIsH
A

CHAIE ZIMSHA| O AR deletionPolicy 7t 2 HH™E[H JELICE retain.

2 deletionPolicy 7t 2

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

e +—————— o +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

o — o

Rt bt bt - +————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o o

e t——————— o +

AEE|X| A S LT

AEEX] SalA MY, AER[X| S2HA AH| B 7|E AERX] S2HA HI[of ot

E2|X| 222 S AT

Jas
P
of

z
>~

AE2|X] SaA OiU0| JH Oz BHS AALICH

kubectl create -f <storage-class-file>

<storage-class-file> AE2|X| SeiA It 0|EC 2 HHYOF BfL|C},

AEZ|X| E2|AE AbK|EL|C}

KubernetesO| A AE2[X| 2HAE MKA|StHH CS HHS AASLICT
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kubectl delete storageclass <storage-class>

<storage-class> AE2|X| E2{AZ WM[SHOF StL|Ct

O AEE|X| 22 E St Y&

2 HAL|X| oM Astra Trident= Al& 22| hL|Ct

o

@
-

=
=

Astra Trident?t S3HE METLICt fsType =E0 CHol M o~ QUELICE iISCSI HAEL| B2
(D &%= 20| E5L fparameters . £sType StorageClassOf| U &LILCt. esixing
StorageClassesE AtM|St1 E AHE5H0] CHA| l-d3Hof &LICt parameters. fsType A&,

7|1E AEE|X| 2eAE ELICH

* 7|& Kubernetes AEE|X| 2eHAE He{H Ot BHS HAHSLICH

kubectl get storageclass

* Kubernetes AEZ|X| 22A ME FHE He{H C[13 B S AALCL

kubectl get storageclass <storage-class> -o json

* Astra Trident2| S7|2tel 2AE2|X| SHAE He{H Ctg BHS AALICL
tridentctl get storageclass

* Astra Trident®| S7|2tel AE2|X| A M FEHE H{H CH2 HHS AASLCL

tridentctl get storageclass <storage-class> -o json

712 AEC|X| SeAS AFELIC

od

Kubernetes 1.60Il= 7|2 2E2|X| 22HA S EFSt= 7|50| FIE[JSLICE AEXIEFF =28 2A(PVC)l
ST 2ES XK b= R S 25S Z=H|XN o= ol A 8Els 2E2|X| 2 AL

c FMZ MHGIH 7|2 AEE|X| 2e{AE MO YLICt storageclass.kubernetes.io/is-default-

class 2E2[X| S22 HO|O|M true= AFBILIC Arof| et CHE 20ILE =4 2= FALSEZ oA ElL|C}.

* oS BEE MESIH 7|E 2ELX| 2HAE T2 ARE[X| SdAE FHY & ASLICE

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

151



* OREVHRIZ OhE B8 S AME0te 7|2 AE2[X| 2L FME MAZE = ASHICH

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

w3t Trident M%) T2 13 HS0|= 0] FMS Teket oiHE ABLICH

Efoll= 7|2 AE2|X| S2HA T} SHLERE QLOJOF ELICE KubernetesOl A = 042
12 7|2 Q2 FX[oHK|= 4X|T 7|2 AEE[X| 2aA7t gl= AN SEELC

— LS

A rQ
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mo rin
1 2
0%t Tuju
oF
rr >

AEZ|X| A0 C

rot
=
=2
In
T
>
%

o
-
Iu}

JSONCE He = = HE2 OLICt tridentctl Astra Trident HAIE ZiX|o| ZIL|Ct 0| SM2 E
AMERILIC §q HA AX[sior g == A= FEEIEIYLICE

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

H= X2 ASHSH

=g=1 —.*HE —.—c'iul—IEf

CSI EEZX|E MEFLICE

Astra Trident= 2 AFE3H0] Kubernetes SHAH U= =5 MEiXoz Mysto] AAY = YELICHCS
227 7|5, CSI EB 2R |52 ABSIe! Alef 3 J184 Sl w2t 2o cher ANLI} =20 S| etz
HgtE = JUSLICEH LEE S aﬂfo': ZZXH= Kubernetes 22| X7 @< 7|Hto| L EE MASH 4 Q)

== X|of L) 2 of2] 122] 012 7241 @ololl §IKIZ 2+ ULLICH Astra Trident CHE @) 0f
A2 55 T2H|MY S XIYst7| s CSI EEZXIE AFSEILICH

CSI EE2%| 7|50 cish Xpus] Lo AR "017]"

Kubernetes= & 7HX| 1/%t 28 HIQIY REE HZ2tL|CH

* 2t 8 volumeBindingMode & 2 MM EILICI Immediate, Astra Trident= EEZX| Q1A QI0| 282
MMetLICH & HiRlY 8! 8& T 2H|NY2 PVCIt MdE m M2[ELICt o|Ho| 7|2t LCt
VolumeBindingMode ot EZEX| M|Sf ZE MESIX| ¢b= S AHO| MgeLICL S 252 28
ZLCO| of|2F Q7 AFSHO|| O ESFK| 11 AAIE|L|C}.

* 2t Bl volumeBindingMode E 2 AEEL|Ct "WaitForFirstConsumer PVCO| CHSH F7 2 &2 Mo 8l
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@ £ S2=2I2LICt waitForF

oflof 5! Mg minkx| X[HELICE O|FA 5H EZ2X| 27 Arof et
H A

=50 Y4 ELct

ol

irstConsumer HIRIY BEOA= EEZX| 2{|0|20| ZRSIX| t&LICH

2
=2"1-d
0| 7152 CSI EEZX| 7|5t SEHHQ = AI8Y & JUSLICL

* £ M3HSt= Kubernetes 22{AEH

kubectl version

EEZXIE MESHHH LHZ0| ZRBLICt

"X| 2l == Kubernetes "

Client Version: version.Info{Major:"1", Minor:"19",

GitVersion:"v1.19.3",

GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",

GitTreeState:"clean",
GoVersion:"gol.1l5.2",

BuildDate:"2020-10-14T12:50:192",
Compiler:"gc", Platform:"linux/amdé64"}

Server Version: version.Info{Major:"1", Minor:"19",

GitVersion:"v1.19.3",

GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",

GitTreeState:"clean",
GoVersion:"gol.15.2",

BuildDate:"2020-10-14T12:41:492",
Compiler:"gc", Platform:"linux/amd64"}

* 2HAH LEO|= EEZX[E QASH= 2|0|=0] J0{OF ELICH (topology. kubernetes.io/region X
topology.kubernetes.io/zone)S SIYLICt. Astra TridentZ7t EEZX| QIAIZ |of AX[x[7] Fof

Z2{AEQ| LLE0f 0[2{3t 0] *

O] RAO{OF gLt
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-

eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1CHA|: EZSEX] Q1A HHollE MM

Astra Trident AE2|X| HAIE = 718M FHof| w2t SES MEMANMOE TZH|XYSIEE A £ AUSLICH 2
SHAI=Of| = MEH AFEHO| EotE &~ QUELICH supportedTopologles X|2l5ljof ot= B9 3l EH 52 LIEtL =
=2¢QlL|Ct o|2{gt BHAI=EE AL23SH= StorageClasses| AR XY E|l= /S0 A 6|2kl 0f Z2|7|0] Mof| A
QAsH= Aoo|ot 220| A EIL|CT.

CtE2 A= Fol9 of LTt
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"192.168.27.5",

"iscsi svm",

"managementLIF":
"svm":
"username": "admin",
"password": "XXXXXXXXXXXX",
"supportedTopologies™: [
{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":
{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":

]
}

"us-eastl-b"}

supportedTopologies Y HAlE o X9 Sl Y =5
g2 T U= 38 7tstt

StorageClass 0|A] Xl3&
XY 2 JHo| 5| Tgto| gt
MgetL|Ct

=
2l StorageClasses2| &

UELICE supportedTopologies AEZ|X| EY LIS

"us-eastl",
"us-eastl-a"},
"us-eastl",

=22
=

7t

HE5t= ol AFSELICE ol2{et S &8
222

=]

LIEFHLICE HHA =M ®IS ==

Z R Astra Trident= HHOIE0| 252

o=

KRS A2,
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{"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nas-backend-us-centrall",
"managementLIF": "172.16.238.5",

"svm": "nfs svm",
"username": "admin",

"password": "Netappl23",

"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"},
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}
]
"storage": [
{
"labels": {"workload":"production"},
"region": "Iowa-DC",
"zone": "Iowa-DC-A",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"}

]
by
{

"labels": {"workload":"dev"},

"region": "Iowa-DC",
"zone": "Iowa-DC-B",
"supportedTopologies": [
{"topology.kubernetes.io/region”: "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}

]

O] of[ollM = RILICt region ¥ zone E1|0|§S AEE|X| E2| 9|X[S LIEHLICE
topology.kubernetes.io/region % topology.kubernetes.io/zone 2EE|X| 22 AEE £ U=
IXIE XIZgct.

2¢t7|: EEZX|E QlA5H= StorageClassesE 2| 2iL|Ct

S AEQ LEO| 2= EZZX| 0|28 7|Ho Rz Storageolassesg Ho5l] EZEEX| HHE Tt

AELICL o[ A stH PVC 20| Chet T2 AY S st= AEZ|X| 1 Tridentoll M XSst= EE2 M8 = Ue

LEof 59 MEZE ZFELITE

CHS OIS HZSHUAIL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

/0| M ®[S Tt StorageClass H2|0| M volumeBindingMode 7} & MHE|0| JSLICH
WaitForFirstConsumer. O| StorageClasstl R HEl PVCE= PODOIA &Z=E W7tX| 2SsHX| e&LICH 2|1
allowedTopologies AFEY Y 2 FHE M3 LICH E E=2I2LICt netapp-san-us-eastl
StorageClass?t 0| PVCE MMetLICt san-backend-us-eastl MAE=T} Q[N A ||/} ELIC.

3CHA: PVC dH L ALE
StorageClass”t M4 E|0] HAIE0f| O EH PVCE Mdd = AELICE

Ol E EXSIHAIL spec OF2H:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AES ALt PVCE USH LISt 22 Zatvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 &3t PVCO| HIRIE3I2{H PODOIM PVCE A ELICEH CIZ O|E HESHAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

rr

0| podSpec2 Ol Y= =0 M PodE 0|2t E = KubernetesOll X|A|BLICH us-east1 @ 2 2t of Y
LE Zo|A MEHSILICE yus-eastl-a EEE= us-eastl-b &.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE
pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem
Zotet Al E S A0 ERLIC} supportedTopologies
J|EMAE = SES TSI E YUH0|EY & JESLICH supportedTopologies AHE tridentctl backend
update. O|= 0|0] Z2H|X'JEl H|Hof| S FX| tCH =& PVCO| T AL ELICE

* "ZIE|O|L{of| et B|AAS ZhE| T Tt

. uiE A|_-|EﬁH7|"

PVS(Persistent Volumes)2| Kubernetes VolumeSnapshots(88 A'HANHS MASI0 Astra
Trident 252 A1 SXH2E FXIg = JASLICE £t 7|E & AHA0M _clone 0|21 %
Ste M 282 MAe &= JSLICL oM 28 ARME X|JELICt ontap-nas, ontap-san,

ontap-san-economy, solidfire-san, gcp-cvs, X azure-netapp-files
E2tolH.

AlZtst7| o

Qe AN HEED L AFEXL | 2|AA HO|(CRD)7ZF A0{0F BLIC} Kubernetes Orchestrator2| X ]L|CHOd:
Kubeadm, GKE, OpenShift).

1

Kubernetes Bl I A| A4 ZIEEE] 5! CRDIt ZEE|X| @i2 32 E HXSHARL =5 AHAF HESS HIE.

@ GKE 2tZ0M HR Al 28 AU 8T Z2 2HM HAEERE YE5HK| IHYA L. GKEE
LHEE sHT AR HEERE AE-LICH
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cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2ISLICt driver Astra Trident2| CSI E2IO|HE 7t2|ZL|C} deletionPolicy US & USLICE Delete

= 32

= = = =

= Retain. E 2 8% 32 Retain, AEEZ|X| SHAEQ| 7|2 SE|H AMHA2 7} = 20 = |FXIELICH
VolumeSnapshot ZHA|7} AK|E|ASLICH

XEMIst LI2 2 LINK: /trident-reference/objects.html#Kubernetes-volumesshotshotclass-objectsS &R SHAA| 2

[VolumeSnapshotClass].

o

CHAl: 71 PvCe| ARAES MBIt

o ofloll M= 7|&E PVCe| AHAS M SL|CL

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl

kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass

source:
persistentVolumeClaimName: pvcl

Of of®of| M= o] F0l & PVCO| CHal ARHAFO| M- ELICE pvel 2HAF 0|50 2 BFE|0| ASLILE pvcl-snap.

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

O|=A| 5tH 7t MM EILICE VolumeSnapshot QRHEHE VolumeSnapshot2 PVC2 FAISHH 2 20| UYESLICE

ood
VolumeSnapshotContent &X| AYAZ LIEIL = 24X ILICH

£ MEE £ JELICH volumeSnapshotContent 2| 7HA| pvel-snap VolumeSnapshot2 AHBILICE
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kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-525400f3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:297
Ready To Use: true
Restore Size: 3Gi

Z2|8tL|Ct snapshot Content Name O AHAFS H|S3SH= VolumeSnapshotContent 4| S AlHEHL|CE,

=
=
S2YLICt Ready To Use OH7f = ARHARS ALESIO] M| PVCE YEE & AUSS LIEFLICE

—

3CHA|: VolumeSnapshotsOl|A| PVCE A-MdatL|Ct

22 ARME AFE5I0] PVCE Md5t= ol MIILIC

cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io
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dataSource = 0|E0]| 2 VolumeSnapshot2 A2t PVCE MMdl{oF &2 LIEFAL|CH pvel-snap HIO|H
A2AE AZEIL|CE O|FEH| 5HH Astra Trident?t 2 A A PVCE MESIEE XA LICH PVCIt A El = PODO|
EX1510| CHE PVCRF OHZEX 2 A S &~ QI& LT

BS MHSHA sl Trident 2&0| "AH| JEH"Z YHH|O|EELIL}. Astra
52 A4S H|7{sHOF STt

=5 AHA HEED HiE
Kubernetes HI I A| AHHAF HE ZE2{Qt CRD7t ZEE|X| U2 AR Ct2 0t ZH0| HiES 4~ Q&SL|Ct
CHA|

1. 28 AHAFCRDE MAEHL|CH

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. YUSt= HLAHO| A0 AL AESS S MHSLICE Of2 YAML OHLIHAES HESIH HYADO[AS
THSHAL.

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

-
B Y3

= LHA

¢ ll%E ﬁI:I-IiA"

* "VolumeSnapshotClass"
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25 =z
Astra TridentE AL23IH Kubernetes AFEX7L 252 MAMTH = 2hash £~ JISLICE iSCSI B NFS 282 &&=

O Zest TA0| St MEE k&L
iSCSI 282 S&LIC
CSI ZZ2H|XH'J S AI238}10] iSCSI PV(Persistent Volume)Z 2H&Hst 4 QU&LICH

@ iISCSI =& &H2 0| A X|&2L|Ct ontap-san, ontap-san-economy, solidfire-san
Kubernetes 1.16 O|A&t0| ZBtL|C},

He
iSCSI PVE &&6HH Ch3 ThA|7F ZEhE LI

t £ AH™SLICt allowvolumeExpansion BEEE 2] £ O[SELICH true.

L]
)]
—
5]
-
)

Q
o)
O
)
®
o

(0l
10
ﬂJIHJ
Eﬁ

oF

* PvC Ho| MZE! 5l AH|O|E spec.resources.requests.storage el I7|ECt 70} 5= MZ {l5t=

37|15 HrEELct
* 37|15 ZESHHHE PVE ZE0| FABH{oF gLICH iSCSI PV 37|18 ™Y W F JHX| ALI2| 27} JAELIC.

=
° PV7Z} ZE0 EI’E:'E_I B Astra Trident= 2E2|X| HAEQ| EFS 2H&SI 1 CIHIO|AS CHA| ZANSHH TH
A|AHIO FT|E ZF™TL|CT,

o HZE|X| 2 PVel 37|12 =HdI2{n 6+Dd Astra Trident7} AE2|X| el Eo| 258 shEStL|CH PVCI}
PODO|| HIQIY =| ™ Trident?} C|HIO|AE CIA| ZAFSH THY A|ABIS| 37|18 ZH™TtLICH O3 CHS SHE
Ttodo| MAXOZ 2tgEl 5 KubernetesOHH PVC 37|E YO[O|EgL|Ct.

o2l oflol M= iSCSI PVSe| & &t WAIS Hof FLIC.

12H7): 28 &&2 X|2I5t == StorageClassE TFAEHLICt

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

0|0 EX 5= StorageClass 2| 2% & ZSIEE HELLICI allowvolumeExpansion Of7H B

2CH7|: M M3t StorageClassE A5t PVCE MM BtL|Ct
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cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident?} PV(Persistent Volume)Z ‘4435104 0] PVC(Persistent Volume Claim)2t & ZgfL|Ct.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

3CHA: PVCE EA5H= PODE HolefL|Ct

O] x|l M= S AHEdt= ZETL BFESO{ELICt san-pve.
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kubectl get pod
NAME READY STATUS RESTARTS AGE
centos-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: centos-pod

4ATHA|: PVE ZHEFstL|Ct

1Gi 0| M 2Gi 2 Mg E PV 2 37|E Z=Fst{H PVC Fo|E HEst £ YH|O|ERfLICt
spec.resources.requests.storage 2Gi
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kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi

0

PVC, PV, Astra Trident 282 37|& =Ql5t0] 2tg0| M2 2Sot=A] &fle = ASLICE
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

Astra Trident= O Z2H|X|'dEl NFS PVSO| et =& 2H&S X| 2 LICH ontap-nas, ontap-nas-economy,

o) ol =

ontap-nas-flexgroup, gcp-Ccvs, = azure-netapp-files =

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8iL|Ct

NFS Pve| 37|18 =FdIHH P—PEIXM MK =2 45 28 &S S E AEZ|X| SHAE F8H0fF LIt
allowVolumeExpansion & LCEE =2 £ O|SELICt true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

AH8otH 7|1E AEE|X| 2HAE S| HET = ASLIT

O] M 80| 2E2|X| 2HAE o|n| Hdet B E
Y2 slggrt

kubectl edit storageclass =25 &2 G

-
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2CH7|: MM StorageClassE AF25H0] PVCE MAEtL|Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident= O] PVCO| CH3H 20MiB NFS PVE MMM dljof L|C}.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA: PVE EPLICH

MZ MAMEI 20MiB PVe| 7|2 1GIBE ZAst2{™ PVCE ISt MASH|CH
spec.resources.requests.storage 1GB:
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

4THA|: =HE S =elgtLct

= =

PVC, PV, Astra Trident 2&2| 37| &QIst] 37|17} SHIZA| 2S5t=X| &l £ QUELICE.
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kubectl get pvc ontapnas20mb
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7

RWO ontapnas 4dm44s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS

AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e o
fom - o o tomm o +
| NAME | SIZE | STORAGE CLASS
PROTOCOL | BACKEND UUID | STATE | MANAGED
o tom - o
fomm - Tt ettt tom— tommm +

| pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 | 1.0 GiB | ontapnas

file | c5a6f6a4-b052-423b-80d4-8fb491alda?2?2 | online | true
et ittt L fommm - fom e
fom - oo fom - e +

=8 7MM27|E X|™ot= =20l Lt

rir

o

| HOll= 28 7IMR7|E X|5h= E2t0|H e 28 71M 7|7t = El 2227t Lot QLELICT.
C2to|H =510t

ontap-nas 19.04

ontap-nas-flexgroup 19.04

solidfire-san 19.04

azure-netapp-files 19.04

gcp-Ccvs 19.04
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2ot &Lt

ontap-san 19.04

ZES 7INetof ot O/ = FRYLIIN?

Trident2 E&S 7IMQE Ol LSt 22 R 7HX| AL AL|7F |ELICE

* 28 nZ 123 Containerizing 3t 7|& H|0|E{ TEHS CHA| AFREL|CH
© $HO| ®2 o Z2(AH(0| M0l CHEH H|O|H ME 22 A8

* QFRIIYMSE Kubernetes 22{AEE 2|WEstL|Ct

* XHsl =+ S0l o =2(71|0|M H|0|E{ Ofo|2zf|o|M

IIMR7|= oA ALt

g7 =8 SHUY(PVC) Y2 2 71H7| ZEMAOM PVCE M-ddH= o ArEE LICE ZATHPVC IHY0=
CtS oMt 20| 0| &, WILAHO|A, accessModes X! storageClassName E =7} L 5HE|0{0F BFL|Ct,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

Z2IYLICt tridentctl SE0|AEE 7|&E AEER|X| 288 7IM & Ol AHEELICE Tridents =28
EtCO|E1E /XI5t1: PVC 3 PVE M5t 282 7t SLICH

2 i

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-file>

AEZX| EES VN QE{H EES EESt= Astra Trident BHAI=0| 0|20t AEE|X|0|M EES 1Q6HAH AEst=
0|28 X|™EtL|CHOIl: ONTAP FlexVol, Element Volume, CVS 28 ZZ2). AEZ|X| 282 7|/M7| HMAS
5184lj0F 5tH X| ™ El Astra Trident SIS 0f| A] HM| AT £~ UO{OF BHL|CtH E S=IELICt - EXFE 2147t HR5HH
YAML EE= JSON PVC Ite| ZAEE X|™ELCE

Astra Trident?} 28 71 27| @82 BOoH 7|2 2§ 37|E Z2H5t1 PVCO| AHELICH AEZ|X| E2t0[H 0| A
=2E2 742 = PVE PVCO| L3t ClaimRefE AHE St MM EILICE A S0 £7HA| ghet Ao Yo 2 MEE| o
UELIC retain PVOIAM KubernetesO|A PVC % PVE M3 X OZ HIQIESIH AEZ|X| 2ciAQ HIHA| Btat
Kol HAHof 9HA| EItA| ghet M oh Mo AC|0|EEILICE AEZ|X| E2HA Q| EIHA| Htet Mo MxHo| o AL

delete, PV &N A| & 2&0| AfX|=ICT

2t 288 72 M --no-manage argument, Trident= ZHH|2] £ F7| SOt PVC = PVO| CHSE 27t
SHoEX| AELICE Trident= 0l L PV 2 PVC O|HIES R A[SIEZ —-no-manage 24|, PV AHH| Al



AEZ|X] 280| MANE|X| (AELICE EE EE Y 258 I7| YT L2 CIE HYT ZAIEL|CE o] M2
| 211 Kubernetes 2|F AEZ|X| S&2| 2l0|ZAO|ES
Zefste s 20 KLt

TTod

PVC 2! PVO| F=M0| 71|06 XS 712 = PVC2 PVt 22| Y =X| R E LIEH= F MK SHQ2
MEELICH O] FA2 +F5t7LE ’AHE 4= YlSLIT.

Trident 19.07 O| & H{HO| M= PVS HES K25t E8S 7IMQE UM 25S U2 EYLICE o[ M2
Astra TridentS AFE3I0] 7t 2= F2 HIO[Ef Z=20f 20| YoM =25 7IM27|0M 282 OI2EE 5 A=A
oSS 2fRISHA| IELILE 28 7IHR7(|0M 2RIt 2ot Z2(Cl: StorageClass?t SHIEX| 842 F<) PVO| CHet
SIHM| et Yl M S 2 HESHH S7Y 5 USLILE “retain'PVCRt PVE AtA[ol ] 28 7tH27| B-S LHAl
Al gL},

ontap-nas ¥ ontap-nas-flexgroup 7tN27|

2 MME 2t EEQLICH ontap-nas E2I0|H= ONTAP 22 AE2| FlexVolL|CH £ AF25HK FlexVol2
7IMELICt ontap-nas EEI0|H= SYLSHA 2STLICH ONTAP 22{AE0|| 0|0] /Y= FlexVolE 2 7HH 2 ¢
UELICE ontap-nas PVC. OFEIEX| 2 FlexGroup vols= £ 71842 £ JELICH ontap-nas-flexgroup PVC

@ ONTAP Z=&2 Tridentd| A 7} 22{H RW 3 0|0{0f gtL|Ct. =F0| DP {2l Z< SnapMirror
A 280|222 =82 TridentE 74 27| Fof| 0|2 A E Z0{0F gfL|Ct.

(D £ 22/gLIT ontap-nas E2I0|H{7} gtreeE 7tX 1 #t2[g + gl&LICH E S2IELICH ontap-
nas ¥ ontap-nas-flexgroup E2I0|H= 5= &8 0|52 5186HX| &4&LICt

i
r)—
12
o
r
i)
o
=

Q

12

=)

®

m;
=2
>
il
glo

o|E =01, o|2t= 0|82 E&2 7IMZLICt managed volume HMAZOAM S(
HHZ AFE2TL|CE

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

fossssssss=sssesess s osssososssssssssssss=s fremmmeme=s fremmmemessmeme=s
femm======a fememmesessss s s e sese s eessasaa s fmm===== fememema=a +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

fossssssssssssesessssssasosossssssssssssa=s fememema== femmmemsmeaaaaae
fressmm=a==s L R L e X
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491ald4az22 | online | true |

frosssssesmssmeme s oo s e n s s e s e e fremmmeemeee=maa=
fe========c i e it fe=m====s fremmmeme=s F

2 =2 2t= 0|89 282 7MLt unmanaged volume (Ol ontap nas backend), TridentO|A| 2t2(51X]|
USROS HHS AELLIC
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tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-file>
--no-manage

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fmmmmeme=s fmmmmmmssssema==
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s e ittt R remmmeme== +F
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |
fossssssssss s e se s s oses oo sssssss s s e fremmmmmeee e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

E M8¢ ] --no-manage argument, Trident= 2&°2| 0|52 HIRAHLI SE0| OIREE|A=X| ABSHK| pEELICE

ZB0| +SCE II2EEX| 42 32 28 7IH27| 20| *'HH°”—|Ef

AEXt X UnixPermissionsE AFESHH 282 7tHQ= 7|& HIOJt £™-EJ}ELICH PVC ™9
@ L= dHoll= 1M 0j| A unixPermissionsE X| ™5t Astra Tridentlf]l 252 7IHLEE XA|E

OIAL|C}

M H .

ontap-san 7t 27|
Astra Trident= £H LUNO| Z &2l ONTAP SAN FlexVol= 7tH & 4= JSLICH 0l= oF LX|EILICt ontap-san
A o

E2}0|H - ZF PVC 2 FlexVol LH2| LUNO]| CH3t FlexVolE MAMSILICEH 2 AFRE £ QSLICH tridentctl

import LHE ZRet SYUS YAloZ HHS AL

* 9| 0|E2 ETILICt ontap-san HAE.

* 71X 2 FlexVol2| 0| & LHELICt. O] FlexVololl= 7t 2t0F 5H= LUNO| SHLIRH ZoHE|0f UL LT,
* o ehH| AH3HOF Bt= Holo| d=E MSELIC -1 A,

* PVC Z2| &= H|ZE|H S0l A MEHSIL|CE 7| 2X O 2 Trident= PVCE #2|5t1 A= 0f| A FlexVol &
LUNS 0|§§ HiEL|CH 22| 2| X| b= 282 E I e{H E MYSLICt -~no-manage .

e E|X] Qb= IIYE 7F 2 I ontap-san =&, FlexVol2| LUN 0|£0| X|HE|RY=X]| =elsfof
BLICH 1un0 I3t O|LIAGIOIED} 91 igroupol DFEEI0f LELIT Astra Tridentoll A 221l
I 271E /% O] XS XSO M2[ELic

J2{H Astra Trident?t FlexVolE 7t 2t PVC Ho|ot HZARILIC Astra Trident= FlexVol2| 0|8 £ HFEL|CE
pvc-<uuid> X FlexVol L2 LUNS Off ZBHSFL|C} 1uno.

7|1E 24 20| gl 2ES M= A0l Z5LILL A2 B2 282 7N = 4R HN =282
EHLIS
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o
2(8) 7IMZLICt ontap-san-managed 0l A= FlexVolLICH ontap san default SHAEO|AM E HHSLICH

tridentctl import EHE:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e +—————— -
o e - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

R et et ittt F—————— o ———
o et it o f——— +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |

e - o ———
- f——_— - = - - +

@ Astra TridentOl| A 7} 22{H ONTAP 80| RW R&0[0{0f EL|Ct. EE0| DP R B2
SnapMirror L& 2E0|E 2 &2 Astra TridentE 714 27| Hof| D|E1 A E Foof 2 Ef

element 7t 27|
TridentS AF23104 NetApp Element 2 E¢|0{/NetApp HCI EE% Kubernetes 22{AEHZ 71X £ USLICH

Astra Trident SIEQ| O|E 1t 2 &2 117 0|E 5! PVC O}Y0| o Q2 HRBIL|CH tridentctl import EEH.

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

o e et fom -
Pommmmmmm== e e Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B Fommmmmoe e +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
Fommmmmmmmomeorrrrrrrrre s re e mm o Frommmmom= Fommmmmcemoomo=s
Fommmmmmm=s it Fommmmm=e Fommmmmme= +
Element E2[0|H= S5 =& 0|53 X|AUELICL S5E =5 0|180| U= B2 Tridente| 25
@ 27| Z2M|A0HM 2F 7t gretEL|Ct o] EX|E 9 OPEW &= SHote 17t =5 0182
MSELICt 32 oh3 =XE 288 7INSLIC
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gcp-cvs 7t 27|

GCPO|A NetApp Cloud Volumes Service?l X|&5t= EES 7tMe{H oiT 0| S il 28 BEE
J|ECR 2EE AEHLICEL

) 7t ELICE gcp-cvs HAES EES SEYUSLICE gepevs YEppr =& A2 XY adroit-jolly-swift 01| Af
LIS HES AF8-LCt

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| €la6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s R e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

@ =28 22 /0|22 EE UEL7| B2 REEQLICL o|E 01, LHEL7| 27t 2l B2
10.0.0.1:/adroit-jolly-swift, 28 2= YLICt adroit-jolly-swift.

azure-netapp-files 7t 27|

2(8) 7IMZLICt azure-netapp-files MAES EES &M SGLICt azurenetappfiles 40517 28 &
IS importvol1'Of| A CHS HHE S MEMEHL|CE,

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

e femememm== femmmemsmeaaaaae
o e s e e s e e e e fro— e 1
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e e fremmmeemeee=aaae
fre=====m==s e fe=m====s e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

R e fememeemeeaeaa==
fmmmmmmm==a R fmmmmm==e femememaae +
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@ ANF 28°| 28 dE= I3/ 0|% |D|'-$- ZE0| AELICL oE OI2E Z27t 2l 32
10.0.0.2:/importvoll, 28 & 2L|C} importvoll.

H|FIADO[A HHO|M NFS =&

1[0

—

108
aHeLC
=
=

Astra TridentE AI26HH 7|2 14| AH| 0] A0 A
HQAAHO| AN ZOE & Q&LICE,

o

gt

k-l
el
I
<
0%
10
HL
FA

CREZ AFE5HH StLt 0| 49| Kubernetes U AH[O|A0A ReadWriteMany(rwx) NFS
EES otHsHH BRE £+ UBLICL 0] Kubernetes H|O|E|E £2M2 CI2at 22 0| S MSELICH

* HOHS HESHY| ot CHbot &9 HM|A H|0f
* D E Trident NFS 22 CE2}0|H{Qt S 2HEIL|CH

* tridentctl EE= 7|E} 7|2 Kubernetes 7| 50| OfHl 7|50 o| &6HK| &4&L|CH

0| Ctojoj 132 27H9| Kubernetes HIZAAHO|ANM NFS 28 2QE 20 FL|C}.

----------------- . Primary PV Secondary PV
"primary" o : "
- (_h_Elﬂm.ﬂ.%ace
] Trident | g \
namespace

TVol €———» Tvol

1
1
1
1
1
primary secondary |
1
:
1
1

.......................

TridentVolumeReference

L P PP,

- -

L]
I
i
i
1
I
1
i
1
I
i
i
|
"
i
i
|
I
i
1
i
i
By
i
i
1
I
1
i
I
i
1
i
i
1

primary/pvci

Slorage = Ct-mrcemrssemesoeev
Volume
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EES QL= AA PVCE FMELICH

A2A HUYAHO[A ARXH=E AA PVCE| HIO|E{0| HMAT 4~ = HoHE2 2Eo{fL|Ct.
CHAN U ATHO|AGM CRE 2HE £ U= TS HofgtL|ct
SHAH 22| Xt= A HLADO|A Sl ARXIN A E2|AMVolumeReference CRE MAeh £~ Ql= #HotS
HojetL|Ct
T [=]

CHAN QA THO] A0 A E2|HIVolumeReference £ MASHL|CH

HAb HUAHO| ALl AQKH= AA PVCE £Z8}H7| 98l E2|AVolumeReference CRE A A SHLICY

-

CHet WY Amoj 20 M 39l PVCE ZHELITH
CHe HIYAmo| A9l £ RXH= 32 PVCS| OB £AE AFESHY| 23l 5t PVCE 2ZHELICE

A2 U hY HAAHO|AS PAIELICH

= 2ESH| flofl HIFAHO|A ZH S/E A4 HIYAHO|A ARXL, SS{AE 22|Xt S Cia HYAH0]A

—

of
— o
FAC| Y S X7 HQPL|CH AFEXF 2 2 HA0[A XE E=LICE

25t

—_

fjo

Fofst

rir
rir

1.+ = AT O[A _+_'|er|" *PVCE BHELICH (pvcl)E A WA O[ALL ZRE 4= U
AA HJYAHO|AL| AL (namespace2)E AR RLICH shareToNamespace £,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

o

Astra Trident?} PV & BHAIE NFS AEZ|X| 288 MMEHL|CT.

178



rd

c HEE LRE FES A5 PVCE o WA O|A0 3RY = ASLICLAE =
CZot Z&LICH trident .netapp.io/shareToNamespace:
namespace?2, namespace3, namespace4.

() - =Astol 22 YdAmolA0l BRY 4 YALICH+. 0S SU, k3T ZALIC
trident.netapp.io/shareToNamespace: *

° PVCE YO[O|Est E Zatet & JUELIC shareToNamespace HHEX| FMZ =7tg
2 AELICE.

2. * 2 AE 2|X;: * CHA L AT O] A ALXH|A| CHA | ATO]AN|A E2|HVolumeReference CRS
MAS Q= HoEE 25| QI AHEAL X H deE M-St kubeconF2ESHUYAIL.

—_ =

=
3. * LA LY AT O|A ARKE: * AA HJUAHO|AE EHZESH= CHAN | AHO|ANA E2|HIVolumeReference

CR2 BHELICt pvel.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * A HUAAHO|A ARXE: * PVCE 2HELICH (pve2)E CHA WJAAHO|AO|AM AR BILICH (namespace2)E

AMESLICE shareFrompvc ¥ &2 PVCE XM= FA.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

(D) iy Pvcel a7l 22 pyckLt ALt Zojo BiLic

X
=
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Astra Trident?| 8 %'Q'—Ilif shareFromPvVC CHA PVCO| M S 71610 CHA PVE |2 PVE 7t2|7|= XA

AE2|X| 2|2A7} gl 9| EEOE MMStD A PV AERX| 2|AAZ BRELICE CH4 PVCE PVI HAOR

HEA|ELCE

S7 =52 AHELCH

o HRAAHO[ANM SRE= EES AN = ASLICH Astra Trident= A4 HIJATO| AN M 2 FE0H CHE
HMAE ML EES SRt LHE WAAHO| A0 TSt BMAS FX| 2A2[RlLICE EES HEote 2E

|—1|°'*11|0|*7f H|7{%|™ Astra TridentZ7t 258 AMH|gtL|Ct.

ME tridentctl get ot% 252 #HelfLICt

E AM8&LICHtridentctl REE|E], E HHY = JUSLICt get St EES 7IH2= BHYULICL XpMSH LHE
CtS 3 E XS AIL.. /triment-reference/tridentctl.html[t ridentctl E& 5 %t]
Usage:
tridentctl get [option]
Zof3;

* *-h, --help: =50 Cigt =S L|CY.
* ——parentOfSubordinate string: ot¢ &2 =82 E #2|E AeretL|Ct,

* ——subordinateOf string: 25 F£oI= F2| Aot

Mgk At

* Astra Trident= IZH“ HYADO|AT SF 2B A= AS US - IELICH T &3 = 7|EF Z2MAE
AMESHH 7 =& HIO|EE HO{MX| =X 80

ot
-
o

75t Y2 PVCH| CHet HMAE F A4S 4= YELICH shareToNamespace & shareFromNamepace
oA
=

=
=
FM EEE MH TridentVolumeReference U

Ot
4o
1
o
=2
X
rir
[>
1
el
n

2 Y 0[S AEE =+ YlELICH

* S UESHAR "HRAAHO|A 2 2E S/ HIYAHO|A 2t 28 HMAE 2I8H helloE AHERLICH.

—Ho

* 2 E AHHEA7] HFZLICH "NetAppTVE & ZSHUA|L",

0

Astra TridentES ZL|E{2IStL|C}

Astra Trident= Astra Trident2| 852 ZLIEZSH= O AFEE = = Prometheus HEZ! AEXQIE NEE
Xl ZeL|Ct.

Astra TridentOll | X|S3t= HEEZIS S3ll CI2S A = ASLIC
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* Astra Tridento] AlE} 91 412 A% SRISHAAIQ. ARH0! K210] OfHH| 0| ZO{X|=X], Ol AT Wl = o}

* 43t 5. Astra Trident7t Hl= 3 XS M= O Hels AZE =l = ASLICH

@ Jl2Ho=s Tr|dent°| HEZI2 EfZ ZEOf| EAIELICI 8001 E +ELICH /metrics HEXEQIE,
Trident7t MX|El AL 0|23t HEZ|2 J|2MOZ * SN SHEILICE
st A
* Astra Trident?} A X|ZEl Kubernetes 22{AE

* ZZ0|H|RA(Prometheus) AAEA 0|42 Y £ JUFLICH"ZE|O|LHE Prometheus 75" EE= PrometheusE

= HAHSI=E MESr = AEL|CH "H|O|E|E ofZE2[H|0[ A",
1%t7|: Prometheus S EE &o|gtL|Ct
HE2IS $X5l1 WA Astra Trident?} Z2|5H=, MASH= 28 S0f| Cist HEE HOF{™H Prometheus EIAS

Mols{iof ghL|Ct. of7| "E 21" Prometheus & GrafanaZ Astra Trident2t S| )\PQOW HEZZ AdMst= 2o
CHoH MRHBILICE O] E20| M= Kubernetes 22{AE MM 2EXIE PrometheusE A&l st Astra Trident2|
HEZIS A7| QI8 ServiceMonitorS MM SH= B S MEHSH|CL,

2THA: Prometheus ServiceMonitorE PHSLICH

Trident HEZ2IS A25t2{™ £ ZtA|StH= Prometheus ServiceMonitorS 2HS0{0F &L|Ct trident-csi O CHSE
MH|AQF M petrics TE. MZ ServiceMonitore] 22 Cr2 1t ZH&L|Ct

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s
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0| ServiceMonitor H2|= Of| A BtetEl HE2l S HMBIL|C trident-csi 2
o

) floll EES| AELICt metrics
MH| A9 BHQIL|CE. 2tA O|X| Prometheus?t Astra Tridente] HIE2IS =

28
a5

Astra TridentOf| A 2 H|Sst= HEZ 2|0 kubelet2 B2 BEE MSYLICH kubelet volume * XHA|
HEZ A=ZRIEES Sl ZH Kubeletes HAE =&, Pod X M2|st= 7|EH LIE ZJof CHet HEE M3
UASLICH S XA "0o{7]".

CHE2 A8 E &= A= R 7HX| PromQL #2[LICt.

rlo

Trident el HEE 71X SLICt

* Astra Trident** 2| HTTP 2XX S&&

(sum (trident rest ops seconds_ total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Astra TridentOf|A| MEf ZEE S| ¥ 2 REST SHQ| H|E**

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* Astra Trident O] 2|olf A El 22| W X[& AlZHms)

sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

Astra Trident AF2 HEE 2OISIAHAIL

* WP 28 37|

trident volume allocated bytes/trident volume count

—

+ 2t ool TRHIXYE £ 28 27

sum (trident volume allocated bytes) by (backend uuid)
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WE =28 AL EE S 7t FLICE

() 017152 kubelet HIE2IE 2T ZLole AR 4 YALICH

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

Astra Trident AutoSupport 22{|H EZ| of CHaH XtA|S| LOotE AL
7|2X O Z Astra Trident= Prometheus HEZ! 8l 7|2 Hollc HEHE 0§ NetAppoll £2HLICT.

* Astra Trident?} Prometheus HIEZ| 8l 7|2 “”°.i| HHEE NetAppdll ELiE= A2 SX[6t{H 2 MEeL|Ct
--silence-autosupport Astra TridentE & X[Sl= S¢F Ze{2E X|™ehL|Ct

* Astra Tridente 3 2 E6f| ZIE|0|L{ 21 NetApp Support On-Demand2 E'& & UELICt tridentctl
send autosupport. 205 YE2ESI2{H Astra TridentE E2|AHdl{0f 2tLICH 235 N=5H7| Mo

NetApp2| LHE0]| S2|sl0F EtL|Clhttps://www.netapp.com/company/legal/privacy-policy/['7H2] HE 2%
HAHA]

* X|™HE|X| k2 AL Astra Trident= X[t 24A|2F SOt 22 7 FL|CL.

c 2 M8 2O = V|22 X ™”EY 4 UJELICH --since AE. 0|2 S CS ot Z&LICH tridentetl
send autosupport --since=1h.0| HE=E S8 =& & MEELICH trident-autosupport Astra
Trident2t A A X|=|= ZH[O|HLICE o[ ZAE|0| O|0|X|E ¥ S = U}ESLICH "Trident AutoSupport=
I_ngl:l_u

= .

_9

ol

=
=
e
S

* Trident AutoSupport= 7H21 Al ME(PII) EE= 7H HEE $ESHHLE &SR] ESLICEH Ol HE2 2 &M
HMBELICH "EULA" Trident aﬁlom o[O|X] Xixlofl= ME=|X| eb&LICt HIOJE 2ot 3! AZ|of CHE NetApp2l
- 240j| CHS KtM[S| YOotE 4= USLICH 07"

Astra Tridentd{| A 2t HO|2E9| of| = Ct3 2} Z&LC}.
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"items": [

{

"backendUUID": "f£f3852e1-18a5-4df4-b2d3-£59f829627ed",
"protocol": "file",
"config": {

"version": 1,

"storageDriverName": "ontap-nas",

"debug": false,
"debugTraceFlags": null,
"disableDelete": false,
"serialNumbers": [
"nwkvzfanek SN"

1,

"limitVolumeSize": ""
b
"state": "online",
"online": true

* AutoSupport HIA|X|= NetApp2| AutoSupport HEZQIEZ MAEIL|CEH T4l 2| K| AEZ|E AESH] ZHE|0]L
O|0|X|E MESt= B2 E MEY £ UELICH —-image-registry A,

* LEoH AX| YAML IHE S M43t ZEA| URLE #4E == ASLILE O] HH2 £ AE0I A = ASLIL

tridentctl install --generate-custom-yaml YAML OIS MGt S =II8ILICE --proxy

—url O CH3t @14 trident-autosupport ZAH|O|LH QIBL|C}t trident-deployment . yaml.

Astra Trident H|E2!2 H|2tMstetL|Ct

* HE2IS E 18X A02{H 2 AL28I0] AL} X| ™ YAMLS A4 M8l{oF SHLICt --generate-custom-yaml
Flag)g AFE310] 2 MAHBLICH -—metrics O CHSH SZE|= Z2f 3 trident-main Z4E|0| L.
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DockerZ £|¢t Astra Trident

HHEZ S 2leh AFE 25 Ated

Astra TridentE 71=517| M0l 2 AE0| Hx TEEES APN 27 AlgE AX[5H1 d0Hof
SfLICE.

* H{EIt R E E FFESH=X]| &QUIBLICH Q7 AFE,
El= HF Q| DockerZt MX|E|0 QUe=X| QIEHL|C} Docker HFO0| QEHE|RAOH "M X| EE= H|0|ESHL|Ch

docker —--version

*cDZEZE MY 27 AF0| SAEN HX 3 -0 A=X| eletct.

LZEZ =& A g3

NFS £ HZstHAL RHEL/CentOS 7 sudo yum install -y nfs-
utils

NFS £ H=XsIHA|2 REE sudo apt-get install -y

nfs—-common
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IZES
iSCSI

186

2 Ml

RHEL/CentOS 7

-~ O

o

- BHZ AIA"” OH7|XIE 2 XIELIC.

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

iscsi-initiator-utils HZ 0|
6.2.0.874-2.el7 O|AQIX|

solghL|tt.

rpm -gq iscsi-initiator-
utils

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

oE 3= 44:

sudo mpathconf --enable
--with multipathd y
--find multipaths n

2rolgtL|Ct
etc/multipat
@ h.conf X&
find multipa
ths no Ol
defaults.

SIOISHMAIR iscsid &

multipathd &% &:

sudo systemctl enable
--now iscsid multipathd

MLtk

3t 3 AIE iscsi:

sudo systemctl enable
--now iscsi



IZES
iSCSI

23 HA| BH
= 1.

Chs Al2" 71X E EX[RLT.

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. open-iscsi T 0] 2.0.874-
5ubuntu2.10 0|4 (bionic) E£=
2.0.874-7.1uubuttu6.1
0| & (focal)2!X| teletL|Ct,

dpkg -1 open-iscsi

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. 05 32 8%:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

stolgtL|ct
etc/multipat

(D h.conf X&
find multipa
ths no Ol|A
defaults.

5. ZQISHMAIL open-iscsi W
t

mu l 1path tools 43} 8l
AlS
E

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service 187
sudo systemctl status



Astra Trident 7%
open-iscsi

DockerE ¢l8t Astra Trident= NetApp2| AEZ|X| ZSHES Qs Docker | ZA|AEI T} ZIH

| 1 dJ
SHELICH EO 8B X7} BHES X4 £ AT AE2|X| ZHZ0| M Docker SAE
ol2 AEE|X| 2laA0| IRH|NY U BE|S KL

BLICE. 01S o of2f AZ2|X| AR Y

Astra Trident2| 0f2] AAHAS ST SAENM SA|0f S 5 QU =
g2 E2|X|E AKX X HY &= AFLICH

A A
— o= T
AEE|X| R SA0| HEY &= A2H, Docker 20| )\fﬂ =2

ZastA
S HZSHAMQ "HIEE ot A @7 At g 7 Q47 SEEIJAEX] RISt = Astra TridentS HiZ S
FH| 7} E[ASLIC.

Docker ZH2|& Z2{1001 (KA 1.13/17.03 0|A)

AEfsE7| Fof|
@ 7|& |2 WHOZ Astra Trident pRE Docker 1.13/17.032 f%?i 22, He| 221 WS
AFE317| 0| Astra Trident Z2M|AE SX|51 Docker G2 S CHA| A|ZFSHOF SfL|CH
1. 4 Bl B E QAHA FX|:

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. DockerS CHA| A|=FgtL|CE,
systemctl restart docker

3. Docker Engine 17.03(MZ2 1.13) O|A0] MX|E|0f QL=X| &telgtL|Ct.
docker --version

HT10| £[41 O] OfL|H "2 K|S ZA|SFAHLE YO ERfLICt.

£HA
179 ol s Mdsta Ch3at 20| FME XIFEUCH

[=R=] =
UELICH “config ME MEfgrL|Ct A DA off JL0{OF SLICt /etc/netappdvp TAE A|AHIQ|
CleE2|L|Ct

° config 7|& O O|F2 YLILt “config.json 2Lt & XIS Rst= 0|FS MEY =
E

° log-level: 24 &2 X[HELICt (debug, info, warn, error, fatal)s SEILICL 7|242
QILICtH info.
° debug: C|H 20| d™E|/}=X| HEE X[™HELICE 7| 2242 false YLICL TRUER! 22 21 +FS
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MEolgtLct.

Lol ool 9IX|S ddetct.

sudo mkdir -p /etc/netappdvp

i T oS g,

cat << EOF > /etc/netappdvp/config.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret",
"aggregate": "aggrl"

EOF

2| E2{301 A|A-S A3t Astra TridentS A|ZFRILICE CHX| <version> AME &0l E2{19l
B (xxx.xx.x)2 AtEEL|LCE.

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

. Astra TridentE AFE5t0{ A El A|ARIQ| AEZ|X|E ALTILICE

a. "firstVolume"O|2t= O|E2| 252 MM TiLIC.

docker volume create -d netapp —--name firstVolume

b. AE|O[LA7} A|ZHE W 7|2 2FS MHSLICH

docker run --rm -it --volume-driver netapp --volume
secondVolume:/my vol alpine ash

C. "firstVolume" 282 M|7{gfL|Ct.

docker volume rm firstVolume
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7|& dEH(HHA 1.12 0[5}
Al=ksE7| o
1. Docker X 1.10 O|At0| AX||0f Q=X| EolItL|C}.

docker --version
H{ 10| X[ &l 0| OFL|H HX|Z UO|O|ESHA|L.
curl -fsSL https://get.docker.com/ | sh

i, HHE X|EES mEUC
2. A|AEI0]| NFS 3Y/5E= iSCSIZF A0 Q=X| EHolstL|Lt,

ChA|
1. NetApp Docker Volume Plugin &X| 5! LA

a. 228 IOIZIMCILELE 4l X £7|:

wget
https://github.com/NetApp/trident/releases/download/v22.10.0/trident-
installer-22.10.0.tar.gz

tar zxf trident-installer-22.10.0.tar.gz
b. 8X|gt ZZ22| 2[X|2 0|S:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. 74 melo| @{X|E MdgfL|ct.
sudo mkdir -p /etc/netappdvp

d 74 ods dyelLict
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cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret",
"aggregate": "aggrl"

EOF

2. HiO|H2| S BiX|5tn 7 MU S Wet = YUst= 71 TS AHESH0] Trident CIlES AIZFELICH.

() mmetx it 3t 28 Satol#ol 712 0|22 "NetApp"@lLiCt.

=
ro
=)
>
)l
rn
ot
=2
rr
o
o

(@]

Q
@

e
—
ro
m
=
=)
[>
i
>
00
ot
2
Mhr
i
o

Yot

i

2|8t 4 QaLict

docker volume create -d netapp --name trident 1

4. ZAH|0|LHE A|ZHE 0 Docker 28 Z2H|XY:

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

5. Docker 28 H|A:

docker volume rm trident 1
docker volume rm trident 2

A AE A|ZF A] Astra TridentS A|ZHeHL|CH

AAR J[EE A|ARIE ME HA| U2 Of| M &S & JELICE contrib/trident.service.example Git
repoOi| AELICE CentOS 7/RHELOIA IHU S AFESITH CHE 2 A AI2.

1. IS SHHE 2IX|ofl SAFLICY.
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cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. MU MESHD (Y 2)2 S2tolH 0|1t 714 Y FZ(E 9)0l S HEFSHo 2F S HrIetLic

=
3. IT 2MOIN 2 ArSS 2TSIES AlA" Ch| 2E:
systemctl daemon-reload

4. MH|AE 2tM3tetL|CY
0| 0|2 Ol|M me| 0|82 X|Fot= &=0] mat HEFELICE /usr/lib/systemd/system CIEEZ|
systemctl enable trident
5. MH|AE A[ZfetL|C,
systemctl start trident
S

6. JEIS SLCt.

systemctl status trident

I.

[
mjo

0

=)
©

Astra TridentE & 12{|0|=5t7Lt M| grL|Ct

A2 F0l 280 &2 FX| 211 Docker2 Astra TridentS QHHSHA| (1 a|0|EE £
U}ASLILCE O*_’EHOI': T2MHA F0l|l= &A| A|ZHO| /}IELIE docker volume E2{1
XM E HHO| M3otX| gtol E2{1010| ChA| Y= mi7ix] S8 T2 0| =ES
2Eg = glELICHL iR 22 39 F X O[LHo| et=&lL|Ct,

M mjoict & ASL|C systemctl daemon-reload IT £A0A HE At
=

a

Mo 02

iag|0|E

DockerE ¢t Astra TridentS @€ 12|0|=5t2{H CFS THAHIE ™ABHMAL.
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docker volume 1ls
DRIVER VOLUME NAME

netapp:latest my volume

2. Z2{0¢l H|gygst:

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. ZEz{aQ 40| E:
docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07
@ Astra Trident2| 18.01 &2|A= nDVPE CHASLICE. Ol A =7 ¥ 12i|0| =5l of gfL|ct
netapp/ndvp-plugin O CHet @& netapp/trident-plugin O[O|X].
4. Z2{10l 23}

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. 280| HAIE[=X| golet|ct.

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume
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Astra Trident(20.10 O|)2| 0T HZFO0f| A Astra Trident 20.10 O| &2 2 & 12j|0| =5}

L A
- O
QLRI UMY = ASLICH AMSt HIE2 S HZOIUAL "2e{Tl X", QR7L AHSHHE HE

[l = |

o
T

—_—r

@ S80S H[gdstet g S22 MAHet LS 7t 7+ ool -5 TESHH Rt Astra

Trident HXE M X[SHOF 2fLICtH docker plugin install netapp/trident-
plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

X ®MA

Docker& Astra TridentE M|7H{l2{H CtS HAHE S 2.

EHA|
1. Z2{00l0| Mot 2= 22 MAYLILC
2. 221191 H|gdet:

docker plugin disable netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39%9a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. 22170l H|H:

docker plugin rm netapp:latest

=H=

=5 &Y

EZ2 A8 =282 & MM, 22 58 & MAHE & JELICH docker volume
AL X|™HEl Astra Trident E210|H 0|29 HZHQIL|LCT,

* 7|2 0|52 ME3IH E2f0|lHE =5 M ELItt.

ood
docker volume create -d netapp --name firstVolume
* £ Astra Trident QI AEAS AE35I0] 25 MY:

[=N e

docker volume create -d ntap bronze --name bronzeVolume
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>
0%
OF
A
52

2 3R "g4", E2f0lH 7[=2L0] AFEELICt.

<
re
1
o
|U
N
il

MEolStLICh ChS oS HZ8t0| E20|HZ 20GiB 252 M HLICt.

docker volume create -d netapp --name my vol --opt size=20G

7= M BR{(0dl: 10G, 20GB, 3TiB)7t E°*5_| A4 0| ZEHEl 2XE 2 HA|EIL|CH
FSEION

=
£r9lS X
MB, GB, TB)2| {EXIZ O Eﬁ%‘#%&*'—ltt E el

| 1 ol HEMEE
A2EL|CHG=GIiB, T=TiB,...).

=52 MLt
* CHE Docker 2 &2t OIXIHX 2 EE2 HMAHELICE
docker volume rm firstVolume

() SABZ 0 colidrire-san S0l 22| oM BES A L ATIBLICE

DockerE 9I$t Astra TridentS & 18|0|E8t2{™H C}S

|
by
i
1
OOI'
St
Iz
>
to

olo
ot

=1

o

Rl
o
n
Ral

O
05 0 °J

'—IEf 7|1E %%WIM M 252 4dotH M AR *”**E'LIEF

* EES At ARMES LI

docker volume inspect <volume name>

* 7|1E EBUM M 2ES HYRLICE o[ A SHH A A Ak0] M ELICE

docker volume create -d <driver name> --name <new_name> -0
from=<source docker volume>

* EB9 7IE 2HMOIM M 2ES HIRLICE M AHM2 MEEHR] §AELICE

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>

| o O 71222 GYLICH 37| THel= 2(B, KiB, MiB, GiB, TiB) E== 10(B, KB,
Cl2 2

ntap nas, ontap-san, solidfire-san, ¥ gcp-cvs storage drivers, Astra Trident=
= UELICEH E MY I ontap-nas-flexgroup £ ontap-nas-economy E2I0|H, SX|=
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o

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",
"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedvVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

QIR0 U =F0 HMATHLICE

IIE|MO| gl Ik A|AHEIO| Astra Trident(%d|: an)0f|Al X|2lE|= AL Trident * Oonly * £ AF23}0] ZIE|0|HE S
QoM MME 25 BX|(Es oY 22)0 HMAEY = USLICHext4 HA X[™HE °/dev/sdcl Astra
TridentE S AMAE ?.18).

2t AE2|X| E2f0|H 0= Chefet 50| I_H, =& 49 Al 0|2 X[EotK Z1tE AFEXL
XEe = JASLICEH T2 2E2X]| AA”| MEE|= SMH2 Of2E EZSHIAIL.

=5 dd Y S0 olz{et SHE AEdt= A2 2Lt S A8t S8t 2 S MSYLICE -0 CLI &Y &
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operatorO|Ct. 0|21t 22 JSON 7+ Il 2= S7t ¢S Mgt

ONTAP 2& &N

NFS Sliscslof tigt =& 4 S92 L3 2Lt

SME MEfSLICE A4y
size =89 A7|= 7|28 o2 1GIBE ™ E/L|C}.
spaceReserve SES M E= Yot T2H|MJELICt 7|2252 Thin
ULICH R=%t 22 YLICH none (M T2H|NHE) U 2
FELICH volume (Y Z2H|X ).
snapshotPolicy O AMAF HMO| J}ot= g = MY EL|CE
7|22f2 YLICt none* &, =E0 Cis ARAFO]

tsoz2 HMEX| tEL|Ct. AEE|X] 22[Xp7t
+HoIX| ¢= oF, "default"2ls= HHMO| BE
ONTAP A|AHIO| ZEXYSHH, O M2 cAlZh, 2&
2F AHAE ddstn XILICH. AL EEE
HiojEE 2 0|Sste S = USLICEH
*.snapshot C|AE2|0f| XZEL|CH

snapshotReserve O|=A| 5tH A< of|H| Z7Zt0| ASt= HIE=E
AYELICE 7|23t2 24o| YSLICE &
snapshotPolicyS MEiSt HL ONTAP7f
snapshotReserve(YEH O 2 5%)5 MEHSIHLE
snapshotPolicy”} none?! 22 0%E MEIRIL|CH 2 E
ONTAP Al =0f| CHot 14 mofA 7|2
snapshotReserve /2 &Y + A2MH ONTAP-NAS-

O|Z0| £ N2|st 2= ONTAP =0 Cist 25

MM ZH0Z AT 4 /&Lt

splitOnClone =52 22 MHY o ONTAPZI 42 2E20|M FA|
SE2 ELYLICL 7|22 YLICt false. EEE 22
SHSH= AL AtE|0ll= EE|X| sdg =9 7127t
92 A 27| 20l Hd ZA 2 EE 4%l SN
22|5t= 20| 71E ESLCE o|E =01 &l
CIIO[E{HIO|AE SX[SHH B2 AlZtS Hbg = UX|ot

=
AERX Y qits O QIREE A 2ES
=2[sts Aol E5LIL.
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SUS MEPLCH

encryption

tieringPolicy

=)

ol

7t 82 NFS * of| 2t HEEL|CH*.

|1+0

S MEfel|t

—

unixPermissions

snapshotDir

exportPolicy

securityStyle

Cts

ol

—

|1+0

M2 Megc

fileSystemType
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7t M2 iscCsl * of| 2k HEELICH*.

nx

o

o

=50l NVE(NetApp Volume Encryphon)%
HotetL|CE 71222 YLICE false. Ol SHE
E5H NVE 2t0[MIATH S AE 0N &4 2t=|0f
O10F ghL|Ct.

$0 > %t =

SHA = 0| | NAEZt 2 M SHEl B2 Astra TridentOf|
TZHXMHE ZE 252 NAEYL 2MSHEILICE

KHMISH L2 CHE22 XS AIL. "Astra TridentZt
NVE 5! NAEQt HESE|= ghaln,

-

Ol ArE e AlE5et FH
QEH"E' M Cio[EE 22t
2L

4 E.“—I Ch HIZE(ZE)

2 M
= o
S AZO= 05N

=& XHAofl CHEt M3 HES MOo{ELICL 7|[2Xo=
A2 Hote 2 ™M EILCH  ———rwxr-xr-x, EE= Xt
H7| 0755, % root 2ARXH7t EIL|CH BHIAE EE= =Xt
Ao BHE Lt

1}

E 2 AFELICt true 7t 2(8) YELICt . snapshot
SES WMASH= Z20[HETE = U=
ClAE2|QL|Ct 7[23t2 |LIC false 0l= 9
7tAMEE QO|ZLICt * . snapshot CIAEE|=
J12Ho 2 MEEX| AELICL OE £0, 34 MySQL
o|O|X|t &2 L& 0[0|X|= oM 01|é>*EH§ HEOPM
UELIC}H . snapshot CIHEE|[7F HA|EILICH

EEN AIEY AAZE YMS MHBILICE 7|22
QULICt default.

E0fl HMASH= Of| AtES HOoF AEMU S ML CE
7|E’IS QLICt unix. S8 22 YLICt unix 9!

mixed.

EE
ISCSI 288 EUHE o AABES T AlAY
MFBLICE 7123t AULICk exta. S 2H2 QULCt
aj
X

ext3, ext4, xfs.



SHS MEHSL|CE Ad

spaceAllocation E E MYSLICt false HA= LUNS| SZt 2 7|52
SHAIZLICE 712252 LTt “true’ S, ONTAP= &0

37H0] &35t =E2| LUNO| M7|E s18Y + gls

SAE0| ARULICE 3t 0| SME ARSI SAE]
IO E AtK|E I ONTAPUHIM XtSOE 712
HetEe 4~ QELICE.

o

Ofzl of|E EESIHAIL.

* 10GiB 28 MA:

docker volume create -d netapp --name demo -o size=10G -o
encryption=true

_I.

© 2HAES ALESI0] 100GIB 28 M4:

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* setuid HE7} MR E 222 MAMSHL|C}.

docker volume create -d netapp --name demo -0 unixPermissions=4755

%4 28 37| 20MBYLICE
Ath2: 05| 27H0| K|HE|X| Q2 2L Atdz HAO| ULIC none, Tridents 0%2] Atz Ofd] ZZHS ALREILICH

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
© AL FHO| Y= 2 R 10%2 AFEX XY A% ofH| S2HE g ELICt
docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

» AGAEEM 8 10%0] ABKH XIH A2 o] S710| Y BES MYBLICL

199



docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© AHAEFHME A0 EES M5t ONTAPL| 7|2 A4k of|of SZHYEH O = 5%)S M ETLICE

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element 2T EQ|0{ 28 SM

Element 2ZE0] SH2 SEI AH2El MH|A FE(QoS) M| 37| 8l 37|12 EAIFLILE. =2E80| Hd&H
=52 ME3I0 HZE QoS ME X[FYLICt -0 type=service level HE.

Element E2t0|HZ QoS MH|A &
HAEl XA X 3 HAE |OPSE X|HSt= 31'%"—|Ef.

NW
oﬁ
19
HF
st
e
=
[l
)
rir
I
o
15
=0
0%k
fjo
0)—
0x
Of
kl
1
0x
H
ne
10
o
ol
ic]

7|E}t Element AZEQ0| 28 MM M

SHE MEipiL|C} Mo

size 28 37|, 7|22 1GiB £ 714 g2, "7|&2gm{"
37'“:"5G"}.

blocksize 512 EE= 4096 & SILIE AFEEILICE 7| 232 512 £=
TM g2 DefaultBlockSize &L|LC}.

o

QoS FOJt EEE TS MB 74 AS HTSHIAIL.
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

2| MM = Bronze, Silver, Gold2| M| 7tX| M Ho|7t QIELICE 0|21t 0| E2 9|2 X|™ElL|CY.

* 10GiB 2E 28 M4A:
docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
* 100GiB Bronze 25 M4A:

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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GCP =& =40 tligt cv

GCP Ez2fo[H{ 0| Cvsof| Cliet =& M SM2 C3at 2&LICtH

SMAS MEdSLICE A

size =289 37|= 7[2XM 22 100GIBYILICE.

serviceLevel Z2&° CVS MH|A =FE2 7|2XH o=z BEQIL|CH
sao A2 #F, Z2|0|g & ST CH

snapshotReserve O|=A| 5tH A< of|H] Z7Zt0| |St= HIE=
AHYELICE 7|2242 no 20|, 0= CVSOHM A%
OflH| SZHYENO 2 0%)= MEHDICH= 9|D|°|=:'|-|Ef.

of

* 2TiB =8 M4

docker volume create

=22
E

* 5TiB I[E_ll:ll =

AH‘l
S

docker volume create

servicelevel=premium

54 28 3

37|= 100GiBYILILCE.

Azure NetApp Files 28 M

Azure NetApp Files E20[H{0f| CHSE S & Hd S4
ZMS MEfetL|Ct
size
o
* 200GiB =25 M4
docker volume create -d netapp
XA 37|= 100GBYLLY.
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-d netapp --name demo -0 size=2T

-d netapp --name demo -o size=5T -o

—-—-name demo -0 size=200G



THA|
1. A% e 22001 2 (of: AL8)Z ALESI0] Astra TridentE A lst= 2R docker plugin HHE &X),
Ct=at 20| Lt
docker plugin 1ls
ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume
Plugin false
journalctl -u docker | grep 4fb97d2b956b
F 22 £E0M= tHRE 22 2HE TIEtet = A0{of L|Ch E25HX| gi2 4R CiH 1 24 & gyt
ASLICE.
2. O/ 222 A83I2{H ClH 1 222 M85 E AFet E2{1012 AX|SHL

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

EEhE-I HOo
— =

eloj ojo| Ex|El R LI 2Zd= &

docker plugin disable <plugin>

deteiLct.

docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. SAEO|A] HO|L{2| RHH|Z
ClAEz. CHO 2UE &

Ast=

a LA
getot{

HOo

ST
=
=

el o Aumel 2xls B0 olg
o i CHE2at 22 o
Error response from daemon:

connect: no such file or directory

==k

E0M ZOE MEE £
K| ™HEL|Ct ~debug E22{32S2

ZYUSLICE Crs| E2{0002 AEXIL

UELICH /var/log/netappdvp

E k) IL|C}. o] &

dial unix /run/docker/plugins/<id>/netapp.sock:

=2
=
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T20| &l= 22N 2 7|58 HF1 ASUCHL
* Ze|o[ol PVE EASt= Ol 27t A= B2, HIEA] &ASHIAIL rpebind 7F AX[E[0] A SLICE.

O
SAE OSO| 2Lt Ii7|X| 22|XHE AHESH0 &QABLICH rpecbind 7 A SULICH £ MAHSHH rpebind
MH|AQ| ME{E =olgt £ QEL|Ct systemctl status rpcbind e 12t SS53 HIF0|2t= AIL|C.

2] Astra Trident QU AEAE 2t2|etL|C}

of2] AE2IX| TS SAlO| ALSE 4 UEE 521 S Tridento] 012 AAHAT}
LQBILICE Of2f QIAHAC| 7| 2 AIB3t0] T2 0|22 KMo HRULITH —-alias

ZH|o|HY 221092 M, EE= —--volume-driver SAEN A TridentE QIAE ASISH I
Metet 9l ML

Docker 22| Z2{1Q! EHA(HH 1.13/17.03 0| &)

1. 28 8l 7 oS X|Fohs A Hm QAARAS AZEL|CH

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2 o2 WA 7

0x
]
1o
o
>
ox
o
2
rE
=
>
o
>
i
>
I
oot
Il
il

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. &S C2lo|H 0|F2Z X|Hst= 252 YIELICt

docker volume create -d gold --name ntapGold

=852 3%

=2
i
muin

o,

rlo

docker volume create -d silver --name ntapSilver

7|Z(HZH 1.12 0|8t) CHA

1. ALEXL X E210|H IDE AHBSI0 NFS o2 E2{1018 AIZfRiLCt

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json
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2. \F8Xt XY E210|H IDE AF8SHY iSCSI T2 E2{1018 AlZtetL|C}.

sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. 2t E2l0|H QIAE A0 Docker 28 T 2H|XY:

O|E S0, NFSQ| 22
docker volume create -d netapp-nas --name my nfs vol
O£ S0 isCsIe| 2%

docker volume create -d netapp-san --name my iscsi vol

AE2|X 7Y BN

- [

Astra Trident T+ 0j|

olzfet 714 M2 A8 T2l 2E2|X| ZHZF0]| 2AIGL0| 2= Astra Trident -0l HEELICE.

S MEdSLICE A9 ol
version TN I HH HS QLT 1
storageDriverName AEZ|X| E2O|H O|EQIL|Ct ontap-nas, ontap-san, ontap-
nas-economy,
ontap—-nas-flexgroup,
solidfire-san, azure—
netapp-files, £ gcp-cvs
storagePrefix E O|E0f Ciot MEi™ AHOIE _
E—'.:—A}%ILIEL 7|22} “netapdvp "
limitVolumeSize =& 371of chgt MEfH Kjst, 7|23k 106
"2 H 2 o )

solidfire-san E2I0|HE= 0| M™E 2AStT HEHE AFRSHX| 2&LICEH Docker 25 OHZOf|
E7H tenantIDE At25t7Lt 0| EX[7t A El 22 Docker?| Docker M, E2}0|H ’gE ol QA
O|ECZ T EM H|0|HE ALEdt= 20| E&LICL.

AHESHX| OHYA|R storagePrefix R4 A Z 0] CHEE (7|E7F Th J|EXNOZ 2(= )°'L|I:|-

205



ONTAP 1AM
olo| 2= 1M 2t

SUS WEPLICH

—

managementLIF

dataLlIF

svm

username

password

aggregate

206

Q0= ONTAPE AI8Y ZR LtSat 22 2|9l 84S MET £ JASLIL

=29 of
ONTAP 22| LIFQ| IP =AQJL|Ct.  10.0.0.1

L
FQDN(HHSIE 02l 0|5)2

X & 4 YLt

ODZEZ LIFS IP #A0|H X|™stx| 10.0.0.2
S 22 TPHELICE o B2
ontap-nas E2{0[H * M& *,
FQDN2 X| &g 4 JUCMH, 0| 2
FQDNO| NFS OI2E E|
A EILICE 2| B2 ontap-san
7|23t2 SVMe| 2E H|0|E] LIF
IPE AME5t1iSCSI Ot H2E
AtE5H= AYLICE o] IP Fa X|H
dataLIF 2| B2 ontap-san
E2lo|t= E2O|H7I CHE B2 E
Hlgdolsotd XI-E A0
AESHEE BL|Ct

ArgS AER[X| 7HY HA(EE| LIF7L SVM_NFS & Z2/gL|ct
SHAH LIFQ 32 HR)

AE2|X| C|HPO[ A0 H&S AFEXL
O|S&ILICt

vsadmine MEiStL|C}

AE2[X| CHto[ A0 HESH= HI
A YLct

T2H|X 'Y S I3t 0 12| AH|0|E(ME4 aggr
Ated, sVMol| M=o St 3 2) 2

42 ontap-nas-flexgroup

E2o|H, 0| 82 FA[ELICE
SVMO|| getEl 2E O J2|AH0|E=
FlexGroup 2E&& Z2H|Xddl= O
A ELICE



limitAggregateUsage

nfsMountOptions

igroupName

limitVolumeSize

gtreesPerFlexvol

-
==
0x
ot

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

=23 of

MEH AfSIO 2 AFREFO| O] 75%
USSRt 52 AP 3 B

ST

NFS OI2E SMS MUstH| o nfsvers = 4

MogL(ct 7| 232 "o
nfsvers=3"&JL|Ct. * O AT AL E &
U}ELICt ontap-nas U ontap-
nas-economy E2t0[H *, "NFS
SAE JHd EE=0I| E
EZXRSHAAIR",

Z2{73910j| M AFE|= igroup. myigroup
7|22t “netapdvp”LILCE. *

ONTAP-SAN driver * 0| A2t AL

7ts.

ZcH @H 7ts 28 37| A qgtree 3009
A2 28 37|. 2| B2 * ontap-
nas-economy E20|H, 0] FM2
MMEl FlexVol?| 37| FII2
H|gtetL|ct

FlexVolg |CH qtree= H$| [50, 300

300101 A0{0F 5HH 7| 2742

200QLICE o Z2 * ontap-nas-

economy E2I0|H, O| M S

AHESHH FlexVol*& X|CH gtree 5
AR K™ & USLICH

te 2= S8 7|2 842 XIFsHA| 840tz ELIHt.

23 of
SZhoef 2E, "3 (W Z2H|NE) 913
EEE n%_E_n(OH:II-)

A AMA M J|=gte Rle gl
et
Snapshot reserve percentage, 10

7|28f2 "0l ONTAPL| 7|24t=
Attt

dd Al FHES &9 SH20M A3l
=EYLICE 7|22 "false"YLICEH
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https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf

SUS MEPLCH 29 o

encryption MZ2 =250 NVE(NetApp Volume %t
Encryption)E X|otH 7|24 2
MM™EILICE false. O] M2
Ar238t2{H NVE 2t0| Ml A 7}
SHAEHOAM ZH3tE|0] QLO0F
grL|Ck.

HHA E0f| A| NAEZ} &M stEl 2R
Astra Tridentd]] Z2H|XU =l B =
=52 NAEZ} 2 MStEILCY,

TtMiet LHE2 OIS S BZESHA
"Astra TridentZt NVE 5! NAE2}

HSEl= A"

unixPermissions ITZH| MY E NFS 220 Ci$t NAS 777
=M, 7|28k 77T

snapshotDir off HM|ASE| I8 NAS SMULICH &
.snapshot C|AEZ|, 7|22} "false"

exportPolicy AHE2S NFS AATE HRO| NAS 7|22k
A

1, 7122k "7l

securityStyle DZH|XYE NFS SE0i| MM ASH| =8
2let NAS &4, 7[2a2
"UNIX"RILICY,

fileSystemType oY A|AE @H S MEHSH= SAN XFS
M, 71222 "ext4"=2 MY E/LICL

tieringPolicy ArEY Al M, 71242 ela, U3

ONTAP 9.5 0|& SVM-DR 749

AL "ALAF HG QLT

HNg

=

H
rz

£ Z2IgLIC} ontap-nas W ontap-san E2I0|H= 2 Docker 2&01 CHl ONTAP FlexVolE ‘4 gtL|Ct.
ONTAP+= Z[CH 12,0007H2| FlexVol 22 AEE A3 S AE L EE X|T 1,000712] FlexVolS X[ & EL|Ct.
Docker 2& 27 Ateto| o|2{st Mot He| LHoj| YoM E XM A|R ontap-nas EE2I0|H = Docker 2& M|IF
AEAFS 2B =X2E 22 FlexVolol| M ®BEl= 7t 7|5 MZ0| M2&[= NAS EFMLICE

FlexVol M[etoll =8 7tset AELCH O B2 Docker 80| HRot 32 E MEHSILIC ontap-nas-economy &
2 S ELICt ontap-san-economy E20[H.

£ Z&/8LIC} ontap-nas-economy E2I0|HE XS 2 E 22| E|= FlexVol & L0l Docker 2 &= ONTAP
gtreeE MMBILICE gtree= Y& 7|52 3460 22{AE =T £|CH 100,000 X E2{AEHY 2,400,0007HK] E¥
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Ol FHO{t <22 HlZefLict £ 2&l2tLILt ontap-nas-economy E2I0|H= Docker 28 ME AHMA E= 282

@ £ 2& -C'é LIC}t ontap-nas-economy Swarm2 2| LE0f|A 2 & MM S QA EZ|0| MK
OB = %Xl Docker Swarm0i|A| E2t0|H 7} K| =|X| @t&L|Ct

£ Z8/8LIC} ontap-san-economy E2I0|HE XS E 22| &= FlexVol2| 37 = LH0|| Docker 252 ONTAP

LUNCE MMtL|Ct O|ZA| SHH 2t FlexVolZt SHLES| LUNOI|2E XISHE|X| 2O SAN {2 Z2E0f| O LI2 2HES
HSELICH AER|X| A|AEO] 2} ONTAPE= S AT £|CH 16384712 LUNS X| @ ELICE S&0| 1 otzHoy|
LUNO| QIeE = 0| E20|H= Docker 2& M| AHAF 2 22 SHE X2 ELICH

£ MEHBIL|Ct ontap-nas-flexgroup &Y 7| U= M E ]1|EH:|f0| EARZE A8 A= HY SECE
HE X2[E sEILICL FIexGroups°| Olél’%*ﬁ’_l A& At 2= AI/ML/DL, 90| 5 24, ATES
=

OH2[H|0|EE AtEEILICE Trldent°| FIexGroup X0z Ct2 }7*0 12 AFEHO| QU&LICH

* ONTAP H{T 9.2 O|&0| HeBfL|C}.

* 0| =2 E] FlexGroups= NFS v3gt X|lgtL|Ct,

* SVMOI| CHslf 64H|E NFSv3 AEXIE AHE%t= 20| EELILCL
* X|4 HZE FlexGroup 27]= 100GBYIL|C}.

* FlexGroup = E0] CHsh A= 22 MH0| X=X E&LICE

FlexGroupsO| Hgtst F xGroups 2 AIZCE0 Cist XA LHE 2 E HZSHAIR "NetApp FlexGroup 28 2
A % 719 710|E & HESHIA|IR".

&2 2F0j|AN 13 7|55t tHr 2 &S /8 Docker Volume Plugin®| 0{2] QIAEHA S E ALE5H0] Aaie
UELICE ontap-nas E CHE BHE 2 AMESH= ARLICH ontap-nas-economy.

ONTAP 4 I 9| of

* NFSQ| 0| ontap-nas E2}0[H *
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https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
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"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "secret",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0l ontap-nas-flexgroup E2t0[H *

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "secret",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0l ontap-nas-economy E20[H *
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"aggregate": "aggrl"

* iSCSIQ| 0f| ontap-san E2}0[H *

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "secret",
"aggregate": "aggrl",
"igroupName": "myigroup"

* NFSQ| 0l ontap-san-economy E2}0[H *

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "secret",

"aggregate": "aggrl",

"igroupName": "myigroup"

Element 2T Eg||0f A

Element 2T E2J|0{(NetApp HCI/SolidFire)E AtE5t= 22 =24 +4 7t o= 0|23 SME A8 =+

AL

|
S

rr
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S42 MeypiL|ct My of

Endpoint <a https://admin:admin@192.168.160.
href="https://&lt;login&gt;:&lt;passw 3/json-rpc/8.0 LZ F2|SHAIL
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &l
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

OF ZOItHAIR

SVIP iSCSIIPFA S XE 10.0.0.7:3260
TenantName A2 SolidFireF H|H E( e “Docker”

gls 22 MAE)
InitiatorIFace iISCSI EEjTlZ 7|2 QIE{H|0|A T} “T|2L

Otl QIE{mf|o[A = Hotet
QIE{H[O| A S XYLt

Types QoS At Of2l ol E EZSHMAIR

LegacyNamePrefix A 30| == Trident AX[Q] HMEAL  “netapdvp-"
1.3.2 0| Q| TridentE A}96|-_l
7|& 288 g80|ESt= 22 0
7tS MXBl0] 22 0|2 S o)

O od2e
UH%'E._' 0| = &I HAM|A3HOF
SfLiCt.

£ 2&|8LIC} solidfire-san E2I0|H{7} Docker Swarma K|l StX| eb&L|CY.

Element 2T E 0] 1M Mo off
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https://admin:admin@192.168.160.3/json-rpc/8.0
https://admin:admin@192.168.160.3/json-rpc/8.0

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

GCP 49| Cloud Volumes Service(CVS

Astra Trident= 7|2 CVS AH|A R30| ONQI 2&2 K| LICH "GCP". Astra Trident= CVS AMH|A S3O0f|A
5185t= £ AZtot 2H74|210] 100GiB O|THe| CVS 2 &2 X[ ¥k t&LICt M2t Trident= Q™ E 280| %4
7|2t 22 AL 100GB 252 X502 MAMEHL|Ct

SE2Y 14 2 2/0|= GCPO|lM CVSE AH8E 22 0 4

i
rot
0o

>~
o

A8 = ASLIC
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types

SHS MEHSL|CE Ad

apiRegion CVS AN K| (&) o] eHAI=0f[ N
Z2ES Z2H|Mde GCP
FAYULICE

projectNumber GCP EZ=HE H3 (H4) GCP

hostProjectNumber

apiKey

secretKey

proxyURL

nfsMountOptions
serviceLevel A
|

network

®

GCPOA CVSE AtE3t= B2 0l2{2t 7|2 =& 84 2%

214

GCP ZQ VPC SAE IZME
HS (SR

CVS Zt2|Xt dgS
™ol API 7|LICHE ). 2 GCP
MH|A A[FQ| 7HQl 7| M (il =
T TA0| verbatim = AH2| JSON
S Al HEIXQIL|CH AH|A A&
netappcloudvolumes.admin 0|
9lo{of BHLI|C}.

CVS A™ H|Y 7|(Z%). CVS ¥
TEO| AN MA > AP °—.HA1|¢01|A1

e+ °'*|-IEf

T2A| MH7E CVS AEof| HZsHo}
Ste 2 TEA| URLYLICH T2 A
MH= HTTP ZE2A| EE= HTTPS
OTEANY = AELICE HTTPS
OTEAQ AR TEA| AMHOA XHA|
MHE CL'?;M% NGRS
ASM pEd AAE ZHELIC. *
Q1E0| ZMSIE TEA M=
XY= K| b&LICEH*,

NFS O2E g4, 7|24k "o

CVS 2E0| AI2E=
7|22k 7123

zZQ vPC HEYA

VPCE AIE5l= 22 ER)

71 GCP MH[A

GCP UIE®Z,

of
CEPS

“123456789012”

“098765432109”

(Hel 7| medo| LI E)

1:7'%3}-1)

“http://proxy-server-hostname/
HESHIARL

“nfsvers=3, proto=tcp, timeo=600"

“Ealnl%{u

ujl%ﬂ-”

AE ArE5t= 2 = L X80 ULt projectNumber 3

hostProjectNumber. 0| A projectNumber 2(£) AMH|A T2 EQILIC}

hostProjectNumber = @AE TZHMEQILICE

fjo

MEEY = UFLILE



SME MEHSHL|LC} M ol

— (M = = O
exportRule NFS HNA SE2(F4A 8l/E= CIDR “10.0.1.0/24,10.0.2.100”
MEUhe| 7|22+ "0.0.0.0/0"
UL|Ct
snapshotDir o HA| & E HofgtL|Ct "HA"

.snapshot C[EEZ]

snapshotReserve At o] Z2ZHH|E, 7|8ge " 107
2, CVS 7|2%E 022 MEELCt
size Z£& 37|, 7|23t "100GiB" “10T"
GCP 74 mo| of| Cvs
{
"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE47K3b1l/gqp8B4Kws8zX50jYOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGZ
1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4j7K3
bl/gp8B4Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gqp8B4
Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50
jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
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guSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRA
Gz1zZE4jK3bl/gp8B4Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zgq701lwWgLwGa==\n----- END PRIVATE
KEY-—-—- \n"
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",
"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"
by
"proxyURL": "http://proxy-server-hostname/"

Azure NetApp Files 7+A

£ F NSt AP BHLICH "Azure NetApp Files" BiIlE | CHS 0| HR$tL|Ct,
* subscriptionID Azure NetApp Files7t ZAH3tEl Azure 50| A

* tenantID, clientID, ¥ clientSecret O|lA "¢ S=" Azure NetApp Files A|H|A 0| CHSH S 25 MH0|
U= Azure Active Directoryoﬂﬁ

* Lt O] &+2f Azure 9IX|7F UELICH "9 L E AL

Azure NetApp FilesE X3 AFSHAHLE M 2|XI0|M A5t 32, Y& X7| 7140| BTt
"HHE A|ZF 7HO| =" QFLHEILICE,

(D AstraTrident 21.04.0 O|F H{ZIOI A= 45 QoS 8 B2 K#sHR Y&LICH

SMS MEHSL|CE A9 7|2

version a1

storageDriverName “Azure-NetApp-It”

backendName AE2|X| Bl = o AFEX} X[ H EE2lo[H 0|2 +“_" + QI EXt
o|E&L|ct

subscriptionID Azure +529| 1= IDYILICH
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https://azure.microsoft.com/en-us/services/netapp/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes?tabs=azure-portal

clientID

clientSecret

servicelLevel

location

virtualNetwork

subnet

nfsMountOptions

limitVolumeSize

@ Azure NetApp Files AH|A
HHEOI' A OIEE PN I=) EE

= 1=

exportRule

snapshotDir

size

Azure NetApp Files 742] 0f

IIE_JI'_C_H’ "EEII:IloET' _I:EE “UItra" %
SHLE

Azure £1X|2| O|E of M| 2F0]|
MMEILICE

el MELIO] A= Thed

HEX39| o|SYLILE

9IEl Mol |2 Lict

Microsoft.Netapp/volumes

NFS OF2E Z40] theh Hl2et H|of

¥E =& 3717t o] 2L E B
8 Y0l oRfLict

A= 100GB 0|2t 2&S XI&SHX|
2 100GB 282 M

o| &= EL TridentZ} XAt

= M3 Zt 2E0| 72X Q2 T2H[XdE= Y

M =282 WELHZ| 74 CIDR
HI|HS ABBH0] IPv4 FA i
IPva NEIYlo| X3S 21ER
T=0HOF LTt

o EA| {2 E HMojgfL|Ct
.snapshot C|HEZ|

M =82l 7|2 27|YLt

* O 1: Azure-NetApp-It * of| CHot XA sHollE 1M

|_

"-0 nfsvers=3"

@ "I2Hoz HEBEX| %8)

LIt 2ot EA | OiE2A0l8 S

dgct.

YAS HOE = ASLICE

7t
HA

7
“0.0.0.0/0”

Mo

||7_I§J|l

“100G”

217



O|= ECiHQl x4 ol pMRILICL O] E S Sdlf Trident= ™ MA| 2= 2|X|0l M ANFO| 2/E 2= NetApp
AY, 8 E 3 MEUIES HM5t1 0] F StLof| FA9IZ A &S BiXIgLCt

O #82 ANFE M3 A3l 210 JejLt X2, 82 &Y = &0 it =7t HelE MS5t AR} |dt=
EdES #AUU=A 9*°|0f_' AHE Sl AR 71H2 HERZ0M BLi 2 X} LT XEAISE LIE2 LS HIMIE

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6ct",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET"

X
(=]

* Off 2: Azure-NetApp-It! * of] CHot T 2|X] 5

dm

x

HIA 22

O HHlE M2 Azure°| "eastus" ¢X|0f EE2 "Z2|0|H" T =0 I=|Hx|°”—||1f Trident= s 2 X[0f| A ANFO|
A= RE MEHUIZ XSO 2 AMSIH O F StLIN| FEH9I2 M 2 &2 HiX[ELC.

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9%91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Premium"

* Of 3: Azure-NetApp-It * of| st 15 71

O] ol = Y2 Thel MU0 L3t 5 | €9IS OIS S0iFD Y% 28 ZRHIXY 72T WL,
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"serviceLevel": "Premium",
"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"nfsMountOptions": "nfsvers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size"™: "200Gi"

* 0f| 4: Azure-NetApp-It * O] LEHEI JHA AER|X| E

O] A= FE2 O2f HE HOolghL|tt "A=2[X| =" B ot Ciefot MH|A =F2 K|St

o= o2 8% 0| A1
0|Z LIEtLH= Kubernetes?| AEE|X| SAE MAsE{= A0 S28L|CH

rr

Ol 7tet AE2|X| ExtoliE 20|22 ZHT d5& m= WYL
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"version": 1,

"storageDriverName":

"azure-netapp-files",

"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",
"nfsMountOptions": "nfsvers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
by
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
by
"serviceLevel": "Ultra"
by
{
"labels": {
"performance": "silver"
by
"serviceLevel": "Premium"
by
{
"labels": {
"performance": "bronze"
by
"serviceLevel": "Standard",

ST =M SRS At

Docker0l|A| Astra TridentE A2 j

O|™ H{ZT0|| M Trident Docker =& 21122 20.10 0|42 = 2j|0| =&t
E=CEEE| 2F 7t gls H0|E @F I HdefL|C]
o2

1. E2{0212 H|gdstaiL|ct
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docker plugin disable -f netapp:latest
2. 2211912 HHect.
docker plugin rm -f netapp:latest
3. 7} & MIZsto] E2101S ChA| MXILICE config OH7H H=x.

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-—all-permissions config=config.json

=5 0|F2 %[4 2K 0| &0[0{Of gL |Ct,

@ O|= Docker 22}0|HEQ| H|$t At RILICtH S2f0|HE = tHY EXt 0|52 Windows HEE
SHAMSIL|CE " 257732 A ESHAAIQ"

Docker SwarmO| = Astra Trident’} 2= AEZ|X| & E2}0|H Z&0|A 0|2 X|28IX| Q=
EX™ S20| Q&L

* 3%l Docker Swarm2 £2 ID LHAl 28 0|28 1938t 22 AIHEX}IZ AFRStL|CT.
* 28 282 Swarm 2HAEQ| Zt LEZ SA|0| HSELICEH

E
* 28 E2{39(Astra Trident ZghH Swarm S AEQ Zt LEA SR O A0 BHL|ICH ONTAPS)
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2EAtet o X EL T

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

J8{H 2= Trident ZEZF CHA| A|ZHEIL|CH O] &HE2 H X HE AT + JSLICH o Z2H0j|M 'Lio|' 2
ZESHH 0|2 2eled £ JUESLICE kubectl get pod -n trident.

Astra Trident 20.07 % 20.10& tprov CHdl torc.

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

tridentcti2t &4 AX|ElLICH

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

ofsto] 2t wioll=of Ciot CIHO 238 A3 £ YSLICH debugTraceFlags HAIE HONM K E =
SHOtL|CH debugTraceFlags: {“api”:true, “method”:true,} Trident 210{|A API & 5!
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SFMSHE Mot 2H|7F 2SR RSLICH trident-installer AFEX
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install B&. MZ MHE PvS7t gl 7|&E PVS/HHAE/AER|X| AT HE | X| k2 F20 2t
Cr232[0|EE 12{SHA|2. O|X| Trident= CRDE AIE3I0 HEHE FXISIEE MHE RE AEZ[X] R4
(A=, AER|X] 22iA, PVS & =& ARANME 7t YELICH associated CRD objects <Kubernetes
CustomResourceDefinition Objects> O[] MX|El Trident HHUA ALESH PVO| 7|SEl C|O[Ef CHA
*O|M HHOR E|ZE M M2 MME PVSE MY £ glELICE * * CH2O2(|0| = A| HHAlE | pVS, AEE|X]
SA A S5 ARMACH /O 0| E/AN|) 2t 22 2H|ofl Chot HE AP Trident0ll EA|%[X| E&L|CH*. X &
Trident2| O[T A ALREl PV= S| TridentOl] EA|EILICH O] HEOZ S0t7HH KO|0|EX|X| Y2
A2 O|H™ 22|=E ALE35t0{ o|0] MM El pvSO| CHot BN AT} ZTHE|X| & LICE

* TridentE &t 5| H|Hst2{™H £ MMBILICE tridentctl obliviate crd @H. J2{H 2= CRD ZH|7}
M7 =2 CRDL| 2|7t sHM|E LICE. Trident= 0|0| Z2H|X'dSt PVSE [ 0|4 2t2|5HX| Q&L LY.

() ol % Trident S5 ChAl PA2HOF ELIC
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|70l CHet =7t HEHE MSE

HLXIE AHESHH Aot Trident HHE 2| o2

MXLE AHESHH TridentE i ZESH= B2 2 MAEHRLICH TridentOrchestrator HE Al& Installing &
BHSILICt Installed. S(E) BHESIH Failed BN, 2EX7 XHMEHO R S71E £~ gl= 32, C2 BHOE
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tridentctl logs -1 trident-operator

A3 2EX}L A0 el 2EOE FZ25IH X7t U= fIKIE 7I2|Z2 £ JELICE HIE &0, 0|2{8t EX/| & Stite=
Airgapped 2tZ2| HAEZI SEHO0|A Bt AE|0|] O|0|X|E 7IHE £ Q= ALY & USLICE
TridentS MX|5HX| 25t 0|RE LOotEHEH & MMM EMA|Q TridentOrchestrator AEl.

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version:
Kind:

trident.netapp.io/vl

TridentOrchestrator

Status:
Current Installation Params:
IPvVG6G:

Autosupport
Autosupport
Autosupport
Autosupport

Hostname:
Image:

Proxy:

Serial Number:

Debug:

Image Pull Secrets: <nil>
Image Registry:

k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:

Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 1l6s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

ol

0| == 7t 0|0| Y22 LIEFHLICE TridentOrchestrator  TridentE XSt O AI[/USLICE.
Kubernetes ZEAHOU= Tridentl QUAEATIL SHLIOE JUZS £ JASOZE RFX= AMEX] A

QIAEIATL S JUeX| 2Qlgh £ JUSLICH “TridentOrchestrator BtE = JUSLICH

LESH Trident Pod2| &EHE ZHESHH 217t HRE[/USS LIEHH= Z27t BELICH
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kubectl get pods -n trident

NAME READY
AGE

trident-csi-4p5kg 1/2
5ml18s

trident-csi-6£f45bfd8b6-virkw 4/5
5ml9s

trident-csi-9g5xc 1/2
5ml18s

trident-csi-9v95z 1/2
5ml8s

trident-operator-766f7b8658-1dzsv 1/1

8ml7s

StL} O] &tof |0

=HE siZstHE 2

STATUS RESTARTS

ImagePullBackOff 0

ImagePullBackOff 0

ImagePullBackOff 0

ImagePullBackOff 0

Running 0

O[0IXIE 7t RX| U7 HEO| ZEE TS| X7|ote £ gith= ASE 2E3| & 5 ASFLICH

S HEISHOF SfLIC} TridentOrchestrato

‘TridentOrchestrator =7 8! Metot MO|E ALESH0] M| "o E

r QLT EE 2(2) AHE 2 2

2HSLICt

= AE9I Trident BiEZ 7} dS5HA| X8t B2 2| ol 2

tridentctl
20| HRE|J=X] LOtLHZ| fI3H E AHESIH HX| Z=2OMS
=M|7t FALIX| of8list= o =30 &= 2l
/tridentctl install -n trident -d
=N E siZst = Ci3at 20| MX|E Mot O3 E e = U
./tridentctl uninstall -n trident

INFO Deleted
INFO Deleted
INFO Deleted
INFO Deleted
INFO Removed
INFO Trident
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Trident deployment.
cluster role binding.
cluster role.

service account.

CHAl &

ﬂJ9l

UAELICH-a CH 2=

&SLICk tridentctl install CHA| EE

Trident user from security context constraint.

uninstallation succeeded.
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2 S He MetE A8 AER|X| AFE™EE MY & ASLICH
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A AEZ|X|E X[ X3}E 4 QT E HiolE AER|X| 2EA 9l pyC MAD SHH| AR Jts38t 2 OH%EIEHIOIJE
Best PracticeE Egot= A2 1T 4+ USLIC.

ONTAP %! Cloud Volumes ONTAP 2t AL|

TridentE 22 ONTAP & Cloud Volumes ONTAPE 14617 2| 2 ALg|0f| CHol| LOtEMA|2L.

CHe HE AFES Tridentol Ml SHOR Z2u|X sl BES AL8sH: ZIH|0|L{Al YR 0f Tt ONTAP 74
XHQILICE 2t B22 N2{sto] Y HHo| MY Brefof BiLICh
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Trident ontap-nas % ontap-san E2I0|H= TS0 Tl ZF Kubernetes PV(E+ =&)0ll CHdl FlexVolume2

T ZH|NYeL|Ct & 2=/8LICt ontap-nas-economy E2H0|H= 200702] PVSO| CHal 2F 17H2| FlexVolume=
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vserver modify -vserver <svm name> -max-volumes <num of volumes>

O| 2t max-volumes A0 2} R 7}X| 7|&=0f et CHE:

* ONTAP SHAE0| = 7|E =& LI
* CHZ OHSEIH|01 40 THaH Trident 2/ 70l Z2H|IM Y A2 O 4E= =& +ULICH

* Kubernetes O Z2|H|0| MM AtEE HOZ KL= HF 2 £LICH

£ 2230t max-volumes values 7HE ONTAP =E7 Otl ONTAP 22{AEQ| ZE 20| Z2H|XYEl &
SEYLICE ZAHOE, ONTAP 22{AH LEO| CHE LEECH EN O B2 Trident Z2H|X'd 280| A2 = U=
R EX| ZZ0| Le &~ ELCE

£ 0|, 2= ONTAP 22{AE= Z|CH 20007H2| FlexVolumesE SAEIE & Q= 7|50] JYELICE X[ =

+2 125092 MASHH 0 MESLICt agiLt, B ol B2 "0 22|H0|E" Bt L E0|A SVMO| &&Fst7LE, oF
iEOﬂH SIEhEl Ol OE2|AH|I0|EE 22 SO Qo TEH|XYY 4 Q= 2, O L E= T2H|XYEl 2E Trident
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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

]
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* £ AHMNOF LLIC gosPolicy 715 FELICt defaults MAE MO 25 L3 WA= LM oS
EESHAL
{
"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "0.0.0.0",
"dataLIF": "0.0.0.0",
"svm": "svmO",
"username": "user",
"password": "pass",
"defaults": {
"gosPolicy": "standard-pg"
by
"storage": [
{
"labels": {"performance": "extreme"},
"defaults": {
"adaptiveQosPolicy": "extremely-adaptive-pg"
}
by
{
"labels": {"performance": "premium"},
"defaults": {
"gosPolicy": "premium-pg"
}
}
]
}
* 2t 250| MM DS0M XWE MA H2YS U2 + YEE 2EHUS Y IES HGefof BLICH B Y
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vserver nfs modify -vserver <svm name> -showmount disabled
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Astra TridentE A&t AEE|X| ZZH|X'H, 2 2%, OpenShift AH|A =0 F2F2

ONTAP Hll= E2[0|H = AEE Z2E ‘Z‘LPAEEIXI ALAROM EES Z2H[X 5= Yo w2t CHELIC.
mfetA B ES =2f0|HE ’é% M= MSHA eqstiof Lict.

49| 2ol o2l 0ltH0] 3R A2lx\7} Bas A 2AEUH PVCH] A St Of2f Pod)7t gl 49
NAS 7|5 E2to|B{7} 7|2 Mol 22 7|5t iSCSI SaolHE HIZR AE2(x|o) R7E SHLC
OfZ2[70] Mo RTAE 9 AE2|X] 3l olTat Elo] Hoks 52 JIEQE T2ESS ML), Yuisios
ci2 2] OfZ 2310|014 5 AfE 200l KH0]7} 72l 217 W20 2R AE2/X|(E 0142l PODY] SA| HM AT}
LRt L7t LWRSHK| of=o| nf2t ZFoHs ZLIt LI

A2 7Hs3H ONTAP HHoll= E2o|H = Ct2ap Zh&LCt.

* ontap-nas: Zt PV= 2738t ONTAP FlexVolume®L|C}.

* ontap-nas-economy: Zf PV Z2H|X'd2 qtree0|H, FlexVolumed #+& 753t Qtree =7t A SLICE
(7122t 200).

* ontap-nas-flexgroup: 2 PVE Al ONTAP FlexGroupZ ZZH|XJ &[0 SYMOf| 2HE 2
O 22| AIO|EZF AFZEIL|CE.

rin

* ontap-san: Zf PV= XA FlexVolume LHO| = LUNRILICY.

* ontap-san-economy: 2 PVE= FlexVolumed 714 7+&%H LUN =7t = LUNQILIEHZ[22F2 100).

M 7Ol NAS S210lb] 5 SILIE MeEi2t 2 oig 7150 ofztel g3
+ Q&Lic
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00
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HU
E
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mol'

ofzi EOM ZE 7|S50| Astra TridentE S| EAIE= A 2F St &S 7|5
22X LR 7|52 HEof ghLlct. ¢ WXt AF= 7|5 X EEIO|HE 7|52 FEHLICE
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Jul
mjo
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00
Of
i
H
>
HM
o
Pal

ONTAP NAS C2fo|] ARiAF4 =5 =% (15 92 QoSE 7| =X =X
AAZE TELTRSW
A 2
ontap-nas o ol Yesfootnot o Yesfootnot o Yesfootnot
e: 5[] e: 1] e: 1]
ontap-nas-economy Yesfootnot Yesfootnot Yesfootnot of Yesfootnot o Yesfootnot
e: J[] e: 3[] e: 5[] e: 3[] e: J[]
ontap-nas- Yesfootnot O}L|R Yesfootnot o Yesfootnot o Yesfootnot
flexgroup e 1[] e: 9[] e: 1] e: 1]

Astra Trident= ONTAPZ SAN E210|H 27HE XIS 5HH s 7| s ofefof| Liet Q&L|C.
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ONTAP SAN S2fold| Ags & =g CHS ®Z Qs QoSE 7| =d =2
CHAP HZSHYA
Q
ontap-san off o Yesfootnot o Yesfootnot 0 Yesfootnot
e: 4[] e: 1] e: 1]
ontap-san-economy O ol Yesfootnot o Yesfootnot o Yesfootnot
e: 4[] e: 3] e: 3[]

Q| EO| ZtF: Yes [1]: Astra TridentOll Al 2t2[SHX| 2&4Z Yes [2]: Astra Trident0i| A
Z2|SHX| 2 PV MIE23SIE|X| = 42 Yes [3]: Astra TridentOl| A Z2|8HX| &2, PV MIE3SHE
Yes [4]: Al 22 280||A X|&E Yes [5]: CSI Tridentof| A X|&

PV M ZSHE[X| 242 7|52 TH| FlexVolumeli] HEE|11 B E PVS(F, 37 FlexVol2| gtree E= LUN)= 38
2AHES SFELICL

?1o] UM = £ UX0], 2| 7|5 & HEES YLICt ontap-nas X ontap-nas-economy S L|C
LESHH ontap-nas-economy E2I0|HE= PV TR 2 L™ 2 HOst= 7|52 MBtStEZ E5| Mol =
Az=lof 2 E 4 USLICE ONTAP AEZ|X|0|A PVC 22 7|2 &86tXl 6t= 7HE Blol 2R 2
7tSELICt ontap-nas, ontap-san £ ontap-san-economy S2F0|H],

() =2¥8UC solidfire-san AT PVCE 2RHY 45 YBLILE

Cloud Volumes ONTAP oIl = =2}0|H

Cloud Volumes ONTAPS NAS 2! SAN 2 EZ(NFS, SMB/CIFS 2 iSCSI)S X &ist= I 29 3 22 2w
AEZ|X| S CHS 28 At|of| 2HA| A Z2t0| =g AEE|X| 7|2t &7 H[0|E XM E HSELICt Cloud Volume
ONTAPZ} S 2tk|= E2I0|H = QLICt ontap-nas, ontap-nas-economy, ontap-san X ontap-san-
economy. Cloud Volume ONTAP for Azure, Cloud Volume ONTAP for GCPO| g% £ U&L|C}.

ONTAP 2= =2}0|HHE Amazon FSx

ONTAPE Amazon FSxE AE5tH 17H0| 2|5t NetApp 7|5, s U 22| 7|58 &8ss S A0, AWSO|
HO|HE X &dSh= 7t Y, QM Hot 2R M S &g8e 4~ JESLICH ONTAPE FSX= ONTAPS| CHket o
AAH 7153 22| APIE X[ ELICE. Cloud Volume ONTAPL} S 2te|= E2I0|H = QILIC ontap-nas, ontap-
nas-economy, ontap-nas-flexgroup, ontap-san % ontap-san-economy.

NetApp HCI/SolidFire 29l = =2}0|H

£ 22I8LICt solidfire-san NetApp HCI/SolidFire 221 Z 1t 2 AF2E|= E210|H = 22|XH7t QoS M|etS
7|4tO £ Tridentdl| Lot Element BHAIEE 1M 6H= Of| =20| EL|C}. Tridentt| N Z2H| XSt =0 Cigt 8
QoS X|ot2 MYSI=F WAEE MASHHH S AEEL|C type WA= TpUO| D7 H4RUL|CEH ESH 22|XH= E
AESHH AER|X|0M MHE £ A= 28 37|12 Mot & JSLICH limitvolumesSize 7] Ha ¥ 2

37| xH 8l =8 2Nt 22 Element 2E2|X| 7|52 A X|HEX| RFELICE solidfire-san E2I0|H. O|2{st
x

7
A2 Element 2ZEQ0 & UIE S3ll +S 22 +&5H{OF BHLC}
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SolidFire E210|H A S| Cts 2 CHAP QoSE 37| =8 =2
HRSHIA
(=]

solidfire-san o o] Yes [2] off o o Yesfootnot

e: 1[]

ZtZ: Yesfootnote: 1 [ ]: Astra Trident Yesfootnote: 2 [ ]: Al 22 EE0|AM X[ ElL|Ct

Azure NetApp Files 22l= =2}0|H
Astra Trident7t 2 AFEELICH azure-netapp-files S 2|2 E2I0|H "Azure NetApp Files" AH|A,

0| E2fo|t U T ol i3t XHMIBH LIS S Ol M RS 4 ALICH "Azure NetApp FilesE ¢/t Astra Trident
ol = 2L},

Azure NetApp Files ALHAE 2 25 Cts A& QoSZE H|=L|A 25
20| EXSHHAIR
azure-netapp-files 0 ol ofl ol ofl Yesfootnote:

gl

ZtZ: Yesfootnote: 1 [ ]: Astra TridentO| A &t2|SHX| &L Ct

Lo d

Cloud Volumes Service 2 GCP o= =210|H

Astra Trident?t 2 AFEELIC}H gcp-cvs GCP A= 2| Cloud Volumes Service2t HZAE ':EfOII:I-IO'Ll C}.
TridentO| Al GCP YA EE M2 ™ Specify7t ZREL|CI projectNumber, apiRegion, X apikey HAUE=E
142l GCP | T M Z2EE HSE 2Hol2 4 9100, GCPOIA Cloud Volumesol CHgt API AN AS Azets
SOt MAMBE MH|A AHE mato|8l 7| THUo| A API 7|E 7hKQt0f EHL|CE Astra Trident= S 7HX| & SILIE CVS
22 MAY = JELCHMH| A FE"

ruon

*CVS *: 7|2 CVS MH|A RYUCZ HBtE/EZt +F2 452z £2 22 7124 S MSELICL
7= S

2.*CVS- 45 * 450 58% 2F ¢3==0 7t
&= B0 MEISHMA|R [standard, premium, % extreme].

XA CVS U CVS - M5 28 37|= 100GiBYLICH
GCP E20|Hof| CHEt CVS ARHAF =N Cts HZ QoSE H| =LA =x|
AT BHAIAIQ
gcp-cvs ol ol ol ol ol Yesfootnote:

10
ZtZ: Yesfootnote: 1 [ ]: Astra TridentO| A &t2|SHX| &L Ct

Lo d

E2 4%.“—”4 gcp-cvs E2tO|H = Jtet AEE|X| 22 MEYLICL 7t AEE|X| 22 HAEE =

= FA73}5I0] Astra
TridentZt 28 H{X|IE ?a"’é*%-* + UTZF BhL|CH J-Fale'_ backend.json Y0 A= 7t AEE|X| 22 Ho|gtL|C}.
AEZ[X| %EHﬁ._ 20|23 AFESHH T AER|X| ES AlHTIL|CE
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AEE[X] 24 27

Kubernetes Storage Class Z{H|E ddot2{H IWE AEE|X| SeHAE 74 I M OF LI O] MMM =
OHE2[Z|0]Mof| Chgt AER[X| 2HAE HAISH= LHof| Cislf LIt

m
0
T

Holl

=

M
fltok

2

H AEZ|X| SA AH| Lol EEE S AE5H0] sllE AE2|X| A0 ALY AEE|X| & E= E MEES
28Y & UASFLIC Storage Class(ME 4 S22 )0 M Ml 7tX| Z2Ef MES BFE & JASFLICH storagePools,

additionalStoragePools, H/HE= excludeStoragePools.

£ Z=IgLICt storagePools D7 Ha= X™E £40 LX|SH= E MEE AEZ|X|E HMetsh= Ol =30 &Lt
E Z=IgLIC} additionalStoragePools D7 H= Astra Trident7t Z2H| X0 ALES E MEE £d 8
Ol MEHSE E N EQt & ESH= O] AR EILICE storagePools D7 ¥4, D7 H4-0F AFRSHALE & Z5E &Y
AHESH MAEst AEZ|X| E MEJH ME{E|J=X] &holgt 4 JELICt.

£ 28|8L|C} excludeStoragePools Of7H Hay= M0 AX|SH= LIZE E MEE EE9| M|2[dt= O

A EILICE.

QoS EHMZ of Z2|0|EFLICE

MHIA EX HAg NI%HIOIE&?I 2l AER|X| 2HAE MA[SIHH E ALt AER|X| 2cHA S MATHL|CH
media 54 hdd E£= ssd. 2 7|92 2L|Ct media AE2|X| A0 AHE E%JOl Trident= M| 35t AT
HHAEE MEHBIL|CE hdd EE= ssd Aggregate= O|C|0| 43t UX|NZI CHS, 28 TEHIXYS EF
Ofa2|AIO|EZ MEEL|Ct, M2t 7HX|1 Qs AEZ|X| 22HA Premium2 MY 2 UELIC media SHE 2
HHELICH ssa Z2(|0|Y QoS HMO = 2R E £ QELICH EFE QoS YMOZ ERE £ A= 0|C| H4S
'HDD'Z dHst= &£ OHE AEZ[X| 22iA EES MAHE 4 JASLICH ESE AEZ|X| 2HAO|M ™OPS™ 42
AF23H0] QoS MO Z Ho|g 4~ Q= Element HEZ2I0|HAZ T Z2H|NHS 2|C[AIME £ UELICE

AEEX] SeiAs W S 2t T2H[X, AHA =
IZZH|XNEE sHSI=E AR JASLICH AHEY AE2|X[E X[Y5t2AH ’é
XYtz AE2[X| SHAE ML
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el
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my
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O

50| 838l S8 A0l =
7550] MFE MHS WSS

—

|-OI-

It AER[X B

L= Astra Trident BHAIE 0| 7[A AEE|X| ES AR £ JSLICH Astra Trident?} M| 26h= E2I0|HE A5
sl =0of CHot 7ta AER|X] E2 Holg + /JELICH

hy AE2IX| E2 ABOR B} KZA SULE S AT 4 ol UACO cf 2% 2ES Uy
QoD wol=o| EEE HLl Rocin BENOZ Al 4 USLICH SUst Mbl 2 SefA2 CiE HelcE
Bolel & G LIC) ot S MAZ0|H ofe| Aselx] £2 WML 2 SITID SH0| ciS LTk, £ 200l

oco=2
A ME7|Z2 AEE|X| ZHAE FGet R Astra Trident= EE% HiX|g 2= MEY7] 2f|o| =2t OIX| = el
MEHSIL|CEH AE2|X| 224 ME1T] 20| 20| of2] AEE[X| E0 LK|SHH Astra Trident’ 28 82 €YY
AE2[X] 2 & SILIE MEgtL| )

OIS S MASHe SO ANHOR ol 4 FBHS XY 4 ULIC H2IXP SUS AE2|X| XH FHS
AFEBH0] CHE Oj7H 4 EB2 717l CH2 SIS WS 4 giotasLict JH Aa|x| 2o =O= o] 2H|7}
SIBIE|RALIC 7Hf AERIX| S W= 3 Kubemetes A E2|X| S22 Zto| E/E 2 ZAsielL|ch mfaty
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23|RH= Kubemetes AE2|X| SHAES S¢ff HATo STl WAOR SelectorZ X 4 Ui 30| S3} Wil
D7 H4E Ho|gt 4 USLICE Astra Trident2 AF23H0] X| &&= 2= NetApp ”—'1°.i|501| CHel 7t AEE|X| 2
Mogt 4= QEL|Ct siE 220f= SolidFire/NetApp HCI, ONTAP, Cloud Volumes Service on GCP & Azure
NetApp Files7t L&HEILICE,

@ te AEE|X] 22 oY wis MAE FooM 7|E JHY 29 =ME MY ASHK| g X0
e EE°P7I—"‘— 7te Eo| £4 = B/t il M 7ty 22 Felshes 20| Z&LIH.

— —

CHRFSE MH|A +=Z/QoS 0|Z2|0|M

MH|A S2HAE of| Z2[0|ESHY| flh 7tat AEE|X| E2 A = U}SLICE Azure NetApp Files& Cloud Volume
ServiceOl| CHet 7Ha & 71o1S ALY CHAo MH|A SA S HES= WHE AMERSLIC CiYet 45 &2
LIEHH = 0131 20| E2 ALESI0 ANF HHAIEE T HELICH M servicelevel MESH Mot 20| WA SHHIE
X|™sta 2t 2f|o|= ofzfof| CHE Rt @A S FIIEILICE O|X| CHE 7tk AE2|X| E0i| 0fEE CHE Kubernetes
AEE|X| SHAE MHBLICH E MEBYLICE parameters.selector BEN A 2 StorageClass= =2E2
SARSH= O A BY = U= 7%* =2 &L

Ed £HXE

EH ZHO o 71 AER|X| E2 THY AEZ|X| HAISof| A HAE £ QUESLICE 0| 2l A =0of o421 20|22
TSt ZH 2|o| & of2fol| Zest ZHE MESILICE O|X| £ AMESHH Ef%‘ﬁ Kubernetes Storage 2ziA S MME
2 U&ELICt parameters.selector f% 7t AER|X| E0f ofjzlE el |Ct sl =0 T2H| KUY E|=
SE0[= MEiot 7HA AEE|X| E0f| Ho|El £HO| JSLICH

AEa|x| Z2H|X 0| S 0]%/= PVC S

SQHEE AEZ|X| E2fA 0|2o] YH OfJH HE&= PVCE MAE Il Astra Tridente] ZZ2H|XY 2 TZ M A0
a2 &= 4 JASLIC

A BE

PVCE E%t MZ @8 A| E TE F IVt HMA RERILICE Ysts RE= AEE|X| QHEE SAEIGH| 2/sl
MEfSH il Eof| PSS & 4+ JUSLICH

Astra Trident= CF2 IHE2IAO]| 2t X-E HMA SH AMEE AERX| TRESS LK[A|F[2{ 10 A=
Ol 7|2 AE2|X| ZeHZ 1} 2RSH|C}

T g

ReadWriteOnce £ ReadOnlyMany £ ReadWriteMany £
HESHIAIR HxSHIAIR ES RN

iSCSI of of Cl(EAl =5)

NFS & oo o of

HZESHIAIR

NFS SHAETL M E|X| 2 HEHE Trident HiZ 0| M|=El ReadWriteMany PVCO|| CHSE R 82 SEO|
T2H|N Y X| EELICH 0|23 O|RE QEXt= AHilel S8 TR0 Metst HNA HEE ALE H FrLICk

=5 SYYLtt
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BT B2 KubernetesOi| M = JHX| of|2f, I A QILICE YEE 20l R7HA| ghet F M 8l 37|12
=8 o AFLICE 2L} 0| 3l M Kubernetes 2| F0|M 2&2| 27 HHO| +FE X F=2 & = 8lE
E73 oZ2[A 0| 80| SHAH EES ALEXL XIFSH7LE, H42 EFO0| &H|E|X| == 5t71LL, OfiHfet O|/R2E =&S
CHE AEE|X| AEERZ 0|Sshe A0l £ & UASLIH.

@ 817 Kubernetes E2| Z2H|X'd A| NFS E£= iSCSI PVSe| =& 37| &2 U2 XA K]
QE&LICEH Astra Trident= NFS 2 iSCSI 28 SHEHS X|28tL|Ct

PVel H& MR HEE MY = =8 = &L

—

FE2Y 2B AHAS MMEL|Ct

Astra Trident= CSI Z|QUQIE ALESI0] LR Al =
ARAR2 HE|ot O|O|E] A™ SAEE RX| 225t &
2fO|ZALO| 22 #10 ASLICE of2{et AMAE AL PVC
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HHAF MM gl AHAROA PVC MM S XSt
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Astra Trident= 28 AHAFO ZE2E| PersistentVolumes M-S X|{EtL|CL 0| $Hst2{™
PersistentVolumeClaim2 MM3st1 2 AHZ5H7|2t 6HH EL|CH datasource 2&2 MM 0f ot= Ha
AHAFRILICE Astra Trident= 2H4F0f| GIO|E{7t U= 22 MMStH 0| PVCE ME|ELICt 0] 7|s2 AH8SHH
X[ Zto]l Ci|o|EE S NISHAHLE HIAE 2HE S MMSAHLE 24 E[LE &4 F 2F SES THANOE WH|SHHLE EF

ot 8l CIMEES| S HMoto] HZE CHE 2522 HEY = AL

SHAHOM Z2E OIS

AEZ|X| B2|XH= ONTAP 23 AE{ Q| Aggregate®t HEEZ] 7t0f| 252 AEZ|X| AH|XIZ St ¢lo| 0|5E 4
UELICH CHa o 32| AH|O|E= Astra Trident7t AF&5H= SVMO| AN A S 4= U= H LR, O] Y2 Astra Trident E£=
Kubernetes 22 A0 &2 FX| ASLICH 07|M Q% M2 0f2Z|AHO|EE SVMO| MZ F7tst AL, Astra
TridentOll CHA| 3=7}15H0] HHAIEE MZ TX{Of $tCh= ZAJLICH O2{H Astra Trident?t SVM2| QIHIEZ|E CHA|
DFS0{ A OHOZ|AHIO|EE QIAE &~ QUELICE.

2{Lt Astra Trident= HAEO0A =ES 0ISdt= 7I5S XS 2 XISHA| gd5LIT. 0f7|0= S&et S2{AH,
S2{AE ZH = OE AE2|X| SAF(2EE|X| A|A”I0| Astra Tridentof] 2ZE SVMRl 220 = diE AE2[X]|
SHE)0ll A= SVMO| ZeHELICE

ZEO| LIE /X0l SA=H 28 7t 27| 7I5S MESHH §M| 28 S Astra TridentZ 7tME = USLICH
=2
=

Xt

1ot

=
=

Astra Trident= NFS % iSCSI PVS 37|12 Z2HY & UL E X[ATLICE M2t AFH8XH= Kubernetes AIE S Sl
™M 289 37| ZHE 4 UELICt ONTAP, SolidFire/NetApp HCI 2 Cloud Volumes Service BiAIE S T 5tsH
D E F2 NetApp 2EE2[X| EME0N =2 &&0| 7tsELICEH LSO 7tset a2 518st2{H E gLt
allowVolumeExpansion & MEHRILICI true S &2 HAEl StorageClasstiA 7 =& 37|E ZHsof &
miotCt £ MEBILICE spec. resources.requests.storage 7 =25 22l M2 LRt =2E 372
HHELICE Tridents AEZ|X| 2 AR 28 37|E AHSCE ZH™ELICEL

7|Z 288 KubernetesZ Y ZE

28 7IHR7|E M84IH 7|E AEZ|X| 2EE Kubernetes BHE2 2 7tME 5= JELICE 0] 7|52 @ 0| M
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XA ct ontap—-nas, ontap-nas-flexgroup, solidfire-san, azure-netapp-files, e gcp-Ccvs
£2tolH. 0] 7|52 7|Z oiE2|70| 42 KubernetesZ LESHAHLE X3l 7 AlLt2| 20 A RERILICE

ONTAP % E AI26t= ER solidfire-san E2t0|H, HHZ AEYLIC} tridentctl import volume
<backend-name> <volume-name> -f /path/pvc.yaml Astra TridentO|A 22|t 7|& 2 &S
KubernetesZ 7IM2e{H 2& 7IH 27| BH0| AFH2E[= PVC YAML = JSON IHU2 Astra TridentE
T2H|NIXZE AHst= AER[X] 22HAE Jt2|ZLICE NetApp HCI/SolidFire HAIEE AMES AL =28 0|50|
DRTX| &AQIBtLICEH SE 0|E0| ZEEH SES 1RTH0|ECE EXSIH 28 7IM27| 7|s0AM =& 0|22
TR JEE gLt

E S ELICt azure-netapp-files L& gep-cvs E2I0|HII AL E= B2 BHS MERYLIC tridentetl
import volume <backend-name> <volume path> -f /path/pvc.yaml Astra Tridentt|A] 2t2|g
KubernetesZ£ 2 &2 7t 2™ O|& 7| otH 1Rt 2& XTIt HEELICL

9| HHZS MAMSIH Astra TridentZt HHASOA 2EES 10 ST I7|E ASLICEH FHEI PVCe 28 37|E
AsoZ FIHERTH AR HHMI)SLICE O3 CH2 Astra Trident7t 22 PVE MM38t10 Kubernetes?t PVCE

£ 7IM2 PVC7t 2ot ZH|O|HE Hi St 22 PVC/PV 0| 28 77| Z2MAE Sdf Hielg & mintx]|
HF JEZ |X|ELICE PVC/PV ¥0| HIRIYE[H THE ZH|7t Gl= of ZAE|0[LA 7t LIEHLIOF BiLICE.

OpenShift A{H|A S HILStL|CH

OpenShift £7t 7tX] S A MH|AE S2{AH 22|Xtet S AR Sl o Z2|#H[0| Mol S8t 7|52 MSTLIC
O[z{et MH[ATF MEE[= AER[X|= LE 2 2|AAS A5 Z2H|NJE & AX[TH 0|2 QI8 MH|A9] EF,
45, =7 7tsd A X% 7t5d0| Mete|7| = ghuch AE{ZEto|= AEE|X| 0f2)|0| S E&3I0] 0|28 AH[ A0
vt 8YS MIotHE MH|AE UE AR £ JAFLICEH J2{Lt 2= 0fZ2|#|0| M1} OFE7EX]Z OpenShiftet
AE2|X] ZE|Xts 2ITSHA &2{ste] 2} of Z2|#|0|Mof| 7HE Ketot 45 ZF0F HLICt Red Hat 2M= 27
AMetE 2ot AO1E 3 5 /7 AMEE S5 = ALE M= L8dljof LTt

K| AER| MH|A

AIX[AEE|S AEE|X| HiE Bl 2te|= of EHEO] JASLICH "NetApp. |OE HESHEAL" o JFLICH=2T"

24 MH|A

CHE OpenShift A{H| AL OFXZEX| 2 22 MH|A = AnsibleS ArE5H0] HIE2| TUOM HSdh= 7o OH7H HE2
BHEZELICH S AETF Z2|0| S0l B ELICE OpenShiftE AXIgt & X£7| OpenShift 8X| £0i| 2242 HiESI D
Z2ZE HiEstE F 71X EX| Yol MSELICt

Red Hat OpenShift HH 3.98 7|Z2 = 4 EA = O &4 23 22 WZ0| 22 AH|20
NFSE At2d 22 AEELICE 0l= MEZ0i| Ciet Red Hat EIAES 7|H#IQ 2 SHL|CH ONTAPS| NFS

@ Mol ol2fst X7t fleH 22 RS A =S8 & USLICL SSHRZ, 22 MH|AE ¢fet
DZESS MY = JELCH F 7HK| 25 NetApp SAZS AHEE W 217t A e 32
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UELICE. 22| Xt2H0o| Astra Trident |—1|°'A]1|0|*01| CHM|ASEDD Off HM|ATH 2~ U *13°H0F SILICt tridentctl
S8 oZ2d

ONTAP SAN HHolE0]| CHAP 215 AFEfL|Ct

Ht o1F 2 X[HEL|ICHAE ontap-san X ontap-san-

Astra Trident= ONTAP SAN {3 Z2=0] CHst CHAP 7
o stra Trident2t 2etsF CHAPE AtE5t= Z0|

economy E2}0|H). SAEQ}L AEZ|X| HAlE 7t9| QI
Z5LICL

o
mjo FF
Ho I
Sk

>

SAN AEZ|X| I:E|'0||:|'|§ AE5H= ONTAP HAI=E 9| AL Astra Trident= e CHAPE Xt € Edff CHAP
A2t 0|2 8l AT E Ha|F 4= JELICH tridentctl. & HESHIAIL "0J7|" Astra Trident?t ONTAP 2l =0f| A
CHAPE T4st= %*?':12 ofsf{grLct.

@ ONTAP tHAl=0f| CHSE CHAP X2 Trident 20.04 O|AtOf| M AT 4~ Q&L LY,

NetApp HCI 5! SolidFire B =0{A{ CHAP 252 AtESLICt

QketSF CHAPS 7&610 S AEQ} NetApp HCI & SolidFire B E 2t9| 9152 HESH= 20| £ESLILCEH Astra
Trident= Eﬂ‘rJE%,* 2719 CHAP ¢S £ Z&hst= H|Y K|S Arﬂzﬂ-l C}. TridentE CSI Z2H| M UXIZ MX|s}H
CHAP &5 £ 2t2|st ol HZRILICH tridentvolume S PVO| CHSE CR ZHA|ILICEH PVE MMt [ CSI Astra
Trident= CHAP 2= E AESI0] iSCSI MM 2 A|ZHStD CHAPE S6ll NetApp HCI B! SolidFire A| ARt
SMEL|CE

(D csiTridentolld 443t 252 28 UM IET AZEX ShaLIC,

CSI7t Of! ZRAEE0|M = XX L EQ| ClHIO|AZ EE= A

MM = Astra Trident= NetApp HCI/SolidFire A|AEIN| APl S & ne 87
u|m° ZAHSHL|CE O C}2 Astra Trident?} KubernetesOi| HIE'E% IEr 2t o fIX|et kubelet2
Kubernetes APIE Sdfl 7| Zof| AM[ASHD O|E AHESHY =&l —'.**ﬂﬁ f i':9f =50| U= NetApp

ZHot= &y % KubernetesOl| A X 2|gfL|Ct. 2
= 6H HUEEQ| ot 7t OlXl gl AL
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HCI/SolidFire A|AE! 7H0ll CHAPE M/AESEE H™ LT

NVES2} NAEZ} &=l Astra TridentS ARSI AIQ

NetApp ONTAPE #5 ClIOE 22otE MIst0] LAIE T, Het = 8 HEAY 1 SR HI0|HE
Ho SO XMEE LHE2 S HZESHIAIR "NetApp 28 L=ot 714 JHR"

°
T

HHOI = 0f| M| NAEZ} A 3El AL Astra Tridentdll Z2H| MU=l B E E52 NAEZ &M SHEIL|CE

=
NAEZ} SHAIZ0f| M EMSHE|X]| 42 R, NVE 22t S5 = HHSHK| AtQH Astra Tridento|
IZH|NYE ZE 282 NVEE MEE = UAELICH false HAE 7Y

NAE X| 2 HAIE 9| Astra Trident0l] M E 22 NVE = NAE 2=H0{0F SfL|C}

* NVE &3t S0 E 2 AHEY £ USLICH true Trident 2l MOl M NAE Y32
@ Mooty 2E5HE EX AS3} 7|2 AFEELICE

|IOI-
=

ICt false NAE X[ B =0]M NAE X| ¥ 255 YLt

oot SIS = 28 A=
NVE ¢=st S5 2 Y50 NAE St E Hlgdstet = RIELICH false.

* NVE 2§53} Ze| 12 HA|XMOZ 2 MASI0 Astra TridentO| Al NVE 288 £502 MM & UELICH true.
SHOlE M SMof| CHSE XEM|SE LIE2 CHS 2 & XA,

O

* "ONTAP SAN 74 g4"
* "ONTAP NAS 74 g4"

Linux LUKS(Unified Key Setup)E A25t0 288, SAEZX A5ol 243}

LUKS(Linux £8 7| ¥H)E M35t Astra Trident0| Al ONTAP SAN %! ONTAP SAN 74I1I ==
USLICE. Astra TridentOll A LUKS 222t EE2 0|A &= CHE AES-XTS-ai64 cypher ¥ 2=
"NIST".

S Yoot £
£ AME-LICE

ONTAP SANS| HHlE M ZM0]| CHSE XtA|Tt LHE 2 S EZSHIAIL2 "ONTAP SAN 714 4"
AlZFSE2| Fof|

* ZUXH = E0fl= Cryptsetup 2.1 0| 40| AX|=|0] RLO{OF LLICL XtMISH L2 & EZSHIAIR "Gitlab:
cryptsetup".

* NS4 0|RE &YX E= AES-NI(Advanced Encryption Standard New Instructions)E X[ 5}
ZALICH AES-NI K|S stolsta{t S a2 AlsHstL|C}.

O ocoo=2

rr

20|

grep "aes" /proc/cpuinfo

OfF A r§_+5|x| % M IZM M= AES-NIE X[ 2ISHX| Q& LICH AES-NIO]| CHet kAot LIE 2 T2 &
"I AES-NI(Advanced Encryption Standard Instructions)".

1. BHol= 70|l M LUKS 2=3t £48 FolgLct.
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https://gitlab.com/cryptsetup/cryptsetup
https://gitlab.com/cryptsetup/cryptsetup
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html

2. M2 parameters.selector LUKS XS3HE AIE25I0] AEE|X| ES

3. LUKS ¢ £ xetst
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"storage": [

{

"labels":{"1luks":

"trye" } ,

"zone":"us east la",
"defaults": {

"luksEncryption": "true"
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {

"luksEncryption": "false"

by

apiVersion:
kind:
metadata:

name: luks

storage.k8s.io/vl

StorageClass

provisioner: netapp.io/trident

parameters:
selector:

"luks=true"

csi.storage.k8s.io/node-stage-secret—-name:

csi.storage.k8s.io/node-stage-secret-namespace:

apiVersion:
kind:
metadata:

Secret

name:

stringData:

luks-passphrase—-name:
luks-passphrase:
previous-luks-passphrase-name:

previous-luks-passphrase:

rr

oo

vl

}.

= E HdeLitt o S8 tHEa 25U

luks-pvcl

B

secretB

A
secreth

Zolgtuct of|E S Ch3at

luks-${pvc.name}
$S{pvc.namespace}



* LUKS &I53tzl EE2 ONTAP &8 H|H &

& HESHHE PVC M0l HIO|H E S22 SARLCE

i LUKS

oA

-
® O
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A XS A

Astra Trident £ E

Astra Trident7} EXISt= LEO]| CHSH XHA|S| LOtEMA|L.

Astra Trident= CHg ZEE Soll S4ILI|CH

== 2%

8443 e HTTPS

8001IL|Ct Prometheus HE2| AIEXQIE

8000 Trident REST A{H

17546 Trident C|ZE0f| AL8E|= E4/FEH T2 X E

@ 2 A8t AX| A7t Sot 2M/FH| TEE TEE HAY & JUSLICH -—probe-port 2. O]
iy

TEJ XAX L EQ| 2 T2 N|ANM AFRE|X|

Jhu o
ot U
rir

XV
o

o 5

m _'_
mot

r
iml

Astra Trident REST API

QELICH "tridentctl H2d 2l S M" Astra Trident REST API2F At Xt 26H= JHEE 4|2 ti-He
REST AEXEQIEE XN AtZst= ZdQL|LCE.

REST API AF2 A|7|

REST API= Kubernetes?} Ofl 12 2HA0]| A Astra TridentE S2 MY HIO|H2| 2 A= 15 MX|of
KEgLCt,

stra TridentS A28 EAA|Q REST API = POD LHOJ|A A&liE mff 7|2X O 2 |ocalhost2

O L2 22HS 2l A
Zh 2 tHE5I2H Astra TridentE 280 £LICt —address 157t 3iE POD 742 2l+LCt.

HstElL|CE o] S
REST API A2

API= CHE T} 200| HSBILICE

GET

* GET <trident-address>/trident/vl/<object-type>: S AAQ BE JNK|E LIETL|C}.

* GET <trident-address>/trident/v1l/<object-type>/<object-name>( Control 0flA &ZE)):

HHE JHA2 M& HEE 7IHSLIC.

POST
POST <trident-address>/trident/vl/<object-type>: X|™HE SAIO| JHH|E THFL|CH.

« MASEIHK|O] JSON 10| LREFLICH 2F JHH| S8 2| AP 213 tridentctl.html 2 RESHUAIL
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[tridentctl Y 8 M.

* JHH|7} ol0] Y= B SE0| HEIHLICE backends= 7|&E 7HHIE HO|O|ESHX|T CHE HE JHH| A2 2o
AlIiSHL|C}H
= = .

I

DELETE

|=AE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>: BEE 2
Al-x-||'6'+|__||:|-
| = .

@ AL L= AEE(X] SeiAt AEE =22 7S EXo2

D= H = AX[SHOF SLICE XtATt LHI82
2 3: tridentctl.html & EZSHMA[tridentctl BH & M

1.

-t

0|24t APIQ| =& WO CHEt O|M|E 22 CIH I E MELICH (-q) 2. XFAISH LHE 2 & 3. tridentctl.html 2
HZXSHMAL[tridentctl EE % SM].

YYE 34

Astra Trident= Trident OrchestratorE ¢t 62| @™ = M2 M3 SL|Ct o2t NS

AE5I HIZE =T + ASLIC.

2
* -debug: |2 £22 BASLICL

* ~loglevel <level>: 2 &2 MA™EL|CHdebug, info, warn, error, fatal). 72X 9 Z info(H &) 7t
A E L.

FHUE|A

* -k8s_pod: 0| M £ 2 MEYLICI -k8s_api_server Kubernetes X212 AI2stEE MYSIMA|2. O
M AF28IH Tridentoll A ZEHEl POD2| Kubernetes AMH|A A& X1 ZHES AF2310] API A{HO|
HESIL|CE Trident?t AH|A A& 0| 2M3}El Kubernetes 22 AE{0|A PODZ A8k = Z 0|2t RS stL|Ct.

* -k8s_api server <insecure-address:insecure-port>: 0| M E&= S AEELICH-k8s pod
= a

A
Kubernetes X| 2 AT 2 MASHAA L. Trident?} XM= AL 22 H|EOt Z=A 9l TEE ARSI
Kubernetes API AH{ 0| HZSILICE [2EM TridentE POD 2|50 HiEE 4= QX2 AP| A 0] CHSH H|E QL
HZTE XY ELLICH E AH85I0] ZLEOf| TridentS HIESHO] QHXSHA| HEELICH -k8s pod M S ME{RILICE.

* -k8s _config path <file>: B KubeConfig Ito]| Cigt 0| Z=E X|&sH0f SfL|Ct.

Docker £ & XSIMA|Q

* —volume driver <name>:Docker E2{1218 SE& W AFE|= E2I0|H O|S)LICE 7|22t YLICt

netapp.
* -driver port <port-number>: UNIX QI 20| Ol O] ZEO|A =41 CHY|SHY A 2.

* "-config <file>"E<=: WA= 1 mHAof st 0| 2ZE X[F8HOF gL|Ct.
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Al
Al

ot

* —address <ip-or-host>: Trident REST A|HH7} A1t FAE X|HSILICH 7[22f2 localhost QI LI Ct.
localhostOl|A{ E7{Lt Kubernetes Pod0l|A] &8 &0l 22, REST QIE{H|0|A = Pod 2| F0A 2T HMAL
ASLICH AF2 -address "" REST QIE{HO|AE POD IP FAUA HMAG £~ JEZE BHL|CE,

@ Trident REST QIE{H|O|A = 127.0.0.1(IPv42| BR) = [:1](IPv6L] Z2)0IA T =41 8
MH|ASIES Mg 4= JELICEH

* -port <port-number>: Trident®| REST M7} £4Iet TEE X|HELICE 7|22+ 8000 LILCE.

* -rest: REST 2E{I|0|AE gdstetL|tt. 7|22 true RILICH.

Kubernetes2} £¢=l NetApp XIE

NetApp 2E2|X| HE ZEE2|2E Kubernetes 22{AE{Q| CtPt ZHut E8HE(0] 15
HlO|E &2 7|52 M335HH, Kubernetes +&2| 715, 715, 86 7848 gagL|Ct

OfAEZE}

"OlAERN HEE Z2tREQ 2I3|0|A RF0j|M KubernetesO| M A3 &|= HO|E 2|X| ZAEH[O|H Y ZEEE
e #el, 22 8l 0|FE & UASLICL Astras HEE] S2HRE 5l 2Z3|0|A0f A= NetApp| HE =1 S|t
AEE|X| ZEE2|R9| TridentS AFE3HH S AH|0|H 2AE2|X[E Z2H|X st MS LIt o, A4, s
=R, 25 23, H0|H 2, Msli/H|0lE Z7, Cio|E ZAf, Kubernetes §| 22 E=29| 0HO| 12|04 AL ALHIE
fISt AEIE 22 X 22 SF g oE2AH|0|M 1A HOH 22| 7|53 HMI LIt

— —

ONTAP

ONTAPE= 2 E OiE2[AH|0|M0| & HIO|E] #2| 7|52 MSot= NetAppl| CtEs TZ2EE E3F AEZ|X| A
HIFLLICE. ONTAP A|AEIS All-Flash, 6t0| 22| = £= All-HDD A4S M28HH AX|L| 02! stEL0(FAS &
AFF), 3}0| EBIA(ONTAP Select), 22t2E= ME(Cloud Volumes ONTAP) S CIY$t 1= REIS F|SEHLICL.

@ Trident= 9J0fl Y125l Z= ONTAP H{E ZES X|ISH|C}

Cloud Volumes ONTAP

"Cloud Volumes ONTAP" = 22t2=0|A ONTAP H|O|E] #2| AT EQ{E AdSt= ATEY | M2 AEZ|X]|

S2I0|AHARILICE. Cloud Volumes ONTAPE 2% I3 Z2E x{sll £+, DevOps, I &5 3 C|O|E{H|O]A
Ze[off ArEE 4 JELICHL AER|X| F24, T7IEY, 4|o|E =X&|, H|0o|E A3t oiE|7H0|ME MetdS
HESOZ I HE{T20|X AEZ|X|E E2IRER &aretL|C.

NetApp ONTAPE Amazon FSx

"NetApp ONTAPE Amazon FSx" 2 2tHsHA| 22| %= AWS AMH|AZ, 1Z40| NetApp2| ONTAP AE2|X| 2Y
MMM ®| S5t THY A|ARIS A|ZSHD Al &+~ YT E X[RALICH ONTAPE FSXE AHEstH 11240| 2l =5t
NetApp 7|5, 85 A 22| 7|52 28%t= SAI0| AWSO]| CIO|E{E XMES uff ZtH A, pIgM, Hot stEtd S &8y
+ USLICE ONTAPE FSXi= ONTAPS| CHsh mbd A| AR 7|S1t 22| APIE X[ ELICE
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http://cloud.netapp.com/ontap-cloud?utm_source=GitHub&utm_campaign=Trident
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
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Element 2T E 20§

= O AN
X YIBILICE Elements AE2|%| 22|0] BE X512 XHS3ksH APISH ZBHEl0] AE2IX| 2Rt H He =Hoz

Of B2 SIS 2%e 4 A BLICh

"4 AEE|X| BRI 4SS BEHD CAsE AE2Ix| MX| 372 Y80 YIZES B 4 YEE
X

NetApp HCI

"NetApp HCI" &l 2 S AtEetst et 22Xz ECt 2% 7|50l 5 = U= E 610 H|0[E ME Q|
TH3| 9l SRS chas)stL| O}

=

NetApp HCI= TridentOl| A X 3| X|&IEtL|Ct. Trident= Z1E|0| LS}l O Z2|H|0|Mof| st AEE|X| ZX|S 7|2
NetApp HCl AE2|X| ZeHZof| =™ T2H| X 9 2t2|gt 4 ULL|Ct.

Azure NetApp Files
"Azure NetApp Files" NetAppOllA X|S5t= AEZ2I0| = Azure IHY S] AH|ARQL|CEH AzureOllA 7| 2XH o2
3H

7t MICt2R mHY J[8t 32 EE Al NetAppOl M 7|CHS= d& X 23St Ho|E 22| E H3g =
olAL|C}
M- .

Google Cloud& Cloud Volumes Service

"Google Cloud& NetApp Cloud Volumes Service" = NFS % SMBE Sl NAS =E2 All-Flash 852 =

HBSIE S2PE YOIElS THel NHIABILICH O HUIAS NS 7| 0fE2PIol g Het BE AszcS
GCP 22t =0f|A H3E 5= AZLICH GCE(Google Compute Engine) QIAE A0 Chst el M5, F2E el
EH|, HlojJH Ez Y E‘.’J HMAE HN|SSH= 2t 22| MH|AE J(1|-'-°”—||1f.

Kubernetes 2! Trident LEHNE

REST APIE A5 2|AA N E 10 MHA| Kubernetes 3 Trident2t &% 2f2gh 4~
UELILCY. Kubernetes ol Trldent Trident & AE2|X|2} Kubernetes & AEZ|X| 7t ZAIE
ZH™StE H 7HX| 2|AA JHH|7F JELICE o|2{et QEME F A2 = KubernetesE S5l

22| & LHZHIIE TridentS %OH 2| ElL|Ct,

A7 MZ o EA M 22T 7F?

E, =8 8 &3 2 A4S 0lslsh= 71 #|2 WEH2 Kubernetes AFEXI| AEE[X|0f| Chot tHY 27
mzs 7

=%t

1. AF2X7t £ OHSLIC PersistentVolumeClaim Mt 2K & PersistentVolume KubernetesE At2g
2R EH 37|YULIC}E storageClass O|MO| Z2|XH7 71ASH ZdQILICH

2. KubernetesE storageClass TridentE Z2H|XJXIZ AE5I1 Tridenttl] B E S A0 st 2EES
DTEH|X st WHE Lef{F= i) Ha-E ZabefL|ct
3. TridentZt EXP‘"°| B2 ot YELICE storageClass XSt

E o= [=]

Backends ¥ StoragePools 282 Z=H|Xddt= Ol AIFEE = ULC= AE & = USLICL
M
o

4. Trident7} LX|ot= BHAIS O] AEZ|X|SE TZ2H| NSt F 79| QLEXE
PersistentVolume KubernetesOlA| & &7|, OI2E Sl M2| &I} Tridente] S &= AFESI0] 7t AIE
SX|5H= B E KubernetesO| Al 22 ELICH PersistentVolume & AH AEEZ[X|E SELICT.
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https://azure.microsoft.com/en-us/services/netapp/
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https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=GitHub&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=GitHub&utm_campaign=Trident

5. KubernetesH|A| Of] HIQIZBILIC}H PersistentVolumeClaim M2 HEOE persistentVolume. &
EotSh= PodRULICH PersistentVolumeClaim A £ RE SAEQ| PersistentVolumes OF2ESiL|Ct

6. AF2XH7} & BHELICH VolumeSnapshot & AFRSI0 7|Z PVCE| VolumeSnapshotClass TridentS
7t2|7| .

7. Trident= PVCet HEE EES AlHstn Wollsof| 282 AHAS MATLIC £35S MAgL|Ct
VolumeSnapshotContent O] 22 KubernetesH| A AMHAFS AHSH= StHS MEHBHL|CT,

8. AF2Xt= 8 MUE £ JELIC PersistentVolumeClaim AF2 VolumeSnapshot &AAZ AFETIL|CH
A

9. Trident= 2R3t
Volume.

HAFS AESHD 1 2 E SUTH A E SMELICE PersistentVolume 2|1 A

Kubernetes {0l g XASt LISS & i 0| BELICH YT 25" Mg MESHIAIL.

FHY|E|A PersistentVolumeClaim LEHE
FHY|E|A PersistentVolumeClaim JHM|lE Kubernetes 22{AE] AF2XI7} OtE AEZ|X| QEQIL|LCE.

Trident= EZE AR /0] = ALEXI7L A= oM EFE et 7|=2L

o

eastsiEs 39 o

rr
gjo

=
=

o=

& AEZ BHLICE,
z=N 22 2M X @lE|s Sato|u
trident.netapp.ioffileSystem I A AE ONTAP-SAN, solidfire-SAN,

ONTAP-SAN - ZH4
trident.netapp.io/cloneFromPVC CloneSourceVolume ONTAP-NAS, ONTAP-SAN,

solidfire-SAN, Azure-NetApp-Ite,

GCP-CV, ONTAP-SAN - ZH| 4
trident.netapp.io/splitOnClone SplitOnClone 2 & EsHMAIL ONTAP-NAS, ONTAP-SAN
trident.netapp.io/protocol oIZ2EZE S
trident.netapp.io/exportPolicy LHELYZ| &% ONTAP-NAS, ONTAP-NAS-

0|2 0|, ONTAP-NAS-Flexgroup
trident.netapp.io/snapshotPolicy ALHAE XX ONTAP-NAS, ONTAP-NAS-

0|2 =0], ONTAP-NAS-Flexgroup,

ONTAP-SAN
trident.netapp.io/snapshotReserve snapshotReserve ONTAP-NAS, ONTAP-NAS-

flexgroup, ONTAP-SAN, GCP-CV
trident.netapp.io/snapshotDirectory AWHAFC|HIEZ| ONTAP-NAS, ONTAP-NAS-

0|2 0|, ONTAP-NAS-Flexgroup
trident.netapp.io/unixPermissions  unixPermissions ONTAP-NAS, ONTAP-NAS-

0|Z 0|, ONTAP-NAS-Flexgroup
trident.netapp.io/blockSize EE 37| solidfire-SAN

MAE PVO| 7} U= AL Delete S7HH) HHE MO MMl Tridents PV7H 22| AE T(5, A7} PVCE
At o) PVt HE 2ES DS ATHBILICH AN ZHRi0| ATHE A< Tridents PVE i Al HAj5tn 42
TR = PVE 2502 AH|E TtK| 37|HO 2 KHUS ChA| A ZELICH PVOIA S ALESHS 22 Retain
Tridenti= O] ™2 2A|5t3 22| X}7} Kubernetes 3! A0 0| Ha|sto] A|73t7| Fol 252 el e
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https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/

AAr 4= UCH ZHEBILICE PVE AMHISHE TridentOll A BiQ) 2 &S AMHISHA| 2ELICH REST APIE AHESHO]
H|7sHof BL|Ct (tridentct1)E S2ITLICH

Trident= CSI AFZEZ AIESI 2 & ARAF WS XI|EYLICH 28 AHAE MMStD 0| HIO|E AAR AHESHO]

71E PVCE =HE = JASLICE oA 5tH PvSe| AIH =x|& HAF HEN 2 KubernetesOl EAIE 4 UESLICE
O3 O3 AYAE AFESI0] A PVSE MAMS £ QIELICEH ot H ATH{HMA|Q on-Demand Volume Snapshots
O1EA XSE|=X| 25N 2.

Trident= = MEELICH cloneFromPVC X splitonClone 22 MM E 2ot =M. 0|2{8t FMZ ALESH
Kubernetes 1.13 O[St HTO||A| CSI 71812 AFESHXA| &1 PVCE SX|SH7LE Kubernetes 22| AT HIEF S5

A AKKubernetes 1.16 0|5H S X|SHX| b2 E 2 ALY & UESLICE Trident 19.102 PVCE S¢t 28 Mds
2t CSI YIAEZRE X|HgtLC}.

E ME2T £ UELICE cloneFromPvC % splitonClone CSI Trident S 7|& H| CS| T EQAE
=
CIS2 AFZX7L 0|0] PVCE 2 &8t ARYULICt mysql "OIA 2l= M pvcE MAHE £ ASLICH
.I

‘mysqglclone It Z2 FM 2 MEYLIC trident.netapp.io/cloneFromPVC: mysql. O] M2 HHSIH
Trident?t 2E2 MZ%E Z2H|XdsH= Al MySQL PVCY| st 2 &2 EEELICH

* RF 289 222 MMst= 210l E5LICE
* PVCe O 2E2 5Y%H Kubernetes U A0 ANA ST AER|X| SEHAE 7HH0F SFL|C,

* £ M85t ontap-nas % ontap-san EEI0|HE= PVC =M E AHSH= A0| £EELICE
trident.netapp.io/splitOnClone & & HSELICE trident.netapp.io/cloneFromPVC. 2t
SHH trident.netapp.io/splitOnClone & £ AHEPYLICI true Tridente &9 SE0A ==
=52 =2g%l SME =ES ZI0|ZA0|ES &M 4% SEOM RZ|HCEN UFE AEZ|X]
2282 X d5Lct, HHF Qb EL|Ct “trident.netapp.io/splitOnClone & 2 HAHSIL|Ct
false &% 28 SE =SE 719 SL5HE MMSH0] HAE0|M Z7F AHIE SUCEMN S 20| HA AKX
=S AR EE2 MHY £ SlIELICH 222 26t 40| SHIE ALI2|= Yl H|O[EHH|o|A EES

x

oryo

_|

LS- - ©

=SH5 =& 8T S 20| A et A2 2 o4& ONTAPU|M ®ISsts 2E2|X| 2849 0[FS X
Xote 4Lt

S/t sample-input CIME2|0fl= Tridentet 271 AHEE PVC H2|9Q| of| 7} Zete|0f UELICE. Trident
S 2T E o7 Ha 5 AFof cheh XtMISE @2 Trident Volume 7HAIE EZRSHYAIL.

kT miu

FHU|E|A PersistentVolume QLENME

FHUY|E|A persistentvVolume M= Kubernetes 22{AE M AI2E £ U= AEZ|X| EES LIEFHL|CE
AL EE2 S AQl 20| ALO| 20| USLICE

@ Trident7t ZHASILICE PersistentVolume MBst= 282 79O 2 60| Kubernetes 22{AE0f|
NSO E JHMIE SEotl SEYLICL AAE 22| £ QELIC

TridentE & ZX6t= PVCE 2t Ml sStorageClass, Trident= S ME A Se{AE AESIH M =282
TZ2H|Nstn siE 250 CHet A PVE SESLICH T2H| MY &0t e PVE AT M Trident= LS #7212
S L CH

[

* Trident= Kubernetes®| PV O|E1t AEZ|X| ZTZH| X0 ALEE|= LHE 0|2 MAHLICH R ER 2%
OlE2 aie HRANAN TRBfLICE
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FHUY|E[A StorageClass LEHE

rot

off w2t 7+ Jhit2 2 7hs
L

2FO 2 HISZIEl 4 QIX|0F PVCHA A

7|9

FHY|E|A storageClass LENMEE= 9 0|ECE X|HELICI PersistentVolumeClaims £ &etS

AL AER|X|E
= A= ZULZ ol At MIES FHolFfLICt.

ZE[X}7F 2hE 1 #E[S0F 5h=

—

FHUY|E|A storageClass TridentE AMESH= K|S 2

apivVersion: storage.k8s.io/vlbetal
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate

ol21%t Oi7H B4== TridentOl| 2t Sl 2

AE2X] SaiA U7 M= ChZa 25Ut

%4 7o
e, [string] EAtE S
oH &L Ct
AELX E Map [string] StringList

YLCt

%7} StoragePools Map [string] StringList
LICH
Map [string] StringList

excludeStoragePoolsE
L(Ct

EEXSINAIL

Z|H Tridentol] 22iA0] 2

D ZH[M LT AE2X] SeA KM= AL EE 715 2RAE AMEst EEHI X'dof ofsf

= 7tX] 712 JHA| & StLFLITE. CHE Stibs Trident 2

2 L2t

T4 ga

orL|Q

ofL| e

o

OofL| R

.
o

A= A LICt.

=

Z&LIth

Lol AEa|X| & 220
sl = 0|2 o

o] AE2|X| E 220
#ol = 0|2 ofg

el AE2|x] & 220
ol = 0|2 o

AERX] £4 9 715t 2 AEEX| E ME{ EM 9l Kubernetes 8O =2 287 4 JUEL|CY.
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1
0z

ojc|o] *

TZH[AY

=H

IOPS

HDD, 3}0|EZ2|E,

SSD

ONTAP-NAS,
ONTAP-NAS-
O|Z 0],
ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
solidfire-SAN,
GCP-CV, Azure-
NetApp-IH
ONTAP-SAN-
O|Z |

Xt A%

[ =Y A

': ONTAP Select A|ARIO|M X[ =[X] gt&LICH

[HEEo| A2 QXEl Zf0| T2 H|KU o XIXEQ| Hste
ZE5H| EEHIH‘EJ%ILI Ct. SkX|2 Element AE2|X| &

Qos #t= E8e

| 7t& £Z&LICH attributes

LICt. 0] 22 EE U2 2E2X| 22

Jk-| EH

[ |

SOz £3

SeflA9 AL

St
o

(=}
=

St o2 AFEELICE

=ot= ol

i}
=

gt AEE(X|9|

=g ct QHESIHAIL ol 2|5t
X[ AELCt
Zo|= 0] 4o X|AME O|C|o] ONTAP-NAS,
ojC|of7t Zete|of FAYULIC ONTAP-NAS-
U2, O|Z2 0],
sfo|lEE|EE E ONTAP-NAS-
D= ojojgtL|Ct Flexgroup,
ONTAP-SAN,
solidfire-SAN
=20 T2 H| MY giHo| Thick: All
D Z2H|XNL eHEe X|AEEQ&LICt ONTAP; Thin: All
X[ Ag|ct ONTAP &
solidfire-SAN
Z0| o WHoll= HHOHl =T} DE c2lolH
Qoo setLict  X™HEASLICH
E2 AL ALHARO| 2t 32l ONTAP-NAS,
J=222 =22 ONTAP-SAN,
XA ct solidfire-SAN,
GCP-CV
ES =B 222 220 gMstzEl  ONTAP-NAS,
X[ Ag|ct == ONTAP-SAN,
solidfire-SAN,
GCP-CV
E2 Az 3tE ot 317 &M3tEl ONTAP-NAS,
222 x|stL|ct 22lLct ONTAP-NAS-
0|2 0],
ONTAP-NAS-
Flexgroups,
ONTAP-SAN
Zo ol HOOM =222 olz{st solidfire-SAN
|OPSE HES & |OPSE
ASLICEH HEetL|Ct
DIiIEﬁ, O|E S0 it T2H|XH S ESHH SE0|
2 MSE I0PS £[4 2 X|CHZHE AFHESH 2FE Zf0| ot
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EXS DH2BL|CE Trident= 9 ALL T} €X|8t= AEE|X| ES X522 HMSH0] MEHSIL|CE attributes
XEe = AELICt

S(E)MEY = 8l= B2 attributes 22HA0 B= E2 XS E MESIHH E
storagePools % additionalStoragePools =2 O ME2tSIHLI EX =
HQILICE

£ MEY + UAFUCt storagePools M HEE AESI XY E ZE E0 LKAot= 2 MEE F7t2 et ct
IT

attributes. &, Trident= 2 AEHE E9| WXIE AERLICt attributes ¥ storagePools ZZH|X L0
ZQst o7 HaQLICH D7 a0 AF2SHALE & CF 2 A8 S 4= JSLICE.

E MY £ UELICH additionalStoragePools Of|A] MEHSH Z0f 2tA|Q10] Trident?t Z2H| X0 AF25H= E
MEE <t&tsh= 7 HaUL|CH attributes W storagePools Of7H B,

E M2 £ UELICH excludeStoragePools Trident7t Z2H| X0 At 2 MEE ZE{Z!ISH= 047K
HaQLICE O] D7 HaE AFESHH L X[SH= Z0| 25 H|AHEL|CE

Ol YELICE storagePools X additionalStoragePools Of7H B 2t =2 ES AFEEL|CE
<backend>:<storagePoolList>, ®lX| <storagePoolList> = X|HEl A =0f CHel 2EZE FA2E
AEZX| E SEQLICL 0|2 &0, 2| 22 LHLLICE additionalStoragePools U2 AWULICH
ontapnas_192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronze. O|2{Tt F50|=
Bl 5l 25 7t 250]| CHSt regex 40| MEE/LICH S AFBE 4= UELICH tridentctl get backend H{IE
WG EQ =52 7HHSLCh

===

Kubernetes EA

ol2{et EHE2 SX T =H|XN'Y & Trident’t AE2|X| S/MAEE MENSH= Of| OfFH FaS FX| ob&LICH CHA
o|2{et £ 2 Kubernetes 7 S&0IA X[&St= OH7H HBE M ZSLICH AR L E= THY A|AR MY 2P S
S xfsprogset 22 Mt A|AH REZ|E[7} Hed £ JAGLIC
&4 74 u A 2 E2}o|H Kubernetes %
fsTypeR4LICt X ext4, ext3, xfs S == 259 It solidfire-SAN, o=
A AH Q&0 ONTAP-NAS,
ONTAP-NAS-
0|20,
ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN -
ZxA
allowVolumeExp =g £ AHA PVC 37| Z7t0f ONTAP-NAS, 1.1+
ansion Chst x| ONTAP-NAS-
SM3 = O|Z 0],
H|gdSttL|ICt  ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN-
JEM)
solidfire-SAN,

GCP-CV, Azure-
NetApp-IH
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&M 4 o =l 23 E2to|H Kubernetes HZx
£ EBindingMode 2Xt<& Immediate, =& Hreld 9l e 1.19-1.25
£ MEHSH|C} WaitForFirstCon =& ZZH|X 0|
sumer@L|C} SEE A7 2
MEfStL|CH

* £ S2IELICt fsType OH7H M= SAN LUNO|| CHel| @lsts THY A|A R RS Hofste= O
AHEEL|CH EEDt Kubernetes= 2 X (IR E ALERILICE fsType THY A|AHIO| JASE
LIEILHE AE2|X| E2iA00 JSLICEL 2& ARHS E AHESHH HOE = JUSLICH £sGroup
PODQ| EOt ZHEIAE = of|2F SHBHEILICE £sType 7t MM EILICEH 2 EXSHIA|L "Kubernetes:
Pod S= ZAH|O|LHS| Hot AEAEZS JHBILCH B AHBSHH 28§ ARHEES MFst= WHo
Lot JHRE He{H 2 A XSIMAIR fsGroup A2 Kubernetes?}t O] M2EILIC}H £sGroup CH
Z0f etk 2k

° £sType 2E2|X| SeHA0M 2FELICH

° PVC dMA 2EE= RWORILILCE,

NFS AEZ|X| E2{0|He| ZHR I A[AHIO| NFS LHELYZ|Q| FE 2 o|O] EXHEILICH E
METILICH fsGroup 2E2[X| E2flA = S| 2 XIHSHOF EL|CH fsType. 2 AHE
UELICH nfs EE= nullO] Of:l 22 St Ct.

tot

© 8 HZOHINR 28

* Trident 8X| T2 HEO0= 2| Trident2t SH AHE2E 2 = 2] 7HX| of|H| AE2|X| E2iA
HO|7t MISEILICH sample-input/storage-class-*.yaml. Kubernetes 2 E2|X|
A E APH|SHH SHE Trident AEE|X| 22X E AHF|ElL|CF

2 E SO e RME LHER & HESHIAIL.

J

FHUY|E[A volumeSnapshotClass LEHME

FHU|E|A volumeSnapshotClass HAl= 2F FAFZLIC StorageClasses. 0| 7152 AFESHH 02| AEZ|X|
SUAE Folgd = UCH, ARAS HAst AHA ZEALL HASH| 2[5 28 A0 XY &~ JSLICH 2t
28 AHAZ2 tHd 28 AR At HAEELICL

2t
=

[nt]

jasC

-

ro

1

rr
oo

AvVolumeSnapshotClass AHAFS MMst2H 22| Xt7t Holaof gfLICt =& AHA 2
Holz M ELCt

apiVersion: snapshot.storage.k8s.io/vlbetal
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

£ 2&l8LICt driver 2 28 AHAE QM= KubernetesE K| ELICt csi-snapclass 2EiA=
Trident| A X2[gfLICH & S2ILICt deletionPolicy AHAFS AfX|oOF & | 3Tt ZAS K™ SL|CE Al7]
deletionPolicy 7t & L[] UAESLICI Delete AHAO| MNEH AEZ|X| SAEHL 7|2 A-AF 8
=5 AYAF NI HAHELICH, £ 2 M™EBILICH ‘Retain 2 E 9|0|EL|Ct VolumeSnapshotContent
=2 N AWAO| HEEILICH
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FHUIE|A volumeSnapshot RLENE

FHY|E|A volumeSnapshot objecte 252 AHAZ MHst= @HQULICE PVCE AHEXZF SE0| CHdH
2HSt= ANEH 28 AHM2 ARt 7|7c PVCel AHAS HHSIEE RXSH= ALICE

|> Mk

E AU 80| 0|2 Trident= WAIES| ZEOf| Ciot AMHAF MM E XSO e[St 1R £ Mt
LHAFS TEA|BHL|C}H

|=|AE

VolumeSnapshotContent LEHME, J|& PVCOHIA AMARZS MMSID A PVCE MMe ) AHAS
DataSource 2 AtEY 4= JUSLILCE

VolumeSnapshot2| M= AA PYCRt=E SZXQILICEH AA PVCTLAMH|El S0 AR AFO|
(D TAELICK A28 A0 A= PVCE ARIE 1 Tridents 0l PVCO| Cif$t %l 282 * Deleting
* MEZ ISR 2HX10] SRS RALICH HZE BE AW MRS/ 50| HHELICE

FHUY|E[A volumeSnapshotContent LEHE

FHUY|E|A volumeSnapshotContent ZHAl= 0|0 ZEH|X'JE SEO|M HEE AMAS LIEFHL|CE O]= 2t
FAFL CH Per31stent\/olume %N 2 AEZX| E2HAHO|AM T2H|XYE AHAS LIEFRLICEH 2f FAFRILICH
PersistentVolumeClaim % PersistentvVolume ZHA|, AHAFO| MMHE I volumeSnapshotContent
M= off et YCHY HE S RXILICH volumeSnapshot ARAF MM S QXS HA QLICE

@ Trident7t HASHLICt volumeSnapshotContent M3ot= =52 7|92 510 Kubernetes
ZAHO| XIS 2 N E SE5tD SEYLICH AARE 2a|g  lELICh

£ Z&/8LICt volumeSnapshotContent A0 = 1t 7+O| AHARS NRSHA MESH= ME HEIF XSO
UELICH snapshotHandle. (7| snapshotHandle 2 PV2| 0|E1} 29| 0]
VolumeSnapshotContent LEHE,

AHAE QM0 S| Trident?t HAE 0| AHAS MM BL|CH ARAFO| MM E[H Tridentdi| M 2 F+ALICH
VolumeSnapshotContent Kubernetes APIO|| AHAFS L EBfLICEH

FHUY|E|A CustomResourceDefinition LEHE

Kubernetes AF2Xt X|H 2|2 A= 22|XH7t HO|SHH H|Xot 24K E O ESSH= O AHEE|l= Kubernetes API2)
ANEZQIERIL|CE KubernetesOlAl= QLENME ZHaMS MESHI| It AFEX XM 2|AA0] MM X|IBILICH &
Asto] o|2{gt 2[AA Mo E I E = USLICH kubectl get crds.

AHEXE He El** MO|(CRD) U & QEHE DilEfE‘||0|E1E KubernetesOl| A| H|E}C|O|Ef A& A0 X ZHEIL|CE
[t2tM TridentS I8t HEQ| ME ATl T QSHX| E&L|CE

19.07 HE|ZEH Tridente CHYet HM S AFEELICH CustomResourceDefinition Trident ¥ A= Trident
AEZ|X| 224, Trident 281t Z2 Trident ZHA|2| IDE 2 &% JHAIQLICE 0|2{8t LEH E = Trident0l| A
a2|gfLICH ot CSI 28 AYWAF DI = =8 AHA2 Host= o] Zest 22 CRDE AHELICE
CRD= KubernetesE T456t= AULICE /0| Mo El 2|AAQ| K= Tridentol| 2|5 MM EL|CE ZHEHSH 0|2, £
ARSI HHAIEE ‘g‘é;'%* —’,‘— UELICE tridentctl, SHE tridentbackends CRD ZHM|= KubernetesOl| A
AR £ UEE MMEAESLICH

CHE2 Trident2| CRDOI| CHoll 248of & S 7hX| AretiLICt.
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* Trident7} &X|=|H 2219| CRD7} H-gE[0] THE 2|42 R OFEIIXZ AFSE & ASLICEH

* Trident2| O™ H{T (A El HT)OIM HIH0|=S Wl etcd HENE |XISH7| 2UBH), Trident 2X| ZZ2ZHO
Ol M ClIOIE{ £ OFO| 2|0| MR LICt etcd 7| 2t TIOJE] KA 3 SliE CRD 7HA| -

* E AMESHY TridentZ HM73t= AR tridentctl uninstall Command, Trident Pod7t AKX AHAM &I
CRDE= HM2|&|X| &LICH S TSI AL "TridentE MAHELICH TridentE 26| M5t M SEE CHA|
oY U= %*?':12 Ol*H%*Lllif.

2t0|HE storageClass LEHNE

Trident?t KubernetesOl| 5= AE2|X| 22HAE MMBILICt storageClass X|™SH= M ILICH
csi.trident.netapp.io/netapp.io/trident 152 S5XAt 20f. AE2|X| E2i|A 0|E0| Kubernetes?|
Sa2iA o|E 1 LX|ELIC storageClass LIEL = ZHAIRILICE.

@ KubernetesE Ar238tH 0|2{st QEHM E = KubernetesOlM XI5 22 MMEIL|CE StorageClass
TridentE Z2H|XJXIZ AIE5H= SE0| ARE[JASLICH

AEE|X| SelAE 2EO tist Lol RF Aoz FEELICE Trident= O|2{et 7 ArdE 2 AEE[X| 20| U=
£40t RIAZLICH SR|5t= R e AE2[X] 20| sl 2EE|X]| 22HAE AHESIH 2ES Z2H[XMEE
A w=et BRI

REST APIZ AI25}0 *EEIXI ZHAE = Holst= AER[X| 2A FHS HMY + JASLICH J2qLt
Kubernetes H{ZZ2| 22 M Kubernetes % Al Kubernetes7t ‘& HO = 0|4 LLICt storageClass
QHHME,

BHOlE = Trident’} 222 T2 H|XUdt= AE2|X| 22 X2 LIEFHL|CE ©H! Trident QIAEIA I} 2I8tH= A0
SHAICE 2t2|e o+~ JASLICH
@ Ol 2™ Qs #2|St= & 7HA 7HM| f8 & SIHLERILICE CHE Stib= KubernetesIL|Ct
StorageClass QLEHNE

O[zfet JHHIE Fddts Y- THE XMEE LHE2 S HZESHIAIR "ol 14 3"

EZ2I0|EHE storagePool QLEHHEE

AEZ|X| E2 ZH HAlSOo|M S 0| AHEY £ Q= DR XIS LIEHHLICE ONTAPS| 22 SVMO| U=

O 22| H|0| E2} CHSELICE. NetApp HCI/SolidFire2| 2 2t2|Xt X|™ QoS #H=0f| sftetL|Ct. Cloud Volumes
Service?| 42 222 SZXF X|Gof| sibeiL|ct 2t éEEIII 0= 1R AEE[X| EM METUCH, 0| Ed
e M5 EMtHoIH BE= S8 ™olgfL|ct.

CHE QEAEEQ HE| AEZ(X] 2 22 = Y X522 AME|T 22| EL(Ct.

= —

EZIO|EHE volume QLENME

EES2 NFS 28 U iSCSILUNZt Ze = dlETQoIERZ AR 7|2 T2 H| XY B LICH KubernetesH| A
olz{st #=2 01| ’5. CHSEILICH PersistentVolumes. EE2 MAY I 289 22 2ofe £ U= XLt
37|18 BHS= AER[X| E2iA T JEX| =elghL|ct
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@ KubernetesO| A O|2{ot QENME = Xt5O = 22| ElL|Ct. ZE2H|X'd TridentE 22{H ST TridentE
SHOISH AL,

HZAEZI AHAFO| Q= PVE AMH|SHH SHE Trident 280 * Deleting * AEHZ HH|O|EEIL|Ct. Trident
=25 MHSHHHE =82 AHAS M7l oF gfL|Ct.

=5 T2 HIX'JE S50 A}0{0F = £H S FelgL|ct

&4 74 e AL T Ad

H = 2xE OotL| R Trident API EHZ("1")

= A ofl Mdg 2&5°| o|ERLICt

storageClass S ZAHE o Z5S DEH|XIe o

MEdgtL|Ct A8 AEZ|X]
S AL|CH

37| X ol g g =829 37|
(HIo|E)iL|Ct

DIZ2EZS ZXtE ofLIR ANEY ZEEE R, "IHY"
EEE “%E“

LiE 0|5 A OtH| 2 AEE|X] A|AEI A=
Aol 0| ECE,
TridentOl| A] 444

CloneSourceVolume 2x4 ofL|2 ONTAP(NAS, SAN) &
SolidFire - *: SXg 252

o|ELCt

SplitOnClone S 2Xt ofL|e ONTAP(NAS, SAN): At2|

EZSIHMAIR S20M 2 ES 2L ELIC

ALHAE MK oxte ofL| R ONTAP - *: AF28 AHAF
x4 kH
o

snapshotReserve 2t ot ONTAP - * AHLEEO=2
o2l §E°| HIEL|Ct

LHE LY 7| &I %H SXE oL ONTAP-NAS *: At2&
AATE HH

ARHAF Ol ET| SeLict ofe ONTAP-NAS *: A At
ClHEZ|7F HA|=[=X]

£E LIEFHL|CH

unixPermissions N OfL| ONTAP-NAS *: 7| UNIX
i kel

=5 37| =XrE ot SolidFire - *: S2/ME
37|

Iohd A A ZAHE ofLIR ohd A AR Y RAL|CH

Trident?t ‘4 HSLICH internalName 252 MM W O] ttA|= & tHA| 2 M ELICH HA, AEE|X| HF0| oo

AH
ZIHEILICH123) B StL) trident & HAlE F 49| E—'?—M)Z =25 0|50f YHst] LAl 0|2 OHE |—|Ef
<prefix>-<volume-name>. 1% CIF BAIC A S EE[X| b= XIS CHAM[SIH 0|52 AMX|SH= 2IHS

272



ZISBILICH ONTAP #IZ 9| 22 sl0| =S o
o=

IT
=
name>)E S2ILICH 24 #HAlES| A EE

2 HAISIE 2 LR 0|F2 O ElLICt <prefix> <volume-
SlO|EQZ HiEL|Ct,

o nH

28 A2 AI26l0] RESTAPIZ AI2%10] 288 XIF T 2H|X U e £ UX|0F Kubernetes HIZ 0| A= CHEE Q|
AMEX7F BZE KubernetesE A2 S 2492 O| A8HL|C} persistentVolumeClaim B, Trident= Z2H|XY
TZNACSI LEZ 0| 28 MHIE XIS 2 DHELCH

EZI0|HE snapshot 2LEHE
AHM2 ZEO AE SHECE, M| 282 8Y 2USI7LI 24 HEHE S75= Ol ALY = AUSLICL
KubernetesO|A] 0213t &5 0o ZH CHSELICH volumeSnapshotContent LEHME, ZF AU ALHLR|

CHet tlofEfof 2200 =& AAELICY.

242} snapshot ZHM[0|= Of2f LIE =l £M0] EHEIL|CH

= /Y L @AAL|Ct My

H e of Trident API B ("1")

= =X ol Trident 2 HAF 7HA| Q|
o|EQLICt

LHE 0|2 =Xt ol AEE|X| A|AEIO| Trident
AL TR O|SRILICE

=5 0|8 =Xt oll AL MM EI G
=59 o|SLCt

=& 3H 0| =X ol AEE|X| A|AHIAM HEE
Trident 2& 7HA|2|
O|E{ILICt

@ KubernetesOl|A 0|2{¢t QEMEL X502 22|ElL|Ch T2H| XY TridentS H2{H ST TridentS
SfelotAIL.

KubernetesE AtEE 22 volumeSnapshot K| RHO| MHE|H Trident= MY AEE|X| A|ARIO| AHAE
HHE MHStH RS etL|Ct & 2=2LICE internalName O] ARAF IHN|S] MEOE ZHeloto] MM ELICH
snapshot- & AESIH UID Q| VvolumeSnapshot ZHM|(0: snapshot-e8d8alca-9826-11e9-9807-
525400f3f660)8 22
HtAlO 2 X EIL|CE

SrLIC}H volumeName ¥ volumeInternalName S EE9| ME HEE 1=

OIAER} EB|HIE ResourceQuota LEHNE

Trident deamonset2 S AF2ELICt system-node-critical @M &9 ZaA - Kubernetesdl M 71E &2 @M
=2 222 - Astra Trident?t & LE & 0| EES A'E 8! HE[5l4, Trident0ll | PODE AFE5IH 2|AA
20| =2 SHAHAM I 24 =22 JIEEE A o2 £ JASLICE

rx
MH>
do

0| ?ldl| Astra Trident= 2(2) AR EILICt ResourceQuota Trident | 20f| A "system-node-critical" <
S ATt HFE|=X] &QISt= JHMIRILICE Astra Trident= 75 S CIHM MM Fof| S(E) &&LICH
ResourceQuota HK|E AMSt = AME|X| ot2 AR MEHL|C

7|2 2lAaA etk 8l @M FeH A0 CHE F7H M7 ettt 32 S MM & JASLIC custom. yaml EEE &
MBIL|Ct ResourceQuota MO XIEE AL2St= 7HA|.
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CHSE Trident 22 M 2| X|H3t= 'ResourceQuota’ 7HA|2Q| of 4L|Ct.

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

2laA SOl s XpMISt L8 2 8 BZSHY AR "Kubernetes: 2|44 SHEE,

HME| ResourceQuota AX[0 Azt AL

EE ZX[0 0| X7t Hiufdt= BRIt UELICH ResourceQuota M| 7L MR [ASLICH A A|ZSHYAIL
"HAH &' 2 ohZ ChAl EX|ELIC

0| 7|50| 2tS6IX| O™ E 50 = NHEL|Ct ResourceQuota LEHME

M7 ResourceQuota

| 2|aA S M oSt = H 2 Astra TridentE HHE &= JELICH ResourceQuota LS BHE AF25t=
HA:

N

kubectl delete quota trident-csi -n trident

tridentctl ¥ 3! SM

E SelgtLICt "Trident 2% T2 HE"HHAZ FEZ|E|, “tridentctl’ Astra TridentOf|
HHGHA| M AT 2~ JESLIC, 7t%l Kubernetes AF2Xt= 0|2 AL23H0] Astra
TridentE AX|g & OfL|2} &Y M A2E23510] Astra Trident Pod7t Z&E H[JAHO|A S
Zelg + JELCH

-

A8 HEE HE{H E HAYLICt tridentctl --help.

ME 7tset 3 8l MY M2 L3 Z2EL T
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AHg 7tse

MK

Usage:

* “create’Astra TridentO]| 2|AA

tridentctl [command]

—

o

=3

E 7ML

‘delete’ Astra TridentOf| A StL} O &Q| 2| AAE H[H{BtLICE,
"get’Astra TridentOf|A] StLt O] &2| 2|AAE MISELICH

help: B0 et =S LICE

‘images’Astra Trident0f] 223t ZiE[0|L] O|O|X| E|O|2S QI gLt
‘import’Astra Trident2 7|& 2|AAE 7P FLICE,

‘install’Astra Trident2 A X|gfL|C}.

‘logs Astra TridentOl| A 238
‘send’Astra TridentOl|A| 2|AA

QI4H gLt

£ 2Lt

‘uninstall’Astra Trident2 M| gL C}.

‘update’Astra TridentOf| A 2| AA S

=
upgrade: Astra TridentO|A] 2|AA

SRS

A

e
=
=

o
gazol=

* “version’Astra Trident2| HE S Q2SI A| L.

2 3:

.d,

“_h,

‘-n, --namespace string:Astra Trident HiZE2| | AHO|ARILIC,

‘-s, --server string:Astra Trident REST QIE{I|O|AQ| FA /I

--debug: &% C|HO,

o|'|__| [:l-

-~help ' E2YEZ HXSHYAR “tridentctl.

O

O

Trident REST QIE{H|0|A

Trident REST QIE{m|0|A

MH[ASIEE FE & S?AQLIEP

M| ABHES S 4 YBLICH

=127.0.0.1(IPv49| E2

-0, --output string’ &2 &4l json|YAML|name|wide|ps(7|22}) &

StLt.

EQL|C}.

) EE= [:1](IPv6el AR

L 127.0.0.1(1Pv42| ZR) = [::1](IPv6S

)oll At 441 9!
A2 )0l MEt 44l Y
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Usage:
tridentctl create [option]

AL 7ttt SM:
“backend’Astra Trident0l| BHIE S Z=7}stL|CT,

SLICH delete Astra TridentOf| A StLt O] &f9| 2| & A S HAH5t= HHYLICE

n
0
n
1
o]

Usage:
tridentctl delete [option]

AME K3 B

= HL—-

* “backend’Astra TridentOf|A] StLt O|&o| AER|X| BHAIE S AFH|BHL|CE.
* “snapshot'Astra Trident0Oi| A| StLt O] &2 2& ARARZ Al
* ‘storageclass’Astra TridentOf|A] StLt O|Ato| AER|X| S2{AE AfH[BILICE,

* “volume’Astra Trident0|A] StLt O|ArS] AER|X| 252 AMA|L|CH

>
0%t
s
Iu}

£ 4¥Y &= AFUICH get Astra TridentOf| A StLt O] &tQ] 2|A~A S HZ 5= HHEYLICE

Usage:
tridentctl get [option]

AL Fh53t g4

—_

“backend’Astra TridentOll A| StLt O &2 AE2|X| BHAIEE HION|R.
* snapshot: Astra TridentOl| A SfLt O| &2| ARMARS JhR ZL|CE
* “storageclass’Astra TridentOf|A] StLt O|&o] AER[X| 22HAE CHREESHYAIL.

* “volume'Astra Tridentt|A] Lt O[ &S] EES 71 AA|2.

volume =2i3:* *~-h, --help: =250 et ESERJLICH * --parentOfSubordinate string: ot% &
=50 F2|E NotL|Ct * ——~subordinateOf string: =& £ot2 2| Aot

£ AAHY = AUBLICH images Astra Trident0l| 223 Z4E|0|L O|O|X| E|0]2 2 Ql2H5tHH

s
mm
IJ
i
Ral
0
oot
=
Il
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Usage:
tridentctl images [flags]

Z2i3:* -h, --help': Help for images.
* -y, - -k8s -version string ": Kubernetes 22{AE{9| 2|0| = HH

import volume
E Mgt £ JELICH import volume 7|& S&S Astra TridentZ 7= EHUL|CH

Usage:
tridentctl import volume <backendName> <volumeName> [flags]

HAL

volume, Vv

Ml

2i3:

* -f, --filename string’YAML EE= JSON PVC It 2 0| S&tL|Ct,
* °-h, --help: =E0|CHgt =SLAL|C
* —-no-manage:PV/PVCE ¥-d E& 2l0|TALO|Z #2[E 7PESHK| Ot A 2.

E Mt 4= AELICt install Astra TridentS Ax[ot= ZafaiL|Ct,

Usage:
tridentctl install [flags]

Ml

ef3:

* ‘-—-autosupport-image string: AutoSupport ®H EZH™ (7|23} "NetApp/EZ|HIE Xt&5 K| -
20.07.0")2| Z4E[o[LA o|OfX|IL|Ct.

* "——autosupport-proxy string:AutoSupport HHEEZ|l MES [Tt TEAQ| FA/ILEQIL|CE

* “--csi'CSI Trident & X|(Kubernetes 1.130{|2t X{H 2|, 7|5 A[0|E E Q)

* ‘—-enable-node-prep: =E0 25t Ij7|X| MX[E A|=gfL|CH

* "-—generate-custom-yaml: OFF A= MX|SX| 210 YAML It S M-ABtL|Ct,

* *-h, --help: 82X 3.

* "—-http-request-timeout: Trident ZAEZ2{2| REST API0| Cigt HTTP X Azt X5 MEoletL|Ct
(71232t 1m30s).

* “-—-image-registry string: LT O|0|X| HX|AEZ|Q| FA/EEQLICE
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* --k8s-timeout duration" 2= Kubernetes Zl(7|27} 3m02|)2| A|Zt X1},
* ——kubelet-dir string: kubelet®] LHE AEH(Z|=Zt "Ivar/lib/kubelet')2] SAE |X|L|C}.
* “--log-format string’Astra Trident 22 & 2l(text, json)(7|2 "text").

[

* “--pv string’Astra TridentO| Al AFE3}= 2| HAl PVe| O|EQILICE 0| O|§0| &M SHX| t=X| StelgtL|CH7| 2

"HER").

* “'--pvc stringAstra TridentOfl A AF&3tH= 7|1E PVCE| 0| )ILICE. O] O| 0] ZMSHA| b=X| 2RUIRfLITHI =
(DN 3=~—l]
OoSTT )

* “--silence-autosupport’ AutoSupport HH= = NetAppOll XtSCE ELHX| RELICHZ[2ZL: true).
* “—-silent: AX[ot= SRR £3 2 H|gdotgLIC]

‘——trident-image string: &AX[E Astra Trident O[O|X].

* “--use-custom-yaml'&d C|AEE[0 /= 7|E YAML IHL S ALEEfLICE

* *—-use-ipvé6: Astra Trident2| E40|= IPv6E AF2EILILCE,
logs
£ Malist £ QIELICt 10gs Astra Tridente] 215 Qg ZejaL|Ct.
Usage:

tridentctl logs [flags]

e

2 3:

‘—a, --archive: B2EZ X|H™SIX|

rr
rot

2

rin

25 AHE5I0] X| @ O}7I0|EE MM efL|Ct

*-h, --help: 231 3.

* -1, --log string: EAIE Astra Trident 21. E2|H E|auto|E2|H E-operator|all & StLH(7|2 "AtS").
* “--node string’ .= POD 21 & $& e Kubernetes 't = 0| SIL|LC}.

* “-p, --previous: 0| ZIH|O[L] QIAEAQ| CHS 27} JQOH JtXFLCH

* “—-sidecars: AIO|EF} ZiH|O|He] 2 E 7t ZLCt.

£ Al 4~ QISLIC}H send Astra TridentOl| A 2|AA S HiLij= HHQIL|CE

Usage:
tridentctl send [option]

Ag Tttt 8M:
“autosupport’ AutoSupport Ot7t0| 2 E NetAppL E & TfL|Ct.
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uninstall

E Mallst 4= QI&LICH uninstall Astra TridentS M7 ot= S QLICt.

Usage:
tridentctl uninstall [flags]

Z2i3:* -h, --help: MIH ESRLICL * --silent: M T HREES| £ 2 H[gdetefL|Ct.

£ Al & QIELICH update Astra Tridentd| A 2| AA S £HSH= HEHQIL|CH

Usage:
tridentctl update [option]

AL JtsTt M.
"backend’Astra TridentOf| A| B EE AC|0|EEFL|CE,

£ Mulist 4 QIELICt upgrade Astra TridentOl| A 2|AA S & 12)|0|E8tE HEHQUL|CE.

Usage:
tridentctl upgrade [option]

ANE 7ttt SM:
volume: NFS/iISCSIOA| CSIZ StLt O|Ate] H7 282 18|0|=8fL|C}.

version
E MAle £ JELICH version EEHOE AE6HH 2 HE S QUM EILICH tridentctl U A8 QI Trident
MHIAE HSELICH
Usage:
tridentctl version [flags]
Zef3:* —-client: 22I0|HE HHDH(MHIL BRSIX| &) * -h, --help: HHO| CHSF =S EILICE

POD 0 EE(PSS) U 2o Z1E| A E X|2K(SCC)

Kubernetes Pod 29t EZ(PSS) & Pod £t HA(PSP)0|AM A2 ot £ZF8 Holstn
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Pod2| S22 HIgtetL|Ct. OpenShift Security Context Constraints(SCC)x OpenShift
Kubernetes Engineti| £E& ot POD H|ot2 Fo|efLICt 0|22t AFEX} X|™HE H|S5H7| 2I8H
Astra Trident= AX| 0| £ #otS 24 otetL|Ct TS MMl = Astra TridentOl| A
Aot AL #otol| CHSH XiAl|s| dH S|t

@ PSSE= Pod 29t M*(PSP)2 CHM|EILICE. PSPE= Kubernetes v1.210lA AF2E|X| R OH
v1.25001 M ®IAELICE XtM|gt 82 2 EZSHYAIL "Kubernetes: £t

L%t Kubernetes HOt ZHEIAE 5l 3tad T

ot MY

EH At CSIE AH25l2{™H OFRE X|& 0| QFehero|o{of gL|LC}.
= Trident =E ZEJ} #H$H0| Q= HH|O|HE AEHB[OF
SILICE XpMITt 82 S B XS AL "Kubernetes:
OIRE Mo},

SAE HEQZ iSCSI O|=20f| Z2LR3tL|Ct iscsiadm iSCSI OIREE
225t SAE HEYZE AHESH0] iSCSI o=t
SAgL|Ct

SAE |PC NFSE IPC(EZ2M A 7H EA)Z AL2SH0] NFSDS}
SAgL|ct,

SAEPID £ A|ZHSHOF BHLIC} rpc-statd CHE NFSS MEHSHL|C}
Astra Trident7} SAE T2A|AZ A2[t0] ol of=2
ZH™ELICE rpe-statd NFS 282 OHRESHZ| HOf|
Al SALICE

HSgct £ Z=/gLICt sys apmIN #$H0| Q= ZH|0[L 0]l CHSt
712 7|58 ¥R E 7|s0| MISELICE OIE &
Dockere= #3t0| Q= ZIE|O|Lof| CHal CHS 7|52
At
CapPrm: O000OOQO3fffffffff
CapEff: O000OOQ3fffffffff

Seccomp Seccomp ZEH2 2ot = H|O|LH0[A] &t "Xt

s

212"0| 22 Astra TridentOllA] &-&3tet 4= Ql&LICt.

SELinux OpenShiftti A= #eto| U= ZH[0[LH{ 7t 0| M
MMEILIC spe t ("wH T2|Ast ZAH o[ =HQl 3
ot @l= AH|0|H = oM H™EILIC container t
=iel. AR containerd, ¥ container-selinux
AX|E 2= AEH0| = o[ AAELICHspe t
SELinuxE ZIHX O 2 H| 2 Mot EH|QIQlL|Ct.
[2tA Astra Trident= 2274z X| QE&LICH
seLinuxOptions ZIH|O|HZE.

= T HAH

DAC o] A= HHO|H = FEZ AA=|0{0of LTt At

= ZAHIO| = rootZ A CSIN 2P UNIX
2Z0f| HM[ABILICE,
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POD =9t EZ(PSS)

che 4% 7|2ak

pod- Trident HEZ2{2t = EE AX| enforce: privileged

security.kubernetes.io/enf UIYAHO|AN EOSY £ JUSLICE.

orce L AHO|A 20| =2 HEGHK] enforce-version: <version
ORM A2, of the current cluster or

pod- highest version of PSS

security.kubernetes.io/enf tested.>

orce-version

HIQAHO|A 20|22 WS LET} OOfE|X| 940 "B ML " EE "21: E[HE - CS ..
O 7} B & SlBLICE 0 22 of chét ieiAnol 2 o]0l lex el
ZEIQSLICH Y B TridentS CHA| AXIELICH

||:|' privileged

PSP(POD =9t Z#H)

oo YLt 4% 7|22k

allowPrivilegeEscalation ot Q= 70| = Hot true
ojlAZz[o|MS 5{&8HoF gL|Ct.

allowedCSIDrivers Trident= QI22! CSI Al 2ES H|O| }SLICH

AHESHX| s LIt

allowedCapabilities Hoto| gl Trident ZAEHO|H = 7|2 H|O /JELICE
NMEELIH H2 7|52 HRE K|
oo Hoto| Rl AHO|Hof| 2E
tset 7|s0| £ ELICE

allowedFlexVolumes Trident= 2 AHESHK| Y$ELICH HIO| }SLICH
"FlexVolume =20[H{"}2tA & &
=& S50 ZatE|X| ek5LICt

allowedHostPaths Trident =t E TE= L E9| 2E It H|| QYSLICH
ANABRIZ OIRESIEOZ 0| 5 E2

]

*"I-I?S}'— Ol= ofF & 0| HO|
A&LICh

allowedProcMountTypes Trident= OIS 83HX| &¥&L|CH H|O] UELICH
ProcMountTypes.

allowedUnsageSysctls Trident= QtHSHX| 2 LRIt H|O] UELICH
ASLICE sysctls.

defaultAddCapabilities 2310| Q= AH|0|LH0f| 7|5 =712 H|| JU&L|C}
2RIt glsLich

defaultAllowPrivilegeEscal FHotAZYO|ME 5{8= YU false

ation Z} Trident ZE0{| A X{2|&lL|C}.
forbiddenSysctls OtLIR sysctls G{EELICE H|O AELICH
fsGroup Trident ZIH|O|H7t REZ RUnNASANy

AAHELICH
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mEof @l2fgLct

hostIPC

hostNetwork

hostPID

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

volumes

My
NFS 288
IPC7} 2t EMBHOF BHL|C nfs

iscsiadm= AtEst2{H
HE<®/37}iSCSI dI2xt
ghe|ct.

Or2EStH oA

SAE

£ Mlsfof

SAE PID7t Q=X 2Hlsof gtL|Ct
rpc-statd = EO0{|A A SIL|CE.
Trident= SAE LEE AI2S}X|
k&Lt

Trident tE IC= 228

O Est™ HsH0| Y= HE|0|HE
AlStisfof gfL|Ct,

Trident tE ZE= L E 1l

A AHEIOf| M{OF BHL|C}.

Trident = E ZE&= H3H0| =
5’4E1|0|L1§ Melistn 7|52 AHE
HAI:I I_ll:'l-

Trident ZIH|O|H7t REZ
ASHEILICE,

Trident ZAH|O|LH7t REZ
ABHEILICE,

Trident7t AFEE|X| Q& LICH

RuntimeClasses.

Trident?t AHE|X| S4ASLI

seLinuxOptions $4XH Z1H|0[L

Ct

AlSH A|Z+3} Kubernetes HYZO0f| A

SELinuxE M2|st= gHe
CHELICE.

Trident ZIE|0|H7t R E
ASHEIL|CE,

Trident PodOf|= 0|2{$t &
E2{aQl0| Lt}

SCC(Security Context Constraints)

2

allowHostDirVolumePlugin

allowHostIPC
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e

NES

Trident t= X = L E9| 2E MY

AA”S OF2ERL

NFS =& OI2EsIH 2 AE
IPC7t 2F S 4180k BHL|Ct nfsd.

true

true

true

H|O] LIt

true

false

none

RunAsAny
runAsAny
H|Of

UL

H|O] ALt

RunAsAny

hostPath, projected,
emptyDir

true



2

allowHostNetwork

allowHostPID

allowHostPorts

allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

selLinuxContext

seccompProfiles

supplementalGroups

users

oy

iscsiadm= AI25t2{H SAE
HIEQ|37}iSCSI H| =21} SAI8H0f
grLCt.

S AE PID7t A} 2elshof gLt
rpc-statd T EO|A Al SL|CH

Trident= SAE TEE AI23}X|
or&LCE.

At Y= o[ M3t

= - AN

ol AZz|o|¥= 6P%HOIE gL Ct,

Trldenth:EE = E%
Or2ESH{H Aot

Alsof gL Ct.

Trident= QtHSHX| b2 Rt
AELICH sysctls.

Hsto| gl= Trident AH|O|H= 7|2

NMEHLCHH 2 7|52 URZE X
Qo HM3Ho| e AH oo 2E
7ts8t 7150] 2O ElL|Ct.

Aol A= AH|OIH| 7|52 =7t

=

27t glaLitt.

Trident Z4H|O|H7} RE
ABHEILICE,

0| SCC= Tridentol| 2t SHZH=|H
AE X0 A| "I ELICE.

Trident & X &= - E I
A|AEIOf| A{OF BFL|C.

Trident =& XE= Hot0| Y=
A

ZHO|HE dstn J7|sE AME =

=R

Trident ZIH|O|H7t REZ
ABHEIL|CE,

Trident7t AEE|X| AASLICH
seLinuxOptions $4XH Z1E|0[L
Al A|ZED} Kubernetes HYZE 01| A
SELinuxE X2|st= LH2 ME
CHELICE.

_l

-% HEHJEf

Trident ZAH|O|L{7} REZ
AHEIL|CE

0| SCCZ Trident LI AT 0| AQ|
Trident AF2 X[ A| HIRIESHZ| 28K
StLte| 2=0| &S ELICE

2 0| = aAk "H| X[l AFEf 2

true

false

true

true

none

H|O] AIELICt

H|O] LIt

RunAsAny

H|O] AELICt

false

none

RunAsAny

H|O] S LICH

H|0] Q& LICH

RunAsAny

2
ol
£Q
gjo
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2 29 =4

HA
volumes Trident PodOi|= O|2{¢t 28 hostPath, downwardAPI,
E{00lo| HgtL|Ct, projected, emptyDir
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O] HH2| 2

Astra Trident 22.102 &&5tX| gi= H2 0| He| =0 tiet 2ME A EY & ASLICH

» "Astra Trident 22.07"
+ "Astra Trident 22.04"
+ "Astra Trident 22.01"
» "Astra Trident 21.10"
» "Astra Trident 21.07"
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