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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZESHAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM B 7|(1EHA)E HX[RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HQIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAJBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
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| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
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S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f
trident

cert-backend-updated.json -n

o —— o et ettt it
o +—— +
| NAME | STORAGE DRIVER | UulbD
STATE | VOLUMES |
o —— e e it ittt et P
+————— - +
| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4
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O2E M2 MAESHK| t&LCt.
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300]0 RLofof &t

ONTAP REST APIE AIE3t= B2
Of7H Ha-QALICEH * 7]= O[2| 7] *
useREST TZEM 24 H517} O
HAE $HF0f| A& == 7|= 0|2
HI|2 M3ELICL E 2 8%t 32
true, Astra Trident= ONTAP
REST APIE AH26I0{ WAl = 2f
SAELICE o] 7|52 A8sHHTH
ONTAP 9.11.1 O|At0| HePtL|Ct,
CESH A2 E[= ONTAP 2121 St
ol CHot HM|A Hoto| L0{OF SFL|CH
ontap €& T2 0|= AA
ol of 2|d ZFELIC vsadmin
5 cluster-admin €&

useREST = MetroClusterdi| A
X[ A= X| ek&L|Ct
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null LTk
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74 OlHE F=SHAL.

O 7H e
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

unixPermissions

snapshotDir

exportPolicy

securityStyle
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= HA o d
MEE 2800 222 Qos HH
JELCH AEE[X]| E/”—'.*?i'Eoﬂkl
qosPolicy &+ adapativeQosPolicy
S SILtE MEHRILICE
MAE 2800 €9 M3 QoS

/EH A = 01 A qosPohcy L=
adapativeQosPolicy & OH—fS
*15”3”—”1} ONTAPO|A K| =[]
942 - NAS - 0| Z 0]

ARHSE0Of| OotEl 2 WEE

>~

A Al M9 2R0M 2ES
=L

M 250l NVE(NetApp Volume
Encryption)S &Aa}gfL|Ct
71222 YLIC false. O| M2

Ar232{H NVE 2to| M A Tt
SHAEOA ZM3tE|0] QLO{0}
SILICE SIS oM NAEZt Z A 5tHE
AL Astra Trident0f] ZT2H| X' &l
DE 252 NAE7J| &M3lElL|Ct
XtMet LHE2 CHE 2 BXSHAIR.
"Astra TridentZ7} NVE 5! NAE2}
ASE|= 2l

"UE"E AHEdt= Bt HM

Qe MewstL|Ct

—

o EA| {2 E HMofgfLCt
.snapshot C|HEZ|

A2 dATE HAH
M=Z2 =50 cHet ot AE|’°'
NFSE X|REL|Ct mixed 8! unlx
HOot AEMY. SMB X[ mixed &
ntfs HOt AEIY.

If(ZS snapshotPolicy "SUS

"0|11, OFX| fo™ "Lt

||7_I§J||

||7_|§\|u

ONTAP 9.5 0|™ SVM-DR 349
AR AU

NFS 289| 22 777", SMB £
22 Hl0| AS(EH 813

© HATT
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S 7|2%42 YLICt unix. SMB
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Astra Trident2} 27 QoS B IS AFE35t2{H ONTAP 9.8 O| A0 HRIL|Ct H|SF QoS B
() 2EsAgshn 34 180| 24 PHeAME HEH|=X Holsts 20| FALITL 28 QoS HA
JE2 BE 922 E0| & Mol chef MBS MBELICH

o

28 I=H|X'E9 o

CHE2 712240] FelEl o iLCt.

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: password
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

£ ontap-nas % ontap-nas-flexgroups O|Ml Astra TridentZt MEE AHLS AIESIH
snapshotReserve Percentage ¥ PVCE Flexvolll 3A7|E Z2HIEA| X|™ELICH. AM2XI7} pvcE
QHMSIH Astra TridenteE M AMS AIESIH O B2 372 717 |2 rFlexvolE MdEL|Ct. O]
AMg Sol AH8Xt= pvcOlM QBT M| Jts 37t SEY £+ Aol QFE IJ7HHLC M2 7S
S = JFLICH. v21.07 O|HO= AL AHM HE ZE 5032 510 pvc (0: 5G6iB)E
Mg ol MY 75ttt 37H2 2.56iB0| SELICH. AMBXL 2Fot A2 M| =EX 07| WERILICH
‘snapshotReserve O] 20| ZSHEILICE Trident 21.072 AMESHH AFEXH7L R8SH= 40| A7| Jhstt
=710|11 Astra Trident7t 2 M2|2tLICt snapshotReserve MA| 2 52| HEESE HA|ELICE o= HEL|X|
%#ELICH ontap-nas-economy. O] & HAIS He{H CH3 O E EXSHUAIL.

1

As

rlo

CtZa Z&Lct.
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Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, & =& 37|= 2/.5 =10GiB0|11 A& 7ts%t 37|=
5GIBRILICt O|= AFEALZL PVC RHOIM 288 AALICH & Z2IYLICE volume show B™E2 0| oM=L FAFSH
ZE HA[SHOF BLICE.

Vserver Volume Aggregate

_pvec_B89flcl56_ 38’31 4ded 97f9d_@34d54c39574
online AW 18GB

_pvc_eB372153_9ad9_474a_951a_88ael5elc@ba
online RW

2 entries were displayed.

O[T HX[0f| M 7|& MAME= Astra TridentS H 10| =2 [ YoM BESH = 2FS ZT2H| X JELIC
°*"E1|0|':0f7| Hofl % 63._* =ECl 32 HE Arets 2| 26 282 271 jUHOHOIE gLICt oIS =01, 2GiB

PVC7} @l B2 snapshotReserve=50 1 A1}, M7| 7t50ot 37F 1GIBE X|S5t= 20| EHAMSLICE O
=0, %E‘é 3GIBE Z=HstH o E2|H|0|M0f| 6GIB 252 7| 7t 3710 3GIBE EA|ELICE.

off
4 49 of

CIS ool A= CHE 2 2] 7] H4-5 7|2URE Fe 7|2 #483 20 SL . 0l WAES Foldt= 71 4
|:|H:HOI|_||:|.
[R=R=| .

Ho

@ Trident?t = Ne App ONTAPO|M Amazon FSxE AE3t= Z<2 IP £ CHA LIFO| CHSt DNS

0|2 XIE3st= A0l EELICH.

9| 7|2 &M <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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QIS A 7|gt I ZIL|C}

Ol %A = MOl |RQULICH clientCertificate, clientPrivateKey, %
trustedCACertificate (ME[E £ U= CAE AMESH= Z 2 ME M) = ol YELIC backend. json
J2|1 24ZF Z210|AE QS A, 742l 7| 8l ME|E 4 Q= CA Q1B A Q| base64Z QDL = 42 AL RILICH

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix



PN

AATE HAY

o i

Ct2 ool M= Astra Trident7t S& AATE HMS AL2SI0] 2
X[A|St= HE 2o ELICE 0] 7|52 of CHHM = SUSHA =
nas-flexgroup =2t0[H].

ONTAP - NAS =2}0|H
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

<code>ontap-nas-flexgroup</code> =2}0|H

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

labels:
k8scluster: test-cluster-east-1b
backend: testl-ontap-cluster

svm: svm nfs

username: vsadmin

password: password

TE MMS N}=0Z MMt ;-_+3|3}Eg

%E'—“Zf ontap-nas-economy X

ontap—



IPv6 T4 AL

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

ontap-nas-economy E2}0[H

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ontap-nas SMB 2&2 AlE256l= ONTAPE Amazon FSx =2t0|HIL|C}

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fqgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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Of2i EA|E MZ o= Ho| mAUo|M o 22 BE AEZ|X| E0f gt EX 7|2740| M™HEIL|C} spaceReserve
NS, spacerllocation HAY 2, Y encryption AAY W, 7tA E2 AEZ|X| MM He|ElLICH

Astra Trident= "Comments" ZE0|| X[ 20|22 H™eLICH HE2 FlexVol fordi| A Y™ ELICH ontap-nas
IL = FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H|XMJe mf 714 20| A= RE 20|22
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Ol o= YR AEE|X| EO0| XIHAMOE MHEILICI spaceReserve, spaceAllocation, ¥ encryption 2t
AN LR F0| 2ol dHE 7[22U4E FolSL|Ch
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<code>ontap-nas</code> E20|H

version: 1
storageDriverName
managementLIF: 10
dataLIF: 10.0.0.2
svm: svm nfs
username: admin

password: passwor

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_ stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '

: ontap—-nas
.0.0.1

d

nfsvers=4

one
1se'!
dard

e
d-cluster-1

a

volume

true'

ns: '0755"

licy: adaptive-premium

b

none

true'

unixPermissions: '0755"

- labels:
app: wordpres
cost: '50"
zone: us _east 1
defaults:
spaceReserve:

encryption:

S

©

none

true'

unixPermissions: '0775"

19
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labels:
app: mysqgldb

cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'



<code>ontap-nas-flexgroup</code> =2}0|H

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000"'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
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zone: us_east 1d

defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



<code>ontap-nas-economy</code> =2}0|H

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

department: legal

creditpoints: '5000'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d



defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

AOO|E dataLIF X7| AM =

ChE S st
=1

£I| 74 2O KO LIFE HEY & A2H, YUH|O|EE! CIO[E LIFZt ZeHel A Hal=
JSON It E Mg =

°'$|—IEL

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-datalLIF>

@ PVC7} StLt O]9 ZEOf| AAE 32 did ZEE EF Ul Ch3 ChA| S2{2bA M HIOIE LIF7t
HMEE[=F dfjof LTt

HHoll= £ StorageClassesOf| Of T gtL|Ct
C}2 StorageClass & 2|

StorageClass= 282
UA&LICH

2o 7t E2 HEZSLICL E AMEELICI parameters.selector BEOA 2f
ABISHE O AF2E £ = 714 E2 S ETLICH MEist 1A Z0f| 280 ™Moo

* X Hmf StorageClass®!L|C} (protectlon gold)= o A M, & Huf 7
flexgroup MAE 3 of K HM| 7t E ontap-san HAE. ZE 2[H B3 7|58 M35t Rt S|ALICH

* & I StorageClassLICH (protection-not-gold)= OlIA Ml B, Li| EHAY 1AL
nas-flexgroup HAME 3 of| M M| HHY 7tAF ZR/LICH ontap-san —*.'°.i|E = 0|29 Bz +F& N35t=
Q08 ZolL|C},

* M|t StorageClassILICt (app-mysqldb)E 01|A'| | i 7Ha Z0f| 0fEELIC ontap-nas Of A= WA=
M I 7kA EQJLICH ontap-san-economy HAE. mysqldb R& Mol CHet AE2|X| E 2 HE MSSt=
'|<'>r°EI°J =L|Ct.

* | Hmf StorageClass®LICt (protection-silver-creditpoints-20k)= 2 Ml HY 7t Z0f|
OHHELICH ontap-nas-flexgroup & WAL 3 = HI| Jtat ZERQILICH ontap-san HMAE. 20000 F &R
ZRIENM SE B B3 7|52 M3dt= fYs SYLICH

—_

* CHA HH StorageClass®LICH (creditpoints-5k)e 2 & H 7tA Z0f| OHZELICE ontap-nas-
economy Off Q= HAIE 51 N HUY| 7HA EQLICH ontap-san MAE, 5000 2| EQIE| Y= R =
MH| AT

Astra TridentZ} MEASH 1A E2 ZH™SID AER|X| 7 AFEE SFA|ZLICE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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