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* OpenShift Container Platform(AMD64 2! ARM64)0| A X|&5t= RedHat CoreOS(RHCOS) H™
* RHEL 8+(AMD64 5! ARM64)

* Ubuntu 22.04 0|&(AMD64 3! ARM64)
* Windows Server 2019(AMD64)

7| 2™ O 2 Astra Trident= 71E|O|HO|M AME B2 B = Linux ZrFLXIO| M ASHEIL|CH O2{Lt 0|2t &AXIES2
HZ NFS 22I0|HE EE= iSCSI O|L|A|0|0|E{E ALE35}0{ Astra Trident?} 7(1|-7'-3h_ =52 ME 3¢ Al =of w2t
OFSESH 2 9lofof SHL|C}.

£ Z2&/8LICt tridentctl O] REE[E|= 0|23t Linux BT M = AEHEILICE

SAE M

Kubernetes E2{AE Q| BE HYUX LE= Pod82 2 Z2H[XNJE =& O2EY 4 U0{0f ghi|ct. ZHXt
L= FH[ot2H =to|H MEHof et NFS = iSCSI =& A X|3l{0F gLt

n |. xl_iEE Hl'o;H_ltl_u

AE2|X| AAH 7Y
Astra Trident= A= 0| A AFESHY| HOl| AER[X] A|ARIS HASHOF &+~ USLICH

"ol g

Astra Trident ILE

Astra Trident= E412 2l EX ZE| A MASHOF BFLICE
"Astra Trident LE"

Zig|0|H o|O|X] 5! siE Kubernetes H7%

37| 8t HX|9] FL L3 FE2 Astra TridentS HX|5h= o 2R¢t AE|0[H o[0|X|e| HZEYLICE £ AHETLIT
tridentctl images BYE AFESI0 TRt H|0|H O|0|X| S5 =tQlgtL|C.
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Kubernetes HZx

v1.21.0

v1.22.0

v1.23.0

20

ZiE0|LA oo X|

* Docker.|O/NetApp/E2|H E: 23.04.0

* Docker.l0/NetApp/E2|H E - Xt5 X|&l: 23.04

* registry.k8s.io/S1G-storage/CSl-v3.4.1

* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0

* registry.k8s.io/S1G-storage/CSl-resizer: v1.7.0

* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.I0/NetApp/E2|HIE - 2%} 23.04.0(2M)

* Docker.|O/NetApp/EE|H E: 23.04.0

* Docker.|0/NetApp/E2|HIE - XI5 X|&: 23.04

* registry.k8s.io/S1G-storage/CSl-v3.4.1

* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0

* registry.k8s.io/S1G-storage/CSl-resizer: v1.7.0

* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.|IO/NetApp/EE|HIE - 2HX}: 23.04.0(8M)

* Docker.l0/NetApp/E2|H E: 23.04.0

* Docker.|O/NetApp/E2|HIE - Xt& X[: 23.04

* registry.k8s.io/S1G-storage/CSl-v3.4.1

* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0

* registry.k8s.io/SIG-storage/CSl-resizer: v1.7.0

* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.IO/NetApp/E2|HIE - 2%} 23.04.0(5 M)



Kubernetes H 7™ Ziejlo|L4 oo x|
v1.24.0 * Docker.IO/NetApp/E2|H E: 23.04.0
* Docker.l0/NetApp/E2|H E - Xt5 X|&l: 23.04
* registry.k8s.io/S1G-storage/CSl-v3.4.1
* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.7.0
* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.I0/NetApp/E2|HIE - 2%} 23.04.0(2M)

v1.25.0 * Docker.l0/NetApp/E2|H E: 23.04.0
* Docker.|0/NetApp/E2|HIE - XI5 X|&: 23.04
* registry.k8s.io/S1G-storage/CSl-v3.4.1
* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.7.0
* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.|IO/NetApp/EE|HIE - 2HX}: 23.04.0(8M)

v1.26.0 * Docker.l0/NetApp/E2|H E: 23.04.0
* Docker.|O/NetApp/E2|HIE - Xt& X[: 23.04
* registry.k8s.io/S1G-storage/CSl-v3.4.1
* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0
* registry.k8s.io/SIG-storage/CSl-resizer: v1.7.0
* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.IO/NetApp/E2|HIE - 2%} 23.04.0(5 M)
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Kubernetes H 7™ Ziejlo|L4 oo x|
v1.27.0 * Docker.IO/NetApp/E2|H E: 23.04.0
* Docker.l0/NetApp/E2|H E - Xt5 X|&l: 23.04
* registry.k8s.io/S1G-storage/CSl-v3.4.1
* registry.k8s.io/S1G-storage/CSl-attacher:v4.2.0
* registry.k8s.io/S1G-storage/CSl-resizer: v1.7.0
* registry.k8s.io/S1G-storage/CSl-snapshotter:v6.2.1

* registry.k8s.io/S1G-storage/CSl-node-driver-
registrar: v2.7.0

* Docker.|O/NetApp/EE|HIE - 2HX}: 23.04.0(8M)

Kubernetes H& 1.21 O|&0f|M= HBE S MERLICt registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v6.x '7-535"?7 vl oA X|&5t= HA ?:I'——|E|'

@ volumesnapshots.snapshot.storage.k8s.gcr.io CRD & £& SELICE vibetal O|A
CRDE X|#6t= HHEQULICH vi HHE, ABE S MEBELICt registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v3.x O[O]X],

Astra TridentS A X|stL|C}

Astra Trident 2 X|0f| CHol| XtM|S] ZOE AR

Astra TridentE CtFot 2tA 0t ZX0f| AX|e £ Y= NetApp2 CHASH BX| M2

N ZELICt Trident ﬁﬁﬂ(—f—% = Helm AE) = E AFE510] Astra TridentE AX|&
UELICE tridentctl. O FF0AM= Mt AX| T2 MAE MEHSH= Of| 2Rt SRt
HHE M3t

Astra Trident 23.040] Cist S2 M=
* Astra Trident * Of| CH$t C}S 2 HEE 2/0{0}F SL|C}

<strong> 52 HE Astra Trident </strong>
* O|A| Trident0| M Kubernetes 1.270| X| & EIL|C}. KubernetesE & 12|0|=5t7| FOf| TridentS
A 0| ESIAAL.
* Astra Trident= SAN 2tH0||A CtE A2 A2 HAHSH| ALE6HH #HE /2 YL|Ct

find multipaths: no L& &2 .conf It

Hl 22 52t 4 = 2 AF8 find multipaths: yes BEE find multipaths: smart
multipath.conf It 2| ZtOZ Qs OLLE QZ 7} SHMSIL|C TridentOllA O AF2S HERHSLIC
find multipaths: no 21.07 E2|A 0|%

22



AlZfsto] Hofl
X[ Z=0f| 2A8L0| CtZ &=F0| LO{OF BiLICt.

° Xl
st

=

fIEl= HTO| Kubernetes B! 7|5 27 At
)é)§|.5| [_||:_|. = 7-|Eo|'|__||:|- " Ars = x

* X| &%= NetApp 2E2|X| A|AEIO] CHoE HM|A
* B E Kubernetes 21Xt = EUHM EE2 OIREY 4= USLICH

7t AX[El Linux A E kubectl (E= oc, OpenShiftE AHES}
#e|ste s AX| 3 det ALt

FIF

AL) A238t2{ = Kubernetes 22{AEHE

—

£ S=/¢LIC KUBECONFIG Kubernetes 22{AE FEE 7f2[7| =5 ST E 2F HE-UL(C)

* Docker Enterprise2t 271 KubernetesE At&5H= 2%, "CIS THAIOH| [2f CLI HM[AE E™ L[]

O 2J3HX] 242 FL 7|2 T Ol H| OFF F2 AlZHLICE.

Heltt AX| AHS MEfRLICh of e Al HEsoF LTt "dE 7t 0|5" 2HE LHE|7| Hof

Trident S A} AL

£ESOZ HESHE HromS A5t Trident 2EXt= MX|E T3St Astra Trident 2|

S ch AAS SHOR BlY &
Q= EET WHOILICEL 22 JHSBLICH Trident 2R HES AL X FBHLICH ©f 442 ALELICH

TridentOrchestrator AFHEXl X|H 2|2A(CR).
Trident HAXIE AFESHH CH2 1t 22 O|F-O| QUELICE

i AN

<strong> Astra Trident 24| MM </strong>

Trident 2E X7t Kubernetes 70| CHdH| LS QEHME S Xt = MMotLICH

* 2Kt ServiceAccount!L|C}
ServiceAccount0ll CHet ClusterRole % ClusterRoleBinding

* M2 PodSecurityPolicy(Kubernetes 1.25 0|3})
* ZrHXF KEA|

<strong> X}& =+ 7|5 </strong>

GXH= Astra Trident MX|E ZL|E ST 750| AK|E[HLE M2 SHE 7409f &2 ZHE siZst7| flet
35”3 HIHMOZ £HTIL|C A trident-operator-<generated-id> & HZ&s= POD7t MM EIL|CH
TridentOrchestrator Astra Trident7t & X|El CR. O|ZA| 5tH S2{ AE{0f| Astra Trident QI AEI AT}
SHLZE QU AX[7F MU= 22 X7 0 =S|t AKX HE O HiZE E= & Y AN|)o| 3 E[H
XTI} 0|2 AlHstT A O AXMBH|C}
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https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/
https://docs.docker.com/ee/ucp/user-access/cli/

<strong> 7|Z AX|0j Cifet ZHHSE A0 E </strong>

7|1Z HiZEE SIFXIE & 0| ET £~ JSL|CtH E ME!ISH |2 6H EIL|Ct TridentOrchestrator CR2

= I O = T M

A8 XS YUCi|o| ERLILY.

E YaloF ot= AlLIE|RE W2 EHAIR. 0|2 St H

OlE &0, Astra TridentE &AM3tsto{ CIH 21
HE—'*.E.*LI l:|' true:

ol IHX|E MELLIC TridentOrchestrator & =2 AEYLICt spec.debug

= 1od

kubectl patch torc <trident-orchestrator-name> -n trident --type=merge

-p '{"spec":{"debug":true}}'

0|2 TridentOrchestrator O YOIO|EEH 2FXI HH0|EE Mot 7|E HX|E mX[EL|Ct. oA

St M ZE7 HYE|of EXIE HESH +TE + ASLICH

</strong>E X|2|St= <strong> XI5 Kubernetes 2 12{|0|=

AXH= 7| = Astra Trident 8% E X502

Ho

S2{AEH9| Kubernetes HTMO| X|¥E|= HMOZ A T2|0|EE|H
AH|O0|ESI Kubernetes HH ALY S SFoIE & HATLCE,

SHAEI X JEX]| gb= HEC = Y20 EE[H 2FX= Astra TridentE 2X|g 5
() gLtk Astra Trident7t 2@xtet B 0l0] MXEl ZS Astra Trident7t X #1|X| ok

HAH
Kubernetes H{F0f| 2X|Z|/}SS LIEIL= B0t HA|EL|CEH

<strong> NetApp Console AF2%t Kubernetes 22{AF Zt2|</strong>

NetApp Console AHE3}10{ Astra Trident AFESHH £| & X 2| Astra Trident £ & J32{|0| =5t AEE|X]|

SejAE 371 9l 22|stn 2 A0 HZSH, Cloud Backup Service AF23I0] 7 252 Wige =
QAUSLICH 242 HelmE AI23I7LE £5 02 Trident 2 XIS A0 Astra Trident HIEZE 4~ QEZE

K| g,

M2 tridentctl
2 2|0|=3HO0f St= 7[&E HHZEIF JQALE B E AEX} X|HSte = 22 1e{s{of BfLICt . Astra TridentE T155H=
7| & gLt

7tSELICE Trident 2[AA00 CHet DL HAES ddeL|CH of7]0l= =5, HL/HA, ME|A AH-, Astra Trident?}

od
Xo] YR = Mot 22 AH A S0| ZeHELCH

22.04 E2|=2E{= Astra Trident?} X[& w{OiCt AES 7|7} O O| &} ChA| M E|X| &L T, O
2| =& Sl Astra Trident= HX| Mol 2 K== ME2 HIE M E HX[ELIC =,

@ tridentctl 22.040| A= Trident2| O™ HE S MAHY 4 UXITH O|H HHO| M= 22.04 HXIE
Mg = i&LCt
&5t installation_method S MEHEHL|LCE.
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ZX|0| M RFL8t= installation mode(Standard, Offline EE= Remote)E 7|RIOE HE TZMA S ZH™BtL|C}

=
0|2 Astra TridentE AX|5H= 7HE (2 WHO|H HES( 3 H|oto| gl= tHEES| SHHof|M RSELICHL BE
K| REONE 7|2 HXAEEZ|IE A6 2R3t TridentE N ABILICH (docker.i0)2t CSIE HZSHUAIL
(registry.k8s.io) O|O|X].

HEZ DEE AME6t= ER Astra Trident AX| T2 30| Ct2E £AHEL|CE

* EHIS Sofi AE|o|H O|0|XIE 7k ZLItt

* Kubernetes 22{AEQ| 2= XA L E0j| A Astra Trident PodZ 7}538t= 1% L= L E O|ZA|EE
AYMBHL|C}
ood

2mztel gX|

el X RE= Z7| gLt obHet 2 X|ofl 2RE & ASLICE O AlLIZ| 20| A= 2Lt Trident & CSI
O[0|X|E XMEst7| floh T HE O|2{E HX|AEE| = F 19| 0P & HX|AEZE TS 5 ASLICH

() @maesa 2y B2gio] CsioloIS stel a|xAER|of 2lofof gLiCt,

=
2 #Z AX Z2AHA0 oier &9 =F2 JTHRYLIC.

i)al
A
Ot
X
ra
o
i
=

EILICE kubectl Astra TridentS F&ot2{= &2 HAl

* Kubernetes 22| AE{0AM 74 DY S SASIY & AHELICE KUBECONFIG #F A|AHIQ &

[

oX
rE
I

L]
of

E AMEELICE kubectl get nodes BHZS MG HR3t Kubernetes 2 A0 HZEE 5 UK
SIS A 2.

F X HAE A5t HA AREOIM BHZE =Lt

H 3 ZEof K2t ZEMAS HEdgtL|Ct

HE U2l = MESH TZMAS MEBL|CE
e X 2
Trident 2B XHES) "HZE X[

"@matel MA"

Trident 2 XH(A|0) "HZE AX|

ugEEl_ol_' Aeixlu

A

tridentctl "HZ&E L= natel AXx|t

[LE
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X LS HEY 5= UASLICE OIZA| 5t7] Hof| ChZ AtehS DAL,

* Astra TridentE &X| & MAHE mi= g ST HHE ALBSHAR. S(E) HHES B2 tridentctl, 2| Y
HME A0k ZLICt tridentctl Astra TridentS H|7{8H= HEO|LA2|. OFEIZEX| 2 ALXLE MBI £
H{ZSH= AR0|= & MG OF BLICt TridentOrchestrator CR W SET spec.uninstall=true Astra
TridentS X1|71 gLt

* A 2 HAStD A AF2E 2HXt 7|8t BHE 7L U= AL tridentctl Astra TridentS H{ZESH2{ M HX
HMESHOF &L|C} TridentOrchestrator 2|10 AHETILIC spec.uninstall=true Astra TridentES
M7t Ct O CF2 APH|BLICH TrldentOrchestrator U AR HZE, O CHE E AH8SHH E X &+
UELICE tridentctl.

* TR} 7|4Ho| £5 BIEE ALS ST HAIO] 7|8t Trident HAXF BHE S ALS0lals B UM 2502 HMXIE
X7t Ot Helm MX|E $Hslof EL|Ct 0|2 S8l Helm2 2R3t 0|2 U =ME ARSI Trident HAXIS
HHZES &~ QUSLICH O|FA| StX| fC™ 2j|0|2 REM AA TR 8l =M M ZAF 2=t SHH HA|0] 7|8t
Trldent H LKL HY I} %'HH‘PJLlEf. 7t Q= B2 “tridentctl 7| Bt HHEOHA‘I._ 25 Q10| Helm 7|dt HIZE AL S

= USLICH

7Bt LT 2 2M
VMware Tanzu ZEEZ2|2 HE0| Astra TridentE X[ HL

B|AES ABH0| Y= YAZEES X|Asof SLiC

=
=

* E SE/ELICH --kubelet-dir E23E kubelet C|&E 22| X2 HHsHOF SLICL 7[2MO = O] Zt2
QL|Ct /var/vcap/data/kubelet.

E A23}0 kubelet 2/X| X|H --kubelet-dir Trident Operator, Helm % Of| CHal Ztist= 2o 2 X
USLICF tridentctl HESIL|CE

Trident T MXIE AL2SH0] AX[ghL|CH

Trident HAX 5 HIZ(EE T E)

Trident HAIXIE 502 1E510] Astra TridentE MK & 4 QSL|CEH 0] T2 M|A = Astra
Trident0f] Z 2o+ Z1E|0|LH 0|0|X| 7t 7HQ! HIX|AEZ|H| MEE|] JUX| 42 MX|of| M E/L|CE
Jiel o|o|X| B|X|AER|7t Y= AR E AIEYLICH @2l HHEE Qo T2 M[AQUL|C",

Astra Trident 23.040]| Cist =@ M=

* Astra Trident * Off Cl{$t LIS S FEE HO{OF BfLICH
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<strong> 2 HE Astra Trident </strong>

* O|A| TridentOl ] Kubernetes 1.270| X|2IEIL|C}. KubernetesZ & 12i|0|=3}7| M|l Trident2
A 0| ESIAAL.

* Astra Trident= SAN 2t30|M THE B2 7S A AESIHH A& g2 YLt
find multipaths: no L& &2 .conf It

Hl A2 Ct&E3t M = 9 A2 find multipaths: yes £ find multipaths: smart

multipath.conf It 2 EIQE OIS IR E QF 7t LMEBHLICH TridentollA] 2] AL S HERIALICH
find multipaths: no 21.07 E2|A 0|%

Trident HAIXIE £SO F &8t T TridentS A X|stL|C}
AE "AX Q" AKX APH 27 A2 SESHD 2tE0f| Y= SHIE AX| 82 MM =X 2elgtL|Ct

A|ZFst7| Hof
MX|Z2 AIZFSH7| FOf| Linux SAEO| 239018t0] At 22| {82 atolstL|C}, "X| 2 E|= Kubernetes 22 A"
Z st o] A0o{of L}

OpenShiftl A= 2 ASELICH oc tHA kubect1 CHS ZE O0f[A & AEsto] HA *

|'
@ system:admin * Q2 2QI8L|Cl oc login -u system:admin & oc login -u kube-
admin.

1. Kubernetes H% 2tol:
kubectl version

2. 28{AE 2K}t At =l

—— =

kubectl auth can-i '*' '*' —--agll-namespaces

3. Docker Hub?| O|0|X|E AtE3t= PodE AlZSHL Pod HIERIZE Sdlf AEZ|X| A|A” HEL &
A=A gletLCt.

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \

ping <management IP>

1CHA|: Trident A X| T2 24 I§7|X|E CIR2EZETL|C}

Astra Trident 8X| ZZ2 3 I§7|X|0l|= Trident 2FXHE &5t Astra TridentE AX|5H= Ol 2R3 2 E 20|
S0 USLICL ol M XAl HFO| Trident AX| T2 1S CIRZESHD XS EL|CE"GitHub2| Assets A",


https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

20HA|: 2 RHMBILICE TridentOrchestrator CRD
£ YEYLICt TridentOrchestrator AFEAL HO| 2[4 A HO|(CRD). 2(E) AL/t

TridentOrchestrator LFS0| AFEXI XM 2[AaA, 0f| A HESH CRD YAML HEE ALESIHA|2
deploy/crds & HMBLICt TridentOrchestrator CRD

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3CHA|: Trident HAHXHS HHIEBIL|CH

Astra Trident & X| 2t2|Xt= HAXIE MX|otD 2t JHM|E TtE= O AFRE £ U= HE Y2 MIZEL|CH HE
ojele 7|12 1ME AR50 2IXIE =61 Astra TridentE A X|6H= ZHHSH gheHolL O}

* Kubernetes 1.24 0|5t S HAHSH= S2{AE Q| 22, E MEYLICt bundle pre 1 25.yaml.
A

* Kubernetes 1.25 0| &S 2&5t= S2{AEQ E2? £ AFEYLIL bundle_post_1_25.yaml.

AlZtst7| o

* 7|E2H Q2 Trident £X| Z2[Xh= off HAMKE HIEHLIC trident HIYAHO|A & =ELIL trident
HIJATO| AT GIELICE CH2E AHE5HY] H-d gLt

ocod

kubectl apply -f deploy/namespace.yaml

* £ Mot HIYAHO|AN HMXIE HHE'&L—“:f trident HJAHO|A AHIO|E serviceaccount.yaml,
clusterrolebinding.yaml % operator yaml = = AH2510] HE TS MAdeiL|ct
kustomization.yaml.

a. E MMYILICt kustomization.yaml CHS HHE ALEELICH ®§7|M _<bundle> = LICH
bundle pre 1 25E& bundle post 1 25 Kubernetes HME 7|8t 2 SfL|Ct,

cp kustomization <bundle>.yaml kustomization.yaml

b. Where_<bundle>_is BHZ AI25t0] HES ZMAUBILICI bundle pre 1 25 E&
bundle post 1 25 Kubernetes HHEZ 7|¢tO 2 BtL|Ct

kubectl kustomize deploy/ > deploy/<bundle>.yaml

28



kubectl create -f deploy/<bundle>.yaml

2. 2R HIE W =1 MY RS HoIBt|Ct

kubectl get all -n <operator-namespace>

@ Kubernetes S2{AE{0fl= XS] QAR A * SHLETL QLOJOF BFLICE. Trident HAFXHS| o2 HHEES
dEG5HR| OHYAL.

-

4THA|: 2 RHMBIL|ICE TridentOrchestrator TridentS AX|gfL|Ct

= 4 UELICt TridentOrchestrator Astra TridentE AX[ghL|Ct. Z 0] w2t &
= AMEX X HYLICH of M2 MEYLICH TridentOrchestrator AFY

29



30

kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name :
Namespace:
Labels:

Annotations:
API Version:

trident

<none>
<none>
trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false
Autosupport Hostname:
Autosupport Image: netapp/trident-autosupport:23.04
Autosupport Proxy:
Autosupport Serial Number:
Debug: true
Image Pull Secrets:
Image Registry:
k8sTimeout: 30
Kubelet Dir /var/lib/kubelet
Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:23.04.0
Message: Trident installed Namespace:
trident
Status: Installed
Version: v23.04.0
Events:
Type Reason Age From Message —---——- —————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal

Installed 67s trident-operator.netapp.io Trident installed

ol o2 7kX17F QLS LI,



A2 TridentOrchestrator AEH

O| MEHRILICt TridentOrchestrator AX[7} 83HOE AT E[Y =X HEE LIEHLH T AX|Zl Tridente| HE =

HEAIRLICH AX|St= St of MEJLICE TrldentOrchestrator HA A|ZH Installing & MEHSILICH

Installed. 2(E) HESIH railed &E) & 22Xt AM|HCE 54 4 QELICH "2 2lgfL|Ch,

AFEH MY

x5 O] SME A0 Astra TridentS M X[EHL|C}
TridentOrchestrator U&LICH

X[ =0 JAELICE Astra Trident?t 43X o= AX|=[AFLICE.

MAH B 7 0|R= G X7} Astra TridentE M| 7{st= SLICH
spec.uninstall=true.

MHEIASL|C Astra Trident7} M| H =& L|CH

AHIfASLICH 2RI AKX, K|, HO[O|E E= MAY £ §AELICH

O
=

Astra Trident: O] 2E{O|XN| XtSO 2 SR E A|LTILICE

Of &HEf7} X|&E|H 2X| siZ0| eIt

HHolE &

Ho
0f
.ﬁ

7t 71Z X E YH0|EStY AUSLICE.

2F LICt TridentOrchestrator AFEEX|

2|SH
=
Ch CHE A& ofo] ALt
Ct

0 52 M
|I|> |I|> ml_u

MME| podo| AEHE HESIH Astra Trident M X|7t 2t E|U=X| EHolst 4 AUSLICE

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-v4cpw 6/6 Running 0
Im

trident-node-linux-mrézc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
1m

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766£f7b8658-1dzsv 1/1 Running 0
3m

A2 tridentctl

mjo

A28 £ USLICH tridentctl MX|El Astra Trident2] HE S StQlgtL|Ct,
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 23.04.0 | 23.04.0 |
Fom e oo +
Ch A
O[X| JtsELCt "HAE Bl AEE|X| 2HAE HYStD, 2ES Z=H|X s, PODO| 2EES U2 EFLICH.

Trident QIAXF 3 HIZ(RIEZQl R E)

Trident YAIXIE 502 160 Astra TridentE A X|EF £ QSL|CH 0| Z2M|A = Astra
Trident] 223t Z1H|0|L] O|O|X| 7t JHQ! 2|X[AEE|of| HZH=l AX|o HEEIL|CE 7421 o|0|X|
HXIAEZ|JL @l R E AMETLICH "HESE B ITZ M| A"

Astra Trident 23.040]| st =@ H=
* Astra Trident * Of| CHSt CtS SR HEE 2]0{0F EL|Ct

<strong> 52 HE Astra Trident </strong>
* O|X| TridentOl| ] Kubernetes 1.270]| X[ EIL|C}. KubernetesE & 12|0|=5t7| MOl TridentE
AOEO|ESHMA 2.
* Astra Trident= SAN 2tZ0||A CtE A2 182 HAHSH| AHE6HH & 22 YL|Ct

find multipaths: no Ct& B2 .conf It

Hl 22 CtE2t 4 = 2| AF8 find multipaths: yes EEE find multipaths: smart
multipath.conf I Q| ZtOZ Q18 OIRE 7 7t EHUBILICE TridentOll A 2] AFR S HESHSLICH
find multipaths: no 21.07 E2|A 0|%

Trident HAXIE 5O FE51 TridentS A X|RLICH
HAE "X Q" BX| APH F A2 SF60 2tF0| S SHEE MK M

AlZtst7| o

Linux @A E0] 29215t0] 2t 5l & 2t2[otn A=X| 2l Ch "X 5= Kubernetes 22 AE" HReE #ol0]
AO{OF BFLICH.

OpenShiftof| A= 2 AFEELICE oc CHAl kubectl LS 2 00| & MASI] HA *
@ system:admin * @2 ZQI¥L|Ct oc login -u system:admin EEE oc login -u kube-
admin.
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1. Kubernetes H{F 2}ol:
kubectl wversion

2. 2| AE a|xt At gol

L =L

kubectl auth can-i '*' '*' —--agll-namespaces

3. Docker Hub?| O|O|X|E AI23t= PodE A|&St Pod HIERIE Sl AEZ|X| A|AHIY HEE =
AUE=X| &lgtLCt,

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

1ZHA|: Trident AX| T2 33 )7 |X| 2 CtREE=SHL|C}
Astra Trident &X| Z22 I{7|X|0f|= Trident 2SXIE 75 5}11 Astra TridentE A X|5t= O 2ot ZE 20|

=0 J}SLICE of| M =& HHC| Trident HX| T2 S CIREESHN =2 ELICH"GitHub2| _Assets_AMA".

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

2CHA|: 2 EMERILICH TridentOrchestrator CRD
E MMYLICt TridentOrchestrator AFEXl B 2|AA HO|(CRD). (E) HHELICt

TridentOrchestrator LIS AFEX} X|[H 2[AA . M XESH CRD YAML HEZ AFESIHMAIL
deploy/crds & ZASIL|Ct TridentOrchestrator CRD:

kubectl create -f deploy/crds/<VERSION>.yaml

3CHA|: 2B HXAER| 2[X|E HH|O|ERILICE

QlX| /deploy/operator.yaml, YOHO|E image: docker.io/netapp/trident-operator:23.04.0
o|O|X| BHX[AER|Q| {X|E grIELICE HAF2| "Trident B! CSI O|O[X|" StLIS| K| AER| EE= CHE 2| X|AEZ|0f|
A2 = AKXt 2= CSI 0|0]X|= St HX|AEZ|0f| LO{0F SLICE o E S Ch2at Z&LICt

* image: <your-registry>/trident-operator:23.04.0 O|0|X|7} 25 SIS HXAEZ|0| Y= HR

* image: <your-registry>/netapp/trident-operator:23.04.0 Trident O|O|X[Z} CSI O|O|X|2t


https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest
https://github.com/NetApp/trident/releases/latest

CHE HIXIAEZ|0| U= B2

4CHA|: Trident S AXFE HHEBHL|CL

Astra Trident & X| Zt2[Xt= HLUALE AX[St0 2 WM E == O AHES

= AL HE= o Q= HE IS MISELICHL HE
OIU2 7|2 74 S M85 2HAE FESt4 Astra TridentS 2 X|5h= ZHH o A LT

* Kubernetes 1.24 0|5} T E Allst= S2AEHS H2, E MEELICt bundle pre 1 25.yaml.
Al

* Kubernetes 1.25 0|42 MdlsH= S2{AEQ| F FEELICt bundle post 1 25.yaml.

AlZtst7| o

* J1=HOR Trident M| B2IXH: of MRS MEYLIC trident HAAHO|2, B

SELICH trident
LQUAHO|ATF QSLICH CH2 2 ALRSI0] MASHL|C}

kubectl apply -f deploy/namespace.yaml

* E Hot HIYATH 0| A0 HAXIE HHE_""*HEf trident UQJAHO|A, |O|O|E serviceaccount.yaml,
clusterrolebinding.yaml ¥ operator.yaml 2 AM2SIH HE ItAS M-AerL|Ct
kustomization.yaml.

a. § MMOILICH kustomization.yaml CHS HHE ALESLICH §7|M _<bundle> = LICH

|

bundle pre 1 25HXEEbundle post 1 25 Kubernetes HEE 7|dto = ShL|CE,

cp kustomization <bundle>.yaml kustomization.yaml

b. Where_<bundle>_is BHE A83t0] HES AMYLELICI bundle_pre 1 25L&
bundle post 1 25 Kubernetes H{T S 7|HtQ = StL|CL.

kubectl kustomize deploy/ > deploy/<bundle>.yaml

kubectl kustomize deploy/ > deploy/<bundle>.yaml
2. 2} HHZE 3 SH| MY 62 E oISt

’ = -

kubectl get all -n <operator-namespace>

(D Kubernetes 22 AE0= 2K} QIAEA * SILEZL QL0{0F BILICE Trident H ALK 2 HHZE
MMSHX| O AL,
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5CHA|: ol A O] 0| X| HIXK|AEZ| /X2 YO|O|ERLICt TridentOrchestrator
FHALS| "Trident 5! CSI O|O|X[" LS| HX|AEE| EE= CHE 2| X|AEZ|0 US4 UX[EH ZE CSI 0|0|X|= St
A

gHX[AEZ|0 U0{OF BILICt UHIO|E deploy/crds/tridentorchestrator cr.yaml |X|AEZ] 40
w2t =7 UK AFFS 7151 H L2 LI

StLte| B X|AE2|0f Q= o]O|X|

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:23.04"
tridentImage: "<your-registry>/trident:23.04.0"

CtE XA EZ|Q| o|O|X]|

FItoOF &L|Ct sig-storage & FELICI imageRegistry CHE HX[AEZ| QIX|E AFETL|CY.

imageRegistry: "<your-registry>/sig-storage"
autosupportImage: "<your-registry>/netapp/trident-autosupport:23.04"
tridentImage: "<your-registry>/netapp/trident:23.04.0"

6CtAl: 2 ZHHTILICH TridentOrchestrator TridentS A X[gfL|Ct
O|X| & BtE 4= UELICt TridentOrchestrator Astra TridentS AX[etL|Ct flot= AR o F7te 4= Q&L|Ct

"Trident 2 X|E AF2XF X|HSL|CEH of M EZ AFEYLICE TridentOrchestrator AF CHS 0|0 M= Trident &
CSI O|0|X|7} CIE Y X|AER|0f Y= MX|E Ho| FL|C}.
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl
Kind: TridentOrchestrator

Spec:
Autosupport Image: <your-registry>/netapp/trident-autosupport:23.04
Debug: true

Image Registry: <your-registry>/sig-storage
Namespace: trident
Trident Image: <your-registry>/netapp/trident:23.04.0
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: <your-registry>/netapp/trident-
autosupport:23.04

Autosupport Proxy:

Autosupport Serial Number:

Debug: true
Http Request Timeout: 90s
Image Pull Secrets:
Image Registry: <your-registry>/sig-storage
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/netapp/trident:23.04.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v23.04.0
Events:
Type Reason Age From Message —-—--——- —-—————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed



HXE ehelsts SEollE o] 7EX|7F AELICE

A2 TridentOrchestrator AEH

Of MAEHRILICt TridentOrchestrator X7t ME3HOZ AZE|R =X HEE LIEFH T HX[El Tridente| HM S

HEAIEL|CE AX|St= SOt of AEIL|CH TrldentOrchestrator HA A|ZH Installing & MEHSILICH
Installed. 2(E) H&ESIH railed &E) & 22X XMHCE 54 4 QIELICH "2 5 2lgfL|Ch,

o ) Wy = |

Afef L

2% & 0] EME AHE25}0] Astra TridentE M X|EL|CH
TridentOrchestrator JUSLICH

HAX|E0] JAELICE Astra Trident7t §SHQ 2 HX|=|A}SLICH

HAH S 1 0|]= 2YXI7t Astra TridentS H|7HsH= ZIL|CH
spec.uninstall=true.

MAHE &L Astra Trident7} M| =| R} &L|Ct.

AU ELIC X7 AKX, IHX], FOI0|E E= MAY 5= Sl&LIC

Astra Trident: O MEHO|M XSO 2 S E A EIL|CL.

Of &HEf7} X|&E|H 2H| siZ0| ZREfL|Ct.

HHolE &

Ho
0f
.ﬁ

7|& 2X|E Ylo|Est /ELICt.

Q= LICt TridentOrchestrator AF2E|X|

2|SH
=
Ch. CHE A& ofo] ALt
Ct.

0 52 M
|I|> |I|> mu]

MMEl Pod2| HENE HESHO Astra Trident MX|7 R EJE=X] Sl o~ USLICH

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-v4cpw 6/6 Running 0
Im

trident-node-linux-mré6zc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
1m

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766f7b8658-1dzsv 1/1 Running 0
3m
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A2 tridentctl

= M8 += USLICH tridentctl EX[E Astra Trident2| TS &hQlgtL(Ct.

fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e o m e +
| 23.04.0 | 23.04.0 |
fom e from e +
CH A

O|M| 7tsEfLICt "ol = B AER|X| SHAE MMStD E5S T2H|XHst1, PODO| 282 OIRESLICH.

HAO|(EZE 2E)E AE5H0] Trident LA} B

Trident HAMXIE 56110 Hrom2 AF2SH0] Astra TridentE AX[& £~ UELICEH Of

T Z M| A= Astra TridentOl] 23 Z16|0|L O[O X| 7} 7HQ! 2| X[AEZ[0| HZHE[0] UX| 2
AX[of| MEEILICE 7Hel O|O|X| HIX|AEE|7} e R E AFEEL|CH "2l HfIEE @[t
T2 MAQL[Ch",

Astra Trident 23.040]| CH3t £ M

* Astra Trident * Off Lt LIS S FEE AHO{OF BfLICH

<strong> 52 HE Astra Trident </strong>

* O|X| TridentOllA] Kubernetes 1.270| X[ EIL|C}. KubernetesE & 12|0|=3t7| MOl TridentE
AOEO|ESHMA 2.

* Astra Trident= SAN 2tZ0|M TS = 7182 A0 ArEotH #E 2 YLt
find multipaths: no LIS & .conf It

Hl A2 Ct&E8t M = 9l A8 find multipaths: yes EE&= find multipaths: smart

multipath.conf ItU S| ZIOE QIsl| OI2LE @27} YHAMSIL|CE TridentO|A o] AF2S AEHSLICH
find multipaths: no 21.07 E2|A 0|=.

Trident G AXE 123110 Hrom2 AL SH0] Astra TridentS A X|gfL|Ct
Trident AL "Helm AE" Trident HAMXIE #5510 TridentE o HO| XS 4~ JAESLICH

HE "EX V" EX| AFH 27 AP S SESIL 230 St= SHE 2X SH8S MUK AR

-

|=Fst2] ol

o' A @7 Argt 2Rt AYLICE "Helm BT 3"

i


https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://v3.helm.sh/
https://v3.helm.sh/
https://v3.helm.sh/

chA|
1. Astra Trident Helm 2|ZX|E2|Z Z=7J}¢tL|C}.

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. AF2 helm install CHE Of|M0i A2t ZO| BIE O|ES XIFELICH 23.04.0 = EX[ 52 Astra Trident2|
T LT

helm install <name> netapp-trident/trident-operator --version 23.04.0
-—-create-namespace --namespace <trident-namespace>

@ TridentOl] CHS HIJAH|O|AE O|0| PHE AR E HXSIMA|IL —-create-namespace 07
b

M= F7HHIYAHO|AS BHEX| EELICE

MEE 4= UASFLICt helm 1ist OF, HIYAMO[A, XIE, SEf, H HT o 22 EX| ME YEE HESIH
=)

X S0l 718 HIo|E & HEHSH= YHoll= F 7HXI7F ASLICE.

SHE MEfBIL|C} A
--values (£& -f) A7t = YAML T S X|™ELICE o] §M2 ofg

= AN

--set HHZE0|| overrides=S X|™gHL|C}.
oE 501, 2| 7|22 HATLICH debug " 0IM CHSE AMBILICE “--set HH X[ 23.04.0 HX| 52 Astra

Trldent°| HHM L] C.

helm install <name> netapp-trident/trident-operator --version 23.04.0

-—-create-namespace --namespace --set tridentDebug=true

O] 2 values.yaml H[0] A{EQ| ZEQI A ofl= 7| SF1t o 7|=2L0] Lot ASLICH.

S48 deppmCt 4 g
nodeSelector POD &&t2 I3t L g|o|2QlL|C}
podAnnotations AF=M

deploymentAnnotations HYIE Z=Ad

# XIYE 4 00 Jhy Q2% 10| 4 HBELICH
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Mg MesiLct

tolerations

affinity
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

40

e

PodOl| CH$E Kubernetes 618 MAS
THAO|SHL|CH S A XBIAIA|Q
Z1EE2] Pod '34 LEZC O] E
HESHIAIL.

Pod& #7} LE MEHY| £
AXSIHAN R HHEEE] Pod 2 =
ZE 03 E HZSIUAL.

PodOf| Ci$t Kubernetes 18 MHES
THAO|BIL|C} S RIXBHAIAIQ
Z1EE2{ Pod xl LEZC O|S E
RSN L.

ol CHSH BIX|AER|E AEELICE
trident-operator, 'trident &
7|Et o|O|X|. 7|22t OCH=E
AFESH{H H|Q FAA L.

of cHet o|o|X| & HMS
trident-operator

gt

o| o|0|X| & H|Z S HHELICt
trident-operator, 'trident 3
7|E} o|O|X].

kubelet LH5 &EfS| ZAE 2|X|E
Mol = ASLICH.

AXS
T==

Trident HAHXIS| 27

Ct2o 2 ™Y & JUSLICE trace,

debug, info, warn, error, £&
fatal.

Trident GAFXIel 21

CIHZ o= d¥Y o+ JSLICE
ol CHSt O|0|X| 2 X 5| A olet &~

U}UELICt trident-operator.

o Ef I E mHEolY = JASLICE

trident-operator O|O|X|.

Astra Trident7} IPv6 S2{AE{0f| A
SO E {88 Ct

CHE 29| Kubernetes API ZH0f|
CHSH 7|2 30% A|ZH =1H(00] OF:

A2 x)2 MElBHct,

IfNotPresent

"/var/lib/kubelet™

n info"

true

false



S42 MeypiL|ct

tridentHttpRequestTimeout

tridentSilenceAutosupport

tridentAutosupportImageTag

tridentAutosupportProxy

tridentLogFormat

tridentDisableAuditLog

tridentLogLevel

tridentDebug

tridentLogWorkflows

tridentLoglayers

tridentImage

tridentImageTag

tridentProbePort

windows

enableForceDetach

excludePodSecurityPolicy

e

Ol = HTTP M0 Cist 7| & 90
Hlet AlZHE A Q|BtLICt 0s HITH
AlZt SOt 25t X|& AIZtJLICH S5

U2 S8EIX| 5Lt

Astra Trident Periodic AutoSupport
HE Hjgdete = JEL|C

Astra Trident AutoSupport
Ziejlo|A 2] o|O|X| Ef 2 E THFlE £
AELICH

Astra Trident AutoSupport
ZEO|LAZL HTTP 2 A|E Eoff Zlof|
MotE 2 = U= S ELLICL
Astra Trident 22 &4l
(text EEE json)E S=IYLICE

Astra Trident ZAt 24
H|2tMdstetL|Ct,

mufn

Astra Tridente| 21 £&8 C}21}
Zo| MY £ JASLICE. trace,
debug, info, warn, error, £&
fatal.

Astra Tridente] 21 £ZF2 2
A = JASLICH debug.

A5 22 £ 20 ANE 9l 3
[=13

Astra Trident 222 E Mot
2 A&L|CH

FMZAEE 20 AN E QI EH
Astra Trident 4|52 &M31e £

ALt

Astra Trident2| O|O|X|E 2tF 3|
MEolg 4~ UELILCE.

Astra Trident0l| CH$t O|O|X| EfOE
MEele & UELILCE
Kubernetes &4/&H| TZH0|
AEEl= 7|2 ZEE MHo S £
UELILCE.
Windows X} .= E0f Astra
TridentS X[ & UELICE

A

"905"

false

<version>

"text"

true

n infO"

false

false

false

false

41



HEE2Z{ Pod ¥ E T E 0|3}

Astra Trident= Tt ZIEE2{ POD2t S AE Q| 2t 2K} 20| & PODE Cist HEHZ MAMEILICH Astra
Trident 282 nr—% StHE SAEN|AM L& XEJF Ml QU0{0F EFL|Ct,

FHUE|A "= MERT|" Sl 280 Q5" TEE EF L E E= 7|2 L E0M HAHSEE Metst= o AFZE LIt
ControllerPluginzt 2 AFEEL|C} "NodePlugin'7+& &= 211t ':*01**7| £ Xdeg &+ AsL o

- HES2 B2|00le AMA Y 37| T 22 B8 TRuIXY U BaIS H2lBct,
+ TE E2|0912 AERX|0 oS A XS HalBict
CHE A

OfH| 7t el Ct "Hlle 5l AEE|X| SeHAE M5, 28S Z=H|N 5, PODO| 2&S D2 ERL|CH.

HAO{(QEEIQl B E)2 AFRSI0] Trident AKX} HHE

Trident HALKFE 55110 HromS AF2SH0] Astra TridentE AX|& £ QU&LICE Of
T2 M|A = Astra Tridentd] 228t ZE{|[0|L4 O[O|X| 7} 742l Eﬂxlﬁgaloﬂ XEE Mo
MEEILICEH 7HQ! O|O|X| HIXIAER|7t Q= BR E AFESLICH "HZ HE T2 M[A"

Astra Trident 23.040]| CH$t Z2 H&
* Astra Trident * Of| CHSt CtS 52 HEE 2{0{0F &L|Ct

<strong> 52 ™ Astra Trident </strong>
* O|H| TridentOll Al Kubernetes 1.270| X| & E/L|Ct. KubernetesE ¥ 12|0|=5t7| 0] TridentE
20| =S AL,
* Astra Trident= SAN 20 CtE 22 742 LHSHA AHSsHH HE 22 LIt

find multipaths: no Ct& Z2 .conf It

Hl 42 CtE2t 4 E= 2| AF8 find multipaths: yes & find multipaths: smart
multipath.conf I Q| ZtO Z QI8 OIRE 2F 7t EHUSILICE TridentOllA 2] AF2 S HEZSLICH
find multipaths: no 21.07 E2|A 0|%

Trident HAXLE 7%t 10 Hrom2 ALESI0] Astra TridentS M X[&hL|Ct

rot
e
=2
nx
>t
ot
4>
$0
o>
I
n

Trident A2 "Helm XHE" Trident HALXIE =31 TridentS
AE "EX| Q" MK AP QF AL E ZSFot 2HH0| S= SHIE MX| M2 MEfH=X] eelgtL|Ct.

AlZtst7| o
SESh 'S AR @7 Al Bt AYILICH "Helm B{E 3"

EHA|
1. Astra Trident Helm 2| X X|E2|E Z=7}gtL|C}.
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https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
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https://v3.helm.sh/

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. A2 helm install HHE 5! O|0|X| HIX|AEEZ| 9IX]Q| O|E2 X|™BtL|Ct. FHA| "Trident 5! CSI O|O|X]"
StLEe| BIXIAER| EE= CHE HIXAEZ|Y J2 = UX|TH ZE CSI 0|0|X|= St 2| X|AEE|0f RJU0{0F BHL|CY.
£ &0, 23.04.0 = AX| £l Astra Trident2| HHELI|C}.

StLtel | X|AE2|0f Q= o]O|X|

helm install <name> netapp-trident/trident-operator --version
23.04.0 --set imageRegistry=<your-registry> --create-namespace

-—-namespace <trident-namespace>

CH= 2| X|AEZ|9| o|O| ]|

FItoHOF &L|Ct sig-storage & FELICI imageRegistry CHE HX|AEZ| QIX|E AFETL|C.

helm install <name> netapp-trident/trident-operator --version
23.04.0 --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=<your-registry>/netapp/trident-operator:23.04.0 --set
tridentAutosupportImage=<your-registry>/netapp/trident-
autosupport:23.04 --set tridentImage=<your-
registry>/netapp/trident:23.04.0 --create-namespace --namespace
<trident-namespace>

@ TridentOf| CHSH LI AD|O|AE O[O PHE B E HXSHYUAIR --create-namespace Oi74
Ha= FIHUATO|AE PHEX| ELICE

=T T

SLIC helm list O|F, HIRIAHO|A, XtE, SEY, 4 HT 0 22 EX] ME YEE HESHHH

>
0o

o

for 4>
30

HX| B0l 74 Clo|E{E TEELIC

AKX Sofl 79 HIo[EE THotk= Y-Eoll= & 7HXI7F AS LI

SME MEfThL|CT =l

--values (££ -f) ™7t U= YAML It S X|™-HEtL|Ct o] M2 ofg]
H X HE 4 QO JHE QEZX 1lo| M MEEILCE

--set HHZE0|| overrides=S X|™gtL|C}.

oE 501, 2| 7|22 HATLICt debug OIM CHSE2 AMBILICE “--set HH fIX[ 23.04.0 HX| £l Astra

Trident| T IL|C}.
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helm install <name> netapp-trident/trident-operator --version 23.04.

--create-namespace --namespace --set tridentDebug=true

O] H2 values.yaml MO XtEQ| &

nodeSelector
podAnnotations
deploymentAnnotations
tolerations

affinity
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor
tridentNodePluginToleratio

ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLogLevel
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ol 7l ==t oie 7|2240] Ltet ALt

M 723t
gog 9le s FojZelLict
=St

B 2

Podoi| CHSt Kubernetes 818 A& S
I OIBLICE S ETSHAMAI
ZHEE2{ Pod U .E X 0|8 E
RSN L.

Podg %7t C Meiy| 2
AESUAIR HEZ Pod U e
IIC 0|8l E EXRSHAUAL.

Podoi| CH$t Kubernetes 518 MAXS
Y oBtLICH 2 HZSIMAIL
ZHEE2{ Pod & LE ZE O8] E
RSN L.

ofl CHSt 2| K| AER|E AEEL|C}
trident-operator, 'trident' 3!
7|E} O[O|X]. 7|28t 2
AF25HEH H|f FHAIL.

ofl cHet olo] x|
trident-operator

= MM MEBH|C}

= SM= IfNotPresent

o| o|0|X| E H|HE HH™ELICt
trident-operator, 'trident 3
7|t o|O|x|.

kubelet LIS AElS| SAE 2X|E "/var/lib/kubelet"

Mol &= ASLIC

Trident HAMXIS| 21 &2

CI2o 2 dHY £ JSLICE trace,
debug, info, warn, error, £&=
fatal.

" infO"



S42 MeypiL|ct

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

tridentHttpRequestTimeout

tridentSilenceAutosupport

tridentAutosupportImageTag

tridentAutosupportProxy

tridentLogFormat

tridentDisableAuditLog

tridentLogLevel

tridentDebug

tridentLogWorkflows

tridentLoglLayers

tridentImage

tridentImageTag

e

Trident S AHXLC]

ClHZoZ MAge 4 JAELICE,

ol CHst O|0|X|E 2tH3| HolE 4
A

UELICH trident-operator
o Ef O E xHE oY = UELICE

trident-operator O[O|X],

Astra Trident?} IPv6 22| AE{0f| A
XSO E 5 E8fLLCt

CHEE9| Kubernetes API ZH10f|
CHSH 7|2 30X A|ZH =2H00] OF:
AR X)E MHolgfL|Ct.

Ol = HTTP Q& CHSt 7|2 90X
Mgt AlZHE THEQIBLICH 0s HITH
AlZH S0t 25t X|& A|ZHILICH S5
U2 12X t&L|Ct

Astra Trident Periodic AutoSupport
HnE Hjgdete = Q&L

Astra Trident AutoSupport
ZiEflojL{ 2| o|O|X| EjOE HFolH
UAELICH

Astra Trident AutoSupport
ZHO|LHZ} HTTP ZEA|E Sl Eof
HolE 2 4 UEE LI

(text EE= json)E 2EE
Astra Trident ZIAF 2HE

H| g sttt

Astra Tridente| 21 &8 Ct21}
Zo| M™E £ JUELICE trace,
debug, info, warn, error, £
fatal.

Astra Tridente| 21 £&2 £
Ay & JELICH debug.

o
Astra Trident Y IAEZE2LE & Astst
A OIA||C}
T M- .

2™ 22 e 20 AR E Q) EX
Astra Trident 4|52 &M31e £

ASLILH.

Astra Trident2| O|0|X|E &t G|
MEelg &~ UELILCE.

Astra Trident0l| CH$t O|O|X| EfOE
HHoIg 4 Q&L

true

false

"905"

false

<version>

n text"

true

"info"

false
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SUS MEPLCH 29 =

tridentProbePort Kubernetes E4/&H| TZH0| "
ArEEl= 7|2 ZEE MHo S £
USLICE

windows Windows ZtAH X} .= E0]| Astra false

TridentS MX[& 4= QJUELICE.

enableForceDetach sl 22) 7158 &M5petLCt. false
excludePodSecurityPolicy SIXPOD HOt HMZ MMt £~ false
oIAL|C}
HA EH
Z1EE2{ Pod & ZLC olsl

Astra Trident= tHe ZIEE2] POD2t SHAE Q| 2t AKX L.E0f| == PODE C{ot HEl| = M ELICE Astra
Trident 282 MR ESIE = TAE|AN L& ZETL AT QUO{OF BfL|Ct.

FHUE|A "= MET|" S 2t80} Q5" ZEE & 7|2 s Cof|M MstE 2 Hstst= o AFREILICEH
ControllerPluginZt S AFESLICE "NodePlugin' 74 =711 F{M7|E X|HE 4= J&LICt.

02
H‘
[m
k
rir

* EEE E3{002 ARM S AT 2 22 £F Z=HINY 3 22| S M2 L)
a

O[H| JtsELCt A E Bl AEE|X] 2HAE MY D, 2ES T=H|X s, PODO| 2EES OI2EFLICH.

Trident 2F X} 2X|E ALEXL X[FgHL T

Trident 2GXt= o EMEZ AL5}0] Astra Trident M X|E fﬂxf X|™e o UEL|Ct
TridentOrchestrator AIY MX|E AIE2Xt X|HSt2{H CI2S MEHSHL|CH
TridentOrchestrator QIFE AT £ JELICH 2 *|‘9+f— 20| Z&LICE

tridentctl ZRO w2} AT AF2XF X| ™ YAML OjL|HAEE AASH|C

—

ZHEE2 Pod ¥ == EC 0|3

Astra Trident= T ZAEE2] POD2} 22{AEQ| 2t R AKX LE0| .= PODE Lot HEE MHEIL|CE Astra
Trident 252 OIRESH = SAENM L= T EJ AL Ql0{0F BfLCE,

FHUE[A "= MERT|" Sl "2t80 Q5" REE EF L E = 7|2 L E0M HHSEE M$tst= o AHSE LICE
ControllerPlugindt & AFEEL|C} "NodePlugin' #& X713t %01&7@ X&e = A5L T

- ZES2| B2|0012 AYA Y 37| W LS B8 TN U H2IS HaBLIch
a
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spec.namespace 0| X|HELICt TridentOrchestrator Astra TridentZt A X[El
@ HIJAHO|AE LIEFHL|CH Astra Trident?t A X[El =0i= O] 07 Ha* E AH|0|EY ~ giSLICL

O 7| 5241 ot 7t

Trident= LY AT 0] A Ztof| OFO| 2|0 M &[X| gi&LICt.

O| EOfl XtM|S| LIt UELICH TridentOrchestrator £4.

PR

namespace

debug

enableForceDetach

windows

useIPvo

k8sTimeout

silenceAutosupport

autosupportImage

autosupportProxy

uninstall

logFormat

tridentImage

a3

Astra Trident2 A X|&t
L AHO|AILICE

Astra TridentOl| CH$t CIHZ S
gt st Ct

ontap-san ¥ ontap-san-
economy Tt S

Kubernetes Non-Graceful Node
Shutdown(ngns)zt &7 Z&55H04
22 AH 22| X7t OLREE 20|
U= YIZEE LI HA MEf7t
Otcl 2R M EZ otXSHA|
ofo|azf|o| e &~ JES fL|CE

*0|H2 23.042 A 7|5 LIC *
£ HESHAL ZH =20 chet
HHE 2 FESHAL.

1§

MHSILIC} t rue Windows
AR = Eof| HX[E £ QUELICE.

IPv6E Sl Astra TridentZ
AXEL|ct

Kubernetes Xf¢1 A|ZH0|
A ASLICH

AutoSupport HES NetAppE
HLYX| Ry Al
As2=2 AS3t

AutoSupport Z2i|H E2| ZiE|0|L
o|O|X[L|Ct

AutoSupportE ELi= ZTEA|9 FA
[EEL|Ct

22 =3

Astra TridentE HM|[Hst= O AL E[=
SefaiL|ct

A2 Astra Trident 22
i M[text,json]

M X|gt Astra Trident O[O X|

HHMSIL|CH TridentOrchestrator HAE MEHQ)L|CH Failed. Astra

23

H3l

30x

A3l

"NetApp/trident-autosupport:23.07"

ll<a
href="http://proxy.example.com:888
8llll
class="bare">http://proxy.example.
com:8888"</a>

A3l

"EHIAEN
==

"NetApp/E2}0[HIE: 23.07"
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OH7H = M3 7|22k
imageRegistry HAlo| LYE BX|AEZ| AZL|Ct 8 s.ger. io/sig-storage”(k8s 1.19+)
<registry EE = "quay.io/k8scsi"

FQDN> [ :port] [/subpath]

kubeletDir SAEQ| kubelet C|2I E2|0f| CH3t “Ivar/lib/kubelet"
A=2lL|ct
wipeout o A ’MHE =35tz loh Atx|e

2las SEYL|CE
OfAEE EZ|HE

imagePullSecrets LHE 2| X|AE2|0f| A O|O|X|E 7tM 2
2 9l H|Y
T M =
imagePullPolicy Trident 2&Xt2| O|0|X| & HMES IfNotPresent
AYLLICE fECt a2 T3
#&LICt

Always &4 O|O|X|E SZLICE
IfNotPresent O|O|X|7} O}
LEo gls 20T o|O|X|E
7™ ZL|Ct.

Never O|0|X|E E7|X| g&LICt.

controllerPluginNodeSelect Pod2 F7I L& MEHY| = o sUSt 7|27 SIS, MEH AL
or gAlS mELCH
pod.spec.nodeSelector.
controllerPluginToleration PodOf CHS Kubernetes 51€ ™S 7|24f 813, ME AL
s Yo LL|Ct = of SYUTt PAS
St
pod.spec.Tolerations.
nodePluginNodeSelector Pod& F7t LE MEHY| = ot St 7|23t eis, ME AR
siAlg mEL
pod.spec.nodeSelector.
nodePluginTolerations PodOl| CHet Kubernetes 51& ™S  7[2af gi=, ME AL
MEo gL = o SYUTH YAS

S L(Ch
pod.spec.Tolerations.

() == oo w4 ool chet KbME LHB 2 8 MESHIAIR "o=0f Pod EE.

A 2e|of chet M2 FHE

off CHel 2| 22[2 A8Y = UELICt ontap-san ¥ ont
Hoi| Kubernetes 22 AEO|A H|HA E 7<E(ngns)% gy
"Kubernetes: =& A £ ofkl",

ap-san-economy ZFoi{E. ZH| 22| &4t
4915 OF SLICH XtMISH LIS S BXRSHHAIR
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Astra Trident= Kubernetes ngns0il 2|Z35t2 2 XM[7{5tX| OFYA|L out-of-service 51&
(D 2tsst o xel 2ot HENE UK Mef7t 223 =Sojd Q9IBiLICH RIS EIES
MG Ao S Clo[Ef B2t LS A E 4 YBLIC

Kubernetes 22{AE Z2|XI7t £ MEFUE I node. kubernetes.io/out-of-
service=nodeshutdown:NoExecute ‘== % O Ci3t E{E enableForcebDetach 7t 2 BH™E|0] UELICt
true, Astra TridentOf|A] .= ME{E =QI5t0 L2 S S etL|C}.

T od
ol 0| DR EE =& tieh #le UEE HMAS STHetLct.

2. Astra Trident =E ZHK|E 2 FEA|

Trident AEE = =27t HASE WIX|(Z BAE 2) MER AHA| 2& 2EE HRELICH
(D dirty) Trident == PODE ArSELICt SAH LEJH F4 HEf7L |0 FH|E 20|

O EE PVCE O|2E I ZE = Astra Trident?t e ES 201 Wi7HX| S| X| gS&LICH

clean (M ETZ0f| CHal 2FH).

L E MEZF 25| 1 Tint?h M7 E|H Astra Trident= CH2 S 8tisthL|C}.

1. E0iM QEE AAE Z2E AEStD H A et

2. LEJHOf| = AR cleanable AEH(Out-of-service taint7t MHEIRCH =7} IN AEHRIL|C Ready State)
WA E BE B2t HRSHH, Astra Trident?t e EE CHA| ¥ X2[5Hs S LT clean L EOf| AN E
M Z&8 si8gLct.

Hojg mf oM gttt £HE AH8Y £ USBLIC TridentOrchestrator £ =2 2% AL FolgfL|Ct.

o 1: 712 ALEXF Hel 7

CHE2 712 AEAL XE 789 o LCt.

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret
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o 2: == MEHT|E AE25H0]

O oMol = L E MET|E ALESI0] TridentE HiESH= WHE 2ol FLICHL

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp

0l 3: Windows 22Xl L= =0f HHZE

Of Of|H|0il M= Windows 2t At = =0f| et B S Ho{ FL|Ct

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

windows: true

tridentctl2 AFE5H{ AX|etL|Ct
tridentctlS AtE25H0] MX|EL|Ct

2 AF25t0] Astra TridentE XS £ UELICH tridentctl. O] ZEM|A = Astra TridentOl|
Z st A0l o|O[X|7t JHel HIX|AEE|of] MEE[AHLE HEE|X| &2 HX|o| HEEL|CH &
MEX X|™MELICE tridentctl 75 HHES 2 HZTSIYAIL "tridentctl B EZ S AFE Xt

X| &gt .

Astra Trident 23.040]| L3t =@ XH

* Astra Trident * Of| CH$t C}S £ HEE 210{0} SL|C}
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<strong> 2 HE Astra Trident </strong>
* O|H| TridentOll Al Kubernetes 1.270| X| & E/LICt. KubernetesE & 12l|0|=5}7| Fof| TridentS
Y2|0| =5t AIL.
* Astra Trident= SAN 2tZ0|M L5 Z=2 Fd2 HASHA ArEstH HE g2 LI

find multipaths: no CtE dE .conf Ot

Hl 22 CtE2t 4 E= 2| AF8 find multipaths: yes EEE find multipaths: smart
multipath.conf I} 2| ZtO = I8l OFRE F 7t L MSILICE TridentOll A 2 AFES HEMSLICEH
find multipaths: no 21.07 E2|A 0|=.

£ AME2310] Astra TridentS & X|BLICt tridentctl

HE "2X V" EX| AP 27 A S SESIL 20| St= SHE X SH4S MEYU=X| ALt

MK|Z AZHS7| FOf| Linux SAEN 2301810 XHH 22| {82 tolstL|C}, "X| 2 E|= Kubernetes 22 AE{"
Q% | QO{OF BfLICE,

OpenShiftil| A= & AFEELICt oc CHAl kubectl CFS 2E G0 & MBS HA *
@ system:admin * @2 2QI8IL|Cl oc login -u system:admin & oc login -u kube-
admin.

1. Kubernetes HZ& &9l
kubectl version

Ol

-

2. 2| AE #a|xt Hst

— -

1ot

kubectl auth can-i '"*' '*' —--all-namespaces

3. Docker Hub®| O|0|X|E AH83t= PodE AlZStD Pod HIEQIZE S AE2|X| A|AHI| AAY &
UAE=X| Zrelghict.

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

1CZHA|: Trident AXx| T2 02 I§7|X|E CIRECSSHL|CH

Astra Trident &X| Z22 I{7|X|= Trident PodE &5t AEfE RX[SH= O| AFHEE[= CRD K| E 7 45HH,
CSI AIO|EFIE X7|2t6t0 2 AH SAEN 28 T2H|XN'Y 5! AZu 22 &AS SHSLICEH o| A XA BT

Trident Mx| T2 1S CIR2Z E6tT &ES EL|Ct "GitHub2| Assets MlM" MEHSE Astra Trident HE S AF26H04
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Oi| M|l A update<trident-installer-XX. XX .X.tar.gz> S MEHSHL|C},

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz
cd trident-installer

2CHA|: Astra Trident A X|

£ 250 Hot= HIJAH 0| A0 Astra TridentS EX[RLICH tridentctl install . It -5 FI15H0
o[o|x| 2IX[AEE| 2IX[E XIHE =+ AUSLICE

o=2 T MHd

HE HE

./tridentctl install -n trident

StLEe| 2| XA E2|0f /L= 0|O]X]|

./tridentctl install -n trident --image-registry <your-registry>
-—-autosupport-image <your-registry>/trident-autosupport:23.04 --trident
-image <your-registry>/trident:23.04.0

Ct2 2 X|AE2|9| 0|0

F716oF SLICE sig-storage & FELICH imageRegistry CHE BIX|AER| |X|E AFEEIL|CE

./tridentctl install -n trident --image-registry <your-registry>/sig-
storage --autosupport-image <your-registry>/netapp/trident-
autosupport:23.04 --trident-image <your-
registry>/netapp/trident:23.04.0

X[ dei= L3t 25U
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INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

Starting Trident installation. namespace=trident
Created service account.

Created cluster role.

Created cluster role binding.

Added finalizers to custom resource definitions.

Created Trident service.

Created Trident secret.

Created Trident deployment.

Created Trident daemonset.

Waiting for Trident pod to start.

Trident pod started. namespace=trident

pod=trident-controller-679648bd45-cv2mx

INFO
INFO
INFO

Waiting for Trident REST interface.
Trident REST interface is up. version=23.04.0

Trident installation succeeded.

T
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0)—
0x
0z
i)
N
rir
i
>
00
Of
2
nx
Ras
i
Jtot

tolgt &~ QELICH tridentctl.

MHEE Pode| &ENE HESHY Astra Trident BX|7t 22 E[U=K| 2l = USLICH

kubectl get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-controller-679648bd45-cv2mx 6/6 Running 0 5m29s
trident-node-linux-vgc8n 2/2 Running 0 5m29s

AR Z20H0| d3Ho 2 &EE|X| 7Ll trident-controller-<generated id>
(trident-csi-<generated id>23.01 O|F KO A= * Running * &Ei7} @12l S Z0
X=X AJAFLICH A -d & MEHRILICH'CIH O REE ZLICH ZHE ALt

®

A2 tridentctl

o

MEY £ JELICH tridentctl MX|E Astra Trident2| HH S =HQlgtL LY,
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 23.04.0 | 23.04.0 |
Fom e oo +
AHE __I.lA‘I

ol 1: Windows ‘=E0i|A| Astra TridentS ASHSI== MFHSHL|C}

tridentctl install --windows -n trident

of 2: ZH 22| A

ZH 22[of CHet XtMiet LIE2 & EESHYAIL "Trident 2E AL ZX|E AFEAF X LICH

tridentctl install —--enable-force-detach=true -n trident

CHS THA

O|H| 7HsEfL|Ct "ellE 5 AEE|X| 22HAE MMstn, 252 T2H|X s, PODO| 2§82 O ERLIC}H",
tridentctl 2X|E ALEXt X|™HEL|CH

Astra Trident 2X| T2 S ALESIH MX[E ALEX X HE £ UESLICE

X =240 CHo otEMAIL

Astra Trident AX| T2 Z ALESI0 EM S ALEAL X ™S & JELI|CE o|E S0, Trident O|0|X[E 712l K& A0
SEAtet A2 E AHEdlto] 0|0]X| 0|2 K™Y & JUSLICE --trident-image. Trident O|0|X|2t HR$t CSI

AHO| =7t O|O|X|E 7HQ! MZEAOf| EAISH A2 E AHESHY] oY XM &AQ| ?|X|E X[HH= AO0| £ZELICt --image

-registry 2%X[E FELICt <registry FQDN>[:port].

Kubernetes HIZE A2 Q1 AL kubelet YEHHEOI AZ 0|2|9| ZZ0] H|O|EHE E&tgtL|Ct
/var/lib/kubelet, 2 AI2oI] LA Z2E X EE £ UELICH ——kubelet-dir.

AX| gE|xte] ¢l o|2lofl AX|E ALEXt X[ HeHof of= B HIE MIUS ALEX XM == JSLICLH E AASEL|Ct
--generate-custom-yaml O§7f Ha= HX| 22|Xt2| of| CHS YAML IS MM L setup CIEIE{E]:

* trident-clusterrolebinding.yaml
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* trident-deployment.yaml

* trident-crds.yaml

* trident-clusterrole.yaml

* trident-daemonset.yaml

* trident-service.yaml

* trident-namespace.yaml
trident-serviceaccount.yaml

* trident-resourcequota.yaml

olz{et M S WHst = LR met ot UHZ S MY 5 UASLICt -—use-custom-yaml AFEXAL K| HHES
AMx|SH|C}
= [=] .

./tridentctl install -n trident --use-custom-yaml

Che B

Astra TridentE &X|ot = HAE MM AE2|X| A MM =28 ZTZH|XN'Y 3 PODY| =&
C

O E|2 X|dHSH A Ol A
Oi2E S Zldg = AL

1T A= S A g otL|Ct
O[%| Astra Tridento| | 2ES Z2H|X|sH= O ALSE HAEE BHS 4 ABLICE O|%A| o{H g BHEL|C
backend.json TR Oi7f H47t LHEl MARULICE TS MAIE Q¥ Chst ME 24 THAL oM &S

UELICH sample-input CIHIEZ].

S HZSHUAR 07" WA= R0 A TR S Fd5ts L Chet At

cp sample-input/<backend template>.json backend.json
vi backend. json
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./tridentctl -n trident create backend -f backend.json

froscscssss==== frosssssassmssme=s frommoeesosscs s e e m s e e e e
fe======s e F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

foss=ms=m===== foss============= fEmsmesessososssssssssssscsessososs====
s e +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

fomm - fomm e o -
T e I+

./tridentctl -n trident logs

ZHE sl Zct = 0| tHAIQ] HZ2=Z SO0t7hAM CHA| A|=5HYA|R. XHM|EH ZH| S22 B2 & HXRSHIAL "=H| 82"
MM kFRSHAIA
—_=2 O |-I=I |9

20 AEE|X] 22HA

ﬂJIHJ

MAMSHL|C}

ood

Kubernetes AFEXt= 7 XIHEl HF PVC(Volume Claim)E AFE5t0 282 T2H|X ALt "AE2[X| SaA"
O|SE. MR ME= ALBXIZRE SAHKIX|T AER|X] S2fAE ST SeHA0| AL E= SSXHO| Z2 Trident)2t
s 2eiAT ZEH|NIXZRE 29|0|SH= HHE AL CE

Kubernetes 2E2|X| 2HAE HEY M EES XIFY A7IE XHGHUAL. =& FH0IM= O[T A0 M et
HAC S DAZSHOF S22 Astra Trident?t 0|2 ALESI] M &S EEHIH‘&'%*LIEL

7|‘” Ztetst AER|X] SejA = 2 78O 2 BIL|C} sample-input/storage-class-csi.yaml.templ X
D=0 o M3 == DY 2 X LICE BACKEND TypPE AEE|X| EEIO[H O|ES AFEELICH
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

Kubernetes QEHMEOQO|EZE E ALY £ JUELIC kubectl KubernetesH| A A Asljof StL|Ct.

kubectl create -f sample-input/storage-class-basic-csi.yaml

O|H| Kubernetes X Astra Trident0l| * basic-CS| * AEZ|X| 22{A 7t EA|ZEIL|C}. Astra Trident= HHAIENA ES
HAMBMEL|CE,
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kubectl get sc basic-csi

NAME

basic-csi

PROVISIONER AGE
csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{
"Config": {
"version": "1V,
"name": "basic-csi",

"attributes": {

by

"backendType": "ontap-nas"

"storagePools": null,

"additionalStoragePools": null

Yo
"storage": {
"ontapnas 10.0.0.1": [

"aggrl",
"aggrz",
"aggr3",
"aggr4"

A2 KubernetesE MMsto] alishL|Ct 'S 1A

=0f, 2E2|X| 22HA 0| 50| ¥

3THA: R H) =52 T=H[XILICt

OlM| A | EES SXOE I Z2H|XJY FH|7} E|}ASLIC O] &
=5 2" (PVC) 7HA|

gha OHE &AL SHAE ALESt= 280 s PVCE MM ELICE
2 HZTSHMA L sample-input/pvc-basic-csi.yaml OE
UX|St=X| =tolghL|Ct.
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kubectl create -f sample-input/pvc-basic-csi.yaml

kubectl get pvc —--watch

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Pending

basic 1s

basic Pending pvc-3acb0dlc-blae-11e9-8d9f-5254004dfdb7 0

basic 5s

basic Bound pvc-3acb0dlc-blae-11e9-8d9£f-5254004dfdb7 1G1i

RWO basic s

O|M| 288 OIRESIZIELICt PVE E&SH= ngink ZEES A|RFEILICE /usr/share/nginx/html.

cat << EOF > task-pv-pod.yaml
kind: Pod
apiVersion: vl
metadata:
name: task-pv-pod
spec:
volumes:
- name: task-pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: task-pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: task-pv-storage
EQOF
kubectl create -f task-pv-pod.yaml
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# Wait for the pod to start
kubectl get pod --watch

# Verify that the volume is mounted on /usr/share/nginx/html
kubectl exec -it task-pv-pod -- df -h /usr/share/nginx/html

# Delete the pod
kubectl delete pod task-pv-pod

ol POD(OHEZ|#|0|M)= f Ol &t EXSHA| X[ EE2 HTS| EMYLICE Hot= BR CHE ZEO|M AL £
olAL|C}
M- .

= MFotHE 22 US AHELICE

kubectl delete pvc basic
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Astra Trident 2t2|

Astra TridentE & 12|0|=gfL|C}

Astra TridentE & 18|0|=gfL|C}

Astra Trident= 27|42 Z2|A H|O|HAE M2, 0jE 4712 2 & :
ME HE|AE= 0| 2HE|XE 7|HIO 2 StH MER 7|50t s &AL 1 £H 5 JHM
7|52 MBELICt. Astra Tridente] MME2 7|52 0|25t2{™ 10| o HH 0|4

& 12)|0| =5tA| 7| HEZIL|CE,

Y0|= ™ 2] Abet

Astra Trident| Z[4 22[==2 HO2|0|=Y wf Tt AFeS N2{SHHAIL.

ot2 A
ZF0{Zl Kubernetes 22{AE2] 2 E H|QJAHO| A StLEC| Astra Trident QI AE ATH MX|=|0{0F BFLICE,

* Trident 20.015E] H|E} 22| =0t M| SELICH'EE A E" 7 X[ R ELICH Kubernetes 22| XH= Ip AHAF
IHMIE HIEIZ QHHSHA| B ASHAHLE HEtSIO 2| HA| LI AHAES RX|SIEE FO|sHOF BfL|CE.

—H A= TT = T =10

° CSI 28 AHAR2 O[X| Kubernetes 1.20F2E] A|ZtE|= GA 7| SQLICL ¥O0|=517| Hof| E AHESHH

umt AMHAFCRDE HMHSHOF &LIC tridentctl obliviate alpha-snapshot-crd I AL
AtQfof| et CRDE ArA[EHLICE.

- BE AUARO| HIEt Ya| A0 £FE CRD MES AA AES2{7} TUE|D, 0] £ JHX| 25 Astra
TridentZ @1 12{|0| =5t7| Fofl 4 sHoF S|t

o XtM|EH LIS 2 & XSHMA|R "Kubernetes 22{AEE ¢ 12|0| =517 Fof| 2otof & At

* 7 19.04 5! O|™ TN YI|0|=5t= B ITH A Astra Trident H|EIC|O]E{ S 0r0| 22j|0| M8H{OF BFL|Ct
etcd CRD 7HA|. £ QIS AL "Astra Trident 22| 2% 2A" Q4 O8|0|E ZtZ 2FAS 0|8l EL|C}.

o o=

s Jagjo|=¢ ol KBS 20| ZRELIC parameter. £sType K| StorageClasses Astra TridentOf| A
A2 APF||SELD CHA| 2FHS 4= QELICE StorageClasses Z7|&E 252 I Z AFEELICE

C =2Ea=

° 0|2 AlHOf T ** 7 AFIRUL|CE "ot ZAHAE" SAN 28

° sample input C|H E2|0f|= https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/
storage-class-samples/storage-class-basic.yaml.templ2t 22 o7} Z&E|0 JELICHstorage-

class-basic.yaml.templ?] ¥ @3: storage-class-bronze-default.yaml. XtN|2t LIS 2
EXSHYAIR "l 2.

1T S e

Astra Trident HE 2 WE 7|8t = SLICH vy .MM O|& X[E &l ®{7|M "YY"= HEQ| OHX|2 & XI2[0] 11

"MM"2 ELICt DOT 2|2 = aE WELCHyy. MM, x AL B7[M "X"E TX| +ZLICH F[0| =8 MO
met 40| =g ME S MERILIC

Il

© AX|E HHO| 4 22[A & Lo Y= BE CHAE (A0 s 2F YO0|EE +AE = USLICH oIE
22.040lM 23.042 2 H F0|EY £ UEGLICH22.04.12t 22 TE SE|A T,

* O|F H{TO| 2X|=|0f A= 2, EF XE2 ol Eel22 HEME ALE5t0] CHEHA| Y2{|0| =5 At of
SLICE ek M 47H0] "2|= Hof St= 2|4 Z2|=2 ¢20]| =8{0F BL|CE ol E S0{ 18.072 &&st

20.07 2|22 YOY0| =512 = R ChZa 20| CHEA 10| Z2MAE MEHA|L.
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s

d | € 33|0|E= 18.070|A 19.072 7HsEHLIC}.
2 Ct2 19.070lM 20.072 2o =gfL|Ct.
OpenShift Container PlatformOf| A Trident HAXIE AFE5H0] ZT2|0|EE W= Trident 21.01.1
() ol&o= yazol=sof Btk 21.01.092 ZalAE Trident HAKIOl= 21.01.10A B2
LT EX|7F I o JAELICH XM LHE2 E HESHYAIR "GitHubOf| CHEE 23l M| HEr,
2CHA|: el dX| e e AF Lt

LMoz XI| AX|of AL Aut St YHOZ 20| =80 ShX| 2 "EX| 2 ZHof| O] SRILIC"

—

K20 Astra TridentS dX|st= O] ALESHHHA

1o
ot
°

o

o

e

1. AF2 kubectl get pods - trident & =2 ZEE ZALeL|CL

° 2%t POD7t Sl 82, & AH8510 Astra TridentE EXISLICt tridentctl.

H

o 2R XZETJE EL, Trident HAMXIE ALESHH 522 = HromE AHE 510 Astra TridentS
MX[ELICE.

2. XAXL ZETH Y= AR E MEEILIC kubectl describe tproc trident HelmS AM23I0] Astra
Trident?t AX| =R} =X| =QIetL(C}

* HEOf 2ol 0] Y=

Q= B2, HromS AH235I0] Astra TridentS MX|ZHELICE.
° HA[O{ 2{|0|£0| gl= B¢

Trident @ AHXIE AFR38E0] Astra TridentE 502 MX|MSLICE
3CHA|: Y T2|0|= whH S MEHBHL|C}

Astra TridentS €1 12|0|=5t= AH0= & 71|17t JASLIL

EXE St ¥ 0|= A7]

Ho

7tsELCH "Trident HLHAHE AHE3H0] 22| 0| ERIL|CH Z=2:

* M20| X} E= S(E) AHE5I0 Astra TridentE AAIMESLICH tridentctl.
* CSI TridentE H|AHsH = AX| A| H[EIH|O|E{ 7} RX|EILICE.

* CSI 7|t Astra Trident7} 2|0 RUELICE. 2] 19.07014 2E &2|ALE CSI 7|BILCE Trident
H|QAUAHO| AL PodE ZAISIH NS oISt 4 QIALILCE.

° 23.01 O|™ ™2l POD O|E X|E2 CtZE2 MEYLICE trident-csi-*
° 23.01 O|A0|M L= O|E X|H Al ALE:
* trident-controller-<generated id> ZAEE2{ ZEQ| HL
* trident-node-<operating system>-<generated id> T E Pod2

* trident-operator-<generated id> YA ZLES HL

@ E MNE8t= R HAMXIZ AFRSI0] TridentE € 12|0|E38}1X| OFMA| 2 “etcd 7|8t Trident
2z = (1
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E AME%t0] ¥2|0|=80f 5t= 22 tridentctl

s H S0l 'tridenct’'S AF235H0] Astra TridentE MX[$t AL

fjo

tridentctl Astra Trident% DN | h_ °e' f *?_| YoM St AAEAL Fol7t Bt ALEXI|A| 7t B2 S
Ha

ZREXHO| CHet tHA
Astra Trident2| 21.01 2|=0l= XA LE=H HA A0 AR A ESLICE.

* O|M| HLXIH* SHAE H| * 7F ElLICH Trident HAEAHET 20.04 - 20.10)2] 0| AAR A= * H[JAHO]A
Hel * ASLICE SHAEH Helo| QLtkt= LS 22 0|/ 2 REYLIM.

TTod

o 2|AA MOl O|H| 2BXH= S2{AE £F0f|M Astra Trident A X|Qt A El 2|AA S Z2[EL|C} Astra
TridentE X[tz 2HH0M 2Kt E AHBSIH o] 2|AA S MMStD |X| 22|l ct
ownerReferences. #X| 22| ownerReferences EHAE HE| 2|2 AQ] AL OpenShiftet 22 £X
Kubernetes HiZZIHOf|A] QB 7t HhAHSE 4 QIELICE O] BXMl= E2AH He 2HXIE Sdff 2tatELICt.
Trident 2| AAS| Xt S+ S IIA 2 T4 @ ARSI LICEH

° M7 & He|: Astra TridentE 26| H|AHst2{H HE 2tH 2|AAE AA|s{of SfL|Ct HQYABO|A HE

HAMI= S AH HE| 2|2 A(0: clusterRole, ClusterRoleBinding 'PodSecurltyPollcy) | 7{st= o

ZH7LUS = ACH SATT He| HUS X2 o+ USLICEH SSAH Hel HAKXIZ Qlsl o] 2H|7t
RN OMI—| Ct AL Xtz Astra TridentE 2t 35| MAHst HRot A2 Mz AX[E + JASLICL

* TridentProvisioner O[(7}) O|H| 2 CHA|E!LICI TridentOrchestrator Astra TridentE & X| 5!
22|5t= O] AR E= AR X 2| AAJLICH ESHO| M HET E/JUE|}ELICH TridentOrchestrator
At AFE Xt HRJAHO|A Trident?t 2 AFESHY AXI/F 0| EE| =5 X|HE + JASLICH
spec.namespace HEO| YZSLICL O|E S0 ERSLICH"0{7]",

2Kt i Y 20| =5 AL

50 L= HromE AF26}0] 7| & Astra Trident AX| S ZHHSHA HO8|0|EE 5~
olA
=

Trident ¥ AMXIE ARSI Y ag|0|ETHL|C}

ULHOZ NS MA|ste ol AHESt 2t SUsH WHOZ Astra TridentS @ 2i|0| =sf{of FHLICH HE "¢ 02i|0|=
S MESILICE Trident HAKIE AFESH0] F|0|=5 AlE5H7] .

Namespace H¢| HAXHHT 20.07 ~ 20.10)E AHE510] HX|El Astra Trident2| QIAE A0 A
P 0| =E AL Trident HAXHE AHSOZ CHS S A ELICH

* OF0|I|0|M tridentProvisioner AZE tridentOrchestrator &2 0|£9| JHA|,

O

MMl TridentProvisioner 7HM| % tridentprovisioner CRD
* Astra TridentE A& £2 22 AH He| 2FX HE2Z 20| =gfL|Ct

* 2laff MX|=l 20]| Astra Trident S st | AALO|AS MX|BtL|Ct

S2{AE He| Trident YA AX|E ¥a|0|=stL|Ct

S2{AE He| Trident 2B} HX|E HO2|0|EY 5= UESLICH Astra Trident H{T 21.01 0| &0l M= S AE HE|
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A3 =2l Kubernetes 22{AEHE AFE5t J=X| &QIBHL|CH "X E| = Kubernetes H{ T,

THA|

1. Astra Trident ™ Q!
./tridentctl -n trident version

2. Xl Astra Trident QIAEHAS MX|5H= O] AF2E Trident HAXIE AFK|BILICE 0|2 S04, 22.0101A
A 0|ESH= HAR CHS HHE AdlistL|ct.

3. E A25I0] x7| MX|E AF2XL K| ™S ZL TridentOrchestrator 48 HAE £ QELICt
TridentOrchestrator &AX| 07} HEE £HSH= JHA|IRILICE of7|0fl= 2ZE2Rl 2E0f CHsl O|2{& &
Trident 2! CSI O|0|X| 2|X[AER|E X|™St= HZE Al CIHO 23 2tM3t £= 0|0|X| E H|YE X|HH= HE
Atgto] ZEohE £ JAELICE.

4. At X} 2tA Dt Astra Trident HE 0| SH= SHIE HE YAML IS AF25H0] Astra TridentS AX[ELICE OIS
£0{, Kubernetes 1.272 Astra Trident 23.04E AX|6l= AR Ct2 HHS MSHshL|Ct.

kubectl create -f 23.04.0/trident-installer/deploy/bundle post 1 25.yaml
-n trident

Trident= 2EXHE A X|St1 Kubernetes HME 2t JHN|E MM SH= O AIEY = U= H
oA S X ZeL|Ct.

fuin

@ ° Kubernetes 1.24 0|3} S Adlist= S2{AHL R, E AHERLICH
"Bundle_PRE_1_25.YAML".

° Kubernetes 1.25 O| &2 A&SH= S2{AE Q| AP E AFERLICE
"Bundle_post 1 25.YAML".

21

Trident 2EXH= 7|& Astra Trident X E AlEHst 0 2K SLSHHHEOZ 4 80| =L T}

HIQIAHO|A He| HLX XS Ha2|o[=ghL|Ct

HIJAHO| A M| HLXKHT 20.07 ~ 20.10)2 AHE5I0] EX|E Astra Trident2| QAHAOM SHAH He
23 AKX 2 YO 0|=F & ASLICE

AlZtst7| o
HIJAHO|A He| 2HXIE HiESH= O AFE= HE YAML IH0| LefL|Ct

https://github.com/NetApp/trident/tree/stable/vXX.xx/deploy/BUNDLE.YAML 9| X| vxx.xx
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HA™ HSQLICH BUNDLE. yAML HE YAML It O|2QIL|C}.

18

oHA|

1. £ 2OIBtLICt TridentProvisioner 7|& Trident AX|Q| AEf= QLICH Installed.
kubectl describe tprov trident -n trident | grep Message: -A 3
Message: Trident installed
Status: Installed
Version: v20.10.1
(D HENTL HAE|= 2 "Updating’ A|1&517| TOf| O] 2X|E SHZSHIARL. 7tsTt HEl et SE2 E

HESHIAIR "017]"
2. E MMBtLICt TridentOrchestrator Trident AX| T2 M0} 3HH HS = 0L AEE A2t CRDE
DHELICE.

# Download the release required [23.04.0]

mkdir 23.04.0

cd 23.04.0

wget
https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

kubectl create -f

deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. BHLIHAES AMESH0] HJAHO|A He| HAMXLE ATMSLCH.

a. SHHE CIMER[0f JAE=X] &AM L.

pwd
/root/20.10.1/trident-installer

b. HYAHO|A He| AL AHELCH.
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kubectl delete -f deploy/<BUNDLE.YAML> -n trident

serviceaccount "trident-operator" deleted
clusterrole.rbac.authorization.k8s.io "trident-operator" deleted
clusterrolebinding.rbac.authorization.k8s.io "trident-operator"
deleted

deployment.apps "trident-operator" deleted
podsecuritypolicy.policy "tridentoperatorpods" deleted

C. Trident 2B X7t MH=[=X] &eletL|Ct.

kubectl get all -n trident

NAME READY STATUS RESTARTS AGE
pod/trident-csi-68d979fb85-dsrmn 6/6 Running 12 99d
pod/trident-csi-87jfhf 2/2 Running 6 105d
pod/trident-csi-jtnjz 2/2 Running 6 105d
pod/trident-csi-lcxvh 2/2 Running 8 105d
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT (S) AGE

service/trident-csi ClusterIP 10.108.174.125 <none>
34571/TCP, 9220/TCP 105d

NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE SELECTOR AGE
daemonset.apps/trident-csi 3 3 3 3

3 kubernetes.io/arch=amdé64, kubernetes.io/os=1linux 105d
NAME READY UP-TO-DATE AVATLABLE AGE
deployment.apps/trident-csi 1/1 1 1 105d
NAME DESTIRED CURRENT READY
AGE

replicaset.apps/trident-csi-68d979fb85 1 1 1

105d

4. (MEH AHEH) AX| O47H HEE +Hlof SH=
s HEL E% HE Argo| ZehE +~ ASL
% HE “imagePullSecrets) HYAH|
D'IX-| oo | o e MA O He ZE

.

£ YUH[O|EELICt TridentProvisioner AMY 07]0fl= 2
ridentImage, autosupportImage 742l o|OfX| X &ErA
t.5'°| oqAUq. AH|ot = S AE He| AMXIE MX(SH7| o
2 BESHAN L "FH FM".

3
C
0

o
°
Ft
| A
o

o
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kubectl patch tprov <trident-provisioner-name> -n <trident-namespace>
-—type=merge -p '{"spec":{"debug":true}}'

5. Trident 22{AE He| AMXE HX|EL(CH

a. SHIZ Cl2E2|0f ASK| HOIHIAIL.

pwd
/root/23.04.0/trident-installer

b. SHAE He| HUXE 22 HIY2AH[0] A0 HxX|LCt.

Trident= 2B XHE A XSt Kubernetes HME 2t JHNE MHSH= Ol ALY £~ U= HE
oS HlZEeL|ct.

@ * Kubernetes 1.24 0|5t H{H S HAst= SSAES 22, E AIERLICH
"Bundle_PRE_1_25.YAML".

t= S2{AE2| 22 £ A ELICE

Ot

* Kubernetes 1.25 0| A2 AldH
"Bundle_post 1_25.YAML".

kubectl create -f deploy/<BUNDLE.YAML>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#A1l tridentProvisioners will be removed, including the CRD itself
kubectl get tprov -n trident

Error from server (NotFound): Unable to list "trident.netapp.io/vl,
Resource=tridentprovisioners": the server could not find the
requested resource (get tridentprovisioners.trident.netapp.io)

ftridentProvisioners are replaced by tridentOrchestrator
kubectl get torc

NAME AGE

trident 13s

ro

C. HIYAMO|ANAM Trident PodE AAFL|Ct £ 22IBLICt trident-controller ¥ POD O|&
23.010 == HH F&I2 grHSIL|CL,
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kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0

1lm41ls

trident-node-linux-xrst8 2/2 Running 0

Im4dls

trident-operator-5574dbbc68-nthjv 1/1 Running 0

1Im52s

d. Trident7} Q=8 HF O Z AUC|0| EE|A=X| &tQlEtL|Ct.

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v23.04.0

Hof 71gt AR EX|E G2 ol =gt

Hof Zlgt 2EA EXIE Ya0| =5 H LhZ HAIE SHOHHAIL.

Astra Trident7} M X| =l Kubernetes 22{AEE 1.240|A 1.25 0| O 2 O 0|ES AR

(D Values YAMLZ O[0|Eslof 2LICt excludePodSecurityPolicy & MEHRIL|Ct true
FIFL|CE --set excludePodSecurityPolicy=true & FELICt helm upgrade %%‘%

THA|

68

BIX| A8e = S2AEE QOISR

%| Al Astra Trident Z2|AS CHR2ZESHIAIL.
% Al"g-‘a'ul:l' helm upgrade %‘%’ _c|>__|x| trident_operator_23 .04.0.tgz |=|—E'”O||:0|'E-:| [ H_I
2rEeL(Ct.

helm upgrade <name> trident-operator-23.04.0.tgz

rc=
—)

O

=

=



£7| &% 0| 7|20l ot S 2Tt B2(Y: Trident & CSI 0|0|X|of et HE, 0|
HXAEE| X[F) & MERLICt --set 0|2{3F FM0| ¢2|0|= 0| Zete| =5 st2{H Zto
712 e = MEFELIC

@ olE S04, o 7|27 HELLIC} “tridentDebug 0l M CHES BHE S ALt

helm upgrade <name> trident-operator-23.04.0-custom.tgz --set
tridentDebug=true

3. M8 helm list AFEQI ¥ HHMO| & A O|EE|R=X] &lgt|Ct, A3 tridentctl logs CIHO
|*|X|E AESLICE
21t

Trident 2GXH= 7|& Astra Trident A X|E AlEHSI D 2K SLSHHHEOZ 80| =L T}

HI2EX ZX|0|M Hazo|=
Ol M Trident 2FAte] 2|4l EE|=2 HOH0|=ES = JUSLICt tridentctl BX[:

THA|
1. XAl Astra Trident 22|AZ CIR2ZESHIAR.

# Download the release required [23.04.0]

mkdir 23.04.0

cd 23.04.0

wget
https://github.com/NetApp/trident/releases/download/v22.01.1/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

2. & MMBILICt tridentorchestrator OHLIHAEO|A CRDE MEHSIL|CE.

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. 2T AE] Hel HUKE 22 HYAH 0| A0 FEHELICE

0



kubectl create -f deploy/<BUNDLE.YAML>

serviceaccount/trident-operator created

clusterrole.rbac.authorization.k8s.io/trident-operator created

clusterrolebinding.rbac.authorization.k8s.io/trident-operator created

deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-controller-79df798bdc-m79dc 6/6 Running 0
trident-node-linux-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

4. 2 MMBILIC} TridentOrchestrator Astra Trident A X|2 CR.

cat deploy/crds/tridentorchestrator cr.yaml

apiVersion: trident.netapp.io/vl

kind: TridentOrchestrato
metadata:

name: trident
spec:

debug: true

namespace: trident

r

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the

Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79df798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

S. Trident7t 2|3t HT O 2 ¢ 12{|0| EE|RU=X| =QlFfL|Ct.

kubectl describe torc tr

Message:
Namespace:
Status:

Version:

=

ident | grep Message -A 3

Trident installed
trident

Installed
v23.04.0

AGE
150d
150d
1m30s

AGE
Im
Im
5m4dls



7|Z= #oll= gl pyCE AHSO 2 AR Y 4 QI&L|Ct.
tridentctlE & 13|0|ESIAAIL
= M50 7| & Astra Trident AX|E £l A €280|EE &= JSLICt tridentctl.

£ AM2510] Astra TridentS & 12|0|E&LICt tridentctl

Astra TridentS H|{St11 CHA| AX|SHH 2 08|0|= ASZ SHL|CE TridentS HMAHE Il Astra Trident B ZOf|

AEE= 7 =& 22Y((PVC) U 7 EE(PV)2 MH[E|X| &LICE 0|0 ZEH|XN'YEl PVSE Astra Trident?}

mEtRl HEfRl SOt A& AF8E = UM, Astra Tridenti= CHA| 22121 HENT} E[H S2t 7|2t SOt WHE 2=
PVCO| thidh 2ES Z=H|X'JELCt.

A|Zfoto] FHof

AE "080|= B S MEfSIL|CH & AF2SH ¥ 8[0|E5H| MOl tridentctl.

THA|

1. 0flM ®A HES HHLICt tridentctl CRD % 2 ZiH|E H|2T Astra Trident@t HAE 2= 2[AAS
Mgt

./tridentctl uninstall -n <namespace>

2. Astra TridentS CHA| MX|EHL|CH 2 EXSHMUA|Q "tridentctlS AF2 510 Astra TridentS A X|EfL[CH.

(D @azi0lc ZEMAS STIR ORYAIS. X TR0 AR WK MHEEK) oI,
£ Argstol

25 Y98 0|E tridentctl

Y 0|E 20fl= MZ2 Trident 22[Z(0: FEH =& 2HA2)0M HSEl= Lt 7|58 A8t 282
o

A0 0|ES £ JELIC tridentct]l upgrade EH.
HHA 280| U= HR Astra Trident2] MZ2 7|5 MEE AF25I2{H NFS L= iSCSI RY0j|AM CSI Rao 2
10| ':oHOF LIt Tridentd| M T2H|H S HHA| PVE 7|Z 7|5 HI_E X|lgt|ct,

t
B2 CSI Rz Y20[=5t7| Hofl THE AlehE 1SHHAL.

ZES d2o|=2 2= YUSLICL O[T HdE 282 AL AMLAY = AoH HYEHo=Z

|4
i
[s)
n
o
=
==
tH
@
L
D
c
wn
@
lo
o
¥
Hu
U
<
i
Mo
Im
et
4>
4}

&LIC} deployment/StatefulSet = OfzH 2
* gago|E A 57 H¥Y PODO| PVE * H8Y 4 gl&LICH 288 ¥12(0|E5H| Mol ZEE Z=8H0f

* PvCOl| HiRldEl 252 F2)0|=EE £ JAFLICH PVCH| HIQIGE|X| gi2 X2 €12(0|= Hof| XA &
7t 2t0F BfLICt.

|
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1. Ml kubectl get pv PVSE LIESL|CH

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY
STATUS CLAIM STORAGECLASS REASON AGE
default-pvc-1-a8475 1073741824 RWO Delete
Bound default/pvec-1 standard 19h
default-pvc-2-a8486 1073741824 RWO Delete
Bound default/pvc-2 standard 19h
default-pvc-3-a849e 1073741824 RWO Delete
Bound default/pvec-3 standard 19h
default-pvc-4-a84de 1073741824 RWO Delete
Bound default/pvc-4 standard 19h
trident 2Gi RWO Retain
Bound trident/trident 19h

SAX Trident 20.070|M E AtESIH MMt PVSE 47HULICH netapp.io/trident S2AL.

2. M3 xupectl describe pv PVO|| CHSH M2 HEE FLICL.

kubectl describe pv default-pvc-2-a8486

Name : default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: netapp.io/trident
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvc-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
Source:
Type: NFS (an NFS mount that lasts the lifetime of a pod)
Server: 10.xXX.XX.XX
Path: /trid 1907 alpha default pvc 2 a8486

ReadOnly: false

PVE 2 AF2510] HEJUELICt netapp.io/trident ZZ2H| XYM OMH NFS SEQLICE Astra Trident0i| A
M3t 2E MER 7|52 X|25t2{H 0| PVE CSI KY O Z ¢g|0|=sHo} S|t
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AL} tridentctl upgrade volume <name-of-trident-volume> 2|7{A| Astra Trident

=
=
=52 CSIAIYL = Y30 =ot= FHYULICE

3.

./tridentctl get volumes -n trident

e e e e fomm it

o fom e +

| NAME | SIZE | STORAGE CLASS | PROTOCOL |

BACKEND UUID | STATE | MANAGED |

o fommm fom e fom -
- e fom +

| default-pvc-2-a8486 | 1.0 GiB | standard | file | cha6foad-
b052-423b-80d4-8fb491ald4a?22 | online | true |

| default-pvc-3-a849%e | 1.0 GiB | standard | file | cSa6foad-
b052-423b-80d4-8fb491alda?22 | online | true |

| default-pvc-1-a8475 | 1.0 GiB | standard | file | cSa6foad-
b052-423b-80d4-8fb491alda22 | online | true |

| default-pvc-4-a84de | 1.0 GiB | standard | file | cS5a6foad-
b052-423b-80d4-8fb491ald4a?22 | online | true |

e et e e fom - fom e fom -

e fomm - fommm +

R foss=m==== fosssessmmma==a= fem========

e e e e e e L fro e +

| NAME | SIZE | STORAGE CLASS | PROTOCOL |

BACKEND UUID | STATE | MANAGED |

e L e
R R i e +

| default-pvc-2-a8486 | 1.0 GiB | standard | file | cba6f6aid-
b052-423b-80d4-8fb491ald4a22 | online | true |
R fossm===== e et fre=s===m==e
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4



kubectl describe pv default-pvc-2-a8486

Name: default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvc-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
Source:
Type: CSI (a Container Storage Interface (CSI) volume
source)
Driver: csi.trident.netapp.io
VolumeHandle: default-pvc-2-a8486
ReadOnly: false
VolumeAttributes: backendUUID=c5a6f6a4-b052-423b-80d4~-
8fb491alda22

internalName=trid 1907 alpha default pvc 2 a8486
name=default-pvc-2-a8486
protocol=file

Events: <none>

Astra TridentS A gL|Ct

Astra Trident2| &X| &4lof| 2t o2 FME A0 HAY & ASLICE

HelmS AtESH0] XA gfL(Ct

Helm2 AL2SI0] Astra TridentES A X|ot 22 E A5t HAHLY £ UJELICH helm uninstall.
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#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

Trident ALAIS AHE0H0] M| HRILICH
2YAIE MG Astra TridentS X[t B2 13 5 otLIE S3stof HAH 4 AUBLICE

A5, MELY > UJSLIC TridentOrchestrator
ru % MEIBILICt TridentOrchestrator & AMESHH &
*E"’g%"L—“:f unlnstall 0|'EH01| HAE EHE

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

E S$ELICt uninstall 227t 2 M™E[O] JESLICE ‘true Trident 2E X7t TridentE K| 7SHA| 2t Trident
XHA| XEA|E K| AHSHK| = LELICH |ste AR EC/IRQHAER|O|E E HASH D M A2 2HS0{0F LTt
TridentES CHA| MX[gfL|Ct.

* A% TridentOrchestrator: = M3l TridentOrchestrator Astra TridentS H{ZESH= O] ALEE
CR2 ZAXIA| TridentE MHSH=S X[A|RLICH ZAXIE 2| MHE M2[2LICE TridentOrchestrator
2 CHS Astra Trident 52t C|HA|ZS MAHst D MX|o] AEZ MM Trident ZEES AtH|BHLICE,

Astra Trident(CRD M4 ZehE 2tHS| ®|7{stn £2{|0|E S2E 2UHCE HE + USFLICH
TridentOrchestrator 2 MEELICt wipeout SMS MEISIL|C CtS 0| 2 HXSIHMAIL.

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"'

te 250t 2 E 2= HEIEHOIE 7t X FLI. o|=

oF
rir

J2{™ Astra Trident7t 2t5| AX| M| E[H, WA= 5 2|
MX= MZ AX|St= 2102 M| EL|Ct

@ A MAHE +=8E o2 CRDE X|2= A2 12olof LICt. o] 22 F4AH
XERE MZ Astra Trident 2 X|E H-&5t7| 2|5l AHESHA| §i= oF CRDE X[2X| OHHA|IL.
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2 ME3tH E MAHYLICH tridentctl

o D 9! 2t M| E H| QS Astra

o2 AM|0|ES &

£ MABIL|Ct uninstall @EE UHSLICE tridentcetl LS 20
Tridente} ZHHE 2 EI**E MAHSIEZ MX| T2 IS CHA| A g
ol

AN

OI- —_
§
bt
r=
Er
r_>.'_

./tridentctl uninstall -n <namespace>
Astra TridentS 2t%135| X752 ™ Astra TridentOi| A M-S CRD2| ZEXIE M|7{5t1 CRDE AtH|sHOF &hL|Ct.

Astra Trident= CI212{|0|ESIMA|

Astra Trident2| O] HT O = C+2 2|0 =5t= O E ot THA|Of THEH L0 MA| L.

CH2e(0|= AIE

Ct2a 22 CHefet O|R 2 L2 20| =8 Ua{Y + ASLICE

—

CRDE AIE6l= Astra Trident 22|22 0|Me [ = CH2 12{|0| =& 12{sljof 2fL|Ct. Astra Trident= CRDE

AE5t0] AEHE RX|sH7| mfE0| MHE RE AEE|X] 8*(%%5 AEE|X| 22A, PV U 2E AHAHE O 7|ZE
ClOJE{ CHAl CRD ZHK|E HZESILICt trident PV(OIF MX| HF Q| Astra TridentO| Al AL). AHE MM El PVS,
gioll= gl AE2|X| 22jA = 25 CRD N2 QX|ElL|C}

CRDE AtE3t0] HAE[= Astra Trident 7O CHoi A2t CH2 20| =& AESHYA|2(19.07 0] 4). 22
Ct23[0| =7} B dot = XY Astra Trident Z 2204 Ciol Al E 20| HA|ELICH.

CH2 20| =8 K| b= 8%

£ AH83t= Trident ZE2|=2 CHR2 20| =8HH QF ELICH etcd MEHE FXIELICH19.04 O[3}, HXH Astra Trident
HE|ZE SOl +AE ZE HY2 CH23(0|E = P X| eb5LCH ME MM E PVSE O HHMO R £|S3 o
At & iELICE O] HEOZ E0tZ Ml Astra TridentO| Al BAIE PVS, AER[X| 22iA Ol 28 AHAHMA
/L0 E/AN) 2t Z2 ZH[0fl CHEt HA At S £ 4 YIELICH O|X HEQ R S0t7te ?:.*JEHOI':ElXI A2 Z2
o™ Z2|=E M93f04 o|0] ‘MMEl PVSOl CHot HMATH STHE[X| QESLICE,

2FAE Soll Astra Trident?t 2%|E 322 L2 2[0|E T2 4[4
Trident GIMXLS AL3I0] HR|3t B2 CH2a2)0|= Z2MATL CH2H 2 ALSE Bt gLt tridentctl.
Trident HIAFXHS AM310] X8t AL Astra TridentS C+e & 3LtE CHRI2|0|=8 4 QU&LICH

* HIYAHO|A He HAMXIE AFESH0] HX|E HF(20.07-20.10).

EH
© 22|AE Q| HAXH21.01 O|AHE AFRSHO] MX|El M QL|C.
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SS{AH Hel ALXZ OH2320|=

Astra TridentE 22 AH He| 2XE AHESH= EE[=2 TH220| =t H of2fof] 2HE BHAIE TMEHAL.

=
THA|
1. "Astra TridentE M[ALICH. 7|& HX[E HS| ®MAHSHK| o

Lo

rr

St CRDE AMX|SHX| OFMAIL.
2. Trident HAXH=E AL ZQ! Trident HT 0| HZEl HAX} OHL|TAE S AF2SI0] AH|E 4= QIELICE OS2 EH,

=2 T M-d

CHEt Z&LICEH https://github. com/NetApp/trldent/tree/stable/vXX XX

/deploy/bundle.yaml ¥X| vxx.xx 2 H™ HSULICKO| v22.10) X bundle.yaml HE YAML I+
o|EiL|Ct.

= O

3. Yst= HTQ| Astra TridentS & X|5t0] L2 12{|0| =5 A&t {sh= 22| A0 Ciet @FME ML
HIJAHO|A M| HLXIZ CH2 20| =8| CE

Of MMM = HIYAHO|A He AMXE AHESHH EX|%|= 20.07 ~ 20.10 H 22| Astra Trident 22| A2
CH22)|0|E8t= THAIE rotetLCt

|

1. "Astra TridentE MAHZLICH. 7|& MX|E 2H 5| MK gt= $F CRDE E|F2|X| DAL,
E SQIBIL|Ct tridentorchestrator O[(7t) AFA|ElL|CE.

#Check to see if there are any tridentorchestrators present
kubectl get torc

NAME AGE
trident 20h

#Looks like there is a tridentorchestrator that needs deleting
kubectl delete torc trident

tridentorchestrator.trident.netapp.io "trident" deleted

2. Trident AMAh= AFE F2! Trident H{TO| HEE HLUKX OiLIHAES AHESH0] AMME 4= UAELICE OIS SH,

== = T M-d

CtS20 Z&LICEH nttps://github. com/NetApp/trident/tree/stable/VXX.XX
/deploy/bundle.yaml 91X vxx.xx & HH™ HSL|CHO| v22.10) Y bundle.yaml HE YAML It
O|EiL|Ct.

3. B MHELICt tridentorchestrator CRD
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#Check to see if " tridentorchestrators.trident.netapp.io”  CRD is
present and delete it.

kubectl get crd tridentorchestrators.trident.netapp.io

NAME CREATED AT
tridentorchestrators.trident.netapp.io 2021-01-21T21:11:37%

kubectl delete crd tridentorchestrators.trident.netapp.io

customresourcedefinition.apiextensions.k8s.io
"tridentorchestrators.trident.netapp.io" deleted

Astra Trident?} ®[HE|[}ESLICH
4. 2I5t= HMEZ MX[Sto] CH2O2{|0| =8 A&l Ct |lst= 2e|Ad et MHAME WHEL|CE
HA[0| £ AH25I0] CHR2 20| =gtL|Ct

CIRO|0|E38t2{H 2 AF2EILICI helm rollback . LIS 0|2 &XSIAMAIL.

helm rollback trident [revision #]

= AFE5H0] Astra TridentS 2X[¢t Z22| CH213|0|E ZZM|A tridentctl

2 A2310] Astra TridentS AX|$ A2 “tridentctl CHR 20| E T2MAE CI2 BHAIZE TEEILICEH O] A|IRAE
Astra Trident 21.070{lA 20.072 O|S3t= CHRE|0|E TZMAS °*LH°*LI Cf.

(D CHRIY|0|=E A|ZHSE7| FOf| Kubernetes 22{AE{ Q| AHAFS THS0{OF BLICt etcd. 0|2 S
Astra Trident2| CRD2| ¥zl AEHE sHAE 4 JUSLICH

CHA|
1. 2 Ar238t0] Trident7t MX| =AU =X| SOITILICE tridentctl. Astra Trident2| AX| WHE & 2= AL L2
LTS HAEE MESHMAIQ.
a. Trident HIYATHO|AN U= XES LIERLICH
b. 22{AEA AE T2l Astra Trident| HH S &QIBILICEH & MEE £ JELICt tridentetl EE
Trident PodOf| At O|0|X|E HT{EYA|IL.
C. 7t EA|E|X| ¢t= AR *a tridentOrchestrator, (££) a tridentprovisioner, (££) 00| ¢!

ZE trident-operator-xxxxxxxxxx-xxxxx, Astra Trident * 7t 2 €7H B X|E/LICt tridentctl.

2. 7|& Qlmate} S| Astra Trident2 MHEL|Ct tridentctl HIO|LHZ|. O] 2R 21.07 HIO|HE|2 &
| 7{gfLICt.
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tridentctl version -n trident

fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e o m e +
| 21.07.0 | 21.07.0 |
fom e oo +

tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted Trident daemonset.

INFO Deleted Trident service.

INFO Deleted Trident secret.

INFO Deleted cluster role binding.
INFO Deleted cluster role.

INFO Deleted service account.

INFO Deleted pod security policy.
podSecurityPolicy=tridentpods

INFO The uninstaller did not delete Trident's namespace in case it is
going to be reused.

INFO Trident uninstallation succeeded.

3. O] 20| AR E|H 2= HT Q| Trident HHO|L{2|(0] 0ff: 20.07)E Y11 0|E AFR3I0] Astra TridentS
AX|EL|Ct of CHet AF2XE X YAMLS MAS 4 QESLICH SrEd A" Lot AL

cd 20.07/trident-installer/

./tridentctl install -n trident-ns

INFO Created installer service account.
serviceaccount=trident-installer

INFO Created installer cluster role. clusterrole=trident-
installer

INFO Created installer cluster role binding.
clusterrolebinding=trident-installer

INFO Created installer configmap. configmap=trident-
installer

INFO Deleted installer cluster role binding.
INFO Deleted installer cluster role.
INFO Deleted installer service account.

CH230|= Z2MAT} 2AZE|ASLICE.



Astra Trident

KUKt = ES FH|3)

fujn

AEdl EHAIL

|IC

‘I

—

Kubernetes 22{AEQ B E XX LE= Pod2OE IZH| XY E EE2 OIREY £
UO{OF BIL|CL ZAX L EE FH|SHH E2t0|H MEfo| 2t NFS = iSCSI =7 &

A X[SOF LT,

Sut2 =7 Mgy
C2to|HE & AH8St= 22 NFS % iSCSI =& MX|sljof gfL|Ct.

NFS =

CISE2 M8 5¢ H2 NFS 22 &X|2L|Ct ontap-nas, ontap-nas-economy, ontap-nas-flexgroup,
azure-netapp-files, gcp-cvs

iSCSI &

CIS 2 A 8St= 22 iSCSI =72 AX|BL|C ontap-san, ontap-san-economy, solidfire-san
() #4 ¥zl RedHat CoreOSOI= 7|2 X0 NFS U iSCSIZHAXIE/0] gttt

L E MH|A ZAM

Astra Trident= .= =7} iSCSI = NFS MH[AS At = =X (IS = X621 Al =gfL|Ct.

@ £ MH|A HME2 HME ME[AS AESHX| 2 ME[ATF SHEEA| P EICH D HESHX] gig L/t
HiCH2 HAME MU|ATHQIOH 28 02 E7F Hofpittd B2e &= glaLCt

O|HIES HESBILI|C

Astra Trident= ZMEl MH|AZ AEoL7| 2f6H =0 Tt O|HIES M-GefLICt. o[2{et O[HIEE HESIHH LHES
AlSHSHL|C}
=od .

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

HME MH|AS AERLICH

Astra Trident= Trident .= CR2| 2t Lo =0]| CHoH A SHEl MH|AE AHSLICEH HAMEl MH|AE H2{H L3S
AlSHSHL|C}
=2od .

tridentctl get node -o wide -n <Trident namespace>
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RHEL 8+

sudo yum install -y nfs-utils

HE
=T

40

sudo apt-get install -y nfs-common

iSCSI =&

Astra Trident= iSCSI MME2 XSO 2 MAst, LUNS AMStD, OHE AZ ZX|E HMstn oSt T o
ORET 4 JASLICE

iSCSI XI5 21 7|5
ONTAP A|AEIO] AR Astra Trident?t 520tC}HiSCSI At S Adsto] CI2S £l SHL|CT.

1. * §5h= iSCSI MM Efet #Y iSCSI MM MEHE AlEetL|ct.

= 1
2. * st HENE AN EHLt H| W * 510 ot 2|5 2QISL|CE Astra Trident= 52| M &9 & 2| A|7|

3. * 9ixf iSCSI MM MEHE Y{t= iSCSI MM MENZ &|S2|= o 2ot 57 o~

Ol 2= | UELICH trident-main ZH EEXCEN Y= 7. 20 EY

M- O

s =7 2
@ MEOoF FLICtH debug Astra TridentE AX|5t= SOt "&"O = HA|RL|CH

rd2
fjo
M

Astra Trident iSCSI At5 231 7|

olr
mjo
>
ol
Of
re
[

=Nt

ro
Ho

H

1]

YR = ASLICH

* HESQIZ AZ ZH7F et = fle = A= Q2| 7LE HIZ Xl iSCSI ME. 22E M2 B2 Astra

Trident= 270+R517| 72 HOf| TH7|5t0] ZE o] HAS CHA| 2L

If
0
I

02 S0f, AE2|x| HES2A0IA CHAP YEE SIHAI7|T LIEYI0|M HZ0| BOIK|H oK)
(D) (stale) CHAP 227} XA 4 ABLICL XS 27 7152 0] 2XS 214/5n YH{0|EE CHAP

= L=
A E M| 2l M S IS 2 CHA| BEY 2= AFLICH

* iSCSI MMO| 2= ASLIC

* LUNO| gi&L|ct
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iSCSI =& AX|LICt
2 MHe] FES ArE3tH iSCSI =7E EX[ELt.

AlZst2| FHof|
* Kubernetes 22{AE{Q| ZF L E0|= 123 IQNO| 0{0f BILIC}, * 0|HE T4 MK ZZAQUL|CE *,
* RHCOS H{X 4.5 O|At EE= J|EF RHEL %t Linux HiZE A28l= AR £ &XSIAAR solidfire-san
£2}0|H 5! Element OS 12.5 0| HEO|M = CHAP Q15 £ 112|Z0| |- MD5E MEE Q=X gelgtL|Ct

/etc/iscsi/iscsid.conf. B9t FIPS 2 CHAP € 112|& SHA1, SHA-256 2 SHA3-2562 Element
12,7014 AtEE & QUELILCE

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* iSCSI PVSO|A RHEL/RedHat CoreOSE A&St= 2HXT EE MESH= 32 E X|™ELICt discard
StorageClass2| mountOptionS AHE3}H0 ‘?Jﬂh_' S HHEE SHSLICLH 2 HERSHAR "RedHat HE A"
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems

RHEL 8+
1. Chg A28 TH7|XIE EX[gLCt.

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10] 6.2.0.874-2.el7 O|AHQIX| &toIstL|C}.

rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. O 32 9%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ 2RISfLICt etc/multipath.conf X8 find multipaths no OlA defaults.

S. 2RIBHMAIR iscsid W multipathd A8 &:

sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi

oOdHE
T T

1. Ot AJAH TH7|X| S EX[etCt.

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 0| 2.0.874-5ubuntu2.10 0|4k (bionic) L= 2.0.874-7.1uubuttu6.1 0| A (focal)Q!X|
grolgtL|Ct.
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dpkg -1 open-iscsi

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. OtE 42 4%:

sudo tee /etc/multipath.conf <<-'EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 2IBtLICt etc/multipath.conf X find multipaths no OlA defaults.

5. ZOISHMAIL open-iscsi Y multipath-tools &3}t 3 Al

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

HABHOF BILICH iscsiadm AIZFH open-

Ubuntu 18.049] 75'%’— = A5t CHA ZEE 5
2 83T 4= USLICH iscsi AR MH[A

A
@ iscsiiSCSIHI2E ARIIL|C} e
iscsid A SO =,

() Zeoldl 58S HEE B 257} LU UES iSCSI 78 HAH # XYT L =8
Y

H —

SHolE T

solls A

SHQll T = Astra Trident2t AE2[X| A|AH! ZHO| ZAIE Mol gtL|Ct. Astra Trident?t AE2|
| AEIN EMSHE B Astra Trident7} AEZ|X| A|AHIYA 252 Z2H| XS 2



ZHELIC

Astra Trident= 2E2|X| S A0 H At EX|SHE HAEM 2AEEX| 22 MHS22 HSYLICH
AEE| K| AAEOf CHet HAES 5= L ol 2oLt

* "Azure NetApp Files HAIEE & EHL|CH"

* "Google Cloud Platform S =0l Cloud Volumes ServiceE FAgtL|C}"

* "NetApp HCI = SolidFire A= E M BtL|C}
* "ONTAP £ Cloud Volumes ONTAP NAS E2I0|HHE AI23t0] BAIEE LM BHL|C
* "ONTAP EE= Cloud Volumes ONTAP SAN E2I0|HE AE5t0] HAIEE 24 BtL|Ct
* "NetApp ONTAPE Amazon FSx&2 &7H Astra TridentS AF2SHYUAIL"
Azure NetApp Files
Azure NetApp Files HI=E A ASHL|CH
Astra Trident2| A= 2 Azure NetApp Files(ANF)E A E 4= UELICH ANF HAlES

ALE35I0{ NFS 3 SMB 282 92 =+ U5
2] Arg

* Azure NetApp Files MH|A= 100GB 0|2F2| 2&S X|5HX| gF&LICE Astra Trident= Cf 22 282
Q¥ 22 100GB 252 AH522 MuEHCt

* Astra Trident= Windows = E0{M A& = Podoi|Zt OFREEl SMB =& K@ ELICL
Azure NetApp Files H{AIEE 143 F=H|E BHLICH
Azure NetApp Files HHAIES FMSLT| Hof| CHE @7 AF0| ZFE[=X| 2HQlsHof gL|Cf.
NFS 5! SMB 252 AIH Q7 Atet
Azure NetApp FilesE M & AFESH7LE M fIX[0| A AHESE

=
NFS 282 MdstH™ % 74X x7| 2M0| ZptL|Ct 2 &
FilesE MXdI11 NFS 252 MMEL|CH.

A2 Azure NetApp FilesE MX3stn
ZSI AL "Azure: Azure NetApp

£ Mt AFRTL|Ct "Azure NetApp Files" B{AlE | CHS0| ZQBtL|Ct,

s 22F ZQIL|Ct. 2 & ZEBH AL "Microsoft: Azure NetApp FilesOl| Ciiet 22F 22 MMstL|C}",
* Azure NetApp FilesOll {IQEl MEUl. 2 & ZSHMA|R "Microsoft: Azure NetApp FilesOll MELIS @|QIStL|C".
* subscriptionIDAzure NetApp Files7t 2M3t=l Azure +S0HIAM

* tenantID, clientID, ¥ clientSecret O|A "¢ S=" Azure NetApp Files AH|AO| CHot S 25 #BHO|
U= Azure Active Dlrectoryoﬂkl W SE0|M = CHS & SHLIE AFEsH{of LLC.

° A[AFEEE AR A ULICH "Azured| A AFH H 2",

o A"AFEXR X|H ETIAL et 2= ™ RULICH (assignableScopes) CHS AM2 HBH2 Astra TridentOf|
ot Motk JHEL|CH Afﬂxl- X A2 OlE T "Azure TEHS AI2510] HEH2 SESHLICH

—_
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://azure.microsoft.com/en-us/services/netapp/
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
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https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
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https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
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n id" . n

/subscriptions/<subscription-

id>/providers/Microsoft.Authorization/roleDefinitions/<role-

definition-

id>",

"properties": {

"roleName": "custom-role-with-limited-perms",

"description": "custom role providing limited permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

n
4

"Microsoft.

e",

"Microsoft.
te" ,

"Microsoft.
d" .

"Microsoft.

te",

"Microsoft.

ete",

"Microsoft.

{

"actions": [

NetApp/netAppAccounts/capacityPools/read",

NetApp/netAppAccounts/capacityPools/write",

NetApp/netAppAccounts/capacityPools/volumes/read",

NetApp/netAppAccounts/capacityPools/volumes/write",

NetApp/netAppAccounts/capacityPools/volumes/delete",

NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get

Metadata/action",



"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
I
"notActions": [],
"dataActions": [],

"notDataActions": []
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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ol 1: |2 72M
Ol= HCiHQl %|A HHollE 2 MQIL|CE, Of ol Astra Trident= 2=l 2| X[0f| A ANFO| QI El 2=
NetApp AE, 8% & Sl MEUIZ HMG} zH E 8 MBEUl F St 2E2(2 M 2&2 i XILICL
HLISHH nasType MEFEILICH nfs 7|22H2 NFS £50]| CHoll Al =7t T2 H| XY ElL|CL.
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

o 2: 8% B WEIS At SF MHlA £F 7

O] HHAIl= M2 Azurell| 252 HIAISILIC eastus @ Xl Ultra 2F Z. Astra Trident= 2 X<
ANFO|| 2IEl 2E MEUIS XSO 2 AMSIH O F stLio| £E2|2 M =2 &2 Ui XIZHL|C.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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| It 22 FEMSLICH performance.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

AEZ|X| A "9

bas

AMEE HXSHMAIL storageClass MOl 29| AEZ|X| E2 HZTTfL|C.
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2 AME%t HO| 0| parameter.selector ZEQ = TIL|Ct
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A2 parameter.selector 2420 CH3H X
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB =E0i| chet Folo| o

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|&st1
E 2%t Active Directory Xt ZHE M3 = JASLICL
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Of™| 2: UIJATO|AG CHE 2= AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ol 3: EEER CIE AT A8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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0| 22 E Hd5t= ZE 714 =0 tish EH 7[=2240] @™ ELICE snapshotReserve 5% X 0fl A
exportRule £ 0.0.0.0/02= HHEELICE 7t 22 of MO0 USLICH storage MMH S FRSHHAR. ZF
IHNE Tt E22 DR JtA 22 HO LI serviceLevel 2|1 YR E2 7|22 HOHBLICH, 7t
= go[E2 A8 of M2t E2 AEMSLICE performance 2 protection.

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
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project.iam.gserviceaccount.com
client id: "'"123456789012345678901"'
auth uri: https://accounts.google.com/o/oauth2/auth

https://www.googleapis.com/ocauth2/vl/certs

https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:

client x509 cert url:

vers=3,proto=tcp, timeo=600

nfsMountOptions:
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

A HIY StorageClass®ILICH (cvs-extreme-extra-protection)’t A HK| 7tA Zo0f DjE EL|CE O] 222

AHAF O S2H0] 10%2! 211 H52 M3t

OLX[2} StorageClass®LICt (cvs-extra-protection) 10%2| ARAF Of
S EPILICE Astra Trident= ME{E 714 22 ZHSHD AHAF 02 27 A

CVS MH|A ¥ o

L ools
= qst

SYLICE

Lt ool M= CVS MH|A fHof Ciet HE 742 HMSELICt
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

tridentctl create backend -f <backend-file>

C Mdof| 2ofstHE W= 40| 2X7F A= AYULICH Chs HES AAsto 208 B0 QIS =ele £
L|C}.

$0 1E
o> rR

tridentctl logs
T Il 2X|S &olstn M3 = create WS CHA| A3 & LT
NetApp HCI == SolidFire A= E A BHL|Ct
Astra Trident & X[2} €7H Element HAIE S ‘Mot AFE5SH= EHEHO| CHol ZOotEMA[L.

AIZFSE2| Hof|
Element EBHAIEE MM S}7| Moj| CH20| ZghL|C.

* Element £2ZE|0{E 5= X|AEl= AER[X] A|AE

* 252 2 £ = NetApp HCI/SolidFire 22{AE 2t2|Xt = HIHE ALEXto| CHst XtH ZH
* 2 Kubernetes 2} Lo =0 2ESHISCSI £0| AX| %[0 QUO{OF FL|Ct S HESHIAIR "Z AR E &
xo-IE".
=28 2L

E Z2l8tL|Ct solidfire-san AEZ|X| EEO|HE I Bl EE0| 25
Filesystem 2& TE, Astra Trident?| 282 MAStD oY A X
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StorageClassOil 2[sf X|&&lL|Ct.

E2}0|H OZE=E
solidfire-san iISCSI
solidfire-san iISCSI
solidfire-san iISCSI
solidfire-san iISCSI

®

MESH= B2 7t

28 mc oA B} X|2l5)= TH) Al AL
X[ ELICH
e= RWO, ROX, rwx |-‘°I A|AEIO|
SASLICLH Al 2
K.
e= RWO, ROX, rwx |-‘°I A|AEIQ|
SASLICLH Al 2
ZHK.
oHel A|AE RWO, ROX xfs, ext3, ext4d
ol A|AE RWO, ROX xfs, ext3, ext4

Astra Trident= 2FAHElI CSI Provisioner2 &¢I CHAPE AFEELICH CHAP(CSIC| 7|22HE
ZH|7t Lot AELICH E HAINOZ MHYst= A0| E&LICH usecHAP H

CSI Trident2t CHAPE AFE3t= SMYLICH J-X| o™ S FZSHYAIL "0f7]",

() EBmM2aEeA
ASHEE ANE S

[
d= B

= CF S =| x| ¢

* 7|28 trident HMA OF0| ZX|= 1
* OHM[A

ol = 7 4

oS 1 SM2 OIS BE HES

OH7H 4

version

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

stra Trident2| 7|& H| CSI Iz
2 Astra Trident= CHAPE AL2%fL|LC}.

50| ZX|=X| 211 Kubernetes 0] 1.7 0| A0l AL

AccessGroups = UseCHAP AME HR OIS #

HMA DFO0| AFEELICE.

=

AER2[X| E2t0[H 2| O|F LTt

AF8ZE X 015
sl =

L= 22X

HIHE XtH SE0| A= SolidFire
Z2{AEQ| MVIPYLIC
AEZ|X|(SCS) IPFA S ZXE
ZEE0| M8e A2l2 JSON YA

o= -

20]= MEYLICE

MEZ HIE O|F(HE + Y= 32

)

12301l M2 XA

b

EILICE CSI 2E0l|M

5| 5 SiLp7t H]E

CHAPZ} AFEEILILY,

N
Mo
N

-

bt 1

0Ot

stAb "solidfire-san”

“SolidFire_" + AE2|X|(iSCSI) IP
FAYLCE
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oH7H i

InitiatorIFace

UseCHAP

AccessGroups

Types

limitVolumeSize

debugTraceFlags

(D) A80iXI DHYAIQ debugTraceFlags 2 2

of 1: of g HHel= 1y

Of oflofl M= CHAP QIE5E AFEdts

243
iSCSI EgfjTlE §EH 2 AE
QIE{m|o| A= HMiotetL

CHAPE AE3}K iSCSIE
A EefLICt

AR N2 18 ID 2Lt

o=z 1

QoS AFY
QYE 2SE 37|17t 0] ZELCt
22k otehof| Alojgh|ct

=M SHiZ Al AFEE C|H2
S ULICE. ofl: {“api”:false,
“method”:true}

solidfire-san M|l 7tX| 28 Y2 71Xl E2t0

Ue HUS 201 32 54 Qo5

CDAISLCH O3 Ok oM 2t AE2|X| SHAS MY AEE|X] E"EH

AE2|X] SaA of7H
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

0f| 2: off CHeh el = Bl AE2|X| A M solidfire-san 7t E0| = EEHO|H

0| oilof| M= 7tAk ZE0t O|E CA| £ Z8H= StorageClasses®t E7H LA Sl gHoll= Mo| ol g Hof FL|CH
Astra Trident= AE2|X| 20| = 20|22 T2H| NS ol HAIE AEZ|X| LUNO| SAFEL|CH oS 2lsl
AEEX| 2AE2XEJHM E 8l 05 E8YHE 20|=2 0|2 ¥E Holg £ Q&L|CE

Otz EAIE ME dHoll= Ho| mANM EH 7|22 E At ZE AEZ|X| 20 CHoll A™EILICH type &
7t E2 of MO0 JELICH storage MME AXSHMAIL. O] o)M= LB AEZ|X| 20| At RHES
MHS P-T’_ U2 Z2 2o MH= 7|22 MEQE LIt

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:

type:

Type: Bronze
Qos:
minIOPS:
maxIOPS:
burstIOPS:
Type:
Qos:
minIOPS:
maxIOPS:
burstIOPS:
Type: Gold
Qos:
minIOPS:
maxIOPS:
burstIOPS:

Silver

Silver

1000
2000
4000

4000
6000
8000

6000
8000
10000

labels:
store:

k8scluster:

region:
storage:

cost:

zone:

type:

solidfire

us-east-1

labels:

performance:

l4l
us-east-1la
Gold

dev-1l-cluster

gold

CHS StorageClass &2
StorageClass= =&

labels:
performance:
cost: '3
zone:
type: Silver
labels:
performance:
cost: '2'"
zone:
type: Bronze
labels:
performance:
cost: '1"

zone:

ALt
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us—-east-

us—-east-

us—-east-

silver

1b

bronze

1lc

silver

1d

I% s

I.

arameters.selector

L|C}.

ol =

ZCofM 2
AMEtst 7t 20l 280| Fol&|of



2 M StorageClassLIC} (solidfire-gold-four)= X #M Jtet Z0 OHYELICE O +BH2 £ 52
H3st= RLet =T

2 7ot 5= MSots 2E2[X| 22 2 EE
AtetE SFAIZLICH

=
LIC} volume Type QoS %&LICE OFX|S} StorageClassILICH (solidfire-silver)
Zo _-_x_._H__l C}. Astra Trident?} MEHSH 7}AF 22 XS D AEZ|X| QF
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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ONTAP SAN E2}0|H 7R

rr

ONTAP % Cloud Volumes ONTAP SAN EZ0|HE AI25I0{ ONTAP HHAIEE 1 M6t
HHEHO| CHoll OotEMA|L.

ONTAP SAN =2(0|H{0f| CHet Z23%t HHE
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Z20]2F 8! QL|C} ontap-san-economy E2I0|HE AT 4 QIELICE

AE3HX| Ot AL ontap-nas-economy HIOJE 2%, Mgl 551 = 0|SH0| ERY A2 o&El= 82

AEXL At

Astra Trident= LHIHOZ £ AF238L0] ONTAP EE= SVM 22| X2 MSHE HO 2 Of|AFSHLICH admin 22 A
ALKt EE= QLICH vsadmin SVM AF2XL EEE SYst AE2 7171 CHE 0| 52| AL Xt NetApp ONTAP &2 2ot
Amazon FSx2| Z, Astra Trident= 22 AEHE AL ONTAP L= SVM Zt2[Xt2 A E JOZ of| AgtL|Ct
fsxadmin AFEXt EE= a vsadmin SVM ALEX EE= St A S JHXI CHE 0| 2| AHEX}F E S=gL|Ct
fsxadmin AMEXH= E2{AE E2|XHE NMTHH 2 CHA|RILICE

E ME%= 82 limitAggregateUsage D7 H, S AE 2t2|AF #oto| HREL|CEH Astra

@ Trident2t & NetApp ONTAPO| Amazon FSxE A5t 2R, £ &XSHMAIR
limitAggregateUsage D7 H= Ol M ZSSHX| YELICH vsadmin 3 fsxadmin AFHEX}
AE. o| of7 H4~E X HSHH o Zdo| AmfgtL|ct.

ONTAP L0l M Trident =2t0[H7} AtE™ &= U= 2Lt MeHEQl S
=

oS WS & AKX FFYBIX| S LT Trident2|
CHRE 22 MZ22 B2[Z0ME= FILAPIE 2 ESIEZ ¢30| =7} 0fE 1 2RIt 25|

#&LICH
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ONTAP SAN EZI0|HHE AtE25I0{ ONTAP BHAIEE AMSHY| 25t 7 Atet 8l 015 SMS
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27 Ate
D= ONTAP HHAI= 9| AL Astra Trident= SVMO]| oLt O| 49| Aggregate/t E&HE|0] QLO{OF BfLILCE,
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https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites

P £ QELICE san-dev & AHE6H= A QULICH ontap-san EEIO|H B A san-default & AMESt=
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONE H XA

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}

oS Foli= K12 ZHO| Yt MAER MIE|= QU 9IX|2H Mol RASHIAIL. HASTE HHE = AL}
O|E/¥= = Baseb4 2 QAL E|0| Kubernetes Y= = X ZHEL|CE tIHOiII:°I MM L= OH0|EE XHE ZSHO| Chgt
X|Alo| st gUst CHAIRILICE M2A Kubernetes/AEER|X| 22|XH7F +8E 4 Q= 22| M8 Y ALICE

At 8 7| E HAE = QIZME ALESI0] ONTAP A= 2t SAIS 4= JUEL|CH MAE FO|ol|= M| ZEX| OH7H H=It
mQeHL|C}
= =

* clientCertificate: Base642 QI3
* clientPrivateKey: Base64 - HZ ! 72!
_JIK_

. TrustedCACertmcate Mzlgt 2l
A< o] o7l tH-E HSHOF BL|CH Mg

2EtHQl YIS 20| = ChS HAZE ZHELIC.

]
'}
=)
re
Im
ro
Ol
x
%a
|
i

>

HASILICE M Al CN(2EF 0| 5)S ONTAP ALEXIE HHSI0] QIBSHUA 2.

121



el el

3.0

4.0

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

Sk A
= T

L|C}.

im0

= CA
AE

IS ME ONTAP 22{AE0]| =7tetLCt Ol AE2|X| 22|Xt7} o|0] X2|eh A 4
2 CA

(o]
E CAZ} AFEE|X| §toH FA|RHLCE.

o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| 22I0|HE ASM AU 7[(1EHA)E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

NTAP 9t 2191 {t0] I &IE[=X| HOIBHLIC cert 215 Wi,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. MHE QISME A5t Q15 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E> 22| LIF IP % SVM
0|2 HHEL|CE,

6. B

122

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

ase64= QT A, 7| & L=g = A= CAASME AZ LIt

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. O CHAIO|M R 2 2tE AHE5He] MM =S W RlL|Tt.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Pomcmosoosos= e e Pomccosoooosoososoososoososoososoosooos
Pommmmom= e e T+
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Pomcmmsmomms= e e e e e L
Fomomomoe Fromcooomo= +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
Fommmoommomms fFromcmromsoososoms FommmoommomsmomosmremerEEoEEEEEEEEEEEEE
Pomcmmmm= Pemsmcsos= +*
215 Y'Y= YH|O|ESHALL 1t SES = HefLICt
CHE QIS Y-S MESIHLL Xt SES 2| WOt F 7| & HAES YHO|E 4= JASLICE O[F | 5tH ALEX} O|F
IE=E AEot= MAEE ASMHE AESHEE YH|0|ES 4= A1 ISME AIEst= HA == AEXL O|F/A=
7|92 AHO|ES = UAGLICE O|ZA o™ 7| Z Q1S LY S Mot M Q1S By S =71 oF gfLich O
Che Alae T o7 71 IehEl AH|0|EE backend.json IS AFEEILICE tridentct]l backend
update
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

ASE 3|He mf AER[X] 22|XH= HX ONTAPOIAM ALEXIS| 2T E iH|0|Esof HL|Ct O
@ ChEoll= HAE HHO|EZL ASLICE ABSME =|HE mf o2 ASME MEXOA| =ote =
UAFLICE O3 O3 WA= HHO|EE|0f M AISME AFERILICE. J2{H ONTAP S2{AE 0f| A
O] QISME AHE &= ASLICE
HACE AHO|ES = 0|0] ‘HHE SO TSt MM AT SEHE|ZHL O|=0f| HdEl 2 HZ0| S-S OIX[X]
USLICEH #MAE HHO|ETH HSXO0|H Astra Trident7t ONTAP A=t SAI6HL ofe =8 XS MeE|g =
ASS LIEHRLICE

Astra Trident= 2| Z2eF CHAPE ARSI iSCSI MM 215 &= JUELIC ontap-san X ontap-san-
economy E2I0|H. O|E QISHA = 7t &-42t=|0{0F SL|CH usecHAP HHAIE FHOlof| A MEHE =~ JUSLICH E =2
HHTt B2 true,Astra Tl QFHISF CHAPZ RAISHT BHoll= mlo|

rident= SVM2| 7|2 O|L|A|0[O]E| EotS
AHEX} Ol St Y= E HESLICH LU CHAPE AIESI HZEE ¢
EXSHMA 2.

oM o

St= 20| ESLICL Chg ME 182
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I9tL|Ct usecHAP O§7 HEE 2 SMULICE 7|EMO 2 falseZ
MHE| O] YESLICE true 2 AHSH S0f|= fals &

LSt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE& Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE WMo T A5 E HEL
LIC} tridentctl update.

MHES E8l usecHAP AEZ|X| HE|XH= AEZ|X| B E0|M CHAPE LA SHE 2 Astra Trident0l| X|AIEHLICE.
of7]0ll= CtZ0| ZetELCt.

* SVMOI|AM CHAP &:

© SVME] 7|2 O[LIA0f0]E{ B9t 30| gt (7|=3t 44) - 0|21  ZF0j 0|0] 7|E LUNO| O Astra
Trident?} 712 20t 982 = MHBILICI cHAP CHAP OILIAIOIEQ} EFI ALS X} 0|2 % ot 714 8
FBHL|CY.

° SVMO]| LUNO| &=l AL Astra Trident= SVMO|A CHAPE ZA3tstX| &L Tt aEkA SVYMO]| 0|0
U= LUNO]| cist AN AT HSHE|X| b LT

* CHAP O[L|A[of|o]Ef 8! E}ZI ALEX} O| B2t 2 E F-ELICE 0|23 M2 W= 0] X[F3HOF gL{Th(#
SES)

BHO =7t MM El = Astra TridentZt SiiE 2 MAMSILICH tridentbackend CHAP Y% B! AM2X} 0|ES2
Kubernetes H/ZZ CRD 3! XA TILICt. O] BiAI= 0| A Astra Trident0]] 2|sf M M=l 2= PVSE= CHAPE Sl
Ot EX| HZEEL|C

N

[n
i
1%

HIO| EgtL|Ct

ol

H
o

mm
S
Ot
kl
=
°

0ilX CHAP K7 H=

2= E YH0|ESI

U0 ESHH CHAP Xt ZHZ YHIO|EY & JELIC backend. json IFY. CHAP
A0k RLICH tridentctl update BHE ALESI0 0|2{8H HE Al vtIefLCE.
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HHOI = O] CHAP %*§§ AO|IO|EY [ E AE0lOF BILIC tridentctl BHAIEE HH|O|ETHL|LCY.
@ Astra TridentOll A B2 AFSHS MEHSH & 9lOo D2 CLI/ONTAP UIZ E8f AE2|X| 22{AE|Q| XA
ZHES AUH|0|ESHX] UHéMIQ

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|E HAL2 Y2 X AELICH SVMO|A Astra Trident”} X124 ZSEE 0| ESHH 24 MEfZ SXIELICH M
HZE2 UOIO|EE XHH B2 ALEotH 7|E HZE2 AL g4 MEf= RXIELICH 7|E PVSE A Z siAISt CHA|
HZSIH HO|0|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 71 &M 3L o

Astra Trident A X|E S35 ONTAP SAN EZI0|HE M-d5t11 AHEst= B0 CHal
AOotEMA| 2. O MMOf|M= A= 4 off x| 2 el = % StorageClassesOf| D{ & sH= 2o

it MR HES MSEL L
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OH7H -
version

storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

Ad 7|22k
a1

AEE[X| E2t0|He| o|S|L|Ct ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

ARt X|E 0| e AEE[X| E2}0[t{ O|& + “_” + dataLIF

HHO|| =

[y QS

Z2{AH E£E= SVM #2| LIFS| IP “10.0.0.17, “[2001:1234:ABCD::fee]”

FaQLt

MetroClusterS &sHA|
AKX 2HI2{H SVM 2| LIFE
X|HsHof gfL|Ct.

FQDN(Etetel =0el o[ E)S

g = AL

S A2510] Astra Trident7t A X| =l
A2 IPv6 FAE AESIEE dHS
= UELICE —~use-ipve A IPv6
FAE S 2 FO{OF ZL|ChH:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).

TZEZ LIFY IP =&AL, SVMO]| A THEElL|CF

*iSCSIo| s M= K™K

O AL, * Astra Trident7}

A EILICEH "ONTAP AMEHE LUN 2"
CtEs 2 MME H-st= 0 East
iSCILIFE ZMstz{H 210 &4 A|
dataLIF HA|HOZ MO|EIL|CT

CHAPZE AE35I0{ ONTAP SAN false
E2to|Hof et iSCsI 215
[Boolean].

£ £ 4EYLIC} true Astra
TridentOf| A BHAI= 0] K|S El SVMA|
CHSH 7|2 QIBo 2 Attak CHAPE
TS A TILICH 2 FTSHMAIL
"ONTAP SAN E2}0[t{Z AtE35}0]
HHOlEE 2 Me F=H|E BiLICH &

EZXSHNAIL.

CHAP O|L|A|Of[O|Ef &t ILILCE,
LIQ%t AL useCHAP=true

S20| M8 Aolo| JSON BAl
2ol MEYLCH
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oH7H i

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage
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e

CHAP E}Z! O[L|A|0j[O]Ef b= RJL|C}.

LIQot AR useCHAP=true

QIHFRE ALEX} O| SRILICEH HRot
Z2 useCHAP=true

CHA AL X} O| SRILICH EHRTt B2
useCHAP=true

Baseb4 - 20| E
QITYEl ZIULICEH Q1B A 7|t
QI=0f AHZEILICE

Base64 - 22t0|AHE 72l 7|9
QIFY =l ZYUL|CH QUB A 7|4t
RIZ 0| AL EIL|CE

Base64 - 2Z[g £ U= CA
QIS Aol QA= ZFUL|C MEH
Argt. Q1= A 7|t 2l

ONTAP 22AES EA
LBt AFZX} O|SQILICH Xt
7|gk QIS 0f| AFZEILICE

- L-O
ONTAP 22 AEQ} EAlSH= O
Lot ASAL|CE XHH SH 7|8t
QIE0f A EILICE.

MEZ AEE|X| 7h HAYLICE

SVMOIM A EES Z2H[XJE
AMEElE HEA

LIBOl 3% 4 giBLICE 0] ofof
HAE AT|0|E0t2IR A HolES
MABHOF BHLITE

AFEZO| 0] H|22 Eufota

T2 H[XM'do| Amgtict.

NetApp ONTAP 2HAI=0fl Amazon
FSxE At8%t= 82 & X|H5IX|

OFMAI2 1imitAggregateUsage.

& fsxadmin & vsadmin
OHZ|H|O|E AtRE AMSI1 Astra
TridentE AHESH0] H|otst= O
Tt #oto] Zote[o] /UK

& LCE

“w

“

SVMO|M IHHEEl 32
managementLIF O|(7})
K™= ASLIC

trident

(712HOR HEEX o



oH7H i

=k ot
limitVolumeSize QNEI 28 37|71 0| ZELCH 2 R “(U|2XNOR MEE|X| 92)
g2 4ol Mgt

CESH gtree 2! LUNO]| CH3H 2H2|SH=
282 At 37| HMgtefLct.

lunsPerFlexvol FlexVolZ Z|CH LUN == H2{[50, 100
200]0i RL0{OF LT},

debugTraceFlags 2H SiZE Al AIRE CHO null
ZEaiaLICt. off: {“api”:false,
“method”:true}

22X sHZ =O|X| &1 XMt 23
HIOJt Lot Z27t OfL|H ALESHK|
ORAMA| 2.

useREST ONTAP REST APIE AME3tE B2  false
Of7H HaQUL|CH * 7|= 0|2 27| *

useREST ZE2HM 2 HE1JL O
HAE $HFof| A& == 7|= 0|2
HI|2 H3ELICh E 2 Yot E2
true, Astra Trident= ONTAP
REST APIE AI25}0] HHAIE 9}
SAELICE o] 7|52 Ar8sHTH
ONTAP 9.11.1 O|At0| HePtL|Ct,
CESH AR E|= ONTAP 2191 Istof|
Ofl CHot HM|A Hoto| L0{OF SFL|CH
ontap S T2 0|= AA
JHO|EI ol °|‘H SEELICH vsadmin

3! cluster-admin 9%,

useREST = MetroCluster0| A
K| E[X| k& LT

Ol M Ol2{st ZFME ALESIY 7|2 Z2H|X'd S HOE = UASLICH defaults MES HZSHYAL. of|E S0, Of2
T4 OHIE HESHAIL.

oH7H A4 443 =t

spaceAllocation LUNO|| CHst 27t shet nkp

spaceReserve 220 B "gig (M) EE nofSn
252

snapshotPolicy A28t ALHAR MAHOIL T} noi
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oH7H i

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

securityStyle

tieringPolicy

22 o2 H|NY 9| o

Ch22 71=24r0| Fol o YLct.
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Ay 7|2k
MNE 2E0| BB QoS A

JEYLICH *EEIXI /A =0l A
qosPollcy tL = adapativeQosPolicy
= siLiz HefpiL

[ B = |
Astra Trident2} 271 QoS ™
JES ME3I2{™ ONTAP 9.8
O|At0] LRBtL|C} HZ R QoS M
JES A8t M OFo0| 2
THERAHE MEE|LE 5t AO|
AL_IEI_ go QoS X 7:-|x|.| —'EO |:

AIAZE F N2 I3H°H 3._%
ESE B,
MAE 2800 22 34 QoS
HM OFQLICHL AEE|X| &
/2 A = 04 A qosPohcy L=
adapativeQosPolicy & 5H—f§
MEHSELICH

A4S0 Of|efEl =

EOMES If(BS snapshotPolicy "$US

0|, JX| OB YLICt,

MY A o9l 2R0IM 2B "5
=L
M ZE0ll NVE(NetApp Volume "4 EI"

Encryption)E &M setL|Ct.
712242 AUL|Ct false. Ol FHE
Ar238t2{H NVE 20| MIA T}
SHAENM ZM3E|0f RU0{0F
gLt

gHAI = 0| | NAEZt M sHEl AR
Astra Tridentdl] Z2H| XY= B =
=52 NAEZ} 2 MSHElLCt

KtMSH LHE 2 CHE 2 A ESHYAIL.
"Astra Trident7r NVE % NAE2}

| -
HASE|= 2",

LUKS 2=3tE A8 ELICEL 2
RS AR "LUKS(Linux Unified
Key Setup) AH2".

ME2 SE0|| Ciet 2ot AEHY unix
"lSnS ALRSH= HE3E MM ONTAP 9.5 0|& SVM-DR 42|

FL AN HE



version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

E M85t MMEl D E 280 toll ontap-san E2I0|H, Astra Trident= FlexVol0f| 10%2]

222 F7}510{ LUN HIEHHIO|E{E £ETLICE LUN2 ALEXI7L PVCOIA N st= Metst 37|2
@ I 2H|X'JELICt Astra Trident7t FlexVolOfl 10%E CIEfLICHONTAPOIA AFE 7HsEE 37|12 EA).

O|H| AHEXIZL &7t 718 %S P2 & USLICL ESH 0] HEO = QIsH A 7hstt 37H0] 3|

SEE[X| g5= ¢ LUNO| 47| HE0| E|l= XS YA = ASLICE. ONTAP-SAN-ZH|0fl= HEE[X|

LS — —

4 LICE
2 HOo|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 37|E A AFgtL|Ct
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|HE +83I=F FlexVold| Z=7t=l 10%2| Astra Trident@LICt. € snapshotReserve = 5%,
PVC 28 =5GiB2! 2 £ 28 37|= 5.79GiB0| 11 At 7153t 37|= 5.5GIBRILICH £ 22ILICH volume
show HHE 0| Of| x|} FAFSH ALHE HA|SHOF BtL|CT.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.508GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.
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x| ol o
CHZ ool M= tHEE2] o HaE 7|2UCE R 7|2 #88 B0 ELI. ol= MAEE Holst= 7ty 72

YRYLICE

@ NetApp ONTAPOI| A Astra Trident®} &HH Amazon FSxE AF23st= AL IP T4 CHAl LIFO]| CHst
DNS 0|E& X|Hdt= 40| E&LICL

ONTAP SAN %A 1M of

o|ZH2

MESH= 7|2 AMYULICH ontap-san E2H0[H.

i

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin
password: <password>

ONTAP SAN O|Z 0| 2|4 A of

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>
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ASA 718k 152f of

0|7LE~?**WKmk1cllentCertlflcate clientPrivateKey, ¥ trustedCACertificate (MET
T A= CAE M85z 22 MEi AMgh = off i ELICH backend. json J2|11 ZH2ZF Z2I0|AHE QIS A, 72l
9| 3:' Mg U= CA 9_|’cf*‘|9| base64= QT E ZtS AL RILICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
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QkHlSE CHAP Off
Ol M= E AHESHH BHAIEE MMBIL|Ct usecHAP E E ™ ELICH true.
ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin
password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

0|23t Q= Ho| TH MZO A= 9 22 BE AE2|X| Bof el S 7|22k0| HELIC spaceReserve
Tha B2 AE2|R) MM FolFLc,

I_

23, spacehAllocation AXY H2, U encryption AXY .

Astra Trident= "Comments" ZE0| | S 20|22 H™TILICE FlexVolof| Z=A0] B ™ EIL|ICt Astra Trident=

D2H|X e o 7he noﬂ A BE HOIES 2EE2|X| 2B SAFILICE HOIE ¢ H AER[X| BE[XtE 7HY 2 5

O =EEZ H0|=23 20|S8=E Folg + AL
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O| Oflofl M= LB AER|X| E0| AAHHOZ MHELICI spaceReserve, spaceAllocation, % encryption

PE E2 7|2US HYAG LI
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ONTAP SANZ2| o
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store

kubernetes-cluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'

encryption: 'true'

adaptiveQosPolicy: adaptive-extreme

- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

gHoll= = StorageClassesd| DT/ EhL|C}

C}S StorageClass 2|= S ERSHYA|R JHAh Zo| BHollE 0f, E MEELIC parameters.selector BEOUA
Z} StorageClass= 282 @AESE O ALY += U= 7t 22 = EL|CH MEit 714 E0 280| Hol=o
mAHEh
* E 22/¢LICt protection-gold StorageClass= 2| A Hmf 7t Z0f| Ol EEL|CE ontap-san HAIE, SE
e 23 7|5 M3t Rt FLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* E Z=/gLIC protection-not-gold StorageClass& 2| & HMf 5! A| Huf 7t Z0f| o ZELIC ontap-

= = "1
san OIS, 3 09|19 B3 £73 ATt RUs BaLCk

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* E Z2YLICt app-mysqldb StorageCIassl_ Of M| i 7t E0f| BHEELIC ontap-san-economy Hll=.
mysqldb f& ol CHEt AEE|X| E 24 HMSste fYs E2QLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2 & Huj| 7H&F Z0f OjZ ElL|C}
ontap-san A= AH 2|® H3S 51 20,000EQ2E M XM|Sot= LT EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* £ 22I2LICt creditpoints-5k StorageClasse 2| Ml Y 7tAr 20f| OHZEL|CH ontap-san O /e
il = SI U] I 71 E/LICH ontap-san-economy HAIE. 5000 2|5 EIEE HRtt st =

c
Me|AL(Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Trident7} t1Efol Jted ES AHEStD AEL|X| 27 AFdES SFA|ZLICE

ONTAP NAS =2}0|H

ONTAP NAS E210|H 7R

ONTAP %! Cloud Volumes ONTAP NAS EZ}O|HE AtE3t0{ ONTAP HHAIEE L M5t=
HHEHO| CHoll 2OtEMA|L.
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ONTAP NAS =2t0|H0f CHSt B2 HEQLICE

Astra Control2 Z M3t 282 ?lol &t 25, J(HOH 23 0|5M(Kubernetes 22{AF 7t 25 0|5)2
MSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san E2t0|H. 2 XS A|L "Astra Control
SH A Q7 At B #ERSHYA .

* £ AME83l0f &LILt ontap-nas HIOIE 2%, Mol 27 U 0|SES ERZ ot 2F HIAZ=0f MLt

* MM ontap-san-economy O|A L= 28 AFE 20| ONTAPZL X|2l6t= Z4ECH 2M BF2 WO 2 of| AMEIL|Ct
* AH2 ontap-nas-economy O|& &= S& AF2Z0| ONTAPO|A X|26t= AECH 2N B2 A0 E o ME=

Z20]2F 8! QILICH ontap-san-economy E2I0|HE AT 4~ QIELICE.

* AF2SHX| OHMA|R ontap-nas-economy HIO|E| 23, Mol 7 L= 0|5 MH0| Y AUOZ HAE= ER

ArEXRE 2

Astra Trident= 2EHOZ £ AL2310{ ONTAP £= SVM HE|XIZ A E 4O Z of| MELICH admin E2{AFH
AEXFEE QLICH vsadmin SVM AFEX} EE= SU3t oiete J1zl CH2 0| 29| A2 At

NetApp ONTAP 1% 2 2|8t Amazon FSx2| AL, Astra Trident= 22 AEE A5t ONTAP = SVM
HE|XE HAE WO E O MSLIC fsxadmin AFEAF EEE a vsadmin SVM AMEXL EE= SYoH A S 7%l Cf
0|82 A EXt E SLICt fsxadmin AHEXHE S AH #E|XHE HetH o= ChAgfL|Ct.

Tl

E ME%t= 82 limitAggregateUsage D7 H S AE 22|t #oto| HRBL|CH Astra
@ Trldenth StH NetApp ONTAPO| Amazon FSxE A5t 42, E X H')\IQ
limitAggregateUsage D7) Hap= Ol M ZS0HX] QSLICH vsadmin X fsxadmin AFEXA}
A, of 0l HKE Xt F1d =hefo| Almyghi|ct.

Trident S=2t0|H7F A8 = = O HeHA 2l %*% ONTAP Liof| 2t= = UX|2H AESHK| @& LICH Trident2
CHE =2 MER EE|ZR0ME FIHAPIE 2E5I22 20|27} ofF 1 @F7 7L &dst| HEL

ONTAP NAS E2I0|HE ALE5I0{ HAIEE AT FH|E ShL|Ch

ONTAP NAS EZI0|HE A5t ONTAP HHAIEE L MSHY| @[t @7 AL, Q15 M Y
AATE HMS OfsfEiL|Ct
7 Argt
* = ONTAP #Al=9| AL Astra Trident= SVMO| StLt O| A 2] AggregateZt &FEHE|0 QI0{0F BHL|C}.
* £ O|AQ| C2I0|HE Adstn £ F otLtE 7t2|7|= AER|X| 22fA S MME & UELICL o2 EX, 2
AME5H= Gold 2e2iAE Y £+ UELICH ontap-nas EEI0|H & & ALE6H= Bronze 222 ontap-nas-

economy 17H.

* D= Kubernetes XX L= =0f| HAESHNFS S0| AX| 2|0 UO{OF BILICH S HZTSHMAILR "0{7|" E
RSN 2.

|I

o

.
o
=]

ICH. & HZ5HHAIL SMB

mjo
>

Astra Trident= Windows = =0 A AL = Podd|Zt OF2EEl SMB =&
=5 DIZ2H|NY S 2ot TH| E HESIMA 2.

ONTAP B{llIE £ oI Z5HL|C}

Astra Trident= ONTAP HAIEE QIFst= = 7HX| REEE NS gfLICt.
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https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites
https://docs.netapp.com/us-en/astra-control-center/use/replicate_snapmirror.html#replication-prerequisites

* X4 B 7|Hh st HBH0| A= ONTAP AEXIS| ALEXL O|F 5 = LICt. 2t 20| 0|2| Fol& Het =219l
A2 M= 20| ZE5LIC admin = vsadmin ONTAP HT IO ot S X|CHo HESHI| 915

=
S 74k Astra Tridenti= HAS0| HK|El QIS KIS AEI0] ONTAP S2{AE|SL EMS £ UBLIC Of
S wholl= Folo= 22H0|AE QIFA, 7| U ABE FL M2 2 U CA SNl Baseb4Z ARLE 20|
ofof BHLICHRE).

XA S 7|8 B S A 7|k Sl ZHol| 0| So5k| ffdh 7| E MAMEES A0 ER = ASLICE 2Lt o Hojl
StLtol QIE LR X|HEL|CE THE 915 YHO = Tetsta{H Wil 50| M 7|E Y-S R HHOF BiLICt.
@ H S AEM * E B5F MSote{n otH F1d ol = o[¢ol o1F HHEHO| MSEths 2F 7t
HAoto] o= o] AmgtL|ct
E B 7IH 2SS AHE LT

Astra Trident= SVM & el/Z2{AE| He| 22| X0l ONTAP #idl=ot 41517 2ot XtH FES @+ &L Ct ot
Z0| 02| FolEl HE S Ar8dt= A0| ZELILE admin E= vsadmin. 0|E S3ll EF Astra Trident
HE|ANM ALZE 7|5 APIE L&Y & U= &2 ONTAP 22|29 &2 oehdo] EEHELICE AFZXL X 2ot

AU
N9 AR 4 UX|et AEEX| ShaLICH

=
270l A2 Astra Trident2t S| AA gl

HAE Folo| ofl= LSt Z5LILt.

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZSHYA2

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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SHAIE HO|= XA SHO| YU HIAEZ HEL|= RS X2t M| RlSHHAIL. HAETH MHEl = ALKt
0|2/ 5= Baseb4 = QAL E|0| Kubernetes & 2 XZEHEIL|CE BHAAIE Q| MAM/ACIS XA ZHo|| EHTJ X|Al0f
st Qolst ChA QILICE M2t Kubernetes/AER|X| 22| Xt £3tEt 4= Ql= 22| ML =HAQIL|CT.

* clientCertificate: Base642 QA =l 22L0|HE QIS A ZtelL|C}.
* clientPrivateKey: Base64 - &%=l 72!
AL
T

. TrustedCACertlflcate ME|g
F

9| Base64 Q1AL ZHQILICE AZ|E 4 !
B2 0| 7 H~Z HSaH0 2o

=
o
SLICH M2(E 5= Aq= CATL AFBEX| g4o™ o] &Y

LS — -

1. S2I0|AHE QBN 3 7|5 et Ch MM Al CN(2Et 0]5)S ONTAP AISXIE HHSEI0 QIBEHMAIR.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. M2[" 2 A= CAQUBSME ONTAP S2{AE0)| F=IHetL|Ct ol AEZ|X| 212|Xt7} o|0] Xz2|et 24 =
UELICH EHAEE CAZL AFE|X| o™ SA[SLICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP 22{AH{0f| 22I0|HE AZ M U 7|(1EHA)E HX|EL|C

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 27191 &{80| X|UE|=X| HQIBILICH cert 215 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

HAE = ASME AHESI0] ONTAP A= LS = JAFLICE MAL Holofl= Ml 7HX| D7 H=7t
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5. MMEI OIS ME ARSI QIE 2 HIAESL|CE ONTAP 22| LIF> 9 <SVM 0|E>2 #2| LIF IP % SVM
O|E Q2= HiELICE LIFQ| MH|A HMOo| o2 MHE|0 UE=X]| &Ql6of BL|CH default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64= QIEA, 7| L A=Y & A= CAASME I HLICE

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O CHAIO|M 2 2tE AHE5He] MM =S Wt

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Rt bt et P
+————— f——— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o o o
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o e et b L e PP
- - +
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215 YHS YO|O|ESHALL XA SES 2 LTt

CHE 15 HHEE M-S XHH TS 2|To=E 7| Z HACE HH0|ES 4= ASLICE. O|FA| 5HH AEXL O|F
IA2E MESHE MAEES ASME MESIES AUU0|EH = A1 ASME ALE0t= HAEE= AEX 0| F/Y=
71gto 2 A0[ES 4= AELICE O[HA| st2H 7| E Q15 WHE MASL M 25 LES FT1sl{of gLt a2

pS|
Cts Alae T o7 471 IekEl AH|0|EEl backend.json TS AFERILICH tridentctl update
backend.

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"datalLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin"

"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

frecsmesamme=s frommoeemesa===== et
fe======s fremmmeme=s WF

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmesessessa=== fess=====s=sssssessososossssssssssssa=s
L S +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

fmmmmm e fommmmm s na e a e R
T e 1

OIS 2|HY 1 Aa|x EE|XHs HH ONTAPOM AFRRIS| 9t S IE[0|EsHof gLICt 1

(D) IS0 s HolE} IBLIC AIBHE s of ofef o1F NS Bl $712
A&LICE I3 TS OIS 7} ABI0|EE|0] A QISAIS AFZELICE. 1212 ONTAP 22{AE{0A
O/F AIBME AR & ALt

ol

r

HACE AHO|ES = 0|0] HHE SFEO TSt MM AT SEHE|FHL 0|20 MdE 2 HZ0| S-S OIX[X]
AELICH WAlE AO|0|EZL 3% 0|H Astra Trident’ ONTAP HI= 2t S 415t §F§— %E HAS Ml =
ASS LIEHRLICE

Astra Trident= NFS AARZE HMS AZ30 Z2H|X|'d5h= S&0l CHet UM A S HofgL|Ct.
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Astra Trident= HAZE FYHMS ALES M LIS F 7HX| S8 S HMSELICHL

* Astra Trident= AAZE M XS SHOZ B2|e 4 UBLICE 0| 2 DEO|M AE2|X| Belxts 518
£ 9l 1P FA2 LIEHHE CIDR 22 222 XIFELITH Astra Tridents 0[2{8t #2I0) 43} == IPS
YATE HMO| IS OR FIFBILICE EE CIDRS KMOHK| OB oA SAE 22 W9lo| QLIHAE
IP7H LRSI | ol & 7bElLC

+ AERX| B2RHE AALE HAMS WD FAS 25O FIHE 4 YALITH Astra Tridents TH0 T2
AATE A 0|22 XIHK| o 3t 7|2 AL E HMS ASBILICE

O —

AATE S EMOZ 2t

(ke ==
CSI Trident2| 20.04 22|A= ONTAP HHAIZ0f| CHo AARE HMZ SHO=Z 22| £ = 752 HISLICHL

UBLICH AATE HH 22|12 S| ZASSOR, YALE HAS SHOHE Cf 0|4 AEE|X
A10| WRBHK| UALICH Eot AE2|X| SAAEO| et HNAS XHE Helo| 1P U X

Herete =M MEsteE XtE 2HEIE RIATLIC

I
A
|.|-
n
=2
=]

@ CSlI Trident0l| 2t LIE L 7| YHO| SX Z2[E MEY = ASLICH YR L=E7F NATEDZ} OHEIX|
2fQlgt= 20| S Lt

of

T 7R 8 S92 AE0HOF BLICH ChE2 WA= Folo| of YLCt.

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

0| 7|52 AR W= SVME| 2E DAHO| = CIDR S(0l: 7|2 AAZE HH)S 3128t
AAZE A3 S| O Ho MAHE YATE O] QAU=X| SHQISHOF FLICE Astra TridentS I3t
SVM H8 NetAppel & 2 A2 g4 24 A2,

©

CtE2 flo] olE AFE3HH 0] 7|50] 2tSst= &40 tist LIt

—_

0x
rot
o
rr

* autoExportPolicy 7t 2 BHEE[M J}ESLIC t rue. O|= Astra Trident?} Off CHot AATE HXH S 4
WS LIEFHLICH svm1 E AFESHY & 7 8 AXIE ME2[2L|CH autoExportCIDRs 4 £5. O
UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7t U= BHAIEE AT 4= QELICH
autoExportPolicy & 2 MY ELICt true 0|2t WAZLE YMZ MMBILICH trident-403b5326-
8482-40db-96d0-d83fb3fadaec SVMO|A].

0

i
i
2
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* autoExportCIDRs &2 =5 SE0| ZL|0 YSLICH o] HE= MEi At20|H 7|[2X 92 ['0.0.0.0/0",
" /0" RLICH HOlk|X| %2 AL Astra Trident= YUK 20| J= BE MY HR|Q| FLIFHAE FAE
Ijl-'é'H__l |:_|-

T = .

O] ofloil A = L|CH 192.168.0.0/24 & ZZH0| HSELICE O] 4 HL|0| £35H= Kubernetes .= IP7} Astra
Trident?t M Mst= AALE HHMof| F71E S LIEFHLICE Astra Trident7t 28El= L EE S85IH 29| IP
FAE AMEIH ol MSE FA S5 CHESH0] &Y LIC autoExportCIDRs. IPE BE™S = Astra Trident=
AME S2L0|NE |POf| CHot AAZE HM 7 AlS MsHH, AH6H= 2t L =0)| Ciolf stLtel 512 AF8 ELCt.

HHIO|EE 4= QELICH autoExportPolicy X autoExportCIDRs BHAIE = OFE 0| AFRSL|CE 7|&
CIDRE XIS E 2|57 Lt A X|St= MA=0f| Af CIDRE F7+e & JELICH CIDRE MHe = 7|& HZO|
ZOX|X| A= FOdljof ThL|CH E HIZMSISIE S MEISH £ UELIC autoExportPolicy A= AL
+SOE MME UELYY| Moo= SotZL|Ct O|F A otH 2 HH6HOF YLICH exportPolicy HAIE F49|
OH7H =Lt

Astra Trident?} HHAIEE MMSIHL FH|O|ESt = S A6t HAEE 2Holgh & JYESLICH tridentetl EE
SH tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4ddaec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

= E7} Kubernetes 22{AE{0| £7}%| 1 Astra Trident ZAEZ2{0]| S2&|H 7|& A= 9| LHEHLH7| H*H0|
0| EELICHOI XI™E =4 HRlol| £5tH &) autoExportCIDRs # AEE),

L EJ} MI7HE|™ Astra Trident= 22121 AE{Ql R E HAIEE AAMSHH =0 CHot AM|A FXIS HAHBILICE Astra
Trident= 22|E|= A= 0| LELY 7| H&HO||A O] LE IPE H|7sI0] E2F OIRES gX|ShL|Ct, of S 2{AE{9| M
LEO[A O] IPE CIA| AFESHX| gb= ot OFEEZER| LIt

7|Z diollEo| AL HHolE £ Z AO|O|ERILIC tridentctl update backend Astra Trident7t AAXE MMS

sz #a|sheX] gelgfL|ct. 22{H WAl ol YyuID Flof 0|F0] XIFHE A LHELHZ| FAo| MM e 11 HAl=of

147



ol
A

rr

B2 MZ J8E 27| ZHMS CHA| 02 EE o AFS-LICE

() & Helsle sy g0l gl MASE Arisiel S0 MAE Uil B0l Alglic
ol = 7} CHA] A2 S =T} A HOIE 2 X2|]0f M AAZE Ho| MAEILICH

Se—

2t0|E E9| |P ATt YH|O|EE|H L E0{|M Astra Trident PODE CHA| A|ZfSH{OF 2FL|Ct 12 L3 Astra
Trident?} O] IP HZ AletS Bt E 212[5t= MAl =0of| Chist AAZXE HMS H[0|ELICE.

o= d

SMB =& ZT=ZH|XJ2 ?[¢t =H|
ZH|E T30 5tH £ AI2510{ SMB 282 Z2H|HYE £ UELICt ontap-nas E2I0[H.

SVMOf|A NFS & SMB/CIFS HEEEE T 15t 2 A -H8OoF &LICt ontap-nas-economy
ONTAP ALLHE 2[3t SMB 28 0| &£ Z2EE 3 SHLIE 745X ¢t2™ SMB =& A0
AL

O

AlZtsE7| o
SMB 2&S Z=H|X'Jot2H HA| L}Z &F0| L0{0F gLCt.

* Linux ZIEE2{ .E 5! Windows Server 20198 &&= Windows AL = =71 = Kubernetes 22 AH
Astra Trident= Windows ‘= E0j|A AM3liL|= PodOl|Zt OFR2EEl SMB 282 X)L}

* Active Directory Xt ZHO| L EHEl Astra Trident 25 7t StLt O] &F RUO{OF BfL|C} S E MAHBtL|Ct
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AZ FTMEl CSI ZEA|. & THELICH csi-proxy’ & HZESHIAIR "GitHub:CSI ZEA|" EE&=
"GitHub: Windows& CSI ZZ A" WindowsH| M ™ E|= Kubernetes =E2| A

CHA|
1. 2Z3|0]A ONTAPL| 22 SMB 275 MAMst7L Astra TridentO| A A S 4= JAELICE,

@ ONTAPE Amazon FSx0|= SMB 3/7 ZQgfL|Ct.

CHS & 71X @ 5 SHLE2 SMB BH2IXt 3RS WA 4+ ABLICH Microsoft 2| 22" B O Ael EE
ONTAP CLI AF2 ONTAP CLIZ AF2310] SMB ZO= AMSI2{H [1S S M2 AIA|Q.

a.

1=}

2

rot
oy
Ok

2 SRl cet CER| 2 P8 Yoot

Sel2LICt vserver cifs share create BEH2 3/ E MHSI= S0 -path SM| X|™HE HEE
QlgtL|ct X|Hot 227t o™ HEo| AlmjgiL|Ct.
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o
Ok

7S dge.
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https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. 2RIt MAEIREX| FolgLct.
vserver cifs share show -share-name share name

G =

2. A= S HMY 1f SMB £ XIHstHH CI2S #4400 BiLICH ZE ONTAP HollE 714 ZMof chst
x5 M

PRSHYAIR "SVMB SR/ E MM HESHIAR.

o>
r
_IT|_
i
0

ocoo=2
XtMst g2 = & H'AIQ "ONTAP 74 4 8! of|®|& FSX".
OH7H == =k o
smbShare smb-share nasType

LS & SHLHE X" &~ ASLICE
Microsoft Zt2| 2& £= ONTAP

CLIE A8 MMEl SMB 399
0|2, Astra Trident?t SMB 6—%3
MM £ QJAEE SH= 0|8 E=

O 1
ZE0 tiet 38 S/ AMAE

R[SE| Slof of7H H4E bR S
4 gLt
AN H -

O] D7} 4= ARLY ONTAPS| 29
EPV TN

O] Oi7HH 4= ONTAP ol =0f|
I:H'é'l- OfOFE FSxOf| HRsHH HIIS

_|_ HAblthl-

* A% 46HO|: LT smb. * smb securityStyle
nul R 7|22 2 A™HEL

nfs.

MZE2 250 st 2ot AEHY ntfs EE mixed SMB 2588 unixPermissions

*E 2 BYoF eLCt ntfs E=

mixed SMB E2E8.*

ONTAP NAS 74 &M 8l of

Astra Trident A X|E £l ONTAP NAS E2}0|HHE MAMSt 10 AFStH= HHH0| CHsH
A0 MAIL. O] MIMOj|A = WA= 1M of| x| 3! BHAI=EE StorageClassesO| DHE SH= EHEH Ol
CHSH M2 MEE X3 EL|C.
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
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OH7H tH =~ A 712a
version SHAF 1
storageDriverName AEZ|X| EEIO|H Q| O|EQILICH "ONTAP-NAS", "ONTAP-NAS-
O|Z:0|", "ONTAP-NAS-
Flexgroup", "ONTAP-SAN",
"ONTAP-SAN-O|Z 0O|"
backendName AEXF XA 0|2 E= AEZX] C2l0|H 0| +“ ” + dataLlF
ol =
managementLIF 2 AK E= SVM 22| LIFS| IP “10.0.0.17, “[2001:1234:ABCD::fee]”
ZAQILICH

MetroClusterS &5t
AQX|HSIHH SVM #2| LIFE
X|™sHoF gL Ct.

FQDN(HH3IE T2l 0|5)2

Xge 4= AL

2 ME3t0 Astra Trident7t A X[l
B2 IPv6 TAE MBI E XY
& USLICE -—use-ipve AH. IPv6
FAaEs HEZE FO{OF FLITHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).

datalIF TZEZE LIFY IP FAYL|CE HE|X| 42 B2 SVMOA X|H
E I SHX| 43)
XHe A HEEILICH dataLIF.

MZEX| &= HL Astra Trident=

SVMO|M HIO|E LIFE 7t™ZL|C}.

NFS 02 E Zfiof| At

FQDN(E RSt =09l 0|5)S

X|™stH of] HO|Ef LIFUA 2=

WHAMS 2ol 2I2= 28 DNSE

a=
WY 4 AL

£ AM25}10{ Astra Trident7t & x| =l
B2 IPv6 TAE AIESIEE dEY
& USLICE -—use-ipve AH. IPv6
FAaEe HESE FO{0fF L CHO:
[28€8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).
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oH7H i

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

Mo =
IS AAZE KA M o AEI0|E HE

o
[Boolean] &3}

E MEYLICE autoExportPolicy
8! autoExportCIDRs =M, Astra
Trident= AATE HMS A5O2
zelg = JASLICH

Kubernetes = E I[P 2ix| 7|22 ["0.0.0.0/0", "::/0"]"
ZEst= CIDR =5 LICt

autoExportPolicy 7t

hdstE Lt

E MEYLICE autoExportPolicy
8! autoExportCIDRs &M, Astra
Trident= AATE MG Xf=O0Z
zelg +~ JASLIC

E50| Mg 99| JSON &4

20]= MEYLICH

Base64 - 22I0|AUE QZ A9
QT E ZIULICE B A 7|t
Q150 AZELIC

Base64 - 2210|HE 72l 7|9
olmelsl ZrolLict oA Tl
QIB0| AL EIL|CE

Baseb4 - AZ|E 4 Ql= CA
QIZ Mol QFYE! ZHALICH MEeY
AFSH OIZ M J|HE Q1= 0| AFREIL|C}

S AE/SVMO|| HZE ALEX}
O|EQLICE Xt ZH 7|8t 2150
AtEELICH

S AE/SVMO| AESt= 2= Xt
S8 7|8 S0l AL E LIt

A8 AER|X] ZH HALIC SVMO[A THHE FL

managementLIF O|(7})
K™= ASLIC

SVMOIM A 282 Z2H|MEL i "MEFR"
MEE[= HEA AFEH S =0

o
Holo[EY = YIELIC

rr

—_

AMEEO0| ol H|ES x1t5HH TIIEHCE HEL[X] 8
O ZH[XM'Jo| Amgtict.

ONTAP * & OfO+E FSxOfl= * 7t
HEE[X| gfELct

QEE 28 3717t 0| 2Lt 2 R Y(IE2He= MEEX| 8
S g0 foRfLict.
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oH7H i

1oy 2t
limitVolumeSize QHEE SE 37|71 0| gELH 2 B “(UIEXNCS
2aF o] Alojgte|ct.

CESH gtree 3! LUNO]| CHAH 2t2|5t=
=&l 2|t 37| & S MLt
gtreesPerFlexvol M8S
ArE35HH FlexVol Z[CH gtree &5
MEXF XEY = AFLIC

lunsPerFlexvol FlexVolZ Z|CH LUN =& H2|[50, “100”
200]0f| L0{OF gLt
debugTraceFlags A sHZE Al AFE Y CHO nullL|Ct

ZeaYLICE off: {“api”false,
“method”:true}

AHESHX| OHY A2
debugTraceFlags =X siZ A
Mot 23 "L 2Hest 2R
Helstn

nasType NFS EE= SMB =28 MAM2 nfs
TAgLCE

SME QLICt nfs, smb E=
nullLICE Null2 MXsHH
72X o2 NFS 280| A™EELICT.

nfsMountOptions #HZ A2E NFS OIRE M “
SEYLIC

Kubernetes S 282 OIRE
SN2 UM O Z AEZ[X|

S A0M X AE| XD AER|X]|
A0 OFRE M2 X|HSHK|
ofO ™ Astra Trident?7t AEZ|X|
sl =of 71 mrof X|ME OHRE
NS AIESI 2 SorZL|Ct,
AEZ[X] E2A E= 74 ooy
OHRE gM0| X|HEX| %2 H2
Astra Trident= HZ = g7 20|

O2E 43 HHEoHK| sl

gtreesPerFlexvol FlexVolZ Z|CH gtree, H?| [50, “200”
300104 QLofoF gt
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OH7H 4 29 =

smbShare CtE = SHLIE X -EE 4= Q&L|CL. smb-share
Microsoft Zt2| 2& = ONTAP
CLIE AtE5I MM El SMB S R®2
O|E, Astra Trident’t SMB &3R5

SE A =L = |-
Mg = JAEFE 5= 0|8 E=

=50 tiet S8 S/ AMLE

YX[ot7| 2fa oo H-Z B = =
ASLILH.

Of D7 == ALH ONTAP2| Z 2
MEH AR RLICY.

0| D7 4= ONTAP EHoll=of| CHTt
OtOrE FSxO| ZQR3stH HIY=E £
&Lt

USeREST ONTAP REST APIE AI8St= 22 Al
OH7H H4-QLICE * 7= Ojg| 7] *

useREST ZZ2EM Xt H5t7} Ot
HAE 2HA0f| HE== 7|2 02
HI|2 HZELICL & 2 st ER
true, Astra Trident= ONTAP
REST APIE ALE5}0] Bl =9}
SABtL|CE o] 7|52 AtE3t2{H
ONTAP 9.11.1 0| &t0] = @BtL|C},
EESE AFE = ONTAP 27191 Ao
O] CHEE HM|A HBHO| RUO{OF BFLICH
ontap & T2 0[= A
HolEl off o ZFELICH vsadmin

3 cluster-admin g2

useREST = MetroCluster0i| A
XX k&Lt

|H

Ol M Of2{et SME AFESI 7|2 Z2H| MY S MO &= USLICH defaults MBS HZSIYUAIL. OE S04, O
x

74 RIS HEOHHAIL.

Of7H tH = A9 7|22k
spaceAllocation LUNO|| CHet 52t gtet "
spaceReserve S EE "IZM) E=" Rert=
EERN
snapshotPolicy AtEet AHAF MAHQIL|CH nojen
gosPolicy MHEl 280 2EE QoS HH
OFQULICH AEE|X| E/HA=0 N
gosPolicy = adapativeQosPolicy
% StLHE MEHSILICE
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oH7H i

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

unixPermissions

snapshotDir

exportPolicy

securityStyle

Astra Trident2 €71 QoS MM 158

MAME| 220 Sohst 28 QoS

’é**—.” JEQLICH AERX| 2
HH Ol = Of| A qosPohcy =
adapatlversPollcy 3fo§

MESHL|CY,

ONTAPO|M X|&E|X| 5Z - NAS -
O|Z 0|

ARHSE0"Of O otEl 2 WEE

>~

A Al M9 2R0M 2ES
=Lt

M =E&0| NVE(NetApp Volume
Encryptlon)g ghdatetL|Ct.

71222 YLIC false. O| M2
AHE3t2{™ NVE 2to|dA T}
SHAEOAM ZH3tE|0] QLO{0F
grLfct

HHOl = Of| A{ NAEZ} A 3tEl AL
Astra Tridenttl| ZTZH|XM Y=l 2
E52 NAEZ} ZMSHEILCY,

rin

XtMIet LHE2 OIS S B ESIHAI2L.
"Astra Trident?t NVE S NAE2}
ASEl= Al

||O-|C>||O AI_Q_-G'_I_ 7:” I‘ngH

LS MEistLct

—

o EA| {2 E HMofgfL|Ct
.snapshot C|HEZ|

ABE AAEE FAY

~

M=Z2 =80 chet 2ot AEHA

NFSE X|HELICt mixed B unix
Hot AEMY,

SMB X|& mixed ¥ ntfs HOF
AERY.

If(BS snapshotPolicy "SU&

0|3, JYX| QOB RILCY,

||7_I§J||

||7_|§Jll

ONTAP 9.5 0|™ SVM-DR T4 9]
B AN HE

NFS =59 4! "777",SMB 2
< ulof 212l 22

O HAO
||7_I§J|l
1;7'%3}-1!
NFS 7|22t2 fLICh unix.

SMB 7|22 YLICt ntfs.

S AMR3l2{H ONTAP 9.8 0|AH0| TQBL|C} HIZS QoS H M

@ 22 AlRSsHT MM 20| 2 2t __I.I.A-IRAI:HE M2C|9=X| solsts 70| ZAL|CH 22 QoS & x4xH

JEE 2= °J:’§':°|
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25 T2H|XYo of

Ch22 71=2440] Fol& o YLct.

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

2 ontap-nas ¥ ontap-nas-flexgroups O|Ml Astra TridentZt MER AHAE AESIH

snapshotReserve Percentage ™ PVCE FlexvVolll IA7|E 2HIEA| X|™ELICH. AM2XI} pvcE
QHSIH Astra TridenteE M AME AIESIH O 2 3722 71X |E FlexvolE MMEL|CE, 0]
ALg S MEXt= pvcOlM RETH M| Jts 3UE HEY = Aol QFE IZUHLC H2 ﬁﬂ%
SfEY = QJUFLICH. v21.07 OOl MEXIL ARMA HE ZZHE 5032 8t pvc(Mfl: s6ip) E
et | MY st 37H2 2.5GiB0| SLELICH. AHEXLY ot A2 A =E 1 0]7] [[H-E-?:IL|E|'
*snapshotReserve O] HHE2E0| ILSEIL|CE Trident 21.072 ALESHH AFEXIIF @FSH= AO| MT| Tts

HH

S710|11 Astra Trident7t 2 M2|2tLICt snapshotReserve MA| 28| HESE HA|ELICE o= ﬁ%ﬂﬂ
UELICH ontap-nas-economy. 0| 2t HAlZ2 HE{H LS o|E HZTSHMAIL
AL Cha 2t Z2&LICH

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

shapshotReserve = 50%, PVC request = 5GiB2| 22, & 28 37|= 2/.5=10GiBO| 1L At 7ts8t 37|=
5GIBRILICt. O|= AFEXL7E PVC RHOIM 288 ALICH & Z2IELICE volume show B2 0| Of[H|2t FAFSH
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Z0HE HEA[SHof LTt

Vserver Volume qureqaip

_pvc_B9filcl56 3831 4ded4 9f9d &34d54L3951J
online RwW 10GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW

2 entries were displayed.

O™ MAX[0l[M 7|E HHAE = Astra TridentS & 2l|0| =2 f 2[o|M HHSH 2 E52 T=2H|XJgL|C]
°*_’E1|0|':°f7| THof| A o_é_l' 0| 42 HZ M2 2ESHY| 2ls 282l 27|12 =HdloF gLCt olE £0, 2GiB
PVCZt ol AL snapshotReserve 50 3 A1, M7| 7tse 32 1GIBE W& 5= EEO| ELAMSLICE ol E
=01, %%; 3GIBZ ZHsIH offZ2|#|0|M0f| 6GIB &2 47| 7t 37H0| 3GIBE HEA|ELICL

x| ol o

CHZ ool M= R 22| o HaE 7| 2UCE R 7|2 F88 Bo ELIt. o|= MAEE Holst= 7HY #l2
HFEHOIL|C}
odd -

@ Trident?} = NetApp ONTAPO||A| Amazon FSxE AtE3dt= AL IP =4 Al LIFO| cigt DNS

0|2 XIFst= 0| E5LICH.

off CHgt £|& 714 <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

of cHst x| & 714 <code>ontap-nas-flexgroup</code>

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ASA 7|8 AS LI

Ol %|A = MOl |RULICH clientCertificate, clientPrivateKey, %
trustedCACertificate (MEE = U= CAE A= 32 MEH A= ol MYELICE backend. json
2|30 Z4z2F 22t0|AE QS A, 742l 7| 8l ME|E 4 Q= CA Q15 A Q| base64Z QDL = 42 AL TILICH

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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AHs AAZE HHY

0| G0l A= Astra Trident7t S5 AAZLE HHMS At}
K|Al8h= S E 20| FLICE 0] 7|52 o ot M= S LSt

o

=

nas-flexgroup =2t0[H].

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

IPv6 4 AL

=~

Ol ool A= E B0 ELICI managementLIF IPV6 2 ALE.
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version: 1
storageDriverName: ontap-nas

backendName: nas ipv6 backend

AT
N 1=,
o

St
=

E HMZ ISOR WNotD B2tz

LICt ontap-nas-economy % ontap-

managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]1"

labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6

svm: nas_ipvé6 svm

username: vsadmin

password: password



SMB EE2 A25l= ONTAP2 Amazon FSx

£ Z&/8LICt smbShare SMB E&2 ALE6H= ONTAPE FSxOf| 07 Ha7F EHeetL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

7te E9| Ml of

Of2ff HAIEl ME HHAlE Mol mAA 2 22 ZE AEZ|X| E0| Cigt EF 7|20 AEELICE spaceReserve
12, spacenllocation ANY H2, U encryption HAY Mf. 714 E2 AE2[X| MHof HelElLICE.

Astra Trident= "Comments" ZE0]| M3 2i|0[£2 HAELICH HHE FlexVol for0il A B ELICH ontap-nas

EL = FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H|XMJe mf 7H& 20| Y= RE 20|22
AEEZ|X| SE0| SAFELICH HO|E fld AER[X| 2E[Xt= 714 E 9 OF S8E= 20|22 20282 Hog &+
ol&L|Ct

M- .

OloiME L8 AEZ|X| E0| AHHOE MY EILICE spaceReserve, spaceAllocation, ¥ encryption

of
PE E2 7|2US HYAG LI
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ONTAP NASZ2| of|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
'false'
'0775"

encryption:
unixPermissions:

Eioll = 2 StorageClassesOi| DN/ EHL|C}

C}S StorageClass &2
Z} StorageClass= £&

UAFLILH.

KESHAAIR ThAt

Lo
— = o
S S ARSHE O Al Y S

=2 il = o
A
e =

- =
=

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold

provisioner: netapp.io/trident

parameters:
selector: "protection=gold"
fsType: "ext4d"
* £ =¥}t protection-not-gold StorageClass= 2| M| Hu
nas-flexgroup HAE, Z 0|29 HS £+F3 X|B5t= KLU EQ

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold

provisioner: netapp.io/trident

parameters:
selector: "protection!=gold"
fsType: "ext4d"

o E Zalsh|
=2 =2"1-d
7 o thiet AEE2|X| & 74 S MSst= fee S2RLICH

I-Q.'c')'l'
[SR=

LICt parameters.selector ZEONA
SrLICH MEfst 7t E0il 2E0| Ho|&|of

e 7 Z0f| 02 ELICH ontap-nas-

S Ul i 7t 20| tHEELICH ontap-

SYUCt

Ct app-mysqgldb StorageClass= 2| U HM| 7t& Z0i| 01 EELICH ontap-nas BAE. mysqldb
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & /LTt
ontap-nas-flexgroup HMAE, AMH 2| E3 5! 20,000EQE HME S NSot= Yt ELIC

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 22/YLICt creditpoints-5k StorageClass= 2| M| Hmf 714 S0 01 EELICt ontap-nas 2 BAE 3l
5 HY 7t EQLICH ontap-nas-economy HiAIE 5000 22X EXQEE HRot AU E MH|ARIL|CY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

-

Astra Trident7} t1Efot Jted ES AHEotD AEL|X| 27 AFdES SFA|ZLICE

AH|O|E dataLIF X7| PH =

CiS Y Aol

x7| 78 20| Clo|E LIFE HEE & A2H, YOI0|EE H|O[E] LIF7F ZehEl M #Hlle
JSON IHYUS RIZE 4 UL
o= T AMd

L{Ct.

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt 3Lt O o] ZE0f HEE R ol ZEE Z&F LHE! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAPE Amazon FSx
NetApp ONTAP& Amazon FSx2} &/l Astra TridentS ALESHA A2

"NetApp ONTAPE Amazon FSx" NetApp ONTAP AE2|X| 2 N7t MSdt= ohY
AAES Malistn Aligh &~ UL F 2AHHA| 22| == AWS MH[AQJLICE ONTAPE FSXE
AHE5IH =%t NetApp 7|5, s A &E| 7|sE 83tz SAI0l, AWSO| HIO|H &
XZEot= O IhE thed, BEd, 2ot 23S 288 + JUSLICH ONTAPE FSX=
ONTAP I AAH! 7|5 9! 22| APIE X2 EL(C,

e

ot A|ABRI2 Amazon FSx2| =R 2|AAO0|H, O]= AL ONTAP 22{AE{Qt RAFRLICE ZH SVM LHOj|A{ mHY
A AEIO THU D EEE X &SH= C[O|E ZAH|O[LH QI SfLt o] Mo 22 MMe &= AUSLICH NetApp ONTAPE
Amazon FSxE AIE5IH 22t =0{|A Data ONTAPZI 22| It A|AHIOZ HZEL|Ct ME2 I A|AH
QS * NetApp ONTAP * 2t1 BfL|LCt,

NetApp ONTAPE Amazon FSx2} Astra TridentS AF25HH Amazon EKS(Elastic Kubernetes Service)0i| A
HAHE|= Kubernetes 2HAE 7} ONTAPOAM X5tz 5 9 It 7 282 Z=H[NJE = JELICL

[}

NetApp ONTAPE Amazon FSxO|A AF2EILICt "FabricPool" AEE|X| A|ZS 2t2|EtL|Ct. 0] 7|52 AI235HH

CIO[E{2| MA|A B o 0] W2t HIO|E{E AIBo| MEY - ASLIC

r

= A
* SMB E8:
° SMB 282 £ Ar25t0] X/ ELICt ontap-nas S2H0[H 3 &l
° Astra Trident= Windows = E0j|A] A3 E[= Podd|2t OFREEl SMB 282 X gfLICE
A

* XS HHO| BHE Amazon FSx IHH A[ARIOM M E EE2 Tridento| M AHE 5= gl&LICH PVCE
AHISHH ONTAP HZof Chet PV 3! FSxE S22 AfA[oliof eiL|Ct O] XIS K|St H:

H
o
° Quick createS AF25I0{ ONTAP It A|AHIE FSxE MMGHX| OMA|Q. HE MM AIEZ20AM= XS

WIS AR T 4 200 441 78 42 R Botx| eLIC

° BE MY 2 AE0%l=s B2 AtE HYUS HIZGoEfLItt. XtS MUY S HIZHSHH Trident= 715l 3
WY g0l EES I3HCZ MAY 4= ASLIC
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

=
CtS =2t0|HE ARSI Astra TridentS NetApp ONTAPE Amazon FSxet E8tet 4= Q&LICEH

* ontap-san: Z2f PV ZE2H| XY

FIO

7% Amazon FSx for NetApp ONTAP =& L0 Rl= LUNRILICE

£ 717 LUNQLICE
* ontap-nas: 2 PV Z2H|X Y2 NetApp ONTAP 50| CH$t MH| Amazon FSxQLICE.

* ontap-nas-economy:Zt PV ZZ2H|XY2 qgtree0|H, NetApp ONTAP =258 Amazon FSxY 74 7t
Qtree =7t AUELICE

* ontap-nas-flexgroup: Zf PV ZZ2H|X'd2 NetApp ONTAP FlexGroup =&0| et HA| Amazon
FSxL|CE.

C2to|H ME HEE= & FZSHIAIL "ONTAP =210[H",

Astra Trident= 5 7HX| 915 R EE M3 EL|C.

M 718 Astra Trident= SVMOI| 2X|El QIS ME AHE5H0] FSx It A|AES| SVME S4BT,

ontap san-economy:Zt PV ZZH|X'd2 NetApp ONTAP = &0 CHSH Amazon FSx& 714 7Hs$H LUN

Lo
s¢t

|gh S A8E &= UFLICH fsxadmin THY A[AR KL= O] AFZXIULICH vsadmin SVME 2IdH

Astra Trident= $F CHE HHE Ao = O|MELICH vsadmin SVM AFEXF EE= S0 IS
@ 7HEI CHE 0| E2| AEXF NetApp ONTAPE Amazon FSxU|& 7t /JELICH fsxadmin ONTAPS
K|StEl |9 AFRXIRILICH admin 22 AE AF2XL S AM28H= 70| E24LICH vsadmin Astra

Trident2t &HA|.

XA SE 7|8 a2 S A 7|gh El 2hof| 0| SO E WA= S H0|EY 5= AFLICE JLt * XtH FY
ASM * S MSote{ 1 otH Hll= M do] HufelL|Ct. CHE Q15 YHO = Tetdta{H Hlls LH0lM 7|ZE Y
M| 7ot oF BfLICt

* "ONTAP NAS ¢IZ"
* "ONTAP SAN ¢IZ"
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* "NetApp ONTAP& Amazon FSx ZA{"
* "NetApp ONTAPZ Amazon FSx 2211 HA|2"

NetApp ONTAPZ Amazon FSxE E&tetL|Ct

Amazon Elastic Kubernetes Service(EKS)MIA &= Kubernetes 22{AE{7}
ONTAPOA X|2St= 25 Y IIY 1 252 Z2H| XU £+ Q== NetApp ONTAP It
ANAEIE Amazon FSxE Astra Trident2} £ E.*%* = ASL|Ct.

2T At

CESt "Astra Trident 2 7ALEE", ONTAPE FSx2t Astra TridentE E8t6t2{™ CHS0| Z LY.

* 7|Z Amazon EKS 22{AE £ 4| 22|d Kubernetes 22{AE kubectl AX|E[0] YELICE.
* 2HAEHO| XA}t LEoM HEAE 4= = NetApp ONTAP It A|AEIZ J|= Amazon FSx % SVM(Storage
Virtual Machine).

* Of CHel =H|El ZAXt mEQJL|CEH'NFS = iSCSI'.

@ Amazon Linux % Ubuntudl 2R3t . E F=H| BHAE w2tof LT "Amazon Machine
Images(OtOHE A1 O|0[X])" (AMI) EKS AMI &0 2t CHEL|CE.

* Astra Trident= Windows = E0{|A| A= Podd|2t OFREEl SMB 2 &2 XA ELICH 2 &ESHYAIL SMB
=25 IZH|NYS Qs =H| & FT5IAA 2.

ONTAP SAN 2 NAS E2o|H Et

(D SMB =80l thl B 2uets 22 2 Yoiot Tt SME 28 ZRUMUIE A1 20| 4SS
At7| FHof

|
& SILHE AHE5H0] Astra TridentS HHE LT "HH A S
2. SVM Z2| LIF DNS 0|E& +HTELICE 0lE S0{, AWS CLIE AH83t0{ £ Z&LICt DNSName Of 24

Endpoints — Management ChS HHES At

10

aws fsx describe-storage-virtual-machines --region <file system region>

3. off CHSt QIBME THS 11 HX|FLICH'NAS BRI E Q1F" EE= "SAN HHRllE 015",
OHe A|AE0f AZE = A= ZE FAXI0IM SSHE ALSSH0] M ALR(0]: ASA 2X])of
EAME .:.”—IEP fsxadmin AFEX}, T A|ARS WEE of gt ¢ 8

Oﬂﬁ _.'_|'E| DNS O|Z aws fsx describe-file-systems.

4. of2fl of|ofl EAIE! CHE S A2t 22| LIFS| DNS 0|§& AHSt0] Holle mted s MAetL|Ct.
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YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSONS ZZESHIAIR

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXKXXKXKXKXX . fsx.us—-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"
}

HoAl= BHS7|0f Chst XiMet 82 L2 E3E FZSHAIL.

° "ONTAP NAS E2I0|HE AFE510] =S
° "ONTAP SAN E2[O0|HE AE5}0] HAES
ER
HHZE S0l= 2 0HE & JYSLICH"AEZ|X] SA 28 DT2H|NY 2 PODO| 28 OIRE
SMB £ T ZH|NYE 23t FH|

£ M-8510] SMB 282 Z2H|MdE & AELICt ontap-nas E210[H. £ FELICH ONTAP SAN 2! NAS
Saiolu S8 O TS SRR

Al=rst7| FHof

£ AH23t0 SMB 282 Z2H|X'd5t7| MOl ontap-nas S2t0|H, CZ0| A0{OF BHL|Ct.

* Linux ZIEE2{ E 5! Windows Server 20198 &= Windows XA =E71 = Kubernetes 22{AH
Astra Trident= Windows = E0|A A3 E|= Podd|2t OFR2EE SMB 2E2 X[AEL Ef.
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* Active Directory Xt SHO0| Z&HEl Astra Trident 2= 7t Lt O Ak QU0O{OF BHL|C} A S MMetL|Ct
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* Windows AH|AZ FMHE CSI ZEA|. & FMBILICH “csi-proxy’ & EESHAIL "GitHub:CSI ZEA|" £

"GitHub: Windows& CSI ZZA|" WindowsOl|A| A3 &= Kubernetes .cE2| AL

|
1. SMB 3 R/E MMYLIC CH2 F 7kX| Y & StLEE SMB 22Xt 3RE MY & JELICH "Microsoft 22|
=Z&" 37 20 ARl L= ONTAP CLI AHE ONTAP CLIE AH2%10 SMB SRE ddst2{H LT

a. vt 32 R0l tiet L ER| E2 =8 dEEL/ch

E Z2IgLICt vserver cifs share create BH2 3FE MMst= S0 -path 40| X|HE
2IoIBtL|CH X ™ot Z=27t glo™ HFo| AofgfL|ct,

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. 2RIt MHEIREX| FolgtLct.
vserver cifs share show -share-name share name

() sa=zstNe 'sVB 292 MAHLICH 8 BEeHIAIR,

2. tHoll=E MMt SMB 252 X|Mst2{H CHS2 P A6oF BfL|CH E= ONTAP o= 1M SM|
KM LIS 8 R XSHMAIQ "ONTAP A M 8l 0|2 FSX".

[}

Oj7H = AH ol
smbShare Microsoft 2t2| 2& EE= ONTAP smb-share

CLIE AHE5I] MM E SMB 312

0|2 It = Astra Trident?t SMB
SRE MY £ JATF 0|ES

le‘h')'l- A Ol AL_“:I_

o2 T Md

O| DH7HtH 4= ONTAP Hioll = of
CHet Amazon FSxOl| ZegfL|Ct.
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

OH7H 4 29 of

=
nasType * £ 2 AHOF LT} smb. * smb
If]u“ol_| DO:I_?_ 7|% rg = A-lx-IEIL||:|.
nfs.
securityStyle ME2 =50 et EoF AEt ntfs EE mixed SMB 288

* g = A‘II-IOHOI: oH__l[_l- ntfs EE ::|:l—
mixed SMB =258 . *

unixPermissions DEE MEHSHLICE SMB 250 "
CHSHM = * £ H|9 F0{0F &rL|Ct. *
ONTAP #d S 3 0|8 FSX

Amazon FSx for ONTAPZ2| BHlE 1M ZM0f| CHsH LOIHEAMA|L. O] MMM = HHAllE A
O|E H|l3 L Ct.

Oj7H BH= A ol
version SHAF 1
storageDriverName AEZ|X| E20|HHe| O] S IL|Ct ontap-nas, ontap-nas-

economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

backendName AL X} X[ 0| E£= AER[X| C2}0|H O|£ +“ " + dataLIF
HHol| =
managementLIF 20| AE E= SVYM 22| LIFQ| IP “10.0.0.17, “[2001:1234:ABCD::fee]”

FaLct

MetroClusterS &sHA|
AQIX|HsIE{H SVM #2| LIFE
X|&sHoF grL|Ct.

FQDN(EH3tE =02l 0|E)2

XFE 4 e,

S AF2510] Astra Trident7t A X| &l
AL IPv6 TAE AESIEE NS
2 UELICE -—use-ipve A, IPv6
—’F—_’t'.: 2= = FO{OF SLICHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).
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oH7H i

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

=l ]
TZEZ LIFQ IP FAYLCH

* ONTAP NAS E2}0|H *: H|0|E
LIFE XI’“& 20| AI-Ilif

NS E[X| @t= B2 Astra Trident=
SVMO|A HIO|E LIFE 7t™&L|Ct.
NFS 02 E ol At S
FQDN(H2tE =0|Ql 0|8)3
X|™35tH of2] H|O|E LIFUM 2=
WHAMZ 2ol 2H2E 249 DNSE
g = JSLICH x7] 48 =0
HEAY 2~ USLICE S ’”EOHéIAIQ :

* ONTAP SAN E2}0|H *: iSCSI0]|
CHSH X[ SHX| O AL, Astra
Trident= ONTAP MEHX | UN S
AESIH CHE 22 MM 2 dHdt=
Ol ZR3HiSCI LIFE AAdgtL|Ct.
HIO|E LIF7} HA|M O 2 Ho|x[0f
Aqo™ AJt MMEIL|CE

2 Ar235t0] Astra Trident7t & X| &l

B2 IPv6 TAE ARSI E MAXT

& USLICE -—use-ipve AH. IPv6
T_._'.: 2tz = F0{0F ErL{CHOl:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).

RS AT E HH MM Ol AO|E  false

[Boolean] &3}

E Mgt autoExportPolicy

% autoExportCIDRs &M, Astra
Trident= AALE HMZ IfEOE
zajgd = AELC

Kubernetes .E IPE 21H| 7|22 "['0.0.0.0/0", "::/0"]"

ZE{ZSt= CIDR =S5 YLIC

i =]

autoExportPolicy 7t
ghMotE LIt

% AHEELICH autoExportPolicy

% autoExportCIDRs &M, Astra
Trident= AATE HNMS X502
za|g = ASL

=E0| N8 Yolo| JSON H4 ™

20]= MEYLICH

olALE] 7*°'L|I:} &%H 7|4t

2150 ArEE LIt

173



OH7H 4 29 o

clientPrivateKey Base64 - 22I0|HE 7{QI 7|9 "
QIR E ZIALICEH 2B A 7|t
QIE0f AL EILICEH

trustedCACertificate Base64 - 2 E|E = Q= CA "
QIS AN QlFL =l ZHRIL|C} MEd
Atk QIF A 7|49t Q15 0f| AFR EIL|CY.

username S AE E= SVMO|| HZEE AL Xt
O|EQILICt XtA BH 7|8t QIS0

-1 © O - O

AMEEILICE off: vsadmin.

password ZHAH = SVMY| HEs= 25
4 ZF 7|8t 2150 ArgEILICE

-1 ©O O

svm At AEE|X| JHA HARILICE SVM 2| LIF7t XI5 = A0
IS EIL|CE,

storagePrefix SVMOUIA M EEE Z2H|MYE I trident
MEE= MFAL
ME Z0l= 283 = AELICE O]
Oj7H HE-E AMI0|ESt™ M
A= E M-dsljof gtL|C.

limitAggregateUsage * NetApp ONTAP * & OF0FE FSxO| AFESHA| ORMAI2.
CHoh M= X[ASHK| DR A2

ME fsxadmin & vsadmin
OHZ|H|O|E AtEE A M1 Astra
TridentE AH23H0] H|otst= |
Lot #oto] Zote[o] /UK
obAL|Ct.

(=]

limitVolumeSize Q¥E E2E 37|71 0| ¢4ECH 2 ER “(I2H2=z MEHX| ¢3)
8 o AojgiLct

EESH gtree 2! LUNO]| CH3H 2H2|SH=
=E9 (i 37| 5! S ISttt

qtreesPerFlexvol SHE

AE35HH FlexVol Z[CH gtree &5
AR X -e = AELICL
lunsPerFlexvol FlexVolZ Z|CH LUN === [50,200] 100
He| LHoi| RLofof BFLICE.

SANEH 8

debugTraceFlags EX iZ Al AR CIHO null@lL|ct
S aJLICE off: {“api”false,
“method”:true}

AHESHX| O A2
debugTraceFlags =X siZ& A
idlet 20 Huot Hest ZRE
A5t
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OH7H 4 29 o

nfsMountOptions ZHEZ 2EE NFS OIRE &M "
SELICH

Kubernetes @ 282 OIRE
SN2 YUMo Z AEZ|X|

Sa AN XML X9t AER|X|
A0 OIRE M2 X|HSHK|
QO™ Astra Trident?t AE2|X|
sl = o F-d mof X|ME OHRE
=MS ALESI 2 SorZL|Ct,

AEZ|X| E2A = 1A IHof
O E SM0| X|MEX| 2 32
Astra Trident= 2% g7 =E0|
O2E M2 MESHK| g&LCE

o

nasType NFS &= SMB =& M4
gLt

nfs

SM2 QULICt nfs, smb " EE
nullL|Ct.

* 8 2 HHFS|oF LICt Csmb
SMB 89| A2. * nullZ AX™sIH
J|2XMO=2 NFS 220| ™ EIL|CT

gtreesPerFlexvol FlexVolZ Z|CH gtree, H2| [50, 200
30070 RLofof &t

smbShare Microsoft 2t2| 2& EE= ONTAP smb-share
CLIE ALE5I0] MM=l SMB 379
0|2 tt= Astra Trident?t SMB

no= SF A =o
SRE MM S JAEE 0|ES
o

Xge 4= AL
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OH7H 4 29 o

useREST ONTAP RESTAPIE AE%t= B2  false
Oj7H H4=QIL|Ct * 7|& O|2| 27| *

useREST ZTZ2HM ] B35}t O

HAE shFof| A&E = 7| 0|2
HI|2 H3ELICh E 2 48t 2
true, Astra Trident= ONTAP
REST APIE A250] ol Eof
S|t

0| 7|52 AE5t2{™ ONTAP 9.11.1
O|AtO| HTILICH ot AMEE|=
ONTAP 201 o]l off CHEE M| A
TBt0| A0{OF ZLIC ontap S8
D=8 0| ARA I-IO|E| ofl 2|sH
EZEELICE vsadmin B cluster-

admin 9,
AOIO|E datalLIF X7| M8 =
ChS HHEHS Maiste] x7| 24 =0 H|O|E| LIFE HEY 4= QCH, AHI0|EE H|O|E LIF7} el Af HHoll=
JSON IS M3 4= U&L IEf

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

(D) Pvc7isioluel Z0l dael 22 oy ZEB 2 Wl 12 T Zeiehil 4 HOlE LI
H2E|E2 o of SLICt

28 D2H(X S 93 HAS 7Y BN
ol M of2{gt SMS M%ﬁf@l 712 ZEH|XN'YE Mo &= JUSLICH defaults MM EXSHHAL. € S04, Of2H

of7H H = Ay 7|22k
spaceAllocation LUNO]| cHot S7t et true
spaceReserve SO EE "SR E=" none
2 =2wold}
=5 EL)
snapshotPolicy A2 AHAF H™QIL|CH none

176



oH7H i

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

nx
o1}

%

A M E| EE(}" oI-I:}-oI' QoS H™ I-IxH

O O -

JEYLICH *EEIXI EE=
B = 0f| A qosPolicy EE&=
adapativeQosPolicy & Of'-f%
MEHSIL|CE,

Astra Trident2t 271 QoS H*
JES AME35t2{H ONTAP 9.8
O|AtO| EHBfLICE,

425 QoS W4 IES Agotn
M J80| 2t AyRLUE
xgE £ 2 ot 20| E5LT 29
Qos BH 1L nE A=l 5
2ol cish 413t HgeLict
MYE 2R S XS

nO.?J_'
[®)
@]
()]

MM OFILICH AER[X| & E=
”“0” Z0f|M qosPolicy ==

adapativeQosPolicy & 5H—f§
MEHSELICE.

ONTAPOH|A K| & E|X] 24Z - NAS -
0|2 0|

ARHSE0Of Ot El 2 WEE

dd A M2 220 E2ES

o
sietetL|ch

M 2F0| NVE(NetApp Volume
Encryption)E &AMatetL|Ct.
71222 LICt false. O] FME
AF238t2{H NVE 2t0| 4l AT}
Z2{AH|A 2M3tE[0] QLo{oF
grLfct.

HHAlE0f| | NAEZ} &M stEl 2R
Astra Tridentdll Z2H|XMHE R E
=52 NAEZ} 2 MStElLCY,

KHAME LHE 2 EHEE E=sh A 2.
"Astra Trident?t NVE 5! NAE2}

—
ASE|= WA,

LUKS ¢=2E AFEELICE 2
XS AL "LUKS(Linux Unified
Key Setup) AF2".

“w

If(BS snapshotPolicy USLICH
none, else

false

false

snapshot-only ONTAP 9.5 0|H
SVM-DR 74 &
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OH7H 4 29 =
=

unixPermissions D E MefstL|Ct "
*SMB 2&2| 4% H|¥ SLct *
securityStyle MER2 S&0i| Cet HoF AEHA NFS 7|22f2 YLICt unix.

NFSE X|SL|Ct mixed H unix SMB 7|27} QLIC} ntfs.
HOoF AEFY,

SMB X|® mixed & ntfs EOF
AERY,

of

A nasType, node-stage-secret—-name, % node- stage-secret-namespace, SMB =ES X[Hstn
Z Q3 Active Directory Xt SES H3g & %lé LICt. SMB 282 E A3t X| A ELICt ontap-nas
E2to[Hat s,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: nas-—-smb-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
C = —
kubectl= HAIES PHEL|CE

A== Astra Trident2t 2E2[X] A[AH] 7EO| A S FLFLICE. Astra Trident/t 2EE2[X]
A AR S M= WD Astra Trident7 2E2[X] A|A”IOM 2ES Z2H|X Llors S
22 F LI Astra TridentS AX[ot = THZ HAl= HAEES WHsH= AULICE E SEISLICH

_ dl_——=

TridentBackendConfig CRD(Custom Resource Definition)E AF235HH Kubernetes
Q_IE'lﬂ'”Olﬁ% %5H Trident |:|H01||:E xlx—l AHA—I EII .T.'.l-E_loI- A oIAL_lf_I. g Al._g_-n-l_O;' Ol II- (=]

A L_—0= = T MHd H=

st & QISLICH kubectl BEE= Kubernetes HHE 28 S5t CLI E1E AT £

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)e = AHESI0] Astra Trident HAIEE 2t2|et
El
o=

Qe THEAE 0| = CRDYULICH kubectl. O|X| Kubernetes 3 AEZ|X| 22|X= M HHE R
‘QiolE Kubernetes CLIZE Sdlf 2% WAEE MM gl 22[e £ UESLICH (tridentctl)E SEIELICE.
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E MM& il TridentBackendConfig LEHME Ct2at ZH2 $1ANO| ghAiShL|C

o HHOlC = AFE XL HE s A0 et Astra TridentOll A AFS Q2 MMBILICH O] 22 LHEXOZE 2
HA[ELICH TridentBackend (tbe, tridentbackend) CR.
* E 2&/8LICt TridentBackendConfig Ol DRSHA HIQIYEILICH TridentBackend Astra TridentZ}
S MASLICH
2ZtZk T rldentBackendConflg 2 ME510] LoHY IS RXISLICH TridentBackend. MAH= HAIEE M|
A A5 25 AHEXHA MB == QEHO|AO|H, £Xt= Trident7t AH| BAE K|S LIEHL = Y ALICH

@ TridentBackend CRSE Astra TridentOi| M Xt5 22 MESL|CH e o~ GISLICH WA ES
OOl EstEH 2 £H5t0] 0] U2 +HBLICH TridentBackendConfig RLEME,

Al
2l

10
02
rlo

ct

gjo

0|2 HESHMAIL TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

o| 0|2 2= = UAGLIC "Trident - 2 7" #ot= AEE|X| SF/MH|22] ME FES flet
Cl2E2|L|Ct.

£ SE/LIL spec #HAE 2 -_r“H W7 -2 AFERILICE O] ool = HAZ0M E MERLICt ontap-san
o7|0ll £2 MSE 74 O H-E Ar85t AER[X| E2IO|HE L2 2 EffLICH §dts AE2|X| =20[Hof CHet
74 B4 FE2 E HZSHARQ "AER[X] =2t0[Hof Cigh Hlle T FE LT

£ S2IPLICt spec MM0l= & ZSE|0 YELICE credentials 9 deletionPolicy Ofl MZE EE
ZEQLICE TridentBackendConfig CR:

* credentials: O] D7 = B4 HEO|H AEZ|X| A|AR/MH|AE QIBSH= O ALEE= AtH SEHS
ESSIL|CEH AFEXE MM Kubernetes Secret@ 2 MM EILIC XA SHE UGt EIAEZ MEtsh 4~ QIOMH Q=7J}

LARILICE

. deletlonPollcy ol 2EE=o0f

2S5l OF ot= S MO EL|CE TridentBackendConfig O|(7})
AMH|EILICH CHg = TR 2F & St -

| =X

tE ALY &= JUSLICH
° delete: 12{H & &=0| D5 M| EL|ICI TridentBackendConfig CR % & BHAIE 0] 240
7| 2Lt
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

° retain: 7} TridentBackendConfig CRO| AMK|E|0{E HAIE HO|Tt A& Exsty = 22|e £+
UELICH tridentetl. X HMS 2 MYSLICH retain AFHEXIZL O] 2 2|A(21.04 O|H)E
Cr2O20| =5t MM El “HOHEE oﬂ% 2 JAELICE o] HEQ| gf2 0|=0f AL|0|EE £ JAELICE

TridentBackendConfig O MM EL[CT

gHAlE 0|E2 E M85t HHEILICt spec.backendName. X|HSHX| O M HHAIE e
@ 0|20z MHELICH TridentBackendConfig QE M E metadata.name). 2 AFRSH0] Holl=
0|22 BAIMCOE MHot= A0| EZELICE spec.backendName.

E Ot=E BHOlE ridentctl & 7t ei&L|ct TrldentBackendConflg QHHEE 0| X O|2{st
A= E 225t T MEfer & ﬁ ICt kubectl 2 MMELICH TridentBackendConfig

USLICE St 74 o7y t':|A( | spec.backendName, spec.storagePrefix,
spec.storageDriverName'S). Astra Trident?l ME MHE 2 XSC=2
HIQIZBILIC} *TridentBackendConfig 7|& BHAIEE AFETL|CE,

= AE5H0] M HAEZ HEBILICE "kubectl THE S +=AdHOF BiLICE.

MBILICt TridentBackendConfig LEHE. AEE|X| 2{AE/MH|AN CHst XpA|st LI 0t O]H
Ao M H Mot S E HESHIA L.

0.

1. & MMStLICH"FHH|E[A H[2", H|20|= Astra Trident7t AE2|X| 22{AE/MH|AQL EASH= O] 2Rt XA
ZHO| |0 UASLICE

2. S MA
=

HHAIEE MM S S AF2SH s MEHE &ole 4= UELICH kubectl get tbc <tbc-name> -n
<trident-namespace> F7} M|§ HEE $ZgfL|Ct

1ZtA|: Kubernetes Secret A1

“—h'°.i|501| Chet —*Mﬂ* XA 0| ZetE Ao WYLt Ol 2 AE2|X| MH|A/ZHE0ICE CHELICE | E S

)
dlo
=
mU
il
.E

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

O #ofl= 2t AE2|X| ZHE2| H|20|| Z8t=|0{0F 5h= BETJL QOFE[0] JAELICE
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
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Azure NetApp Files

GCPE Cloud Volumes Service

GCPE Cloud Volumes Service

2 2-(NetApp HCI/SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

Of EtA[0M MEEl == oA &
THAO A 2HE FHMLICE.

YLCh B

20| E IDYLICE

private_key id

ARt OIE

H&t

clientPrivateKeyS MEHEIL|C}

ME| ALEX} OIF

MEIA|EA| T2

chapTargetUsername = MEHBIL|C}

ME{EHUO[LIEIA| 25

Iz
n

MH
o

o

L|C}

=
H SE0|A S2H0|HE ID

7Hel 7|2 IDYILICE CVS &E|X}
ofetg JhE GCP AH|A Aol chgt
AP| 9'9' Olbl

0l 7. Ccvs 2te|xt Heths 7HE
GCP MH|A Ao tHet API 7|2

OII:!

HYE X4 ZEHO| = SolidFire
22 AE9 MVIPRILICE

S AE/SVMO| HEY ALEX
O|SRLICE. XtH BF 7]t 50
AEE LT

S AE/SVMO| AESH= 2= Xt
S8 7| B0l AL E LI

Base64 - 22I0|HE JHQI 7|9
QIAL=l ZIULICE QIS A 7|8t
QIE0f AL EILICE

QIHIRE ALEX} O| S )ILICE
useCHAP = TRUES! Z2
Z4LICH 8 ontap-san %
ontap-san-economy

CHAP O|L|A|0]|O]E °.:.*§%l LICt.
useCHAP = TRUE?!

TadLch 8 ontap san %
ontap-san-economy

CHet ALEXL O E-LICH useCHAP =
TRUEQ! 22 g¢°'u:r. g
ontap-san ey ontap-san-
economy

CHAP E}ZI O|L|A|0f|O]E]
ASLICE useCHAP = TRUEOI

2R U4LICH 8 ontap-san %

ontap-san-economy

ZELICE spec.credentials | BE TridentBackendConfig Ch&
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2CHA|: 2 2MSILICH TridentBackendConfig U&LICH

O|X| € 2= ZH|7} E|}ELICt TridentBackendConfig UELICE O] KM= E ALESH= HAIEE Ho| FLICH
ontap-san E2I0|H = E AFESI0] BHELICH TridentBackendConfig OF2l ZHA|:

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: of MEHE <=QIBL|Ct TridentBackendConfig U&LICH

O|X| € PHEUELICE TridentBackendConfig CR, AEfE &tQlgt £ QEL|CH CFS 0| 2 HZXSHMA|2.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

1=

ANETH MM off HIAIYE|R}ELICH TridentBackendConfig U&LICEH

I.

do
0
rlo

Ct

dlo

U B SILE A8 £ AFLIT

* Bound: TridentBackendConfig CR2 HAIE0f| HAEN UM o=t A =0]l= 7t SO JYSLICEH
configRef E MHEPILICt TridentBackendConfig CRE| uid.

* Unbound: £ AHESI0] LIEFHLICE mr. & S=IYLICH TridentBackendConfig 24K 7} SHA = 0] HEQIE &[]
AGLICH 5 ME MHEJELIC TridentBackendConfig CRSE 72X O 2 0] BHA|0f| R/ESLICE THA|7t
HAE 20i= CHA| HIQIGEX| 842 HEf=E =S o §SLICH

. Deleting' TridentBackendConfig CR deletionPolicy O|(7t) &M= =5 AYEA}SLICE E
ELICt TridentBackendConfig CRO| AFK||E|0 AbR|| AtE{Z M SHEIL|CE

l

o HHolEof X|&M 88X 22| (PVC)0| gle 22 E MNMELICH TridentBackendConfig Astra Trident”}
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HHAIEE AfX|e & OfL|2t = ANIZLICE TridentBackendConfig U&SLICH

o BHAE Ol PVC7t SLt O| & = B2 AfX| MEi 2 MStEIL|CE 2 2=/ELICt TridentBackendConfig
O|=0| CR2 AH| THAIE A[ZFSIL|CH HHAIE 5! TridentBackendConfig BE PVCZt AMH|El =0 2t
AI'X-”E| |__| |:|-
| = .

* Lost: 2 HZEl BT} JEL|CH TridentBackendConfig CRO| 4= = 119[HO Z AN 5l
Ol(Zh MH|E|RESLICE TridentBackendConfig CRO||= AMK|El Bl =0 CHEE ZEJF S| J}SLICEH E
Z2/YLICt TridentBackendConfig CR2 2F A2t3{0| AH|e = JASLICH deletionPolicy 4.

* Unknown: Astra Trident7} 2t HZAE BHAIEQ| MEl| L= EXHE &tole 4 YELICH TridentBackendConfig

=
USLICE O|E S04, API MH7t SEHTIX| §AHLE 7t SHSH| b= B2
tridentbackends.trident.netapp.io CRD7t FE2E|A}SLICE O] B2 ALEXIL| 70| Hegh

ALt

Of A M= AT HSHoz WHELICH L3t 22 H 7HX| HES
YOI E Sl Bll= AR,

P

7t2 MeElg = JELCE el =

(MEH AFS) 4THA: XiAet LEES 2telshi A2

CtE Y S Ao MASof THe XiMet YEE S + ASLIC

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

EESH 2l YAML/JSON HIOE A

mo

& JELIC TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Off 7} Z&E|0] JLELICH backendName X backenduuID O CHSH SEICZ MM El HHAAIE
TridentBackendConfig U&LICH. & E=2ELICt 1astOperationStatus EEE Q| OFX|2h ZF] AtEf
LIEFHLICE TridentBackendConfig CR - AFEXI7L EE|AHE 4= JUSLICHO: AHEXIZL O[N] &5 % ATl
spec) EE= Astra Trident(0ll: Astra Trident jA[ZF Z)0i| 2|8 E2|AHELICE M5 = AIY = J}SLICE phase
Z2Ho| ZtA| MEfE LIEFHLICH TridentBackendConfig CR % BAIE 22| KH|A phase Of 7F0| H|'?_|%' =)
UELICE &, O] off et ARIL|Ct TridentBackendConfig CRO| HHAIE O HAE|O JELICEH,

rulru

-r-
~

HAE It ZotE WAlE = AO[0|ESIALE MM 4~ §IELICE TridentBackendConfig LENE
(D ME tridentctl. E AFHESI0] Mt HHAIE O|SHRLICH tridentctl &
TridentBackendConfig, "07| & & ZESHEAIL",
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= ALEoH0] HQll= 2| ZYE S +AlSt= S0l Cio ZOFE LIt kubectl.

£ MAELICt TridentBackendConfig, Astra TridentZt HAIE AX/EE(2 7|RIOE 2 $HSIEE
X|IAZLICE deletionPolicy)E SEIELICL MHAEE AX|SHHH 2 &AM AR deletionPolicy 7t

MHE| =8 MEE[0] JELICE 2 =2 2F MHRLICH TridentBackendConfig 8 HESHYAIR
‘deletionPolicy FXIZ2 HHE[0] USLICL O|FA| StH WA ST} AL EXSt E AHESIH 2t2[e 4~ USLICH
tridentctl.

kubectl delete tbc <tbc-name> -n trident

Astra Trident= 0l|A AFHE &2l Kubernetes SecretsE A H[SHX| & LICH TridentBackendConfig. Kubernetes
AHEXH= 71U S Hoffof SfL|CH HIY MEE A = Fo[sof SLICt == AN AFESHK| ob= Z<0f Tt
AbK|sHOF SfL|Ct.

kubectl get tbc -n trident

2 Mt £ JELICH tridentctl get backend -n trident & tridentctl get backend -o
yaml -n trident ZX{ot= EE HMAES ZE3 7t ZL|Ct 0| Z50= 2 ohE MAEL TobEIL|CH
tridentctl.

T

HA =S OO ERILICE

—

HAC S HHO|ESHOF = 0| R= KR 7HKI7F AS 5= ASLICH

o AER|X| A|AERIY| CHE X}H SHO| HAZ AU ELICE X1H SEHS HO|0|ESHY| 2IsH Ol M AF2E[= Kubernetes
Secret@L|Ct TridentBackendConfig K|S RO|O|ESHOF BILIC. Astra Trident?t A2 Z HHAIES
MSE XA XA SHOZ AHH|0|ERLLICE CHS HE S AASHH Kubernetes SecretE AHI0|ESHMA|L.

kubectl apply -f <updated-secret-file.yaml> -n trident

* Oi7H = (0fl: A2 £2! ONTAP SVM2| 0|5)E Arl|o|EsHof BhL|Ct.
0| 22 TridentBackendConfig KubernetesE Edlf LQEMEE X AH|0|ET 4= Q&LICE.

kubectl apply -f <updated-backend-file.yaml>
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CC
—_

rir

7|& 8 HAYLICE TridentBackendConfig Che BEE M6t CRS A& gtL|C}.

kubectl edit tbc <tbc-name> -n trident

T

HAIE HO|O|E0]| AustH MAE = OHX[HO 2 AT FHOZ A& |R|ELILH & HAst0 205 B4 /RIS
A

gholgh £~ QUEL|CE kubectl get tbc <tbc-name> -o yaml -n trident EEE kubectl describe

tbc <tbc-name> -n trident.

= O - T

T4 Aol ZHE 2elst ot = update HES CHA| 2 = ASLIC

S ohE = el S IOl M ChE EE S ALt

tridentctl create backend -f <backend-file> -n trident

o> r2

E Aol 2ofstHE Wll= 80| 22XVt U= AYLIC ChS B S dAsto] 208 B QIS &eld
L|C}

g0 &

tridentctl logs -n trident

74 Do ZHE =elsty Yot £ £ AASHH ELILE create LAl - S WELICE

tridentctl get backend -n trident

=

2. Al =S AF|EfLICE

RN =

tridentctl delete backend <backend-name> -n trident
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Astra Trident7h OIS 0fl A O1H8] ZXfst 25 % AHANS TRH|H S 2L HASS AH|sHed
() M-S0l ol m2u|x /X ehELICH HAS S AsA AR Aefoll LoD, Tridents
A TR et 28 W AAS 24 Belgich

1 =

+ QOIS HEH 12 BYS AWLIC

tridentctl get backend -n trident

* DE MR YEE 22 o2 Y S AdYLCh

tridentctl get backend -o json -n trident

3
=
In
i
2
[n]
o

m

ot
-
i

SOl = AEO|E0fl ATHSHH S 40| SH 7 UL HRE AHO|ES AZHSLICH TS THS Mot
202 21 9IS HoIY 4 YALICE

tridentctl logs -n trident

74 oo M E 2elsty Yot £ £ H#EHH ELILE update CHA BHE S WELICH

=

JSONC=ZE HE = = HEZ2 HULICt tridentctl MAE 2HA|0f| CHEH ZSHQILICE O] M2 E MERILICE 5q

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

2 AH85t0] oHE BHAl =0 CHIHAM = MEEILICH TridentBackendConfig.
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HOIE 22| S 71 0|5

—

ol Zha| M
2 27HELICH TridentBackendConfig O F| HEIXHE 7 71X et &4o= MAZS H2Z £ 5L o
IEe 21t 2Lt

* 2(2) AHB3I0Y S £ UG LICH tridentetl S AF3}0] Z2|FLICE TridentBackendConfig?

- 2(2) AL2510] BHS 4 YBLICH TridentBackendConfig S AFESHO ZE2IBILIC} tridentct1?

2] tridentctl 2 AFE0I0] MAIES PHEL|CE TridentBackendConfig

O] MMofM=

= St OHE WHAIEE 2t2|sh= O] 2P HHAIE MYEILICH tridentctl Kubernetes
QIE{I|O| A E E7|

AL
i 28 ZMBIL|Ct TridentBackendConfig LEHE

N
Izl
JII
=
[n
rir
N
£Q

&LICt TridentBackendConfig 2 AFESIH MEE[AU7| INERLICH tridentctl.

c 2 0FE M 8 AIE tridentctl 7|E} “TridentBackendConfig ZH|7F Q&LICH

T AlLI2|2 2= Astra Trident?t 252 0|25t 25N WA =T} A& ZRHE AYJLICH 2E|XtE= TS F IHA]
S8 & otLtE dEE = ASLIC.

* E A& MEBBYLIC tridentctl E AFHEGI0 THE WHAIEE 22| SL|Ct,
* 2 A5 OHE WAlE HIRIE tridentctl MER MESE TridentBackendConfig LEHE 0|7
otH A= Tt E AMESH0] 22| ELICH kubectl X &ELICH tridentctl.

E MEJIH 7|E MIEE PJE|_°;| L|C} kubectl 2 BHS0{0F LIt *TridentBackendConfig 7|& A= 0]|
b, Xt grAlof st = Ch2at ZH& Lot

1. Kubernetes §§ *o IS A| 2. H|ZO|= Astra Trident7t AE2|X| S2{AE/AH|AQ} EASHE O 2P XHAH

et

2. 2 MMBLICt TridentBackendConfig QLEHME AER|X| 22 AE/AMH|AC CHEE XtA|EH LHE 1} O
':"74|01|*‘| WMot AT E FXSHAR. ST 74 Di7H (0] spec. backendName,

spec.storagePrefix, spec.storageDriverName &) .  spec.backendName 7|Z HAlEQ|
O|F2= AFolof gLt

T2 0: MAUE S ALt

-

2(E) 4 8dYLICt TridentBackendConfig 0| A2 7|& HMAlE0]| HIQIYEDE WA= M S SHHE{OF SFLICE
O| of|ofl A= CtS 2t 22 JSON HM|E AE5t0] WHAlEE MEMCHD Z-efL|Ct

tridentctl get backend ontap-nas-backend -n trident
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NAME | STORAGE DRIVER |

| STATE | VOLUMES |

| ontap-nas-backend | ontap-nas | 52f2ebl0-edc6-4160-99fc-

96b3bebab5d7 | online | 25 |

ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [
{
"labels":{"app":"msoffice", "cost":"1l
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25
"zone":"us east 1d",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

UUID

00"},

"},
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1CHA|: Kubernetes Secret 24

Of oflofl EAIE! XY MHA=0f Chet Xt SHO| Xzl A5 YIefL(ct

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin
password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

20HA: AE RPERILICE TridentBackendConfig U&LICH

—

LIS HAl= 2 MM5t= AYULICH TridentBackendConfig 7|&E Ol AAS2E HIQIYE|= CRYULICH ontap-
nas-backend (0| Of|0i A2} Z0[) Ot R AtEt0| ZFE[=X| 2elgtL|Ct.

* O SYsH e 0| F0| HlE|0| JELICH spec.backendName.

© R O s E oIS et SUBLICE

o
* 7MY EUE ER)2 el HllEet SUTH =M E RXISHOF BHLICH
* X4 ZH2 Yot HIAE T} Ot Kubernetes Secret2 6l A& ElLICL.

0| 2, YLIC} TridentBackendConfig CHS2f 20| EA|E!L|CE.
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

£ S ELICt TridentBackendConfig O[(7h) MM E|AUOH ST CHA|= O|0{OF SLICH Bound. KB 7|&E Al E Q|
HOIlE 0§12 UUIDE S5t HHE=|0{0F SfL|C,

=
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

O|H| HHAE = E APt 2tM5| 2| ELICt tbc-ontap-nas-backend TridentBackendConfig QLENE,

#2| TridentBackendConfig & AM20t0] HIAIEE THEL|Ct tridentctl
‘tridentctl® & A%t QHE HHAEE LIFHSH= O AEY &= USLICH
‘TridentBackendConfig . HE?H #E|Xt= OflA O|2{ot WAEE M| o=

2 JUELILH “tridentctl” AMHELICE *TridentBackendConfig® 2|1 =HAlst
.|

Al
‘spec.deletionPolicy” 7} B2 MHEE|H JUESLICE “retain'.

OlE &0, Ct3 WA =TIt E AESHH YHE|JCHT 71 HPELICE TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

=

Z0f| M ST ZT47t EAIELIC TridentBackendConfig MEHMOZ MME|QIOMH Al =of| HIQIE Z|ASLICH
[EHAl =9 YUID Q.

1CHA: &9l deletionPolicy 7t 2 ABH™E|0] J}ESLICt retain
O| 7HX|E AHEELICt deletionPolicy. Ol H™E2 & AHHOf HLICt retain. O|HA| otH 7t CiS1 22

A0 AT & JUELICH TridentBackendConfig CRO| AMK|E[O & HAIE HO|Tt A& Exst = 22|e &
UESLICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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il
gjo
-

®

2CHA: E ME|BLICE TridentBackendConfig U&LICE

CHAIE ZIMSHK| O AR deletionPolicy 7t 2 HH™E[H JELICE retain.

OrX|2h SHAl= & A= ZJULICH TridentBackendConfig YELICH & &Rt 2 deletionPolicy 7t 2
N0 JESLICH retain AHH| 2HS AL S + JSLICEH

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P memem===
Fommmmmmrmescrrrrrrr e reme s e e m o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmcemeoeoeoes Fommmmmmcmeomomm=

o esseseses s s s s e eses P Fommmmmm== 4

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o= Fommmmmmmmememe==
Bt e e o= Fommmmmm== +

£ MH|E it TridentBackendConfig Object, Astra Trident= AX|Z A= XHH|E AK|SHK] F 11 ZHCHS|
I.

AEE|X| A S LT

*EEIXI SeflAE ddstn, AESX| 2L S AN, 7|1&E AR X| 2L E =
UL
= .

fjo
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Rely
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=
to
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>
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1o
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-
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=
rot
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=
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=
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P
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o>
=
to

kubectl create -f <storage-class-file>

<storage-class-file> AE2|X| 2eiA It 0|EC Z HFYOF BfL|C}.
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AEZ|X| 22HA S AFELCH

KubernetesOi| A AEE[X| Z2HA S AH|SH2{H CH2 HEHS AAefL|Ct
kubectl delete storageclass <storage-class>

<storage-class> AE2|X| A Z WM[SHOF StL|C}

O AEE|X| SeAE St WHE I 2E2 HEEIX| % 2M Astra Trident= 7% 2t2| LT

—_

Astra Trident?t SHS MESLICt £sType &0 CHoll W8S = ASLICL iSCSI HAES| FL

ocoo=2 T A
@ XMgot= Z10| ZELICt parameters. £sType StorageClassl JELICL 7|Z StorageClassesS
AH|Stn E AF2SHK CHA| MM 8lofF BfL|Ct parameters. £sType XIHE.

7|1&E £EE|X| 2L E SLICH

* 7|& Kubernetes AE2|X| Se{AS He{H Ct2 HHS MAHBHLICE
kubectl get storageclass

* Kubernetes AEZ|X| Z22HA MF FEE HefH CHg BHS AL Ct
kubectl get storageclass <storage-class> -o json

* Astra Trident®| S7|2tel AE2|X| SUHAE He{H C}2 BHS HATLICL

tridentctl get storageclass

* Astra Trident2| S7|8tEl AE2[X| 222 MF YEE H{H 2 FHS dALIC

o

tridentctl get storageclass <storage-class> -0 json

712 AEEX| SeAE AHYLICE

=]

Kubernetes 1.60= 7|2 AE2|X| 2AE EF5H= 7|50 FIE[JASLICE AEXIE T =& 2}(PVC)

=T =2
F7 =252 XK ts 2R EF 252 T2H|NYSE O MEElE AER|X| 22HAJL|CH

* FME TSI 7|2 AEE[X| 2HAEH

O|2IL|Ct storageclass.kubernetes.io/is-default-
class 2E2|X| S2HA HO0f|N true2 M

SfLICH Aroi| 2t CHE ZoILt =M 2Xi= FALSEZ S A1 ElL|C}.

* LIS HYS M3 7|E 2EE|X| SHAS 7|2 AEE|X| SdliAz 8 = ASLCH

— =
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kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* ORXOEX 2 o2 B3-S MM 7|2 2EE|X| 224 FAS MAHY = ASLIC

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

EES Trident EX| Z23 HES0f|= 0] FME Zotdt= OfH| T ASLIC

@ ARMEX SHAHO = 7|2 AEE|X| S ATt SHLERE A0{0F BIL|CE KubernetesOl M = 0] &2
HYS sdotE AS 7IEHC=E SRISHK = §XIT 7|2 2E2|X| S2HA71 gle AXMY SHELIC.

AEE|X| S2f20 T

rot
_III
2

JSONOZ st 4 Ql= R29| of|ALICt tridentctl Astra Trident BHQIE ZHA|Q] Z2QIL|CE O] SME E
AHEEILICH 9 HA HX[sof & & = KE2|E[L|C

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

H= XIS ASHSH

=5 —|I-|=|E ‘I—ooul—ll:l'

Astra Trident= 2 AM25}10| Kubernetes 22{AEY| e = EE MEHHOZ MMl HZEY
2 QIELICH"CSI EEZX| 7|5
HR

CSI EEZEX| 7|52 MEdHH X9 3 7t84 FH0| w2t =F0f| thet M2} 29| 5te| Hete = HeH
UELICH 2=5H9| 22t = SFAHE= Kubernetes BE|X7E Y 7|Eto| LLES *c'i’éi%-* = AGLICL = E XS LA
Iz

= oy XIFe o] 7t FHof| fIKIE 4= UELICE Astra Trident= CHS Y O [EINOM YIZEE 28
D ZH| MY S X817 2l8 CSI EEZX|E AFR2EL|CE,
CSI EB2X| 71501 CHoh XtAIs| LopsHiAIR 017"
Kubernetes= & 7tX| /et 28 HIQlY REE HSELICH
* 9} &7H volumeBindingMode & 2 MHETLICI Immediate, Astra Trident= EZZX| Q14| gl0| 22
MyeiLich 28 Hiold 3 88 Z2H|N'J2 PVC7t MM E mff X2|EL|Ct 0|Zd0] 7|2t ALICt
VolumeBindingMode Eot EZEX| M|Sf ZS MESIX| gb= S AR MgetLICL EH 2E2 28

ZEo| ofef 27 Abetof| 2| E=5HX| g Y E LTt

196


https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
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* 2 8t VolumeBindingMode & 2 AAEIL|C} "WaitForFirstConsumer PVCO]| CHSH &3 52| MM gl
HiQIY 2 PVCE AtE3St= PODZ} of[ef 5! MM E wi7tx] X|HELICE O|FE A otH EZZX| @7 At w2t
NMEE|= UM Hsts SFs7| 2l 20| MM EL|CH

—

(D E 22I8L|Ct waitForFirstConsumer HIQIE HEOM = EEZX] g|0|S0| ZRSHX| QE&L|CE.
0] 7|52 CSI EZEX| 7|1 SEYECZ AEY = JUSFLICH

ootz

CSI EEEX|E A5t H CH30| LR BfL|Ct.

£ AastE Kubernetes 22{AE "X E|= Kubernetes %"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49z",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}

* 2YAHL LEO = EEZXE QASH= 2)|0]Z0]| QJO{0F ZLIC (topology. kubernetes.io/region
topology.kubernetes.io/zone)E SEIELIC} Astra Trident?t EZEX| QIAIZ 2[sH AX[=[7| M|
SHAHS| 0] 0|2{¢t &[0]Z * 0] RU0{OF LTt

al
x
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-

eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1CHA|: EZSEX] Q1A HHollE MM

Astra Trident 2AE2|X| HAIE = 718M FJHof| w2t SES MEMANOE TZH|XYSIEE A £ AUSLICH 2
SHAI=Of| = MEH AFEHO| EotE &~ QUELICH supportedTopologles X|2l5ljof ot= B9 3 EH 52 LIEtL =
=E2¢QlL|Ct o|2{gt BHAI=EE AL23SH= StorageClasses| 2R K| HEl= /A0 A 6|2kl 0f Z2|7|0] Mof| A
QAsH= Aoo|ot 220| AMAMEIL|CT.

CtE2 #All= Fol9 of &L|Ct.
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

- topology.kubernetes

topology.kubernetes.

JSONZ EESHMAIL

{
"version": 1,

"storageDriverName":

io/region: us-eastl

io/zone: us-eastl-a

.1o0/region: us-eastl

io/zone: us-eastl-b

"ontap-san",

"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",

"supportedTopologies": [

{"topology.kubernetes.
"topology.kubernetes.io/zone":

{"topology.kubernetes.

io/region": "us-eastl",

io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies HAE &
@ HH2 StorageClass 0| H3g %=
X< 8l FHo| 8t9| Zisto| Z3tEl StorageClasses2| 2L

ddgct.

Holgh £ UELICH supportedTopologies 2AE2|X| 22 CHS O

"us-eastl-a"},

X|=5t= o AFRELICE o|2{ot I
£2 LIEFAL|CE.
stra Trident= BHAE0| S

M HSEl=

ol
= HA—
o

199



version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
region: Iowa-DC
zone: Iowa-DC-A
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

O] olof| A = RLICE region % zone 20|22 AEZ|X| E2| §IX|E LIEHHL|CE.
topology.kubernetes.io/region ¥ topology.kubernetes.io/zone 2EZ|X| ES2 ALY U=
°|X|§ x|x-|z-‘5|-|__| |_'_|-

T = od .

2¢HA|: EEZX|E QIAl6H= StorageClassesS H2|gtL|Ct

S AEHQ Lo HZ2El= EEZX| 0|28 7|HO 2 StorageClassesE HO[6t0] EZZX| HEE Tetet £
UA&ELICL o|FA| stH PVC K0 Cist T2 A& S ot= AEZ|X| 1} Tridento| M XSSt EE2 MEE £

LEof 5k9 MEZE ZFELILE

CHS OIS HZSHUAIL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

10| M ®[S St StorageClass H2|0| A volumeBindingMode 7} & MHE|0| JSLICH
WaitForFirstConsumer. O| StorageClassOl R HEl PVCE= PODOIA &Z=E W7tX| 2SstX| t&LICH TJ2|1
allowedTopologies AFEY Y 9 HHE M3 LICH E E2I2LICt netapp-san-us-eastl
StorageClass?t 0| PVCE MMetLICt san-backend-us-eastl MAE=T} Q{0 AM ||/} EL|C.

3CHA: PVC dH L ALE
StorageClass”Z| M4 E|0] BHAIE0f| O EH PVCE Mdd = AELICE

Ol E EZXSIHAIL spec OfF2H:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AES AtE3I0] PVCE USH LISt 22 Zutvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 &3t PVCO| HIRIE3I2{H PODOIM PVCE AFZELICH CHZ O|E HESHYAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

rr

0| podSpec2 Ol Y= =0 M PodE 0|2t = KubernetesOll X|A|BLICH us-east1 §@H 2 2t o Y
LE Zo|A MEHSILICE yus-eastl-a EEE= us-eastl-b &.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE
pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem
Zotet Al E S A0 ERLIC} supportedTopologies
J|EMAE = SES TSI E YUH0|EY & JESLICH supportedTopologies AHE tridentctl backend
update. O|= 0|0] Z=H|X'JEl H|Hof| HeFS FX| M =& PVCO| T AL ELICE

* "UH|O|LA0] St 2| A2 E 2

. uiE A|_-|EﬁH7|"

PVS(Persistent Volumes)2| Kubernetes VolumeSnapshots(88 A'HANHS MASI0 Astra
Trident 22| AIE SH[22 |FXIE = JASLICH Eot 7|&E 25 AH A0 _clone_ 0|2t E
ot= M SE2 M = JSLICE oM & AHAE X[FELICH ontap-nas, ontap-
nas-flexgroup, ontap-san, ontap-san-economy, solidfire-san, gcp-cvs, EY
azure-netapp-files E20|H].

o AN HEEE L AFEXL 2| 2|AA HO|(CRD)7ZF L0{0F BLIC}. Kubernetes Orchestrator2| X L |CHOd|:
Kubeadm, GKE, OpenShift).

Kubernetes I A| AHHAF ZAE Z2] 5! CRD7 ZEHE[X| 42 AR E TXSIUAQ =5 AUAF ZHAE =] UL,

(D GKE 2tZ80|lM 2R Al 28 AHME MEY 32 24 ZIEEE S HHSHX| DHYAIL. GKE=

1CHA|: 2 ZHMSLICH volumeSnapshotClass

Ol ofoiM= =& LS SeHAE HERLICH
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https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

£ Z2/YLICt driver Astra Trident CSI E2t0|HHE 7t2[ZILICt deletionPolicy UE + 'ﬁ'—“:f Delete
L= Retain. E 2 HF0 32 Retain, 2AEZX| 2HAHS| 7|2 S2|H AHAR2 7t (= B0z |FX[ELICH
VolumeSnapshot ZHA|7} AK|E|ASLICH

XEMIst L2 2 LINK: /trident-reference/objects.html#Kubernetes-volumesshotshotclass-objectsS &R SHAA| 2
[VolumeSnapshotClassL

CHAl: 71 PvCe| ARAES MBIt

o

of ofloll M= 7|&E PVCe| AHAS MM SL|CL

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

Of of®of| M= o] F0l & PVCO| CHal ARHAFO| M- ELICE pvel 2HAF 0|50 2 BFE|0| ASLILE pvcl-snap.

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

O|=A| 5tH 7t MM EILICE VolumeSnapshot QRHEHE VolumeSnapshot2 PVC2 FAISHH 2 20| UYESLICE

ocood

VolumeSnapshotContent &X| AYAZ LIEIL = 24X ILICH

£ MEE £ JELICH volumeSnapshotContent 2| 7HA| pvel-snap VolumeSnapshot2 AHBILICE
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kubectl describe volumesnapshots pvcl-snap
Name : pvcl-snap
Namespace: default

Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-525400f3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:297
Ready To Use: true
Restore Size: 3Gi

Z2|8tL|Ct snapshot Content Name O AHAFS H|S3SH= VolumeSnapshotContent 4| S AlHEHL|CE,

=
=
S2U3LICt Ready To Use OI7H #as AUAS AFBSIO| M PVCE MM 4 Y22 LIERALICE

3CHA|: VolumeSnapshotsOl|A| PVCE A-MdatL|Ct

O] KO M= ALHAFS AL2SI0] PVCE MM BHL| LT,

cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

206

It



dataSource = 0|E0]| 2 VolumeSnapshot2 A2t PVCE MMdl{oF &2 LIEFAL|CH pvel-snap HIO|H
A2AE AZEIL|CE O|FEH| 5HH Astra Trident?t 2 A A PVCE MESIEE XA LICH PVCIt A El = PODO|
EA1510] CHE pvCet OIXIHX[ 2 AFR Y 4~ JSLICH

(D PvcE i HIYAHO|AS St LIYAT|O|A0|A BHEO{OF BILIC} dataSource.

A1 =52 MAISHH i Trident 2&0| "AHK| AEf"Z YO|O|EEILICH Astra Trident =252

1. 28 A4 CRDE dygLICh

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2 AUA AEEEIS MABLICH

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ 2ot 32 £ EL|C deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml ¥ YO|O|E namespace HYAHO|AE,
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AHAS ALESHH 28 HI0[HE SFELICH
AU CIE2l 8 AF8si0) ZRHINJE B8o| Hrf BpHS xglet] el JlEHoR AR AL
ontap-nas ¥ ontap-nas-economy E2t0|t]. E EHOSLICt . snapshot AMACERE AH HIO[HE
soe i Elell,
=E AU =3 ONTAP CLIE A% 282 0| A0l 7|2 E MEIZ S gLt
clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap archive
@ AHAF ZAHEE SYGHH J|E 28 70| HOMTLICH ARAE SALE0| WHE = 28 H0[E O
th3t 17 Abgre AaEL )
el Y3
‘EE AR
* "VolumeSnapshotClass"
= =
=& 2%
Astra Trident

£ A2 1 Kubemetes N8I} 8BS WA ¥ 2 4 2lLIC iSCS|
UNFS 282 2ot ol LR 240 ot IS r

iISCSI EE2 H&gLICt
CSI ZZH|XMY S ARSI iSCSI PV(Persistent Volume)S &% 28 4= &L|CH

@ iISCSI =28 &2 0| A X|&ELICt ontap-san, ontap-san-economy, solidfire-san
Kubernetes 1.16 0| 40| ZR%tL|C}.

e
iSCSI PVE &t&stH oHg TAI7F ZeELICt.

* StorageClass H2|E HZISI & MM ELICE allowvolumeExpansion BEE &2 2 O|SYLICt true.
* PvC Heo| MZE! 5l AH|O|E spec.resources.requests.storage 2l A7|ELCt 70} 5t= MZE {lot=

%
* 37|15 ZESIHHE PVE ZE0| RAHOF ghLICt iSCSI PVe| 27|18 Z=FY M F 7HX| AlLt2| 27t AELICE.

=
* PV7t EEO| HZE AL Astra Tridents AE2|X| #AIS0| 25 SN Clbt0|AS ChA| ZAKSID 1Y
AAEe| 37|18 ZHBLICE

YLod

o HAL|X| U2 pyo I7|E ZMSIE T ortﬁ Astra Trident?t AE2|X| A =S| EES SHELICEH PVCTL
PODO]| HIQIZ E|H Trident?} C|HIO|AS CHA| ZALSH It A|AEIO| 37|12 ZF™etL|Ct O3 2 =&t
XHO| MAXMOZ AFE S Kubernetes01|A1 PVC 27| YH|O|EL|CE.

ofzfi oilof M= iSCSI PVSe| =tE s YAS 20 L.
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1°HA|: 28 =22 X|Yst=E StorageClassE A EfLICt

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

ok

0|0 EXHdt= StorageClass 2| 2 E ESIEE HESLICH allowvolumeExpansion 471 Ha

2CH7|: M M3t StorageClassE AE3st0] PVCE M4 gL Ct

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident?} PV(Persistent Volume)E ‘445104 0| PVC(Persistent Volume Claim)2t HZELILCE.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi RWO

Delete Bound default/san-pvc ontap-san 10s
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

4THA|: PVE 2HEFstL|Ct

1Gi 0| 2Gi = Mg &l PV 2 27|18 =F5I2{H PVC F2|E HE St S Y0 ERLCt
spec.resources.requests.storage 2Gi
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kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi

0

PVC, PV, Astra Trident 282 37|& =Qlst0] 20| M2 2Sot=X] &g = ASLICE
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

Astra Trident= O Z2H|X|'dEl NFS PVSO| Ciet =& 2H&S X| 2 LICH ontap-nas, ontap-nas-economy,

o) ol =

ontap-nas-flexgroup, gcp-Ccvs, = azure-netapp-files =

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8iL|Ct

NFS Pve| 37|18 =FdIHH P—PEIXM MK =2 45 28 &S S E AEL|X| SHAE FH8H0fF LIt
allowVolumeExpansion & LEE =2 £ O|SELICt true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

8ot 7|1E AEE|X| 2HAE ZHES| HET = ASLIT

O] M 80| 2E2|X| 2HAE o|n| Hdet B E
Y2 s1EgLrt

kubectl edit storageclass =25 &2 G

-
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2CH7|: MM StorageClassE AF25H0] PVCE MAEtL|Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident= O] PVCO| CH3H 20MiB NFS PVE MMM dljof L|C}.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA: PVE EPLICH

MZ MAMEI 20MiB PVe| 7|2 1GIBE ZAst2{™ PVCE ISt MASH|CH
spec.resources.requests.storage 1GB:
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

4THA: =HE S =elgtLct

= =

PVC, PV, Astra Trident 2&2| 37| &QIst] 27|17} SHIZA| 2S5t=X| &l £ QUELICE.
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

=5 M2

E N85I 7| & AEZ|X| E82 Kubernetes PVE 7t 2 4= UELICH tridentctl

import.

Ct2at 22 XA S QI8 Astra Trident2 282 7t 4= JSLICL

T 22 Containerize 6t 7|Z H|0|E| Zlgt

=2 (=2

o =

HO| B2 OiS2|Z|0|Mof| Ar2E I|O|E| MES| 2ES AEYLICH
=

2

7t BHAMSE Kubernetes 22{AE S A EL|CH

* M3l =+ S0l ofZ2[A|0[M H|o|E| Oto|zf|o] M

i
>
02

1
ZES 7IMQ7| Hol| 3 e M-S ESHIAL.

-

* Astra Trident= RW(° 7|-M7]) 832 ONTAP 280t 7t 2 4 ALLICH DP(HOIH E35) K8 28
SnapMirror LA EE LI} Astra Trident2 252 7t 27| Foi| 0|2 24AHE Zofof FL|Ct.

rlo
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g4 A0 gl= 282 /MR Aol Z5LILL &8 =282 /MM 282 EET LIS 7INR7IE

I'

El

i

@ Kubernetes7} 0| &S Q1AI5HX| Rt &4 EFS PODO| EA AZY 2= A7 HE0]
(e]]

EE0IM E3] SLICt. 0|2 2

SIX|2H storageClass PVCO| X|Z3H{OF 5t Astra Trident= 7HM 2= S¢t 0| O{7)f H~E AFESHX| @b&LCE.
2EE2X]| SlAEs =25 dd S0l 2E2|X| EG0| Wef AL 7hse 20| MEstE | AFEELICH =&0] 0]0]
ALBZ IR = %?J = el eIt QIELIC mEt 280| PVCH| X|FE AEE|X| 222 LX|SHK|

o= HHollC E= E0f %U:‘lﬂfE 7t 7|0 AoigtL(Ct.
7|Z= HIX 37|= PVCOHIM ZXRE| D MEEIL|CH AEZ|X| EZIO|HOIM 222 714 & PV= PVCO]| CHSH
ClaimRefE At23t0] MM EL|Ct
° M0 27bA| ghet Mol Mol 2 M™EE 0 JESLICH retain PVOIA KubernetesOflAl PVC 5! PVE
MIHMOZ HIQITSHH AER|X| S AQ| HIA| hat X 1o MAHo| ShA| BIHA| ghet 1l HEHO|
O] EElL|CY.

° AER[X| SE A0 HIbM| Hhet YA 0] 2l A2 delete, PV &H| Al X% S&O0| AFH|EICH

Oﬁ
1z

SHAI= 0| A FlexVol %! LUN2| O|E& HIELICL 2(8) St =
UELICH -—no-manage H2|=|X| = EES 71 2{H Z2 3 E X|HLLICE E AHESH= B2 --no
-manage, Astra Trident= 7HA|2] & F7| St PVC E= PVOf| CHet =71 &S -)F °|'I| AELICEH PVZE

MHEE AE2X| 282 MHEX oM =5 2E 8 EE 37| ZFa Z2 OHE HYT FAIELIC.

7|28 OZ Astra Trident= PVCE 22|t

or9-

0| M2 7H|0|3}= YIAZ 0| Kubernetes= AFEStD, 12 X| &1 Kubernetes 2|2

AE2|X| 252 2t0|ZAO|2 S HEotH = R0 FELIC

o 8X2 7f 1 Z PVCet PVIt HE|ER=X] HEE LIEIUE & 7HX]| SH2Z

PVC g PVoOl = te|
HMotALE HAHY & i&LIct

So| %7
HBELICH 0f 242 5

2 M8 > UELICH tridentctl import & =2 282 7HHSLICE.

- g7 28 S Y(PVC) T (Ol: pvc. yaml)E AHESHH PVCE WM YLIC} PVC IOl = CHS0| Z&E[0{of

SIL|C} name, namespace, accessModes, % storageClassName. MEHHOZ 2 X|HE 4 QUSLICH

unixPermissions PVC H9|.

=)

E| & Ar2ef of| LTt

rlo
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D PVO|E = 28 37| &2 F7h 07 Ha= TS| ORY AL, O] 2 213l 7HM 27| HHEO|
Aojg 4= ASLICH
2. E ME%LICt tridentctl import =252 E&St= Astra Trident HiAIEQ| 0| S0t AER|X|M =2ES
Q51 AlEst= 0|2 (0dl: ONTAP FlexVol, Element Volume, Cloud Volumes Service Z2)2 X| M=
HFALICH E SEIYLICH -£ PVC IHYe| Z=E X[HSIEH Q7 HRgtL(Ct
tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>
ofl

X #ElE =2to|Hof Tt ChE =28 7HHM 27| ol AESHIAL.

—

ONTAP NAS %! ONTAP NAS FlexGroupS X|&gtL|Ct

Astra Trident= £ AFE51I0] =& 7t 7|8 X[AELICH ontap-nas % ontap-nas-flexgroup E2H0[H.

« £ Z2I8LICt ontap-nas-economy E2I0|H 7t gtreeS 71K 21 2|8 4= iEL|CH

@ * £ 22ILICt ontap-nas % ontap-nas-flexgroup EEI0|HE 5 =8 0|52 515K
OFAL|C}
Lo d .

2 MME 2t EEQLICH ontap-nas E2I0|H= ONTAP 22 AE2| FlexVolL|CH £ AF235HK FlexVol2
JIMELICE ontap-nas EE2t0|H = S5t ZHSELICH. ONTAP 22{2E{0] 0|0] L= FlexVolE 2 7tHE +
UELICE ontap-nas PVC. OFEIEX| 2 FlexGroup vols= £ 71842 £ JELICH ontap-nas-flexgroup PVC

ONTAP NASZ2| o
Cle2 #2lkl= 28 Y 22 =X = 28 714 27(9 oL},

[==re————
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=
e =25

LIS Olol M= 2= 282 71 ZLIC managed volume HAZON S(E) MEHRLICH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

HE|EX] b= =28

[E g

E M2 If --no-manage argument, Astra Trident= 282| 0|8 HHEX| k&Lt

LIS ool M= £ 7HHZLICH unmanaged volume £ +ELICt ontap nas HYIE:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |
o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

Astra Trident= E AFESHH 2& 71K 27|E X2 YLICH ontap-san E2HO[H.

Astra Trident= T LUNO| ZZ8HEl ONTAP SAN FlexVol2 7t & £ Q&LICE 0| 2 YX|BLICt ontap-san
E2}0|H - ZH PVC Sl FlexVol LHS| LUNO]| CHSt FlexVolS M EtL|Ct. Astra Trident= FlexVolE 22} PVC
Holet AABIL|CE,

ONTAP SAN 0f|
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ChE22 Helkl=s 2F % 2el=X = 28 7t 27(9] oYL ct.

i =
e 28

#e| 289 AL Astra Trident?} FlexVol2| 0|5 £ HHEL|C} pve-<uuid> U FlexVol LHS| LUNS ol
ZCHBILICH 1unoO.

Lt oxo M= 2 7FHELICH ontap-san-managed Ol Y= FlexVolILICH ontap san default SHAE:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

fossssssssssssesessssssesososssassasssssa=s femmmm=== fommsmssmemaaa=
fremsmm=a==s L e e e X
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesms s oo s e n e s s s s e e froccscssmemeea==
fe========c R fe======s e +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5cedca’57 | online | true |
foss==s=ss=ssscsessssssssosossssss=s=ssss=s Fem=m==== fosssessme=a====
fmmmmmmmaaa e fmmmmmaae fommmemaae +

HE|EX] = 28

CH2 ool M= & 7FMZLICH unmanaged example volume £ +ELICt ontap san HRAE:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
ARttt Fosmmmmmes Focoscsmsmsmsoss
Pommmmmmm== e et Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
LBttt P o=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | e3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
Fommmmmmmmomeorrrrrrrr e re e e mm o e Fommmememesemos
Pommmmmmm== ettt Pommmmm== o= +

CtS ofloll EAIE! X3 IQNE Kubernetes '= = QN2 SR5H= igroupOll LUNO| |0 Rl= 32 2F 7t

2MBILICEH LUN already mapped to initiator(s) in this group. @&= 7N 22{H O|L|A[MO|HE
M HStHLE LUN OHZ S sl K|sHOf EhL|Ct,
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Astra Trident= £ AF2350] NetApp Element 2AZE2|0{ 5! NetApp HCI 28 7t Q7|2 X|EtL|Ct
solidfire-san E2}0|H{.

Element S210|t= 5= 28 0|58 XBLIC J2{L} 52 25 0150| Y= Y2 Astra
©) TridentOll§ 275 HIBILICE O 2| sf2steiet §88 BE4tD 20T B OIS NSV OIS
=x= 282 JNSLCt
24 o H|
CHE oMo M= 2 7P ZLICH element-managed MAIES| EF element default.

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=========sscsessssssssososss=s=========c femem==== R
fmmmmmmmaaa e fmmmmmaae fommmemaae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmmaae fommmmm s
fressmmsamms R e T e I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

frossssses s m oo e s e o s e e s e e fosssssssemeea==
fe========a R Bttt f======== femmme==== +

Google E2IRE S E
Astra Trident= E AMESHY 2 & 71K 27|E K| YLICH gcp-cvs EEIO|H.

Google Cloud Platform0ll A NetApp Cloud Volumes Service7f X o= 282 7t e{H of e
@ =5 dEEV|ECE EES MNEYLILL EE EE=02 = I—HELH7| d=2e |%—'?'—9= LICt . /. Ol

E01,LHELH7| B2} HELR10.0.0.1:/adroit-jolly-swift, 28 2= YLICt adroit-
Jjolly-swift.
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Google Cloud Platform?2| of|
LIS Mo = 2 7FMELICH gep-cvs MAEL| & gepevs YEppr 28 82 ™ adroit-jolly-swift.

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

o e fomm -
Pommmmmmm== e e Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +

| pvc-ad6ccab7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
Fommmmmmmmomeorrrrrrrrre s re e mm o Frommmmom= Fommmmmcemoomo=s
Fommmmmmmms et Fommmmms Fommmmmme= +

Azure NetApp Files

Astra Trident= £ AFESIH 28 7IM 7|2 XY ELICt azure-netapp-files ¥ azure-netapp-files-
subvolume EE|'O|H'|-

Azure NetApp Files 282 7INMe{H s 28 dEE 7|EC=2 2 ES A
@ 0| =& WEUW7| 329 "e'-‘?’-?:l'—l'if /. 0§ 50, 0IRE E271 2l 3%
10.0.0.2:/importvoll, 28 B=2= YULICt importvoll.

nE
met
C
o
oM
u
rir

Azure NetApp Files2| 0|

LIS Mo = 2 7FMELICH azure-netapp-files WA ES| Z2& azurenetappfiles 40517 28 82
Z3 importvoll.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e o fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeosesossssses e s s s s s e o s a = R fremmmem==s 4
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e sess s oses oo sssssssss s fremememm=s fememesmmeaeaa=
fe========= femessssssssssss s sese s esssss s f=m====== fememe==== 4
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HIAAHO|A HH|0M NFS =2&= SHFELIC

—

Astra TridentS AI25HH 7|2 H|AAHO|ANM 2&
HUAAHO|ANA 28T £ UELICT.

fj0

gt

k=l
Ot
I
°
0%
10
HL
vl

>
2N
o
Im
u
B
1
o
jla-
=
rl'lJ
|>
'e)
P

Hl = ALE5HH StLt 0| 42| Kubernetes | AH|O]| A0 A ReadWriteMany(rwx) NFS
=52 HHSH S/ = UELICE 0] Kubernetes WIO|E|E &2 M2 CHS 1t 22 0|H S HMETtL|Ct.

* tridentctl EE= 7|E} 7|2 Kubernetes 7| 50| Ot 7|50 2| &5tHX| 4&L|CH

O| Cto|o{a e 27H2| Kubernetes QU AHO|AN A NFS 28 2QE Ho FLI|C}.

Primary PV Secondary PV oo . .__.
"secondary"

Q ‘_L._nﬂ.mf%ace
.

ST Trident T . " §

hamespace

1
1
1
1
1
primary secondary :
:
1
1

TVol €—» Tvol

TridentVolumeReference

- RS S A S A A S S ) S E o m E
:

primary/pvci

Slorage = Theeessmesmmessmese
Volume

T
o
o
Okl
30
_O‘_I-
H‘|
I
B>
|>
U

VCE FyBLICt

AN HYAHO|A ARXHE A4 PVCE| HO[E{0]| HA AL 4= = ASHS RFOFLIC
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2lVolumeReference CRE MM & 4= Q!

L]

>

H
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S
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_E 1

CHAF I AT O] AN E2|HVolumeReference S MAIBHL|CH

CHA AT O| AL ARXHE AA PVCE & Z6H7| flsH E2[AVolumeReference CRE ‘YA BLIC
CHet LY Am 0] 20i M St PVCE BHSLICE
CHA WA AHO| AL ARKHE JIE PVCO| HO|E AAE AHE3HY| [l 5t PVCE THELICE.
AA ST HUAAHO|AE ML
Hots HASHY| o HIJAATO|A 2t SRE A HYAHO|A ARXE, SHAH 2t2|Xt 3 CHA AT O|A
ARRe HY I ZX|7F QR CH AFSAL HE2 2t THAOl| A X[FE Lo,
CHA|
(AR TRE(SIES [ ES *OIP' *PVCE THELICH (pve1)S CHA HIJATO| AR SRE £ Q= HotE Bojstes
.l

AA HYAHO|AL] AR (namespace2)E A ELICH shareToNamespace F4.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Trident?} PV & EHOIIE NFS AEZ|X| 252 MAEHL|C
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rd

c HEE LRE FES MBS PVCE o WA O|A0 3RY = ASLICLAE =
CZot Z&LICH trident ..netapp.io/shareToNamespace:
namespace?2, namespace3, namespace4.

() - =Astol 22 YdAmolA0l BRY 4 YALICH+. S SU, k3T ZALIC
trident.netapp.io/shareToNamespace: *

° PVCE YO[O|Est E Zatet & JUELICH shareToNamespace HHEX| FMSE =7tg
2 AELICE

2. * 2 AE 2|X;: * CHA L AT O] A ALK A CHA | ATO]AN|A E2|HVolumeReference CRS
MASH Q= HoEE 25| 2Ish AFEAL X H d2E M-St kubeconF2ESHUAIL.

— = =
3. * CHA LI ATHO|A ARKE: * AA HJUAHO|AE EHESH= CHAN AT O|AN A E2|HIVolumeReference
CR2 BHELICt pvel.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * A HUAAHO|A ARXE: * PVCE 2HELICE (pve2)E CHA HJAAHO|AO|AM A BILICH (namespace2)E
METL|Ct shareFrompve ¥ &2 PVCE X|™HSt= FM,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

(D) iy Pvcel a7l 22 pyckLt ALt Zojo BiLic

X
=
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Astra Trident?| 8 %'Q'—Ilif shareFromPvVC CHA PVCO| FM S 71610 CHA PVE |2 PVE 7t2|7|= XA

AE2|X| 2|2A7} gl 9| EEOE MMStD A PV AERX| 2|AAZ BRELICE CH4 PVCE PVI HAOR

HEA|ELCE

S7 =52 AHELCH

o2 HIYATO| 20N SREI= EES MY = ASLILE Astra Trident= &2 H|RIAH[0] 201 A

HMAE ML EES SRt LHE WAAHO|A0 TSt BMAS FX| 2A2|RlLICE EES HEote ZE

|—1|°'*11|0|*7f H|7{%|™ Astra Trident7t 258 AMH|gtLICt.

ME tridentctl get ot%l 252 #HelfLICt

LICHtridentctl RE2|E|, & 2 5= JAFLIC get 3191 EES 71N

I

tegt
2|

o

| |IO|'

A
{=}

Usage:
tridentctl get [option]

Ml

2i3:

* '-h, --help: =50 Cigt =S L|CY.
* ——parentOfSubordinate string: ot¢| &2 =ECE #2|E AeretL|Ct.

--subordinateOf string: 28 £ot= #2| X|ot

Mgk At

ARSI 29 S8 H|0|HE HOMX| UL E }|0f ehL|C}.

* E HAHSI] A& PVCO| CHEE HMAE F[AY 2~ YIELICE shareToNamespace &

shareFromNamespace &4 L= MH| TridentVolumeReference JYSLILCE. oHAﬂﬁ Hotg FA5HH

5t2| PVCE AbF|sHof gHL|Ct.

* otel EBMIME AN, 22 S DI2E S MEE = glaLtt
2 BASHIAL

HIRAHO|A ZH 2F AMA0 THSE XEMISE LIE 2 CHE 2 FZoHHAI2.

* E UESHIAQ "HYAHO|A 2 25 SR/ UYAHO|A ZH =25 HMAS

o

* QE2E AFEMNEA|Z] "NetAppTVE EESHYA| 2 HIZLICE

Astra TridentES ZL|E{2IStL|C}

Astra Trident= Astra Trident d52 ZL|E{2ISt= 0| AF2E £ UE
A HOIE HES HZBLICE

—

E FXSIMA .. /triment-reference/tridentctl.html[t ridentctl EHE 5! %t]

|3l helloE ArEgfLICt".

Prometheus H E2!

SO oigt

HHQUJLICE XtAIS LI

* Astra Trident= EHM HYADO|AT S7 EBM #A= AS US + lELICH I &3 = 7|EF Z2MAS

o

O -
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e

* Astra Trident2| #Eli 3! TES A% 2SI L. Y5 X ZHH0| O{EH| O|RO{X|=X, of JCHZ A=}
o

= T A ] AN
© HAIC ALE HEE HAESHD WAL M ZZH|XdE = 28 #2 AH8E 32 S5 ThefelL ot
oh =0 Z2H|MEE 28 2ol fE S |FXAIHLICH

—_ 11—

Trident?t 2X|E Z2 0|2{2t HERI2 J|2X o2 * 2dstE LTt

—_1

@ 7|2™MOE Tridente] HEEI2 EtZI ZEO| EA|ELICI 8001 & SELICt /metrics AEXEQIE.

st A
* Astra Trident7t 2 X|El Kubernetes 22{AH

* I20|HRA(Prometheus) IAEA O|AU2 Y £ QUGLICH"ZH|0[LHE Prometheus 75" &= PrometheusES
2 MG F MEfS £ JUELICH "H[O|E|E O Z2[H[0|M",

=2 T M-d

1ZtAH|: Prometheus SHEE HO|EHL|Ct

HEz2Z &6t WAlE Astra Trident?| 2t2[6t=, MM5H= 28 SOl CHet Y2 E 2 22{™H Prometheus EHZIS
Holsljof gfL|Ct 47| "= Z 1" Prometheus % GrafanaZ Astra Trident2t 21| AF25H0 HE2IE HAMSH= S|
CHoH MHBILICE O] 2210 M= Kubernetes 22{AE MM 2EXE PrometheusE A& St Astra Trident2|

=2o-d
HEz2IS 7| 2|8l ServiceMonitorS A A St= BHHS M| C}

2CHA|: Prometheus ServiceMonitorS THSL|C}

Trident HEZIS AD8t2H 2 ZHA|St= Prometheus ServiceMonitorES 2HE0{0f SHL|Ct trident-csi Of CHEE
MH|AQL M metrics ZE. ME ServiceMonitor?| 2 k2 Ct2at ZH&LICt
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https://prometheus.io/download/
https://prometheus.io/download/
https://prometheus.io/download/
https://prometheus.io/download/
https://prometheus.io/download/
https://netapp.io/2020/02/20/prometheus-and-trident/
https://netapp.io/2020/02/20/prometheus-and-trident/
https://netapp.io/2020/02/20/prometheus-and-trident/

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: trident-sm

namespace: monitoring

labels:

release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

0| ServiceMonitor ™2[= Of| A gtetEl H|E2lg HAMSIL|CH trident-csi 2(E) 9IS

Sif
MH| A9 BFEQIL|CE t2tA O|H| Prometheus?t Astra TridentZ O[SHSIE = 2ME|AUS
HEE:

Mm

HE| ASLICt metrics
C

|CF

-

Astra TridentO| A 2 & X Zst= HIEZ! 20| = kubelet% U2 MEHE NZELICH kubelet volume * AHA|
HEE! °1|':E°|EE £ ZX Kubelet= HZE 22, Pod & X2|5 f" 7|EF LIS Edof| S HEE Hl2Y 4

=2

UESLICH S BTSN AIL "0 7",
3CHA|: PromQL2 A5 Trident HEZ! 2|
PromQL2 A|AIE = H YA O[O|EE dietst= A2 OtE = | XgtefL|ct.

Ltz

rlo

At2% £ Qe ¥ JHX] PromQL #H 2| LIt

Trident el HEE 7t SLICt

* Astra Trident** 2] HTTP 2XX S&&

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Astra TridentO{| A AEff ZEE Sof ¥ 2 REST SH2| H|EZ**

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds_total count))) * 100
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https://kubernetes.io/docs/concepts/cluster-administration/monitoring/
https://kubernetes.io/docs/concepts/cluster-administration/monitoring/
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* Astra Trident 0i| 2|3l U &l 2HO Hx X|& A|ZH(ms)

sum by (operation)

(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

Astra Trident Al HEE SQISHHAIL

WP 28 37|
trident volume allocated bytes/trident volume count
- 2t OISO N ZRH|KYE & 25 32

sum (trident volume allocated bytes) by (backend uuid)

HE 28 A EEES 7HMSLICE

(D) ol 7152 kubelet HIE2IE 278t A20I8t ALSE 4 YALICH

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

Astra Trident AutoSupport 22{|H E2| o CHoll XtM[S| LOoLE AL
7|2X O 2 Astra Trident= Prometheus H|E2! 5! 7|2 sHil= HHE 0{Y NetAppdl EHLICE.
* Astra Trident?} Prometheus HIE2| 9! 7|2 A= HEE NetAppdll ELiE= 22 FX[6t{™H 2 MEeL|Ct
--silence-autosupport Astra TridentE dX[st= St S E X|HTfL|CE.

* Astra Trident= £33 2 S| Z1E|0|{ 235 NetApp Support On-DemandZ 2 £ U&LICt tridentctl
send autosupport. 215 HZEsI2{H Astra TridentE E2|{s{0} EL|Ct. 23 H|Est7| Ho|
NetApp2| LHE0f| S2|slof rL|Ct
"ol ME Ho A

* X[ HEX| g2 H2 Astra Trident= X[t 24|12 SOt 25 74 FLICL

2 MESIH 2O HE 7|72t2 X HY 4 JUELICH --since AE. OIE EH OS2t ZELICH tridentetl
send autosupport --since=1h. 0| BE= E & £ U MSELICt trident-autosupport
#4E]0|

Astra Trident2t 27| A X[EL|CE Ol A ZAE{|[O|L O|O|X|E ¥ S 4= JUESLICH "Trident AutoSupportE +ELICH.

* Trident AutoSupport= 7H2! A8 HE(PII) EE= 712 EE ST t7LE MESHX| 2ELICE o= Trident
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ZEf|o| o|O|X| Xtx|o| HE + = 7F "EULA" ZeHE|0] AELICE ClIoJE 2ot 51 42(0]| TS NetApp2l
=H0f| ohall o XS] 2otz 4= 07| "_AS LI

Astra TridentO|A| 2 H|0|2E9| of|= Ct21F Z2&L|Ct.

items:
- backendUUID: £ff3852el-18a5-4df4-b2d3-£59£829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport HIA|X|= NetApp2| AutoSupport HEZQIEZ MAEIL|CEH T4l 2| K| AEE|E AESH ZHE|0]L
O|0|X|E MESt= ER E MEY £ UELICH —-image-registry A,

* IEot AX| YAML IHY 2 M5t TEA| URLE 74 Y = JSLICE 0] 22 E ARSI Al &+~ JUSLICH
tridentctl install --generate-custom-yaml YAML OIS MAMHSIT S =II8ILICE --proxy
—url O CH3t @14 trident-autosupport ZAH|O|LH QIBL|C} trident-deployment . yaml.

Astra Trident H|E2!2 H|2tMstetL|Ct
+ HIE2S BOHX| 0BT S AZSI0] A2} XIH YAMLE 44J5H0F BILIC -—generate-custon-yaml

Flag)2 A5t E MAYLICH -—metrics Ol Lo & ZFE|= Z20 trident-main
E|o|L.
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DockerZ £|¢t Astra Trident

HHEZ S 2leh AFE 25 Ated

Astra TridentE 71=517| M0l 2 AE0| E TEEE AP 27 Algts AX[5H10 Fd0Hof
SfLIC}.

* H{EIt R E E FSFSH=X]| &QUIBLICH Q7 AFE,
El= HF Q| DockerZt MX|E|0 QU=X| Q18| C} Docker HFO0| QEHE|RAOH "M X| EE= 0| ESHL|Ch

docker —--version

*cOZEE MY 27 AF0| SAEN HX 3 -0 A=X| eletct

LZEZ =& A g3

NFS £ HZstHAL RHEL 8+ sudo yum install -y nfs-
utils

NFS £ H=XsIHA|2 REE sudo apt-get install -y

nfs—-common
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ZIZES 2g N

iSCSI RHEL 8+

o

- BHZ AIAE IH7|XIE 2 XIELIC.

-~ O

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10|
6.2.0.874-2.el7 O|AQIX|

golghL|tt.

rpm -gq iscsi-initiator-
utils

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. T1E B2 4%

sudo mpathconf --enable
--with multipathd y
--find multipaths n

2rolgtL|Ct
etc/multipat
@ h.conf X&
find multipa
ths no Ol
defaults.

5. SQIBIMAIR iscsid Y

multipathd &% &:

sudo systemctl enable
--now iscsid multipathd

o
ik

3t 3 AIE iscsi:

sudo systemctl enable
--now iscsi
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IZ2ES
iSCSI
232

23 HA| BH
= 1.

Chs Al2" 71X E EX|RLT.

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. open-iscsi T 0] 2.0.874-
5ubuntu2.10 0|4 (bionic) E£=
2.0.874-7.1uubuttu6.1
0| & (focal)2!X| teletL|Ct,

dpkg -1 open-iscsi

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. 05 32 8%:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

stolgtLict
etc/multipat

(D h.conf X&
find multipa
ths no Ol|A
defaults.

5. 2QISHMAIL open-iscsi W
t

mu l 1path tools 43} 8l
AlS
E

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service

sudo systemctl status



Astra Trident 7%
open-iscsi

DockerE ¢l8t Astra Trident= NetApp2| AEZ|X| ZSHES Qs Docker 0| ZA|AEI T} ZIH

| 1 d
SHELICH EO 8B X7} BHES X4 £ AT AE2|X| ZHUZ0| M Docker SAE
ol2 AEE|X 2laA0| I2H|HY U BE|S KgLIT

IBLICE. 01S St of2f AZ2|X| AR Y

Astra Trident2| 0f2] QAHAS ST SAENAM SA|0f S 5 QU =
g2 E2|X|E A X HY &= AFLICH

A A
— o= T
AEE|X| R SA0| HEY £ A2H, Docker 20| )\fﬂ =2

2astA
E HZSHAMQ "HIEE loh A @7 At 4 7 Q47 SEEIJAEX] QIS = Astra TridentS HIZ S
FH| 7} £ AS LIt

Docker 22| Z2{1001 (KA 1.13/17.03 0|A)

AEfsE7| Fof|
@ 7|& |2 WHOZ Astra Trident pRE Docker 1.13/17.032 f%?i 22, Hel 221 WS
AFE317| 0| Astra Trident Z2 M| AE SX|512 Docker G2 S CHA| A|ZFSHOF SfL|CH
1. 4 B2l B E QAHA FX|:

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. DockerS CHA| A|=FgtL|CE,
systemctl restart docker

3. Docker Engine 17.03(MZ2 1.13) O|A0] M X|E|0f QL=X| &telgtL|Ct.
docker --version

HT10| £[41 O] OfL|H "2 K|S ZA|SFAHLE YO ERfLICt.

£HA
179 ojd s Mdsta Ch3at 20| FME XIFEUCH

o= =
UELICH “config ME MEfgrL|Ct A4 DA off JA0{OF SLICt /etc/netappdvp TAE A|AHIQ|
CleE2|L|Ct

° config ' 7|& O O|F2 YLILt “config.json 2Lt & XIS Rdt= 0|FS MEY =
E

° log-level: 24 &2 X[HELICt (debug, info, warn, error, fatal)s SEILICL 7|242
QILICtH info.
° debug: C|H 20| d™E|/}=X| HEE X[™HELIC 7| 2242 false YLICE TRUER! 22 21 +FS
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MEolgtLct.

Lo ool 9IX|E ddetct.

sudo mkdir -p /etc/netappdvp

i T oS g,

cat

{

EOF

docker volume create -d netapp —--name firstVolume

docker run --rm -it --volume-driver netapp --volume

<< EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

- 22| 22|30l A|AHIS AH2SH0] Astra TridentS AIZEILICE CHA| <version> AFE E¢I E2{1
B (xxx.xx.x)2 AtEELILCE.

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

. Astra TridentE AFE5t0{ A El A|ARIQ| AEZ|X|E ALTILICE

a. "firstVolume"O|2t= O|E2| 252 MM TiLIC.

b. AEO[LAZ} A|ZHE W 7|2 2FS MHELICH

secondVolume:/my vol alpine ash

C. "firstVolume" 282 M|7{gfL|Ct.

docker volume rm firstVolume

o

—



7|& dEH(HHA 1.12 0[5}
Al=ksE7| o
1. Docker T 1.10 O|At0| AX||0f Q=X| EolIBtL|C}.

docker --version
H{ 10| X[ &l 0| OFL|H HX|Z UO|O|ESHA|L.
curl -fsSL https://get.docker.com/ | sh

i, IR K|EES mEUC
2. A|AEI0| NFS 3Y/5E= iSCSIZF A0 Q=X| EHolstL|Lt,

ChA|
1. NetApp Docker Volume Plugin &X| 3! LA

a. 28 IEIZIMCILELE 4l X £7|:

wget
https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar zxf trident-installer-23.04.0.tar.gz
b. 8X|gt ZZ22| 2X|2 0|S:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. 7 melo| X E MdgfL|ct.
sudo mkdir -p /etc/netappdvp

d 74 ods dyelLict
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cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. HHO|H2|E HiX|5t 1 1 muS o3

M IIU S ARSI Trident HI2S A|ZHEHL|C.

ot
o
Ot
rr
-

sudo trident --config=/etc/netappdvp/ontap-nas.json

(D) mmetx ik 3t 28 Satol#ol 712 0|22 "NetApp"@lLiCt.

OlZ0| AZHEl 20fl= Docker CLI QIE{H|O|A S ALESIH 2&

Mo

ddstn

i

2|8t 4 QaLict

3. 2 4HM.

docker volume create -d netapp --name trident 1

4. ZAH|O|LHE A|ZHE 0 Docker 28 Z2H|X'Y:

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

5. Docker 28 H|A:

docker volume rm trident 1
docker volume rm trident 2

A AE A|ZF A] Astra TridentS A|ZHeHL|CH

A AR 7|EE A|ARIE ME ZHX| DU 2 oM 22 = JELIC contrib/trident.service.example Git
repoOi| A}SLICE. RHELOH)\‘l oA S AHESHHH CH2 S A AIL.

1. IS SHHE 2IX|ofl SAFELICY.
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cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. MU MESHD (Y 2)2 S2tolH 0|1t 714 Y FZ(E 9)0l S HEFSHo 2F S HrIetLIch

=
3. IT 2MOIN 2 ArSS 2TSIES AlA" Ch| 2E:
systemctl daemon-reload

4. MH|AE gdstetLCt,

0| 0|2 Ol|M me| 0|82 X|Fot= &=0] mat HEFELICE /usr/lib/systemd/system CIEEZ|
systemctl enable trident
5. MH|AE A[ZfetL|C,
systemctl start trident
6. MEHZ =L},

systemctl status trident

@ Che| oA S Mot miofct E MASLICH systemctl daemon-reload IT BAMA HE AL S
QIX|8 % 9l BQLICH

Astra TridentE 2 12{|0| =5tHLt H|HEL|Ct

A2 S0l 220 e F=X| %1 Docker2 Astra TridentS Ot SHA A 20| EE &

USLICE O*_’EﬂOl': TZMA B0l= &Al A|ZHO] }>ELICH docker volume E2IQICE

4
X HE HHO| d3oHX| g E2{1210| ChA| A= w7tk 88 Z2IH0| =&
I2EY += GlaLith RE2e 2 & = o|Lhof 2tz ELICE.

a

Mo 0

ag|0|E

DockerE ?l¢t Astra TridentS @€ 12|0|=5t2{H CFS THAHIE ™ABHMAL.
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docker volume 1ls
DRIVER VOLUME NAME

netapp:latest my volume

2. Z2{0¢l Higygst:

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. ZEz{aQ 40| E:
docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07
@ Astra Trident2| 18.01 &2|A= nDVPE CHASLICE. Ol A =7 ¥ 2|0 =5l of gfL|ct
netapp/ndvp-plugin O CHet @& netapp/trident-plugin O[O|X].
4. Z2{10l 23t

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. 280| HAIE[=X| goletL|ct.

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume
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Astra Trident(20.10 O|)2| 0T HZFO0f| A Astra Trident 20.10 O| &2 2 & 12j|0| =5}

L A
- O
QLRI UMY = ASLICH AMSt HIE2 S HZOHUAL "2e{Tl 2H|". QR7L A HSHHE HE

[l = |

o
T

—_—r

@ S80S H[Zdstet o2 S2{20S MAHet LhE 7t 74 ool -5 TESH Rt Astra

Trident HXZ M X[SHOF 2fLICH docker plugin install netapp/trident-
plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

X ®MA

Docker& Astra TridentE M|7{l2{H CtS HAHE &S 2.

EHA|
1. Z2{00l0] Mot 2= 22 MAYLIC
2. Z2{191 H|gdet:

docker plugin disable netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39%9a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. 2170l H|H:

docker plugin rm netapp:latest

=H=

=5 &Y

EZ2 A8 =282 & MM, 22 58 & MAHE & JELICH docker volume
AL X|™El Astra Trident E210|H 0|29 HZHQIL|LCE,

* 7|2 0|52 ME3IH E2I0IlHE =5 MLt

ocood

docker volume create -d netapp --name firstVolume
* £ Astra Trident QIAEAE A8 25 M M.

[=N e

docker volume create -d ntap bronze --name bronzeVolume

—_

et
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>
0%
OF
A
52

2 3R "g4", E2f0lH 7[=2L0] AFE L Lt

<
re
1
o
|U
N
il

MEolStLICh CtS oS HZ8t0| E2H0|HZ 20GiB 252 MEHLICt.

docker volume create -d netapp --name my vol --opt size=20G

A7|= S 2|0l 10G, 20GB, 3TiB)7t Eo*%l K4 7ho| ZoHEl 2XIEZ HA|ELICE
tHRIE XIHSHX Io O 7|22 GYILICH 37| ttel= 2(B, KiB, MiB, GiB, TiB) &= 10(B, KB,
MB, GB, TB)<] .=.I1I+O§ HHE Qi*l—ltr E*é tHel= 29| AHENMESE

| 7
A2EL|CHG=GIiB, T=TiB,...).

E5= M7 gLt

* CHE Docker 2 &2t OIXIHX 2 EE2 HMAHELICE
docker volume rm firstVolume

() =SABZ 0 colideire-san S0l 22| oM BES AR L ATIBLICE

DockerE 2I$t Astra TridentS & 18|0|=E38t2{™H C}S

|
by
i
1
OOI'
St
Iz
>
to

olo
ot

=1

o

ntap nas, ontap-san, solidfire-san, ¥ gcp-cvs storage drivers, Astra Trident=
2 UELICEH E MY I ontap-nas-flexgroup £+ ontap-nas-economy E2I0|H, SX|=
'—|Ef 71E %EOHH M 282 dd5ITH M A-40| *”**E'Lllif

bl
o
n
Ral

O
0p 0 °J

* EES At ARIAEE AFLIC

docker volume inspect <volume name>

* 7|1E EBUM M 2ES HYRLICE o[ A SHH A A Ak0] M ELICE

docker volume create -d <driver name> --name <new_name> -0
from=<source docker volume>

* EB9 7IE 2HMOIM M 2ES HIRLICE M AHM2 MEEHR] §AELICE

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>
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o

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",
"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedvVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

QR0 Ul =F0 HMATHLICE

IIE|MO| gl Ik A|AHEIO| Astra Trident(0d]: an)0f|Al X|2lE|= AL Trident * Oonly * £ AF23}0] ZIE|0|HE S
QoM MME 25 BX|(Es oY 22)0 HMAEY = JUSLICHexts HA X[™HE °/dev/sdcl Astra
TridentE S AMAE ?.18).

2t AE2|X] E2f0|H 0= Ciefet 50| I, =& 49 Al 0|2 X[HotH Z1tE AEXL
XEe = JASLICEH A2 2AE2X]| AL MEE|= SMH2 Of2E EZSHIAIL.

=5 dd MY S0 olz{et M E AEdt= A2 2Lt S A8t S8t 24 S MSYLICE -0 CLI &Y &
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operatorO|Ct. 0|21t Zt2 JSON 7+ Il 2= S7t 42 Mgt

ONTAP 2& &N

NFS Sliscslof tigt =& 44 S92 L3 2Lt

SME MEfSLICE A4y
size =89 A7|= 7|28 o 2 1GIBE MM E/L|C}.
spaceReserve SES WM E= Yot T2H|MJELICt 7|2252 Thin
ULICtH K=t 22 YLICH none (W T2H|NHE) U 2
FELICE volume (Y Z2H|X ).
snapshotPolicy O AMAF HMO| J}ot= g = MY EL|CE
7|22f2 YLICt none" &, =E0 Cis ARAFO]

tso=2 HMEX| tEL|CH. AEEZ|X] 22[Xp7t
+HoIX| ¢= oF, "default"2l= HHMO| BE
ONTAP A|AHIO| ZEXYSHH, O M2 cAlZh, 2&
2F AHAE ddstn XILICH. AL 2EE
HiojE= 2 0|&ste 57 = USLICE
*.snapshot C|AE2|0f| XZELICH

snapshotReserve O|ZA| 5tH A< of|H| Z7t0| ASt= HIEE
AYELICE 7|23t2 40| YSLICE &
snapshotPolicyS MEiSt HL ONTAP7f
snapshotReserve(ZEH O 2 5%)5 MEHSIHLE
snapshotPolicy”} none?! 22 0%E MEIRIL|CH 2 E
ONTAP Al =0f| CHot 14 mofA 7|2
snapshotReserve /2 & + A2MH ONTAP-NAS-

O|Z0| £ N2|st ZE ONTAP Holl=of Cist 25

MM ZH0Z AT 4 /&Lt

splitOnClone =52 22 MHY o ONTAPZI 42 2E20|M FA|
SE2 ELELICL 7|22 YULICt false. EEE 22
SHSH= AL AtE|oll= EE|X| sdg =% 7127t
92 A 27| 20l dd ZA| S EE Ml SN
22|5t= 20| 71& ZFLCE o|E =01 &l
CIIO[E{HIO|AE SX[SHH B2 AlZtS Habg = K| ot

=
AESX BY qits O GIREE A 2ES
=2[sts Aol E5LIL.
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SUS MEPLCH

nx

o

o

=50l NVE(NetApp Volume Encryphon)%
HotetL|CE 71222 YULICE false. Ol SHE
E5H NVE 2t0[MIATH S AE 0N &4 2t=|0f
O{0F ghL|Ct.

encryption

$0 > %t =

SHAI = 0| | NAEZt 2 M SHEl B Astra TridentOf|
TZHXMHE ZE E52 NAEYL 2 MSHEILICE

KHMISH L2 CHE22 XS AIL. "Astra TridentZf
NVE 5! NAEQt HESE|= ghaln,

-

tieringPolicy S50 A8 A St
HEfY W CIO|HE S2t*
ALt

4 E.“—I Ch HIZE(ZE)

2 M
= o
S AZO= 05N

=)

4

7t 82 NFS * of| 2t HEEL|CH*.

|1+0

S MEfetL|t 23

—

unixPermissions =5 AHA[of CHet Mot EehS MojgiL|Ct 7|[2Xe 2
At Aot 2 M™EILCH  ———rwxr-xr-x, EE= Xt
H7|0755, U root 27 Xt7t ELICH BIAE L= =Xt
$iAjo| HSELICH

1}

snapshotDir E E MHSLICt true 7t 2(8) BHSLICt . snapshot
SES WMASH= Z20[ETE = U=
ClAlE2|QL|Ct 7[28t2 |LICt false 0l= 9
7tAMEE QO|ZLICt * . snapshot CIAEE|=
J12Ho 2 MEEX| AELICL OE £0, 34 MySQL
o|0|X|t #2 L& 0[0|X|= oM 01|§EH§ Z,FEofxl
UELIC}H . snapshot CIHEE|[7F EA[ELICH

exportPolicy S50 MBS AAZE FMZ MFSLICL 7|22
ULICH default.

securityStyle E0| HNASH= O AHES Hot AEMYS ™S CH
7|E’IS QLICH unix. 2% 22 YULICt unix A

mixed.

Cts

ol

7t SM2iscCsl * of| 2k HEELICH*.

—

|1+0

ME MEiBtL|Ct MY
fileSystemType iISCSI 2ES ZUst= o AHEE = T =
HYELICE 71222 YULICE ext4. F2T 242 LICH
=]
X

ext3, ext4, xfs.
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SHS MEHSLICE Ad
spaceAllocation E E MYSLICt false HA = LUNS| SZt 2 7|52
SHAIZLICE 712252 LICt “true’ S, ONTAP= 2&0|
37H0] &35t =E2| LUNO| M7|E s18g + gls
SAE0| ARULICE 3t 0| SME ARSI SAE]
HIO|EE AtK|E I ONTAPUHIM XtSOE 712

of

etz & QUBLIC

Ofzl of|E EESIHAIL.

* 10GiB 28 MA:

AHAES AHZ5H0 100GiB =28 H4:

docker volume create -d netapp --name demo -o size=10G -o
encryption=true

_I.

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* setuid HE7} MR E 222 MAMSHL|C}.

docker volume create -d netapp --name demo -0 unixPermissions=4755

X4 28 37|= 20MiBYL|CE
AR ofiH] 32H0| X|HE|X| 42 B A% HMO| ULILC none, Trident= 0%2| A% OfH| SZHS ArEEHL|CH
© AR FHMO| Yl A ofjH| S2Ho] gle 2 &S YaYLItt
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docker volume create -d netapp --name my vol --opt snapshotPolicy=none
HAE ZHO| = 28 R 10%2] AFEX X|H A% ofjH] S2t2 MdelLct
docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

HAE EHM 51 10%2] AFEAL XIE A% ofH| S2H0| = EES MERLIC



docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© AHAEFHME A0 EES M5t ONTAPL| 7|2 A4k of|of SZHEEH O = 5%)S M ETLICE

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element 2TEQ|0{ 28 2M

Element 2ZE0] SH2 SEI AH2El MH|A FE(QoS) M| 37| 8l 37|12 HEAIFLILE. =2E0| Hd&H
=ES ME30 HZE QoS ME X[FYLICt -0 type=service level HE.

Element E2t0|HZ QoS MH|A &
HAEl XA X 3 HAE |OPSE X|HSt= 31'%"—|Ef.

NW
oﬁ
19
HF
st
e
=
[l
)
rir
I
o
15
=0
0%k
fjo
0)—
0x
Of
kl
1
0x
H
ne
10
o
ol
ic]

7|E}t Element AZEQ0| 28 MM M

SHE MEiBiL|C} Mo

size 28 37|, 7|22 1GiB £ 714 g2, 7|2
37'“:"5G"}.

blocksize 512 EE= 4096 & SILIE AFEEILICE 7| 232 512 £
TM g2 DefaultBlockSize &L|LCt.

o

QoS FO7t EEE TS MB 74 IAS HTSHIAIL.
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

¢l #-d0 M= Bronze, Silver, Gold2| Al Z7tX| FM Fo|7t JAELICE. 0|2{¢r 0| §2 el =Z X[FE LI

* 10GiB 2E 28 M4:
docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
* 100GiB Bronze 25 M4A:

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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THA|
1. A% e 22001 2 (of: AL8)Z ALESI0] Astra TridentE Alst= 2 docker plugin HHE &X),
Ct2at 20| Lt
docker plugin 1ls
ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume
Plugin false
journalctl -u docker | grep 4fb97d2b956b
& 22 £E0M= tHRE 22 2HE TIEtet = A0{of eL|Ch E25HX| g2 42 CiH 1 24 & et
AELICE.
2. O 222 A83I2{H ClH 1 222 M5 E AFet E2{1012 AX|SHLCt

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

EEhE-I HOo
— =

eloj ojo| Ex|El R LI 2Z= &

docker plugin disable <plugin>

deteiLct.

docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. SAEO|A] HO|L{2| RHH|Z
ClAEz. CHO 2UE &

Ast=

a LA
getot{

HOo

ST
=
=

el o Auxel 2xls B0 olg
o CHE2at 22 o
Error response from daemon:

connect: no such file or directory

==k

E0M ZOE MEE £
K| ™HEL|Ct ~-debug E22{3212

ZYUSLICE Crs| E2{0002 AEXIL

UELICH /var/log/netappdvp

E I ) IL|C}. o] &

dial unix /run/docker/plugins/<id>/netapp.sock:

=2
=
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T20| &l= 22N 2 7|58 AF1 AU
* Ze|o[o| PVE EASt= Ol EM7t A= B2, BIEA] & ASHIAIR rpecbind 7F AX[E[0] A SLICE.

O
SAE OSO| 2Lt Ii7|X| 22|XHE AHESHe &QABLICH rpecbind 7H A SULICH £ HAHSHH rpebind
MH|AQ| ME{E =olgt £ QEL|Ct systemctl status rpcbind e 12t 553 HF0|2t= AIL|C.

2] Astra Trident Q/AEAE 2t2|etL|C}

of2] AE2X| TS SAlO| ALBE £ UEE 521 FS Tridento] 012 AAHAT}
LQBILICE Of2] QIAHAC| 7| 2 AIBBI0] T2 0|22 KMo HRULITH —-alias

ZH|o|HY E2{092 8M, EE= —--volume-driver SAENA TridentE QIAE ASIS I
Metet 9l ML

Docker 22| Z2{1Q! EHA(HH 1.13/17.03 0| &)

1. 28 8l 7 oS X|Fohs A Hm QAARAS AZEL|CH

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2 o2 WA 7

0x
]
1o
o
>
ox
o
2
rE
=
>
o
>
i
>
I
oot
Il
il

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. &S C2lo|H 0|F2Z X|Hst= 252 YIELICt

docker volume create -d gold --name ntapGold

=852 3%

=2
i
muln

o,

rlo

docker volume create -d silver --name ntapSilver

7|Z(HZH 1.12 0|8t) CHA

1. ALEXL X|H E210|H IDE AHBSI0 NFS o2 E2{1018 AIRfRiLCt

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json
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2. AF2%} X|H E210|H IDE A3 iSCSI MO 2 Z2{1912 A|EHSL|Ct.

sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. 2t E2l0|H QIAEI A0 Docker 28 T 2H|XY:

OlE S0{, NFS2| 2%
docker volume create -d netapp-nas --name my nfs vol
O£ S0 isCsIe| 2%

docker volume create -d netapp-san --name my iscsi vol

AE2|X 7Y EM

= [

Astra Trident T+ 0j|

olzfet 714 M2 A8 T2l 2E2|X| ZMZF0]| 2AIL0| 2= Astra Trident -0l HEELICE.

FMS dEigLt 49 o
version T I ™ Hs JL|Ct 1
storageDriverName AEZ|X| EEIO|H O|EQLICH ontap-nas, ontap-san, ontap-

nas-economy,
ontap-nas-flexgroup,
solidfire-san

storagePrefix =& 0|50 CHgh MEHX staging
JHI:*f°'|--||:|' 7|22 netappdvp_.

limitVolumeSize =& 370 cigt MEHX H|st, 7|22k 109
llll(jl-x1| _Q_ OI_I- EI:II)

solidfire-san E2I0|HE= o| M™E BAStT HEHE AFRSHX| 2ELICE Docker 25 OHZOf|
E7H tenantIDE At25t7Lt 0| EX|7t A El B2 Docker?| Docker M, E2}0|H ’é*E 5 RA
O|ECZ T EM H|0|HE ALEdt= 20| E&LICL.

AE5HX| OMMA|R storagePrefix 24 A= 0| CHSE (7|E7F . 7|ENoz 2= )°'L|I:|-
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&2
2
H
i
r
n

ONTAP 7+ A

flel 22E 79 2 20l ONTAPE AEY

U3t E2

4%

ONTAP &t2| LIFS| IP =ALICE
FQDN(Etetel =0|el o[ E)S

XEg = AL

managementLIF

datalLIF IZEZE LIFO| IP =AQILILCY.

* ONTAP NAS Ez2}0|H] *: X| & &t
S HELILICE dataLIF.
MBE K| = AR Astra

Trident= SVMO|A Cl|[O|E{ LIFE
7t SL|Ct NFS O E ZHiof|
Ar2% FQDN(ERSHE =09l
0|8)2 XIHstH o2{ H|o|H
LIFOlAM 25 HHAZ 2l
2I2CE ZHI DNSE MAM%t
UAELICE

A
L

°* ONTAP SAN EZ2|0[H *:

iSCSIO]| CHalf X|-HsHX| Ot A2,

Astra Trident?} AF2&HL|CH
"ONTAP ME{X UN ¥" C}&
HAE MME HANst= o Ledt
iSCILIFE ZAMs2{™ A1 ghi
Al dataLIir HA|FHOZ
Mo|ElL|Ct,

A8 AEE|X| Zhe HA(ZE| LIF7b svm_nfs
Sa{AFH LIFQ 22 Q)

svm

AE2[X| CHtO[ A0 H&E AFE XL
O[S &Lt

username vsadmin

AE2|X| C[HIO| AN HESH=
A L|Ct

password secret
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https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
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https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
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SUS MEPLCH

aggregate

limitAggregateUsage

nfsMountOptions

igroupName

limitVolumeSize

gtreesPerFlexvol

29 o

T =H[X'J 2 @I¢t 02| AO|E(ME aggrl
Arg, sVMoi| MElsHo 5He 2<2) 2

A2 ontap-nas-flexgroup

E2o|H, 0| 82 FA[ELICE

SVMO]| &etEl B = O aZ2|AHO|E=
FlexGroup 2E&& Z2H|Xddt= O

At EL|C

MEf Al o2, AHEE0] Of 75%

WESEC 52 P 8 T
Anfst|ct

NFS OIRE SMS MESHA| -0 nfsvers=4
HMogtLICt 7|22t "o

nfsvers=3"QJL|Ct. * O AT AL S 5

UELICH ontap-nas U ontap-

nas-economy Z2t0[H * "NFS

SAE Y HHEOI| E

ERSHA 2",

Astra Trident= = E5 2Hd 9l netappdvp
22| EL|Ct igroups S
netappdvp.

- OllABE AR E 4 RlALICH
ontap-san E20|H *,

|t 28 7ts =28 37| A qtree 300g
Ml =& 37]. 2l B2 * ontap-
nas-economy E2t0|H, O] FMH2
MM El Flexvol2| 27|18 =72
H|gretL|Ct

FlexVol £|CH gtree= H| [50, 300
300]01l A0{OF SIH 7|23t

200LICE o 22 * ontap-nas-
economy EE}0|H, 0| SMZ

AESHH FlexVol*E Z|CH gtree &5
AEXE X = USLICE

= XIE5HR| §0tx LTt
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SUS Mgt 243 o
spaceReserve 37H0Y 2 E; none (Y none
TZH|NE) E= 2 ST
volume (F7H2)

snapshotPolicy AtEet AHAF HMO|H 7| 232 none

snapshotReserve At oflH] Z2ZHH|E, 7|23 10
"0|0{ ONTAP 7|28t = AL RLICH

splitOnClone Md Al o2 220 2ES false
SHRLICE 71282 YLICt false
encryption MZ2 &0 NVE(NetApp Volume %

Encryption)E X[&5tH 7| 232 2
MHEILICE false. O] SN2
A235t2{H NVE 20| MIA Tt

S AENAM 2430 RU0{0F
ghL|ct.

HHOI C 0| A| NAEZt &M 5tEl AL
Astra Tridentt]] Z2H|XHY =l BE
=52 NAE7 2 M3t Ct,

KtMISH LHE2 CHS 2 & ESHYA|
"Astra TridentZt NVE 5! NAE2}

—_
ASEl= 2,

to

unixPermissions ITZH|XMYE NFS =2&0i CHet NAS 777
=M, 71242 = BEELC 777

snapshotDir off HMASEHY| 2Tt NAS SMYLICE true
.snapshot Directory(C|ZEE{2]),
7|22t false

exportPolicy NFS AAITE MO AFES NAS default
FMHO|H 7|22 YULICt default

securityStyle T2H|NIJE NFS SE0| HM[ASH| unix
2$t NAS S L|CE

NFSE X|HELICt mixed B unix
HOob AEHY 7|22 LICH unix.
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SUS MEPLCH 29 o

(B = |
fileSystemType SAN SM - O A| A"l RAES xfs
MEfSHLICH 7222 LICE ext4
tieringPolicy A2 AEs M, 7[22t2 LT none

none; snapshot-only ONTAP
9.5 0| SVM-DR #4&

N2

=]

H
rz

£ Z&/8LICt ontap-nas % ontap-san E2t0|HE= 2 Docker 2&0i CHo ONTAP FlexVolE A gfL|Ct.
ONTAP+= %|CH 12,0007H2] FlexVol ELE-lﬁE'lg M85 EHAEH == X|CH 1,000702] FlexVol2 K| gtL|LCt.
Docker 2& 27 AF0| o|2{s Aot He| Lol Q2™ E EHESHYAL ontap-nas E2I0|H= Docker 28 M|F
AHAFSI 2B EX2E 22 FlexVolol| M ®MBE= F7t 7|5 HE20| M2 &= NAS £FMLICEL

FlexVol M[gtoll 8 7ts%t AELCH O B2 Docker 50| HRot 32 £ MEHBILIC ontap-nas-economy &

o

2 S ELICt ontap-san-economy E2t0[H.

£ Z22I8L|Ct ontap-nas-economy EEI0|HE A5 2 3'-f3|5|'_ FlexVol = LHO| Docker 252 ONTAP
gtreeZ MMBIL|CE gtree= L8 7|52 S|t 2HAE =% Z(CH 100,000 3! S2{AEHT 2,400,0007HX| &M
Ol FHO{t <22 HlZefLIct £ 2&l2LILt ontap-nas-economy E2I0|H= Docker 28 ME AHM E= 22
SN E X[HSHK| k&Lt

@ £ 2=I¥LICt ontap-nas-economy Swarm2 (2 LEQA =& MHS QA AER||0|MSIX|
o2 BiXl Docker SwarmOllA] E2}0[|H 7} X| [ X| gt&LICE

£ Z&/8LIC} ontap-san-economy E2I0|HE XS E 22| &= FlexVol2| 37 = LH0O||l Docker 252 ONTAP
LUNS = ‘M MetL|Ct O|ZA| 5tH 2k FlexVol7t SHLES| LUNO|ZE X|SHE|X| 9O SAN ¥ ZE0| O LI2 &M S
HSELICH AER|X| A|AEO] 2 ONTAPE= S AT £|CH 16384712 LUNS X| @ ELICE S&0| 1 otzHoy|
LUNO| QIeE = 0| E20|H= Docker 28 M| AHAF 2 22 SHE X|2LICH

HJIHJ

HEtLICH ontap-nas-flexgroup &9 7o MU= L E HEHHIOIE R EE &S &~ U= T E5C=E
B2 x1a|E SZILICt FlexGroups2| O| A QI AF2 At 2= AI/ML/DL, EIHI0[Ef & M AT EQ0] YiE,
ﬁEEl”o', ot M&A 50| UYELICE Trident= FlexGroup 282 T2H|XMEE of SYMO| &Y= 2 E
OH22|AHO|EE AtEBILICE. Trident2| FlexGroup X0 = Ct2 1 22 12 AFEH0| QU&LIC

* ONTAP X 9.2 0| &0] THBtL|Ct,

* O|H 22 E{ FlexGroups= NFS v32t X|lgtL|C,

* SVMO|| CHslH 64H|E NFSv3 AHEXtE At&%t= 0| E&LICEH

* X|4& HZE FlexGroup 27|= 100GBYIL|C}.

* FlexGroup =2 E01 CHsh A= 22 MH0| X=X E&LICE

FlexGroupsO| Mgtst F xGroups | I3 ZC0f CHSH XEMSH LHE 2 £ HZTSHIAIR "NetApp FlexGroup 25 28
At 5 18 710|E E EXSHYAIR",

22 2o 15 7|=I'_} CHH 2 & &2 2/6H Docker Volume Plugin®| 2] QIAEA S E ALE5I0] Aldtet 4
UELICE ontap-nas E CHE BWHE 2 AMESH= ARLICH ontap-nas-economy.
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ONTAP 1A I o of|

* NFS2| 0l ontap-nas E20|H *

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0| ontap-nas-flexgroup E20|H *

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0| ontap-nas-economy E20[H *
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

* iSCSIQ| 0f| ontap-san E2}0[H *

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

* NFSQ| 0l ontap-san-economy E2}0[H *

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

Element 2T Eg||0f A

Element 2 E2)|0{(NetApp HCI/SolidFire)E AtE5t= 22 =2H +4 7t o= 0|23t SMS A8 =+

AL

|
S

rr
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SUS MEPLCH 29 o

Endpoint <a https://admin:admin@192.168.160.
href="https://&lt;login&gt;:&lt;passw 3/json-rpc/8.0
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &l
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

SVIP iSCSIIPZA QU XIE 10.0.0.7:3260

TenantName A8 SolidFireF HIFE (&S docker

L
gs A2 M)

InitiatorIFace iSCSI EzTlE 7|2 QAEH|0| A7} default
Ol QIE{H[O|A R H|THE! [y
QIE{HO|AE X|HEtLICt

Types QoS At Of2l ol E EZSHMAIR

LegacyNamePrefix A 0| EE Trident AX|2] MEAL  netappdvp-
1.3.2 O|™ HHQ| TridentE At&st
7|1& 288 gae0|Est= 22 0

US HTSI0| 28 015 WHS 59

UH%'E._' O] Z&0ll A M| 230
gfLCt,

£ 2&/8LIC}t solidfire-san =207} Docker Swarm2 K| & SHX| k&L LY.

Element 2ZE 2|0 1A I off
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"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

AT 2 2 A[eE Ar2k
DockerO| Al Astra TridentE A2 I 224 2| 5! Ao A2 CHet HEE kIS AL,

O|™ KX 0| A Trident Docker 25 =291 20.
L= ClEHe EI e €O8|0|E @F 7} dhMstL|Ct,

CELE
1. Zajaelg uizsteict
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docker plugin disable -f netapp:latest

2. Z2{00lg MHect.

docker plugin rm -f netapp:latest

012 CHA| AX|RL|Ct config OH7H H 4.

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

-—all-permissions config=config.json

=5 0|52 %

Docker SwarmOj|
EX™ SZ0| J&L|Ct.

2~ 2Kt 0| &f0|0fOf BfLICE,

0|= Docker
S ASHL|CE " 257732 A=

E5 ID LA

ZE 0l

o

* 51X Docker Swarm&

* 25 2F2 Swarm S2{AHQ| 2t LE= A0 ™

S2t0[AES| Mo A LICt 22t0|HE
SHYAIR".

= Astra Trident’t 2=

i
an
ro

>
rn

L|C}

o

2%t 0|22 Windows Z2Z2

AE2[X| & E2t0|H ZE80|M O|F X|JBHK| @=

=F MEXZ AE-LICH

c =2 2813¢Q |(Astra Trident )2 Swarm E"E1J“E1°I 2t LEo|A SEIMoZ Mslis|of ShL|Ct.

ONTAPS| & 24| Sl &t miZ ¢

A pEt —8—3.‘_ fOIEf.

LICt ontap-nas

LIHX| E2t0|H0ll= Eatot "SAt @lo] T Qo CHsl Cizke| 282
=9 a9

QUELICH HlE =0, Element0ll= =

NetApp2 Docker B0 I =M S RISUX|T, eF 27104 CHet EA

FIexGroup% D2H| N5t /JE B2, F
SE|= oLt o] 42| O OZ|AIO|ETt A= &
JIEHIH"'OW &Lt
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=
O|E0| ZX[2F D7} CHE +=

£ Y FIexGroup01| DI2H|NYE =

42 ONTAPE &

l= A

% ontap-san Xt 7|s, O[21 MITt LHOIA 2SS 5

B YEfet

o — 22 X7t
AL

StX| gLt

FlexGroup2}
HIH FlexGroups
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A= BE= X2

== =21
Astra Trident2| &X|, M, A18|0|= 8! 2X| s 20l CHel XtF 2= 2 =20f| CHeE EHHE
AOIEH AN .
ol xl=
eSS R
Astra Trident= 0Lt Xt SA|EIL|H?
Astra Trident= 18, 48, 78, 1020 37H&0tCt ZA|E/L|C} Kubernetes 22| A o & S QILICE

Astra Trident7| £ HZE 2| KubernetesOl|A ZE|AEl BE 7|52 X|SL|7H?

Astra Trident= YHIX O Z Kubernetes°| o*ﬂf |%% X[&6FR] 4&LICE Trident= Kubernetes HIEF 22| =S
I2= & Trident 22|A LHOA HIEL 7|52 X[}E 2 ASLICEH

Astra Trident7t 252 2|5l CI= NetApp ME0 SSE(0 UELII?

Astra Trident= CHE NetApp £2ZE 0] HIF0| S55(0] UAX| M =2 &Y ofF2|AH 0| M= ASELIC.
J2{L} NetApp Sl = AE2|X| C|HIO[ AT} RLO{OF BHL|Ct.

Astra Trident 74 A& YEE 25 F224H OfEA| 8liof gL{nt?

£ Ar8ELICt tridentctl get Astra Trident 70l CHEE ZtMISt LIE S He{H HES LHELICEH

Astra TridentOl| M AE2|X|E TEH|NHSH= 2HHO| CHet HIEERIS €S2 £+ JASLIT?
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2EXtet e AX|ELCH
kubectl patch torc trident -n <namespace> --type=merge -p
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ZESHH 0|2 2ele & JUESLICE kubectl get pod -n trident.

Astra Trident 20.07 % 20.10& tprov CHdl torc.

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

tridentcti2t &4 AX|ElLICH

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

ofsto] 2 wioll=of Ciot CIHO 238 HE £ YELICH debugTraceFlags HAIE MONM KE =
SHOtL|CH debugTraceFlags: {“api”:true, “method”:true,} Trident 210{|A API & 5!
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MXLE AHESHH TridentE HiZESH= B2 2 MAEHRILICH TridentOrchestrator HE Al& Installing &
BHSILICt Installed. S(E) BESIH Failed BN, REX7 XHMHO R S71E £~ gl= 32, C2 BHOE
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tridentctl logs -1 trident-operator
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48 2T AejolLio] 228 st SHL ol SIKIE 2l + U 0l
Airgapped £20| 9AE 5 HEfl0[L O|DIXIE 7HHS 4 Bl XY 4 UBL

Trident= AX|S}X| 23t 0|SE AOIEE{H LIS A8stL|C}
2(B) dHE YA TridentOrchestrator &EH.

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

Ol 7= 7t 0|0] RS2 LIEFHLICH TridentOrchestrator

TridentS MX|St= O] AF23MSLICE 2 Kubernetes 22{AE{ = 0|2{¢t MEQlL|C}
Trident2| QIAEATL SHLIRE QIOH X HEl BE QAAEHAO|A 2Kt O|E =QlgtL|Ct
St AEROI A|ZHO] Bt JHEERQILICE TridentOrchestrator & 4= UEL|CH
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EESH Trident Pod2| HEHE 2HESHH RVt B RE[U}SS LIEIL= 27t BELC

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml8s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml18s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

=

Pod7} 2tT5| x£7|ot2 4~ glSS &fol™ —1*— UL
StLt Ol &fo| ZIE|O|L O|0|X|E 7t K| 2447

=HIE 2ot H 2 WASHOF SLICH TridentOrchestrator YSLICEH
L= 2(B) AN £ JELICH TridentOrchestrator' 2 AFE5H A 2 PHELICH
$HE| D Hetot HO|E JHxl 5Lt

= ME0910 Trident HiZE 7} H36HX| 2ot AL 2X| s &2
tridentctl

B2910| H2RE|JU=X| LOILH7| Il E A2 MX| T2 IS CHA| Adlie 4 QIELICH - CIHO 2=
SR|7t ARIX| Ofefsts Bl E20| £l 0l

./tridentctl install -n trident -d
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./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

£ 245t

Alghsh & QIELICE tridentctl install CHA| HE:
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O| 2t max-volumes A0 2} R 7}X| 7|&=0f et CHE:

* ONTAP SHAE0| = 7|E =& LI
* CHZ OHSEIH|0l 0] THAH Trident 2/ 70l Z2H|IM Y A2 045 = =& +ULICH

* Kubernetes O 2|H|0| MM AtEE HOE KL= HF 22 +LICH

E Z2I8LCt max-volumes value= 7HE ONTAP = E7} Otl ONTAP 28{AEQ B & L E0| TZH| Y= &=
=SYLICH 2O Z ONTAP 22{AH 20| CHE L EHCH EM O B2 Trident Z2H|XY SE0| /U2 = Y=
R TR Z710| YMHE £ JASLICE,

£ 0|, 2= ONTAP 22{AEH = |t 20007H2| FlexVolumesE SAEIE & Q= 7150] JYELICE X[ =

+2 125092 MESHH 0 MESLICE agiLt, B ol B "0 22|H0|E" Bt 20| A SVMO| &St 7LE, oF
iEOﬂH SIEtEl Ol OE2|AH|I0|EE 22 SO Qo TEH|XYY & Q= 2, OE L E= T2H|XYEl 2E Trident
=509| EfAO| ELCt &, B HA offe = =0f| cHet 28 Moo S22 £ JESLICH max-volumes L0l EEHoHH
Trident2}t SHE LEE *fgﬁf" 7|Ef 2& M 25 F¥2 0|ELICE * 22{AHQ| ZH LE0|[A 0fa2|AH|0|ET}
St 29| Trident?t AF23H= SVMO|| %%*EIEE StH ol2{st Mehs WX 4 JAGL|Ct *

273


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-dap/GUID-B9E36563-1C7A-48F5-A9FF-1578B99AADA9.html
https://hwu.netapp.com/
https://hwu.netapp.com/
https://hwu.netapp.com/
https://hwu.netapp.com/
https://hwu.netapp.com/
https://library.netapp.com/ecmdocs/ECMP1368859/html/GUID-3AC7685D-B150-4C1F-A408-5ECEB3FF0011.html
https://library.netapp.com/ecmdocs/ECMP1368859/html/GUID-3AC7685D-B150-4C1F-A408-5ECEB3FF0011.html
https://library.netapp.com/ecmdocs/ECMP1368859/html/GUID-3AC7685D-B150-4C1F-A408-5ECEB3FF0011.html

TridentOi| A &t =&2| 2[CH 37| S H|EHRfLICH

TridentOi| M Mde = = 28| 2|t 27|18 FLE5HH & AEYLIC 1imitVolumeSize 7 Ha S
MEHBIL|CE backend. json &

AE2|[X] of2f|o|of| M =28 3712 HMO5t= A 2|0 = Kubernetes 7|52 &&3H{0F &HLIC}.

02
0%
oo
2]

HAP

M

ME3IEE TridentES AL}

H2[0ofl CHAP O|L|A[0|O|E{2t E}ZI AHEX} O| & U &S E X|™HStD SVMOU|A Trident?t CHAPE AFESIES
= QUELICH E AF2ELICH usecHAP Of7H Ha BHAIE MO M Trident= CHAPE AFE3510] ONTAP
ofl CietiSCSI HZS QISTL|Ct YtsF CHAP X2 Trident 20.04 O| A0l AT 4= QUSLICE.

JE X 1=
2 ox 12
[Mmet N

SVM QoS YHMS MHsta ArggtLict

SVMO|| M2E|= ONTAP QoS HME &23l0 TridentOl| ] Z2H|XHEl EF0|AM AIRE 4= = |IOPS 2
HistgtfLict J2{™H off| =30| ElLC 2§22 YX|BfL|CH EE= Trident SVM 2|29 TEEEOH %'%*; FX| o
H|of AH|0|H

rir

R 7HX| HAZ SVMO| CHet QoS HMZ ‘Hdeh & JASLICH 7Ha Hetst HEE= A
At (@]

7tX = =; 2 2 ONTAP HH AEME
ZSHIAIQ. Ofal 6= SVMO| AL JH58t & I0PSE 500002 Hghets Qos Hlg

St

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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* B =0l M NAEZt 2ot B2 Astra TridentOl] Z2H|XJE 2= =EF2 NAEZF 2detEL|Ct
X

* NAE7Z} HHAI = 0| A EHMSLE|X| 42 AL, NVE 253t Zej1E 2 MAESHK| O™ Astra Tridentd|
IZHMYE DE EE2 NVES ME2E £ QUELICt false SHAlE A

NAE X| 2! 8l = 9] Astra Trident0ll A4Sl 282 NVE £ NAE 25 3H0{of BHL|Ct.

© NVE 258} 22|02 2 MES 4 ASLIC} true Trident HOIE 01 NAE oS3t
©) THelsl D ERYE £ o o8t 7|2 AIELICH
« NVE 258} B2§12 2 MHBILICH false NAE K|2 OISOl A NAE X[ 222 MABHL|C}
NVE 258t 2412 2 SH0H0) NAE USBIS HIZHABHEE & UALITH £also.
* NVE 253 Z2|0Z2 HA|XMOZ 2 MASI0] Astra Tridentd|A] NVE 2252 2502 MAMTH A QLA L} trye.

* "ONTAP SAN 714 ZM"
* "ONTAP NAS 714 4"

Linux £ 7| 43 (LUKS)

LUKS(Linux £ 7| dH)E &M3}st0] Astra Tridentt| A ONTAP SAN 2 ONTAP SAN

AH 252 gzt & JYELICL Astra Trident= LUKS =3t 250 CHot &< &2t 5l
o|5t

Astra TridentOf| A] LUKS 233} 2§22 Of| A HESH= 2 AES-XTS-ai64 cypher X ZEE AFSRILICH"NIST".

AlZfoto] FHof

* MUK} L E0fl= Cryptsetup 2.1 0]&4(3.0 0[3})0] EX[=[0f AO{OF BfLICE XtMISt LIE2 £ EZSHIAIR
"Gitlab: cryptsetup”.

* d5H9 O|RE &YX} EE AES-NI(Advanced Encryption Standard New Instructions)S X|2/5t= Z10|
ZELICEH AES-NI X[ 2 =elsta{™ O3 HHES MLt

grep "aes" /proc/cpuinfo

Ot ZL= Hhete|X| o
AO[EE EEJHYAIL

MM = AES-NIS X|&SHX| t&LICH AES-NIO| CHEE XEM|sH L2 T2 ¢

oHIZZ
"QI=: AES-NI(Advanced Encryption Standard Instructions)".

LUKS 2 33lE AtEeL|Ct

ONTAP SAN 3! ONTAP SAN 0|Z 0] EF0i CH3ll Linux S 7| BE(LUKS)S AIE3IH 288
A=otE st = ASLIC.

fot
[m
I

|

1. gHAllE MO LUKS 253t £ 2 HOlBtL|Ct. ONTAP SANS| BHollE 1M S Mof| CHe XtA|SH LIE2 2
ARSI A "ONTAP SAN 724 SM",
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {

"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. A8 parameters.selector LUKS SIS ALESI0] AEE|X| 22 HO|BtLICt O|E &M CtSat Z&LCH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: netapp.io/trident
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

rir
oo

3. LUKS 2= & Zoldh= Y8 ddelLct oS S Ch3at 25U Ch

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA
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Mgt Aret

LUKS - 2f2otel 282 ONTAP S35 M7 & =2 &8 + glaLct

LUKS =52 7IH27| ¢leh #AllE - iL|Ct

LUKS 252 714 2{™ 2 MH60F SLICt 1uksEncryption & MEEL|CH(true “Hoﬂ'zoﬂkl £ S=Igct
luksEncryption FMHE2 2EO| LUKSE E=45t=X| Astra Tridentd] Z2{ELICt (true) £= LUKSE E46X|
AELICH (false)E EESIMARL.

oI-F

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKS &8 301D 31HS Solet + YgLICt
25, AYAELE H20| T 0|4 HESHK| 4SS S0l nix| S 2 UK OHYAIL. HEE
(D gerteds 39 282 012 4 900 HlO[E{7} 25 3tEl MEH= SXI5|D ANAS 2 gl

Of ZhHofl CHaH

LUKS 2= 2|2 M LUKS 2= E X|H%t = S&S OIRESH= PODZt HME off ZefL|C A PODE Mg mj
Astra Trident= 2&°2| LUKS 2= & H|Z | & A 2|0|=(passphrase)2} H| i gfL|Ct.

s 2B Ut H|EO| Y ATt LXK AO™ S| HO| LAHBILICE,
s S| Ao UHH[H e &M A5 ef UKX[SHH I} EILICH previous-luks-passphrase Of7H Ha= 2A[EL|CE

1. & FIHELIC node- publlsh secret-name ¥ node-publish-secret-namespace StorageClass
Oi7H HEQULICEH o S Ch2a Z&LIT
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. 28 E= 2HR0M 7|E 22 E AEYLICH

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. 2E0I CHEt LUKS Y= 5 CI0|ESH M 2= U O|™ 2% E7E X|FeLICH &elefL|Ct previous-luke-

passphrase-name % previous-luks-passphrase O|™ IJAIZ0|XE LX|A|ZIL|CE.

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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=
=5

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

@ OlE &0, & 71l &= #20| dtetk|= AL luksPassphraseNames: ["B", "A"], $|FO|
otz A 3

|HE 2A=e 5= ASLICE

LUKS 2=t =E0M =& &S g4t + ASLIC

X
=
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fot

FMSIRILICH csSINodeExpandSecret 7|& AHIO|E(H|EF 1.25+). & TESHUAIR "Kubernetes 1.25: CSI
| = 7|5 2 Eof| H| 22 AR EL|CH E BRSHIAR.

i
oM

ZFIMELICH node-expand-secret-name % node-expand-secret-namespace StorageClass Oi7H
L|Ct. ol E S CHSat Z5L

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true


https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
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https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
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A XS A

Astra Trident £ E

Astra Trident/| S410| AFE5h= ZEO| T3l XfM[S] LOHEHAL.

Astra Trident TE

Astra Trident= CtS ZEE Edff SEAgL|CE
IE =5
8443 X' HTTPS
8001¢Q!L|C} Prometheus HEZ| AIEXQIE
8000 Trident REST A{H{

17546 Trident C|ZE0| AFE L= EM/EH ZE2H X E
@ 2 A8ote] dX|St= SOt &M/=H| T2E TEE HAT £ JUELICE --probe-port AL, 0]
EE?f FAXE 29| CHE T Z N AN AL EX| RAEE Sh= 20| SRELICE

Astra Trident REST API

QUELICH "tridentctl HE 51 ZM" Astra Trident REST API2} &% XE5H= 7Ha 4|2 WH2
REST QIS HQIEE XI™ AlR3tH= Z1QIL|C}.

=

REST API AF2 A|7|

REST API= Kubernetes?} Ofl 12 2HA0]| A Astra TridentE S2 Al HIO|LH2| 2 AtRSH= 1Z MX|of

FEYLICH

O LIS Hot2 9|8l Astra Trident2 A28 EAA|2 REST APT = POD LHOIA A&liEt o 7| 2& O 2 |ocalhostE
X|etELICE o] S22 HAESIH™ Astra TridentES A&HOF &L|CE ~address 217t SHE POD 49| Ql~IL|C.
REST API A2

API= Ch21ah 20| 2tSELCt.

GET

* GET <trident-address>/trident/vl/<object-type>: S AAQ B E JNK|E LIETL|C}.
* GET <trident-address>/trident/vl/<object-type>/<object-name>( Control Of|A &%E):
HHE JHHQ M HEE 7t ZLC
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POST
POST <trident-address>/trident/vl/<object-type>: XA|HEl HAIO] JHNE BHELICH
o MASHIHM|O] JSON FA0| TS| Zt JHAM| £3d9] AP 213 tridentctl.html S At ESHAAIQR
[tridentctl Y 8 SM].

* JHH|7} olo] A= B SE0| HEHELICE backends= 7|ZE 7HAIE HCIO|ESHX| T CHE 2= JHA| QA2 2o
ATt C}
= = .

DELETE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>: BHE 2|AAE
Al-x-||'6'+|_||:|-
| = .

Q) e st sseln Sdac s 282 AL FAsio
m]

3 2 H 2 AF|SHof BfLICH XtAMISH LIE2
2 3: tridentctl.html 2 XA L[tridentctl BH & M

]

-t

0|21t APIC| == HHHOf| CHEt OM|E E2{™ ClHOE MYTILICH (-q) A XHA[$ LHE 2 & 3: tridentctl.html 2
HZXSHMAL[tridentctl HE % SM].

SEER

Astra Trident= Trident OrchestratorE ¢/ot 6|2 @HE M S MSELICH 0]2{¢t FMES
Aot HHEE +3Y + JGL|CE
2
* —debug: C|HZ £ S SH3RILICE
* -loglevel <level>: 2 &2 MHTLICHdebug, info, warn, error, fatal). 7| 2H 22 info(H &) 7t
A ELICE
FHUIEIA
* -k8s pod: 0| M E= S MEYLICH -k8s_api server Kubernetes X|¥E AFEStTE HHSHIAI2. O]
MHE A2SHH Tridentofl M Z8HEl POD2| Kubernetes AMH|A A|1™ XtH SHE AFESH0] API A HO|
H2SEL|CE, TridentZt AMH|A A ™ 0| M 5tHEl Kubernetes 22{AE0|A PODZ MEE|= AR0)0F 25 3tL|Ct,
* -k8s_api server <insecure-address:insecure-port>: 0| M E= 2 AEELICt -k8s pod
Kubernetes X ¥ 2 AtESIEE ANSIMAIL. Trident7t XIHEl 2R HSE HEQH FA 8l ZEE AE5H0

Kubernetes API AH{ 0| HZSILICE [2EM TridentE POD 2|50 HiEE 4= QX2 AP A 0] CH$H H|E QL
HZO X[RAELIC & AE3t ZE0]| TridentS XS] QHMSHA| HAYLIC -x8s pod S MEARILICE

* -k8s_config path <file>: B KubeConfig It0] Cigt 0| Z=E X|FsH0f SfL|Ct.

Docker & & ZXSIMA|IR

* —volume driver <name>:Docker E2{1212 SE& W AtEk|= E2I0|H O|S)LICE 7|23t YLICt

netapp.

* -driver port <port-number>: UNIX QI A0 OLl O] ZEOA =4l CHY|SHY A2,
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* “-config <file>"E==: A= 14 mpA0f| CHet O ZZE X|7F3HOF SL(Ct.

Al
Al

ot

* ~address <ip-or-host>: Trident®| REST M7}t 4Ieh FAE X|HELICE 7| 2242 localhost Y LILCE.
localhosto| Al E7LI Kubernetes PodOllA] 3l Q1 22, REST 2IE{H|0|AE= Pod 2| F0i| A 27 HMAT £
NELICE AF2 —address "" REST QIE{I|O|AE POD IP ANA HHAS 4= JUEZE SHL|CE

@ Trident REST QIE{H|O| AL 127.0.0.1(IPv42] Z Q) L [:1](IPv6S] Z2)0fl M 241 5l
MH|ASIES e = JUSLICE

* —port <port-number>: Trident®| REST A7} 4l ZES X|HeL|Ct 7| 222 80004 LT

ot

* -rest: REST 2E{I|0|AE gdstetL|Ct. 7[2242 true RLICH.

— HA—

I

Kubernetes2t S&! =l NetApp XE

NetApp AEZ|X| M| ZEZZ| 2= Kubernetes 22{AE Q| CIekst ZHL EtE|0| 15
Cllo[E] 22| 7| & MS35tH, Kubernetes 7152| 7|5, 7|5, 45 & 784S SFaefL|Ct

otAEZ}

"OlAERN HEE S2tREQ 2I3|0|A 2F0|M KubernetesOi| M A3 =] = H|0|E| 2|X| ZAE[O|H Y Z2EEE
2l #e|, 22 8l 0|5 E & JASFLICL Astras HEE] S2HRE 5l 2Z3|0|A0f A= NetApp2l HE =1 S e|ot
AE2|X] ZEEZ|R9] TridentE AE0t0] Tt ZH|O|H AER[X|E Z2H|[X ot MISTL|CH Lok, AHAF MY
S EH, g5 23, H0|H 23, Mali/H|0|E S+, Cl0|E ZAf, Kubernetes Y| Z=9] 0HO| 12|04 AL AFH|E
fIct HEIE S E SH|et 22 SF 15 0iZ2|#(0|d 14 Hlo[H 22| 7|52 MSELICE

ONTAP

ONTAPE= 2 E OE2[AH|0| M0 13 HIO|E| 22| 7|52 MS3t= NetAppl| Lt T2EE S8 AEZ|X| 2E
HIHLICE ONTAP A|AEIS All-Flash, 8t0|E2|= = All-HDD M S H26HH AX|L|0{2! St=L|0{(FAS &
AFF), St0| EEfA(ONTAP Select), 22t2 = M E(Cloud Volumes ONTAP) S Ctst 113 DS F|ZgtL|Ct.

@ Trident= Q[0 AZEl Z= ONTAP HHE DS X|AEHL|C.

Cloud Volumes ONTAP

"Cloud Volumes ONTAP" = 22t E0{|A ONTAP H|O|E 22| AT EQIHE M&dH= ATEYH M8 AEE|X]
O Z2t0|AHARILICE. Cloud Volumes ONTAPE 2% ¥IZ2L, Mdl 5+, DevOps, ItY 37 5! H|O|E{H|0| A
ZE|of AT 4 JUELICH AER[X| 284, 1I7H2Y, Hl0|E| X, lo|E| AE3t, oiE2|H 0| Mt S
HESIOZ I AE|TEI0| X AEZ|X|E SEIRERZ SHEstL|C

NetApp ONTAP& Amazon FSx

"NetApp ONTAPE Amazon FSx" 2 2tHsHA| 22|E= AWS MH[AZ, TZ40| NetApp2| ONTAP AE2[X| 2
HIHOIM MSdts THE A|ARS ARSI Ml = UEE X[RLLICL ONTAPE FSXE AMESHH 1240] ol=ot
NetApp 7|5, 85 U 2| 7|15 &88t= SAI0 AWSO| H0|EE MAY mf M, IMM Hot St agst
= AELICH ONTAPE FSX= ONTAPS| CHS Mt A| AR 7|53t 22| APIE X[ &LCt.
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of B2 SIS 2%a 4 A BLICh

"4 AEE|X| BRI 4SS BEHD CAsE AE2Ix| MX| 3712 Y80 IZES BN 4 YEE
X

NetApp HCI

"NetApp HCI" &0l 2 S AtEetst et 22|Xp7t ECt 2% 7|50l 5 = UEE 610 H|0[E ME Q|
TH2| 9l SRS chas)stL| L)

=

NetApp HCI= TridentOl| A X 3| X|&IEtL|Ct. Trident= Z1E|0| LS}l O Z2|H|0|Mof| st AEE|X| K|S 7|2
NetApp HCl AE2|X| ZeHZof| =™ ZT2H|x 9 22|gt 4 ULL|Ct.

Azure NetApp Files
"Azure NetApp Files" NetAppOllA X|S5t= AEZ2I0| = Azure IHY SF AH|ARQL|CEH AzureOllA 7|2 o=
3H

7t MICt2R mhY J[8t 32 EE Al NetAppOl M 7|CHSt= d& X et Ho|E 2HE|E H3e =
olAL|C}
M- .

Google Cloud& Cloud Volumes Service

"Google Cloud& NetApp Cloud Volumes Service" = NFS % SMBE Sl NAS =E2 All-Flash 852 =

HBSIE S2PE YOIElS THel NHIATILICH Of HUIAS NS 7| 0fE2PIol g Het BE AszES
GCP 22t =0f|A H3E 5= AZLICH GCE(Google Compute Engine) QIAE A Chst el M5, F2H el
=AM, 4lojJH Ez Y E‘PJ HMAE N|SSH= 2Hd 22|Y MH|AE J(1|-'-°”—||1f.

Kubernetes 2! Trident LEXNE

REST APIE A5 2|AA N E 10 MHA| Kubernetes 3 Trident2t &% Af2gh 4~
USLILCY. Kubernetes =l Trldent Trident & AE2|X|2} Kubernetes & AEZ|X| 7t ZAIE
ZH™StE H 7HX| 2|AA A7} JELICE o|2{et QEME F A2 = KubernetesE Sl
22|k LHZHIIE TridentS %OH 2| ElL|Ct,

A7 MZ o EA M 22T 7F?

E, =8 8 843 22 U442 0lssh= 71 42 WEH2 Kubernetes AFEXI2| AEZ[X|0f| Chet tHY 27
mzs 7

=%t

1. AFX7t £ OHSLIC PersistentVolumeClaim M 2K & PersistentVolume KubernetesE At2%g
22 EH 37|YULICE storageClass O|MO| Z2|XH7 71ASH ZdILICE

2. KubernetesE storageClass TridentE Z2H|XJXIZ AE5t1 Tridenttl] B E S A0 st 2EES
DTEH|XN st WHE Lef{F= i) Ha-E ZebefL|ct
3. TridentZt EXP‘"°| B2 ot YELICE storageClass XSt

E o= [=]

Backends ¥ StoragePools 282 Z=H|Xddt= Ol AIFEE = ULt= AE & = ASLICL
M
o

4. Trident7} LX|ot= BHAS O] AEZ|X|SE TZ2H| NSt F 71| QEXE
PersistentVolume KubernetesOlA| & &7|, OI2E Sl M2| &I} Tridente] S &= AFESI0] 7t AIE
X5 B E KubernetesO| Al 22 ELICH PersistentVolume & AH AEEZ[X|E SELICT.
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KubernetesO|A] Off HFQIZSIL|CE PersistentVolumeClaim M{E22 HEOE pPersistentVolume.
E o= PodRLICH PersistentVolumeClaim A £ RE SAEQ| PersistentVolumes OF2ESiL|Ct

AEXH7L E 2HELICH volumeSnapshot & AHESH0 7|Z& PVCE| volumeSnapshotClass TridentS
7t2|7|%.

- Trident= PVCeI HZE 2ES MESt MAo| EES| AMS MEYLICt ot S WHsfLict
a}

ood
VolumeSnapshotContent O] 22 KubernetesH| A AMHAFS AHSH= StHS MEHBHL|CT,
MEX=E 8 UHE £ UELICH PersistentVolumeClaim AF2 VolumeSnapshot &2AE AFEBIL|CE,
A

Trident= 2R3t
Volume.

HAFS AESHD 1 2 E SUT HAHE SHELICE PersistentVolume 2|11 A

Kubernetes {0l g XAISt LISS & i 0| BELICH YT 25" Mg HESHIAIL.

FHU|E|A PersistentVolumeClaim LEHE

FHY|E|A PersistentVolumeClaim JHM|E Kubernetes 22{AE] AF2XI7} OtE AEZ|X| QEQIL|LCY.
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T UAZE gLt

=
=

trident.netapp.io/fileSystem

T

o
mo
Mz

X|#E[= =2t0[H

=]
ne
>

| AE ONTAP-SAN, solidfire-SAN,
ONTAP-SAN - ZH|A

trident.netapp.io/cloneFromPVC CloneSourceVolume ONTAP-NAS,

ONTAP-SAN, solidfire-SAN, Azure-
NetApp-It, GCP-CV,
ONTAP-SAN - ZH|A

trident.netapp.io/splitOnClone SplitOnClone 2 EZESIHMAIL ONTAP-NAS, ONTAP-SAN

trident.netapp.io/protocol oTZEE [ =4

trident.netapp.io/exportPolicy LHELH 7| & *H ONTAP-NAS,

ONTAP-NAS-0| 20|, ONTAP-
NAS-Flexgroup

trident.netapp.io/snapshotPolicy A LHAE X H ONTAP-NAS,

ONTAP-NAS-O|Z 0|, ONTAP-
NAS-Flexgroup, ONTAP-SAN

trident.netapp.io/snapshotReserve snapshotReserve ONTAP-NAS,

ONTAP-NAS-flexgroup, ONTAP-
SAN, GCP-CV

trident.netapp.io/snapshotDirectory AHAFC|2IEZ| ONTAP-NAS,

ONTAP-NAS-0|Z 0|, ONTAP-
NAS-Flexgroup

trident.netapp.io/unixPermissions  unixPermissions ONTAP-NAS,
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=M EE3M X =l= E2t0[H
trident.netapp.io/blockSize 22 37| solidfire-SAN

MME PV 7t Y= R Delete F7HA| Htet A1 HHMOI Trident= PV7tF 2E|AE IH(F, AHEXHIL PVCE
AR o) PVt EXE S &2 25 AMHELICH AN 20| Mg 2 Trident= PVE oY AE|E EAIStD d5¢
IY7HX] EEE PVE 822 AN WnHK| 7| MO 2 &AZ CHA| A|=ZLICEH PVOA E AF8SH= 22 Retain
Trident= O] MM E F A5t 22Xt Kubernetes 5! BHAIE0f| A O|E HE|SHH X|AH5t7| Mol EES MY E=
AR &= QT ZPHEIL|CEH PVE AH|SHE TridentOl| A B 252 AMH|SHX| 4SLICH REST APIE A2
X|7{sHOF BfLIC} (tridentctl)E =lfLICH

Trident= CSI AFYE A5 S & ARAF M S X|A|ELICH 28 AHAE MM5tD 0|2 HIO|E AAE AHESHO]

7|& PVCE SH[E & USLICE o|FHA SHH PVSe| A|™ EX22 AMAF FJEHE KubernetesOfl EAIE 4= USLICE
O O ARMARZ AFESI0] A PVSE MMe &~ QJGLICH ot H ATHEHMHA|R2 On-Demand Volume Snapshots
O{EA EHSE|=X| 2lSHA 2.

Trident= = MEELICt cloneFromPVC Y splitonClone 22 MM S 2ot FM. 0|2{8t TS AL
Kubernetes 1.13 O[S} H{T0j| A CSI 71812 AFESHA| 81 PVCE SEX|SH7LE Kubernetes EE2|A T H|EF S&
AEAE(Kubernetes 1.16 0|5H 2 X[SHX| 2 2R ALY £ USLICE Trident 19.102 PVCE 8¢t 28 HHS
2t CSI YIEZRE XIYELICE

E MNEY £ J}ELICt cloneFromPvC U splitonClone CSI Trident & 7|& H| CSI THEWE
=
CHS2 AHEXt7L 0|0] PVCE 2 &8t BRYULICt mysql "OlA 2H= M pvcE Mdg £+ USLICH

‘mysglclone It 22 FM S AESLICH trident .netapp.io/cloneFromPVC: mysql. O] M2 HHsIH
Trident?t EE2 NS5 E Z2H|XJsH= 4l MySQL PVCOl siEst= EES EEELICH

o 223 WMst= 20|

i

&L|C}.
* PVCe O EE2 Yo Kubernetes U AL|O|AA ST AEZ|X| 22HA S 74H0f LY,

* 2 M85 ontap-nas ¥ ontap-san E2I0|H= PVC M AHSt= A0 E&LICE
trident.netapp.io/splitOnClone 2 &M MBELICt trident.netapp.io/cloneFrompvC. 2t
St trident.netapp.io/splitOnClone & & AHEYYLICt true Trident= &9 SEUA ==
EES 2Y% SME =EQ ZIo|ZAO|EE M5 49 SEOM RZ|ge=ZMN LFE AEZ|X]

a2488 oUX| k&Lct. d™ oF BLCH “trident.netapp.io/splitOnClone &= 2 AX™SIL[CH

false &% SED 22 ZSE 19 ZL5HE A H5I0] HAE0||M S7F AHIE EUACEMN SEO| HA ALK E[X|
=S AR EEE MY &+ SlIELICE 282 26t 40| SHIE AlLIZ|2= Yl H|O[HH|0|A EEE

EH5IH 280 i 2 20| 2A HEHE A2 E 0| 4= ONTAPOM MIBdt= AEE|X| 2E42| 0|HE X

o= 4L

Z2IYLICH sample-input CIAEZ|0= Trident2t E7H A PVC H2|Q| 0f|7F Zet=|0f JLELICE Trident

St 2HHE o7 Ha 51 A-of| Choh XhMIgH E2 Trident Volume 7HAIE R RSHYA| L.

Mk

FHU|E|A PersistentVolume LEXE

FHU|E|A PersistentVolume M= Kubernetes 22{AEO|A AFEE = Qe AEZ|X| 222 LIEFHLICE.
A2 TR MOl 20| AFO|20] JUESLICE.
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@ Trident7t A SILICt PersistentVolume MBot= 282 79O 2 60| Kubernetes 22{AE{0f|
NSO = JHMIE SEStY SEELICEH AAZ 22|e 4 QlELICE

TridentE & XSt= PVCE t= W] storageClass, Trident= SHE XME A SHAE AESIH M =8
D 2H|X'Jstn s 2501 et A PVE SSYLICH T2H|NY SET sl PVE 4 of Trldent— Efo ESES

wHELICt

* Trident= Kubernetes®| PV 0|21t AEZ|X| ZZ2H|N Y| AL2E|= LHE 0|2 MAMELICH S ER 25
O|E2 s HeloA 1 FeL|C}.

+ 20| 37| BURo| ufet J4Y kR T ks 24YOR S 4 UK|T PVCHIN RFE 27|t
Aot 7F2H UxstLic,

FHUY|E[A StorageClass LEME

FHY|E|A storageClass LENMEE= 9| 0|ECE X|HELICI PersistentVolumeClaims £4 &2
AH8SH AER|X|E TEH|NIRLICH AER|X| 22A KNl ALEY 135 ARKIE AlEHstD E§H| X'do| osiet
+ U= ZUSE T Xt NEE HogtL|Ct

HE|XH S 2E|SH0f St= F IHA| 712 WA S SHLHILICE THE SHLb= Trident Al = 2| LTt

FHUE|A storageClass TridentS AFE3H= A2 22 CiZa 2 &L L.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

O[2{et o7 == TridentOl|2F S E[H Tridentoll 22H20| E5S Z=H[XJot= LHE LS LI

AE2[X] SaiA U7 M= ChZa 25Ut

&4 74 L ALt el

&M [string] EXIE 2 otLIR orziel EM MM S
oLt EXSHIAIR

AEEX E Map [string] StringList oL HHolE 0|22 220
L|CH ojgeL|ct

AERX| E 5

27} StoragePools Maﬁ) [}string] StringList ot solc 0|5 oid

2L|C AELZX] & SECE

O|S gLt
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24 /Y 4 @it MY

excludeStoragePoolsE  Map [string] StringList oL SHoll= 0| OHE CHA

KEXSHAAIR L{ct Lol AEE|X| E
SEQILICt

AE2|X] £4 8l Jhstt 2 AECX| 2 ME Y 8l Kubernetes 822 2F/Y 5= AFLICH

%4 7 U Ml efLlct SQESHIAIL off oI
X| & ELlct

ojefof 1 =AHE HDD, 3l0|E2|E, Z0f= ol 2 X|FE oJL|of ONTAP-NAS,

SSD ojc|oj7t ZEte|of RAJLICH ONTAP-NAS-
UASH, O|2 L0,
SIO|EHE|IEE & ONTAP-NAS-
DEE ojojstL|Ct Flexgroup,
ONTAP-SAN,
solidfire-SAN
TZH|NY @ E2X1<E QF EAALICE E20| T2 H| XY ghHo| Thick: All
ODZH| MY dHe XA ASLIC ONTAP; Thin: All
X|els|ct ONTAP &
solidfire-SAN
solE RY =XrE ONTAP-NAS, =0| o] #Hall= sl =7t BE E2o|H
ONTAP-NAS- Q¥ sgfLct  X[EEASLICH
O|Z2 0],
ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
solidfire-SAN,

GCP-CV, Azure-
NetApp-IH,

ONTAP-SAN-
O|Z =0
ARHAE S =YLct £ A3 Z2 ALHAKQ| ALHAFO| 232l ONTAP-NAS,
UR= 2ES =25 ONTAP-SAN,
Xl &g ct solidfire-SAN,
GCP-CV
=H| SgLCtH & AHA ESEE 222 ZE0| gXMatEl ONTAP-NAS,
X|&g|ct 25 ONTAP-SAN,
solidfire-SAN,
GCP-CV
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£ 7 U HMS et RESIHAL off oI s
K@ Lt

Ao} =YLct &, HA E2 Uz 3}E A7t ZHM5tEl ONTAP-NAS,
=252 XLct 25Uu ﬂNMPwA&
o|Z 0|,
ONTAP-NAS-
Flexgroups,
ONTAP-SAN
IOPS L& oro| MaolL|c ZE2o0| WM EZE20[z{gt  solidfire-SAN
IOPSE E&g = I0PSE
USLICEH BEect

' ONTAP Select A|ARIO|A| X| & =|X| Q&L|Ct
CHEES| AR QEE /0| ZZH| X0 2IMAQl GEk2 O|X|H, o€ S0 LUt TZH|XH S FSHH =E0|
ZZSHA TZ2H| N ELICH 8tX| 2 Element 2AE2[X| 22 MSEl IOPS %|4 8l £|CHZH2 AFRSHH QX =l Z40] Ol

QoS #tE HHEYLILE o] 22 RFE #2 2E2|X] 22 MHHSt= O ASELCH

A83h= A0| 71 ZE5LIC attributes HROE EX SejAS 2FAIEE &
=]

Z(E)MEY = 8l= 82 attributes 2A0 Y= E2 XSO E MESIZH E ALY & JUSLICE
storagePools ¥ additionalStoragePools &2 O ME2t5t7{LE EH Z MEE MBS 2/t 74

elLct,

E MNEY £ UELICt storagePools N7 HEE AFRSHH XM E 2 E EX0 2X|St= E MEE FI7I2 Mot Ct
attributes. &, Trident= 2 AEHE E9| WAIE AMERLICH attributes X storagePools ZZH|X L0
st o7 HaQULICH Of7H HaTH AFRSHALE & CF 2H AL S 4~ JSLICE

E MNEY £ UELICH additionalStoragePools Of|A MEHSH Z0f| 2tA|R10] Trident7t Z2H|X Y0 AFRSH= E
NEE =t&tsh= 7 HaUL|CE attributes W storagePools Of7H B,

E MEY £ USBLICt excludeStoragePools Trident7t Z2H| X0 AF8H= & MEE HE{ZSH= DK
HQULICEH O] W7 HE AFESHH Y X[SH= E0| 25 MAHE/LICE

Ol UYELICH storagePools X additionalStoragePools Of7H B 2t 52 ES AFETL|Ct
<backend>:<storagePoolList>, ®|X| <storagePoolList> = X|HEl WA =0f CHol 2EZ A2E
AEZX] E SEQLICL 0|2 S0, 9| 242 ¥HYLICH additionalStoragePools US A
ontapnas_192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronze.

o|2{st ZE0f|= WA= U FE gf 50l it regex 210] MEELICL € MY = JUELICt tridentctl get
backend HAE I e EO| SEZ 7IKSLIC

Kubernetes £

O|2{$t EML =X EZH|XMY & Trident’t AEE|X| E/HAIEE MEHSH= Of| OFRH Fek2 FX| USLICEH CHAI
0|21t EM2 Kubernetes E7 EE0|A X[ISH= O§7H #H0E S ELICH AR L E= THY A|AR MM XHAS
EIEISHH xfsprogset 22 IHY A|AEI REZ|EI7F HAd +~ Ql&L|CH

&4 Y 4 M 2t E2to|H FHLU|E[A

7
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fsType®ILICt =X extd, ext3, xfs & EZ°| 0¥ solidfire-SAN, @&
AAH 235iolL|C ONTAP-NAS,
2= ONTAP-NAS-
O|Z 0O,
ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN -
2
allowVolumeExp =g £ AHA PVC 37| Z710f ONTAP-NAS, 1.1+
ansion CHst x| ONTAP-NAS-
SM3St = 0|2 0],
H| gt StL|C} ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN-
JEr]
solidfire-SAN,
GCP-CV, Azure-
NetApp-It
£ &BindingMode 2Xt& Immediate, =22 Hiolgl gl o= 1.19-1.26
E MEHSH |C} WaitForFirstCon ==& @ 2H|XH 0|
sumer@L|Ct 2BHEl A|7|2
MEdSEL|CH

« E S2IBLICt £sType OH7H H4-= SAN LUNO|| CHol| RI5t= THY AJAE Q¥ S Ho{st= O
A EILICE B Kubernetes= 2| X 2 E AL RLICH fsType IHY A|ARIO| USE
LIEIL = AE2|X| 22fA0 UYSLICH 2E 2RH2 E AL MY £ JELICH fsGroup
POD2| Eot ZHEAE = of|2 S EILICE £sType 7F A™EIL|CEH S HZESHUAIR "Kubernetes:
Pod fE= ZIE|O|L{ o] Hot HEAES JMBIL|CH & AE5I0] 28 ARAES HESH= Wi
CHot R E He{H 2 XSIMAR fsGroup &2 Kubernetes?t Off MEEL|Ct £sGroup CHS
Z02t gt

° fsType 2EE|X| S2HA0N H™EEL|CH

° PVC A|A BEES RWORLILY,

NFS AE2|X| =2}0|H | AR T A[ARO| NFS L2 7S] YR = o|0] ZRHELICE &
AMEELICt £sGroup 2E2|X| A= TS| S XIHMNOF HLICH £sType. 2 BHY £
UAELICH nfs E= nullo] OF:! ZHS =SLICL

* S HEOHAR "EE =" =25 HT0ll it AMSt LIE2 & FZotHAI2.

* Trident &X| T2 HE0|= 2| Trident2t BH AFEE £ = 0 7HX| Of|d| AER[X] A
HO|7t MISELICH sample-input/storage-class-*.yaml. Kubernetes 2 E2|X|
A E AH|SHH S Trident AE2|X| 22 K| = A EILICT.

FHUY|E[A volumeSnapshotClass LEHE

FHU|E|A volumeSnapshotClass HAl= 2F FAFZLIC StorageClasses. 0| 7|52 AFESIH 02| AEZ|X|
A A
- T

SHAE YA + ACH, 2HMS LRt A ZA AESL| 23l 25 2L XY £ ASLICH 2

25 AUAS TI 2E AL SofAct AAELC
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AvVolumeSnapshotClass ARARS M6tz 22| Xtot Ho|dlof LICH S& AHA 2eiA = Ll &2
Ho|=2 HMEILICEH

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

£ 22IBL|Ct driver o 28 AHAFS @8St= KubernetesE X|™EILICt csi-snapclass SEiAE
Trident| M X2[gfLICH & 22ILICt deletionPolicy AMHAFS AfX|oHOF & | 3t ZAS X|™SL|CE Al7]
deletionPolicy 7t & L[] UAESLICI Delete AHAO| AMNEH AEZ|X| SAEHL 7|2 A-MAF 8
=5 AYAF NI HAHELICH, £ 2 M™ESILICH ‘Retain 2 £ 9|0|EL|Ct VolumeSnapshotContent
=2 AL EEEILICE

FHUY|E|A volumeSnapshot LEHE

s

FHL|E|A VolumeSnapshot object= BEO| AWAS WA= QHYLICE PVCE ALSXIZL 2E0 chsH
QYOS 2N BE AWM AR IIE PVCS AAZ HAISHES REoHs HALICH

AN HAIRLICE
VolumeSnapshotContent LEHME 7= PVCO|A AHAS MMSET A PVCE Mg o AMAS
DataSourceZ At&E = USLICH

VolumeSnapshot] 4= 24 PVCoHE SYTHQILICH A2 PVCTH AN El 20| ALk0]
() maEUCH AR Asto] ol PVCE A2 1 Trident= O PVCO! Chet ¢l 282 * Deleting
* MEIZ TAISHRIH 23| HASIRIS QELICh HAE RE Aol AR|E|R 250| MAHELIC,

FHUY|E[A volumeSnapshotContent QLEHE

FHUY|E|A volumeSnapshotContent HAl|= 0|0 Z2H|XHE S EUAM HMHEI AMHAS LIEFHL|CE O] = 2
FAMELICH Persistentvolume ¥ 2 AEZ|X| SHAEO|N Z2H| X' El AHAS LIEFHLICEH 2t SAFRLICH
PersistentVolumeClaim %! Persistentvolume ZHA|, AHAFO| MM E If volumeSnapshotContent
JHMl= off chet LCHY oHEE SXIBLICE VolumeSnapshot AHAF MM S QMo ZHA|LICE.

@ Trident7t ZFAELICt volumeSnapshotContent H3dtE 252 7|89 E 610 Kubernetes
ZEAHO| XIS E N E SE5tn SEYLICH AARE 22|g o lELICh

£ 22/¥LICt volumeSnapshotContent 2H|0= 1F Z0] AMAS NRSHAH AESH= MR BEIF ZEHE|O
UELICH snapshotHandle. 7| snapshotHandle £ PV2| 0|1t 2
VolumeSnapshotContent LEHE,

r

AHAF 2H0| S0{2H™ Trident? MHAE0| AHAS MMSLICH AHAFO| MM E|H Tridentt| A 2 & gL|CH
VolumeSnapshotContent Kubernetes API0| AMHAFS = ETL|CL.
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FHUY|E|A CustomResourceDefinition LEHE

Kubernetes AFEX} K| 2|AA = Z2|XP7F HO|SHH H|=ot 2NE JF2t6tH= Ol AHE &= Kubernetes APIC)|
A=ZQIEQLICE KubernetesOiA= QEHME HalM S XEST| ot AL X[H 2[AA0 MME X|JELICHL E
A o|2{Tt 2|AA HO|E JHHE £ UELICE kubectl get crds.

AHEXF Hol 2|aA HO[(CRD) & 2t QEHM E HEIH|O|E = KubernetesOl| Al H|EHH|O|E X{&HA0f K& LICE.
t2tA TridentE 2ot B o HEAT HRSHK| Q&LICH

19.07 HE|=EH Trident= CHYe HE S AFESLICH customResourceDefinition Trident B A= Trident
AER|X| 2214, Trident 2 &1 22 Trident 7HA|2| IDE 2= JHXILICE 0|28t LEH E = Trident0l| A
a2|gfLICH ot CSI 28 AYWAF I I = =8 AYAE Host= o 2t 22 CRDE AHELICE

CRDE KubernetesE T+456t= AQUL|CE 2lof| HelEl 2|AAQ M= Tridentdll 2JsH MM EILICH ZHEHSHAZ, E
At25t0] BHAIE E MMSE = QIEL|C tridentetl, HE tridentbackends CRD ZiH|= KubernetesOi| A
AR £ QUEE MME|AESLICE

CHZ2 Trident2| CRDO|| CH3 E{3HOF & F 74X Aret L L.

* TridentZ} EX|=|H 2212| CRD7t Y- E|0] THE 2|44 |} OIETIX 2 AR Y & UELICEH

* Trident2| O] HZT(AEE M)A HO|=E M etcd HENE RXISH| 2I8H), Trident EX| ZZ2 0|
Ol M H[O|E{E OFO| 2|0 MEtLICt etcd 7| 2f TIOIE] AF A 3 oliE CRD 7HA| Md

* E ME5IH TridentE HM|Hdt= 22 tridentctl uninstall Command, Trident Pod7t AfK|E| X2 MM =l
CRDE= HM2|=|X| ELICH S HZSHYAIRL "TridentE MAHELICH TridentE 26| M5t MSEE CHA|

THY = A= Y-S o[l Lt

E2IO|HE storageClass QLEHE

Trident?} Kubernetes0i| &= AEZ|X| 22HAE WHSLICE StorageClass K™= WA LICH
csi.trident.netapp.io/netapp.io/trident 152 S5XAt 20f AE2|X| E2iA 0|S0| Kubernetes?|
S A O|E 1 LX|ELIC storageClass LIEILH= ZHAIRILICE.

@ KubernetesE ArE3stH 0[2{st Q HH E = KubernetesO|AM X522 MMEILICE StorageClass
TridentE Z2H|XJXAIZ AE3H= S50| =z EASLICH

AER|X| ZHAL 20| (2t U210 27 AOE PHELICE Trident= 02{8t 27 AFE 2 AE2IX| Zofl 2
£ 43} X|AZILICE YRSt B ol AEE|X| B ol AEE|K| SHAS Al 2ES T2HIHYY
o= Rt EFARLICE

=

%

ot
1
$0
I
=
n
|
L]
L

REST APIE AI83I0] AE2|X| 22{AE 2H HOst= AEZ|X| A A4S MM
Kubernetes HiE 2| AL M Kubernetes = A| Kubernetes7t MM E 4O 2 of| AfetL|
QHHE,

[
-
0
[
O
Ind
o))
Q
@
Q
=
QO
0]
0

HAL = Trident?7t E5S Z2H| NSt AEE|X| SEXAE LIEFALICE B Trident QIAB AT} {oh= 422
HACE 22| = ASLICH
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@ o|AE 2| THE 1 22|5H= F 7HX| 7HA| & & SHLERQILICE CHE Stit= KubernetesLICEH
StorageClass QEHE,

k

olz{et JHHIE Fdst= YO THEE XMIEE LHE2 S HZESHYAIR "ol 14 5"

E2I0|EHE storagePool QLEHHE

AEZX| 22 ZH HoAlSoM 8% Lo AHBY £ U= 1R XIS LIEHHLICE. ONTAPS| 22 SVMO| U=

O 2| H|0| E2} CHSELICE NetApp HCI/SolldFlreOI 74° Z2|Xt X QoS ¥HEO| sHEELICt. Cloud Volumes
Service?| 22 222E SZXt 7(I‘l“'.oﬂ sHerefL|ct 2 ﬁEEIII 0= 1R AER[X| EM NETIUCH, 0| EM
2 ds E40tolojH E= EME ™olgL|Ct.

-

CHE QEAEEQ HE| AEZ|X] 2 22 = Y 52z AME|T 22| EL(Ct.

EZIO|HE volume LEHE
EE2NFS 3R ¥ iSCSI LUNZ 22 ol IEZQIER A El 7|2 T2H|X Y £he|QLIC KubernetesOll A

erne
Oleitt 2 o 21 LIZELI roros s rentvotmmes, HEE MAE 1 EES) SUE B2 4 S1e S5
Aot AE2(x] ZeHATL AT SOIELICY,

|>J

@ KubernetesOf|A] 0|23t QEHME = XSO Z2|EIL|CH. T2H|XY TridentE E2{H ST TridentES
OIS L.

HAZAEZI AHAFO| Q= PVE AMH|SHH SHE Trident 280 * Deleting * AEHZ A H|O|EEIL|CE. Trident
=ES 4 S E°| AHAS M AHsHOF rLICt.

=5 T2 HIXMJE S50 A0{0f ot= 82 Ho|gfL|Ct

&d sd e AL Ct Ad

B =X Ot Trident API H{Z("1")

= TN | of MMt =9 o|S|LICt

storageClass £ ZXrE o 222 DZH|XUE uj

MEHBIL|CH A2 AEEX|
S ALICH

37| =XrE ol Y " =89 37|
(HIO|E)L|Ct

n2E= SR oLl AEY ZZEE Q¥ T
EEE n%%n

LHE O|F A OtH| 2 AEB[X| AA”I =
Aol O|EL =,
TridentO|A] M4

CloneSourceVolume 2x1d ofL| 2 ONTAP(NAS, SAN) &
SolidFire - *: SX|& 22|
o|EiL|Ct

SplitOnClone A OtH| 2 ONTAP(NAS, SAN): A2

ERSHIA R Z20M 2 ES ELLLICH
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&M 74 s AL|Ct Ad

ALHAF X1 =pNEe ot ONTAP - *: AF28 AHAF
PSRy

snapshotReserve 2 ot ONTAP - *: AHLEE0Z
o[ 2! %E o| H|ZILIC}

LHE LY 7| &% SXE oL ONTAP-NAS *: At2&
AAZE K

ALHAF |2 E 3 SolL|ct otL|8 ONTAP-NAS *: A4
CIAER|7F HA|E|=X|

2E LIEFHL|CE

unixPermissions 22X o ONTAP-NAS *: £7| UNIX
ot

=5 37| =XrE otL|R SolidFire - *; S2/ME
37|

oH A|AE X oL =2 oHY A[AR SEJLICH

Trident?t YHRLICH internalName 252 HdY M 0 A= & HAIZ FHELCE BN, 2AE2|X| HF0{ 20
1=

FIHEILICHZ |28 & StLl) trident £ MAIE Ao MEAHE 2 & 0|E0] Lot LAl 0|ES OHE |—|Ef
<prefix>-<volume-name>. I C}F A0 M S EE|X| &= EXHE XIS 0|2 AA|ot= 22

FISEILIC ONTAP Hel =0| ZS 30|
S Z2/ghict 24 Wol=o| 3

= ZEZ HAISIEZ LIE 0|F2 O] ElLICt <prefix> <volume-
o o = -
name>)s 25 =0

2 ES St0[ZL2Z HHEL|CE

40 rlH

22 7MHS AI2310 RESTAPIE AI23I0] 222 X T2 H|XHYE 4 AKX T Kubernetes HIZ 0| A= TR 29|
AEXIZF EZE KubernetesE AP AOE 0| M RILICH PersistentVolumeClaim B, Trident= Z2H|X'H Q|
YRZ 0| =& JHHIE RS2 = PHELICE

TZNA.

2t0|HE snapshot LENE
AHAL SEC AT SHECE, M 282 8T SYoI7LI 57 M E S76t= O A8 5 ASLICH
KubernetesO| A O|2{8t 52 of| XA CHSELICH volumeSnapshotContent LEHME ZF AHARS ALHAKY|

CHet CllofEfe] 2400 =& HAELICY.

2tZ} snapshot ZHA|0f= OF2f LIEE £40] ZeE LT,

&4 Y T @At MY
™ ZAHE o Trident API HHZ("1")

= =X ol Trident AEHAF ZHA| 2
0I%°"—Ilif

L& O|& =X ol AEZ|X| A|AEIO| Trident
AHAETHA | O] SRILICE

=8 0|E =X o] HAFO| M=l FH
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£4 4 e @4t =k
22 325 0|2 22Xt of AEZ|X] A|ARIOM HAE

Trident 2& 7HK|<]
O|EILICt

@ KubernetesOi|A] 0|2{st QEME = Xt5O 2 22| ElL|CH ZZ2H|X 'Y TridentE 22 ST TridentS
SOISHMA L.

KubernetesE AtEE AR volumeSnapshot M| QMO MME|H Trident= B AE2|X| A|ARI0| AMHAF
K|S MMsto] ZtsetL|Ct & 221%L|CH internalName 0] AHAF JHH|Q] ME0{E ZTtoto] MM EL|CH
snapshot- & A2t UID 2| volumeSnapshot ZHH|(0: snapshot-e8d8a0ca-9826-11e9-9807-
525400£3£660)8 2= LIC volumeName % volumeInternalName Q] ME HEE 1= WAO=Z
K ELICH

EE:

OIAEZl EZ|EIE ResourceQuota LENME

Trident deamonset2 2 AF2EILICt system-node-critical @M £ 22iA - KubernetesOl|A 71& £2 2M
#9| ZaHA - Astra Trident7t M4 = Z2 Z0|| 282 Al¥ 3! H2|3l1, Tridentol| A PODZ AFR310] 2|AA
20| =2 SHAHM I 24 222 YIZEE A oje £ ASLICE

0| ?IdH Astra Trident= 2(2) AF2ELICt ResourceQuota Trident C| 20f| A "system-node-critical" 24 #=%|
Sef AT} I E| =X 2HRlsh=E JHMILICH Astra Tridente= 725 S C|HM MM Hof| 2(8) 3&LICH
ResourceQuota HKE HAMot = HAME|X| gt2 22 MEotL|C

M

7| 2lAaA g Sl a9 22200 it FIH M7t 2Rt 32 2 WHY = ABLIT custom. yaml E=
A

CHZ2 Trident HI2 2| M =2|E X|H5t= 'ResourceQuota’ 7HAl|2] 0f| I L|C}.

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

2| AA stekzkol| CHEE XEM|SH L

—

ro

2 AXSH AR "Kubernetes: 2| AA SHEhEF

312
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HE| ResourceQuota AX[0f Azt AL

CE 42X 0t 0| MX|7t AifsteE LRI UELIC ResourceQuota A7t MME|UESLICH HA A|ESHMA|L

|:|
—
"HlA B 3 CHZ CHAl XLt
0| 7|50| 2335tX| ko™ E +52 2 MHYLICI ResourceQuota LEHE.

M7 ResourceQuota

A 2|aA S S Most = H 2 Astra TridentE HHE & JELICH ResourceQuota CHS BHE AME5t=
HA:

N

kubectl delete quota trident-csi -n trident

tridentctl @ 9l SM

£ SEIStL|C} "Trident X T2 02 HE" HEHAZE QEIZ|E|, “tridentctl’ Astra TridentOi|

.7_ 7L|| OHM|A St 4= Q&LICH 23t HsHS 7HEl Kubernetes AF2XH= 0| AFRSI0] Astra
tS AKX 2 otL|2t 2™ AT ZHE250] Astra Trident Pod7t Z&HEl HAAHO|AE
—’F U&SLILCF.

B
L]
HJP,E:;_._

Usage:
tridentctl [command]

ME Thset .

— [=3]

* “create'Astra Trident0i] 2| A A S Z=7h8tL|C},

* “delete’Astra TridentOi| A StLt O &FQ| 2| AA S H|AHBILICE

* "get'Astra TridentOi| A StLt O &2 2| AAE | ZELICE

* help: BHO| CHSF = ELICE

* “images’Astra Trident0f] 2%t Z16|0[L{ O|0|X| H|0|E& QIaHefL|Ct.
* “import Astra TridentZ 7|& 2|2 AE 7t ZLICE,

Ct.

* "logs'Astra TridentOllA] 23Z QU EHLICE,

* “send’Astra TridentOl|A] 2|AA S HHL|CE

* “uninstall'Astra TridentZ ®|HgL|C}.

* “install'Astra Trident2 A X|gL
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=oi3:
* '-d, --debug: &3 C|HI.
*-h, --help E2%E HZTSIMUAR “tridentctl.
* '-n, --namespace string:Astra Trident BHE2| L[ AH|O|AIL|C,
* -0, -—-output string"&2 &4l json|YAML|name|wide|ps(?|£%f) & StLL.
* ‘-5, --server string:Astra Trident REST QIE{H|0|A Q| FA/EEQIL|CY,
@ Trident REST QIE{H0| AL 127.0.0.1(IPv42| HQ) T [:1](IPv62] Z )0l AT 44l
MH|ASIER MY &~ JESLICE
@ Trident REST QIE{H|O|A &= 127.0.0.1(1Pv42| Z Q) & [:1])(IPv62| Z )0 AT 41
MH|ASIES M 4= QUELICEH
create
£ MallEt & QIELICE create Astra Tridentdll 2| AA S F716H= HAQILICE,
Usage:

‘update’Astra TridentOl| A 2|2 A S =X BtL|Ct,
upgrade: Astra TridentOl| A 2|2AE 20| =&L|CY,

‘version Astra Trident2] HHZ QIA{SHMA| 2.

tridentctl create [option]

ALE 7tsS SM:
‘backend’Astra TridentOf| BHI EZ X7}t C},

Il
0
Il
1
£0

Usage:

tridentctl delete [option]

AME THs 3t S :

314

—_

‘backend Astra TridentOf| A| StL} O] Ao AEZ|X| BHAIE S AMK|BtL|Ct.

“snapshot’Astra TridentOl|A] StL| O| & 2| 2§ AHAS AXIELICE.

‘volume’Astra TridentO| A StLt O] &S] AE2[X| 2ES AfMIEL|Ct.

SLIC delete Astra TridentOf| A StLt O] 49| 2| & A H[AH5t= HHYLICE

al
ES

m]
I



At

Usage:
tridentctl get [option]

8 758 g

—

* “backend’Astra TridentOf|A] StLt O|&to| AEZ|X| HHAIEE
* snapshot: Astra TridentOl|A] SfLt O| A| ARMARS Jh ZL|CE
* “storageclass’Astra TridentOl| A StL} O| 42| AE2|X| FHAE CHREESH:

* “volume’Astra TridentO|A] StLt O| Ao SE2 7IMAA| 2.

volume Z2i3:

**-h, --help: 2&0l St = ZILICE.

* ——parentOfSubordinate string: ot¢| &2 =2 ECE FH2[E H[ereL|Ct.
* ——subordinateOf string: =& FoI= #H2| X[st.

A2,

Ml

images
E A & USLICH images Astra Trident0l| 223t ZiH|0|L O|O|X| H|O|SS Ql2Hst2{H
Usage:
tridentctl images [flags]
a3
*-h, --help’': Help for images.
* -y, - -k8s -version string ': Kubernetes 22{AE{2Q| 2|0] Q= HH
import volume
E A 2 JSLICH import volume 7|& SES Astra TridentZ 7t 2= BHILICE
Usage:
tridentctl import volume <backendName> <volumeName> [flags]
HA:

volume, v

MK

2i3:

* f, -filename string’ YAML &= JSON PVC I Z 0| S&LCt.

2h

I.
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* *-h, --help: =50l Cigt =S L|CE

* *--no-manage:PV/PVCEZ ¥-d E& 20| A0 2 22|E 7PHSHK| OHYA|2.
install
E Mgt 4= QISLICH install Astra TridentE AX|St= Z2iaQlL|C}.
Usage:
tridentctl install [flags]
=i
* "-—autosupport-image string:AutoSupport ¥ EH™ (7|22t "NetApp/E2|HIE XI5 X[ ¥:
20.07.0")2| ZiH[o|L4 o|O|X|iL|Ct,
* '—-autosupport-proxy string:AutoSupport H2|HEZ| MES ot TEAQ] FA/ZEQILICH

* “--csi'CSI Trident A X|(Kubernetes 1.1301|2F M{& Q| 7|5 A|0|E ©Q)

* “——enable-node-prep: =0 2R3 {7 |X| MX|E A|=TfLICE

* ‘——generate-custom-yaml: OFF A X HAX|SIX| 210 YAML It 2 M- ehL|Ct,
* '-h, --help: &% =3%.

* ‘—-http-request-timeout: Trident ZAEZ2{2| REST API0| CHSt HTTP & A|Zt XtE THHE Q| erL|Ct
(7122 1m30s).

* ‘—-image-registry string: LHE O|0|X| 2|X|AEE|Q| FA/XZEQILICE

*--k8s-timeout duration" 2= Kubernetes X (7|22f 3m02])2| A|Z+ X1},
* *--kubelet-dir string:kubelet®| LHE &EH(7|22L "/var/lib/kubelet")2| @ AE 2|X|QILICE.
* “--log-format string’Astra Trident 22 34!(text, json)(7|£ "text").

* “--pv string’Astra TridentOl| A At&3H= 2l|7{A| PV2| O|ERILICE. O] 0| 50| EXHSIX| t=X| &QlStL|CH7|=2

"AIZII-§'I$I'")-
* “--pvc string’Astra TridentOll A AF3t= 7|Z PVCe| O| S RILICE 0] 0| 0| EMSHX| Qb=X| LTI |2
N =~4—1
OoSTT )

* “--silence-autosupport' AutoSupport H=S NetAppOll A}S2Z ELHX| YELICHZ|23): true).
* “—-silent: dX|St= SO HEEO £ H|EMS}IELILCY,
* "——trident-image string: &X|& Astra Trident O|0|X],

* “--use-custom-yaml' 8% C|HEZ|0] = 7|FE YAML IHY S AFEEL|CH

* " —-use-ipvé6: Astra Trident2| EM0|= IPv6E AFSEILILCE.
logs
£ 4 2 UELICt 1ogs Astra Tridente| 215 21Migt Za2f 2 L|Ct
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Usage:
tridentctl logs [flags]

Ml

2 3:
* ‘-a, --archive: B2 X|FoIX| gf= ot BE 205 ALE5I0] X| @ Ot710|EE ‘MM etL|Ct.

* '-h, --help: 231 3%

* -1, --log string: EAI® Astra Trident 1. E2|H E|auto|EE|H E-operator|all & StLH7 |2 "XHS").

* “--node string’'== POD 21 &Y Kubernetes 't E 0| S LILCY.

“-p, --previous: O ZH|O[L] QAUAEAQ| CHSt 207} QOH JhNZL|CE

* ‘—-sidecars: AIO|EZ} AH|O|L{e] 2O E JIMZLILCH

E Mgt 4~ QISL|C}H send Astra TridentOl| A 2|AA S HLj= HHQIL|CE

Usage:
tridentctl send [option]

AL Jtset S4:
“autosupport’ AutoSupport Ot7}0| 2 E NetAppL = H&efL|Ct

uninstall

E MElEr 4= QELICH uninstall Astra TridentE M7= S IQIL|CE.

Usage:
tridentctl uninstall [flags]

=a3:
*-h, --help: A EED"OILll:l'-
*—-silent: M| & HEE2| £HE H|ZdtetL|Ct.

£ Malist & QI&LICt update Astra TridentOl| M 2| AAS X SH= HEQIL|CE

Usage:
tridentctl update [option]

ME 7t g4:
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“backend Astra TridentOl| A i = AO|O| EBtL|LCE.

£ Mt & QIELICH upgrade Astra TridentOl| A 2|AA S & 13)|0|=E6tH= HAQLILCE,

Usage:
tridentctl upgrade [option]

A Jtset 4:
volume: NFS/iISCSIO|A CSIZ 5Lt 0|42 3 EFS &2 0| =Lt

At = AELICH version SIS ALE3I0] Of HTH S QAUMYLIC tridentctl I % S Trident

Usage:

tridentctl version [flags]

= .
* _—client: E‘El‘Ol?_‘lE H-IXI_‘ll:ll_I' A—lH—le. Iélg-é—l_xl Ic_)al-%)
*_h, --help: HHO| Ci3t 2l CH

POD 29t EZ(PSS) U H ot ZEIAE H|2K(SCC)

Kubernetes Pod 29t EZ(PSS) & Pod E0 HX(PSP)0|A A2 Aot =S Moot
Pod2| 52 HISHEtLICt OpenShift Security Context Constraints(SCC)X= OpenShift
Kubernetes Enginedl| £E& ot POD H|ot2 Fo|efL|Ct. 0|22t AFEX} X[ ™ E H|S5H7| 2I8H
Astra Trident= AX| 0| E4 #otS 2dotetL|Ct ChE MMl A= Astra TridentOl| A
Aot AL #otol| CHSH XiAl|s| dH S|t

@ PSSE Pod 29t M*(PSP)2 CHAM|EILICE. PSPE= Kubernetes v1.210{A AF2E|X| O H
v1.250 A MIAELICH XtMISE LIE2 S BRI AR "Kubernetes: Ot

ZI Q5 Kubernetes H0F ZIEIAE Sl ot TE
et =L
EdH Aot CSIE AtE6I2{H O E X[FH0| 2kE5F0|0{0F BfL|C},

o
9l 2IE0|L1S Agefor

&, Trident == T =7 #H3HO|
K ZXSH AL "Kubernetes:

SfLICH REMEE LHE2
Or2E Hot,

fjo
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2}

rot

fot
|>
[m

IAE IPC

SAE PID

Seccomp

SELinux

DAC

POD E9t EZ(PSS)

2 243

pod- Trident ZEE2{2t
security.kubernetes.io/enf
orce

HAAHO|A BlojE2 H

pod- ORMA L.
security.kubernetes.io/enf

orce-version

O

HIAHO|A 20|22 H

Ol — o
Nltjod‘l‘

HEE[USLICE

HYAmo] A0 BotSY

AotH TEJL O e[X| 0 "F MM
"7F et 4 QUELICE O 22 of CHSE HIRIAD|O|A 2f0|=0| =X 2ol
TridentE CHA| AX|L|Ct,

29

iSCSI O|=20f| Z2LR3tL|Ct iscsiadm iSCSIOIREE
2|5t SAE HEYZU S AHESHH iSCSI M2t
E ML},

NFSE IPC(ZEAA
SAELILE

2t SL)E AE5H0 NFSD2t

£ AIESHOF BLICE rpc-statd CHSH NFSE M
Astra Trident7t SAE TZNAE 32|5}0] & saPO

ZHPLICE rpc-statd NFS 252 OIRESH| ®™

=T =
A SLIC.

Ct sys aADMIN HeH0| QU= ZE[O|LH0f CH$t
o UL Z ; 7|c>0I HISELICL o E &9,
oto| Q= ZH|O|L0f CHol CtS 7|2

MI_

r

OOOOO003fffffffff
OO0OOO003fffffffff

CapPrm:
CapEff:

Seccomp ZZ 2 st = ZAE|O|LHA| A AL "H|st
2S"0| 22 Astra TridentOl| Al EHAIsFSt 2 Qi&L|Ct.

OpenShiftd| A= 20| = ZAE|0|LA 7} of| A
HHEILILE spe_t (" EEI?_?_ Zef|oj") =2l 3

ot gl= 9_"51|0|145 o| M MHE

T2l HE containerd, ¥ container-selinux
MKl B E HHO|HE oM MHELICH spe t
SELinuxZ 211X O 2 H|ZA3lst= =H|QIeL|Ct,
[2tA Astra Trident= F7+z|X| t&L|CH
seLinuxOptions ZIH|O|HE.

|Efconta1ner t

0| = AHIO|H = REZ M O{OF BfL|CH H
1E{|0| L = root=2 AL CSIO| ERTH UNIX

A M| A LT,

ot 3t0]

=
[ i}

F> £Q i

= 7
A L— —
70|

A=t

CE A
E
A
e

Mx]
esLict,

enforce: privileged

enforce-version: <version
AStX| of the current cluster or
highest version of PSS
tested.>

" . E2|HE -CSI-...

|Efprlv1leged

| -
="81
St
St
=]
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PSP(POD HQF X )

Lo Bt

=

allowPrivilegeEscalation
allowedCSIDrivers

allowedCapabilities

allowedFlexVolumes

allowedHostPaths

allowedProcMountTypes
allowedUnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal
ation

forbiddenSysctls

fsGroup
hostIPC

hostNetwork

hostPID
hostPorts

privileged

readOnlyRootFilesystem

320

2%
e A= AHO|H= #gt
ol AZ2|0] S 51 Z8HOF ELCt.

Trident= Q22! CSI Al 2ES
AHESHX| & LICE

Hsto| = Trident HE|O|H= 7|2
NEHLCHH B2 7|52 HRE 5K
AOMH HBHo| Q= ZAHO|L O 2E
7ts¢et 7|s0| B ELICt

Trident= 2 AHESHX| QE&LICEH
"FlexVolume Z2t0|H{"[}2tA {2 &
=8 SE0| ZatE|X| k&Lt
Trident tE X = 29| 2E MY
AMAHS OIRESIEZ 0| 22
M’“*f" Ol= OFRa 0|H™O|
A&LICE

Trident= OtF E5HX| S&LIC
ProcMountTypes.

Trident= 2tT5HX| b2 ERIt
AELICE sysctls.

Zeto| A= ZHo|H| 7|58 7t

27t glaLitt.

HO

—_

2} Trident Z=0|AM X 2| ElL|C.
OtL|R sysctls S{EELICH

Trident ZiH|O|H7t R E
ABHEIL|CE,

Aot | AZ20| M S 5 8dt= Y

NFS 252 OI2ESIH 2 AE
IPC7t oF S4I8H0F BLICt nfsd

iscsiadm2 AtEsI2{H SAE
HIES37tiSCSI H| 22t EAISH0F
grL|ct.

SAE PID7t QL=X| 2Qlsof gL Ct
rpc-statd =EOf|A 4 3c">| SLICE
Trident= SAE ZEE AIE5}HK|
oFELILCE

Trident tE ZC= 228
Or2Esta{™ Hto| e AHIO|HE
AlgHsHof gfL|Ct,

Trident £ ZEE= L C Ot
A AEIO]| MOF BL|CE,

true

H|O] QIELICt

H|O] LIt

H|O] LIt

H|O] QS LICH

H|O] QS LICH

H|O] QS LICH

H|O] QS LIC

false

H|O] IELICt

RunAsAny

true

true

true

H|O] AELICt

true

false


https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md

o =PLICH

=

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

volumes

29

Trident .= = X E= #ot0] U=
E|O|H S d¥stl 7|s& &
elE L.

Trident ZiH|O|H7} REE=Z
ASHEILICE,

Trident ZiIH|O|H7} REE=Z
ASHEIL|CE

Trident7t AFEE|X| t&L|CH
RuntimeClasses.

Trident?t A& E|X| EASLICH
seLinuxOptions $XH Z1H|0|L
Al A|ZH} Kubernetes B ZE0f| A
SELinuxE X2|st= WH2S ME
CHELICE

Trident ZAEH|O|H{7} REZ
ASHEILCE,

Trident PodOf|= O[2{3t E&
Eg{a0lo| WegtL|Ct,

SCC(Security Context Constraints)

2t

allowHostDirVolumePlugin

allowHostIPC

allowHostNetwork

allowHostPID

allowHostPorts

allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

243

Trident t= XE= L E0| RE MY

AAEIZ DR ESHL|CE,

NFS =52 OIRESI2{H SAE
IPC7t 2t EA16HOF BfLICE nfsd.
iscsiadm= At25t2{H SAE

HIERA7LiSCSI o2zt SI8Hot
gfLict.

SAE PID7t QK| 2elshof gLt
rpc-statd L EO|A Ml SLICH

Trident= SAE TEEZ AI28}X|
0l-¢|__||:|.'

(=]

st U= 2ol Het

M- = —

ol A&z 0|4 S 51 E8HOF BfLCt.

Trident tE ZIEE 282

02 Est2{H #eto| = AH|0[HE

Ao OF BfLICt.

Trident= QtMSHX| @f2 HRIt
AELICE sysctls.

none

RunAsAny

runAsAny

H|O] LIt

H|O] LIt

RunAsAny

hostPath, projected,
emptyDir

true

true

true

true

false

true

true

none
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2hd Ad 7|22k
allowedCapabilities ool /=T rident Zig[o|H= 7|2 H[of /JEL|CE
MEHLCHH B2 7152 ERE oK
tom Aoto| = ZAH[O|H o 2=
7tset 7|1s0| 2o EL|C
defaultAddCapabilities 30| = Aol of| 7| &S FIb H|K JAELICEH
LIt &Lt
fsGroup Trident ZAE|0|H7} RE RunAsAny
AAELICH
groups 0] SCC= Trident0f| 2+ s & | H HIO| }SLICH
AFEXHO|A| BRI ElL|CF
readOnlyRootFilesystem Trident & XTE= L& O false
A AEIO] AfOF ShL|CE.
requiredDropCapabilities Trident =& XE= H3H0| U= none
9451|0||—‘|E At 7|58 AAe =
SSLICE
runAsUser Trident ZAE|O|LH 7} 2 E RunAsAny
MAEL|CH
seLinuxContext Trident7t AEE[X| AUSLICE HIO| }SLICH
seLinuxOptions $4XH Z1H|0[L
Al A|ZHI} Kubernetes HHZ O] A
SELinuxE X2|3h= Y2 M2
CHELICH
seccompProfiles EA AHO|H = &4 "HIx|gH AEfE  H|O JAELICE
AAELICH
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