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YAML

version:

backendName:

1

ExampleBackend

storageDriverName: ontap-san

managementLIF:

10.0.0.1

svm: svm nfs

username:

vsadmin

password: password

JSONS H X35

HEAIL

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| E2I0|HE ASM U 7[(1EHA)E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

NTAP 9t 2191 {t0] I &IE[=X| HOIBHLIC cert 215 Wi,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM
0|2 HHEL|CE,

6. B

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

ase64= QT A, 7| & L=g = A= CAASME AZ LIt

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend.json

{
"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",

"clientCertificate":
"clientPrivateKey":
"trustedCACertificate":
"storagePrefix": "myPrefix "

}

"Faaaakkkkeeee...Vaaalllluuuueeee",
"LSOtFaKE...0VaLuESOtLSOK",
"ONFinfO...SigOyN",

tridentctl create backend -f cert-backend.json -n trident
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o F——————_ +

o t———————— +

| NAME | STORAGE DRIVER |

STATE | VOLUMES |

o —— tmm e +

- e +

| SanBackend | ontap-san |

online | 0 |

Fomm - Fom +

o F—————— +
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UUID
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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HHAI = O] CHAP YZ E YUHO|EE i E AFE6HOF &L|Ct tridentctl HAEE AH|0|ETIL|C,
C) Astra TridentOllA] tHZ AFSIS MEHSH & @lOo T2 CLI/ONTAP UIE E8) AE2|X| 2B AE{Q| X}Z
ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o
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gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption
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securityStyle

tieringPolicy
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

E M85t MMEl D E 280 toll ontap-san E2I0|H, Astra Trident= FlexVol0f| 10%2]

222 FI}510{ LUN HIEHH|O|E{E £ETL|CE LUN2 ALEXI7L PVCOIA Fst= Metst 37|2
@ I 2H|X'JELICt Astra Trident?t FlexVolOfl 10%E CIEfLICHONTAPOIA AFE 7HsEE 37|12 EA).

O|X| AHEXIZL &t 718 %S HE & USLICL ESH 0] HESZ QI A 7hstt 37H0] 23|

SEE[X| gf= ¢ LUNO| 47| HE0| E|l= XS YA = ASLICE. ONTAP-SAN-ZH|0fl= HEE[X|

LS — —

FSLICE
2 HOo|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 37|E A AFgtL|Ct
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|EHE +83I=F FlexVold| Z=7t=l 10%2| Astra Trident@LICt. € snapshotReserve = 5%,
PVC 28 =5GiB2! 2 £ 28 37|= 5.79GiB0| 11 At 7153t 37|= 5.5GIBRILICH £ 22ILICH volume
show HHE 0| Of| x|} FAFSH ZLHE HA|SHOF BtL|CT.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.508GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.
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A 71E SEOIl CHall Af AlLtS ALSots Rt A2 37| ZEYUICH

x| dol of

CHZ ool M= tHEES| 0 HaE 7|2UCE FE 7|2 F#8E B0 ELI. o|= #AEE Folst= 7t #l=2
i Ol |C}
odd .

(D NetApp ONTAPOI A Astra Trident2t &7H Amazon FSx2 At235t= AL IP =4 Al LIFO] cst
DNS 0|E& X|H3st= 40| E&LICE

ONTAP SAN %4 1M of

0|74

A

AMESt= 7|2 2HYULICH ontap-san E2I0[H.

]

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN O|Z 0| %A M of

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>
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ASA 718k 152f of

0|7LE~?**WKmk1cllentCertlflcate clientPrivateKey, ¥ trustedCACertificate (MET
T A= CAE M85z 22 MEi AMgh = off i ELICH backend. json J2|10 ZH2ZF Z2I0|AHE QIS A, 72l
9| 3:' Ml U= CA ?J’cfk|9| base64= QT E ZtS AL RILICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QkHlSE CHAP Off

Of ol M= E ALESHH HA=E HELILICH usecHar E 2 2T

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

7tet 29| WA= of

O|2f3t WOl = Fo| T MZof A=

ot Z
S, spacehrllocation HAY H2, Y encryption AN O

Astra Trident= "Comments" Z =0 &2 Ei|0|§§ MHBILIC} FlexVolol &
DTZH|MIE of 7t Z0| Q= 2 E 20|22 AEZ|X| 250 SAFL|CL HoIE ¢

O =EER Y0ISS 20|28z Fog —1‘— ULt
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

HHoll = £ StorageClassesOi| DI EHL|Ct

F2SIL|Ct parameters.selector ZE0A

o EA
et 22 = EELICEH MEfot 7hY E0| 2F0] F2|= o

C}S StorageClass &2
Z} StorageClass= £&
o|A|_| C}

ALRSIAIAQ 7})(\;
|‘

L o
— =2 o
o =
S S AEIS

Z2I3L|C} protection-gold StorageClass= 2| Al MY 7kA Z20f| HHEL|Ct ontap-san YWAE, BE
EH

/Bt p
55 7|52 M2 SUs EeILi)

1]

[ =

v}

&

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: netapp.io/trident
parameters:

selector: "protection=gold"

fsType: "ext4d"

£ Z2&/8LICt protection-not-gold StorageClass= 2 & HW 3 A HH 7t E0f| oHZ ELIC ontap-

. 3 0l9lo| BB £F2 HTots QU BULICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
HHoll =

« E 2= |'app -mysqgldb StorageCIaSS'.: O M| timf 7het Z01| 0 EE LI ontap-san-economy

mysqldb 78 oil chet AE2[X| & F Y S MSdts FLe FYULICE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2 & HuY| 7H&F Z0f OjZ EL|C}

ontap-san A= AH ¥ H3S 51 20,000EQ2E M XM|Sot= LT EQLICE.

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ 22I2LICt creditpoints-5k StorageClasse 2| Ml Y 7tAH 20f| OHZEL|CH ontap-san O /e
sl = Sl | i 7tA ERJLICE ontap-san-economy HAIE. 5000 F2{|H ZQIEE HRot RSt =
MH|ARIL|CH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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