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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": ({

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
I
"permissions": [

{

"actions": [

"Microsoft.NetApp/netAppAccounts/capacityPools/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

n
4

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea
d" o

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri
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te",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del

ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get

Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r

ead",

"Microsoft.

/read",

"Microsoft.

/write",

"Microsoft
/delete",

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

Features/featureProviders/subscriptionFeatureRegistrations

Features/featureProviders/subscriptionFeatureRegistrations

.Features/featureProviders/subscriptionFeatureRegistrations

"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

Features/providers/features/register/action",
Features/providers/features/unregister/action",

Features/subscriptionFeatureRegistrations/read"

I
"notActions": [],
"dataActions": [],

"notDataActions": []
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version SHAF 1
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clientID H SFo| S20|HE IDYILICH
clientSecret H SE0|A S20|HE
serviceLevel & OtLl standard, Premium, £  "(RQ)
Ultra
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O|EILICt
resourceGroups AME XS HE>SH| /st AHE ""(EEH 23)


https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

OH7H 4 29 =

netappAccounts AME 2|AAE HEE-SH| 2t "I"(EEH D)
NetApp A™e| SELIC

capacityPools AME 2| AAE TEESH| ¢
= SELCt

rot

g% "I"(EH 82

virtualNetwork A= MEUI0| = Tt HERIT9l ™
O|SILICt
subnet I E AUl o|ELICH "

Microsoft.Netapp/volumes

networkFeatures =50 et VNET 7|5 &g & £
U&ELICE Basic EE& Standard.

LE X[HoAM = HER/Z 7|sS
ArEg £ QIO =0 A 2A3tslof
ot a2 ELICH K-
networkFeatures ol 7|s2
AP2SHK| o™ = T 2H|X'H0|

LS — -

gt

nfsMountOptions NFS Ot2E SMof ciet MYst Mo  "nfsvers=3"
SMB = &0l CHall FAIELICE.

NFS H7H 4.12 AI2SIH 2ES
OR2ESH™ 2 oL |Ct
nfsvers=4 2l HZ FE2E OIRE
=M ZE0M NFSv4.12
MEHSHL|CY,

AEZ|X| S2HA Folof| BFYE ORE
9)\10 HHOl| = __I.I.JH()-" Jk-II-IEl |:||-_?_E

—_—

ERNESEIEEIE

r_t
0

o L

limitVolumeSize

T
n

B 3707t O] 2Lt 2 R "(I2He=E HEL X %3)
ol AofgfL|ct

HO oo O Mo
o ozt
M

M sHZ Al AtEE ClH O nullL|Ct
S aJLCEH off: \ {"api"

false, "method": true,

"discovery": true}. =X si&

Z0| OfL|H XAt 23 HI I}

ot ZLItOlL|H o] BiHE

AHESHX| DR A 2.

debugTraceFlags

nasType NFS EE= SMB =8 442 nfs
gt

g-q

null
|=

8 QLICE nfs, smb EE=
ALIC} Null2 **X*ofﬂﬂ
=
Sfe)

7 O=Z NFS 2&0| & ELICtL



JlsE FEELIC.

PVCE 4% 1) "22 22 XS 4+ ¢
oo Q

2
18

HTHE OS2 ALZSt0] KW 4 9%

o
HietEl 0§ S AF8dts A0l ESLILE

QEI UM A ¥ S| LR ALS et U BlAANEY, JHA
o M3}

HIESIZ 7150 TSt XSt LHBE S AZBHIAIR "Azure NetApp Files £ E0i et L[ E912

Ay o

£l Z 2 Astra Trident= HA=It MM E @
20| AF2 & JA=X| =elgtL|Lt.

resourceGroups, netappAccounts, capacityPools, virtualNetwork, % subnet ZtHot 0|2
LICt. O|Z0| Z2 2] 2[2221 0| 50| LX[& = AL = RE2]

£ Z8&/8LIC} resourceGroups, netappAccounts, X capacityPools a2 AMEl 2|AA TeHE O
A

o r}g HAIg mELC

MY HE/R

XBul

-4 oo S MMM CHE 82 XM 7|2 28 Z2H|XdE Mo
M A
=

Oi7H H =

exportRule

snapshotDir

size

unixPermissions

E2|X| HAIC O M ArE 5= U= 2|22 2 F[ehsh= EE{O|H, 0| 22
=

= -

4|
g|AA IS
glAaA O
2| AA TF
2laA 5
2| AA T

w2 ]
o
M 280l T3t YAZE 75

exportRule CIDR E7|HZ
AHESHY IPv4 A EE= IPv4
MEulol xetS A HE FE60f
2rLfc.

SMB 2 &0| sl FA|ELICE

AWSECI-E2|S] BA| OIR S
HMofgfL|ct

M 282l 712 37|YLCt
M 289 UNIX AHE Hsh(8Zl
4xt2|)

SMB =&O0] L3l FA[ELICY.

(=l =
otof XFE & ABLICH Frste

>/<NetApp AI&H>
>/<NetApp AE>/<8F &>
>/<7tA HEQ 3>

>/<7H HER 3 >/<MEUI>

gt 4 UELICt 2 EXSHAAIL of |

"0.0.0.0/0"

||7_I§J"

"100G"

"(O|2[27] 7|5, 7t Al
SI0|ERAE TQ)


https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

offx &8

ol 1: 2[A M

o= HCHHQl K4 Moz AMQLIC 0] M2 S8 Astra Trident= TAIE! 91%/04 ANFO| SIQE mE
NetApp A%, 8% & ol MEUIS ZMetT St Z U MEYU E sfLto] 2a9I2 A 25 iAZLICH
HLFSHH nasType MBLEILIC nfs 71E2HS NFS 20| Cisl ol =7t T2u|H Y gL|cH

O] #42 ANFE AESHH XIZ 2t A[ZISh= O Ol 4HO0[X[2h HM|Z 8T Y S A= =& Uit
=7rHel EHel II’SE HlEste = 2o Hetehct.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

ol 2: 8¢ 2 ZEE MEdt= &8 MH|A & 718

O| eHllE M2 Azurell| 258 HIXIBLICt eastus 2 QX ultra 22F E. Astra Trident= 2 91%|9|
ANFO|| 2IEl 2E MEUIZ XSO 2 AMSIH O F stLio| £E|2 M =2 &2 Ui XI2L|C.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9£87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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10|E LfEH-H" Kubernetes2| AEZ|X| EEHég MMSte =
| It 22 FEMSLICH performance.

version: 1

storageDriverName: azure-netapp-files

20

FEYLICE 7teh E 20|22 AHE5HH

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%9le5713aa

clientSecret: SECRET
location: eastus
resourceGroups:

- application-group-1
networkFeatures: Basic

nfsMountOptions: vers=3,proto=tcp,timeo=600

labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

AE2X] SaA Ho

CHS AFEE BXSHUAIR storageClass Mo = 919 AEZ|X| 2
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2 ME% HO| 0| parameter.selector BEO| HEL|CE

A8 parameter.selector ZH2H0| CHoH X[H Y &~ JYESLICE StorageClass 2EE2 SAHGH= O AFEE= 7H4
SYLICH S E2 MEfo Zof| "HolEl SHE &Lt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB = &0l thet Feolo| of

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 282 X|&st1
229t Active Directory Xt4 SEE M3g + USLICL

10
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Of ™| 2: UIJATO|AG CHE 2= AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ol 3: EEER CIE AT A8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: “smb SMB Z&2 X|¥dt= S0 thet HEQLICE nasType: ‘nfs EE&= nasType:
‘null NFS 201l Cigt 2E{ LT}

tridentctl create backend -f <backend-file>

g0 &
o> r2

E Aol Anfoiet Hel = 20| 27t Qs HRLICH TS HHS Mol 208 B 29lS Sl
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tridentctl logs

74 Mo 2H|E =elst ot 2 create BHS CHA| e = JAELICH

Google Cloud& Cloud Volumes Service HAI=E 1 MSHL|C}

HZE ME M2 ALR38I0 Astra Trident XIS |8t tHAlE 2 NetApp Cloud Volumes
Service for Google CloudE A= HHHS LOIEAMAL.

Cloud Volumes Service for Google CloudE %ot Astra Trident X|- /0]l CHdH
AOoH A2
Astra Trident= & 7l & ILIZ Cloud Volumes Service 258 MM 3 4= QELICEH"MH|A 3"

* *CVS - 85 *: 7|2 Astra Trident A{H|A SEULICE O|HEH M50l X MIE MH|A RER2 M5S A=
2 YIZC0f 71 MYLICE CVS - 85 MH[A R %A 100GiB 272 2&2 XIYst= stEAN
SMAULICH O B StLIE MEE & USLICH"37ER] AH|A 2

° standard
° premium

° extreme

* CVS *: CVS MH|A RH2 =2 T8 /189S MSotH, 452 St +Z2= MTHELILE CVS MH|A RE2
AEZ|X| E2 ABSI0] 1GiB2 22 252 XI2ots ATEY 0 SMYULICEH AEZ|X| E0f&= Z|CH 50742
ZE0| ZYE £ oM o] EE0IM 22| 81 452 3/Y + UASFLICL LS T otLHE MY -+ ASLIC

"M H|A 2f|E 271"
° standardsw

° zoneredundantstandardsw

=
£ M5t AF2ELICH "Google Cloud€ Cloud Volumes Service" BAl= CHS0| ZBtL|C}.

* NetApp Cloud Volumes ServiceZ 7 E Google Cloud A&
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

* Google Cloud AIFS| Z=HE tHo {L|Ct

* 0l Google Cloud MH|A AHO| UELICH netappcloudvolumes.admin HE

* Cloud Volumes Service Z|H0f| CHet API 7| DU IL|C}

storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

nx
02
N
Mo

N
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AEa|X| E2to|t{e| o|=2QIL|C} "GCP-CV"

AMEXX|HE 0|2 EE= AEZ|X]
gHoll =

CVS MH|A RHE X|Hst=
MEE[= MEH O H

AME software CVS AMH|A RS
MEfSEL|CH OJFEX| fOH Astra
Trident?} CVS - 45 MH|A RHS
JHERLICt (hardware)E
SelgiL|Ct

CVS A-Iﬂlﬁ -;?—-C‘gllj_l‘ %E Lclig% _cr)_l-éd_
AEZ|X| 22 XM= O] AFEE=
MENH o7 HaQL|Ct,

Google Cloud Ad ZTZHE
M ILIC} 0] 22 Google Cloud
T Z Io| X0l ol £
A&LICE.

37 VPC HERIE MEdI= &%
EHREL|CL o AlLtZ| 0=
projectNumber 2(=) A{H|A
TZHEQILICE
hostProjectNumber = 2AE
DT2HEQLICE

Astra Trident?} Cloud Volumes
Service 2&2 M45H= Google
Z22IRE g9 XY 7t Kubernetes
SAHE Ydg mjf oM MM E
=5 YLICt apirRegion
Google Cloud X|F2| L =0f| offfE
HIAZC0| AL & JSLILCL

™

Ezfjmof= =7t H| 80|
L|Ct.

0z 12

nE A
met

E2to[H O|F +"_"+ APl 7|9 €&
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oH7H i

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags
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250 Google Cloud AH|A
01| tist APl 7| L Tt

appcloudvolumes.admin

22 XU nx
ot ﬁ 0 >- (o}

0§7]0l= Google Cloud AMH|A
7:||I-Io| 7Ho| 9| ke (HHoﬂI: _—I.LM
ItA0j verbatim SAH)2| JSON &4
ZEIX T} IEEIL|CH

T2A| MH7E CVS AEof| HZsHof
St 2R TEA| URLYLICH T2 A
ME{S HTTP ZEA| 5 HTTPS
TEANY 2 JAELICL

HTTPS ZEA|Q| ZQ TEA|

MEOIM XEx| MEE ABSME A2 E

l'

FOF

0x I'
v 0

_>'-_ a0
i

N one oimi o2
ALIELICE,

QS0| HHstel TEA| M=
K| #E[X] s Lt

NFS Or2E Z40i| cist M[2tet H|of

EE =& 3717t 0| L E BR

Y g0 HogfLict

M EE0|| ciet CVS - 85 E= CVS
A

CV 22 YULICt standardsw &
zoneredundantstandardsw.

Cloud Volumes Service 2&0]|
A2 E|= Google Cloud HESIA
28 iZE Al A8 ClHO
ZejaULICE of:
\{"api":false,
"method":true}.

=X i S0| OtL|H XiM|et =23
HIo 2ot ZL7} OtL[H O]
YHS AESH| YA L.

"nfsvers=3"

"ZI2HLZ HEE|X| ¢2)

CV 7|22}t "standardsw"Q! L|C}.

“7|%ZA|-”

nullL|Ct



oH7H i

allowedTopologies

22 TZ2H|MY M

oM 7|2 28 Z2HINMES Mo &

OH7H 1

exportRule

snapshotDir
snapshotReserve

size

CVS - d5 MH|2 fH9| df

29

XY 7k HMAE A5t H of CHet
StorageClass ™2|E AFEEfLICH
allowedTopologies BE X2
Zotsifof gfL|Ct.

olE =M 31t Z
- key:
topology.kubernetes.io/reg
ion

ZaLct.

values:
- us-eastl
- europe-westl

UELICH defaults 74 T MM
'1EI=|
=0
M % 9I L=LHZ] 75, CIDR
XA CCL

IPv4 A-||:||_-||o ot 2lg=2
T2 0H0F &LICH

ol HM|ABILICE . snapshot

CHZ ool M= CVS - 45 MH|A {0 chiet YE 78S MSELIC

IL|c}.

7|22k

"0.0.0.0/0"

ll7_I§Jll
""(CVS 7|%3A|- 0 -c')- _g_)

CVS - d5 MH|A 9| J7|2g=2
"100GiB"&LILCt.

CVS MH[A& %?348 JNEUS
HHSHR| X[ X| & 1GiB7F
2R},
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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| ME2 E MEELIC storage 7t & B & 7 HYLICt sStorageClasses CHA| g otCh= ZAIL|CE
KIRSHAA R AEZ|X| 2efA Mol AER|X| 2EAE HO|St HItHS stolstL|C}
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0| 22 E Hd5t= ZE 714 =0 tish EH 7[=2240] @™ ELICE snapshotReserve 5% X 0fl A
exportRule £ 0.0.0.0/02= HHEELICE 7t 22 of MO0 USLICH storage MMH S FRSHHAR. ZF
IHNE Tt E22 DR VA 22 HO LI serviceLevel 2|1 YR E2 J|24S HOHBLICH, 7t
= Zo|E2 A8 of M2t E2 AEMSLICE performance 3 protection.

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m



XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

A HIY StorageClass®ILICH (cvs-extreme-extra-protection)’t A HK| 7tA Zo0f DjE EL|CE O] 222

AHAF 0|2 S2H0] 10%2! 211 H52 M3t

OLX[2} StorageClass®LICt (cvs-extra-protection) 10%2| ARAF Of
S EPILICE Astra Trident= ME{E 714 28 ZHSHD AHAF 02 27 A

CVS MH|A Q4 o

L ools
= qst

SYLICE

CHZ ool M= CVS MH|A fHof Ciet HE 742 HMSELICt
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ol 1: |4 7N

2 MESt= XA WllE AMRULICH storageClass CVS AMH|A 8t 7|22 X|HYLICt standardsw
A H|A 2|

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw



ol 2: AEE|X| E M

O tHOlE 2 E AF8ELICt storagePools AEZ|X| 22 T4oI2{H LIS S Y LICL

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw
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https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
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SISLICH Al 25
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solidfire-san iISCSI = RWO, ROX, rwx ol A|AEIQ|
SISLICH BAl 25
EK.

solidfire-san iSCSI Il A|AE RWO, ROX xfs, ext3, ext4

solidfire-san iSCSI ol A|AHE RWO, ROX xfs, ext3, ext4

Astra Trident= &4HEl CSI Provisioner2 &< [Mff CHAPE ALESLICH CHAP(CSIC| 7|2ZhHE
@ AMESt= 32 F7F Z=H|7t HRotX| tELICHL E QAo E d™HSH= AW0| ZELICH useCHAP H
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ident A2 IFO0| ZX|Z[ 2 HMA 2FO[ AHEEL|CE

tr
JF0| ZX|=|X| &1 Kubernetes 0| 1.7 0| &2l A2 CHAPZI AL ElL|C.

oH7H 4 104 7=t

version oA 1

storageDriverName AEZ|X| EEIO|H Q| O|EQLIC}H skAF "solidfire-san"

backendName AEX} K™ 0| tE= AER|X| “SolidFire_” + AE2|X|(iSCSI) IP
ol = F2QLicE

Endpoint HIYE Xt 3H0| = SolidFire
S AEQ MVIPYILICH

SVIP AEE[X|(ISCSI) IP FA 8 ZE
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https://docs.netapp.com/ko-kr/trident-2304/trident-concepts/vol-access-groups.html
https://docs.netapp.com/ko-kr/trident-2304/trident-concepts/vol-access-groups.html
https://docs.netapp.com/ko-kr/trident-2304/trident-concepts/vol-access-groups.html
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labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups

Types

limitVolumeSize

debugTraceFlags
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

Ooff 2: off chgh A= Sl AEE[X| Z2HA 74 solidfire-san 7Hd 0| U= E2H0[H

—

10
=

S 2

2
gl
-
n

0| 0f|of| M= 7t&t E1} 0| & ChA| FZ3t= StorageClasses@t &7H 7 &l HolE H

Astra Trident= 2E2|X| 0 = 2|0|SS Z2H|A I off WA= AEZ|X| LUNO| SAFRILICH HO|E 24l
AEEX] 2EX= 7MY E Y 28 2EEE Y 0|SS 20|28 R g &+ ASLICHL

ofzf Al S WAL Ho| A M EF 7[=2t2 & EFots ZE 2E2|X| 20 o3l 2FE LI type &
7te 22 of 2|0 UELICH storage MBS FZSHIAIL. O] 0ol M= L AEE[X| 0| X4 RS

250 25 22 ol 2T E J=2eS MY RLC.

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
Type:
Qos:
minIOPS: 1
maxIOPS: 2
burstIOPS:
Type:
Qos:
minIOPS: 4
maxIOPS: 6
burstIOPS:
Type: Gold
Qos:
minIOPS: 6
maxIOPS: 8
burstIOPS:
type: Silver
labels:
store:

Bronze

Silver

k8scluster:
region: us-eas
storage:

labels:

000
000
4000

000
000
8000

000
000
10000

solidfire

dev-1l-cluster
t-1

performance:

gold

cost:

zone:

type:

l4l
us-east-1la
Gold

CHS StorageClass &2
StorageClass= =&

labels:
performance:
cost: '3
zone:
type: Silver
labels:
performance:
cost: '2'"
zone:
type: Bronze
labels:
performance:
cost: '1"

zone:

ALt
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us—-east-

us—-east-

us—-east-

silver

1b
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silver
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2 M StorageClassLIC} (solidfire-gold-four)= X #M Jtet Z0f OHYELICE O +BH2 == 52
H3st= RLet +EEY

2 7ot 52 MSsts 2E2[X| 25 258
AtetE SFAIZLICH

=
LIC} volume Type QoS &LICE OFX|S} StorageClassILICH (solidfire-silver)
Zo _-_x_._H__l C}. Astra Trident?} MEHSH 7}AF 22 XS D AEZ|X| QF
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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SH A Q7 Arg & HZSHIAL.

* £ MEBHOF &LIC ontap-nas HIO|E H2, M3l =7 5l 0|58 S ER2 o= 2E A3 =ZE0] Mgt
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Z20f2t 3! LICt ontap-san-economy EE2I0|HE A2 S &~ & LICH

AMESHX| O A2 ontap-nas-economy HIO|E] B, Z{slf 57 EE= 0| S40| HRe AO = OME[= E2
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Astra Trident= YHH O Z 5 AF2310{ ONTAP = SVM 22|XH2 MM E Z10Z of| AELICH admin 22 A
AMEX} EE= YLICH vsadmin SVM ALEX} EE= SUS AES 717 CHE 0|52 ALK NetApp ONTAP 152 9I8t
Amazon FSx2| Z2, Astra Trident= 22{AEE ALE310{ ONTAP £= SVM Zt2|X12 A E ZHO 2 of| AgtL|Ct
fsxadmin AF2Xt EE= a vsadmin SVM AMEX EE= S A2 71T CHE 0| E9| AHEXt E S2IgfL|Ct
fsxadmin AMEXt= E2{AH 22(XHE Mot O = CHA|RLICE.

E M8%t= 82 1limitAggregateUsage W7 HE S2{AE 22| Xt Hoto| HQPLICE Astra
@ Trident2t EH NetApp ONTAPO| Amazon FSxE A8t AR, £ RXSHMAIR

OFA

limitAggregateUsage D70 Ha= Of| A 2SEHX| RELICH vsadmin H fsxadmin AMEX}
AE. of of7 H4~E X HSHH Lo 2 o] AmfgtL|ct.

ONTAP L0l A Trident =2t0|H7t AF8E = QU= HCt MSHEQl HS gt
=

= = AX| 2 HESEK] QEELILE. Tridente]
CHE =2 MER EE|Z0ME FIHAPIE 2 E5I22 ¥2{|0]| =7} o |

ONTAP SAN EZ20|HE ALE6H HAIEE 1S FH|E StL|Ct

ONTAP SAN EZI0|HE A5 ONTAP HHAIEE L MSHY| (8t @7 Atet 8l Q15 SM2
o[shgfL|Ct.

QT Atet

D= ONTAP HHAl=9| AL Astra Trident= SVMO]| 5Lt 0| A9| Aggregate/t E&HE|0f QLO{OF BfLICE,
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LESh = Ot EBIO|HE Adlstn & & SILE 7t2|7|= AEE|X| EHAE Wde = JUSLICH 01|§ =0, 2
TAHY > JELICE san-dev & AHE6H= 22 AQLICH ontap-san E210|H B! A san-default £ ALESH=
e A/ULICH ontap-san-economy 17H.

2 E Kubernetes X L E0= XA iSCSI 20| AX|=[0] L0{0f BfL|Ct S EXSHMA|Q "& AR} =
ZH|LCH & BRSHYAIR.

mufn

ONTAP HHAI=EE QI5BtL|C}

Astra Trident= ONTAP HAIEE QIF5St= F 7HX| REE NS gfLIC.

* XA BE 7|Hh 2Rt #oto] A= ONTAP AEXIS| ALEXL O|F 3! &tz L|Ct. 2t 20| 0|2| Folal Eet 21
AYS M= 20| ZE5LICt admin = vsadmin ONTAP HT | 2t S X[CHoh HESHY| 2/

=
SXM 7|9 Astra Trident= ol =0f| &X|El 2AAF A E AHESI0] ONTAP S AEQF E4E == JASLIC. Of
P HHIlE Yool = 2EI0|UE A M, 7| L A2 ZR MEY = A= CAASAM Basebs= QAT E 240]
Ofof LICHAEF).

x12{ S 7|8k WHak QIS A 7|5 W 2H0j O|S0t7| Sloh 7| E WSS HB|0|EE 4 AKLICE J2ALt B Hof
SfLtol 91 ureBt NI AFILICE T2 91 WO HMekot2{ WIS o)A 7% WS R0k BiLiCt,
(D) B s 8 0s H3stem st 24 Tl £ olde] I3 wHo| B Ette 277t
25101 RS 0] ATHBILIC
X2 5% 7|4 oI5 S A ELITH

Astra Trident= SVM #l/22{2E{ H2| 2t2[Xt0f| A ONTAP ”—'.*?i'E FEA5H7] 218t XH ST S LI ot
Z0| 0|2| Eo|El BE JY S AH8%t= A0| Z5LICH admin = vsadmin. 0|5 &3l &= Astra Trident
2E|A0M AEE 7|S APIE &Y &= U= &= ONTAP & EI*Qf oz oetgo| 2FELICH AFEXL X[F 2ot
21 AY2 Astra Trident2t 71l W4 3! AHEe 4= UX| 2 AFE|X| S&LIC

HAE Folo| ofl= LSt Z&LICt.
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONE H XA

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

BHOll= Mo|= XA SHO| Yot HIAEZ XA L= RAUSH X2t M| RSHYA|IL. BHAET MMEl = AL Xt
0|E/Y S = Baseb4Z QT L | Kubernetes S 2 MZHEIL|CEH BHAI= 0| MM E= AG|0|E= X+ SHO| CHEt

-1 O O

X|Alo] 2ot gt THAIQLICE W2t Kubernetes/AE2|X| 22|17t Y 4= U= 22| Mg ZriiL(ct.

TH4d

At 8l 7| E HAIE = QIBZME ALESI0] ONTAP A= 2t SAIE 4 JUEL|CH MHAE FHo|ol|= M| ZEX| OH7H M=t
ZQ
=

* clientCertificate: Base64= Q13

* clientPrivateKey: Base64 - HZAEl 712l 7|2| Q1A El ZrLICE.
AL
T

* TrustedCACertificate: A1 2|&t M2| Base64 Q1A ZIQALICE AME|E £ = CAE A5t
=
[=]

=
= =) =
&2 0| o7 H=E HMISsHoF SLICE M2 == A= CAT AL E|X| 92 o] XS

etEel IS 20 = TS BHAZF ZEELIC

1. 22I0|HE QIZM 8l 7|15 WL 4 Al CN(ZEH 0| 5)2 ONTAP ALEXIE HHSH0] ABSHHAIL.

—

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. ME|E £ A= CAASBSME ONTAP S AEO| FIHfLICE 0l AER|X| 22|Xt7} o|o] M2|eh Y
UAELICH EHAEE CAZL AFEX| o™ SAISLICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0| 22I0|AE AFM & 7|(1EHA)S ZXIFLICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Hot 2191 AH0| XY & =X &ASL|Ct cert 1T UH.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. MME| QIZME AIRSI0] 215 E|AESIL|CH ONTAP 2| LIF> 2 <SVM 0|E>2 22| LIF IP Y SVM
0|59 HiFL|Ct.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64Z QIE A, 7| L A=Y & A= CAASME T HLCE

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. OIF SO A UL 2HS AFEBIO] HAS S MY BLIC
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema==

IE
mjo
1%
n}
=
Im
Of
N
sl
Rl
0l

22 S| RELICt
AFSSIALL X2 S BIMOIER 7| Z HACE o

e HAIES OIS NE ALSOIEE AC|0[ES 4 AT ASHE ALSOH= WAL
O[S & QIALITH 0|37 Sf242 7|% 915 WS A okD M 215 WHs &

= AL2 X} 0| 2/2tS
ZsloF LCt A

ps|
Chs Aleet T4 ofoH #HT1 etEl IM|0| EEl backend.json IS AFERILICH tridentctl backend

HIO|Eg 4= ASLICE. O|HA| 3t ALEXL O|F
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

AT E oM nf AEZ|X| 2E2|XH= HX| ONTAPO|A AtEXIC| S E A0 EstofF BfL|CH 1
@ ChEoll= HAE HHO|EZL ASLICEH ABSME =|HE mf of2] ASME MEXOA =ote =
ASLICE O ChZ MA =T} HHO[EE[ M ASME f%?:.“—llif J2{H ONTAP 22{AE{0]| A

O] QISME AHE &= ASLICE

8101 = 2 IB|0| Sz 0]0] AT 2Bl Th3t UM AT FEHE|HLE 0|30 MAHE 25 A1
SHELICH HOIC E|0|E7t SR HO|H Astra Trident7} ONTAP HI= e} SAl6lT % 28 HeiS A2(et 4
2SS LiErdLICH

02
0L
oot
o
=L
>
U
mufn
>
00
ot
2
re

22 ASHLIC

ED
n

Astra Trident= 2| &Sk CHAPE AF25HK iSCSI MMS elEse = Ct ontap-san ¥ ontap-san-
economy E2I0|H. 0| & {IsHA = 7t &2t =0{0f BfL|CH usecHAP A= T 2[0f| A ._'5—'1%P FASLICL E 2
Xt B2 true, Astra Trident= SVM2| 7|2 O[L|A|0|0|E EHOtE ke CHAPE -5t al Bl = m of
ALEXt O|E1t S E MHETILICEH ek CHAPE AME6t0| HE S 2IEst= 40| EELICL CHES ME 2482
RSN L.

40



version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I8L|Ct usecHap O7H H
PSS

F= £ SMQILIC} 7|2XMOZ falseR
M™E| ASLICE true 2 MBS F0i|= fals &

LSt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE&= Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE HMSt T A5 E HEL

DXI
UELICt tridentctl update.

C
F)
=

MMS E8fl usecHAP AEZ|X| TE|Xt= AER|X| #Hol =0i| A CHAPE ASHE 2 Astra Trident0ll X|A|EHL|C},
o47]0ll= CtZ0| ZeHE Lt

* SVMOIM CHAP £7:

° SVM2| 7|= O|L|A[of|o]Ef Eot Ol giZ(7I=4t 2F) * 0|22 * &0 0|0] 7|E LUNO| g2 Astra
Trident?} 7|2 2Qt RS 2 HAFSLICH cHAP CHAP O|L|A[0f|O[E{2t E}ZU AtEXt 0| & = 74 2
Tlgtct.

° SVMO]| LUNO| &=l AL Astra Trident= SVMOIA CHAPE &MatstX| &L Tt akA SVYMO]| 0|0
U= LUNO]| Cist M AT H|SHE| X Q4&LICH

* CHAP O|L|A[0f|0]E] &L EtZU ALE X} O|F 2t =& FRILICE 0|22t SM2 A= 0l X|FsHOF ZLITHS
kI-I)
0 —-).

SHANI =7t MM =l = Astra Trident?} Siie 2 MM SIL|Ct tridentbackend CHAP &% Sl AFEXL 0|E2
Kubernetes HIDE'E CRD % XZtstL|Ct, 0] il E0]| A Astra Trident0l] 2|8 MM =l 2= pySE= CHAPE Sl
OLREE|D AAELICE

A2 EH2 8%

ra

St WA= S A0 ESL|Ct

R

AP I:|H7|'| HE AUO|0|ESI CHAP Xt 3ES H0|EY &~ UELICE backend. json IHY. CHA
1 E A28H0fF BL|Ct tridentctl update BHEE ARSI o|2{st HA Alst2 tggggruq
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HHOI = O] CHAP %*§§ AO|IO|EY [ E AE0l0F BLICH tridentctl BHAIEE AHH|O|ETHL|LCY.
@ Astra TridentOll A B2 AFSHS MEHSH & 9lo D2 CLI/ONTAP UIZ E8f AE2|X| 28| AE|Q| XA
ZHE M0 ESHX| UHéMIQ

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|&E HAL2 Y2 X AELICH SVMO|A Astra Trident”} X124 ZSEE 0| ESHH 24 MEfZ SXIELICH M
HZE2 UOIO|EE XHH B2 ALEotH 7|E HZ2 AL g4 Mef= RXIELICH 7|E PVSE HZ SiAISt CHA|
HZSIH HO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 74 &M gl ¢

Astra Trident & X|Z S35 ONTAP SAN =2}0|tHHE MMst Ar2st= Yol CHaH
otEMA| 2. O] ”'*"OHH" SRl = A Off&f| 3 & —.”°i|_§ StorageClassesOf| D{ & SH= B0
CHet M2 B2 E 3L Ct,



OH7H -
version

storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

Ad 7|22k
a1

AEE[X| E2t0|He| o|S|L|Ct ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

ARt X|E 0| e AEE[X| E2}0[t{ O|& + “_” + dataLIF

HHO|| =

[y QS

Z2{AH E£E= SVM #2| LIFS| IP “10.0.0.17, “[2001:1234:ABCD::fee]”

FaQLtt

MetroClusterS &sHA|
AKX 2HI2{H SVM 2| LIFE
X|HsHoF gfL|Ct.

FQDN(Etetel =0el o[ E)S

&g = ASLIT.

S A2510] Astra Trident7t A X| =l
A2 IPv6 FAE AESIEE dHS
= UELICE —~use-ipve A IPv6
FAE S 2 FO{OF ZL|CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).

TZEZ LIFY IP =&AL, SVMO]| A THEElL|CF

*iSCSIo| s M= K™ SHK|

O A2, * Astra TridentZ}

A EILICEH "ONTAP MEHE LUN 2"
Cts 2 MME H-st= 0 East
iSCILIFE ZMstz{H 210 &4 A|
dataLIF HA|HOZ MO|EIL|CT

CHAPZE AE35I0{ ONTAP SAN false
E2to|Hof et iSCsI 21E
[Boolean].

£ £ 4EYLIC} true Astra
TridentOf| A BHAI= 0] K|S El SVMA|
CHSH 7|12 QIB o2 Attak CHAPE
TS AFETILICH 2 FTSHAIL
"ONTAP SAN E2}0[t{Z AtE35}0]
HHOlEE 2 Me F=H|E BiLICH &

EZXSHNAIL.

CHAP O|L|A|Of[O|Ef &t ILILCE,
LIQ%t AL useCHAP=true

S20| M8 Aolo| JSON BAl
2ol MEYLCH
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oH7H i

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage
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e

CHAP E}Z! O[L|A|0[O]Ef b= LT},

ZIQot AR useCHAP=true

QIHFRE ALEX} O| SRILICEH HRot
Z2 useCHAP=true

CHA AL X} O| SRILICH EHRPt B2
useCHAP=true

Base64 - 22I0|AHE
QIZYE ZIULICEH QB A 7|t
QI=0f AHZEILICE

Base64 - 22t0|AHE 72l 7|9
QIFY = ZIUL|CH QB A| 7|4t
QIB 0| AL EIL|Ct

Base64 - 2Z[g £ U= CA
QIS Ao| QA= ZFRUL|C MEH
At Q1= A 7|t 2l

ONTAP 22{AES EA
LBt A2 X} O|SQILICH Xt
7|gk QIS 0f| AFZEILICE

- L O
ONTAP 22 AEQ} EAlSH= O
Lot ASAL|CH XHH SH 7|8t
QIE0f A EILICE.

MEZ AEE|X| 7h HAYLICE

SVMOIM A EES Z2H[XJE
AMEElE HEA

LIBOl $3% 4 giALICE 0] ofsf
A4S AT0|E0t21R A HolES
MABHOF BHLITE,

AFE O] 0] H|22 Erfota

T ZH[X'do| AmgtLct.

NetApp ONTAP BHAI=0{| Amazon
FSxE At8%t= 82 & X|H5IX|

OFMAI2 1imitAggregateUsage.

& fsxadmin & vsadmin
OHZ|H|O|E AHRE AMSI1 Astra
TridentE AHESH0] H|otst= O
et #oto] Zote[o] /JUX]|

& L|CE

“w

“

SVMO|M IHHEEl 32
managementLIF O|(7})
K™= ASLIC

trident
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oH7H i

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

useREST

22 may|KUe 9|3t olle

Ol M Ol2{st ZME AHESHY 7|
74 OlME F=5HHAL.

OH7H 4
spaceAllocation

spaceReserve

snapshotPolicy

e
S 28 277t o] Hct 2 32
8% o AngLct,

CESH gtree 2! LUNO]| CH3H 2H2|SH=
282 At 37| HMgtefLct.

FlexVol& Z|CH LUN &= H2I[50,
20010 RLo{of ghL|Ct.

EH HE Al A ClHO
ZafaLICt. off: {“api”:false,
“method”:true}

22X sHZ =O|X| &1 XMt 21
HIOJt Heot Z27t OfL|H ALESHK|
ORAMA| 2.

ONTAP RESTAPIE AI2%l= E8
Of7f H QLT * 7= 02| E7] *

useREST ZE2HM 2 HE1JL O
HAE $HFof| A& == 7|= 0|2
HI|2 H3ELICH E 2 ¥t E2
true, Astra Trident= ONTAP
REST APIE AI25}0] HHAIE 9}
SAELICE o] 7|52 A8sHHH
ONTAP 9.11.1 O|At0| HePtL|Ct,
CESH AR E|= ONTAP 2191 Hstof|
ol CHot HM|A Hoto| L0{OF BFL|CH
ontap S8 T2 0|= AA
JHO|EI ol °|‘H SEELIC vsadmin

3! cluster-admin 9%,

useREST = MetroCluster0| A
K| E[X| k& LT

[H

100

null

false
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oH7H i

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

securityStyle

tieringPolicy

22 TZH|XY 9 o

Ch22 71=2440] Fol& o YLict.
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Ay 7|3k
MNE 2E0| LB QoS A

JEYLICH *EEIXI /A =0l A
qosPollcy tL = adapativeQosPolicy
= siLiZ HefpiL

[ = |
Astra Trident2} 271 QoS ™
JES ArE3I2{™ ONTAP 9.8
O|At0| L RBtL|C} HZ R QoS M
JES A8t M OFo0| 2
THERAHE MEE|LE 5t AO|
AL_IEI_ go QoS X 7:-|x|.| —'EO |:

HIAZE F N2 I3H°H 3._%
Mgt Ct
MAE 2800 22 34 QoS
HM OFQLICH AEE|X| &
/2 = 04 A qosPohcy L=
adapativeQosPolicy & 5H—f§
MEHSELIC}

A4S0 Ol Of|efEl =

EoWMES If(BS snapshotPolicy "$US

0|, JX| OB YLICt,

MY A o9l 2R0IM 2B "5
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M ZE0ll NVE(NetApp Volume "4 EI"

Encryption)E &M setL|Ct.
712242 AUL|Ct false. Ol FME
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SHAENAM ZM3E|0f RU0{0F
gL,

gHAI = 0| | NAEZt M SHEl AR
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=52 NAEZ} 2 M SHElLCt,

KtMSH LHE2 CHE 2 EESHYAIL.
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

£ M85t MMEl D E 280 toll ontap-san E2I0|H, Astra Trident= FlexVol0f| 10%2]

222 FI}510{ LUN HIEHH|O|E{E £ETL|CE LUN2 ALEXI7L PVCOIA ¥ st= Metst 37|2
@ I 2H|X'JELICt Astra Trident?t FlexVolOfl 10%E CIEfLICHONTAPOIA AFE 7HsEE 37|12 EA).

O|X| AHEXIZL &7t 718 %S HE 5 USLICH ESH 0] HEOZ Q1| A 7hstt 371H0] 23|

SEE[X| gf= ¢ LUNO| 47| HE0| E|l= XS YA = ASLICE. ONTAP-SAN-ZH|0fl= HEE[X|

LS — —

FSLICE
2 HOo|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 37|E A AFgtL|Ct
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|HE +83I=F FlexVold| 3=7t=l 10%2| Astra Trident@LICt. € snapshotReserve = 5%,
PVC 28 =5GiB2! 2 £ 28 37|= 5.79GiB0| 11 At 7153t 37|= 5.5GIBRILICH £ 22ILICH volume
show HHE 0| Of| x|} FAFSH ZLHE HA|SHOF BtL|CT.

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.508GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.
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M 71ZE = F0Hl Choll M AlME ALE3tE REe W2 37| ZFYLICH

x4 el of

CHZ ool M= tHEES| o HaE 7|2UCE F= 7|2 #488 EH FLIT. 0f

YHYLIC.

@ NetApp ONTAPO|| A Astra Trident2t &7 Amazon FSxE At
DNS 0|E& X|H3st= 0| ZEELICL

ONTAP SAN %4 1M of

0|74

A

rlo
i

AMESH= 7|2 AYYULICH ontap-san E2H0[H.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin
password: <password>

ONTAP SAN O|2 0] £|A A of

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>
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ASA 718k 152f of

0|7LE~?**WKmk1cllentCertlflcate clientPrivateKey, ¥ trustedCACertificate (MET
T A= CAE MEdH= 22 MEi AMgh = off i ELICH backend. json J2|10 ZH2ZF Z2I0|AHE QIS A, 72l
9| 3:' Ml U= CA ?J’cfk|9| base64= QT E ZtS AL RILICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QkHlSE CHAP Off

Of ol M= E ALESHH HA=E HELILICH usecHar E 2 2T

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

LIC} true.

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy

managementLIF: 10.0.0.1
svm: svm_iscsi eco
useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

7tet 22| WAL of

Oz{eh Al Ho| mj MEM M= o 22 ZE AE2|X| E0f| CHH
=]

912, spacenllocation AANY B2, U encryption HAAY M.

Astra Trident= "Comments" ZE0]| HZ 0|28 MEe

D2H|XEe o 7t 20 A= ZE 20|22 2EE|X|

O =822 H0|SS 0|28z FAY £ AFLICH
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E3 7|12240| - ELICt spaceReserve
It 22 AER(X] MM Fo|ElL|Ct,

=T

L|C}. FlexVold| 410 |*e“g%!|-||:f.Astra Trident=
=50 SAFEL|Ct ﬂ1°l Qs AEZ|X| BE2|X= 7HA & 8l



O| Oflofl M= LB AER|X| E0| AHHOZE MHELICI spaceReserve, spaceAllocation, % encryption

PE E2 7|2US HYAGLIC.



ONTAP SANZ2| o
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'

encryption: 'false'

Bl = £ StorageClassesOil DHZ EtL|Ct

-

CI= StorageClass H2|= 2 HESHUA|R 7H4F 22| HHoll= 0. E AFERLICI parameters.selector HEOA
Zt StorageClass= =52 SAEGH= Ol ALY £ U= 7t E2 S EYLICE MENSH 714 Zof| 2 50| H2| &[0
USLICE.
* £ 22Ut protection-gold StorageClass= 2| A HMf 7t Z0f| Ol ZEL|CE ontap-san HAIE, SE
g 23 7|52 M3dhk= s ESLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* £ 228} protection-not-gold StorageClass= 2| & M| 3! Al #Hxf 7HA 20| O EIL|C} ontap-

E. 3029 Bz =F2 MSot= fLe SLICL

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:

name: protection-not-gold
provisioner: netapp.io/trident
parameters:

selector: "protection!=gold"

fsType: "ext4d"

A Z0| OHEELICH ontap-san-economy SHAE,

HH

* £ Z2I8HLICt app-mysqldb StorageClass= 2| M| HI 7+
mysqldb F& o CHSt AER|X| E FHE HSsts Kot EQLICE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2 & HMY| 7H&F Z0f OjZ EL|C}
ontap-san A= AH ¥ H3S 51 20,000EQ2E M XM|Sot= LT EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ 22I2LICt creditpoints-5k StorageClasse 2| Ml Y 7tAF 20f| OHZEL|CH ontap-san O /e
sHANl = S1 U] I 71 E/LICH ontap-san-economy HAIE. 5000 2|5 ERIEE HRtt st =

c
Me|AL(Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

-

Astra Trident7} 1Bl 7t ES AHEotD AEL|X| 27 AFdES SFA|ZLICE

ONTAP NAS E=2}0|H

ONTAP NAS E2}0|H 712

ONTAP %! Cloud Volumes ONTAP NAS EZ{0|HE AtE3t0{ ONTAP HHAIEE L M5t=
HHEHOf| CHol LOtEMA|L.
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ONTAP NAS E=:2}o[H{of| Ciet Z2 FHEILICt

Astra Control2 2 MMt 258 Qo 2gst B, 7‘H*H £, 0|34 (Kubernetes 22{AE 7t 28 0|5)2
HSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san E2I0|H. & HZESHYA|L "Astra Control
SR AP 7 Ate B EXSHAIL.

* £ ME3l0F &LILt ontap-nas HIOIE 2%, Mol 57 U 0|52 ERE ot 2F HIAZ=0f ML

* MM ontap-san-economy O|& %= 28 AFEZ0| ONTAPZL X|6t= W ECH 2M B2 Ao =2 of| AMEIL|CE
. MR ontap-nas-economy H& L= 2& ALEZ0| ONTAPO|A X|st= AECH HM B2 ZIO 2 of| A=

20f|2k 8! QIL|C} ontap-san-economy E2I0|HE ALEE 4~ QI&LICEH

* AMSHK| OHYAIL ontap-nas-economy HIO|E| 3, ZsH S E£= 0|5H0| HRg AR 0|&E= 22

NE=N i koli

Astra Trident= YHIE O Z £ A6 ONTAP EE= SVM 22| A2 MME ZHO 2 of| AStL|CH admin 22{AH
MEX EE= QLICH vsadmin SVM AFEXA E= ST &2 JHEI CHE 0|E9| ALEXL

NetApp ONTAP #1&2 2|8t Amazon FSx2| A2, Astra Trident= 22{AEE AFH23510{ ONTAP EE= SVM
Z2|X2 MME HO=E O ABLICt fsxadmin AFEA EEE a vsadmin SVM AMXL EE= St HAEE JHEI CHE
O|E2| Ar8Xt E S=IYLICt fsxadmin AFEAtE E2{AH HE2|XHE Mt O = CHM[RLICE
AHE%t= 32 limitAggregateUsage O Ha, S AE 22X} Aoto| HRBIL|CE Astra
@ Trldent9f 8l NetApp ONTAPO|| Amazon FSxE A3t AL, £ **xﬁf*'MQ
limitAggregateUsage 71 Ha= Ol M ZSSHX] RELICH vsadmin 3 fsxadmin AFHEX}
AH. o| o7 H4~E X|™HSHH 14 2ol AlofgfL(C.

Trident =2f0|HIt MEE = Q= O Mot 2l Q% ONTAP L{0f| 2t= 4= RUX|2F HESHA| S LITE. Trident2l
CHEE2 MER HE|Z0ME FIHAPIE 2E5122 O 0|E7IH{ED 2F f“a“%**wl gabch

ONTAP NAS EZ2[0|HE ALE60] HAlEE et F=H|E eL|Ch

ONTAP NAS EZI0|HHE AFE25I0{ ONTAP HiAIEE A MSHY| 2ot 7 AMSt, Q15 M 8
AATLE MMZ ofslgL|Cl.

27 At
* = ONTAP HHAlE9| AL Astra Trident= SVMO]| stLt 0| A2| Aggregate7t &= QL0{OF BfL|LCE,
* = 0| Ao E2IO|HE MAStD & F StLIE 7t2|7|= AE2|X| A E MY 2~ JELICE OlE &9, S
AME5tH= Gold 22fAE Y = JSLICH ontap-nas E2H0|H 5! £ ALE6H= Bronze 224 ontap-nas-
economy 17H.

* B E Kubernetes 21Xt = =0 MAESHNFS 20| AX|E|0] QLO{OF SL|Ct S HZSHMAL "7 |" &
RSN L.

lI

.
o
=]

ICt 2 HZSHMAILR SMB

o
b

o

Astra Trident= Windows = =0 A A3HE|= Pod0|Zt OI2EEl SMB =&
=5 DIZ2H|NY S I8t TH| E HESIMA L.
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https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2304/trident-use/worker-node-prep.html

ONTAP £ QBT Ct
Astra Trident= ONTAP HAIEE QIFdH= & 7HX| REE NS ELICt.
* XA BE 7|8k L3k MH0| U= ONTAP AL XS] AFEXL 0|5 8 S UL Ct of 20| Oj2| Hel&l Hot 2
A2 ASt= Z10| ZELICH admin EEE vsadmin ONTAP HE S| S et S X|CHst HESHT| 2[5
* Q1= M 7|dt: Astra Trident= BHAI =0 MX| =l QIS ME ARSI ONTA A EAY £ JUSLICE 0]
A HollE Holofl= S2I0|HE QIBAM, 7| U A HLR ME|S £ A= CA QS A2l Base64 = QT El 40|
UO{OF BhL|CHAHE).
Xt ZH 7|9t dheH o QIE A 7|9k HEH ZHo)| 0| SSt7| 2lsl 7|1E HAEE AHO|ES 4 JESLICH 2Lt St Hoj|
StLtQ| Q15 uiHat X| I ElL|Ct CHE Q15 HHHO 2 HMotsta{H Wil T HAA 7|E WHES K| oo L Ct.
@ A S CIBAM * E 5 MlSot D ofH 74 I = 0| A2l Q15 WHO| HZEICHe LFE7T
HHAMSHO] BHoll= MM 0| Aloighi|Ct.
Xt SE 7|4t Q152 AL Ct
Astra Trident= SVM He|/22{ AE He| 22| Xt0|AH ONTAP H—H.O_iIESEr EMBEY| et X1 3HE 7L Ct ot
Z0| 02| Ho|&l EZF A2 ME6H= A0| EELIC admin & vsadmin. 0| E6l| &= Astra Trident
2| ANM AIRE 7|5 APIE =3 £ = TS ONTAP 2 EI*QP o2 Sotdo| BREL|CH AFE X X|E Hot
2791 AE2 Astra Trident2t 24 MM Sl AT 4 QUX|TH HEE|X| Qf&L|CH
sHoll = Holo| o= CtS ot Z&LCh.

58



YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZESHAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-

= X4 SYHo| et HIAEZ ML= RS AX2ts Hoil RlotHA. AT WHE = AL
Base64 = 213 FE|0f Kubernetes &2 2 M ELICE MA=of W/ 2 XtH SO thict X[ A0
2ot THAILICE [M2kM Kubernetes/AE2|X| 22|t =gt = = 22| T ZH Lt

At 8 7| E HAE = QIS ME ALESI0] ONTAP HAIE 2t SAIg 4= JUEL|CH HAE FHO|ol|= M| ZEX| 047 H=It
mQHL|C}
= =

2

* clientPrivateKey: Base64 - HZ ! 72!
A
T

* TrustedCACertificate: A 2| 2l
Z< o] o7l tH-E HSHOF BL|Ct Mg

2etEel IS 20= T BHAZF ZEE LI

1. S2I0|AHE QB XM Y 7|5 HdetL|Ch MH Al CN(2EH 0| F)S ONTAP AIEXIE HHSIY QBSHAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| %OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM B 7|(1EHA)E HX[RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HQIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MMElIQIZSME A8t 2152 HIAEELICH ONTAP 22| LIF> 9 <SVM 0|E>2 22| LIF IP % SVM
O|EQ = HFEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2HQlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO|M F2 2tE ArE5He] WA =S WdRlL|Tt.

| s

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
pommm - e

oI5 A= YH|0|EStAHLE 1A SFS MLt

CHE Q15 WS ALSOIALE X12 SYS S|HOIEE J|E MACS 0|8 4 UBLICE 0|L A 5121 AH8X} 0|5
/ASE NSOt HIIEE QIZNES AFSSHES HE(OIES 4 U1 AIBNES AFSSHE WASE ASK 0|S/YS
7|02 AC|O|= 2 <+ USLICE OfA S2f2t 71 Z o5 Wi Mom M o1 Weig okofor giLick 1

o

bs|
Chs Aleet T4 ofoH 47t etz AH|0| EEl backend.json IFY S AFERILICH tridentctl update
backend.
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

A E oM mf AEZ|X| 2E2|XH= HX ONTAPO|A ALEXIS| = E A0l Eslof BfL|Ct O
(D Ch2oll= HAE HOO|EZL ASLICEH ABME =|HE mf of2] ASME MEXOA =t =
AgLICt 33 oz HAETH HHO[EE|0] M ASME AFERILICE J2{H ONTAP S2{AE0M

O|F QIZSMEZ AbN|E £ Q& L|CE.
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HA=Z HHO|ES = o|0] W= SFO Tigt MM AT SHE|HL O|=0f| HEE =5 HE0| S-S DIX[X]
ASLICH HAlE AH|0|ETH HZX0|H Astra Trident’t ONTAP Hl=2t EAISHT ots £8 ZglS M2|g
ASS LIEFHLICE.

MAE HofgtLct.
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Astra Trident= HAZE Y A2 0ff LIS F 7HX| S8 S HMSELICH

* Astra Trident= HAZE ZMRHHE SHOE A2 o JAGLILL 0| 28 REO|M AE2[X| &2|xH= 518
T U= IP F2LE LIEHLH = CIDR 25 553 X FEL|T. Astra Trident= 0[2{8t ©9{0l| £3h= L= IPS
AAZE FHMO| AHSOZ FIHILIC = CIDRS X FOHA| $ICH oM HAE S 2H Helo| RLIHAE
IP7H LHELHZ| F2ol| 37 LIt
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0

CSI Trident®| 20.04 2|2 = ONTAP A =0f| CHot AAZE FMS SHOZ Mg £ U= 7%% |-'-°“—| Ct.
Mt AEZ|X| BE[Xte HA|E FRIE £50F Holst= Cf

USLICH AAZE FYHM H2|E A UASSIEZ, AAZE HMS %Of'l' o o4& AEE[X| 331*E101| et =3
o] BROHK| dSLICt. ot AER[X| SR{AEO| tist AMAE XIFE HelQl IP7L UAs AR ==0f 2t
Mgt 20 MEStE Xt el S X[F L.

@ CSI Tridentt| 2t LHE LY V| Mol SX 22[E AT 4= JUSLICEH 2AXH =E7F NATEDZt OHAX|
2Holst= Z10| ZLEfLICE.

o

T 7R 8 S92 AEOHOF BLICH ChE2 W= Folo| of YLCt.

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

0] 715 AE8E W= SVM| RE uAFH0| .= CIDR 25(0: 7|2 AAEE HM)S *19&"
AAZE X0 o7H oo WY&l AAZE FHMO| U=X| 2AQlsHOf BfLICE Astra TridentS ?{et
SVM & NetApp2| HE 2 A E S MEHAL.

©

CIE2 22 olE ALK 0] 7| 50| Z55tH= 2hAlof et dH LT
* autoExportPolicy 7} Z MHE| YELICH true. O|= Astra Trident?} Of| CHSE AATE HHMZ &
A2 LIEPHLICE sym1 E AFESI0] & £7} 8l AH|E H2|BLICH autoExportCIDRs T4 2. Of
UUID 403b5326-8482- 40dB 96d0-d83fb3f4daec I 7t U= HASE ALEE £+ UELICE
autoExportPolicy & 2 MY ELICt true 02k WAZLE YMZ MMBILICH trident-403b5326-
8482-40db-96d0-d83fb3fadaec SVMO|A].

==
0x

C}

of

0
muin rot
rr

i

* autoExportCIDRs & 28 SE0| ZaE|0 QJELICH o] ZEE= ME] AtS0|H 7|2 O 2 ["0.0.0.0/0",
"/0"|RULICE HOlk[X| %2 B Astra Trident= ZHYUX 20| J= BE MY HR|Q| FLIFHAE FAE
x7|.3|-|_||:|.

T = .

O ofloflA = LIt 192.168.0.0/24 F& 370 IS EILICE 0] T4 He{of 3}'— Kubernetes ‘- = IP7} Astra
Trident7} MM SH= AATE MKo|| XII=S LIEFHL|CE Astra Trident7f AdE|= L EE S26H =9 |P

EO—l

FAE AME o MSE FA SE0 Ci=6H0] 2QISL|CH aut oExportCIDRs. IPE ZE{ZISt F Astra Trident=

63



YA E S2t0|AE PO gt HAZE YM FAS WHoIH, AHot= 2} L =0f Dol StLte| 72l AFSELIC

AHIO|EE £~ UJELIC autoExportPolicy U autoExportCIDRs HHoll = = OFE Z0f| AFEEILICE 7|&
CIDR2 x}Eog ZtE|StALE AH|SHE BA =0 A CIDRE F7He & UELILCE CIDR° AHE M= 7|&E HEO|

2OJX/X| T2 FOISH0F BILICH B HIZABIEE M 4~k ABLIC autosxportrolicy HAC S Ho
S50z Ml LjsUy| B0 SORILICH ol2A) stefel B AFO} HLIC exportrolicy HAE 74
o4 w2t

Astra Trident7} HAlEE MMSIALL FH|0|ESt =
SHE tridentbackend CRD:

mjo
>
00
Of
2
1=
)
n
i

sfolgt 4= QUELIC tridentctl EEE

./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

= C 7t Kubernetes 22{AE{0f| 3=7t%| 10 Astra Trident ZIEZ2{0f| SE&|H 7|Z A= 9| LYHLYT| HAO|
oo EEL|CHOl XIEE =4 H|o| £5HH &) autoExportCIDRs M AEE).

T EJ MAHEH Astra Trident= 222! HEQ! 2= MA =S HASIO =0 CHR AM[A 21S H|HELICH Astra
Trident= Z2|E[= HAI=9| LHELTZ| FHO|M O] .= IPE Mot 22 OI2ES YA[SLICt B, S2{AH2| M
L=EO|M O] IPE CHAl AFESHX| 8= of DREIEX| L L},

7| & WAlEo| AR WAEES 2 AH|O|EYLICt tridentctl update backend Astra Trident7t AXE MM S
S22 Helst=X| §—. RIgfL|Ct. 22 WA= 9] yUID F{ofl 0|50 X|FE A LHEL 7| FH0| WM |1 sl =of
Az 2E2 M= YYE HWELY| S CHA| OI2ES [ AF LT

() B melsls syl M0l Y MASE Aioiel S0 W Li=uly| 8ol Aigich
ol = 7} CHA] A2 S =T} A HOIE 2 X2|]0f M AT E Ho| WAEILICH

= -

2ol L E9| |P 3&7} AH|O|EE|H =E0|A| Astra Trident PODE CA| A|ZtSHOF StL|CE O3 CH2 Astra
TridentZt O] IP HA AL S BHAHSIEE 2H2|5H= WA Z 0| CHSE AATE YMZ A 0| ERLLICE.

o= d
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ZH|E =30 5tH £ AI23I0d SMB 282 Z2H|MJE &= ASLICH ontap-nas EEI0[H.

SVMO|A NFS 5! SMB/CIFS Z2EZE 25 #4510 2 MM80F &LICH ontap-nas-economy
(D) ONTAP AHHE i3t SMB 25 0] £ Z2EZ 5 siLIE 745HK 2ow SMB 25 440
AIigiL|CE.

Al Ztst7| FHof|
SMB &2 ZEH|XN'Jst2H HX CtS &=0| JL0{0f ErL|Ct,
* Linux ZIEE2] =& % Windows Server 20198 &&5t= Windows 2IXt L= E7} Q= Kubernetes S2{AE
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|CE.

* Active Directory AtZ ZHO| ZLHEl Astra Trident =7} StLt 0|4 QU0{0F BILICH RS E ML Ct
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AZ FHE CSI IZEA| E FHELICH “csi-proxy’ & EESHYAIR "GitHub:CSI ZEA|" EE&
"GitHub: Windows& CSI Z=A|" WindowsH|M A& E|= Kubernetes =E°| A2

|

1. 2T3|0]A ONTAPL| 22 SMB 2R 5 MAMst7L Astra TridentO| A A S 4= JAELICE,
@ ONTAPE Amazon FSx0|= SMB 287 L gfL|Ct.

LIS & 7HX| @ F SILIZ SMB ZE2|Xt SRE HAe
ONTAP CLI AHZ ONTAP CLIE AtE%t{ SMB SRE

&= UELICH "Microsoft 2| 2&" 37 Z0H A”IQ E£=
MEsHH [I2E MEYAL

a. Hest 42 ZR0 ciet ClHEE| 22 £XE HMeL|Ct
E 2&|8ILICt vserver cifs share create Y2 S{E M= SO -path M0 X|HE=l HZ2E
2tIBtL|CE X ™ot A2t glo™ HFo| AofgfL|Ct,

b. X|MEl SVMzt HZEEI SMB 2RE MAstL|CE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SRt HHEIJU=X] el

vserver cifs share show -share-name share name
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tMIBt L2 2 B xS AIQ "ONTAP 7A &M 5! of|H[& FSX".

OH7H 4 29 o

smbShare smb-share nasType
LIS & SHLHE X[He & /}SLICH

Microsoft 2t2| 2& = ONTAP

CLIE A5 *ct“SE._I SMB &R/2

O|Z, Astra Trident’t SMB &3R5

MM & UEE BH 0[S EE

0 -

EE0 tiet 38 S/ AMLE
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YXISH7| 23 o7 H+Z HIR =
> gLt
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0| O§7HEH 4= ONTAP EHlI = 0f|
EHﬁP OlOHE FSxO| ZRSHH H|X =

= Si&LICH

*E 2 d-dlof &LIC} smp. * smb securityStyle
nullel 3 7|24t2 2 dJ™EL|Ct

nfs.

ME2 S50i| Cigt 2ot AEHA ntfs EE mixed SMB & unixPermissions

* E E A"I‘IoHOI: OH__lE_I- ntfs EE CE'—
mixed SMB 2&&.*

ONTAP NAS 714 &M 51 o
Astra Trident AX|S E3| ONTAP NAS EZ}O|HE MMt A2 SH= HHHO|| CHal

ZOIEHA|L. Of ﬁ!*._"OﬂHE HHOIl = 7 Of| x| 3 BHAlE S StorageClassesOl| D& st= 0|
CHer MIS HES HSEL L

OH7H tH 2 29 7|22
version SHAF 1
storageDriverName AE2|X| E2to|#{e| o|=elL|C} "ONTAP-NAS", "ONTAP-NAS-

O|Z=0]", "ONTAP-NAS-
Flexgroup", "ONTAP-SAN",
"ONTAP-SAN-O|Z 0O]"
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oH7H i

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

limitVolumeSize
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debugTraceFlags
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nfsMountOptions
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smbShare

29

FlexVolZ Z|CH LUN == H2{[50,
200]0f| A0{OF gLt

ZH A Al ALY C|HO
S LICE ofl: {“api”:false,
“method”:true}

AHESHA| O A2
debugTraceFlags =X siZ& A
iMlet 20 "ot Hest ZRE
Helsta

NFS = SMB 28 d4d2
T4t

o

M2 QULICt nfs, smb EEE=
IIL|CE Null2 AXstH

XMO=Z NFS 250| MHEL|CL.
(o]

] 35
-— C

[—

|mE PEE NFS O2E 24

H
=Lt

Jio o>

Kubernetes @+ =252 OIRE
SN2 UM O Z AEZ[X|

S AN XML X9t AER|X|
A0 OLRE M2 X|HSHK|
9YO ™ Astra Trident?t AEZ2|X|
sHl=o| ;1M mlof| X|HEl OFRE
SME AHESI 2 S0t}

AER|X| 2eA £ 1A mof
02 E SM0| X|HEX| 42 E?
Astra Trident= HZ2% g7 =250l
OIRE M2 MESIK| &LICE

FlexVol2 Z|CH gtree, H$I [50,
300]9| Qlofof &t

CHE & StLIE K- & JUSLICH
Microsoft 22| 2& L= ONTAP
CLIE A5 MdE SMB 372
0|2, Astra Trident’7t SMB 2R &
MMt £ QJAEE SH= 0|8 E=
SE0 St 35 S/ AMAE
LXISH7| {6 of7H HEE HIR &
USLICE

O| OH7 H4= AL ONTAPS| HL
MEH AFFRIL|C,

0| Of7HH == ONTAP HHll =0 CH3t
OtOrE FSxO| HQstH HIYE
A&LICh

=4

“100”

nullL|Ct

nfs

“200”

smb-share

69



oH7H i

useREST

OH7H M=
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

70

e

ONTAP REST APIE AI2%= E8
Oj7H H4=QIL|Ct * 7|& O|2| 27| *

useREST ZTZ2HM ] B35}t O
HAE stFHof| AEE= 7| 0|2
HI|Z HZELICH E 2 MY EL
true, Astra Trident= ONTAP
REST APIE AFE510] BHllE 2}
SAEtL|CE o] 7|52 A8t H
ONTAP 9.11.1 O| 40| ZEBtL|C},
CESH AFE K= ONTAP 2391 Hgtof|
Ol CHot A M| A HBto| QLO{OF BFL|Ct
ontap 88 T2 0|= AA
HolEl of 2l SFELICH vsadmin

3 cluster-admin g

useREST = MetroCluster0i| A{
X| x| X| e&LICE.

My
LUNOi| chet 37+ 2

St 2 "Ig" (M) E= "
25"

AL AshAE B HRILIC)

MHEE =250 22 QoS HH
JEULICHL AER|X| E/HA S0 A
gosPolicy == adapativeQosPolicy
Z StLIE MEfRL|Ct

dHE 280 22 HEH QoS
M OFQILICH AER[X] 2

[HA =N qosPolicy EE=
adapativeQosPolicy & StLtE
MEHSIL|CE,

ONTAPO| M X|&E|X| &&= - NAS -
0|2 0|

AEHAE 00l ClloFEl BEC| W2 E

o

| &2l 220M 2B
t

N
M
gy

N
w1

__rl.
= A83I0] 7|2 Z2H|X'd S HOE = UASLICH defaults MES HZSHUAL. o|E S0, Of2f

@

If(Z< snapshotPolicy "Si&

"0|1, OFX| gf™ "Lt

||7_I§J"



oH7H i

encryption

tieringPolicy
unixPermissions
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ONTAP 9.5 0|F SVM-DR F49]|

AR AL G

NFS 289 AR "777", SMB E&

22 Hlof YS(HY 942

||7_I§Ju
l‘jl%ﬂ”
NFS 7|22t2 LTt unix.

SMB 7|22t2 LIt ntfs.

Astra Trident2} E7H QoS M 158 AF25t2{™H ONTAP 9.8 0| At0| L QBL|CH H|Z] QoS H*Y
OES MEctD MM 50| 2 PHRAEE MEE|JE=X| &2lst= 710 ZEELICEH 3] QoS M
ME|ZF0| CHe AetS M EEHL|CE.

9|
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE HLE ALE5HO]
snapshotReserve Percentage U PVCE Flexvolll 3IAJZ|E SHIEA| X|HPLICI. AFEXIIL pvcE
SHSIH Astra Trident= M AME MBS O 2 372 71X HE FlexvolE MHELICL. O]
AME S AHEXt= pvcOllM 22Xt MT| Jts I7tE 2HY Ao QFE IZHHECE M2 IZ72H2
gEg 4 LT v21.07 O|MoE MRIM AHA HE Z7HS 50%E 610 pvc(O: 5GiB)E
e8d o MJ| Jtstt S22 2.56iB0| SatefL|ct. ARBXE @FTt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O HEZ0f| ILEHEIL|CE Trident 21.072 AFESHH AFEXI7F QESH= AO| MT| Jts
37H0|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HHEZZ HA|E/LICE o= E%Hﬂ
%ELICH ontap-nas-economy. 0| 2H& HAS HE{H CH3 0|2 HXZSIUAL.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC 2FUN Xt HUL|CH E 22IYLICH volume show BEE 0] 0|2t FAHst
ZItE HEAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online RW 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

O] HX[of| M 7|Z MAMEE= Astra TridentS H 10| =8 [ YO M HESHUZE = FS Z2H| X JELIC.
20| =517 Hof| Mot =82 3% HE AldE 2HESHY| 28 282 2718 ZFSHOF LIt olE =01, 2GiB

PVC7} ¢l ZQ snapshotReserve=50 1 &A1}, MJ| 7ts%t 57t 1GIBE M|Sot= 2&0| EMEMESLICE o|E
=01, 282 3GiBZ =HdtH 0fZ2|7[0|M0f| 6GIB 2&2| MX7| 7ts 5710| 3GIBE EA|E/LILCY.

x4 ol of

)14

@ TridentZt = NetApp ONTAPO|A Amazon FSxE At23t= A IP =4 Tl LIFO| Ci$t DNS

0|§2 XI¥dt= Z0| E5LCL

off CHgt £|& 714 <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

of cHst x| & 714 <code>ontap-nas-flexgroup</code>

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

IS A 7[et ASYLIC

Ol %|A dHilE MOl |RULICH clientCertificate, clientPrivateKey, %
trustedCACertificate (MEE = U= CAE A= 32 MEH A= ol MYELIC backend. json
2|30 Z4z2F 2210|AE QS A, 742l 7| 8l ME|E 4= Q= CA Q15 A Q| base64Z QDL =l ZH2 AL StLICH

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix



s AAZTE HAH
0| oilof| M= Astra Trident?} X AATE MMS AIR8}0] AATE MG XAH=OZ2 MMSID 2a|StE 2
XAt ghHE Ho ELICE 0] 7|52 of CHBHM = SUSHA|
nas-flexgroup =2t0[H].

ESSLICE ontap-nas-economy X ontap-

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

IPv6 4 AL

Ol ool A= E B0 ELICt managementLIF IPV6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]1"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password



SMB EE2 A25l= ONTAP2 Amazon FSx

£ 2=YLIL smbshare SMB E&E AFE3H= ONTAPE FSxOf| O{7H H=7F HRelL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

7te E2f #AE of

Ofzi EA|E! MZ o= Ho| mAUo|M o 22 BE AEZ|X| E0f et EX 7|2740| M™HEIL|C} spaceReserve
213, spacenAllocation AXY E2, U encryption AXY of. 7t 22 AEZ|X| MM0f| Mol ElLICt

Astra Trident= "Comments" ZE0|| X[ 20|22 H™eLICH HE2 FlexVol fordi| A Y™ ELICH ontap-nas

EL = FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H|XMJe mf 7t 20| A= RE 20|22
*EEM =50 SAELICE Mo E Qs AEZ|X| HE|Xt= 714 E XL IE SEEE 20|22 2lo|E2E=E Mg =
ol&L|Ct

M- .

2|X| 20| XAHXMO 2 MHEILIC spaceReserve, spaceAllocation, ¥ encryption

0| AE
2 2 K| gLICE,

=
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ONTAP NASZ2| of|

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET



ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

#oll = £ StorageClassesOil DHZ tL|C}

CIS StorageClass M2l = 2 ISR 7HAF Z0| HHll= o, E MEBYLICI parameters.selector EEOA
2t StorageClass= 2852 @ARSH= Ol AFBY = U= 7t E2 = ZLLICEH MENSH 7t Z0| 2&0] ™ol= o
USLICE
* £ =gt protection-gold StorageClass= 2| & Hm| 3l &= Hul 71 Z0f| 0 ELIC ontap-nas-
flexgroup HAE, SE 2H B 7|52 MHIdt= fLet SQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: netapp.io/trident
parameters:

selector: "protection=gold"

fsType: "ext4d"

* E Z=/gLICt protection-not-gold StorageClass= 2| M| #Hf 5! 4| Hmf 7tA Z0f| O ZELIC ontap-
o

nas-flexgroup HAE 2 0|22 HT +F2 N|S5t= st EQILICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: netapp.io/trident
parameters:

selector: "protection!=gold"

fsType: "ext4d"

2l8tL|C} app-mysqldb StorageClass= 2| Ul H®Y 7t Z0f| o ELICt ontap-nas WA E. mysqldb

o
Hofl ot 2E2|X] E S MSsts fEc SLIL

0 mj
02
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & &/ L|Ct
ontap-nas-flexgroup AL, HH 2| 2= 3! 20,000XQ/E MZS H|3st= LTt SAL|CH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 2=SLICt creditpoints-5k StorageClasse 2| M| Huj 7t 0| I ELICt ontap-nas 2f WA= 9l
& Y 7tA EQLICH ontap-nas-economy A=, 5000 22| ZQIEE HRdt RAUSHE AH|AQL|CE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Trident7} t1Efot Jted ES AHEotD AEL|X| 27 AldES SFA|ZLICE

AOIO|E dataLIF X7| M8 =

ChE S Ao
=1

Al *x7| M =0 G|O|E| LIFE HAE £ Qlo, AUH|0|EEl H|O|E] LIFZ7F TEHEl Alf HHll =
JSON It S Hlae £+ US&

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt 3Lt O o] ZE0f HEE R ol ZEE Z&F LHE! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAP& Amazon FSx

NetApp ONTAPE Amazon FSx2} &H| Astra TridentE AIE35HUAI2

"NetApp ONTAPE Amazon FSx" NetApp ONTAP AEE2|X| 9 M7t X Zdt= mh
AABIZ AMASHD Malleh & QT AHSHA| 22| 2= AWS AMH|ARIL|CE. ONTAPE FSXE
AE5HH 2|3 NetApp 7|", Ms 9 22| 7|sS &8st= SAlof, AWSO]| H|0|EHE
XNZ&St= of M2 thed, IEM, Hob shabd 2 223 &~ AISLICH ONTAPE FSXE
ONTAP I A|AH! 7|5 8! 22| APIE X[ EL(C

e

ot A|ABI2 Amazon FSx2| =R 2[AAO0|H, O]= AL ONTAP 22{AE{F RAFRLICEH ZH SVM LHOj|Af mHY
AAEOf ohU ot ZEHE XZ&St= O[0|E ZE|O[LH ! StLt o| &2l S &S Hde = USLICH NetApp ONTAPE
Amazon FSxE AtEstH 222 =0|AM Data ONTAPZL 22 I[f°' AI*E“OE HZELICH M2 I A|AEH
Q2 * NetApp ONTAP * 2t10 ShL|C}.

NetApp ONTAP& Amazon FSx&t Astra TridentE AF23SHH Amazon EKS(Elastic Kubernetes Service)H|A{
A E[= Kubernetes 2 AE{7F ONTAPOIM X|@ldt= E£8 X I 4 28S T2H[NIY & USLICL

NetApp ONTAPE Amazon FSxO|A AF2EILICt "FabricPool" AEE|X| A|ZS 2t2|EtL|Ct. 0] 7|58 AI235HH
CIO|E{2| HM|A HIE Of5of w2} C|0|EE AIBol MEE = ASLICE

a2 Aret
* SMB 28
° SMB 282 E AME%1 XA ELICt ontap-nas E2t0|H T SHE
° Astra Trident= Windows ‘= E0{|A| A L= Podd|Et O EEl SMB 282 X2 EfLICt

* XS HHO] @Y E Amazon FSx It A|ARIOA WHEEl 2E2 TridentOfl M AHe = Gl&
AH|SI2{H ONTAP XMZ0f CHE PV 3! FSXxE =322 AfA[sliof &iL|Ct o] 2HIE WX

=13
o
° Quick createZ AL2510] ONTAP I A|AEI2 FSxE MMSIX| OFMA| Q. tHHE MM QI ZEZ0|M= XIS
HHAS AIEE £ JUOH £A HE SM2 K| ZotX| Qi&LICt

—

=
sl
T
<
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i

© BE MY S AE%= ZR XS UYUS HIZ YLt AtS MY S HIZHSSHH Trident= 715 =5
WY glol 282 8 %EQE AR = ASLIC
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v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

=ato|H
CtS S20|HE At238H0] Astra TridentES NetApp ONTAPE Amazon FSxet E8tet £ UELICH

* ontap-san: 2 PV ZZH|NY 2 1838t Amazon FSx for NetApp ONTAP =& LH0f| = LUNQIL|CY.

* ontap-san-economy:Zt PV ZE2H|X'd2 NetApp ONTAP S &0 CHd Amazon FSxE #4 7ts%t LUN
5 717 LUNRILICE

* ontap-nas: 2 PV Z2H|X Y2 NetApp ONTAP &50] CH$t MM Amazon FSxQLICE.

* ontap-nas-economy:Zl PV Z2H|X{'d 2 qtree0|H, NetApp ONTAP =&& Amazon FSx& 74 7t5%t
Qtree =7t USLILCE

ontap-nas-flexgroup: Zf PV ZEH|XY2 NetApp ONTAP FlexGroup =&0i LS K| Amazon
FSxILICH,

C2jolH MF 2= S EXSHAIL "ONTAP =2f0[H",

ol

=
Lo

Astra Tridente= 5 7HX| 915 ZEE M3 EL|C.

A 7|dt: Astra Trident= SVMO|| MX|El QIS ME ALESH0] FSx MY A|ABIS| SVMzt SAISHL|CE,

|[HE S AEE 4= JUESLICH fsxadmin I A|AE EE= O AFXIRILICH vsadmin SVMS 26l

Astra Trident= ot CHE M E AOZ 0| HBLICE vsadmin SVM AFEXL EE= ST A S

@ 7H%l CH2 0| E2| AL Xt NetApp ONTAPE Amazon FSxU|= 7t Y &LICH fsxadmin ONTAPS
MiotEl WAl AFRXIRJULICH admin 2 AE AMEXL 2 AHESH= A0| £&LICH vsadmin Astra
Trident2t EH7A|.

|Sote s HA=E ACO[ES 4= AFLICE 2Lt * Xt 5 8l
°|"A1 * £ M3t ot MAE WYo| HIPfLICh CHE Q15 YHOZ Tetdta{H MAE YoM 7|1E YHS

XSOt SHLICH

21E Ldstofl Tt RiMIE LHER2
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XEMISE LIS 2RISHH AR

* "NetApp ONTAP& Amazon FSx 2A{"
* "NetApp ONTAPE Amazon FSx 221 AAIE2"

NetApp ONTAPE Amazon FSxE S&gtL|Ct

Amazon Elastic Kubernetes Service(EKS)0l|A| 23 E|= Kubernetes 22{AE 7t
ONTAPOIM X|@l5t= 28 Y T F7 EES Z2H|NIE 5= UL S NetApp ONTAP IH
MAHIZ Amazon FSxE Astra Tridentet E81e & %lﬁ'—l'if.

27 At

EES "Astra Trident 27AFE", ONTAPE FSx2t Astra TridentS Selst2{™ CH30| ZRgfL(Ct.

* 7|Z& Amazon EKS 22{AF E= XHA| 2|3 Kubernetes 22| AH kubect1 AX|E|0] Q&LICE

* 2 AHO ZAX LE0A HZEE £ = NetApp ONTAP IHY A|AEIE 7|Z= Amazon FSx % SVM(Storage
Virtual Machine).

* off CHal Z=H[El ZHXH = EQIL|CE "NFS EE= iSCSI,

@ Amazon Linux % Ubuntudll 2R3t .= Z=H| THAIE 2tof LTt "Amazon Machine
Images(OtOHE 41 O|0[X])" (AMI) EKS AMI &0 w2t CHEL|Ct

* Astra Trident= Windows = =0{|A| A E|= Podd|2t OFREEl SMB 282 X|HTLICt 2 ZESHMNAIL SMB
=5 DIZ2H|NY S I8t TH| E AESIMA 2.

ONTAP SAN 2 NAS E2j0|H] Et

@ SMB 2 E0] i3l £ 7 d5t= B S 0o &ELICI SMB =25 Z=2H[X IS ¢lot =H| HAES
d-dst7| Hofl
|
1. & SHLHE AH85H0] Astra TridentS HHZZIL|CH "HHZE 2,
2. SVM 2| LIF DNS 0|E& #TgLICt o€ S0, AWS CLIE At&3t0{ & H&LICH DNsName Off 4

Endpoints — Management IS HES A =:
aws fsx describe-storage-virtual-machines --region <file system region>
3. of et QIZME THED MX|ELICH'NAS = QIF" EE= "SAN EHoll= 915",
oY A|AEI| HEY & A= BE IXI0|M SSHE AHESHO] I A|AEI(0]]: QIS A AX[)of|
() =2aom 4 usLich B ASE +L|cr fsxadmin AFSX}, DI AJABIS MAISH of 743t s o

Ol A 22| DNS O|& aws fsx describe-file-systems.

4. ofzfl of|of] EAIE! CHE AZ A2t 22| LIFS| DNS 0|§2 AHE5t0] Holle mtei s MAetL|Ct.
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YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSONS ZZESHIAIR

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXKXXKXKXKXX . fsx.us—-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"
}

A= BHS7|0f Chst XiMe 82 L2 E3E FZSHAIL.

° "ONTAP NAS E2I0|HE AFE510] =S
° "ONTAP SAN E2[0[HE AtE3t0{ #A=E
£

HIZ 20fl= & TS & JAFLICH"AER[X] 224, =28 Z=2H[Xd 8l PODO| =& O2E

SMB £&8 D Z2H|Ndg |3t FH

£ ME510] sMB EE% OTZH|NYE = J}ESLICH ontap-nas E2H0|H. E =ELICH ONTAP SAN 2! NAS
CE2jo|H S CHS THAIE 2t=2ELICE

A|Zfot7] FHof
£ ME310d SMB &2 E=2H|X'd5t7| 0|l ontap-nas E2}0|H, CtZ0[ U0{OF SHL|C}.

* Linux ZIEE2{ E 5! Windows Server 20195 &dl5H= Windows 22X = =71 = Kubernetes 22{AH
Astra Trident= Windows = E0|AM A3ME|= Podd|2t OI2EEl SMB =52 XL Ef.
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* Active Directory Xt SHO0| Z&HEl Astra Trident 2= 7t Lt O Ak QU0O{OF BHL|C} A S MMetL|Ct
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* Windows AH|AZ FAME CSI ZEA|, & FMBILICH “csi-proxy’ & & XS AL "GitHub:CSI ZEA|" £

"GitHub: Windows& CSI ZZA|" WindowsOl|A| A3 &= Kubernetes .cE2| AL

|
1. SMB 3R/E MMYLIC CH2 & 71X Y & StLEE SMB 22Xt 3RE MY & JAELICH "Microsoft 22|
=Z&" 37 20 ARl EE= ONTAP CLI AHE ONTAP CLIE AH2%10 SMB SRE ddst2{H LT

a. vt 32 R0l et CEER| E2 8 dEELch

E Z2IgLICt vserver cifs share create BH2 3FE MMst= SO -path 40| X|HE
2IoIBtL|CH X ™ot Z=27t glo™ HFo| AojgfL|ct,

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. 3Rt HYEEIRA=X] el

vserver cifs share show -share-name share name

() sa=zstNe 'sVB 292 MAHLICH 8 BEeHIAIR,

2. WHollC S MMst i SMB &S XIS H Ct2S F4¢HoF ELICH 2= ONTAP Holl= 1 Mo of
e
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o=
KHMet LiE2 2 &

A2 "ONTAP 714 &M 5! of[H[& FSX".

Oj7H = AH ol
smbShare Microsoft 2t2| 2& EE= ONTAP smb-share

CLIE AHE5I] MM E SMB 312

0|2 tt= Astra Trident?t SMB
SRE MHETS £ JATF 0|ES

le‘h')'l- A Ol AL_“:I_

o2 T Md

O| DH7HtH 4= ONTAP Hioll = of
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=
nasType * £ 2 AHOF LT} smb. * smb
If]u“ol_| DO:I_?_ 7|% rg = A-lx-IEIL||:|.
nfs.
securityStyle MZ2 =50 et EoF AEt ntfs EE mixed SMB 288

* g = A‘II-IOHOI: oH__l[_l- ntfs EE ::|:l—
mixed SMB =258 . *

unixPermissions DEE MEHSHLICE SMB 250 "
CHSHM = * £ H|9 F0{0F grL|Ct. *

ONTAP M ZM 3l 0f|H| & FSX

Amazon FSx for ONTAPS| #AI= J1d Z40]| L3 LOIE AL, O] MMM = A= F1d
£ ®MSELCt.

o= 2y g
HlE P SHS C1S BE AZSHUNL.
o7 H= Ad ol
version oAb 1
storageDriverName AEZ|X| EZ}O|HHQ| O|=lL|C} ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy
backendName AE2XF XA 0|2 E= AEZX] C2l0|H 0|2 +“ ” + dataLlF
uhofl
managementLIF 20{AEH E= SVYM 22| LIFQ| IP “10.0.0.17, “[2001:1234:ABCD::fee]”
Faguict

MetroCluster2 &5t
AQX|HSIHH SVM #2| LIFE
X|™sHoF gL Ct.

FQDN(H3IE T2l 0|5)2

Xge 4= ASLIL.

% Af%ﬁ@ Astra Trident7} A X| &l

2 IPv6 TAE AMESIEE AHY
x OIAL—|E|' --use-ipve6 A IPv6
T—+—:: CHE= = [0{0F SLICHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).
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dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate
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=l
TZEZ LIFQ IP F=AYLCH

* ONTAP NAS E2}0|H *: H|0|E
LIFE XI’“& 20| AI-Ilif

NS E[X| gt= B2 Astra Trident=
SVMO|A HIO|E LIFE 7t™&L|Ct.
NFS 02 E ZtHof| At
FQDN(H2tE =0Ql 0|8)3
X|™35tH of2] H|O|E LIFUM 2=
WHAMZ 2ol 2H2E 249 DNSE
g = JSLICH x7| 48 =0
HEAY > USLICE S ’”EOHéIAIQ :

* ONTAP SAN E2}0|H *: iSCSI0]|
CHSH X[ SHX| O A L. Astra
Trident= ONTAP MEHX | UN S
AESIH CHE 22 MM 2 dHdt=
Ol ZR3HiSCI LIFE AAigtL|Ct.
HIO|E LIF7} HA|M O 2 H 9| &[0
Ao ATt MM EIL|CE

2 Ar23t0] Astra Trident7t & X| &l

B2 IPv6 TAE ARSI E MAXT

& USLICE -—use-ipve AH. IPv6
T_._'.: 2tz = F0{0F ZrL{CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).

XS AAZE HH MY gl H|0|E
[Boolean] &3}

E A EgLct autoExportPolicy

% autoExportCIDRs &M, Astra
Trident= AALE HMZ IfEOE
zajgd = AELC

Kubernetes 'E IPE K| 7| &2
ZE{2St= CIDR S2QIL|Ct

i =]

autoExportPolicy 7t
ghMotE LIt

% AHEELICH autoExportPolicy

% autoExportCIDRs &M, Astra
Trident= AATE HNMS X502
za|g = ASL

250 X8 2o|o] JSON B4

20]= MEYLICH

Base64 - 22}0|HE QI
ol ALl ZIOIL|CH OI=Af 7|tk

2150 ArEE LIt

of

false
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clientPrivateKey Base64 - 22I0|HE 7{QI 7|9 "
QIR E ZIALICEH 2B A 7|t
QIE0f AL EILICEH

trustedCACertificate Base64 - 2 E|E = Q= CA "
QIS AN QI =l ZHRIL|C} MEd
Atk QIF A 7|4t Q15 0f| AFR EIL|C,

username S AE E= SVMO|| HZEE AL Xt
O|EQILICt XtA BH 7|8t Q150

-1 © O - O

AMEEILICE off: vsadmin.

password ZHAH = SVMY| HEs= 25
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-1 ©O O

svm At AEE|X| JHA HARILICE SVM 2| LIF7t XI5 = A0
IS EIL|CE,

storagePrefix SVMOUIA M EEE Z2H|MYE I trident
MEE|= MFAL
ME 20l 23 = ELICE O]
Oj7H HE-E AMI0|ESt™ M
SHAI= S M-dsljof gtL|C.

limitAggregateUsage * NetApp ONTAP * & OF0FE FSxO| AFESHA| ORMAI2.
CHoh A= X[ASHK| DR A2

ME fsxadmin & vsadmin
OHZ|H|O|E AtEE A M1 Astra
TridentE AH23H0] H|otst= O
Lot #oto] Zote[of /UX|
obAL|Ct.

(=]

limitVolumeSize Q¥E E2E 37|71 0| YECHE ER “(I2H2=z MEHX| ¢3)
8 o AojgiLct

CESH gtree 2! LUNO]| CH3H 2H2|SH=
=E9 (i 37| 5! S ISttt

qtreesPerFlexvol SHE

AtE35HH FlexVold Z[CH gtree &5
AEX K™ = JAGLICH

lunsPerFlexvol FlexVolZ Z|CH LUN === [50,200] 100
He| LHoi| RLofof BFLICE.

SANEH st
debugTraceFlags 22X sHZ Al AHEE CIHO null LI Ct

ZejaULICE. ofl: {“api”:false,
“method”:true}

AHESHA| O A2
debugTraceFlags =X siZ& A
idiet 20 "ot Hest ZRE
Helst
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nfsMountOptions

nasType

gtreesPerFlexvol

smbShare
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HEE LEEINFS OIRE M
ZEQL|CY,

Kubernetes @ 282 OIRE
SN2 YUMo Z AEZ[X|

Se AN XML Xt AER|X|
A0 OIRE 82 X|HSHK|
QO™ Astra Trident?t AE2|X|
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=SMS ALESI 2 oLt
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useREST

HOIO|E dataLIF X£7| 7
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ONTAP REST APIE AI2%= E8
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
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gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy
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HA
unixPermissions DEE MEdshL|CY, "
*SMB 2&2| 4% H|¥ SLct. *
securityStyle ME2 SE0|| Ciet 2ot AEHY NFS 7[2af2 LICt unix.

NFSE X|SL|ICt mixed H unix SMB 7|27} QILIC} ntfs.

SMB X|® mixed & ntfs EOF
AERY.

o

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|&dI1
Z 2%t Active Directory Xt ZHE M3 = JUSLICEL SMB 2&2 E AH85I0] XY ELICH ontap-nas
=i Il

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
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