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"storage": [
{
"labels":{"luks": "true"},

2. A

"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-
csi.storage.k8s.io/node-stage-secret-namespace:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A

luks-passphrase: secretA
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$S{pvc.namespace}
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

Of ZfHofl 3

LUKS &5 3|2 M LUKS 25 E X Hst = 252 02 ESH= PODZt MM E! off 2t MstL|Ct Af PODE MAE j
Astra Trident= 282 LUKS ¢S E H|H | M IfAI2|0| X (passphrase)2t H|w §L|CH.

* 29 Y=t H|O| gy Lot UX|SHK| Q™ S| HO| STt
s 2B Ut H|E M A5t LX|SHH It ELICt previous-luks-passphrase W7 Hay= FA[ELICH
CHA|
1. & FI7}eLIC} node- publlsh secret-name % node-publish-secret-namespace StorageClass
OH7H BH=QILICE O E S8 Ci3at Z2&LCt



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. 28 E= 2HR0M 7|E 22 E AEYLICH

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]
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passphrase-name % previous-luks-passphrase O|™ IJAIZ0|ZE LX|A|ZIL|CE.

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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