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registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.IO/netapp/trident-operator:23.07.1 (&4
N

Docker.|O/NetApp/E 20| H E:23.07.1
Docker.lO/netapp/trident-autosupport:23.07
registry.k8s.io/sig-storage/csi-provisioner: v3.5.0
2| X| A E 2| k8s.io/sig-storage/csi-attacher:v4.3.0
registry.k8s.io/sig-storage/csi-resizer:v1.8.0

2| X| A E 2| k8s.io/sig-storage/csi-shotter:v6.2.2

registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.lO/netapp/trident-operator:23.07.1 (A1 &4
Aret)



Kubernetes HZx

v1.24.0

v1.25.0

v1.26.0

ZiE0|LA oo X|

Docker.|O/NetApp/E 20| H E:23.07.1
Docker.lO/netapp/trident-autosupport:23.07
registry.k8s.io/sig-storage/csi-provisioner: v3.5.0
2| X| A E 2| k8s.io/sig-storage/csi-attacher:v4.3.0
registry.k8s.io/sig-storage/csi-resizer:v1.8.0

2| X| A E 2| k8s.io/sig-storage/csi-shotter:v6.2.2

registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.lO/netapp/trident-operator:23.07.1 (A &4
A

Docker.l0/NetApp/E2I0|H E:23.07.1
Docker.l0/netapp/trident-autosupport:23.07
registry.k8s.io/sig-storage/csi-provisioner: v3.5.0
2| X| A E 2| k8s.io/sig-storage/csi-attacher:v4.3.0
registry.k8s.io/sig-storage/csi-resizer:v1.8.0

2{| X| A E 2| k8s.io/sig-storage/csi-shotter:v6.2.2

registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.|O/netapp/trident-operator:23.07.1 (X1&4
At

Docker.|O/NetApp/E2I0|H E:23.07.1
Docker.|O/netapp/trident-autosupport:23.07
registry.k8s.io/sig-storage/csi-provisioner: v3.5.0
2| X| A E2| k8s.io/sig-storage/csi-attacher:v4.3.0
registry.k8s.io/sig-storage/csi-resizer:v1.8.0
2i|X| A E 2| k8s.io/sig-storage/csi-shotter:v6.2.2

registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.|O/netapp/trident-operator:23.07.1 (X4
At
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Kubernetes HZx

v1.27.0
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ZiE0|LA oo X|

Docker.|O/NetApp/E 20| H E:23.07.1
Docker.lO/netapp/trident-autosupport:23.07
registry.k8s.io/sig-storage/csi-provisioner: v3.5.0
2| X| A E 2| k8s.io/sig-storage/csi-attacher:v4.3.0
registry.k8s.io/sig-storage/csi-resizer:v1.8.0

2| X| A E 2| k8s.io/sig-storage/csi-shotter:v6.2.2

registry.k8s.io/sig-storage/csi-node-driver-
register:v2.8.0

Docker.lO/netapp/trident-operator:23.07.1 (A &4
A



Astra TridentS A X|etL|C}
Trident A AXIE ALESH A X[EHL|CH

tridentctl= ArE5H0{ 2X|gfL|Ct
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Astra Trident

KUKt = ES FH|3)

fujn

AEdl EHAIL

|IC

‘I

—

Kubernetes 22{AEQ B E XX LE= Pod2OE IZH| XY E EE2 OIREY £
UO{OF BIL|CL ZAX L EE FH|SHH E2t0|H MEfo| 2t NFS = iSCSI =1 E

A X[SOF LT,

Sut2 =7 Mgy
C2to|HE & AH8St= 22 NFS % iSCSI =& MX|sljof gfL|Ct.

NFS =

CIS2 M8 5¢ H2 NFS &2 &X|2L|Ct ontap-nas, ontap-nas-economy, ontap-nas-flexgroup,
azure-netapp-files, gcp-cvs

iSCSI &

CIS 2 A 8St= 22 iSCSI =72 AX|BL|C ontap-san, ontap-san-economy, solidfire-san
() #4 ¥zl RedHat CoreOSOI= 72X 02 NFS X iSCSIZHAXIE/0] gttt

L E MH|A AM

Astra Trident= .= =7} iSCSI .= NFS MH[AS At = Q=X (IS = ZX|St2{ 1 Al =gfL|Ct.

@ £ MH|A HME2 HME ME[AS AESHX| 2 ME[ATF SHEEA| S EICH D S| gig Lt
HiCH2 HAME MU|ATHQIOH 28 02 E7F Hufptttd B2e &= glaLCt

O|HIES HESIL|Ct

Astra Trident= ZMEl MH|AZ AEoL7| 2f6 =0 Tt O|HIES M-GefLICt. o[2{et O[HIEE HESIHH LHES
AlSHSHL|C}
=od .

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

HME MH|AS AERLICH

Astra Trident= Trident .= CR2| 2t Lo =0]| CHaH 2 A SHE MH|AE AHSLICEH HAMEl MH|AE H2{H L3S
AISHSHL|C}
=2od .

tridentctl get node -o wide -n <Trident namespace>
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RHEL 8+

sudo yum install -y nfs-utils

HE
=T

40

sudo apt-get install -y nfs-common

iSCSI =&

Astra Trident= iSCSI MME2 XSO 2 MAst, LUNS AMStD, OFS AZ ZX|E HMstn Toista T o
ORET 4 JASLICE

iSCSI XI5 21 7|5
ONTAP A|AEIO] AR Astra Trident?t 520tC}iSCSI At S E Adsto] CI2S £l S LT

1. * §5h= iSCSI MM Efet #Y iSCSI MM MEHE AlgetL|ct.

= 1
2. * At MENE SR EHt H| W * 510 Qo 2|5 =QISL|CE Astra Trident= 2| @M &9 & 2| A|7|

3. * ¢ixf iSCSI MM MEHE Y{t= iSCSI MM MENZ &|S2|= o 2ot 57 o~

Ol 2= | UELICH trident-main ZH EEXCEN Y= 7. 20 E

M- O

s =7 2
@ MEOoF FLICtH debug Astra TridentE AX|5t= SOt "&"O = HA|RL|CE

r2
fjo
M

Astra Trident iSCSI At5 231 7|

olr
mjo
>
ol
Of
re
[

=Nt

ro
Ho

H

1]

YR = ASLICH

* HESQIZ HZ ZH7t 2ot = 2ls = A= 2| 7LE HIZ Xl iSCSI ME. 22E M2 B2 Astra

Trident= 270+R517| 72 HOf| TH7|5t0] ZEto| HAS CHA| 2FRLICE

If
0
I

02 S0f, AE2|X| HES2A0IA CHAP YEE SIHAI7|T LIEYI0|M HZo| BOIK|H oK)
(D) (stale) CHAP 227} XA 4 YBLICL IS 27 7152 0] 2XS 2145t D YE{0|EE CHAP

= L=
A E M| 2l M S AHS2= CHA| BHY 2= ASLICH

* iSCSI MMO| 2= ASLIC

* LUNO| gi&L|ct

27



iSCSI =& AX|LICt
2 MHe] FES ArE3tH iSCSI =7E EX[LCt.

AlZst2| FHof|
* Kubernetes 22{AE{Q| ZF L E0|= 1125 IQNO| 0{0f BILIC}, * 0|HE T4 M| ZZAQUL|CE *,
* RHCOS H{H 4.5 O|At EE= J|EF RHEL S%t Linux HiZE AR8l= AR £ &XSIAA|R solidfire-san
£2}0|H 5! Element OS 12.5 0| HZEO|AM = CHAP Q15 £ 112|Z0| |- MD5E MEE Q=X gelgtL|Ct

/etc/iscsi/iscsid.conf. B9 FIPS 2 CHAP € 112|& SHA1, SHA-256 % SHA3-2562 Element
12,7014 AtEE & QUELILCE

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* iSCSI PVSO|A RHEL/RedHat CoreOSE A&St= 2HXT EE MESH= 32 E X|™ELICt discard
StorageClass2| mountOptionS AHE3}H0 ‘?Jﬂh_' S HHEE S SLICEH 2 HESHAL "RedHat HE A"

28


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems

RHEL 8+
1. Chg A28 TH7|XIE EX[gLCt.

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10] 6.2.0.874-2.el7 O|AHQIX| &tolstL|C}.

rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. O 32 9%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ 2RISfLICt etc/multipath.conf X8 find multipaths no OlA defaults.

S. 2RIBHMAIR iscsid W multipathd A8 &:

sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi

oOdHE
T T

1. Ot AJAH TH7|X| S EX[etCt.

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 0| 2.0.874-5ubuntu2.10 0] &k (bionic) L= 2.0.874-7.1uubuttu6.1 0| A (focal)Q!X|
grolgtL|Ct.

29



dpkg -1 open-iscsi

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. OtE 42 4%:

sudo tee /etc/multipath.conf <<-'EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 2IBtLICt etc/multipath.conf ¥ find multipaths no OlA defaults.

5. ZOISHMAIL open-iscsi Y multipath-tools &3} 3 Al

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

HABHOF BILICH iscsiadm AIZFH open-

Ubuntu 18.049] 75'%’— = A5t CHA ZEE 5
2 83T 4= USLICH iscsi AR MH[A

A
@ iscsiiSCSIHI2E ARIIL|C} e
iscsid A SO =,

252 HAS 1 QET YMGIX| AL E iSCSI ETFE MK|TH $ AR} LE

1]

SHQll T = Astra Trident2t AE2|X| A|AH! ZH| ZA|IE M| gtL|Ct. Astra Trident?t AE2|
| AEID} EASH= BT} Astra Trident?} AEZ|X| A|AHIA 25 T 2H| KL SH= g



ZHELIC

Astra Tridente= AE2|X| 2 A0 H Abetat Lx|SHe Aol AEZ|X| ES XSO 2 M3 EL|Ct,
AEZ|X| A AHIO] CHot HAEE 7dSH= SO Chol| Zot=L|Ct.

* "Azure NetApp Files HAIEE & EHL|CH"

* "Google Cloud Platform S =0l Cloud Volumes ServiceE FAgtL|C}"

* "NetApp HCI EE£ SolidFire BAI=E S 1 BtL|CH"

* "ONTAP = Cloud Volumes ONTAP NAS EZ0|HE A236I0] BHAlEE A MEHL|CH"
* "ONTAP = Cloud Volumes ONTAP SAN EZ}O|HE AI25I0] Al ES LS| T}

* "NetApp ONTAPE Amazon FSx& &7H Astra TridentS AF2SHYUAIL"
Azure NetApp Files
Azure NetApp Files H{AI=EE 243t |Ct

Azure NetApp FilesE Astra Trident2| HAIE = Mo o~ QIEL|CE Azure NetApp Files
HHAIE £ AF23SI0] NFS 8! SMB 252 HZT & USLICL.

Azure NetApp Files E2}0|H N5 M= lL|C}
Astra Trident= 22{AEQt EA1E £ Q=2 CH21} 22 Azure NetApp Files AE2|X| E2t0[HE N3 ELILCE.

X El= HMA B == ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)Q]L|C}.

== DRES 28 2L HNA DETLXYELICH  X|E= T AAH
azure-netapp-files NFSE o A|AE RWO, ROX, rwx, RWOP  nfs, smb
AR SHAAIQR
A7\
12 Atg
* Azure NetApp Files AH|A = 100GB 0|22 EES X|2ISHK| 4SLICE Astra Trident= O 22 EES

LH™sH= AL 100GB %%2 AtsoZ MAMTL|CE
* Astra Trident= Windows ‘= E0{|A] A3 E[= Podd|Zt O EEl SMB 282 X EfLICt
Azure NetApp Files H{AIEE 143 FH|E BHLICtH

-

Azure NetApp Files Bioll=

M

NFS & SMB £2E9| AtX 23 Atst

Azure NetApp FilesE M & AFESI7LE M I X[0| M AHESH= H Azure NetApp FilesE A&t
NFS =52 ddd5l2{H H 7f7(| 7| o] HREL|CH 2 BESHYAIL "Azure: Azure NetApp
FilesS MA3St1 NFS 282 MAMSHLICH",

T4ot7| Hol| CH2 27 AHet0] S5 & =X| 2elshof LT,
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes

£ Mt AF2TLICt "Azure NetApp Files" B{l= CH20| ZQBtL|Ct,

22F ZQIL|CH 2 &XSHI AL "Microsoft: Azure NetApp FilesOl| CHS 22F 22 MM SHL|CH",
Azure NetApp FilesOl| QI =l MEUI 2 EZESHIAIL "Microsoft: Azure NetApp FilesOf| MELIS |8t}
subscriptionID Azure NetApp Files7t A SHEl Azure TS0 A
tenantID, clientID, ¥ clientSecret O|A " S=" Azure NetApp Files AH|AO| CHot S 25 #otH0|
U= Azure Active DirectoryOll A f SE0iM= CHE & StLIE AHESHOF LTt

o AR E= BIIAF L RJLICH "AzureOf| A A ol

o A"AFEXR X|H ETIAF et 2= R RULICH (assignableScopes) CHS AM2 #HBH2 Astra TridentOf|
ot Motk ZhEL|CH A}9X|- X™ 9 E 0E = "Azure ZTHE AFESIY] g S gttt

—

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties™: {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1y
"permissions": [

{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

n
14

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ
e"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r


https://azure.microsoft.com/en-us/services/netapp/
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
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https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
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https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1
"notActions": [],
"dataActions": [],

"notDataActions": []

* AzureE MEHSIL|Ct 1ocation StLt O|&te| &=0| ZEetE|0] J}SL|CH " UE HEE" Trident 22.018H
location D47 Ha= BHRIE 1Y Mol Z[Ake| 20 U= B4 HEQLICEH ZHA Zof| XI”E f1X| 242
SAELICE

SMB EE0 tgt =7 @7AHY
SMB =& Mst2{H CH30| QLo{0oF gL|LCL.

* Active DirectoryZt 4|0 Azure NetApp FilesOfl AZE|AESLICH S HZSHIAIL "Microsoft: Azure NetApp

FilesOi| CH$t Active Directory 32 S 2HE10 Za2|ghL|Ch,

* Linux ZIEE2] & % Windows Server 20198 &&5t= Windows 2IXt .= E7} Q= Kubernetes S2{AE
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|Ct.

* Azure NetApp Files?} Active Directory0f| 215& = == Active Directory XtZ ZHO| ZgtEl Astra Trident
2= 7t St} 0|4 QUO{Of BHL|CH L= E MMBILICH smbcreds:
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
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https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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HHXIRLICH fLFSHH nasType MEFEILICH nfs 7| 22t2 NFS S&0i| CHal MMl =7t T2 H|X J E LT,

O 742 Azure NetApp FilesE AIZ{SH0] Al S off O] X O|X| 2, HXNZ= Z2H|X et =&0i thol =7t
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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27 74

HHX|ZLICH eastus 2 /Xl Ultra % Z. Astra Trident= SHE 2 X|0| A

O HHAlE M2 Azurell| EE2
DE MEUZ XSO E AMSIH 0] & StLio| FE2I2 M =2 &2 HiXIRLCE.

Azure NetApp Files0l| ¢/l &l

r

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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1 0|E '—fEH-H" Kubernetes2| AE2|X| EEHﬁg MMt = 320 FELICE 714 Z 20|22 AHEdHH
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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bas

AMEE HXSHMAIL storageClass MOl 29| AEZ|X| E2 HZTTfL|C.
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| &g & JYELICH StorageClass EE2 STAESHE O] AFRE|= 7t

A2 parameter.selector 2420 CHsH X
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB =E0i| chet Folo| o

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|&st1
E 2%t Active Directory Xt ZHE M3 = JASLICL
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Of ™| 2: UIJATO|AG CHE 2= AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ol 3: EEER LIE AT A8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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tridentctl create backend -f <backend-file>
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tridentctl logs
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Google CloudZ Cloud Volumes Service A= E MBI}

NSE HE FLMHEZ A0 Astra Trident AX|E ¢t HHAIEZ NetApp Cloud Volumes
Service for Google CloudE 71 4st= WS LOIE AL,
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2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWrite OncePod
(RWOP)L|C}.

E2}o|H D=EE =8 2L MM A BETF X EL|CH X H=l= ohd A|AE
gcp-cvs NFS £ ]II'OE| AlﬁEé! RWO, ROX, rwx, RWOP nfs

HESHIAR

Cloud Volumes Service for Google CloudE 2|2t Astra Trident X| 2/ 0i| CHSf LOEMA|R
Astra Trident= & 7§ & StLIZ Cloud Volumes Service 252 MAg 4 JELICH " MH|A FE
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° extreme
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version SHAF 1
storageDriverName AE2|X| E2IO|H el O|SLICH "GCP-CV"
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nfsMountOptions NFS OI2E M0 Chst M2 St K| 0f "nfsvers=3"

limitVolumeSize QHEE =8 37|71 0| ZIELCH 2 ELR 22 & "(Z|2HeE HEL|X|
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HA

CV - 85 42 YLILt standard, premium, &£
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network Cloud Volumes Service Z2E0i| A& &[= Google Cloud "7|23t"
HER3A

debugTraceFlags 22X HZ Al At C|HO S|t off: nullL|Ct
\{"api":false, "method":true}.
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allowedTopologies X|g 7t HMAE HXNSt2{H off i StorageClass
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- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

22 TZH|NY 8M
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m



XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

tridentctl create backend -f <backend-file>

o> rR

C Mdof| 2ofstHE W= 40| 2X7t A= AYULICH Chs HES HAsto 208 B0 QIS =ele &
L|Ct.

$0 1Z

tridentctl logs
T4 oHYo| EHE 2lstn =8t = create BHES CHA| Al £ JSLICEH

NetApp HCI == SolidFire A= E A BHL|Ct
Astra Trident A X| A| Element HAEES HM5I10 AFSH=E WHE LOIHMAL,

K4 EEIO|H MR ZE

Astra Trident?} M35t 212 CHS1t Z&LICH solidfire-san 22{AE S} EASHE AE2|X| =210 QLT
X|ElE HNA 2EE ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|Ct.

£ 22I8MLICt solidfire-san 2E2[X| E2I0|HE FILE_AND_BLOCK_VOLUME ZEE X|gtL|Ct. o AL

Filesystem 28 IE, Astra Trident’t 252 HM5t10 IHY A|ARS WMSIL|CH I A|AH Q2
StorageClassOl| 2|a X|& & L|LCt.
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2ot ZIZES =28 D& OHM|A BET} e = o A|AH
XM ELICH
solidfire-san iISCSI == RWO, ROX, rwx, II}O' A AEIO|
RWOP ASLICHL ™A =
K]
solidfire-san ISCSI OhY A[AE RWO, &23at&t xfs, ext3, ext4
AZSE2| o
Element #l=E M-d35t7| To| CtZ0| 2REL(C

* Element 2ZE9

o E Hldh= XYUEl= AEE[X] A|AH

=52 2e|g & A= NetApp HCI/SolidFire 22{AH 22|Xt = HIHE AMEXof| cieh XHH 5

-1 oo

« D E Kubernetes X} =0 MASHSCSI £0| AX|E[0] Q0{0F BHLICH 2 AXSIAAQ "X} L= Z=H|
Pl
o .

_I-I.

Of7H tH = AY 7|2
version ShA 1
storageDriverName AEZ|X| E2[0|HHQ| O|E/L|Ct atA "solidfire-san”
backendName MEX XY 0|5 E= AEZ|X| “SolidFire_” + AE2|X|(iSCSI) IP
e 1= FAQLct
Endpoint H'HE Xt4 3F0| U= SolidFire
SHAES MVIPYLICH
SVIP AEZ|X|(SCSI) IP F=A B ZE
labels S50 M8 2l9] JSON YAl
Z|0|2 MEL|CE
TenantName ALY HHUE O|F(RE 5 8l B2
MM =)
InitiatorIFace iSCSI EzlZlZ2 EH SAE “T|1 22
QIE{HO|A Z F|BtetL|Ct
UseCHAP CHAPE AHE3tY iSCSIE &
QIZtL|Ct. Astra Trident= CHAPE
AHEELICE
AccessGroups ArEY AMA OF ID SEQJLICH "E2[HE"2t= HMHA 52| IDE
FrSLCH
Types QoS At
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of7H = Ad 7|22k

limitVolumeSize RYE SE I7|7t 0| UELt 2 ER “(|I2Hez MEEX| #43)
22 gohof| AofgiL|ct

debugTraceFlags X siZ Al AHE S ClHO null LI Ct

S LICE ofl: {“api”:false,
“method”:true}

() MS0IXI DHYAIQ debugTraceFlags 2H o2 % XHHst 20 YZ7t Bst Z2E Helohn

Off 1: Off CHet WAE 1 solidfire-san M| 7HX| 28 RS 717! E2I0|H

H Qos S XHst= Ml 7HX| 2& fRYsS

O] ool A= CHAP Q152 AE6t= HiollE OS2 Hof =10
oA SM0| &=&LICt ToPS

SUBLICE D81 TS O M 2 AE2|K| SYAS ASH
AE2|X| S22 o7 HALC

M Jm
u
Ral
mju
L)
[>
i
0
1o
mot
N

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

of 2: off chst WA= 5l AEER[X| 22HA 4 solidfire-san 7t 20| U= EE0[H

O] Oiloil A= 7HA ZE 1t O| £ CHA| HESH= StorageClasses?t &7H LA El BllE Fo| mAS Hof FLICH
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Astra Trident= 2E2[X] 20i| = 20|28 Z2H|X T M MAl= AE2[X] LUNO| SAFL|CEH HolE 2l

AEEX| HEXt= 7t E R OE SEEZ oIS S 2028 = Folg £+ ASLICL

Otz EA|E HME WA= Fo| mAM EF 7|22 E £
7te 22 ol 2l UASLICE storage MMS FESIL
AYStn 25 E2 flofl @& 7I=US M L/t

IAl2. o] olloflM= Y& AEE|X| E0| AHH| RS

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3'

zone: us-east-1b
type: Silver

28ot= B AE2[X] 20 o3 @Y ELIL type &
[=]
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- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1"
zone: us-east-1d

arameters.selector ZEOM 2t
FLICH MEdst 7HA Z0f| 20| ™o =

CtS StorageClass &2|
StorageClass= 252
UAELICE

I

X M StorageClass@LICt (solidfire-gold-four)s & HWY 7HA Z0f| OjZetL|Ct O] £+HEL ZE M52
H3dts FYet +FHAULICE volume Type Qos %&LICH OHX|2} StorageClass®LICt (solidfire-silver)
2 Holt M52 Maste AER|X| 22 SEYLICE Astra TridentZt MEfSH 714 E2 AFstD AEZ|X| @F
At SFA|ZL|CH
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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XEMISE LIS 2RISHYAIR

F B YNA 2E

ONTAP SAN =2}0|H
ONTAP SAN EZ2}0|H 7R

ONTAP % Cloud Volumes ONTAP SAN EE0|HHE AtE25I0{ ONTAP BHAIEE 1 M5t=
HHEHO| CHoll 2OotEMA|L.

ONTAP SAN E2i0[H ME HEQILICE
Astra Trident= ONTAP 22 AE{QL EAE £ U= CHS ot 22 SAN AE2|X| E2I0|HE MSELICH X|-{E =

HNA BRE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)Q]L|C}.

@ H3, 57 9 0|54 2 2Idl Astra Control2 AtE5t= BR & XTSI AL Astra Control =210|H
S,

E2I0[H IZEE =25 2L HNA REJE X[ ELICH  XJE= THY A AH
ontap-san iSCSI EE RWO, ROX, rwx, RWOP ol A|AEIO| Qi&LICE.
Al 25 ClHIO|AILICE
ontap-san iISCSI o A|AEL RWO, 23t xfs, ext3, ext4d
oI A|AE 22
E':O"kll_ ROX 5 x rwx—
A2 £ IELICE
ontap-san—-economy iSCSI == RWO, ROX, rwx, RWOP ol A|AEIO| Qi&LICE.
oI A| 22 CjHIo|AQIL|CH
ontap-san-economy iISCSI o A|AEL RWO, 23tE xfs, ext3, ext4
I A|AEI 28
PC0M=E ROX & rwxE
Argg 2 AELICE
Astra Control =2I0|H S
Astra Control2 2 4ot SEE2 ¢lo AT E3, J(HOH £, 0|54 (Kubernetes 22{AH 7H0| 2& 0|5)2

MSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san E2t0|H. 2 T XTSI A|L "Astra Control
SH AE F At & onf*'ﬂg.
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fsxadmin AF2XEEE= a vsadmin SVM AIE2Xt L= SQUSHAS S 7Pc| CtE 0|E2| AEXt E S2IgfL|Ct
fsxadmin AFEXHE 22{AE 22|XHE MEHOZ M|t Ct,

E M85tz 82 limitAggregateUsage 7} H4 S2{AE 22| X} HSH0| HQBLICE Astra
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AH. o| o7 H~E X|™HSHH 14 =0l AlofgfL(Ct.
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CHEE2 ME2R HE|Z0ME FIAPIE 2 =522 HO0|=E7 {E 1 F7 25| glELCt.
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LSt = O|&to| EBIO|HE Adlistn & & SILEE 7t2|7|= AEE|X| EHAE Wdd = JUSLICH 01|§ =0, 2
M 4 USLICE san-dev £ AFE8H= A QILIC ontap-san E2F0|H X A san-default S AF2SH=
e A/ULICH ontap-san-economy 17H.
2 E Kubernetes 24Xt .o E0]= AT iISCSI 0| AX|%[0] U0{OF SLICE S BRSHMAILR "Ex ES
ZH|ZLICH B HESHIAIR.
ONTAP HAES QIF oLt
Astra Trident= ONTAP HAIEE Q1B 5= F 7IX| EEE M3 gL|Ct
* X4 3 7|k Zest Hoto| )= ONTAP ArEXte| AHXt 0| 8! 2= IL|CH 1t 0| Oj2| Ho|El Het =1
A2 AESt= 210] ZEELICH admin BEE vsadmin ONTAP HE S| 2t S A|CHsh A6ty | 26l
* Q1B M 7|8k Astra Trident= HA=0f| AX|E ASME ALESI0{ ONTAP S ARt S4E = JEL|CH 0
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(D) B sk 8 ns H3siem st 24 Tl £ olde] 93 wHo| st 277
2510} MO A440] AmfBiLict
A 5% 7|9 152 ALSBLICH

Astra Trident= SVM HQ|/22{AE HE|
Z0| O/2| Hol&l H&E HSE2 AtEdst= 20

=

rh

2| XH| Al ONTAP H—'.‘?i'ng EMSH| Rl X4 5HE @ etL(Ct ot
Z&LICH admin B vsadmin. O|& £ &= Astra Trident
x

2E[20M AES 7|a APIE =ET + U= &= ONTAP EE'EIAQF oz oetdo| SFELICH AFEXL X[F 2ot
ELDN

2791 A&2 Astra Trident2} HH| A1 A Gl

HHol| =

4o

0f

182t 4 Ux|ot HEE K| YLt

golo| ol Lh3at Z2ELILh

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONS ZZESHIAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

A= 7éﬁQIE XA ZHO| Yt HHAE 2 MEE[= KLU fIX2t= Mo ROISHUAIL. WHAE It MMEl = ALEX}
E/2s = Baseb4 E QI AEIE|0] Kubernetes S 2 XEEIL|CH SHAl= 0| MMM L= AG|0|E= XA ZHO| CHSt
X|Al0] E'RPJ gast chAQIL|CE M2t Kubernetes/AEZ|X| 2| Xp7t £ 4= Q= e 7‘*9 XtdolL|Ct,

™ X J|E MAEE ASME AHESH0 ONTAP A=t SHE 4= AFLICEH HAl= FHolofli= M| 7| Oi7H tH=7t
Lt



* clientCertificate: Base64 £ QI

2

* clientPrivateKey: Base64 - HZAEl 712l 7|2| QIR =l ZHL|CE,
A
T

. TrustedCACemﬁcate ME|S 4= Q= CA QIS A2 Base64 Q1TY ZIRALICH AMEIE £~ = CAE A2t
Z 0| 07l tHEE M| Z6HOF SHL|CH AMZ[E £ Q= CAZL AFRE|X| $OH 0] ZHAHS ZA|E 4= USLICt

el YIS 200 = ChS A ZHELIT.

1. S2I0|AHE QB M I 7|5 HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXIE HHSIY QBSHAIR.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. Mg 5= A= CAAZME ONTAP SHAE0| FIHefLICE 0| AER|X| 22|X}7} o[0] M2 ot ALY &
UAELICH EHAEE CAZL AIEX] Q™ FA[LICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0l| 22}0|HE AZM U 7|(1EHA)E LXIFLICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eot 2791 Heto| X| & =X| ZRIBL|C cert 21F EH.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. MME| OIS ME ARSI 215 E HIAESILICH. ONTAP 22| LIF> 8! <SVM 0|E>8 2| LIF IP & SVM
0|20 HfEL|C}

67



curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64Z QIE A, 7| A M2 £ A= CAQUBME elFHetL|CH

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O|H CHAO M 22 2 AHE5I0] WA S WdetL|Ct.

et et ittt o -
e frememem==s I
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
R fremsoeesoso====== fesssmsme s e s ss s o s s s s s ess
fmm====== fememe==== 4
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
femsmmmmmma== R e fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +
OIS Y= YH|O|ESHALL Xt SES = HefLICt
CHE Q1T Y-S MESIHLE A SES 2|HoIEF 7| & HACE HHO|ER & ASLICL 0|~ 3HH MEXf O|F
IE=E AEot= HAEES ASMHE AHESHEE YH|O|EY 4= AL ISME AIEst= HA == ALEXL OIS /A=

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident



719to 2 AO|0|EY &~ JUSLICE oA SH{™ 7| E 21T WHE HAHSHD M oI5 EHE FI16Hof gfL|Ch O3
Chs Aleet T4 ofoH #H71 etEl AH|0| EEl backend.json DS AFERILICH tridentctl backend

update.

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmemm== Fommmmmeemeeee== LB e
Fommmmmoe Fommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Frommmmememeeomom= Fommmmmmrmemsrrrrrrr e reme e e e e o
Fommmmm=e Fommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

Fommmmmocmmos e L
Fommmmm== Fommmeme== +

AT E MY mf AEE[X| E2|XH= HX ONTAPOIA ALEXIS| 2ZE IH|0|Esof RL|CE 1O

@ Ch20l= A= HOIO[ETL ASLICH ABME =2He mf o2 @ % ME AMEXOfIA =7t =
AgLIct 33 Otz HAETH HHO[EE|0] M ASME AFERILICH J2{H ONTAP S2{AE0M
0T ABME MAY == AFLICE

EH =
= O O -
AELICH HAlE AO|O|E7L HZE0|H Astra Trident’t ONTAP A= 2t SAISH SF %E S Melg
ASS LIEFHLICE.

HACE UHO|ESHE 00| M-l =250 chet BMATH SEE|FHLE o]0 HdE
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I9tL|Ct usecHAP O§7 HEE 2 SMULICE 7|EMO 2 false2
MHE| O] YESLICE true 2 AH$H S0f|= fals &

LSt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE&= Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE HMoH T Ao E HEL
LIC} tridentctl update.

MHES Edl usecHAP AEZ|X| HE|XH= AEE|X| B E0| M CHAPE LASHE 2 Astra Trident0l| X|A[EHLICE.
0f7]0fl= Ct20| ZetELCt.

* SVMOI|AM CHAP &%:

© SVM] 7|2 O[L|AI0f0[E] Bot R340 none(7|2H 02 A1) * 0|3 * J|= LUNO| 2E0f 0[0] YO8 Astra
Trident?} 712 20t 982 = MHBILICH cHAP CHAP OILIAIO[EQ} EF ALS X} 0|2 % o1 714 8
FBHL|CY.

° SVMO]| LUNO| &=l AL Astra Trident= SVMOIA CHAPE ZA3tstX| &L Tt kA SVYMO]| 0]0]
U= LUNO]| cist M AT} HSHE|X| b LT

* CHAP O[L|A[of|o]Ef 8L E}ZI ALEX} O| B2t 2 E FELICE 0|23 M2 W= -40]| X[F3HOF gL{Th(#
SES)

BHO =7t MM El = Astra Trident7t ST 2 MAMSIL|ICH tridentbackend CHAP Y% B! AM2X} 0|ES2
Kubernetes H/ZZ CRD 3! XA TILICt. O] BiAI= 0| A Astra Trident0]] 2|sf M M=l 2= PVSE= CHAPE Sl
Ot EX| HZEEL|C

N

[n
i
e

HlO| EgtL|Ct

ol

H
o

mm
S
Ot
kl
=
°

OilX CHAP D7 H=

2= E YH0|ESI

IO ESIH CHAP Xt ZHZ YHI0|EY & JELIC backend. json I, CHAP
A0k RLICH tridentctl update BHE AHESI0] 0|2{8H HE Al vtIefLCE.
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HHAI= O] CHAP YZ E YUHO|EE i E AFESHOF &L|Ct tridentctl HAEE AH|0|ETIL|CY,
@ Astra TridentOfl Al B2 AFSIS MEHSE A ofo D2 CLI/ONTAP UIE E8| AE2|X| 22{AE 9| XHH
ZHZ H|0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|E HAL2 Y2 X AELICH SVMO|A Astra Trident”t X124 ZSEE 0| ESHH &4 MEfZ SXIELICH M
HZE2 UOIO|EE XtH B2 ALEotH 7|E HZE2 AL g4 MdEf= RXIELICH 7|E PVSE HZ SHAIStD CHA|
HZSIH HO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 71 &M 3L o

Astra Trident & X|0| Al ONTAP SAN E2I0|HE MMt Aot
MMM = WA= M of| K| 5! BackendE StorageClasses| OH
HHEE K 3gLCt.

= YEHS LOLEHA[RL. 0
o d

=
Lot= 2ol Chet M&
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OH7H -
version

storageDrive
rName

backendName

managementLI
F

dataLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

72

4 H 7|22k
a1
AEE[X| E2to|H2| o|S|IL|CH ontap-nas, ontap-nas-

economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

MEXFXE 0| = AEE|X| #A= 20|t O|E +"_" + dataLIF
SHAH = SVM 22| LIFQ| IP FAILICE “10.0.0.17, “[2001:1234:ABCD::fee]”

FQDN(Zratel =HQl 0|F)S XIEY &= AELICH

IPv6 Z2 12 AR50 Astra TridentE AX[$t A
IPv6 FAE Af95f5§ HEY = ASFLICE IPve FA=
ot Zo| ci= = ™olsl{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

22t MetroCluster MEH2 & & XA
MetroCluster 0.

TZEZ LIFQ IP TAQLICE SVMO| M THHEL|CH

*iSCSI0| Lo M= X["SHK| O AL, * Astra Trident7t
AF2EILICH"ONTAP MEHA LUN #" Ot AE MHS
MASt= O ZR$HSCILIFE ZAste{H 21 2l A
dataLIF HA|HOZ MO|EIL|CT

*MetroCluster?| B MEFSIL|CE * £ & ZSHMAIL
MetroCluster 0.

AEY AEE|X| 7H HAIJLICH SVMO| A T El ZL
managementLIF O|(7})
*MetroCluster®| Z< M2tgtL|Ct * £ X E = RAELICH

MetroCluster 0.

CHAPE AFE3H0{ ONTAP SAN =200l CHet iSCSI  false
Q= [Boolean].

i
i)
A
el3
o=
>
10)

E 2 MAESBILIC} t rue Astra TridentOf|A] EHoll = 0f
IﬂﬂEl SVMO| Bt 712 °_IZ§OE AtSF CHAPE
TSt AFERILICE 2 EZSHY AL "ONTAP SAN
C2I0|HE AE5I0] uH __% TMe FH|E Lo E
AR SIAA| L.

CHAP O|L|Al0f|0| = L|Ct EHett
useCHAP=true
220 M2 oo JSON g4l 2|o|2 MEL|Ct

CHAP EtZU O|L|A|0f0|E 2= LICH Bttt 22
useCHAP=true

oM
40


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html

OH7H 4 29 =

chapUsername QIHI2E ALEX} O|FULICH ERSH B
useCHAP=true

chapTargetUs CHAM AF2X} O|EQLICH ERPH AL useCHAP=true
ername

clientCertif Base64 - 22i0|HE QS A2l QAT = Z}
icate 7|gt 1B 0l AtEELICt

clientPrivat Base64 - Z22t0|HE JlQl 7|o| QIFE =l ZHIL|Ct. "

3
Il
Il
°

) l_%A'I w

eKey QIB A 7|8t QB0 AFREIL|CE

trustedCACer Base64 - ME[2 £ Q= CAQUSAQ elALE

tificate ALICEH MEH AFSE QIF A 7|gt Q1 F0]| A EIL|C.

username ONTAP Z{AEQ} EASH= O] LT AFEX} "
O|SULICE Xt BF 7|4t Q1B 0| AFREL|CH

password ONTAP S2{AE{e} EAISHE O HRot oSQL|C Ktz ™
=0 7|4t olZ0f| AL ELICH

svm Ar2EH AEZ|X| JFAF HAIQIL|CH SVMOi|A| It El HR
managementLIF O|(7})
X ™= ASLIC

storagePrefi SVMOM M EE2 Z2H|XIY M A= HFAL trident

X
LSOl $38 4 ¢t
SENECETPUET

—

SLICt o] 7K =5
HA= S H-GSHOF gLt

limitAggrega A2EF0| 0| H|EE2 X116HH T ZH| XY 0| MmystL|Ct. "(7|2HoZ MEL|X| ¢
teUsage

NetApp ONTAP EHl=0fl Amazon FSxE A3t

£ X|HokX| OHYAIR 1imitAggregateUsage. A&

fsxadmin % vsadmin OHJZ2|AH|0|E AtEE HMSID

Astra TridentE AFE5H0{ H|etdt= o 2ot #to|

ZOtE|of UK hELICH

limitVolumeS SKFE S8 37J|7}0| ZELCIE 2R 88
ize AofefL|Ct.

ot

ol "(Z1EHeE HEEIX| 8

EESH gtree 3! LUNO| CHSH 2t2]5H= E2&°| 2|t 37|=
HjeteL|ct,
lunsPerFlexv FlexVolZ Z|CH LUN = H?I[50, 200101 RL0{OF LTt 100
ol

debugTraceFl 2K iZ Al A2 C|HI EcfIQIL|CE off: null
ags {"api":false, "method":true}

=H| 82 SOIX| g1 XpM|e 21 HZ o HRst It
OfL|™ AFESHA| DY AIL.



oH7H i

useREST

e

ONTAP REST APIZ AtE3%}
7l 0|2 27] *

rr

useREST TZEM 2] H517t Ot HAE SHAQ|
HEtE|= 7|& 0|2 27|22 MSELcH E 2 45t ER
true, Astra Trident= ONTAP REST APIZ AI2304

ol = of

SLAELILE 0] 7|5E A3t ONTAP

9.11.1 O|Ato| HRtL|C} EESH AFRE|= ONTAP 219!
oetof| of cHst M A HBHO| QLO{0F BHLIC ontap 2

T2, 0= AR FolEl of 2|3

8 cluster-admin 9.

XEE|

SZHELIC vsadmin

useREST = MetroCluster0Oi| A X|&l%|X|

OH7H ==
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone
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o 4 o

M 250 NVE(NetApp Volume
Encryption)S &AalgfL|Ct,
71222 QULICt false. O| SMS2
Ar23st2{H NVE 2to|MIA T}

S AH0|M ZM3HE[0] QL0{OF
28 g

encryption

HHA E0f| Al NAE7} &M stEl 22
Astra Tridentd]]l Z2H| XY= 2=
=52 NAEZ} ALY,

KtMSH LHE2 CHS 2 EESIYAIL.
"Astra Trident”t NVE 5! NAE2}

| -
HSEl= 24",

luksEncryption LUKS =35 AIEEILICE 2
HZESHA| L "LUKS(Linux Unified
Key Setup) AH2".

securityStyle ME2 SE0i| it Eot AEHY

tieringPolicy "AUS"E MESt= ABS M

=5 ZZH[ME9| of

Ch22 71=2440] Fol& o YLct.

version: 1
storageDriverName: ontap-san
10.0.0.1

trident svm

managementLIF:
svm:
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
standard
'false'
snapshotPolicy: default

llO’

gosPolicy:
spaceAllocation:

snapshotReserve:

] _I§Jll

unix

ONTAP 9.5 SVM-DR O|H A9

B AN HE
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E ME5t0] MME 2= 20 tho ontap-san E2}0|H, Astra Trident= FlexVolOf| 10%2)
222 F7I510] LUN HEHHIO|EHE £=28LICE LUNS AF2XI7F PVCHIA 8SH=E "etst 37|2
@ O 2H| NI ELICL Astra Trident7t FlexVolol| 10%E HELICHONTAPOIA ALE 7tsTt 37|12 EA|).
O|X| AFEXI7t QESH 7tE E2 P2 o+ JSLICH L3t 0] HASE Qs A2 Jtsst S7H0| 2tH G|
2EE|X| 2= o LUNO| ¢17| ME80| &= AS WX = UESLICH. ONTAP-SAN-ZH|0 = HEE[X|

& LCh
2 HO|St= WA= 9| AL snapshotReserve, Astra Trident= CHE 1t 20| 282 3 7|2 A AFgtL|Ct.
Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH[O|H E +83t== FlexVolOl| =7HEl 10%2] Astra TridentLICt & snapshotReserve = 5%,
PVC 22X =5GiB2!l 22 & 8 37|= 5.79GiBO| 11 AL Jts¢t 37|= 5.5GIBRILICt & SEILICt volume
show BE2 O Of[H|2t FAlH Z2HE HAISHOF SLICE

Aggregate State Size Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4
online RW 18GB 5>.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Gl 7|Z =50l Cho M AIME ArE0t=s RS B2 37| ZFYLIG.

A2 ol o

L= oo M= R 22 I7H H4E 7|124UCR FE 7|2 #82 20 UL 0l= HAES Folot= 7Hy 22
|:|I-I:HO||_|E|.
oHdd .

@ NetApp ONTAPO| A Astra Trident2t 27H Amazon FSxE AF25t= AR IP F4 A LIFO]| CHst
DNS O0|§& X|H5h= 20| E5LCL.
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ONTAP SANZ2| o

0|74

A

rlo
i

MESH= 7|2 AHYULICH ontap-san E2H0[H.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

MetroCluster 0

A3t ol HE F0| ol

e HOE £+52= AUHO|EY ERIt YT MAEE Y + AFLICH "SVM =7H| 2
E;’_ll.

J

QQMPA%MQMDIA%MM

==

dataLIF % svm O47H B4~ Off

o| AR E A3t SVME K™ ELICt managementLIF & A2FatL|Ct
£ SH LISt Z&LC

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password



ol
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IS M J[gt 152

| of

0|7LE~?**W“mk1cllentCertlflcate clientPrivateKey, U
= A= CAE Ar8dt= 22 tI8 Ateh)=
9| 3:' MY = A= CA ?J’cf*‘lgl base642

o
st 4 9l NEEERE

Lo

version: 1

storageDriverName: ontap-san

| trustedCACertificate (MEZE

Ol X &ILICE backend. json 22|11 22t S2I0|HE QIS A, 74!
= AF2gtL|CE

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QkHlSE CHAP Off
Ol M= E AHESHH BHAIEE MMBIL|Ct usecHAP E E ™ ELICH true.
ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

0|23t Q= Ho| THU MZO A= 9 22 BE AE2|X| Bof el S 7|22k0| HELICE spaceReserve
Tha B2 AE2|X) MM FolFLc,

I_

23, spacehAllocation AXEY H2, U encryption AXY .

Astra Trident?} "Comments" ZE0| ZZ2H|XH 2|0[22 HHEILICE FlexVolof| x**ol MH™EILICE Astra Trident=

D2H|X e o 7he noﬂ A ZE HOIES 2E|X| 25| SAFRLICE HOIE 2l 22X 22|Kt= 7t & 8
O =822 Y022 H0|=28= FAT + AFLIC
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O| Oflofl M= LB AER|X| E0| AHHOZ MHELICI spaceReserve, spaceAllocation, % encryption

PE E2 7|2US HYAG LI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

gHoll= = StorageClassesd| DT/ EhL|C}

C}S StorageClass ™2|= S ERSHYA|R Jtah 20| HHollE 0f, E MEBELIC parameters.selector BEOA
Z} StorageClass= 282 A= O ALY &= U= 7t 22 = EL|Ct MEit 714 E0 280| Hol=o
mAHEh
* £ 22/¢LICt protection-gold StorageClass= 2| A HMf 7t Z0f| Ol EEL|CE ontap-san HAIE, SE
e 23 7|5 M3t Rt FLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* E Z=/gLIC protection-not-gold StorageClass& 2| & HMf 5! A| Hmf 7t Z0f| O ZELIC ontap-

= = "1
san OIS, 3 09|19 B3 £73 ATt RUs BaLCk

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* E Z2YLICt app-mysqldb StorageCIassl_ Of M| i 7t E0f| BHEELIC ontap-san-economy Hll=.
mysqldb F& ol CHEt AEE|X| E P4 HMSste fYs E2QLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

= |
ontap-san WA=, AH 2| HS 31 20,000E 21 E ME S MSot= Lot EQL|CE

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2 & HuY| 7H&F Z0f OjZ EL|C}

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ 22I2LICt creditpoints-5k StorageClasse 2| Ml Y 7tAF 20f| OHZEL|CH ontap-san O /e
sHANl = BI U] BT 71 E/LICH ontap-san-economy HAIE. 5000 2|5 ERIEE HRtt Rt =

c
Me|AL(Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: netapp.io/trident
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

Astra Trident7} 1Bl 7t ES AFEStD AEL|X| 27 AFdES SFA|ZLICE

ONTAP NAS =2}0|H

ONTAP NAS E2}0|H 7R

ONTAP %! Cloud Volumes ONTAP NAS EZ}O|HE AtE3t0{ ONTAP HHAIEE L M5t=
HHEHO]| CHoll 2OtEMA|L.
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ONTAP NAS E2(0[H ME HEQLICE

Astra Trident= ONTAP 23 AE QL S4IGLY| fIsf LIS 22 NAS AEZ|X| E2I0|HE MISELICH X ¥E=
HMA RE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|C}

Hs 2318 0|5ME 2|8l Astra Control2 AI28H= 2R £ XS A|R Astra Control E2H0|H
@ =Xl g
cajo|uy nzE= 22 Q2C MHMA DI XJELCH  XY{E= DY A|AE
ontap-nas NFS E ot AJARL RWO, ROX, rwx, RWOP ™ nfs, smb
ERSHAAL
S27|Y
ontap-nas-economy NFS & oY AlA" RWO, ROX, rwx, RWOP ™, nfs, smb
ERSHHA R
47|
ontap-nas-flexgroup NFS Z o A2 RWO, ROX, rwx, RWOP ™ nfs, smb
ERSHIAR
SA7|Y

Astra Control E2}0|H St

Astra Control2 2 MMt 258 9ol 2gst B, 7‘H*H 57, 0|34 (Kubernetes 22{AE 7t 28 0|5)2
HSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san EEI0|H. & HZESHYA|L "Astra Control
SH A 27 At & BERSHIAL.

* AF8 ontap-san-economy 7 EE AL £71 ELt &2 AC = 0 &&= ZR0TH "X 2= =
ONTAP Z& H|gH".
@ * AF8 ontap-nas-economy 7 & AF £71 ELt &2 ACE o &&= ZR0TH "X 2= =
ONTAP =& H|2t" 8! ontap-san-economy E2t0|HE AtET £~ QIEL|CY.

* AHESHX| OHYAIL ontap-nas-economy OB E3, Mdl| 57 L= 0|5 H0| Y A=
OAEl= E32

AEXL Het

Astra Trident= LHIHOZ £ AF238L0] ONTAP EE= SVM 22| X2 MSHE HO 2 Of|AFSHLICH admin 22 AE
AEXF EEE QLICH vsadmin SVM AFEXL L= SUsH HeES 712l CHE 0| 29| A X}

NetApp ONTAP 1&2 2|8t Amazon FSx2| B2, Astra Trident= 22{AEHE AFH2510{ ONTAP EE= SVM
ZE| X2 HHE HWOZ O M YLICH fsxadmin AFEXAF EEE= a vsadmin SVM AFEXL EEE= STt ‘Z'."e*; 71l Cf
0|59 AKXt E SEIYLICt fsxadmin AHEXHE S2{AE HE|XHE HetH o= ChAgfL|Ct

_ 11—
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E M85t= 82 limitAggregateUsage N7 H S2{AE 22| Xt HSt0| HQBILICE Astra
@ Trldent9f SHH NetApp ONTAPOI Amazon FSxE AtEst=E 2R, £ **XOH'MQ
limitAggregateUsage 71 Ha= Ol M ZSSHX] RELICH vsadmin 3 fsxadmin AFHEX}
AH. o| o7 H4~E X|™SHH 14 2ol AlofgfL(Ct.

Trident =2fO|HIt A8 = Q= O HeHA 2l Q% ONTAP Lioff 2t= % lxl':.'_f HESHA| g4ELIC. Trident®l
CHEE2 ME22 HE|Z0ME FIHAPIE 2 =522 Ha0|=E7 {E 1 F7 25| glELCt.

ONTAP NAS =Z2I0|HE AtE3t0] HA =S Fd

ot

FHIE Lt

ONTAP NAS E2{0|HE AIZ310 ONTAP HAl=S T H5H7| 9I3t @7 A, 215 M4 &
AATLE HMZ O|a gL Ct.
2T AR

* = ONTAP Hl=E9| AL Astra Trident= SVMO|| StLt 0| &2| AggregateZt £ E|0 RLO{OF BFL|C},

= O
* = 0|42 EEIO|HE HAHStD = F SILIE 7I2|7|= AEE|X| 2HAE HHY = J}SLICL OE 50, 2
AE5H= Gold 2eiAE 2T = UELICH ontap-nas EEI0|H & & AFE5tH= Bronze 224 ontap-nas-

economy 17H.

* D= Kubernetes XtIXt L= E0f| HESHNFS S0| AX| [0 FO{OF BfLICH S HZTSIUAIL "0{7|" E
EXSHAUA L.

* Astra Trident= Windows ‘= E0{|A| A& E|= Podd|2t OIREEl SMB =28
=5 IZH|NY S 25t £H| E EESIYAIL.

e
o
=

"_"

Mo
>

rio

ICt 2 HZXSIHMAILR SMB

ONTAP #{AI=E QIZBHL|Ct

Astra Trident= ONTAP HAIE E QI5s= & 7HX| REE XN SELICt.

* XtH ZH 7|8 ot Hot0| = ONTAP AFEXtS| AHEX} 0| 9l A IL|CEH 1 ZH0| 0|2 ™ol=l Eot 270l
dot2 A28 0| EELICE admin EEE vsadmin ONTAP HE IO S2tM S ZX|CHeh EESH7| 2|sH
* 915 M 7|4t Astra Trident= BHAI= 0| MX|El QIS ME ALESHH O P 22{AEQ EAMY £ JELIC O]
ZR HlE Holof|= E2I0|HE QS AM, 7| & At H A i’lE CA Q1= M9 Base64 = QRS =l 240|
QUO{OF ShL|CHHE.
XA S 7|9t gt o1FZ A 7|5 2t ZHo)| 0| SSH7| @Il 7| & WA EE AM|0|EL 4 JSLICH 2Lt St Hof|
StLtQ| o1F ditHor X[ EIL|CH CHE 215 WHO Z Mets2{™ SAlE Mo A 7|& BHH S K| s oF ghL|C}.
@ A S CIBAM * E BF MSotH D ofH A4 I = 0|42l 15 WHO| N3 EICHeE LF 7t
ghsto] woll= Mol AlmyghL|Ct
A B 7|8t QIS S AtEEL|Ct

Astra Trident= SVM H|/22{AE HQ| 22| XI0|AH ONTAP “—.“?i'EQP EMBEY| @3t X1 ZHE @ eL|Ct ot
Zo| 0|2| HolEl EF det2 AE25t= 20| EELIC admin £E vsadmin. 0|E S8l &% Astra Trident
ZUZ|ANM AR E 7|s APIE LES £ U= TF ONTAP E EI*QP ofs SetMOo| HEEILICEH APt K™ Eot
E391 A2 Astra Trident2t SHH| MM 5 ALESH o~ JUX|TH HZE[X| bESLICH

HHAlE Folo| of= LSt Z&LILt.

87



YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS E XA

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-

Mol XtH ZHO| Yut HIAER NZEE|= RUSH X|2t= Hol R stMA|Q. BHAISTE MM =l = AR Xt
/%S = Baseb4 = QT LM Kubernetes Yo = XZHEIL|CEH A= 0| MA/AL 2 XtA SHO| Clizt X[Al0f
QU CHAIJLICE [M2EM Kubernetes/AE2|X| 22| X7t £3E 4= U= 22| M8 ZHJL|C.

o>

79 7|E WIS QIEME ARSI ONTAP M=ot S48 4 9l
2

* clientCertificate: Base642 Q13
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

* TrustedCACertificate: A 2|2 S =
22 0| Oj7H HE-E NI SoHof gL|Ct ME[E £ A= CATL AFEE|X| O™ 0| 22

LS — —

Zetel 3 ES20= o BHAZF ZEE LI

1. S2I0|AHE QABM I 7|5 “HdetL|Ch MH Al CN(2EH 0|5)S ONTAP ALEXtE HHSIY QBSHAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AE2|X| 22|Xt7} o|0] XMz2|et 24
QELICH EB{AEElI CAZ AFRE|X| %O H ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM I 7|(1EHA)E HX|[RfL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HOIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MHE QISME A5t 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E> 22| LIF IP 3 SVM

O|EQ = HEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2QlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L AUEE & A= CAJBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO| M F2 2tE AHE5H0] MM =S WLt

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
Focmcomo= ommmcemos +

21 Y= YH|O|ESHALL Xt SES = HEfLICE

HIo|ES 4= ASLICE. O|HHA| 3t ALEXL O|F
ISME AE3t= WA= = ALEX} 0| B/
1745t M 1F B S 7160k gilct O

ps|

=]

Che Aldg Ha 0 7H |_—r7|' E.:.E.J °:=1|:‘||0|EE| backend.Json mMAS MESLICH tridentctl update
backend.

N
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0
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1%
]
o
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rIJ°T+
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>
~
_lt'_
m o
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X
_O'_
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o
ro
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S oZ
T
rLIIo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

ASE 2| MY uf AEEZ|X| 2A2|XH= HX] ONTAPO|M ALEXte| 2 E HO|o|Estiof LIt O

(D Ch20ll= HAE HOIO|EZL JASLICEH ABSME =|HE mf o2 ASME MEXOA =t =
AgLICt 33 oz HAETH HHO[EE|0] M ASME AFERILICE J2{H ONTAP S2{AE0M
O|F QIS MEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

HACZ HHO|ES = o|0] W SFO Tigt MM AT SHE|FHL O|=0f| HdE =& HE0 S-S DIX[X]
ASLICEH SAlE AH|O|ETH HZXO0|H Astra Trident’t ONTAP Hil=2t EAISHT otF £8 ZdS M2|g
ASS LIEFHLICE.

NFS AAZE FMS ptafgiL|ct
Astra Trident= NFS AAZE HMZ ALZSI0 Z2H|X 5= EF01 Lot AMAS Ho{gL|C.
Astra Trident= HAZE YHMS ALES Mff LIS F 7HX| S8 S HMSELICH
* Astra Trident= AATE HM XA E SHo=Z 22|e 5= JFLICL 0 2 ZEO0|M AER[X] 22Xt 58
= A= IP F2E HEHUHE CIDR 28 552 XIEYLICH Astra Trident= O[2{et Helof| £3t= == IPE

AAZE HMO| MHS2 2 F7HRfLIC E= CIDRE X HSHA| 80 =0 M TAE 2 2E He|2 RLIPHAE
IPZt LHELHZ| FHMof| =7HE LT,

91



>
HM
n
Ral
=]
n
>
rir
12
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HH
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12
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ks
mjo
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|0
HU
I
d
ot
4>
30

&LICt. Astra Trident= F+40]| CH2

Astra TridentE AHSSHE ONTAP HIS 0| YALE HMS SHOZ Bt 4+ UBLIC Wat AE2|x| Balxts
TR FHE 2502 HolShs hAl &QIR L PO 5RE= T4 DS AW 4 YSLCH AATE FHH
2H2|2 S5 LSO, AAEE FAS £HOHH Of 0|4 A2|X| SAAE{ it £5 Ftelo| WK
OrALICE 3t AEE|X| SAAE|O] et HNAS XIFE Helo] 1P7H Yl FRAX} mEofE HBsto 2 M HEStE
A5 B2l gL

»

S UELHZ| S A8 W= NAT(Network Address Translation)S AFESHX| OFYA|2. NATS
() Aol Axe|x ZESe|= AH P SAE 5471 OlLjat BHEQIE NAT 48 olAstez
LHELHZ| 5ol 2X|3H= g=0| Gl MM ATt HEELICH

oo
TR 74 S E ALE8HoF SfLICEH CH22 WA= Folof of LTt
version: 1
storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
0| 7|52 MY = SVMS| RE WA LE CIDR 2E(0l: 7|12 AAXE HM)S 5{&5t=
() oAAzme a3 s o|xol MHE ALE FMO| QUK HHRISHOF BLICE. Astra Tridentoll AtS 2
SVME X|Hst2{™ Al NetApp HE ZH A E MEMA|2.
CtE2 f12 HIE ALE3HH 0] 7|50] 2tS3st= Al tist @ LIt

* autoExportPolicy 7t 2 ™ E[H QYESLICt true. O] = Astra Trident?| Of| Ciet AAZE HAMS A
NS LIEPHLICE svml E AFESI &l =71 & AH|E X2[fLICt autoExportCIDRs T4 5. 0f
UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7} Y= BHAEE AT 4~ JUELICH
autoExportPolicy & E A™ELICt true O|2t= AATE HMZS MMOILICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMO|AL.

0=
0x
rot
nl
rr

1
uin
2

* autoExportCIDRs & 55 Z50| ZE|0] JYELIC} o] HEE= ME AtEto|H 7|2X 2= ["0.0.0.0/0",
":/0"|LICH HOlE|X| %2 B2 Astra Trident= X 20| Y= ZE MG HRQ RLIFHAE FAE
7:7|.'6‘H__| |:|-

T/I= .

Ol Oflofl A = RILICE192.168.0.0/24 24 30| S ELICE O] A #H|0| £5t= Kubernetes == IP7} Astra
Trident7} M Mst= AATLE HHMo|| 3Tt S LIEFHLICE Astra Trident7t 23 E= L EE SE6HH 22| IP
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FAE HMSIo 0" MSE T4 SE0 XS 2HRIBLICH autoExportCIDRs. IPE ZE|Z St = Astra Trident=
AMEl ZE0|XE POl CHot AAZE FGM J XIS WHstH, AHst= 2t = E0]| CHol otLte| A2 AtEgL|Ct.

AHIO|EE £~ UJELICH autoExportPolicy X autoExportCIDRs HHollE = OtE =0f| AFZELICE 7|&

CIDRZ fEOE 2E|SEALE A H|SH= WHAIZOf| M| CIDRE =7t = AELICH CIDRE AtH[g W= 7| & AHEO|
BOX|X| E=5 FOloljof L|Lt. & HIE Yoot 5 MEH *E USLICH autoExportPolicy HAES F2

TSLE *”*“E' I-HE'-H7| HMO =z SotZLICt o= otH S EFHOF LICH exportPolicy WA= 749
OH7H tH QL Tt

fjo

Astra Trident7} A= S HH5t7 L} YH[O|ESE £ S A HAEE 2Rl 4~ ASLICH tridentetl EE

S tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

L E7} Kubernetes 22{AE{0f| £7}=| 10 Astra Trident ZIEE2{0]| SE&|™ 7|Z HA=9| LHELH7| HAHO|
OO EEILICHO X[™HE =4 Helof| £351H &) autoExportCIDRs WM AEE).

= E7F HIAHE[H Astra Trident= 2221 EfQl HE WA S HASIY L E0f CHet M A FEIS HMARLICH Astra
Trident= 2t2|=[= #AIE O LHELYY| FHO|M O] LLE IPE MAHSIH 2 ORES WX|L|Ct B S AES| A
LEO|M O] IPE CHAl AFESHX| 8= of ORI LI L,

7|& dollEo| AR HAlEE Z AH[O|ERLIC tridentctl update backend Astra Trident7t AATE MU S
s =2 #a|st=X| §—.?_°+L||-_—|' O|HA| 5t WoAllES| YUIDE 7|Z22 O|F0| X[FE M AAZE FHMO| *HMEF’

HALO A= EF2 LA OI2EE T M2 WHE AAEE HMS ASHLIC

AR|SHEH SHOZ MAE LHILA7| HMO| ARIELIC

@ S BeE|ElE 2T X0 A= HAES
2 MeE|=|of M AL E FHHo| W ELIC

“—'.‘0"':7} ChAl S-S =|H HASTE A tl

[=
[=
2l0|E L EQ| [P AT} HHO|EE|H L =0f| A Astra Trident PODZ CHA| A|ZtSHOF StL|CH O21 CFS Astra
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Clo[EgtL|Ct.

ZH|E 220 olH E AL2610 SMB 2&E2 Z=2H|XJdE £ JELICt ontap-nas E2FO[H.

SVMOIA NFS & SMB/CIFS TZEEEE2 2% -_rl*"°|'o:| 2 MAMdl{oF BfL|Ct ontap-nas-economy
(D ONTAP AILYIE I3t SMB B8 0| £ ZRES 5 S{LIE TH5IX OB SMB =8 o
ATyt
AlZFst7| Mol
SMB 2&2 Z=H|XNY5t2H HXA CHZ &50| Q0{0f ghL|C}.
* Linux ZIEE2{ L E 5! Windows Server 20195 &= Windows X = =7} = Kubernetes 22{AH
Astra Trident= Windows = E0j|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|CL.

* Active Directory XtZ ZHO0| L EtEl Astra Trident 2= 7} StLt O] AF QUO{OF THL|Ct LS E AMAMEHL|CH
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AE TME CSI ZEA|. E FAYLICH “csi-proxy’ & HESHYA|R "GitHub:CS| ZEA|" EE=
"GitHub: Windows2 CSI IZZA|" Windowsow AlSiE| = Kubernetes = E2| 2R

CHA|
1. 2Io2)|0]A ONTAPS| 2L SMB 2/ MMSI7LI Astra TridentOl| A A8 4= QI&L|CY.

@ ONTAPE Amazon FSx0|= SMB 3R7 ZefL|Ct.

CtE & 71X 2 & StLLZ SMB 22X 3 /S MAE » JELICt "Mucrosoft el 245" 39 S0 ARl =
ONTAP CLI AF2 ONTAP CLIE AFE5I0 SMB 2R E MAMSIHH LSS MEMAIL.

a. ot 3de IZR0| gt ClAER 22 +2E MdeLct.
E 22/gLICl vserver cifs share create B2 SFE MWMSt= S0t -path M0 X|HE H=EE
grolgtL|Ct X| et 227} glo™ Ho| AofghL|Ct.

b. X|™=l SVMzt HZAZ SMB

OH

RE MABILICE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SRt HHEIJU=X] el
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE AHLE ALESHO]
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AME S AHEXt= pvcOllM 22Xt MT| Jts I7tE =HY Ao QFE IZHHECE M2 722
gEg 4 LT v21.07 O|MoE MRIM AHA BHE Z7HS 50%E 610 pvc(0ll: 5GiB)E
e8d of MJ| Jtstt S22 2.56iB0| SatgfL|ct. ARBXE @¥FTt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O HE20f| ILEHEIL|CE Trident 21.072 AFESHH AFEXI7F QESH= AO| MT| Jts
3710|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HHEZZ HA|E/LICE o= E%Hﬂ
%ELICH ontap-nas-economy. 0| 2H& HAS HE{H CH3 0|2 HXSIMAL.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC RFUN Xt AUL|CH E 22IYLICH volume show BEE 0] 0|2t FAHs
ZItE HAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.
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ONTAP NAS ZH| = of

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 9

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|

e 3 Het Sof Hells YO|E 522 YHO|EY HRVI gIEE #ALE 7Y = ASLILE "sVM =5 &
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QUESE AQIK|QH I AQK|uHo| AR E ARSI SVME X|HEL|CH managementLIF = MEFSHL|CE
dataLIF % svm Of7H H O|E SH C1Sot 2L CH

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB =&2| o L|Ct

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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1
backendName:

version:
DefaultNASBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.15

svm: nfs svm

ZXROZXJWYXB
clientPrivateKey: vciwKIyAgZG.
trustedCACertificate: zcyBbaG.
storagePrefix: myPrefix

clientCertificate:

1S AAZE HHo| of
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CA QIS M9| baseb4 = Q12
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B AtEh = of XH Y Ct backend. json
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nas-flexgroup =2t0[H].

1
storageDriverName:

version:
ontap-nas

2o ELCH o ZIs2 Al sl S
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=

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
10.0.0.0/24

admin

username:
password: password

nfsMountOptions: nfsvers=4

SHA|

by J==ke]]
ko=

LICt ontap-nas-economy % ontap-
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IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

= 22/8LIL} smbShare SMB E&S A3t ONTAPE FSxOf| OH7H =7t HRelL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

7Ha Z2f BHol= of
Ofzi EA|El ME sHollc Mol mAUA of 22 BE AEZ|X| Z0f cigt EF 7|220] HHELICt spaceReserve
813, spaceAllocation HAY 82, U encryption AXY mf. 7t E2 AEE|X| MMof| Ho|FL|CH,

Astra Trident?} "Comments" ZE0| ZZH|X|'d 2i|0|2S MERLICH HE2 FlexVol ford| A MEELIC ontap-
nas £ FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H| XS off 7tA 0| A= ZE 20|22
AEEZ|X| EE0| SAFELICH Ho|E fld AEER[X| 2E[Xt= 714 E 3 OF S8E= 2|0[E2 20282 Hog &+

ALt
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ONTAP NASZ2| of|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
'false'
'0775"

encryption:
unixPermissions:

Eioll = 2 StorageClassesOi| DN/ EHL|C}
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold

provisioner: netapp.io/trident

parameters:
selector: "protection=gold"
fsType: "ext4d"
* £ =¥}t protection-not-gold StorageClass= 2| M| Hu
nas-flexgroup HAE, Z 0|29 HS £+F3 X|B5t= KLU EQ

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold

provisioner: netapp.io/trident

parameters:
selector: "protection!=gold"
fsType: "ext4d"

o E Zalsh|
=2 =2"1-d
7 o tiet AEE2|X| & 714 S MSst= fee SYLICH
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LICt parameters.selector ZEOA
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & /LTt
ontap-nas-flexgroup HMAE, AMH 2| E3 5! 20,000EQE M2 S MSst= Yt ELICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 22/YLICt creditpoints-5k StorageClass= 2| M| #mf 714 S0 01 EELICt ontap-nas 2| BAE 3l
5 HY 7t EQLICH ontap-nas-economy HiAIE 5000 22|% EXQEE HRot AU E MH|ARIL|CY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

-

Astra Trident7} B0t Jted ES AHEotD AEL|X| 27 AldE SFA|ZLICE

AH|O|E dataLIF X7| PH =

CiS Y Aol

x7| 74 20| Clo|E LIFE HEE & A2H, YOI0|EE H|O[E] LIF7F ZetE M #Hlle
JSON IHYUS RIZE 4 UL
o= T AMd

L{Ct.

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt StLt O o] ZE0f HEE R ol ZEE Z&F LHE! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[L=F ofjof LTt

NetApp ONTAPE Amazon FSx
NetApp ONTAP& Amazon FSx2} &/ Astra TridentS A5 AR

"NetApp ONTAPE Amazon FSx" NetApp ONTAP AE2|X| 2 N7t MSdt= ohY
ANAES Helistn Al &~ UL T 2AHGHA 22| == AWS MH[AQJLICE ONTAPE FSXE
AHESIH =%t NetApp 7|5, s A &E| 7|52 83tz SAl0l, AWSO| HIO|H &
XZEot= O ohE thed, BEd, 2ot 2SS g28Y + USLICH ONTAPE FSX=
ONTAP I AAH! 7|5 9! 22| APIE X|&IEL(C,

e

ok A|ABI2 Amazon FSx2| =R 2|AAO0|H, O]= AL ONTAP 22{AE{Qt RAFRLICE ZH SVM LHOj|Af mHY
A AEIO| THUD EEE X &SH= C[O|E ZAH|O[LH QI SfLt o[ Mo 22 MME &= AUSLICEH NetApp ONTAPE
Amazon FSxE AIE5IH 22t =0{| A Data ONTAPZ| 22| It A|AHIOZ HZEL|C ME2 I A|AH
QS * NetApp ONTAP * 2t10 BfL|LCt,

NetApp ONTAPE Amazon FSx2} Astra TridentES AF25HH Amazon EKS(Elastic Kubernetes Service)0i| A
HAHE|= Kubernetes 2HAE 7} ONTAPOAM X5tz £ 9 It 7 282 Z2H[NIE = J&LICH

[}

NetApp ONTAPE Amazon FSxO|A AF2EILICt "FabricPool" AEE|X| A|ZS 2t2|EtL|Ct. 0] 7|52 AI235HH

Cl|OE{2| AMA|A B O 0] 2t HIO|E{E AIBo| MEY - ASLIC

r

a2 Atg
°* SMB E8:
° SMB 282 £ Ar25t0] X|/IELICt ontap-nas E2H0[H 3 Sl
° Astra Trident= Windows = E0j|A] A3 E[= Podd|2t OFREEl SMB 282 X gfLICE
A

* XS HHO| @HE Amazon FSx IHH A[ARIOM M E EE2 Tridentol M AH|E 4= gl&LICH PVCE
AH|SI2H ONTAP HZof Chet PV 3! FSxE S22 AfA[oliof eiL|Ct O] XIS K|St H:

=]
o
° Quick createS AF25I0{ ONTAP It A|AHIE FSxE MMGHX| OMA|Q. HE MM AIEZ20AM= XS

WIS AR T 4 20D 441 72 42 R Botx| eLIC

c BE MUY B2 XS MUS HIZ G RLILt. XS U S H[ZHSHH Trident= 715l 3
I
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

FSx for ONTAP E2I0|H ME HE
CtS E210|HE A238H0] Astra TridentS NetApp ONTAPE Amazon FSx2t E8tet £ UELICH

* ontap-san: 2 PV ZZH|X Y2 1838t Amazon FSx for NetApp ONTAP & LH0f| = LUNQIL|C}.

* ontap-san-economy:Zf PV Z2H|X Y2 NetApp ONTAP 2 &0 CHoll Amazon FSxE 714 7153t LUN
+E 71 LUNRQILICE.

* ontap-nas: 2t PV ZZ2H|X Y2 NetApp ONTAP =&01| Ciet MX| Amazon FSxIL|C}.

or
|'O|'

. ontap nas-economy:Zf PV Z2H|X Y2 qgtree0|H, NetApp ONTAP =2&& Amazon FSx& 74 7}
Qtree =7t YSLICE

* ontap-nas-flexgroup: 2t PV ZZ2H|X Y2 NetApp ONTAP FlexGroup &0 CHet FA| Amazon
FSxQLICE.

CE2l0|H ME ME= 2 XXM AIQR "NAS E210|H{" & "SAN E2}0|H ",

Astra Tridente= 5 7tX| 215 2 =2 H3gL|Ct.

M 7|k Astra Trident= SVMO|| 2X|El QIS ME AE0H0] FSx It A|AFS| SVMt S4IgHL|C.

[2h 2 AFEE = UELICH fsxadmin THFY A|AH EEE= O ALEXIJILICH vsadmin SVME 28H

Astra Trident= ot CHE MM E AOZ 0| MRLICE vsadmin SVM AFEXL EE= ST A S

@ 7tZI CtE 0| E2| AFE X} NetApp ONTAPE Amazon FSx0l|l= 7F Q&LICH fsxadmin ONTAPS|
HMgtEl WA AFEXIULICH admin S2{AE AFEXE 8 AFESH= A0 ZELICH vsadmin Astra
Trident2t .

XA 5 7[dh YHar IS M 7| Y 2Hof| O|SII= = MAES HHO|EY =~ AFLICH J2iLt* Xt Y 8
AZM * E HMSote{ 1 ofH Woll= Mdo| MujeiL|Ct. CHE QI1E WHo = Hetst{H MAL FHoM 7|Z LES
H| 78t oF gLt

* "ONTAP NAS ¢l
* "ONTAP SAN ¢!

| =n
o
=n
o
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* "NetApp ONTAP& Amazon FSx ZA{"
* "NetApp ONTAPZ Amazon FSx 2211 HA|2"

NetApp ONTAPZ Amazon FSxE E&tetL|Ct

Amazon Elastic Kubernetes Service(EKS)MIA %= Kubernetes 22{AE{7}
ONTAPOA X|2St= 25 Y OIIY 1 252 Z2H| XIS £+ Q== NetApp ONTAP It
ANAEIE Amazon FSxE Astra Trident2} £ E.*%* = ASL|Ct.

7 At

CESt "Astra Trident 2 7AFEE", ONTAPE FSx2t Astra TridentE E8t6t2{™ CHS0| Z LY.

* 7|1& Amazon EKS 22{AE £ 4| 22|d Kubernetes 22{AE kubectl AX|Z[0] UELICE.
* 2HAEHO XA}t EoM HZAE 4= = NetApp ONTAP It A|AEIE J|= Amazon FSx % SVM(Storage
Virtual Machine).

* Of CHel =H|El ZAXH mEQJLICEH'NFS = iSCSI'.

@ Amazon Linux % Ubuntudl 2R3t .. E F=H| BHAIE w2of LT "Amazon Machine
Images(OtOHE A1 O|0[X])" (AMI) EKS AMI R&0f 2t CHEL|CE,

* Astra Trident= Windows = E0j|A| A= Podd|2t OFREEl SMB 2 &2 XA ELICH 2 &ESIHYAIL SMB
=25 IZH|NYS Qs T=H| & TSN 2.

ONTAP SAN 2 NAS E2o|H Et

(D SMB =80l thl B 2uets 22 2 Yoiot Tt SME 28 ZRUMUIE A1 20| 4SS
At7| FHof

|
& SHLHE AHE5H0 Astra TridentS HHE LT "HH A SR
2. SVM Z2| LIF DNS 0|E& +TELIC} 0lE S0{, AWS CLIE AH83I0{ £ Z&LICt DNSName Of 24

Endpoints — Management ChS HHES At

10

aws fsx describe-storage-virtual-machines --region <file system region>

3. off CHSt QIBME THS 11 HX|RLICH'NAS BRI E Q1F" EE= "SAN HiQllE 015",
OH A|AE0f AZE = A= ZE FIXI0IM SSHE ALSSH0] M ALR(0]: ASA X))o
EAME .:.”—IEP fsxadmin AFEX}, T A|ARS MEE of gt &% 8

Oﬂﬁ _.'_|'E| DNS O|Z aws fsx describe-file-systems.

4. of2fl of|ofl EAIE! CHE S A2t 22| LIFS| DNS 0|§& AHSt0] Holle mted S MAetL|Ct.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.netapp.com/ko-kr/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2307/trident-get-started/kubernetes-deploy.html

YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSONS ZZESHIAIR

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXKXXKXKXKXX . fsx.us—-east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"
}

ol = BHS7|ofl LSt XEAIS LIB S Che A3 E HESHIAIR.

° "ONTAP NAS E2t0|HE ALE35I0] ol =
_9

=
=
Sfof il =g

° "ONTAP SAN EZ2}0|HZ A}
SMB =& T=H|XJ S 2[5t =H|

E M2t SMB 282 TZ2H|MIEY & JYELICE ontap-nas E2I0|H. E S=ELIC ONTAP SAN 2! NAS
C2lo|H E¢ Chg THAE 22 TL|Ct

AlZHsE7| o

£ Ar23t0 SMB 2&S Z2H|X'd5t7| HOl|l ontap-nas S2t0|H, C}Z0] L0{0F BHL|Ct.

* Linux ZIEE2{ .E 5! Windows Server 20198 &&= Windows Z AL = =71 = Kubernetes 22 AH
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|CE.

* Active Directory Xt ZHO| ZL&HEl Astra Trident 25 7t StLt O] & RUO{OF BfL|C} S E MAetL|Ct
smbcreds:
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AH|AZ FEE CSI ZEA|, & FMBLICH “csi-proxy’ & HESHYAIR "GitHub:CSI ZEA|" EEE&
"GitHub: WindowsZ CSI ZZA|" WindowsO0|A] A& E|= Kubernetes = E2| AL

EHA|
1. SMB 3 R/E MHYLIC CH2 F 71X Y & StLtZ SMB 22Xt SRE MY & ASFLICH "Microsoft e
Z&" 3R 20 AYQI = ONTAP CLI AH2 ONTAP CLIE AHE3H0] SMB 3RE MAst2{H Lt

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. BRIt MAEIREX| FolgLct.
vserver cifs share show -share-name share name

G =

2. tﬂ'.lo.l'E% A A S [[H

o

o=
XtMst g2 = &

o>

IRSHYAR "SMB SRE dde

-
o
muin
0

EZXSHA L.

SMB =&2 X|H5t2{H Ct32 7 A60fF 2Lt 2= ONTAP HolE 14 ZM0f Cist
ZSH A2 "ONTAP 7 &M 5l of[X| 8 FSX".

Oi7H H = 2% of

smbShare Microsoft 22| —E—%E_ ONTAP smb-share
CLIE AME3I0] MM El SMB 372

0| &= Astra Trldent7f SMB

o= A =29
STT= Acl;lngI- OIEE olEE

X™g 4= JA&LCt
O| D{7HtH == ONTAP Hioll = 0f
CHSE Amazon FSxOl| ZfL|Ct.

nasType * £ 2 MMslof SL|Ct smb. * smb
nuII‘LI AR 7|2ue = A ELCt

nfs.
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

of7H = Ad ol
securityStyle MZ2 280 cgt HoF AEHY ntfs EE= mixed SMB &

* 2 2 AH|OF LIt nt£fs =
mixed SMB =2&8.*

unixPermissions DEE MEHSIL|CH SMB 220 "
CHSHM = * £ H|9| F0{0F &rL|Ct. *
ONTAP #d S 3 0f|H|& FSX

Amazon FSx for ONTAPZ2| BHAIE 1M S M0f| CH8l| LOIEAIA| 2. O] MIMO|A{= BHAlE 1M
Ol E N3 etL|Ct,

Oj7H BH= Ad ol
version ShAF 1
storageDriverName AEZ|X| E2O|HHe| O] QIL|Ct ontap-nas, ontap-nas-

economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

backendName AEX}L K™ 0|8 EE= AEZ|X| C20|H 0| + “_” + dataLIF
ol =
managementLIF 20| AE E= SVYM 22| LIFQ| IP “10.0.0.17, “[2001:1234:ABCD::fee]”

FaQLt

FQDN(H13tE =09l 0|2)2
Xye 4 JAELICL.
IPv6 221 E ARSI Astra
TridentE AX[gt 2 IPv6 FAE
AESHEE MHEY o UELICEH IPv6
FAE :ngg qq010F gL CHo:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).
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oH7H i

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

29 o

TZEZ LIFQ IP F=AYLCH

* ONTAP NAS E2}0|H{ *: | 0| E
LIFE X|Hst= 20| E&LICt
HBE|X| ¢= AL Astra Trident=
SVMO|A| H|O|E LIFE 7t™ZLICt.
NFS O E 20| A2
FQDN(EASIE =09l 0|2)S
X|™stH o] HO|Ef LIFA 2=
WHAMS 2ol 2I2= 28 DNSE
gk 4 ELCH x| BH Z0f
UELICE S FZSHAAL .

* ONTAP SAN E210|H *: iSCSIo|
CHol X|HSHX| O A, Astra
Trident= ONTAP MEHX LUN S
ALE3I0| Ot Z 2 MME dYst=
Ol ZRstiSCI LIFS ZAigtL|Ct,
HIO|E] LIF7} HA|H O 2 Mo|g|of
AO™ ANIt MMEIL|CE

IPv6 E23E ALE5}0] Astra
TridentS HX[ot H2 IPv6 F4E
ArEoteE Y 5= AGLICE IPv6
FAE HEZE F0{0F L CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).

RS AATE HH MM Ol AHO|E  false

[Boolean] &3}

E MEELICE autoExportPolicy
% autoExportCIDRs &M, Astra
Trident= AAZE HHMS X502
el = JASLCE

XX 7| =2 Z Kubernetes = E IPE "["0.0.0.0/0", "::/0"]"

ZE{ZSt= CIDR =S5 YLICt

R =]

autoExportPolicy 7t
ghdstEL .

E MEYLIC} autoExportPolicy
% autoExportCIDRs &M, Astra
Trident= AATE HMS X502
za|g = ASL

S20| M8 Uolo| JSONHA ™
2flol2 MELIC

Base64 - 20| E S M2
RIZEE ZrULICE 9IEA Tt
Q1= 0f At ELICH
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OH7H 4 29 o

clientPrivateKey Base64 - 22I0|HE 7HQl 7|9 "
QIR E ZIALICEH 2B A 7|t
QIE0f AL EILICEH

trustedCACertificate Base64 - 2 E|E = Q= CA "
QIS AN QI =l ZHRIL|C} MEd
Atk QIF A 714t Q15 0f| AFR EIL|C,

username S AE EE= SVMO|| HZEE AL Xt
O|EQILICt XtA ZH 7|8t QIS0

-1 © O - O

AMEEILICE off: vsadmin.

password ZHAH = SVMY| HEs= 25
4 F 7|8t 2150 ArgElLICE.

-1 O O

svm At AEE|X| JHA HARILICE SVM 2| LIF7t XI5 = A0
IS EIL|CE,

storagePrefix SVMOUIA M EEE Z2H|MYE I trident
MEE|= MFAL
ME Z0l= 23 = AELICE O]
Oj7H HE-E AMI0|ESt™ M
A= E M-dsljof gtL|C.

limitAggregateUsage * NetApp ONTAP * & OF0FE FSxO| AFESHA| ORMAI2.
CHoh A= X[ASHK| DR A2

ME fsxadmin & vsadmin
OHZ|H|O|E AtEE A M1 Astra
TridentE AH23}H0] H|otst= C
Lot #oto] Zote[of /UX|
obAL|Ct.

(=]

limitVolumeSize Q¥E E2E 37|71 0| ¢4ECHE ER “(UI2H2=z MELHX| ¢3)
8 o AojgiLct

EESH gtree 2! LUNO]| CH3H 2H2|SH=
=E9 (i 37| 5! S ISttt

qtreesPerFlexvol SHE

AE35HH FlexVol Z[CH gtree &5
AR X8 = AELICL
lunsPerFlexvol FlexVolZ Z|CH LUN === [50,200] 100
He| LHoi| RLofof BFLICE.

SANEH 8

debugTraceFlags EX iZ Al A2 CIHO null@lL|ct
S aJLICE off: {“api”false,
“method”:true}

AHESHA| O A2
debugTraceFlags =X siZ& A
idiet 20 "ot Hest ZRE
A5t
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OH7H 4 29 o

nfsMountOptions ZHEZ 2EE NFS OIRE &M "
SELICH

Kubernetes @ 282 OIRE
SN2 YUMo Z AEZ|X|

Se AN XML Xt AER|X|
A0 OIRE M2 X|HSHK|
Qo™ Astra Trident?} AE2|X|
sl =of F-d miof X|ME OHRE
=MS ALESI 2 SorZL|Ct,

AEZ|X| E2A = 1A IHof
O E SM0| X|MEX| 2 32
Astra Trident= 2% g7 &0
O2E M2 MESHK| g&LCE

o

nasType NFS &= SMB =& M4
gLt

nfs

SM2 QULICt nfs, smb " EE
nullL|Ct.

* 8 2 HHFS|oF LICt Csmb
SMB 89| A2. * nullZ AX™sIH
J|2XMO=Z NFS 220| M EIL|CE

gtreesPerFlexvol FlexVolZ Z|CH gtree, H2| [50, 200
30070 *Lofof &t

smbShare Microsoft 2t2| 2& EE= ONTAP smb-share
CLIE ALE5I0] MM=l SMB 379
0|2 tt= Astra Trident?t SMB

no= SF A =o
SRE MM S JEE 0|ES
o

Xge 4= AL
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OH7H 4 29 o

useREST ONTAP RESTAPIE AE%t= B2  false
Oj7H H4=QIL|Ct * 7|& O|2| 27| *

useREST ZTZ2HM ] B35}t O

HAE shgof| A&= = 7| 0|2
HI|2 H3ELICh E 2 48t 2
true, Astra Trident= ONTAP
REST APIE A25H0] ol Eof
S|t

0| 7|52 AE5t2{™ ONTAP 9.11.1
O|AtO| HTILICH EEot AMEE|=
ONTAP 201 o]l off CHEE M| A
TBH0| A0{OF ZLIC ontap S8
D=8 0| ARA I-IO|E| ofl 2|sH
EZEELICE vsadmin B cluster-

admin 9,
AOIO|E datalLIF X7| M8 =
ChS HHEHS Maiste] x7| 24 =0 HIO|E| LIFE HEY 4= QCH, AHI0|EE H|0|E LIF7} el Af HHoll=
JSON IS M3 4= U&L IEf

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

() Pvc7isioluol Z0l dzel 22 oy 228 2 Wl 12 Tl Zeiehil 4 HOIE LIFVL
H2E|E2 oof SLICt

28 D2H(X S 9B HAS 7Y BN
Ol M of2{gt SMS M%ﬁf@l 712 ZEH|XN'YE Moe &= UELICH defaults MM EXSHHAL. € S04, Of2f

of7H H = Ay 7|22k
spaceAllocation LUNO]| cHot S7t et true
spaceReserve SO EE "SR E=" none
2 =2wold}
=5 EL)
snapshotPolicy A2 AHAF H™QIL|CH none
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oH7H i

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

nx
o1}

%

A M E| EE(}" oI-I:}-oI' QoS H™ I-IxH

O O -

JEYLICH *EEIXI EE=
B = 0f| A qosPolicy EE&=
adapativeQosPolicy & Of'-f%
MEHSIL|CE,

Astra Trident2t 271 QoS H*
JES AME5t2{H ONTAP 9.8
O|AtO| EHBfLICE,

425 QoS WM IES Agotn
M J80| 2t AyRLUE
g £ 2 ot 20| B5LT 29
Qos BH 1L nE ARl 5
2ol cifsh 413t HgeLict
MYE 2R S XS

nO.?J_'
[®)
@]
()]

MM OFILICH AER[X| & E=
”“0” Z0f|M qosPolicy ==

adapativeQosPolicy & 5H—f§
MEHSELICE.

ONTAPOH|A K| & E|X] 24Z - NAS -
0|2 0|

ARHSE0Of O tEl 2 WEE

dd A M2 220 E2ES

o
sietetL|ch

M 2F0| NVE(NetApp Volume
Encryption)E &AMatetL|Ct.
71222 LICt false. O] FME
Ab238t2{ ™ NVE 2t0| Ml AT}
Z2{AH|A 2M3tE[0f QLo{oF
grLfct.

HHAlE0f| | NAE7} &M stEl 2R
Astra Tridentdll Z2H|XJE R E
=52 NAEZ} Mg,

At LHE 2 EhEE E=sh Al 2.
"Astra Trident?t NVE 5! NAE2}

—
ASE|= WA,

LUKS ¢=3E AFESLICH 2
XS AR "LUKS(Linux Unified
Key Setup) AF2".

“w

If(BS snapshotPolicy USLICH
none, else

false

false

snapshot-only ONTAP 9.5 0|H
SVM-DR 74 &
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OH7H 4 29 =
=

unixPermissions D E MefstL|Ct "
*SMB 2&2| 4% H|¥ SLct *
securityStyle MER2 S&0i| Ciet 2o AEHA NFS 7|22f2 YLICt unix.

NFSE X|EL|ICt mixed R unix SMB 7|27} QILIC} ntfs.
HOoF AEFYA,

SMB X|® mixed & ntfs EOF
AERY.

of

A nasType, node-stage-secret—-name, 2! hode- stage-secret-namespace, SMB === XNdst
Z 9t Active Directory At ZHS H3& & i’lé LICt. SMB 2&2 € At85t0 X[ ELICH ontap-nas
E2to[H2H s,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-—-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

kubectlZ HHAI=EE OHEL|C}

A= Astra Trident2t 2E2|X| A[AH] ZEO| 2A|E FLYLICE. Astra Trident/t 2EE2[X]
A|AEID EASH= 2HHOE Astra Trident7t AEZ|X| A|AEIGA 258 T2H|NUSH= 2H-HE
St Z=L|Ct. Astra TridentS A X3t & LIS CH|= HHOIEE MAMSH= Z{QILICtH £ 5E.Io|-|__||:|.
TridentBackendConfig CRD(Custom Resource Definition)E AF25HH Kubernetes

E{H|0|AS S3l Trident HAES X7 Mo 3 22|gd = ASLICE S AHESH0] 0] 2 UE

s £ USLICE kubectl E= Kubernetes HHEE 5 St CLI =FE AFEE &
O|”‘L|Er

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)= 2 AL S0 Astra Trident BAIEE 2ta2|gt

[ =
+ QU= THEME, 0|5 U= CRDYLICE kubectl. O|A| Kubernetes 3! AEZ|X| E2|XH= M E HHE RE2Z|E]
OIE Kubernetes CLIE Edlj 2| A= E MM 5! 2| £+ JYELICH (tridentctl)E S2ITLICEH

E MMg i TridentBackendConfig LEME CIS1t ZH2 $4AM0| EHAHBHL|CH
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* HHOlE = AL2XP7L MBSt 240 a2t Astra TridentO| A XtSC 2 MAELICE O] $F2 LHEXMORE 2
A f TridentBackend (tbe, tridentbackend) CR.
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ZtZt TridentBackendConfig 2 AMESt0] LLHY fEE RX|IYLICt TridentBackend. HXp= Bl
a

| —
A FH5t7| 2l ALE XA S == AUE{H0[A0|H, £Xp= Trident7t & | WA K|S LIEIL = SHAL

@ TridentBackend CRSE Astra TridentO| M AtS O 2 MABILICtH £HE & QUSLICH WHAEE
HUHO|ESIHEH S +=H5IK O] Y S +HELICt TridentBackendConfig LEHE.

Al
2

10
02k
rlo

C}

gjo

0| E XSHAL TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

9| 0| & H=E = UASLICE "Trident - 2 71" #dts AE2|X| SAUF/MH[22] HE FHE 2ot
Cl =2 LTt

2 S2YBILICt spec WA 2121 7Y D7) BAE AFSBILICE O] G0 A= HAS 0|4 S ALBBILIC ontap-san
of7]0fl EZ HMBE 24 07l H4E AL8st0] AE2|X| E210|E CHRREBILICH floks AE2|X| S2toluof izt
T BN 222 2 ARGHAIR "AE2|X| Sato|Ho] chzt el s R FEelL|ch,

E Z2YLIC spec MMz & ZEE|H J}ESLICH credentials W deletionPolicy Off M2 =E
ZEQLIC TridentBackendConfig CR:

* credentials: O] 07 HeE T4 TEO|H AEZ|X| A|AR/MH|AE QBSHE O AFRE|= AHE SHS
TESSLICH AF2XH MM Kubernetes SecretQ = MM EILICH XA SHS LU HIAER MES £~ glOH QT I}
HEASHL|C}
=2od -

ol=}

* deletionPolicy: O] HE= Of| A AdHOf ot= &
AR EILICEH CHE & 7HX| 2t 3 SILEE A8 Y &= JUSLICE
° delete: 12{H & &=0| D& MHEL|ICt TridentBackendConfig CR % 2t&d HHAIE 0] ZfO|

7| =L

° retain: 7} TridentBackendConfig CRO| AX|E|0{ & WA= HO|J} A& EX|st = gta[e +
USLICE tridentctl. A BME 2 MHYLICH retain AFEXIZL O|H 2E|A(21.04 O|H)E

CH2 20| =511 MY El HAlES RX|e 4= JAEFLICH O] HE2| g2 0|=0f HUCI0|EY =+ AFLIC
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

TridentBackendConfig O MM EL[CT

HHAIE O|E2 E AMEHH AHEILICH spec.backendName. X|HSHA| QO™ o= )
@ 0|20z MHELICH TridentBackendConfig QE M E metadata.name). 2 AFRSH0] Holl=
O|E2 BAIMCOE MHot= A0| EELICH spec.backendName.

2 0hE B tridentctl HEE 7t YIELICE TridentBackendConfig LEHE  0f|A] O|2{5t
HHIEE 22|t 5 MEfa 2 QEL|CH kubectl 2 MMBLICE TridentBackendConfig

UELICH Yot 714 Oi7H (0l spec.backendName, spec.storagePrefix,
spec.storageDriverName &) . Astra Trident’Z} ME MME 2 XIS2O=E
HIQIZBILIC} *TridentBackendConfig 7|& BHAIEE AFETIL|CE.

THA IR

= ArE5t0] M| HAES MEBIL|CH "kubectl THSS &3l OF BHLICt.

1. 8 MAMELICH " FHU|E[A H|2", H|Z0|= Astra Trident7t AE2|X| 22{AE{/MH| AL EMSHE O] 2R3t XHA
ZHO| ZetE|of JASL|CH

2. 2 MMBILICt TridentBackendConfig LEME, AEE|X| 22{AE/MH|A CHEt XEA|SH LI 2t O]
CHAO A AT AT E RZSIMAIL.

HAIEE MHot = 2 A2 ofe MEHE 2ol = JSLICE kubectl get tbc <tbc-name> -n
<trident-namespace> =7t & HEHE £ZgfL|C}.

1ZtA|: Kubernetes Secret AiAd

A =Off Tt HMA Xt SHO| ZefE P8 WL Ol= 2 AE2|X| Mu[A/ZHZF 0 THELICE o E SH

-1 O O [ == T = | ocood
CtEat Z&LCt

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

O #oll= 2t AE2|X| Z3HE2| H|20|| Zet=|0{0F 5h= BETJL QOFE[0] JAELICE

AE2|X| ZE ofs HWE MHQIL|CH H|Y ms MuelLct
Azure NetApp Files S2j0|91E IDYLICH % S20j4 22}0|E D
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

AEEX| SAUE Yz e AHYLID HIF EERolE e,

GCP£ Cloud Volumes Service private_key_id JHel 7|9| IDYLICE CVS 22|t
odetg 71El GCP MH|A AI™of| chist
AP| 7|9 &2

GCP<€ Cloud Volumes Service 7hel 7| JHel 7|. cvS ZE|X} HEE T
GCP MH|A A|IHof| cHSt API 712]

old
=T

22 (NetApp HCI/SolidFire) AE=EZQIE H'HE Xt4 3F0| U= SolidFire
S AEQ MVIPYILICH

ONTAP =5 N = S AE/SVMO|| HZE ALEX}
O|EQILICL XHH B 7|8t 2150
A EIL|CH

ONTAP ots S AE/SVMO|| HZ
S 7|dt QIB0| AL

L O

St oS x4
ElLict

ONTAP clientPrivateKeyS MEHBIL|C} Base64 - 20| E 2l 7|2
QIR E ZIALICE QB A 7|8t
Q=0 A ElL|Ct

ONTAP ME| AFEXL OIS QIHFR2E AFEX} O|EQILICE
useCHAP = TRUE?Q! &2
LLICEH 2 ontap-san 2
ontap-san-economy

ONTAP MEAEAZE CHAP O|L|A|0f|0|E 2= IL|Ct.
useCHAP = TRUE?! E2
Z4lL|Ct 8 ontap-san %
ontap-san-economy

ONTAP chapTargetUsername £ MEHSIL|CH CHA& ALK} O] SRILICH useCHAP =
TRUE?! 3% Z+QLICh &
ontap-san el ontap-san-
economy

ONTAP MEEIZUOILIEA[ZE! CHAP EtZll O[L|A|0{|O]E]
LS QILICt useCHAP = TRUE?!
22 LI 8 ontap-san W
ontap-san-economy

O] THAIIM MMEl 25 = | M REZEILICE spec. credentials 2] 2E TridentBackendConfig CHS
THAO| A THE THA|RILICE,
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2CHA|: 2 ZHMBIL|CE TridentBackendConfig U&LICE

O|X| 2 BtE &=H|7t E|UELICH TridentBackendConfig USLICH O] K0M = E AHESH=E HAEE HO| FLICH
ontap-san EEI0|H= & AMESI0{ BHSLICt TridentBackendConfig Of2H 7HX'||.

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA: o MEHE =QIBL|Ct TridentBackendConfig U&LICH

O|X| € SHEUELICE TridentBackendConfig CR, AEfE 2Qlg = QIEL|CH CFS 0| 2 A XSHMA|I2.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

* Bound: TridentBackendConfig CR2 MAE0| HAL|0] Y20 3T HA=0l= 7t Zete|0] AUELICH
configRef 2 AEEL|Ct TridentBackendConfig Cr'uid(CR'uid)

* Unbound: £ A2t LIEPHAL|Ct nr. & SEIBLICH TridentBackendConfig 2|7t BHAI=0f| HIQIZ £ X|

UGLICH 25 M2 MMHERESLICE TridentBackendConfig CRSE 7[2XMO 2 O] THA|O| /JELICE THAI7t
HZE 20|= ChA| HIQIY (K| t2 MEE = EE 5 SSLICL

Il

g Deleting' TridentBackendConfig CR2| deletionPolicy O|(7t) AH|E =& HHE[J}ESLICE E
ELICt TridentBackendConfig CRO| AK|E|0 AMK| AEH 2 FEHEIL|CE

I

o gHoll=of X|&d 88X 22)|(PVC)0| gl= 82 E MMEYLICE TridentBackendConfig Astra Trident?}
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HHAIEE AfX|e & OtL|2t = ANIZLICE TridentBackendConfig USLICH

o BHAE 0| PVC7t StLt O| & = B2 AfX| MEi 2 MStEIL|CE 2 2=/ELICt TridentBackendConfig
O|=0| CR2 AH| THAIE A[ZFStL|CH HHAIE 5! TridentBackendConfig BE PVCZt AMH|El =0 2t
AI'X-”E| |__| |:|-
| = .

* Lost: 2 HZElI BT} JEL|CI TridentBackendConfig CRO| 4= K= 119|HO Z AN 5l
Ol(ZH MH|E|RESLICE TridentBackendConfig CRO||= AMK|El Bl =0 CHEE ZETF S| J}SLICEH E
ZS2/YLICt TridentBackendConfig CR2 2F A2t3{0| AH|e =~ JASLICH deletionPolicy 4.

* Unknown: Astra Trident?} 2t HZAE BHAIEQ| MEl| L= EXHE &tole = YELICH TridentBackendConfig

USLICE O|E S04, API MH{7t SEHSIX| §AHLE 7t SEHSH| b= B2
tridentbackends.trident.netapp.io CRD7| F2E[}ESLICtH O] 22 70| HeE & JELICt

Of THAMM = A=t SSH
YOI E S BRll= AXF|".

A _— "1

[0

2 YAMELICH CHETH 22 3 7KK S 3712 M2lg 4 UBLICH el

(MEH AFE) 4EHA|: REAISE LIS 2tRISHYAIR

Ct S 2d5to] Wl =of| CHet XtMjet EE HE & ASLICH

gl

H
o

o

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

EESH O YAML/USON HEE HE == JELICH TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Off 7} Z&E|0] JLELICH backendName X backenduUID O CHSE SEICZ MM El HHAIE
TridentBackendConfig U&LICH. & E=2ELICt 1astOperationStatus EEE Q| OFX|2h ZF] AtEf
LIEFHLICE TridentBackendConfig CR - AFEXI7F EE|AHE 4= JUSLICHO: AHEXIZL O[N] &5 % ATl
spec) EE= Astra Trident(0ll: Astra Trident jA[ZF Z)0i| 2|5 E2|AHELICE HEF = AIY = J}SLICE phase
Z2Ho| ZtA| MEfE LIEFHLICH TridentBackendConfig CR 3 HAIE 22| KK A phase Of 7F0| H|'?_|%' =)
UELICE &, O] of et ARIL|Ct TridentBackendConfig CRO| HHAIE O HZAE|Of JYELICEH

rulru

-r-
~

HAE It ZIotE WAl E = AO[0|EStALE MM 4~ §IELICE TridentBackendConfig LENE
A8 tridentctl. E AFESI0] M2t HHAIE O[SHRLICH tridentctl B
TridentBackendConfig, "07| & & ZESHEAIL",

O

A=

e

2|

H
=
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AFEoH0] HAlE 22| XS ssH= O CHol ZOHELICE kubectl.

£ MK|BLICt TridentBackendConfig, Astra Trident/f BiI = “HVEI( 7l9te = ghE WIS
KIAIZILICH deletionPolicy)S SRISHIC HOIC S ALKSIEH 2 SHOISHAAIR deletionPolicy 7h

MHE 8 M™EE|0 UELICH 2 =2 2F AXZLICH TridentBackendConfig 2 XESIHMAIL
‘deletionPolicy RAIZ HHE0 USLICE O|ZH A StH AT} A& EXHStD E ALY h2[e = JASLICH
tridentctl.

kubectl delete tbc <tbc-name> -n trident

Astra Trident= 0| A AF2 FQI Kubernetes SecretsE AMH|SHX| 4&LICH TridentBackendConfig. Kubernetes
AEXtE 7|UE Foljof FL|Ct H|Y HEE AHe mf= FO[sof EL|Ct L= WAZo A ALESHA| gt 20Tt
AbK|sioF L|Ct.

kubectl get tbc -n trident

2 MY 22 JYELICH tridentetl get backend -n trident BEE tridentctl get backend -o
yaml -n trident EM3Stz BE WAES| ZES JIMZL|CE 0| F=0i= = 0= WAEE FeHEIL|CH
tridentctl.

o

HA=E T o[ ERILICE

HA=E YHO|ELHOF St= O] F= O] 7HX[7t AUS == ASLICE
© AEE[X] A AEOf Tt XA SHO| HAEASLICE XHH SES AUO0IESH| 2l8h ol M AHE &l = Kubernetes

Secret@L|Ct TridentBackendConfig K|S RIH|0|EslOf SIL|Ct. Astra Trident’} AFSSE HAEE
HSE [ XA ZHOZ AH|0|ERILICE CHE HE S A3t Kubernetes SecretE YH|0|ESHU AL,

kubectl apply -f <updated-secret-file.yaml> -n trident

* O§7H B4 (0fl: AF2 Q! ONTAP SVM2| 0|2)E A G|0|EsH{OF EhL|Lt,

o AHIO|EE £~ JELICt TridentBackendConfig LS HHE AFESI0 KubernetesE Edlf I
QHNEZ EFMBHL|C}H

1
$0

kubectl apply -f <updated-backend-file.yaml>
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o

&LICt TridentBackendConfig CHS @EE AM2SH= CR:

Il
1
30

kubectl edit tbc <tbc-name> -n trident

+ S ofE0|S0j AlTysiE! Hol= = DiX|ofo 2 Ui PHOE A4 SXIELIC & Austo]
EIE EHD ol %.*ﬂg—f—%ul-—“:l' kubectl get tbc <tbc-name> -o yaml -n
(D trident E£= kubectl describe tbc <tbc-name> -n trident.

© 74 ool EH|E =elst 7ot 2 update S CHA| e = AUSLIC

= ArEot0] #QllE 2| HH S St Y- tisl ZOFELICt tridentetl.

o> r2

S M40 AIfSHR WOIS A0 A7} U HYLICE TS BHS Mstol 208 20 Holg ol 4
Lict

g0 &

tridentctl logs -n trident

74 ool M E =elstn et

=

ot

E MASHH EILICE create CHA| HEEZ LHEIL|CE

Astra TridentOl| o] BAI= S ArX|St2{H CHS S S8 Bt Ct.

tridentctl get backend -n trident

2. woll == AF[ELICE

tridentctl delete backend <backend-name> -n trident

Astra Trident?} BHAIE 0| M X S| EXHSt= 2

S U AUAIS TRUKU A HAISES AFoHH
() M50l #asols m2ulx /X ehELICH HAS S AsA AT Aol 2LO0Y, Tridents

ARIE W7kK| SlE 2 & W ARMS AL 22|l
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Trident?t 210 A= WMAIEES HeiH Ch23 AL CH

tridentctl get backend -n trident

* DE MR ZEE 2o o2 Y S AdYLch

tridentctl get backend -o json -n trident

] o
£
in
iy
i}
i
°

m

el
sl
Ix}

SO QAT|0| E01| AITHSLE SHIE M0 2|7 UL HRE ULO|ES ATHSLICH TS HHS gotol
212 20 YIS HolE 4 YBLct

o = 5 M ELICH update CHAl B LIRILIC

HHAIC S ALt AEZ|X| 22HAE AlESLIC

JSONCE HE = = HE2| OYULICt tridentctl HWAIE ZHK|0f Tt ZZQILICE O] FM2 E ALBHLICE 59
HX|3l0F 5t= 7 EE|E|YLICH

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

2 A85t0 oHE HHl=0f| CHEHM = MEE/LICt TridentBackendConfig.

sol= 2ha| g4 7H 0|5

Astra TridentOfl A| HA =S 22[ot= Ciret AHO| T LOMEMAIL

ol 2| M

2 AINELICE "TridentBackendConfig O| M| #t2|Xt= & 74X DRt HAlo= MAIE S pra|g 4~ AUEL|CH O
HEZ2 O3 25U o
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fuin

) AHEstHo] 2t

£ 2 UELICE tridentctl 2 AFEGIK 22|&L|CH TridentBackendConfig?
- 8(2) A8stol 915 4

&SLICt TridentBackendConfig 2 ARSI 22|RLICE tridentctl?

fuin
jac)

2] tridentctl 2 ALESI0] BIAIEE THELICt TridentBackendConfig

O] MM = S ALESI0 THE HHAIEE 2t2|6t= Of| 2Rt HHAIE HBFEELICH tridentctl Kubernetes
QIE{m|O|AE Sdlf 21T 2MBYLICt TridentBackendConfig QLENE

M

Of LIE2 tHZ AlLt2| 0] HEE LIL.

* 7t Q= 7|& MAETJ}E QELICE TridentBackendConfig 2 AMESHH MMHEUV| MERQJLICH tridentctl.

AE tridentctl Z|El “TridentBackendConfig ZHA|7} Q&L|CE.

Hu
2
rin
=
JI

T AlLI2|2 2= Astra Trident?t 25 S 0|25t 25N WA =T} A% ZRHE AYLICH 2E|XH= TS F IHA]
M & StLIE Metg = ASLIC.

* EAS MEBYLICH tridentctl S AFESHY OHE HAIEE 22| ghL|Ct
* 2 AM25HH PHE WAlE HIRIE tridentctl ME2 MESE TridentBackendConfig LEHE 0|7
StH Al =Tt £ A2SH0] 22| ElLICH kubectl JIEX| %ESLICH tridentctl.

E M85l 7|E HAEE PJE|_°;|L|Ef kubectl 2 HES0{0F TLICI “TridentBackendConfig 7|Z& HHAI=0|
b &t 2hAlof| Ciet 7R = Chs2t Z2&LIC

MA|2. HZ0flE Astra Trident/ 2E2|X| S2{AE/AMH[AQF E4I5H= O 2R% X4

X
C
O
D
3
2
I @
U)
ror
S i
- 0%
04
_0,_+

2. 2 MM3ILICE TridentBackendConfig LEHME AEZ|X| 2 AE/MH| A0 CHSE XtAM|eH LD} O|F
CHAIO N Mot = E HRSHMALR. ST 74 o7 Ha=(oll spec. backendName,
spec.storagePrefix, spec.storageDriverName' &) . spec.backendName 7|Z A=
O|EQ= H7sHOF SfLLt.

THA| 0: WSS AldHptL|Ct
Holl= of| HQI S| D2 oll= LA S S elof BHL|Ct,

2(8) MMELICt TridentBackendConfig O] & o
AUt JPgeL|ct

L7
O] oM CHS 2t 22 JSON MO|E AtEsH0] uHon-:g

|_7E
—_
g

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm -
e F——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o
e et e e e e e e e e o o +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e ——

o - fomm - fomm - +
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cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

1CH4|: Kubernetes Secret A4

Of offofl EAIE! X E Wl =0off CHet XtH SFO| X E = E WLt
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

2CHA: AE RPERILICE TridentBackendConfig U&LICH

CHE tHAl= 2 MM6t= AQ/ULICE TridentBackendConfig 7|& O AkSLE HIQIE k= CRRLICH ontap-
nas-backend (O] O[Ol M2} Z20]) LIS 27 AF0| SFE=X| &elghL|Ct,

* 0of| St WA= 0| 50| "ok JUELICE spec.backendName.

* 7 E(RlE 3R)2 e M=ot STt = ME [X[6HOF gLt
* X Y2 LUt HIAETL Ofl Kubernetes Secret2 SdH M3 & LICH
0l 70:'-?-, IL|Ct TridentBackendConfig CtS2f 20| EA|ELIC
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

£ S ELICt TridentBackendConfig O(7h) MM E|AUOH ST CHA|= O[0{OF SL|CH Bound. BB 7|&E Al E Q|
HOIlE 0§12 UUIDE S5t HHE|0{0F SfL|CY,

=
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

it

O|x| A E= E AESH 2t S| 22| ELICH tbec-ontap-nas-backend TridentBackendConfig LEHME,

&2 TridentBackendConfig 2 AFESI0] HAIEE PHELICH tridentctl
‘tridentctl® £ AESHO| THE HHAIEE LIGSH= o AMY & JUSLICH
‘TridentBackendConfig . EPH Zt2[Xl= O|A O[2{gt HHAIEE M| Zt2|st=E MEHE
A [_l
Al

£E JUSHLICH “tridentctl®

=
‘spec.deletionPolicy” 7} HAHE0 JUSLICH “retain”.

€ S0, L2 MA=TH E AMESHY HHE[UCt 78 EASLICE TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

=

Z0f| M ST ZT47t EAIELIC TridentBackendConfig MEHMOZ MME[QIOMH A= 0f| HFQIE E|ASLICH
[EHAl =9 YUID &HEh.

1CHA: &9l deletionPolicy 7t 2 ABH™E|0] J}ESLIC retain
O| 7HX|1E AHEELICt deletionPolicy. Ol H™E2 & AHHOF HLICt retain. O|HA| otH 7t CiS1 22

A0 AIE & JUELICE TridentBackendConfig CRO| AMK|E[O & HHAIE HO|Tt A& Exst 2 22|e &
UELICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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(D CtS THAE TISHK| O AR deletionPolicy 7t 2 MHEE| JELICH retain.

2CHA: E ME|BLICE TridentBackendConfig U&LICE

= E MHStH=E AYULICH TridentBackendConfig UYELICH E &It 2 deletionPolicy 7t 2
N0 JESLICH retain AHH| 2HS AL S + USLICEH

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P memem===
Fommmmmmrmescrrrrrrr e reme s e e m o Frommmmom= Fommmmmmm= +
| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |
Fommmmmmmcemeoeoeoes Fommmmmmcmeomomm=
o esseseses s s s s e eses P Fommmmmm== 4
| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |
o= Fommmmmmmmememe==
Bt e e o= Fommmmmm== +
£ MHe i TridentBackendConfig Object, Astra Trident= AKX 2 A S XtH|E AMK[SHA| Q410 ZHELS]

Mgt

AEEX| 22HAS HH5tL Zte|gfL|ct

—

AEZ|X| 2ejAE MMTHL|CH

ocood

Kubernetes StorageClass 7HHIE #d5t1 AEE|X| A E HH5HH Astra Trident0ll =&
T =H[X'd 2SS erLietL|Ct.

Kubernetes StorageClass 7iX|S 714 8tL|Ct

£ Z2I8tLICt "Kubernetes StorageClass ZiA|" Astra Trldenta S 2ol At E[= ZEH| XY= AlHstn
Astra Trident0ll 2& Z2H|X'd WHE X[ALICH ol S Ct3 Z5LIC
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

8 XA "Kubernetes 2 Trident LEHE" AEZ|X| AT} QF AS Z261H= dhHO|| CHeE XhA|SH LHE % =
HESHMA|IR PersistentVolumeClaim 2 Astra Trident7t 252 Z2H| X Hst= 2 % X|0{St= o7 HaTt
EHEIL|CE

AE2[X] 22{AE MABLICt

StorageClass K|S MMt = AEZ|X| A E HME £ JESLICH E2 SefA ME o= AH8SHALE 23

A H7HK| 7|2 HE0| Lt ASLICH.

— O

CHA|
1. Kubernetes QEHEO|EZ £ A2SIAA|R kubect1 KubernetesO| Al A4 Adsljof SfL|C}.

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. O|X| Kubernetes 3 Astra TridentOl| * basic-CS| * AEE|X| 2 A7t BA|ELICt Astra Trident= BHOl E0i| A
EE HMMESL|CY,
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kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{

"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {

"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null

by

"storage": {

"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

Astra Trident7t MSdt= HEE 2ole = QJSLICH "5 #ll=0f| ciet 2o AE2[X] S22 Fol",

MEg £+ QUELICE sample-input/storage-class-csi.yaml.templ AX| TZ 20 SHH| MBS E=
S! thX| BACKEND TyPE AEZ|X| E2I0|H 0|22 At2BILICE,
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

AER|X| EAE Et2|eiL|CH

—

7|E AE2|X| SAS 8D, 7|2 AR2X| FAS HOID, AE2|X S22 HASS
AolD, Agalx] SHAS AFY 5 YL

7|1E 2EEX| SAE LT

* 7|Z Kubernetes AE2|X| 22{AE HefH 2 FF S 2L
kubectl get storageclass

* Kubernetes AE2|X| E2fA ME HEE HHH L3 HHS A otL|CY.

tridentctl get storageclass
* Astra Trident®| S7|2tel AE2|X| SHA MFE FEHE H{H CHZ HHS dASLCL

tridentctl get storageclass <storage-class> -o json
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718 AEE|X] SHAS AFEHLIC

Kubernetes 1.60Il= 7|2 2E2|X| 22HA S EFSt= 7150| FItE[AJSLICE A EF =28 SJ(PVC)l
F7 EES XHGHK| b 2R EF 282 T2H|NYSHE O MEEE AEZ|X| 22jAL|CEH

c FMZ MHGIH 7|2 AEE|X| 2eAE ™o YLICt storageclass.kubernetes.io/is-default-
class 2E2|X| 22HA HO0| M trueZ A SLICE AtF0]| w2t CHE 2f0|LE 4] 2= FALSEE SHA{ ElL|C}

* oS BEE MESIH 7|E 2EL2X| 22HAE T2 ARE[X| 2dAz FHY & ASLICE

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* OFVHX| 2 O B S AH8ot0] 7|2 AEE|X| 2eA FHZS HAHY & AUSLICH

kubectl patch storageclass <storage-class-name> -p
{"annotations":

'{"metadata":
{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

EES Trident EX| Z2 HS0f|= 0] FME Zotdt= oM T ASLIC

(D S AE0= o Hof| 3tLte| 7|2 AE2|X| S2HAL AC{OF BILICH KubernetesO| A = 0|42
HYS sAotE AS 7ISHC=E FRSHK = §XIT 7|2 2E2|X| 2227t gle AXMY SHELIC

AE2X] SaA0f o

rot
II
g

JSONC=ZE He = = HEZ2| OLICt tridentctl Astra Trident HAIE 24X|o| ZIL|Ct 0| SM2 E
MERILICH jq HA AX[olior & == A= FEEIEIYLICE

ML TT

tridentctl get storageclass -o json | jg 'I[

.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]'

AE|X| 2EHA S AMN|EHLIC}

KubernetesO| A AE2|X| 22HAE MKH|StHH CS HHS AATLICT

o o

uI

kubectl delete storageclass <storage-class>

<storage-class> AE2|X| 2 AZ WH|sHOF BL|CH

O AEE|X| SHAE St WHE I 2E2 HEEIX| %20 Astra Trident= 7% 2t2| LT

—

Astra Trident7t 32 ME¢ILICt fsType =250 CHoll M-S £ QUESLICEH iSCSI HAlEQ| AL
@ X 26t= 20| EELICt parameters. £sType StorageClasst| U&LICt 7|Z& StorageClasses=
AMR[StD £ AHESH0 CHA| M M5O SHL|CE parameters. fsType X[ ™ E.
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T8 El Kubernetes StorageClassE AFESI0 PVO| CHot HMA S RHSH=
PersistentVolume(PV) % PersistentVolumeClaim(PVC)2 M-AdgtL|Ct O3 Ot PVE
ZEof A = JAELC

-

A"X|EH 8 " (PV)E Kubernetes 22{AE 0[N S2HAH ZE2|X7F Z2H[K S 22|H AEEZ[X| 2| AARILICH
= 5
= |

32
=

oIL|CE" PersistentVolumeClaim" (PVC)= 22{AE 2| PersistentVolumedi| CHoE MM A QM RIL|CH

PVCE SH 37| i UN|A BEQ| XHES QNOIEE TH 4 YALICH S2AH B2lxts

— | o

=
—_

oA
E
StorageClassE A&t PersistentVolume 37| 3! HHA BE(H: M5 E= MH[A £5)E MUY = JUSLICE

V3 PVCE Myt = ZEO| 252 T & AFLICL

T

ME OLIHAE

PersistentVolume ¥ Z OjL|HAE

O] MZ DHL|HAE = StorageClass2t HZ=l 10GiQ| 7|2 PVE 20 &ELICt basic-csi.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE

0| oflof A= 0| E0]| Q! StorageClass2t HZE RWO AM|A HoH0| U= 7|2 PVCE B ELICt basic-csi.

kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

POD OHLIHAE MZ

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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kubectl create -f pv.yaml

FOIBIC},

- —

i
Jiot

2. PV AEH

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE

pv-storage 4Gi RWO Retain Available

Ts

3. PVCE Z4etLct.
kubectl create -f pvc.yaml
4. PVC HE{E oISt

kubectl get pvc
NAME STATUS VOLUME

pvc-storage Bound pv-name 2Gi

CAPACITY ACCESS MODES STORAGECLASS AGE
RWO 5m

5. 282 Pod0f| 02 EFLICY.
kubectl create -f pv-pod.yaml

®

Of of OF2EE|0 A=K 2IRILIL) /my/mount /path.

2 A8t Tl A2t 2 HLIHEY = ASLICH kubectl get pod --watch.
6. =
kubectl exec -it task-pv-pod -- df -h /my/mount/path

MSHR| X2 =2F2 FXAIELIC

S [

r

7. O|H| PodE AtH|E 4= UAELICH Pod S8 22 [ 0|2

kubectl delete pod task-pv-pod

EXRSHMAIR "Kubernetes 2! Trident @EHE" AEE|X| 22jA T} o A5 X ESH=
AQ PersistentVolumeClaim 2 Astra Trident?} &2

O Cheh ZbMIS LH82
252 T2H|NYsH= 2HHS Ho{sH= 0H7H BTt

o

=
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=E %
Astra TridentE AFESHH Kubernetes AFEXI7F 2 &2 MMt = 2hEreh 4~ QIELILCE iSCSI
S NFS =252 &&6te o Zest Mo cist HEE AH&LICt

iSCSI 252 H&efL|Ct

CSI ZZH|X'd 2 ArE3t0] iSCSI PV(Persistent Volume)S SH&tet 4= QI&LICE

@ iSCSI =& &2 0| A X|&SL|Ct ontap-san, ontap-san-economy, solidfire-san
Kubernetes 1.16 0| &0 ZQBIL|CE,

1ot

12H): 28 %2 X|2I6t =2 StorageClass= T LTt

StorageClass H2|E MESIH E AHELICt allowvolumeExpansion BEE &8 £ O|SYLIC} true.

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

0|0| &EX5t= StorageClass 2| 42 £ Xt E MESLIC allowvolumeExpansion Of7H B4

2¢HA|: M3t StorageClassS AFE5t0| PVCE MM BhL|Ct

PVC HQo|E WZIstn E UH|O|ETILICt spec.resources.requests.storage He 37|EHLCt 7{0f St= MZE
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cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident”} PV(Persistent Volume)E 445}10{ 0] PVC(Persistent Volume Claim)2t HZAgHL|C}.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

A7|E ZHEY £ YT E PVE ZE0| HASILICE iSCSI PV 27|12 ZHE wl F 71X A|LI2| 7t Q&LICE
* PV7} ZEO| HZAEl 22 Astra Trident= AE2|X| HAIEQS| EES =&t CIHIO|AE CHA| ZHAFSHH IHY
ANARISl 37| & =H™ELICH

s HADX| 2 pyo| A7|E TASIE D OP:“' Astra Trident?} AEE|X| tHA =S| S ES SHBILICE PVCIt

LS 1o

PODO]| HFQIE =™ Trident?t C|HIO|AE CHA| ZAtSH It A|AEIO] 37|15 ZH™TtL|Ct O3 CFS 2HE 20|
MEZXMoZ 2tZEl S KubernetesO| A PVC 37|E HH|o|EgfL|Ct.

Ol BIMUME S Ar2%t= ZEJF IS EILICH san-pve.
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

4ATHA|: PVE ZHEFstL|Ct

1Gi 0| 2Gi 2 MY E PV 2 37|E Z=Fst={H PVC Fo|E HEst £ YH|O|ERfLIC
spec.resources.requests.storage 2Gi
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kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi

0

PVC, PV, Astra Trident 282 37|& =Ql5t0] 2tg0| M2 2Sot=X] &g = ASLICE

151



kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

Astra Trident= O Z2H|X|'dEl NFS PVSO| Ciet =& 2H&S X| 2 LICH ontap-nas, ontap-nas-economy,

o) ol =

ontap-nas-flexgroup, gcp-Ccvs, = azure-netapp-files =

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8HL|Ct

NFS Pve| 37|18 =FdIHH P—PEIXM MK =2 45 28 &S S E AEZ|X| SHAE F8H0fF LIt
allowVolumeExpansion & LCEE =2 £ O|SELICt true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

AH8OHY 7|1E AEE|X| 22HAE S| HET = ASLIT

O] M 80| 2E2|X| 2HAE o|n| Hdet B E
Y2 s1EgLrt

kubectl edit storageclass =25 &2 G

-
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2CH7|: MM SH StorageClassE AFE25H0] PVCE MMt Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident= O] PVCO| CH3H 20MiB NFS PVE MMM dljof L|C}.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA|: PVE EPLICH

MZ MAME 20MiB PVe| 7|2 1GIBE ZAst2{™ PVCE ISt MASH|Ct
spec.resources.requests.storage 1GB:
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

4THA|: =HE S =relgtLct

= =

PVC, PV, Astra Trident 2&2| 37| &QIst] 27|17} SHIZA| 2Sst=X| &l £ QELICE.
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

=5 M2

E ANE5IH 7|& AEZ|X| SE82 Kubernetes PVE 7t 2 4= UELICH tridentctl

import.

Ct2at 22 XA S QI8 Astra Trident2 282 7t 4= JUSLICL

T 22 Containerize 6t 7|Z H|0|E| Zlgt

=2 (=2

o =

HO| B2 OiS2|Z|0|Mof| Ar2 I|O|E| MES| 2ES AHEYLICE
=

2

7t BHAMSE Kubernetes 22{AE S A EL|CH

* M3l =+ S0l ofZ2[A|0[M H|o|E| Oto|zf|o] M

i
>
02

1
ZES 7IMQ7| Hol| 3 e M-S ESHIAL.

-

* Astra Trident= RW(° 7|-M7]) 832 ONTAP 280t 7t 2 4= ALLICH DP(HOIH E3) K8 28
SnapMirror LA EEQILIC} Astra TridentZ 252 7t 27| Foi| 0|2 24AH S Zojof FL|Ct.

rlo
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g4 A0 gl= 282 /MR Aol Z5LILL &8 =282 /MM 282 EET LIS 7INR7IE

I'

El

i

@ Kubernetes7} 0| &S Q1AI5HX| 6t &4 E&S PODO| EA AZY &= A7 HE0]
(e]]

ZE0M E3] SLIC. 0|2 2

SIX|2t storageClass PVCO| X|Z3H{OF 5t Astra Trident= 7HM 2= S¢t 0| Oi7)f H~E AFESHX| @b&LCE.
2EE2X]| SlAEs =25 dE S0l 2E2|X| EG0| Wef AL 7hsel 20| M=stE | AFEELICH =&0] 0]0]
ACBZ IR = %?J S el eIt QIELIC mEt 280| PVCH| XY E AEE|X| 222 LX|SHK|

o= HHollC E= E0f %U:‘lﬂfE 7t 7|0 AoigtL(Ct.
7|Z= HIX 37|= PVCOHIM ZXRE| D MEEIL|CH AEZ|X| EZIO|HOIM 222 71 & PV= PVCO]| CHSH
ClaimRefE At23t0] MM EL|Ct
° M0 27bA| ghet Mol Mol 2 M™EE 0 JESLICH retain PVOIA KubernetesOllAl PVC 5! PVE
MIHMOZ HIQITSHH AEZ|X| S AQ| HIA| hat K 1o Ao ShA| BIHA| ghet 1l HAHO|
OO EElL|CY.

° AER[X| SEH A0 HIbM| Hheh Y 0] 2l A2 delete, PV &H| A| X S&O0| AFH|EICH

Oﬁ
1z

SHAI= 0| A FlexVol %! LUN2| O|E& HIELICH 2(8) St =
UELICH -—no-manage H2|=|X| = EES 71 2{H Z2 3 E X|HLLICE E AHESH= B2 --no
-manage, Astra Trident= 7HA|2] & F7| St PVC E= PVOf| CHet =71 2 S -)F °|'I| AELICH PVZE

MHEE AE2X| 282 MHEX oM =5 2E 8 EE 37| ZFa Z2 COHE HYx FAIELIC.

7|28 OZ Astra Trident= PVCE 22|t

or9-

0| M2 7H|0|3}= YIAZ 0| Kubernetes= AFEStD, 12 X| &1 Kubernetes 2|2

AE2|X| 252 2t0|ZAO|2 S HEotH = R0 FELIC

o 882 7f 1 Z PVCet PVIt HE|ER=X] HEE LIEIUE & 71X SH2Z

PVC g PVoOl = te|
MotALE HAHY & l&LIct

So| %7
BT 0f 242 &

2 M8 = UELICH tridentctl import & =2 282 7HHSLICE.

- g7 28 SHY(PVC) T (Ol: pvc. yaml)E AHESHH PVCE WM YLIC} PVC IOl = CHS0| Z&E[0{of

SIL|C} name, namespace, accessModes, % storageClassName. MEHHOZ 2 X|HE 4 QUSLICE

unixPermissions PVC H9|.

=)

E| & Ar2ef of| LTt

rlo
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D PVO|E = 28 37| &2 F7h 07 Ha= ZESHK| ORY AR, O] 2 213l 7HM 27| HHEO|
Aofg £ ASLICH
2. E ME%LICt tridentctl import =252 E8St= Astra Trident HiAIEQ| 0| S0t AER|X|M =2 ES
Q1A AlEst= 0|2 (0dl: ONTAP FlexVol, Element Volume, Cloud Volumes Service Z2)2 X| M=
HFALICH E SEIYLICH -£ PVC IHYe| Z=E X[HSIEH Q7 HRtL(C}
tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>
ofl

X #ElE =2to|Hof Tt LS =28 7IHM 27| ol AESHIAL.

—

ONTAP NAS %! ONTAP NAS FlexGroupS X|&gtL|Ct

Astra Trident= £ AF8510] =& 7t 27|E X[AELICH ontap-nas % ontap-nas-flexgroup E2H0[H.

* £ Z2I8LICt ontap-nas-economy E2I0|H 7t gtreeS 71K 21 2|8 4= i&L|CH

@ * £ 22IPLICt ontap-nas % ontap-nas-flexgroup EEI0|HE 5 =8 0|52 515K
OFAL|C}
Lo d .

2 MME 2t EEQLICH ontap-nas E2I0|H= ONTAP 22 AE2| FlexVolL|CH £ AF235HK FlexVol2
JIMELICE ontap-nas EE2t0|H = S5t ZHSELICH. ONTAP 22{2E{0] 0|0] L= FlexVolE 2 7tHE +
UELICE ontap-nas PVC. OtEIEX| 2 FlexGroup vols= £ 7182 £ JELICH ontap-nas-flexgroup PVC

ONTAP NASZ2| o
Cle2 #2lkl= 28 Y 22 =X = 28 714 27(9 oL},

[==re————
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=
e =25

LIS Olol M= 2= 282 71 ZLIC managed volume HAZON S(E) MEHRLICH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

HE|EX] b= =28

[E g

E M2 If --no-manage argument, Astra Trident= 282| 0|8 HHEX| k&Lt

LIS ool M= £ 7HHZLICH unmanaged volume £ +ELICt ontap nas HYIE:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |
o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

Astra Trident= E AMESHY 2& 71K 27|E X ELICH ontap-san E2IO|H. Of|ME= 28 71H 7|7t X HE|X]
%UELICH ontap-san-economy E2H0[H.

Astra Trident= ! LUNO| Z&HEl ONTAP SAN FlexVol2 7t 2 4= QJ&LICE 0|= o YX|ZHLICt ontap-san

EZ20|H - 2 PVC Y FlexVol LHS| LUNOI| CH$ FlexVolE MM EtL|CE. Astra Trident= FlexVolE 2212t PVC
Molet HAABILILCE,
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ONTAP SAN 0|

ChE22 Helkl=s 2F % 2el=X = 28 7t 27(9] oYL ct.
HE| =28
=

2| 282 8% Astra Trident?} FlexVol2| 0|2 £ HHEL|C} pve-<uuid> U FlexVol LH2| LUNS Of

Lt OIXo[ M= 2 7FHELICH ontap-san-managed Ol Y= FlexVolILICH ontap san default SHAE

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

Fommemmcrmsrerrrrrrrrr e re e e mm o Fommmmmm= Fommemmcemeomo=e
Fommmmmmm== e et Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmessseseses s s s s e e it fommmmmmemememe=
Fommmomomoe Fommemereressmrrermrmesessoemenoemomoms Fomommmme Frommmmomos +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
Fommmmmmmmsmeosormrreroesmememeneoeoememmm o Frommomome Fommmmmmomoomoos
Fommmmcmms e et Fommmmmms Fososmsmss +

HE|EX] = =28

—

CHS ollofl A

r T

£ 7t™¥ZLIC unmanaged example volume £ F8L|Ct ontap san HAIE:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
e e Poccmmmmm= e L L e
Pommmmmomm= e e et e Pommmmmmm= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e e e s e e Pomcmmmmm= Pomcmmmcceemees
fom e fom - fo———————— +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
o t—— St ————
oo B e e e e et Pommmmme Pommmmmmm= +
CHS ofloll EAIE! X3 IQNEZ Kubernetes '=E IQN2H S R5H= igroupOil LUNO| BHEE|0] = 32 2F 7t

HIMSILICH LUN already mapped to initiator(s) in this group. 2= 7INH22{H

HM7tALt LUN OHE S oiRISHOF BfLICt.

O[LIA[OfO|EE
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Astra Trident= £ AF2350] NetApp Element 2AZE2|0{ 5! NetApp HCI 28 7t Q7|2 X|EtL|Ct
solidfire-san E2}0|H{.

Element S210|t= 5= 28 0|58 XBLIC J2{L} 552 25 0150| Y= F2 Astra
©) TridentOll§ 275 HIBILICE O XIS sf2sfeiet §88 BE4tD DR0 B OIS NSV OIS
=xE 282 JNSLCt
24 of|H|
CHE oMo M= 2 7P ZLICEH element-managed HAIES| EF element default.

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=========sscsessssssssososss=s=========c femem==== R
fmmmmmmmaaa e fmmmmmaae fommmemaae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmmaae fommmmm s
fressmmsamms R e T e I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

frossssses s m oo e s e o s e e s e e fosssssssemeea==
fe========a R Bttt f======== femmme==== +

Google E2IRE S E
Astra Trident= E AFESHY 2 & 71K 27|E K| YLICH gcp-cvs EE2IO|H.

Google Cloud Platform0ll A NetApp Cloud Volumes Service7f X o= 282 7t e{H of e
@ =5 dEEV|ECE EES MNEYLILL SEE EE=012 = I—HELH7| d=2e |%—'?'—9= LICt . /. Ol

E01,LHELH7| B2} HELR10.0.0.1:/adroit-jolly-swift, 28 2= YLICt adroit-
Jjolly-swift.
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Google Cloud Platform?2| of|
LIS Mo = 2 7FMELICH gep-cvs MAEL| & gepevs YEppr 28 82 ™ adroit-jolly-swift.

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

o e fomm -
Pommmmmmm== e e Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +

| pvc-ad6ccab7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
Fommmmmmmmomeorrrrrrrrre s re e mm o Frommmmom= Fommmmmcemoomo=s
Fommmmmmmms et Fommmmms Fommmmmme= +

Azure NetApp Files

Astra Trident= £ AFE3t0] 28 7IM27|E XHSYLICH azure-netapp-files E2I0[H.

rr

Azure NetApp Files 282 7IHE{H sl 28 dEE 7|FC= 82 AEYLICL EE 8=
0|2 28 UEW7| 2o YRYULICt : /. OIE =0{, OIRE E27t 2l 32
10.0.0.2:/importvoll, 28 A=E2= YULICt importvoll.

Azure NetApp Files2| 0|

LIS OIAMo[ M= 8 7FMELICH azure-netapp-files WA EL| ZE azurenetappfiles 40517 28 82
Z3 importvoll.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmrcrmsmerrrrrrrrrrere s o e e mm o e Fommmemememeoes
Fommmmmmm== e me s s s s e s s s eees Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmemsmessseseses s s s s e o= P
Fommmomomme Fommemereressmrrermrmesessoemenoemomoms Fomomomme Frommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommmmmmmmomoososorrerosmememe oo meoemmmmm o e e Fomcmmemememonos
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HIZAHO|A FMA[OM NFS 2EES SRELIC

Astra TridentE AL25HH 7|2 H|AAHO|ANM S &S MASH D S 0| &S] HX
HAAHO|ANA SRE = UASLICY.

Astra EEZ|HIZE 2|HZA CRS AF2SHH oLt 0| AQ| Kubernetes LI AT 0| A0 A ReadWriteMany(rwx) NFS
UELICE O] Kubernetes W|O|E|H £F M2 LSt 242 O|ME MSELICE

fl
b

- HOkS BESY| QI3 Chokst £20| AN|A Hof
* D E Trident NFS 25 S=210|HQt SSHEIL|C}

* tridentctl EE= 7|El 7|2 Kubernetes 7|S0]| OtLl 7|50i| 9| &tX| t&L|Ch

0| Cto|o{ a2 2712 Kubernetes LR AHO|ANA NFS 28 ZQE HO| FLILC}.

Primary PV Secondary PV oo . . ...,

| "secondary"
= ' ace
pv d

ST Trident | g %
namespace .

1
1
1
1
1
primary secondary :
:
1
1

TVol €—p» TVol

_______________________

- S R S S S S S S S a o af A a E
H

I
1
1
1
1
I
1
1
]
I
1
1
1
I
]
F) 1
1
I
¥
1
1
1
I
1
1
1
1
1
1
1
¥

TridentVolumeReference
primary/pvci

Storage B L L T T !
Volume

2 A|Et

R CAZIC = NFS 28 3RE 48Y = JUSLIC

o 252 ZQIEE AA PVCE 7AMELICE

A2 HYAHO|A ARX= 24 PVCE| OB 0] HM|AT =~ = Hots FHYLICH
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2lVolumeReference CRE MM& 4= Ql= &

=
ot

rr
o

L]

>

H
L
Rl

-

pe

ket
fre

°
|>

=2

o
|> 0
|_o
_>'|_
=2
S

I

_E 1

CHAF WA AT O] AN E2|HVolumeReference S MAIsHL|CH

[ AHO| AL ARXHE AA PVCE XS /8 E2|AVolumeReference CRS A BtL|Ct.

"
>

H

0
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1.« &2 HAamo|lA _+_$rx|" *PVCE THELICH (pvcl)E CHY WY AT O|ALL ZRE 4 /= HotE Rofdt=
A2A HRJAHO|AL| AL (namespace2)E AHEELICH shareToNamespace 4.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Trident7} PV & BHAIE NFS AEZ|X| 252 MASILICE
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rd

c HEE LRE FES MBS PVCE o HYAHO|A0 3RY = ASLICLAE =
CSot Z&LICH trident .netapp.io/shareToNamespace:
namespace?2, namespace3, namespace4.

() - =Astol 22 UdAmolA0l BRY 4 YALICH+. S SV, k3T ZALIC
trident.netapp.io/shareToNamespace: *

° PVCE YO[O|Est E Zatet & JUELIC shareToNamespace M EX| FTME =7tg
£ AELICE.

2. * 2 AE 2|X;: * CHA L AT O] A ALK A CHA | ATO]ANA E2|HVolumeReference CRS
MAS Q= HoEE 25| QI AHEAL X H A2 M-St kubeconF2ESHUYAIL.

— = =
3. * LA LI AT O|A ARKE: * AA HJUAHO|AE EHZESH= CHAN I AHO| AN A E2|HIVolumeReference
CR2 BHELICt pvel.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * A HUAAHO|A ARXKE: * PVCE 2HELICH (pve2)E CHA WJAAHO|AO|AM AR BILICH (namespace2)E
METL|Ct shareFrompve ¥ &2 PVCE X|™Hst= FM,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi
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ME tridentctl get ot¢ =22 FHelSL|Ct

£ MEYLICHtridentctl REEIE|, & A = USLIC get O12l 2EES 7N = BHYLICH XIS LIE2
CtS 235 &XSHAA| L. /triment-reference/tridentctl.html[tridentctl EHE S M.

Usage:
tridentctl get [option]

Ml

2 3:

* °-h, --help: =E0| i3t =SEUL|C
* —-parentOfSubordinate string: 6% 12 SECE 2|2 H|IgtetL|C}.

--subordinateOf string: 2& 5otZ #2| X|et
et Aret
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* 2t 27 volumeBindingMode E £ HEYLICI Immediate, Astra Trident= EZSEX| Q14

MYBILICE S8 HiQlY % 88 T 2H|XY2 PvCIt M E o M2|gL|ct 0]Zi0] 7|2ZtelL

VolumeBindingMode Lot EZEEX| M| ZHE M ESHK| @t= S AH| MegatL|ch F
Pod?| 0f|2F QAtetof| Z&EX| o MM EIL|CH
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* 2t 27 volumeBindingMode E 2 AEELICI "WaitForFirstConsumer PVCO]| Ciot &
HiQIE 2 PVCE AtE3t= PODZt of| 2t 3! M- E mi7tX| X|HELICE O|FHA| 5tH EEZX|
MEE|= YN Hots SF57| 2l =E0| YA EL|CH
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@ £ S=¢LICt waitForFirstConsumer HIQIY HEOM = EEZX] 2|0|S0| ER6HX| Q4&L|CY.
0| 7|52 CSI EEZX| 7|51t E2XOZ AIRE 2 Q& L|C}

zestA

CSI EEEX|E A8t ™ CH30| gLt

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1lelled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* 2YAES LEOE EEZXE QASH= 2|0]E50] JU0{0F BLIC} (topology. kubernetes.io/region %
topology.kubernetes.io/zone)E S2IELICt Astra Trident?t EZEX| QIAIZ 2[sH AX[=[7| M|
22 AES| 0 o|2{St 2i[0|= * 0] AO{OF BfL|Ct.
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-

eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1CHA|: EZSEX] Q1A HHollE MM

Astra Trident 2AE2|X| HAIE = 718M FHof| w2t SES MEMANMOE TZH|XYSIEE A £ ASLICH 2
A= Ofl = MEH AFO| ZEotE &~ QUELICH supportedTopologles X|2loljof ot= B9 3 EH 552 LIEtL =
==2¢QlL|Ct o|2{3t BHAI=EE AL23SH= StorageClasses| 2R K| HE|l= /0| A of| 2kl 0 Z2|7|0] Mof| A
QABH= Aoo|ot 220| MAMEIL|CT.

CtE2 #All= Fol9 of &L|Ct.
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YAML
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version: 1
storageDriverName:
backendName:
managementLIF:
svm: iscsi svm
username: admin
password: password

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

EESHMAIR

{
"version": 1,

"storageDriverName":
"backendName" :
"managementLIF":
w.

"svm "iscsi svm",

"username": "admin",

"password":

ontap-san
san-backend-us-eastl
192.168.27.5

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl

io/zone: us-eastl-b

"ontap-san",

"san-backend-us-eastl",
"192.168.27.5",

"password",

"supportedTopologies": [

{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":
{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":

]
}

supportedTopologies HAE &
"2 StorageClass 0f|AM M2
I=1

x|}
MABtLICH

=
N FHo| 5te| Teto| ZetE StorageClasses?| 22

"us-eastl",
"us-eastl-a"},
"us-eastl",
"us-eastl-b"}

ol
Zhe
o

Molgt & UELICH supportedTopologies AEE[X| 2 CHS of

X|=5t= o AFRELICE o|2{ot I
£2 LIEFAL|CE.
stra Trident= HAE0| 2
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
region: Iowa-DC
zone: Iowa-DC-A
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

O] olof| A = RLICE region % zone 20|22 AEZ|X| E2| §IX|E LIEHHL|CE.
topology.kubernetes.io/region ¥ topology.kubernetes.io/zone 2EZ|X| ES2 ALY £ U=
°|X|§ x|x-|z-‘5|-|__| |_'_|-

T = od .

2CHA|: EEZX|E QIASH= StorageClasses= M 2|gtL|Ct

S A 0| HZ2El= EEZX| 0|28 7|HOZ StorageClassesE HO[6t0] EZZX| HEE Zetet £
UA&ELICE o|FA| stH PVC K0 Cist T2 A& S ot= AEZ|X| 1} Tridento| M ®SstE E82 MEE £

LEof 59 MEZE ZFELILE

CHS OIS HZSHUAIL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

10| M ®[S Tt StorageClass H2|0| A volumeBindingMode 7} & MHE|0| JSLICH
WaitForFirstConsumer. O| StorageClassOl R HEl PVCE= PODOIA &Z=E W7tX| 2SsHA| et&LICH 2|1
allowedTopologies AFEY Y 9 HHE M3 LICH E E=2I2LICt netapp-san-us-eastl
StorageClass?t 0| PVCE MMetLICt san-backend-us-eastl MAE=T} Q{0 AM ||/} EL|C.

3CHA: PVC dH L ALE
StorageClass”Z| M4 E|0] HAI=0f| O EH PVCE Mdd = AELICE

Ol E EZXSIHAIL spec OF2H:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AES ALt PVCE USH LISt 22 Zatvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 443t PVCO| HIRIE3I2{H PODOIM PVCE A ELICEH CHZ O|E HESHYAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

0| podSpec2 0l Y= = E0f|M PodE 0|2t E = KubernetesOfl X|A|BLICtH us-east1 §@H 2 2t of Y
LE So|AM MEHSILICE yus-eastl-a EEE= us-eastl-b &.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

Zotet sl E S A0 ERLIC} supportedTopologies

7| & wHoll
update.

ES XU E AUHO|EY & JUELICt supportedTopologies A tridentctl backend
|0] Z2H|XN'YE HXof| G2 FX| ol =& PVCO|TH AFEEILILCE
XiMlet LHEE =RlstH AR

* "ZE||o|LHof| CHSt 2|AAE ZtE2|etL| )

. uiE A|_-|EﬁH7|"

I+ ZE(PVS)Q| Kubernetes =& ARA2 252 A|™ SAHEE KA ELICEH Astra
TridentE A0 MMEl EE0| AHAS MHSIL, Astra Trldent QLA HMEl AHAES
JtMR, 7|E AU M EES YMotn, AYMAA ZE HIO|EHE 57 %1% |Ct.

e

oM =28 AHAS X JELICH ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy,

solidfire-san, gcp-cvs, 2 azure- netapp-files C2lo[H.

AZtst7| Hof|
AHAS ALSSHHEH 2|2 AN FEE2]|Q CRD(AEX o 2|AA Ho|)7t QLo{0F FL|CL Kubernetes
Orchestrator2| M IL|CHO|: Kubeadm, GKE, OpenShift).

Kubernetes H X A| AHAF ZHEER] B! CRD7t ESE|X| 42 2R E HXSIMUAL =58 AHAF HEZERE
HY ZLSEL|CF,
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1. & MMELICH volumeSnapshotClass. AHM[St L2 & HZESHIAIL "VolumeSnapshotClass".

£ ZS2I8L|Ct driver Astra Trident CSI E210|HE 72| ZL|Ct.
AE £ UELICt Delete EEE Retain. E E AETH AR Retain, AEZX]
x

° deletionPolicy =
M AHAS Tt = BRUE S| ELIC volumeSnapshot 2|7t APK|E| R & LIC.

S AE9| 7|2 =2
ol

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. 7|1Z PVCO| AAtS MMLICt.

of
° O] oflof M= 7|1&E PVCe| AAS HdetLtt.

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° 0| Of|o[ A= 2= PVCOIl CHSE 2§ ARAF K| E MMBLIC pvcl A4 0|E0| 2 HEE|0] J}SLICH
pvcl-snap. VolumeSnapshot2 PVC2t FASHH 2F 2t#0| JEL|CH volumeSnapshotContent A
2RSS LIEHH = A LT

kubectl create -f snap.yaml

volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created
kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s
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o E MY £ EL|CE volumeSnapshotContent 2| 7HA| pvcl-snap VolumeSnapshots AT,
£ Z2=/8LICt Snapshot Content Name 0| A4S XS SH= VolumeSnapshotContent KIS
AlMBiLIC) £ 223LIC Ready To Use H7H B4 AWAFS ALZSI0] M PVCE 44 S 4+ Age
LIEFHLICE.

kubectl describe volumesnapshots pvcl-snap
Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

E8 AHM0IM PVCE MHELIC

5t 4 QELICH dataSource 0|20]| 2l VolumeSnapshotE ALE30 PVCE MMELICt <pvec-name>
CIOJEf AAZ AFSEILICE PVCTt MM El = PODO|| £%}5t04 CHE PVCEL ORI 2 AR 4= A&LICE.

(D PVC= £ SEN St HAlEof| A MM ELICH S HZSHYAIL "KB: Trident PVC A H A0 A
PVCE dddt= A2 tiA| Ao M HHEE & GlELITt.
CtE OloiM = £ AHE5H0] PVCE ZHdetLICt pvcl-snap S HIO|E &A= ALEIL|CE
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

=5 2HMS 7INBLIT

Astra Trident?t £ XY &LICH "Kubernetes AP T2H| K& AL T2EMA" A BE|X7 E(B) 48

UEE 5tH™ volumeSnapshotContent Astra Trident 2| £0f| MM El JHA| 5! AMHAF 77|

AlZtst7| o

Astra Trident7} AHAFC| ARl EES2 MMSIFHLL 74 2F0F BFLIC,

A

1.« 2 AE #H2|X|: * E MMTLICH volumeSnapshotContent SHAIE AMARS XX SHHE ZHA|QILICEH 22{™
Astra TridentO|A] ARAF I EZ L7t AIZHEILICE

° Of| M Wl = AHAFO| 0|2 X RLICt annotations WX
trident.netapp.io/internalSnapshotName: <"backend-snapshot-name">.
E X|™YELICt <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>

QIX| snapshotHandle. O BE = 2| 2| AMAF WMXLIt Astra Trident0l| X|SdH= R DEAL|CH
ListSnapshots £2}.

(D £ Z2I8L|Ct <volumeSnapshotContentName> CR EHE [Tt Z QIsH SHAIE ALHAF
O| 1t ot X &~ AELICH
o
CHS olH[o| M= & BHELICH volumeSnapshotContent HAIE AMARS HESH= UK JLICH snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. * 2 AH #H2[X;: * E MATLICH volumeSnapshot 2 HZ38H= CR VolumeSnapshotContent LEHE
J2H E AMEY £ U= HNATHEQBIL|CE volumeSnapshot XIHE HUAHO|AO|A.

o

CHS of|M[AIA = 2 THELICE VolumeSnapshot CR O|& import-snap 2 &EgL|Ct
VolumeSnapshotContent O [=NES import-snap-content.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. * LHE X2| (OFF =A| ER ¢2): * 2& snapshotter?t {2 THE A
VolumeSnapshotContent & A™YL|Cl ListSnapshots S3}.
TridentSnapshot.

Al
stra Trident7t 2 MMetL|C}

> ﬂ.||0

o Qe AWML XMV E A™EELICH volumeSnapshotContent & MEHBILICE readyToUse B
EHS

VolumeSnapshot & MEHSILICt true.
° Trident?} SO0t ELICt readyToUse=true.

4. * DE ALK} * £ MMBILIC PersistentVolumeClaim & &2 M £ #ZXELICH volumeSnapshot, S
spec.dataSource (£ spec.dataSourceRef) name 2 &L|Ct volumeSnapshot O|&.

o

CtS oo M= & HXSt= PVCE EMELICE volumeSnapshot 0| K| import-snap.
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

LHAE
HX

|>
mjo

A3t =& HIOIHE S &Lt

ARAF I:|E"EE|._ E ME3I0 IE2H|XJE 2&° *|EH e X[/ | 28 7| 2MoE sHKN USLICH
MOIRILICEH | snapshot AHAIOZEE XM H|0|HE

un
rum

ontap-nas ¥ ontap-nas-economy E20|H.

=78 CjalgalolL|rt
22 AiAF 22 ONTAP CLIZ AL3t0] 252 0fF Adi20] 7|2 Aej2 SIstL|ct,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

() LUk =AEE swsiel 7z 28 40| G0|LoRLITE AU SAl=0 MEE ¥ EE HOIED
chet w3 Abgte Ad gLt

G =ES MHSHH i Trident 2&0| "ATH| LEN"2 0| EELICE Astra Trident 22
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ Lot AR £ @LICt deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml 3! ¥O|O|E namespace HIYAHO|AZ.

A
#H g3

== LHA

= —At:iHA"

* "VolumeSnapshotClass"
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Astra TridentE 22| & ZL|EHEISIMA|2

Astra TridentE & 12|0|=gfL|C}

Astra TridentE & 18|0|=gfL|C}

Astra Trident= 27[28 2|2 AHO|HAS W2H, 0fHA 4712] =2 2| XS MS L.
a

ZtZto| M "E|A= O HE|2A0M HEEH MER 7|5, d5 &, Ha =3 AWM ArgS
M S ELICt Astra Tridente| 22 7|5S 0[&0t2{H 10| o H 0] & € 12[0]=5HA| 7|

HFEfLIC}.

Y0|= H 2] Abet

Astra Trident?| Z[4 22|=2 HO2|0|=Y Ul Tt AFeS N2{SHHAIL.

ZF0{Zl Kubernetes 22 AE 2] 2 E H|QJAHO| A StLEC| Astra Trident QI AE ATH MX|Z|0{0F BFLICE,

* Astra Trident 23.07 O| &0l M= v1 28 A 40| ERSHH ATt L= HIEF AHAS Of 0|2k X|2ISHK| & LCt.

Lo
* 0| A] Google Cloud& Cloud Volumes ServiceE Aot 22 "CVS AMH|A SEQAUL|CH'E AHESIHTH WA=
TH 2 YUO[O|EdOF BILIC standardsw & zoneredundantstandardsw Astra Trident 23.0101[A]
ago|=g me| MH[A fFRIL|CH E |0 ESHK| RYMESLICH servicelevel WA ZO|M SEO| Mg =
QILLICH S EXSHAUAIQ "CVS AH|A Q& ME" 2 XTSI,

FIF

s Jagjo|=¢ ol X|B = 20| ZRELIC parameter. £sType K| StorageClasses Astra TridentOf| A
AP APF||SELD CHA| 2FHS 4= QELICE StorageClasses 7|&E 252 I Z AFEELICE

° 0|2 AlHOf| CHE ** 71 AFIL|CE"EHoF ZAEAE" SAN 2

° sample input C|2 E2|0f|= https://github.com/NetApp/trident/blob/master/trident-installer/sample-input/
storage-class-samples/storage-class-basic.yaml.templ2t Z2 0|7} Z&E|H JYEL|CHstorage-
class-basic.yaml.templ?] & 3 2l3: storage-class-bronze-default.yaml.

° XtMlet 82 S EXSIMAL "ZE T 2|

12 TS MEfetL|Ct

Astra Trident {2 HME 7|9tO 2 LI yy.mm O| & X[HE & o{7|A "YY"= A2l OHX|2F & Xt2|0| 1
"MM"2 elL|Ct. DOT &E2|A= aE MELICH yy.Mv. x #&l. O{7|M "X"E K| £ZQILICEH FO20|=EE HH|
et Fao|l=g HME MERSL|CE.
© AX|E HHO 4 Ha|A & Lo Qs ZE ChAF Za2|Ao| s XY FO0|EE £HE  JSLICH olE K
22.07(5E= 22.07 TE Z2|A)0|M 23.072 ZF™ 30|28 4= JAE&L|Ct,

* E2|A 4007t ofl CHE EE| A0 M fO2|0| =5t 32 o2 HAIZ Ya0|=E5 sAetL|Ct of Y|0|=

= T od
X|EE AHSRLICE "0 H{ T of| A 4712 "2[= %IE$01| Sr= XA 22| X2 F02|0|Est= ZYLICL o2
£0{,21.072 &4 $0|11 23.072 LYY 0| =52 = EL:
a. HX 21.070{|A 22.072 ¥ 1|0|=&L|LCt.

b. 121 C+2 22.070lA 23.072 ¥ 12|0|E8tL|C}
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OpenShift Container Platform0llA| Trident HAHAE AHESH0] 20| =S = Trident 21.01.1
() olwoz yazol=sol BLICL 21.01.002 H2IAE Trident S4txtol= 21011014 of2e
U2AT EH7H ZEEIO] ABLICH XPHE LHBES B HESHIAIR "GitHubol TSt 8 42 Hi

20HA|: gl AX| 2HES 2™t Ct
XS0 Astra TridentE A X|st= Ol AHESH HM S <HQISH2 ™:

1. AF2 kubectl get pods -n trident S 2] ZEE HAMEL|CE
° 2GXt POD7t gl B2, E AHE610] Astra TridentE HX|HELICH tridentctl.

o X} XTI A= HLR, Trident HAXIE AI2SH0] £5 9= EE= Hrom2 AFE6H0{ Astra TridentS
AX|MSLICE

2. AR ZETL Qe AR E AFEELIC kubectl describe tproc trident HelmS AF23I0] Astra
TridentZt A X| =R} =X| ZlghL(Ct,

, HromZ AL23}10{ Astra TridentS A X &LICT.

° HA|Of 2{|0|=0| /= E2
2L Trident HAKIS AF23810] Astra TridentE 502 MX|MSL|CT.

AN
° HH[O] 2l|o]=0] 8l=
3EHA|: ga2o|= YYS MERLICt

—

UUHEO R 7| MR|Of AFSSH At SUL YHOR 20| B0 SHX|BH "A1x| ' Zlof 0| SBHLICH, Astra
TridentS @ J2101=8 4 9l & 74| &M0| YsLIC,

* "Trident HLHALS AHESH0] & 12)|0| =gtL|Ct”

ZE S NI 2 UX @720/ $AERLE Ol ELICH MRSt @a20|=517)
ol
—

*

Trident HAMXIE AFSH Astra TridentE & 12{[0|=3t7| Fof| & 18|0| = F0f 2Alst=
Bt C T ZMHAE O|H{s{OF EtL|Ct. O 7|0f|= Trident ZHEEH, 9_@%31 Pod & L E
Pod, 22! AUO|0|EE AI238}H= = E DemonSet| 1A Atgto| TEHEIL|CH
Trident 2 Xt 120 = A2

(=} SHLIQILIC "Trident ._{“_UWE At mfo| O|H" Astra TridentE AX| I A2|0|Est= O] AFEE= A2
7|Z9| OIREE 228 FTHSHX| 21 Astra Trident X Kubernetes 7HH|E XSO 2 X2|St= ZAQILICE 0|E SdH
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AlZtst7| o

A3 =2l Kubernetes 22{AEHE AFE5t J=X| &QIBHLICH "X == Kubernetes H{ T,

1. Astra Trident ™ 29l

./tridentctl -n trident version

2. &Kl Astra Trident QIAE
AI2|0|EStH= R Ct

- oT

= Ol AF2El Trident HAKE AF|BILICE o2 S0{ 23.0401| A

kubectl delete -f 23.04/trident-installer/deploy/<bundle.yaml> -n
trident

3. E AR5 7| MAX|E A=K} X"t E ridentOrchestrator &8 HET £ %'ﬁ'—l E"
TridentOrchestrator AX| Of7H H % $Hot= JHM|RILICEH of7|ofl= 2T
Trident 3¢ CSI O|0|X| 2| X[AEE|E X|™6t= HZE A, CIHO 20 Mot =0
Atgto] metE £~ JUEL|CY,

4. AHEXt eHE| Mot HE YAML oA S AHESH0 Astra TridentS A X[ELICL 67| A _<bundle.yaml>_is=
bundle pre 1 25.yaml E£ bundle post 1 25.yaml Kubernetes HHME 7|8tO2 BILICE OIE &
Astra Trident 23.072 **Xlo}‘— 7=|° Cle a2 AlSHSL|C}

kubectl create -f 23.07.1/trident-installer/deploy/<bundle.yaml> -n
trident

Helm ZX|E 3|0 =&fL|Ct

Astra Trident Helm A X|E ¢J2|0|=¢ & UELICE

Astra Trident?} A X|El Kubernetes 22{AEE 1.240{|A] 1.25 O|A4CZ HO0|EE HL
@ Values.YAMLZ IH|0| Edl{OF BfL|Ct excludePodSecurityPolicy & MEHSILICH true E= 2

FIVEL|CH -—~set excludePodSecurityPolicy=true & $8LICt helm upgrade B@HS
HA Aot = SHAHE 20| =52,

CHA|

1. %Al Astra Trident 22|AE CIHREESHIAL.

2. E ME28LICt helm upgrade BH X| trident-operator-23.07.1.tgz YA0|=EIH = HES
gLt

helm upgrade <name> trident-operator-23.07.1.tgz
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x7| 2x] B0 7[=2to] ot M S T et BR(M: Trident & CSI O|O|X[of Ciet HE, O|
HX[AEE| X[F) & MEYLICH --set 0|2{TF F40| ¢ 20| = HHO| Zetk| =5 st 240

712 e = MEFELIC

@ olE S04, o 7|27 HELLIC} “tridentDebug 0l M CHES BHEZ ALt

helm upgrade <name> trident-operator-23.07.l-custom.tgz --set
tridentDebug=true

3. MM helm list AFEQt Y H{HO| & A0 0|EE[R=X| &lEL|Ct M3 tridentctl logs CIHI

oM &

I*IIIE AERLIC.

J30|E tridentctl Trident 2 X}of| AX|

Ol M Trident 2FAt2] 2|4 Ea|=2 Ha0|=g = JUSLICt tridentctl BX|: 7|1E HAE Bl PVCE XIS
MEE =+ USLILE.

() ux w zho mgrehy| Hol| 2 AEBHUAIR "] W 71 0|5

THA|

1.
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%| Al Astra Trident 22| A S CIRZESHMA|L.

# Download the release required [23.07.1]

mkdir 23.07.1

cd 23.07.1

wget
https://github.com/NetApp/trident/releases/download/v22.01.1/trident-
installer-23.07.1.tar.gz

tar -xf trident-installer-23.07.1.tar.gz

cd trident-installer

MAMSH|Ct tridentorchestrator DL HAEN A CRDE MEHSIL|LCE

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

SS{AH He| QLUXE 2 H2AH o] A0 gLt
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created

clusterrole.rbac.authorization.k8s.io/trident-operator created

clusterrolebinding.rbac.authorization.k8s.io/trident-operator created

deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-controller-79df798bdc-m79dc 6/6 Running 0
trident-node-linux-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

4. 2 MMBILIC} TridentOrchestrator Astra Trident A X|2 CR.

cat deploy/crds/tridentorchestrator cr.yaml

apiVersion: trident.netapp.io/vl

kind: TridentOrchestrato
metadata:

name: trident
spec:

debug: true

namespace: trident

r

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the

Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79df798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

S. Trident7t 2| =3t HTM O 2 ¢ 12{|0| EE|RU=X| =QlFfL|Ct.

kubectl describe torc tr

Message:
Namespace:
Status:

Version:

=

ident | grep Message -A 3

Trident installed
trident

Installed
v23.07.1

AGE
150d
150d
1m30s

AGE
Im
Im
5m4dls
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tridentctl2 & 18|0|ESIAA|IL
= A5 7| & Astra Trident X2 €A 80| ES £ JELICH tridentctl.

o Zke1of| CHaH
Astra TridentE M7t CHA| A X[SHH _’Eﬂol = dgt2 BiLICt TridentS M7E | Astra Trident Hi 2 Of|

AEEl= 7 28 SH|(PVC) & 7 =2E(PV)2 ARIEIX| g45LICE 0|0] Z2H|XM'El PVS= Astra Trident7}
RIapQl HEfQ St AL Argd 'QEH, Astra Trident= CHA| 221Q1 &ENTE|H S2t 7|12t SO MY E BE

PVCO| thiol 2&S Z=H|X'JLICt.

AlZtst7| o

HE " 30| = ghHS MENSHL|Cl 2 ARt ¥ 18|0|E8H7| MOf| tridentctl.

EHA

1. oflM HA HES HHRILICE tridentctl CRD 3 2 ZiH|E N|2ot Astra Trident2t HAE 2E 2[AAS
M ALt

./tridentctl uninstall -n <namespace>

2. Astra TridentS CHA| MX[EHLICEH € EESHIAIL "tridentctlS AF2SH0] Astra TridentS & X|ghL|CH,

@ Y 0|E T2 MAE SESHX| OHYAQ. 2K T2 0| 2tEE W7HX| A= =X =elgtL|Ct,

Astra TridentS 2 L|E{2IStL|C}

Astra Trident= Astra Trident 852 ZL|E{25t= O] AFEE £ Q= Prometheus H| EE
A=ZOIE MEE H3eL|Ct.

e
Astra TridentO| A X|S5t= HEEIS E6l| CIS2 Y +~ YSLICH
* Astra Trident2| MEH 5! TS A& SQISHMAILR. 33Xl X40| O{”H| 0|2 X[=X|, O ACHE =Sl
ENE £ QJEX] =olgt 4 AELICt
c HHOIE AR MEHE AESID HAlEo|M T2H|NUE = 28 £9 AFREl 27t 52 mpetstL|C}
* AME 7ttt HilEof| Z2H| MY E =25 29| oiZ S SXIELICt
* M3} =X Astra Trident7} C 5 HAS S3Mste O] Zels AIZHS golg £ LT

@ 712X O Trident| HEZI2 EtZ TEN EAELICH8001 E FELICH /metrics AEZEQIE,
Trident7t AX[El 42 0|2{2t HEZ2 7|2XH o= * Mol ElL|C}.

—_ 1=

LA A

* Astra TridentZ} 2 X|El Kubernetes 221

>
m

* ZZ2M|E|[RA(Prometheus) AR A 0|H2 Y &= JELICH"ZEH|O[IE Prometheus 5" EE= Prometheus&

B =
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2 UG E MEE 4 QSLICH"H|O[E[2 O Z2[H|0]d".

1ZtA|: Prometheus S EE HO|gfL|C}

HEZIS $Z51 Bl Astra Trident?} 22|3H=, MMSH= 28 S0 Cigt HEE QO™ Prometheus EFHIS
AMolsfof gL|Ct. of7| "= 21" Prometheus & GrafanaZ Astra Trident2} S| AF2610] H|E2|S ZAMSH= diHo|
CHoll MEBLICH 2 20f|AM Kubernetes 22{AE Q| 2HXIZ A Prometheuss A3t SerwceMonltorE
MM5t0] Astra Trident HIEZIS S YHHS MHSHL|CL,

2CHA|: Prometheus ServiceMonitorS THSL|C}

Trident HEEIS ARSI2HH S ZHA|St= Prometheus ServiceMonitorS 2HS0{0f BfL|Ct trident-csi Of CH$t
MH| A 2M petrics ZE. ME ServiceMonitore] 22 Ct21} ZH&L|C}

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: trident-sm

namespace: monitoring

labels:

release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

0| ServiceMonitor ™2|= Of| A EtetEl H|E2lg HAMSIL|CH trident-csi S(E) ¢l SES| #ELIC metrics

MH|A Q| BHEQILICE. wt2tA O|H| Prometheus?t Astra TridentS O|8lot= 2 LM E[SL|CH
H EE:

Astra Tridentol M = X 26t= HIEZ! 2|0 kubelet2 %2 MEHE N 2ELICH kubelet volume * AHA|
Pod & A

HEZ2 A=XQIEE Sl ZH Kubelet= HEE =8, Pod & X2[5 H: 7|EF LHE Rteioll St HEE HISE 4

AgLIC 2 **XOP*.:IAIQ "o 7",

3CH: PromQL2 A5t Trident HIEZ! 2

PromQL2 AlAIE = B A HIO|HE HHetst= Al

o

Dt = ol MLt

— =]

CHE2 A8 E &= A= R 7HX| PromQL #{2[ LIt
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Trident el HEE 7t SL|Ct

* Astra Trident** 2] HTTP 2XX SE&

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()

vector (0)) / sum (trident rest ops seconds total count)) * 100

* Astra TridentOl|A| MEff ZEE E}

ne

2 REST 8& 9| H[E**

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* Astra Trident 0i| 2[3f A E ZH2| BT X|& A|ZH(ms)

—

sum by (operation)

(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds_ count{success="true"})

Astra Trident Al HEE SQISIHAIL

F HE 28 37|
trident volume allocated bytes/trident volume count

+ 2t oIS oM ZRHIKYE & 28 27

-

sum (trident volume allocated bytes) by (backend uuid)

MEZE 7HHSLICH

O
i )

0] 7152 kubelet M EZ|= #F ot F20|2 ALEE 4= ASLICH

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100
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Astra Trident AutoSupport 22{|H E2| of CHoH XtA|S| LOotEHAIL
7|2X Q2 Astra Trident= Prometheus HEZ| 3! 7|2 WollE HHE 02 NetAppOll EHLICT.
* Astra Trident?} Prometheus HEZ| 8! 7|2 HollE HEHE NetAppdl EU= AE SX|5HH S MESL|Ct
--silence-autosupport Astra TridentE HX[st= St S22 E X|HELICE.

* Astra Trident= E$H 2 E6f| ZIE|0|L{ 2 NetApp Support On-Demand2 2 & UELICt tridentcetl
send autosupport. 2115 %"EEOl‘ﬂE Astra TridentE E2|7{sl{Of 2tLICt. 25 HESt7| ™o
NetApp2| LiE0f S2l8oF grL|Ct
"Nl HE Ho FA,

s X ™HE|X| b2 AL Astra Trident= X[t 24412 SOt 25 7 FLICH

* 2 MBS 20 HE 7|72 X™E £ JELICEH --since A, O|E S LSt 2&LICH tridentctl
send autosupport --since=1h.0| MH=E &6 & % MSELICH trident-autosupport
Z15(0[L
—

Astra Trident2t 2| A X[EL|C Ol M ZAE|[O|L] O|O|X|E ¥ £ JUELICH "Trident AutoSupportE +&LICH.
* Trident AutoSupport= 7H2! Al M (PIl) L= 710l MEE £ESIHLE M&SHK| t&L|CE o= Trident

=

E
ZE|olL o|O|X| Xtx|ol HEY 4 Q= 7F "EULA" Z2HE|0] JAELICH CIOoJE 2ot 5 42(0]| TS NetApp2
=3H0f| ol o XtMIS] ZotE 4= "0 7|"USLICE.

Astra Tridentd| M EH HO|2E9| of| = Ct2 1} ZH&L|C.

items:
- backendUUID: ff3852el-18a5-4df4-b2d3-£59£829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online
online: true

* AutoSupport HIA|X|= NetApp2| AutoSupport AEEQIEZ MAEILICE JHQI 2| X|AEE|S AFESI0] Z4E|0]L
O|0|X|E X&SH= 32 E AM8Y £ USLICH --image-registry AE.

* CEot MX| YAML MY S M6 TEA| URLE #HY £ JSLICE 0] 22 E AFBSHH 3T &~ JASLICH
tridentctl install --generate-custom-yaml YAML IS MMStT S F=It8LICE --proxy
—url Of Ciet Q14> trident-autosupport ZAE|O[L] QIRLICt trident-deployment . yaml.
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Astra Trident H| E2!S H| 2t M3}t CH

* HEZIZ E08IX| %osH 2 A0 ALKl XX YAMLE M MsHof SHLICt -—generate-custom-yaml
Flag)2 A8t E MHELICH -—metrics O CHoH S &&= S trident-main
Zig|0[L.

Astra TridentS H|{gL|Ct

Astra TridentE M X|8l= Of| AF23t Astra Trident2 X|74{5H= o St diH S AFR8[ 0}
L Ct.

Of ZfHofl 3

* ¥30|E, &Y 2H = A = SATS YIH|0|= =of 2HERE M0 Chist
TridentS M|7{st1 sl X|Eof| w2t O S THA| 2 X|3{OF LT} "B, O] BT
R A AL

o 2HHSH A 02|0| = 8l MM X|E 26 Astra TridentE X7 T Astra TridentOl|A| MM =l CRD = 23 J{H=
A= K| &LICH Astra Trident 3 2= H|O|E{E 2t 3| X7l 0f St= AR E TSI AR "Astra Trident 2!
CRDE 2tH 35| MLt

AlZFst2| Fof|
Kubernetes 22{AEE AL SE6t= 2, E MAHSHZ| M| Astra TridentOl|A| MM El S ES AIESH= 2

OHEZIA0|MS AtAISHoF LTt [h2tA PVCIt AH|E|7| F0fl Kubernetes . =01 AHA|=|X| Q& LICt.

Hell x| SEHS AP LI

Astra TridentS MX[2 o A%t 741
MR o AFESHHH S SIS L.

-

St BHS M-S0 HMZHsHOF LI ®MAHBt7| Fof| Astra TridentS #2H

1. AF2 kubectl get pods -n trident £ S8 ZEE ZHAFEIL|CE
° 28X} POD7t 8= E 2, E ME3t0 Astra TridentE MXIELICH tridentctl.

o 2R ZETJE ELR, Trident HMXIE ALESIH 522 L= HromE AHE 510 Astra TridentS
AX[HELICE.
= PV =]

2. HAX ZETL Qe AR E MEELICH kubectl describe tproc trident HelmS AME35H0] Astra
Trident?} AX|E|RA=X| 2FQlghL|Ct.

=

* HEOf 2ol 0] Y=

= AL, HromS AH2310] Astra Trident2 M X|SH&LILCE.
° HH[O{ 2{|0|=0| 8l= 2%

Trident @ AHXIE AFR38H0] Astra TridentE 502 MX|MSLICE
Trident 2 XAt AX|E F[AHEL|C}
+5 £ &= Helm2 ALE5t0{ EZIO|HE AR}t HX[E MAHY 4 JUSLICE

=& 2XE HALLITE
HLUXLE ALEBI0] Astra TridentE 2X|¢t H2 LS & SILIE 85I MAY 5= ASLICH

1. MZ! TridentOrchestrator CR % X7 S MA:
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kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec":{"uninstall":true}}"’

E 5 ELICt uninstall 2227t 2 MHEE|0] JESLICE “true Trident 2F X7t TridentE K| 7{SHX| 2t Trident

XA XHRIE ®M| SR = @F&LICE. TridentS CHA| A X|SHH 3l TridentE E2|5t11 A AgentOrchestratorE
MMsHof ghu|Ct.

2. AN TridentOrchestrator: = MHEL|CI TridentOrchestrator Astra TridentE BT SH= O AL =

CR2 2 UXIA| TridentE MAHSI=Z X[A[SLICH &AXIZL 2| MIHE XME|ELICt TridentOrchestrator
& CHS Astra Trident 52 C|HIA[ES XSt HX[o] YR E MHT Trident ZEE AbA|EHL|CH

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

Helm £X|Z ®7AgL|Ct

HelmS AE3t0 Astra TridentE X[t 22 £ AFE5I0] HAHY 4= JAELICH helm uninstall.

#List the Helm release corresponding to the Astra Trident install.
helm 1s -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

E MAHELICE tridentctl AX|

LIC} tridentctl CRD % &2 QEHNEZ {25} Astra Tridento|

F2eLICt uninstall EHE st
Ch2at 20| SHYAIL.

= A
HEE BE 2[AAE HAHSHH

./tridentctl uninstall -n <namespace>
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DockerZ £|¢t Astra Trident

HHE S 2leh AFE 25 Ated

Astra TridentE 71=517| M0l 2 AE0| E TEEE APN 27 AlgtES AX[5H10 d0H0f
SfLICE.

* B{EIt R E E FEFSH=X]| &QUBLICH Q7 AFE,
El= HF Q| DockerZt MX|E|0] QUe=X| &QIEHL|C} Docker HFO0| QEHE|RAOH "M X| EE= H|0|ESHL|CH

docker —--version

*cDZEE MY 27 AF0| SAEN HX 3 -0 A=X| eletct

LZEZ 2 A g3

NFS £ XA RHEL 8+ sudo yum install -y nfs-
utils

NFS E H XA REE sudo apt-get install -y

nfs—-common
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ZIZES 2 N

iSCSI RHEL 8+

o

- BHZ AIAE IH7|XIE 2 XIELIC.

-~ O

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10|
6.2.0.874-2.el7 O|AQIX|

solghL|tt.

rpm -gq iscsi-initiator-
utils

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. T1E B2 4%

sudo mpathconf --enable
--with multipathd y
--find multipaths n

2rolgtL|Ct
etc/multipat
@ h.conf X&
find multipa
ths no Ol
defaults.

5. QISIMAIR iscsid U

multipathd &% &:

sudo systemctl enable
--now iscsid multipathd

o
ik

3t 3 AIE iscsi:

sudo systemctl enable
--now iscsi
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IZ2ES
iSCSI
194

23 HA| BH
= 1.

Chs Al2" 71X E EX|RLT.

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. open-iscsi T 0] 2.0.874-
5ubuntu2.10 0|4 (bionic) E£=
2.0.874-7.1uubuttu6.1
0| & (focal)2!X| teletL|Ct,

dpkg -1 open-iscsi

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. 05 32 8%:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

stolgtL|ct
etc/multipat

(D h.conf X&
find multipa
ths no Ol|A
defaults.

5. ZQISHMAIL open-iscsi W
t

mu l 1path tools 43} 8l
AlS
E

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service

sudo systemctl status



Astra Trident 7+

open-iscsi

Astra Trident for Docker= NetApp 2E2|X| Z2S1ES /3t Docker O|ZA|AEI T} =™

SgELICH ot g5 I FAES FIME = JAEE AEE|X| E2MF0|M Docker 2__01|
0l2E AEEIX| 2l4A0| T2HIKY U 2l RITLIC
Astra Trident2| 0{2] QIAFAE SAUTH SAEN|AM SA|0| ML o~ JUFLICH 0|5 Sl o AEE[X] A|AH S
AEZ|X| RY0| SAl0 HAY & Y2, Docker ZEO| AHRBE= AEZ|X|E AKX XHY = JASLICH
ZQst A
E HEXSIMAIQ "HIEE Qo Al @F AtEl. B4 M QAT ZXE|QY=X| EQIsH S Astra TridentS HiZ &
Z=H| 7t E|JE LT
Docker 22| Z2{101 B (K™ 1.13/17.03 0| &)
A EFSt7| Fo|
@ 7|Z |2 YWHO =2 Astra Trident pRE Docker 1.13/17.032 f%?i 2, #2| S WS
AHE3}7| 0l Astra Trident ZEMAE X511 Docker ClES CHAl A|Z{SH{OF 2HLICH
1. M IOl BE QIARA FX|:
pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident
2. Dockerg CHA| A[ZfEfL|CE.
systemctl restart docker
3. Docker Engine 17.03(MZ& 1.13) O| 40| MX|=|0f QJ=X| ElgtL|Ct,
docker --version
H 10| X[ & HFO| OL|H "EX|E A X|SHALE |0 E-LCH.
THA|
1. 74 oS Mdsta CH3ah 20| M2 X[FELICH
° config 7|2 MY 0|2 QLICt "config.json 2Lt E X|HSIH {fst= 0|ES AMEY £
UELICH “config ME MEfgrL|Ct A4 DA off JA0{OF SLICtH /etc/netappdvp TAE A|AHIQ|
Cl2lEa[]L|ct.
° log-level: 24 &2 X[HELICt (debug, info, warn, error, fatal)s SEILICL 7|242
QLICt info.
° debug: C|H 20| d™E|}=X| HEE X[™HELIC 7| 2242 false YLICE TRUER! 22 21 +FS
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MEolgtLct.

Lo ool 9IX|E ddetct.

sudo mkdir -p /etc/netappdvp

i T oS g,

cat

{

EOF

docker volume create -d netapp —--name firstVolume

docker run --rm -it --volume-driver netapp --volume

<< EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

- 22| 22|30l A|AHIS AH2SH0] Astra TridentS AIZEILICE CHA| <version> AFE E¢I E2{1
B (xxx.xx.x)2 AtEEL|LCE.

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

. Astra TridentE AFE5t0{ A El A|ARIQ| AEZ|X|E ALTILICE

a. "firstVolume"O|2t= O|E2| 252 MM TiLIC.

b. AEO[LAZ} A|ZHE W 7|2 2FS MHELICH

secondVolume:/my vol alpine ash

C. "firstVolume" 282 M|7{gfL|Ct.

docker volume rm firstVolume

o

—



7|& dEH(HHA 1.12 0[5}
Al=tsE7| o)
1. Docker X 1.10 O|At0| AX||0f Q=X| EolItL|C}.

docker --version
H{ 10| £| &I 0| OFL|H EX|Z UO|O|ESHYA|L.
curl -fsSL https://get.docker.com/ | sh

i, IR K|EES mEUC
2. A|AEI0| NFS 3Y/5E= iSCSIZF A0 QU=X| EHolstL|Lt,

ChA|
1. NetApp Docker Volume Plugin &X| 3! LA

a. 28I CILRELE 4l X £7|:

wget
https://github.com/NetApp/trident/releases/download/v23.07.1/trident-
installer-23.07.1.tar.gz

tar zxf trident-installer-23.07.1l.tar.gz
b. 8X|gt ZZ22| 2[X|2 0|S:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. 7 melo| X E MdgfL|ct.
sudo mkdir -p /etc/netappdvp

d 74 ods dyelLict
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cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. HiO|H2| S BiX|5t e 7 MU S HTt 4 Ot S A8 Trident =S AIZFELICEH

ot
o
Ot
rr
-

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mm=x 22 32 28 Satol#o| 7= 0|22 "NetAppLCh

ClZ0| AZHEl 20fl= Docker CLI QIE{H|O|A S ALESIH 2&

o

ddstn

i

2|8t 4 QaLict

3. 2 4HM.

docker volume create -d netapp --name trident 1

4. ZAH|O|LHE A|ZHE 0 Docker 28 Z2H|X'Y:

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

5. Docker 28 H|A:

docker volume rm trident 1
docker volume rm trident 2

A AE A|ZF A] Astra TridentS A|ZHeHL|CH

A AR 7|EE A\|ARIE ME ZHX| DU 2 oM B2 = JELICH contrib/trident.service.example Git
repoOi| A}SLICE. RHELOH)\‘l oA S AHESHHH CHE2 S TS A L.

1. IS SHHE 2IX|ofl SAFELICY.
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cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. MU MESHD (Y 2)2 S2to|H 0|1t 714 Y FZ(E 9)0l S HEFSHo 2F S HrIetLIc

=
3. IT 2MOIN 2 ArSS 2TSIES AlA" | 2E:
systemctl daemon-reload

4. MH|AE gdstetLCt,

0| 0|2 Ol|M me| 0|82 X|Fot= &=0] mat HEFELICE /usr/lib/systemd/system CIEEZ|.
systemctl enable trident
5. MH|AE A[ZfetL|C,
systemctl start trident
6. MEHZ =L},

systemctl status trident

@ Che| oA S Mot miofct E MASLICH systemctl daemon-reload IT BAMA HE AL S
QIX|8 % 9l BQLICH

Astra TridentE 2 12{|0| =5t HLI H|AHEL|Ct

A2 B0l 220 e F=X| 21 Docker2 Astra TridentS Ot SIHA| A 20| EE &

AUSLICE O*_’EﬂOl': TZMA B0l= &A] AZHO] JELICH docker volume E2IQICE

4
X H e HHO| d3oHX| g S2{1210| ChA| A= mintx| 88 Z2IH0| ==
I2EY += SlaLith REe 2 & = o|uhof 2tz & LICE.

a

Mo 02

ag|0|E

DockerE ¢t Astra TridentS € 12|0| =5t2{H CFS THAHIE ™BHMAL.
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docker volume 1ls
DRIVER VOLUME NAME

netapp:latest my volume

2. Z2{0¢l H|gygst:

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. ZEz{aQ 40| E:
docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07
@ Astra Trident2| 18.01 &2|A= nDVPE CHALICE. Ol A =7 ¥ 120 =5l of gfL|ct
netapp/ndvp-plugin O Lot @& netapp/trident-plugin O|O|X].
4. Z2{10l 23}

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. 280| HAIE[=X| goletL|ct.

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume
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Astra Trident(20.10 O|™)2| 0|7 H{F0f|A] Astra Trident 20.10 O|AC 2 H2||0|=Est= ER

- oT

[=3=b/!

L = ASLICE ZiMet LHE2 S HESHIAIQ "2l ZA|". @RIt ZdstH HAY Z Q1S
()  ulzssis oz 2210012 M CF2 27H 24 0l 42 Mol BRS Astra Trident HXS
A X|SOF BfLICt. docker plugin install netapp/trident-plugin:20.10 --alias

netapp --grant-all-permissions config=config.json

X ®MA

Docker& Astra TridentE M|7{Sl2™H CHS HAHE S 2L.

a =

A
1. Z2{00l0| MMst B E 28S MALLICHL
2. Z22{0¢l gyt

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£3%a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. E3{1Q MH:

docker plugin rm netapp:latest

==

=5 j£||-0|=|-I

BZES MBI 252 g4l 4d, 22 =8 L MAY = J}SLICH docker volume I
AL XM El Astra Trident =210|H 0|29 HHEQILILCE,

=52 MdeLIt

docker volume create -d netapp --name firstVolume

* EH Astra Trident QIAEA S AL 25 MA:

docker volume create -d ntap bronze --name bronzeVolume

=ASAcly
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>
0%
OF
A
52

2 3R "g4", E2f0lH 7[=2L0] AFE L Lt

<
re
1
o
|U
N
il

MEolStLICh CtS oS HZ8t0| E2I0|HZ 20GiB 252 METLICt.

docker volume create -d netapp --name my vol --opt size=20G

A7|= S 2|0l 10G, 20GB, 3TiB)7t Eo*%l K4 Zho| ZotEl 2XIEZ HA|ELICE
as = PNESICION Io O 7|22 GYILICH 37| tHel= 2(B, KiB, MiB, GiB, TiB) &= 10(B, KB,
MB, GB, TB)<] .=.I1I+O§ HHE Qi*l—ltr E*é tHel= 29| HERMESE

| A
A2ELICHG=GIiB, T=TiB,...).

E5= Mg

* CHE Docker 2 &2t OIXIHX 2 EE2 HMAHELICE
docker volume rm firstVolume

() =SABZ 0 colidrire-san S0l 22| oM BES A L ATIBLICE

DockerE 9I$t Astra TridentS & 18|0|E38t2{™ C}S

|
by
]
1
OOI'
St
Iz
>
to

olo
ot

=1

o

ntap nas, ontap-san, solidfire-san, ¥ gcp-cvs storage drivers, Astra Trident=
2 UELICEH E MY I ontap-nas-flexgroup £ ontap-nas-economy E2I0|H, SX|=
'—|Ef 71E %EOHH M =82S dd5IH M A-40| *”**E'Lllif

bl
o
n
Ral

O
0p 0 °J

* EES At ARMES LI

docker volume inspect <volume name>

* 7|1E EBUM M 2ES YYRLICE o[ A SHH A A Ak0] M ELICE

docker volume create -d <driver name> --name <new_name> -0
from=<source docker volume>

* EE9 7IE AHMOIM M 2ES HIRLICE M AHM2 MEEHR] §AELICE

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>
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o

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",
"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedvVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

QR0 Ul =F0 HMATHLICE

IIE|MO| gl Ik A|AHEIO| Astra Trident(%d|: an)0f|Al X|2lE|= AL Trident * Oonly * £ AF230] ZIE|0|HE S
QoM MME 25 BX|(Es sy 22)0 HMAEY = USLICHexts HA X[™HE °/dev/sdcl Astra
TridentE S AMAE ?.18).

2t AE2|X] E2f0|H 0= Ciefet S40] I_H, =& dd Al 0= X[Hot Z1tE AEXL
XEe = JASLICEH 2 2AEZX]| AL MEE|= SMH2 Of2E EZSHIAIL.

=5 dd Y S0 olz{et S AEdt= A2 2Lt S M-St S8t S MSYLICE -0 CLI &Y &
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operatorO|C}. 0|21t 22 JSON 74 Mol R E STt gt

o
>
=
0
10
mot
r
Il

ONTAP 2& &N

NFS 2 isCslof tigt =& 4o 82 th3a 2Lt

SME MEfSLICE A4y
size =89 A7|= 7|28 o 2 1GIBE MM E/L|C}.
spaceReserve SES WM E= Yot T2H|MJELICt 7|2252 Thin
ULICtH R=t 22 YLICH none (M T2H|NHE) U 2
FELICH volume (Y Z2H|X ).
snapshotPolicy O AMAF HMO| J}ot= g = MY EL|CE
7|22f2 YLICt none" &, =E0 Cis ARAFO]

tsoz2 MMEX| tELCt. AEE|X] 22[Xp7t
+HoIX| ¢= °F, "default"2l= HHMO| BE
ONTAP A|AHIO| ZEXYSHH, O M2 cAlZh, 2&
2F AHAE Mdstn XILICH. AL 2EE
Hio|EE 2 0|Sste S = USLIC
*.snapshot C|AE2|0f| XZELICH

snapshotReserve O|=A| 5tH A<= of|H| ZZt0| Ast= HIEE
MH™EIL|CE 71222 20| giaLich &
snapshotPolicyS MEiSt HL ONTAP7f
snapshotReserve(YEtX O Z 5%)5 MEHSIAHLL
snapshotPolicy7} none@! 82 0%E MEHSIL|Ct BE
ONTAP Al =0f| CHot 14 mofA 7|2
snapshotReserve /2 A& + A2MH ONTAP-NAS-
O|Z 0| E 23t ZE ONTAP Bll=0f CHot 28
ME SHOZ A 4 AELICH

Z dHY [l ONTAPZL &9 220M Al
dELICE 7|22 YLIC false. 2ES 28
AFE AtEol= 22X 28dE =€ 7[=]7t
1 27| fE0] Hd ZA 2ES &9 2B
=o|5h= 20| 7 E&LIC g =0, ¢
CIO[E{H[O| A S SH[SHH A[ZH0] HF&|X|2h AER|X| 7}
Mo HotE|X| S = JUALLE SES A Zot=

20| 7t ESLICH

o s d

splitOnClone

= T o
St mjo njo
N

Q T i ke

o
>
o
>\I

H
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SUS MEPLCH

nx

o

o

=50l NVE(NetApp Volume Encryphon)%
HotetL|CE 71222 YULICE false. Ol SHE
85H NVE 2t0[MIATH S AE 0N &4 2t=|0f
O{0F ghL|Ct.

encryption

$0 > %t =

SHA = 0| | NAEZt 2 M SHEl B2 Astra TridentOf|
TZHXMEE ZE 252 NAEYL MSHEILICE

KHMISH L2 L2 2 XS AIL. "Astra Trident7f
NVE 5! NAEQt HESE|= ghaln,

-

tieringPolicy S50 A8 A St
HEfY W CIO|HE S2t*
ALt

4 E.“—I Ch HIZE(ZE)

(=3 x~
= o
EAZC= o|SEA

=)

2l

7t 82 NFS * of| 2t HEEL|CH*.

|1+0

S MEfetL|t 23

—

unixPermissions == AHA[of CHet Mot ElehS MojgiL|Ct 7[2Xe 2
At Aot 2 M™EILCH  ———rwxr-xr-x, EE= Xt
H7|0755, U root 27 Xt7t ELICH BIAE L= =Xt
$i2jo| HSELICH

1}

snapshotDir E 2 HHEYLICt true 7t 2(8) 2HSLICE . snapshot
SES WMASH= Z20[ETE = U=
ClAE2|QL|Ct 7[28f2 |LIC false 0l= 9
7ZtAEE QO|gtLICt . snapshot CIEEZ|=
7|28 o= AMEEX| gt&LICEH 34 MySQL O|0|X[2f
#2 Y& o|0]X|= 0| A 01|)c“>”:H§ 5.*%3fx| orsLICH
.snapshot C|HE2[7} EA[EL|CE

exportPolicy S50 MBS AAZE FMZ MFSILICE 7|22
ULICH default.

securityStyle E0| HNASH= O AHES Hot AEMYS ™ SL|CH
7|E’IS ULICHunix. FE% 42 & i

mixed.

Cts

ol

7t SM2iscCsl * of| 2k HEELICH*.

—

|1+0

ME MEiBtL|Ct MY
fileSystemType iISCSI 2ES ZUst= o AHEE = T =
HYELICE 71222 YULICE ext4. F2T 22 LICH
=]
X

ext3, ext4, xfs.
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SHS MEHSLICE Ad

spaceAllocation E E MYTLICt false O|A LUNS| SZt &Y 7|s
6H7(1|3“—||:f 71232 YLICt true’S, ONTAPE EE01I
S7t0| BF35t10 E&2| LUNO| MT|E 5{8¢ 4 glS I
SAE0| YELICE ESHO| SHE AHESIH 2*E7f
HIO|HE AKX W ONTAPOIA XIS 2 S7t2
et o~ UELICEH

of

Ofzl of|E EESIHAIL.

* 10GiB 28 MA:

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

_I.

© 2HAES ALESI0] 100GIB 28 M 4:

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* setuid HIE7} MNE 222 MAMBHL|CH

[

docker volume create -d netapp --name demo -0 unixPermissions=4755

%4 28 37| 20MBYLICE
Ath2: 05| 27H0| K|HE|X| 22 2L Atdz HAO| ULIC none, Tridents 0%2] Atz Ofd] ZZHS ALREILICH

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
© AL ERO| Y= 2 X 10%2] AFEX XY A% ofH| S M ELICt
docker volume create -d netapp --name my vol --opt snapshotPolicy=none

--opt snapshotReserve=10

© ARHAEEM S 10%2] AFEA K| A S ofH| S2H0] = EES MEHLIC
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docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© AHAE S A0 EES M5t ONTAPL| 7|2 A4k of|of SZHEEH O = 5%)S METLICE

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element 2TEQ|0{ 28 2M

Element 2ZE0] SH2 SEI AH2El MH|A FE(QoS) M| 37| 8l 37|12 HEAIFLILE. =2E0| Hd&H
=ES ME30 HZE QoS ME X[FYLICt -0 type=service level HE.

Element E2t0|HZ QoS MH|A &
HAEl XA X 3 HAE |OPSE X|HSt= 31'%"—|Ef.

NW
oﬁ
19
HF
st
e
=
[l
)
rir
I
o
15
=0
0%k
fjo
0)—
0x
Of
kl
1
0x
H
ne
10
o
ol
ic]

7|E} Element AZEQ0| 28 MM M

SHE MEiBiL|C} Mo

size 28 37|, 7|22 1GiB £ 714 g2, 7|2
37'“:"5G"}.

blocksize 512 EE= 4096 & SILIE AFEEILICE 7| 232 512 £
TM g2 DefaultBlockSize &L|LCt.

o

QoS FOJt EEE TS MB 74 AS HTSHIAIL.
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

2| MM = Bronze, Silver, Gold2| M| 7tX| M Ho|7t QIELICE 0|21t 0| E2 9|2 X|™ElL|CY.

* 10GiB 2E 28 M4A:
docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
* 100GiB Bronze 25 M4A:

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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=202 2H(0f]: AL )S ALE3I0] Astra TridentS Aidh= B docker plugin HH EX),

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

BE 27 £Z0IME Cif2o] RIS FIERE 4 QI0{oF BILICE 0| WHORE FRGX| YO ClH1 2YS
gryste 4 ALt
2. ClH{0 222 AT LD 222 ASSIES 4E3t B2i1018 MAIELICt

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

L= E8{aglo| ojo| EX|E F2 b 22 S 4steiLnt.

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

3. SAE0|A HiO|LHE| XHHIE

Al
=
ClEe] O 22 S S-dststeid & XEYLILE -debug 22122

* M AFSXIZE 2¥ShE JhE LRl 2X= S8 S XT(ot &+ QIR B FdE AYLICh o] F
S22 S ALt Edetsten & o Ch3ah 242 HIAX[ZL EAE = ASLIT.

Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

%, 221322 AMESH| ZUSLICE Ll 220202 AEAIEAE + U= RES =X E THst=

Motz 2R TAEQ| OM ZEOE AFEE £ JELICE /var/log/netappdvp
= —o
=
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T20| &l= 22N 2 7|58 AF1 AU
* Ze|o[ol PVE EASt= Ol EM7t A= B2, HIEA] & ASHIAIL rpcbind 7F AX[E[0] A SULICE.

O
SAE OSO| 2Lt Ii7|X| 22|XIE AHESH0 &QABLICH rpecbind 7 A SULICH £ HAHSHH rpebind
MH|AQ| ME{E =olgh £ QEL|Ct systemctl status rpcbind e 12t SS53 HF0|2t= AIL|C.

2] Astra Trident Q/AEAE 2t2|etL|Ct

of2] AE2X| TS SAlO| ALSE 4 UEE 521 B Tridento] 012 AAHAT}
LQBLICE Of2f QIAHAC| 7| 2 AIBBI0] T2 0|22 KMo HRULIT —-alias

ZH|o|HY 22|09 M, EE= —--volume-driver SAEN A TridentE QIAE ASISH I
Meet 9l ML

Docker 22| Z2{1Q! EHA(HH 1.13/17.03 0| &)

1. 28 8l 7 oS X|Fohs A Hm QAARAS AZEL|CH

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2 o2 WA 7

0x
]
1o
o
>
ox
o
2
rE
=
>
o
>
i
>
I
oot
Il
il

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. &S C2lo|H 0|F2Z X|Hst= 252 YIELICt

docker volume create -d gold --name ntapGold

=852 3%

=2
i
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o,

rlo

docker volume create -d silver --name ntapSilver

7|Z(HFH 1.12 0| 8t) CHA

1. ALEXL X E210|H IDE AHBSI0 NFS o2 E2{1018 AIFfRiLCt

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

210



2. \I2XH XX E2I0|H IDE AFRSI0] iSCSI fA o2 Z8{1

ol2 A|EHSH

sudo trident --volume-driver=netapp-san --config=/path/to/config

-iscsi.json

3. 2t Cajo|H Q1A

ol =01, NFS2| E<:

docker volume create -d netapp-nas

0|E E0{iscsIel ZL:

docker volume create -d netapp-san

AEE|X| M

Astra Trident T+ 0j|

= [

storageDriverName

storagePrefix

limitVolumeSize

MESHK| OFMAIL storagePrefix R4 A= CHBH (7|EJF o). 7|[2NoR 2
solidfire-san E2I0|HE= 0|
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EIA 0| Docker 25 Z2H|X:
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0| 2= Astra Trident T+A0f| M

£ AME3IX| 2%&LICt Docker =
E EX|7} Ar2El B Docker?| Docker HZH

--name my nfs vol

-—name my iscsi vol

gLt
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1

ontap-nas, ontap-san, ontap-
nas-economy,
ontap-nas-flexgroup,
solidfire-san

staging
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ONTAP 7+ A

flel 22E 79 2 20l ONTAPE AEY

U3t E2

4%

ONTAP &t2| LIFS| IP =ALICE
FQDN(Etetel =0|el o[ E)S

XEg = AL

managementLIF

datalLIF IZEZE LIFO| IP =AQILILCY.

* ONTAP NAS E2}0|H] *: X| - &t
S HELILICE dataLIF.
MBE K| = AR Astra

Trident= SVMO|A Cl|[O|E{ LIFE
7t SL|Ct NFS O E ZHiof|
Ar2% FQDN(ERSHE =09l
0|E)2 XI™stH o2{ H|o|H
LIFOlAM 25 HHAZ 2l
2I2E ZHI DNSE MAM%t
UAELICE

A
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°* ONTAP SAN EZ2t0[H *:

iSCSIO]| CHalf X[ kK| Ot A2,

Astra Trident?} AF2&HL|CH
"ONTAP ME{X UN ¥" C}&
HAE MME HANst= o Lest
iSCILIFE ZAMst2{™ A1 ghi
Al dataLIir HA|FHCZ
Mo|ElL|Ct,

A8 AEE|X| Zhe HA(ZE| LIF7b svm_nfs
Sa{AFH LIFQ 22 Q)

svm

AE2[X| CHtO[ A0 H&E AFEXL
O[S &Lt

username vsadmin

AE2|X| C[HIO| AN HESH=
A L|Ct

password secret
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aggregate

limitAggregateUsage

nfsMountOptions

igroupName

limitVolumeSize

gtreesPerFlexvol
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spaceReserve 37H0Y 2 E; none (Y none
TZH|NE) E= 2 ST
volume (F7H2)

snapshotPolicy AtEet AHAF HMO|H 7| 232 none

snapshotReserve At oflH] Z2ZHH|E, 7|2 10
"0|0{ ONTAP 7|28t = AL RLICH

splitOnClone Md Al o2 220 2ES false
SHRLICE 71282 YLICt false
encryption MZ2 &0 NVE(NetApp Volume %

Encryption)E X[&5tH 7| 232 2
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unixPermissions ITZH|XMYE NFS =2&0i CHet NAS 777
=M, 71242 = BEELC 777

snapshotDir off HMASEHY| 2Tt NAS SMYLICE true
. snapshot Directory(C|ZEE{2]),
7|22t false

exportPolicy NFS AAITE MO AFES NAS default
FMH0|H 7|22t2 YULICt default

securityStyle T2H|NIJE NFS SE0| HM[ASH| unix
2$t NAS S L|CE

NFSE X|HELICt mixed B unix
HOoF AEFY 7|22 LI unix.
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(B = |
fileSystemType SAN SM - O A| A"l RAES xfs
MEfSHLICH 7222 LICE ext4
tieringPolicy A2 AEs B, 7[22t2 LT none
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UELICt ontap-nas E CHE HHE 2 AMESH= ARLICH ontap-nas-economy.

215


https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571pdf.pdf

ONTAP 1A I o of|

* NFS2| 0l ontap-nas E20|H *

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0| ontap-nas-flexgroup E20|H *

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

* NFSQ| 0| ontap-nas-economy E20[H *
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

* iSCSIQ| 0f| ontap-san E2}0[H *

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

* NFSQ| 0l ontap-san-economy E2}0[H *

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

Element 2T Eg||0f A

Element 2 E2)|0{(NetApp HCI/SolidFire)E AtE5t= 22 =2H +4 7t o= 0|23t SMS A8 =+

AL

|
S

rr
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Endpoint <a https://admin:admin@192.168.160.
href="https://&lt;login&gt;:&lt;passw 3/json-rpc/8.0
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &l
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

SVIP iSCSIIPZEA QU IIE 10.0.0.7:3260

TenantName A8 SolidFireF HIFE (&S docker

L
gs A2 M)

InitiatorIFace iSCSI EzmlE 7|2 QAEH|0| AT} default
Ol QIE{H[O|AE H|THE! oy
QIE{HO|AE X|HEtLICt

Types QoS At Of2l ol E EZSIHMAIR
LegacyNamePrefix A 0| EE Trident X|2] MEA  netappdvp-
1.3.2 O|™ H{HQ| TridentE AtEst
JE BEOR YOS Al
29 25 o2 wys 9 iz

O =&l AUM|AsHH 0] ZtS
HFeHoF LTt

£ 2&/8LIC}t solidfire-san =207} Docker Swarm2 K| & SHX| k&L LY.

Element 2ZE 2|0 1A I off
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"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

AT 2 2 A[eE Ar2k
DockerO| Al Astra TridentE A2 I 224 2| 5! Ao Ao CHet HEE 2kQISHMA|L.

O|™ KX 0| A Trident Docker 25 =291 20.
L= ClEHe EI e €O80|E @F 7} dhMstL|Ct,

CELE
1. Zajaelg uizsteict
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docker plugin disable -f netapp:latest

2. Z2{00l2 Mxect.

docker plugin rm -f netapp:latest

918 CHA| AX|RL|Ct config OH7H H 4.

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

-—all-permissions config=config.json

=5 0|52 %
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vserver modify -vserver <svm name> -max-volumes <num of volumes>
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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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vserver nfs modify -vserver <svm name> -showmount disabled
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"storage": [

{

by

apiVersion:

kind:

"labels":{"1luks": "true"},
"zone":"us east la",

"defaults": {

"luksEncryption": "true"
}
"labels":{"1luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

storage.k8s.io/vl

StorageClass

metadata:

name:

luks

provisioner: netapp.io/trident

parameters:

selector:
csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

kubectl -n trident create -f luks-pvcl.yaml

"luks=true"

rir
oo

apiVersion: vl

kind:

Secret

metadata:

name:

luks-pvcl

stringData:

luks-passphrase-name: A

luks-passphrase:

secretA

oS YERILICE o2 SH L3 2L,

Zolgtuct of|E S Ch3at

luks-${pvc.name}

$S{pvc.namespace}
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luksEncryption FMHE2 2EO| LUKSE E=45t=X| Astra Tridentd] Z2{ELICt (true) £= LUKSE E46X|
AELICH (false)E EESIMAL.

oI-F

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. 28 E= 2HR0M 7|E 22 E AEYLICH

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. 2E0I et LUKS Y= 5 CI0|ESH M 2= U O|™ 2% E71E X|FeLICH &elgfL|Ct previous-luke-

passphrase-name % previous-luks-passphrase O|™ IJAIZ0|XE LX|A|ZIL|CE.

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

@ OlE &0, & 71l &= #20| dtetk|= AL luksPassphraseNames: ["B", "A"], $|FO|
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ZFIMELICH node-expand-secret-name % node-expand-secret-namespace StorageClass Oi7H
L|Ct. ol E ST CHSat Z5L

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.
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kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvo6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

Ol 7= 7t 0|0] }S2 LIEFHLICH TridentOrchestrator

TridentE MX[St= Ol AF2RUSLICE 2t Kubernetes 22{AE = 0|2{8t MEQILICH
Tridente| QIAEIATESHLIAE QO™ XM El D E CIAEH AWM 2HXI7t 0|2 &HQlgtL|Ct
2t AERQI A|ZHO] B JHEERILICE TridentOrchestrator & 4 U&LICH

A M

[N e

EESH Trident Pod2| HEHE 2HESHH R7F B RE[U}SS LIEIL = 7t BELC
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kubectl get pods -n trident

NAME

AGE

trident-csi-4p5kg

5ml8s
trident-csi-6£f45bfd8b6-virkw
5ml9s

trident-csi-9g5xc

5ml18s

trident-csi-9v95z

5ml8s
trident-operator-766£f7b8658-1dzsv
8ml7s

ShEl 4 1SS Hols 4 LIt
|

=HIE sl 2ot H 2 WASHOF SLICH TridentOrchestrator YSLICE
EE 2(B) MHE = AELICH TridentOrchestrator & AH23t0] A 2 ot
SN0 Fetot Ho|E It 5Lt

READY

1/2

4/5

1/2

1/2

1/1

STATUS

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

Running

o

=

St

£ A5 Trident BHZEV M3 6tX| 2ot A2 2| & tridentctl

2olo| T
SH|7H 221X ofsHsts Bl E20] £l 014

./tridentctl install -n trident -d

I

A

mufn

sl Zst

—

ot

Ctsah 20| 24X Helet bz & &Y

Ho

./tridentctl uninstall -n trident
INFO Deleted Trident deployment.
INFO Deleted cluster role binding.
INFO Deleted cluster role.

INFO Deleted service account.

skt A
=2 T M

ol

INFO Removed Trident user from security context constraint.

INFO Trident uninstallation succeeded.

Astra Trident 3! CRDE 2™ 3| H|7{&tL|C}

Astra Trident2} AiM =l D= CRD ¥ 2t A2t X|H 2|AAS

TS| ®AE + ASLIC.

RESTARTS

E|RA=X] LOHLHT| 23l S AHEIH] HX| Z2 S ChA| Y = JFLICH -a CHI ZES &
IX] 0

&LICt tridentctl install CHA| EE:
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"Astra TridentE

AKX O
E HZoHHAIR

Trident Xt

Trident @ AHXIE AFRSH] Astra TridentS M| 76t CRDS

2t S| M|t ™ CHEat 20| SHYA|R
kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

| =S
=25

Astra TridentS M|7{5t11 HelmS A2t CRDS

TS

S| M52 H:

'"{"spec": {"wipeout":

kubectl patch torc trident --type=merge -p
:["crds"],

"uninstall":true}}'
<code>tridentcti</code>
2 AH2510] Astra TridentS H|7{$t & CRDE

M S| MAHZLICH tridentetl

tridentctl obliviate crd

XI#
NetApp2 Astra TridentS Ctet SHHO 2 X|IBILICE 7|& XtZ2(KB) 7| A &
AHLS 5 AI X ZH0| 24x7 MSELIC.

A= ME 2

=

ro

Astra Trident X| & 2t0| A0 2

Astra Trident= HHO|| W2t 37tX| £F2| X|¥ 2 MSELICH 2 &
x| g,

O|E 2|3t NetApp &
reEs X

TEQO HA
Astra Trident= 2| ZE2EH 127082 2= XIS MSEfLICt
Hiot=l X
Astra Trident= 22| X

FE 13~240 K| HeHE 2

StHo =z XIS MSELICt.
NP AL

Astra Trident 2 A= 2|2 LZ2RE] 25~367/1E S ALY &= ASLICH
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2)". Astra2t

HH 2 AFESI0] XY HES HHLLICE tridentctl logs -a -n trident
= MSSLICt NetApp Support <Getting Help>.
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Astra Trident £ E

Astra Trident/| S410{| AFE5h= ZEO| T3l XfM[S] LOHEHAL.

Astra Trident TE

Astra Trident= CtS ZEE Edff EAgL|CE
IE =5
8443 WX HTTPS
8001¢Q!L|C} Prometheus HEZ| AIEXQIE
8000 Trident REST A{H{

17546 Trident C|ZE0| AFEE|= EM/EH ZEH T E
@ 2 AL8ote] dX|St= SOt &M/=H| T2E TEE HAY £ AUELICE --probe-port A&, 0]
EE?f FAXE 29| CHE T Z N AN AL E|X| REE Sh= 20| SQELICE

Astra Trident REST API

QUELICH "tridentctl HE 51 ZM" Astra Trident REST API2} A% XE5H= 7Ha 4|2 WH2
REST QIS HXQIEE XI™ AR3tH= Z1QIL|C}.

=

REST API AF2 A|7|

REST API= Kubernetes?} Ofl 12 2HA0J| A Astra TridentE S2 Ml HIO|H2| 2 A= 12 MX|of

FEYLICL

O LIS Hot2 9|8l Astra Trident2 A28 EAA|2 REST APT = POD LHO|A A&liEt o 7| 2& O 2 |ocalhostE2
X|tEILICE o] S&H2 HAESIH™ Astra TridentES &3O &L|CE ~address 217t SHE POD 42| Ql+IL|C.
REST API A2

API= Ch21ah 20| 2tFELCt.

GET

* GET <trident-address>/trident/vl/<object-type>: S AAQ B E JNK|E LIETL|C}.
* GET <trident-address>/trident/vl/<object-type>/<object-name>( Control Of|A &Z%E):
HHE JHHQ ME HEE TP ZLC
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POST
POST <trident-address>/trident/vl/<object-type>: XA|&El HAIO] JHH|E BHELILCH
o MAMSEIHH|Q] JSON 0| TS| Zt JHAM| L3d9| A2 213 tridentctl.html S At ESHAAIQR
[tridentctl Y 8 SM].

* JHH|7} ofo] A= B SE0| HEHELICE backends= 7|ZE 7HAIE HCIO|ESHX| T CHE 2= JHA| QA2 2o
AlTHSH|C}
= = .

DELETE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>: BHE 2|AAE
Al-x-||'6'+|_||:|-
| = .

Q) e st sseln Sdac s 282 AL FAsio
m]

3 2 H 2 AF|Sof BfLICt XtAMISH LIE2
2 3: tridentctl.html € XA L[tridentctl EH & M

]

-t

0|21t APIC| == HIHHOf| CHEt OM|E E2{™ ClHOE MYTILICH (-q) A, XHA[$H LHE 2 & 3: tridentctl.html 2
HZXSHMAL[tridentctl HE % SM].

SEER

Astra Trident= Trident OrchestratorE ¢/ot 6|2 @HE M S MSELICH 0]2{¢t FMES
Aot HHEE +3Y = JGL|CE
=2
* —debug: C|HZ £ S SH3RILICE
* -loglevel <level>: 2 &2 MHTLICHdebug, info, warn, error, fatal). 7| 2H 22 info(H &) 7t
A ELICE
FHUIEIA
* -k8s pod: 0| M E= S MEYLICH -k8s_api server Kubernetes X|¥E AFEStTE HHSHIAI2. O]
MHE A26HH Tridentoll M Z&HEl POD2| Kubernetes AH|A A|1™ XtH SHE AFESH0] API AHO|
H2SEL|CE, TridentZt AMH|A A ™ 0| M StHEl Kubernetes 22{AE A PODZ MEE|= AR0)0F 25 3tL|Ct,
* -k8s_api server <insecure-address:insecure-port>: 0| M E= 2 AEELICt -k8s pod
Kubernetes X ¥ 2 AtEStEE ANSIMAIL. Trident7t XIHEl 22 HSE HEQH FA 8l ZEE ALE5H0

Kubernetes API AH{ 0| HZSILICE [2EM TridentE POD 2|50 HiEE 4= QX2 AP| A 0] CH$H H| 2Ot
HZO X[RAELIC & AE3t] ZE0]| TridentS IS0 QHMSHA| HAYLIC -x8s pod 2MS MEABILICE

* -k8s_config path <file>: B KubeConfig It0] Cigt 0| Z=E X|FsH0f SfL|Ct.

Docker & & ZXSIMA|IR

* —volume driver <name>:Docker E2{1212 SE& M ArE|= E2I0|H O|S)ILICE 7|28t YLICt

netapp.

* -driver port <port-number>: UNIX QI A0 Ol O] ZEO|A =41 CHY|SHYA| 2.
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* “-config <file>"E==: A= 14 mpA0f| CHet O ZZE X|FHOF SLICt.

Al
Al

ot

* ~address <ip-or-host>: Trident®| REST M7}t 4Ieh FAE X|HELICE 7| 2242 localhostLILCE.
localhosto| Al &Lt Kubernetes PodOllA] 3l 21 22, REST 2IE{H|0|AE= Pod 2| F0i| A 27 HMAT £
NELICE AF2 —address "" REST QIE{I|O|AE POD IP TANA HHAS 4= JATZE SHL|CE,

@ Trident REST QIE{H|0| AL 127.0.0.1(IPv42] ZQ) L [:1](IPv6S] Z2)0fl M 241 5
MH|ASIES e = JUSLICH

* —port <port-number>: Trident®| REST A7} 4l ZEE X|HeL|Ct 7| 222 80004 LT

ot

* -rest: REST 2E{I|0|AE gdstetL|Ct. 7[222 true RLICH.

— HA—

I

Kubernetes2t S&! =l NetApp XE

NetApp AEZ|X| M| ZEEZZ| Q2= Kubernetes 22{AE Q| CIeFst ZHit EStE|0| 18
Cllo|E] 22| 7| & MS35tH, Kubernetes 7152| 7|5, 7|5, 45 & 784S SratefL|Ct

otAEZ}

"OlAERN HEE S2tREQ 2I3|0|A 2R0|M KubernetesOi| M A3 E|= H|0|E| 2|X| ZAE[0O|H Y ZEEE
2 #e|, 22 8l 0|5 Y & JAFLICL Astras HE2] S2HRE 5l 2Z3|0|A9| AFE|W 2E JHs et NetApp
AE2|X] ZEEZ|R9] TridentE AE0t0] HFt ZH|O|H AEE[X|E Z2H|[X oD MISTL|CH Lok, AHAF M
S =EH, 235 23, H0|H 23, Mali/H|0|E S+, Cl0|E ZAf, Kubernetes Y3 Z=9] 0HO| 12|04 AL AFH|E
fIct HEIE S E SH|et 22 SF 15 0iZ2|7(0|d 1A HIo[H 22| 7|5S MSELCE

ONTAP

ONTAPE= 2 E O Z2[AH|0[ M0 13 HIO|E 22| 7|52 M33t= NetApp HE|ZZEE FL|IO|E AEZ[X| 2F
HIHLICE ONTAP A|AEIS All-Flash, 8t0|E2| = = All-HDD M S H26HH AX|L|0{2! St=L|0{(FAS &
AFF), St0| EEfA(ONTAP Select), 22t = M &(Cloud Volumes ONTAP) S Ctst 113 DS F|ZgtL|Ct.

@ Trident= Q[0 AZEl Z= ONTAP HHE DS X|AEHL|C.

Cloud Volumes ONTAP

"Cloud Volumes ONTAP" = 22t E0{lA ONTAP H|O|E 22| AT EQIHE M3dH= ATEYH M8 AEE|X]
O{Z2t0|AHARILICE. Cloud Volumes ONTAPE 2% ¥3IZ2L, Mdl 5+, DevOps, ItY 37 5! H|O|E{H|0| A
ZE|of] AT 4 UELICH AER[X| 284, 1I7H2Y, Hl0|E| X, lo|E| A5, oiE2|AH0|M Mt S
HESIOZ I AE|T2I0| X AEZ|X|E SEIRERZ SHEStL|C

NetApp ONTAP& Amazon FSx

"NetApp ONTAPE Amazon FSx" = NetApp ONTAP AEE2|X| & HIA[of 7|2tst
£ Qe 2t 22| AWS MH|AQILICEH FSx for ONTAPS ALE3SHH 218t NetApp
2 85IHAM AWSO]| IO|EE K& me| thad, DI Hot Sl ShatMd g g8ah = @
W2 ONTAP It A|AH! 7|53 22| APIE K| EL|CH
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NetApp HCI

"NetApp HCI" &0l 2 S AtEetst et 22|Xp7t ECt S2% 7|50l 5 = JEE 610 H|0[E ME Q|
| 9l SRS chas)stL| O}

=

NetApp HCI= TridentOl| A X 3| X|&IEtL|Ct. Trident= Z1E{|0| LS}l O Z2|H|0|Mof| st AEE|X| FX|E 7|2
NetApp HCI AE2|X| ZeHZof| =™ ZT2H|x 9 22|gt 4 ULL|ct.

Azure NetApp Files
"Azure NetApp Files" NetAppOllA X|S5t= AEZ2I0| = Azure ItY S] AH|AQL|CEH AzureOllA 7|2 o=
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7t MICt2R mhY J[8t 32 EE Ml NetAppOll M 7|THSt= d& X et Ho|E 22| E H3g =
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Google Cloud& Cloud Volumes Service

"Google Cloud& NetApp Cloud Volumes Service" = NFS % SMBE Sl NAS =E2 All-Flash 852 =

HBSIE S2PE YOIElS THel NHIABILICE Of NUIAS NS 7| 0fE2PIol g Het BE AszES
GCP 22t =0f|A H3E 5= AZLICH GCE(Google Compute Engine) IAE A Chst el M5, F2E el
=AM, 4lojJH Ez Y E‘PJ HMAE N|SSH= 2HF 22| MHIAE J(1|-'-°”—||1f.

Kubernetes 2! Trident LEHNE

REST APIE A5 2|AA N E 10 MHA| Kubernetes 3 Trident2t &% xf2gh 4~
USLILCY. Kubernetes ol Trldent Trident & AE2|X|2} Kubernetes & AEZ|X| 7t ZAIE
ZH™StE H 7HX| 2|AA M7} JELICE o|2{et QEME F Y2 = KubernetesE Sl
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A7 MZ EA M 22T 7F?

1E, =8 8 843 2 LA2 0ldsh= 71 42 WEH2 Kubernetes AFEXI2| AE2[X|0f| Chet tHY 27
=

=%t

1. AFX7t £ OHSLIC PersistentVolumeClaim M 2K & PersistentVolume KubernetesE At2%g
22 EH 37|YULICE storageClass O|MO| Z2|XH7 71ASH ZdILICE

2. KubernetesE storageClass TridentE Z2H|XJXIZ AE5I1 Tridenttl] B E S A0 st 2EES
DTEH|XN st WHE Lef{F= i) Ha-E ZabefL|ct
3. TridentZt EXP‘"°| B2 ot YELICE storageClass XS}
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o

4. Trident7} LX|ot= BHAS O] AEZ|X|SE TZ2H| NSt F 71| QEXE
PersistentVolume KubernetesOlA| & &7|, OI2E Sl M2| &I} Tridente] S &= AFESI0] 7t AIE
SX|5H= B E KubernetesO| Al 22 ELICH PersistentVolume & AH AEEZ[X|E SELICE.
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ONTAP-SAN, solidfire-SAN, Azure-
NetApp-It, GCP-CV,
ONTAP-SAN - ZH|A
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trident.netapp.io/snapshotPolicy A LHAE X H ONTAP-NAS,

ONTAP-NAS-O|Z 0|, ONTAP-
NAS-Flexgroup, ONTAP-SAN
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kind: VolumeSnapshotClass
metadata:
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2l YT Chish ApMISE 82 2 FZoHYAIR "Kubernetes: 2|24 SHEE"

o .

n

HME| ResourceQuota AX[0 AMIist AL

EE ZX[2 o|= X7t Hufdt= Rt UAELICH ResourceQuota M7t HEE[ASLICH HA A|ZSHYAIL

ot
"M St 2% O ChAl 2RI

0] 7|50| Zt=6tX| UAOH E £590F X|HELICI ResourceQuota LEHME

XHI 2laA S Mofste = B2 Astra TridentE MAHE 4= UASLILE ResourceQuota LHE BHE AFESH=E
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kubectl delete quota trident-csi -n trident

tridentctl @3 3l SM
£ ZEIgtL|C} "Trident X T2 03 HE" HEHAZE QEIZ|E|, “tridentctl’ Astra TridentOl|
ZHHSHA| M M[A T £~ QELICH SE%H HSEE 7HE Kubernetes AFEXH= 0|2 AL2SH Astra
TridentE MX|g % otL|2} 2 M 2825610 Astra Trident Pod7t Z2HEl HQJAHO|AE
Bl 4 laLict
A8 Ihs3t B 9 g M
A8 HEE HE{H E HAYLICt tridentctl --help.
At 7tsth HE 5l MY S M2 O3 Z25L ot

Usage:

tridentctl [command]

ALE 7tsth HHE:

“create’Astra TridentOl| 2|AA S FILEHLICE

“delete’Astra TridentOl| A St O|AFQ| 2| AA

‘get Astra TridentOll A StLt O] & Q] 2[AA S

help: BHO ot E2EAL|CE

‘images’Astra Trident0l] 223t Z1E|0|L] O|O|X| HIO|SS
AE 7HHEL|CL.

‘import’Astra TridentZ 7|Z 2|2

‘install’Astra Trident2 A X|gfL|C}.

‘logs’Astra Tridentdi| A 235 l2{gfL|Ct.
‘send’Astra Trident0| A 2|2AE HHL|CE

“uninstall’Astra TridentZ H|7{gL|C}.

TSH

=

‘update'Astra TridentOll A 2[AA

upgrade: Astra TridentOllA] 2[4

AE A
= T o
AANE Of
L= d

%
—

‘version'Astra Trident?| HE S

Zej .

* '-d, --debug: Z3 C|HO.
* '-h, --help E8%2

. -n,

=

=

ICt.

20| =gt Ct,

MM A| 2.

MLt

HMSect.

%
—

Mgt

HESHMAIR “tridentctl.

--namespace string:Astra Trident HiE2| WA HO|ARIL|CE
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* -0, --output string’ &3 A4l json|YAML|name|wide|ps(7|22}) & StLt.

* ‘-5, --server string:Astra Trident REST QIE{H|0|AS| FA/EXEQ]

@ Trident REST QIE{H[0| A= 127.0.0.1(IPv4S] ZQ) EEE [:1](IPv62] Z2)0fl ATt 241

ME[ASIES 4 = AFLICE

@ Trident REST QIE{H|0| A= 127.0.0.1(IPv42| ZBR) == [::1](IPv6S] Z2)0I AT =21

ME[ASIEE FE 4= ASLICE

£ Malist £ UESLICt create Astra Trident0l| 2|AA S Z7t5H= Ha QLT

Usage:
tridentctl create [option]

ALE 7ts3 SM:
‘backend’Astra TridentOf| BHIEZ X7}t C},

Il
0
I
1
£0

Usage:
tridentctl delete [option]

ME 7tst 4.

* “backend’Astra TridentOf|A] StLt O|Ato| AER|X| BAIE S APK|BIL|CE,
* “snapshot'Astra Trident0i|A| StLt O] &2 Z2& ARAFS ATH[BLICE
* ‘storageclass’Astra TridentOl|A] StLt O| 40| AEE|X| F2HAE AFH|EfL|CE.

* “volume’Astra Trident0| A Lt O|AFS| AER|X| &2 AMF|L|CH

get

SLIC} delete Astra TridentOf| M 3L} O] ¢8| 2|~ A S H|HSt= E

L.

E Ml & QISLICE get Astra TridentOll A StL} O|AF9] B|AA S H|26t= HHQULICE,

Usage:
tridentctl get [option]

A Jhset 4.
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* “backend’Astra TridentOf|A{ StL} O| &S| AEZ|X| HHAIEE HION|R.

* snapshot: Astra TridentOl|A] StLt O] A ALHAES T SLC

* “storageclass'Astra TridentOl| A StL} O| Ao AEE|X| 22{AE CIREESIE

* “volume'Astra TridentO|A] StLt O &S] EE2 71 AMA|L.

volume =2i1:
**-h, --help: 250 Cist =SLUALICE

* ——parentOfSubordinate string: ot?| |2 S2ECE #2|E H|eteiL|Ct.

* ——subordinateOf string: =8 5£ot=Z #H2| Aot

images
£ Aaligh £~ QIELIC}H images Astra Trident0f] 2 23t Z1E|0|L O|O|X| Ef|0|22 245t
Usage:
tridentctl images [flags]
221
*-h, --help’': Help for images.
* -y, - -k8s -version string ': Kubernetes 22{AE{2Q| 2|0] Q= HT
import volume
E A 2 JELICH import volume 7|& SES Astra TridentZ 7t 2= BHILICE

Usage:

tridentctl import volume <backendName> <volumeName>

HA:

volume, Vv

Ml

2i3:

* -f, —filename string’YAML &&= JSON PVC It 2 0| S8tL|Ct.

[flags]

* °-h, --help: =E0| i3t =SLUL|C
* *—-no-manage:PV/PVCEI ¥ =& 2t0|TALO|2 22| E JHHSHX| OFYAIL.
install

E MAHE £ AUSLICH install Astra TridentS A X|st= E2iaIL|Ct,

rd
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Usage:
tridentctl install [flags]

Ml

2 3:
autosupport:<current-version>").

* ——autosupport-proxy string:AutoSupport ZHEZ| MES 2Tt TEA|Q FA/X

* ——enable-node-prep: = =0 2R3t 7| X| BX[E A|=gfL|CH.

--generate-custom-yaml: OFF AL AX|SHA| &1 YAML OHY S MM SHL|CH

* -h, --help: 84X =3,

-—autosupport-image string: AutoSupport ¥Z ZF&2| ZH|0| O|0|X|(7| 22} "NetApp/trident

EQL|Ct

* ——http-request-timeout: Trident ZAEZ2{2| REST APIO| CHet HTTP 28 A|Z X102 MA Qe Ct

(7122t 1m30s).
* -—image-registry string: LHF O|O|X| 2|X[AEZ|S| FA/EXEQILILCE,

* *--k8s-timeout duration' 2= Kubernetes Xt (7|23} 3m02|)2| A|Zt X1,

* ——kubelet-dir string: kubelet®| L& &EN(7| 22} "/var/lib/kubelet")2| SAE @|X|ILIC}.

* *--log-format string’Astra Trident 22 &4l(text, json)(7|& "text").

* *--pv string’Astra TridentOf| Al AL3H= 2l|7{A| PVE| O|SRILICE. O] 0| §0| EXSIX| U =X| &Q

")EF%E").
* *--pvc string’Astra TridentOllA| AF&3t= 7[& PVC2| O|ERIL|CH 0| 0| S0| EXSHX| Y=X| 22
PN =~—11
OoSTT )

* *--silence-autosupport AutoSupport HS2 NetAppll AASCE ELHX| E&LICHI|22L: true).

* —-silent: 8X|St= SO R RS £HE H|ZMoteiLIC
* ——trident-image string: EX|e Astra Trident O|O|X].
* “--use-custom-yaml'&& C|HEZ|0]| Q= 7| YAML Tt S AHSEL|CH

* ——use-ipvé6: Astra Trident?| S410l= IPv6E ALERIL|CE

logs
E e = ASLIL 1ogs Astra Trident2| 235 14g S2HIYLCH.
Usage:

tridentctl logs [flags]

* “-a, --archive: 8L 2 X|HS}IX| ¢= ¢ = 25 ALE3H0 X[/ Ot7t0|EE M-t

*-h, --help: 20 3.
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* -1, --log string: EAIZ Astra Trident 27. E2|HI E|auto|E2|HI E-operator|all &

* “--node string’ = POD 21 & &g Kubernetes = 0| SIL|C.
* -p, --previous: 0| ZH|O|H QIAEHAQ| Ciot 27t JYOM JhHZLILCL.
* " -—-sidecars: AFO|E7t AE[O|HQ| 25 JHHFLICEL

send

&LICt send Astra TridentOl| A 2|AAE HUjE EHQL|CE

Il
0
Il
1
£0

Usage:
tridentctl send [option]

AL JtsTt S4:
“autosupport’ AutoSupport 0t7}0|EE NetAppL 2 & TfL|Ct.

uninstall

E Mgt 4~ QISL|CH uninstall Astra TridentES M| 7{st= Z2i 1)L C}.

Usage:
tridentctl uninstall [flags]

= .
*-h, --help: MH =SZLICE.
*--silent: M[AH & iR 22| == 2 H|ZMtetL|Ct.

£ e & USLICH update Astra TridentO| A 2[AAS ESH= BHYLICL

Usage:
tridentctl update [option]

AL 7hstt S4:
‘backend’ Astra TridentOf|A] BHAI=EE G| O| ETIL|LCE.

E MAlS £ UELICH version SO E AFESHH 2 HHS QUMBILICH tridentcetl X &

SHLE(Z|2 "AHS").

=2l Trident

279



Usage:
tridentctl version [flags]

II:EH—|_
*——client: E22I0|HE HHEIHAHI} HRSIX| 2£3).
*-h, --help: HHO|CHSt =S EALICH

POD E9t EZ(PSS) U H o ZEIAE H|2H(SCC)

Kubernetes Pod 29t EZ(PSS) & Pod EO HX(PSP)0|A A2 Aot =2 Ho|st
Pod2| S22 HIetetL|Ct. OpenShift Security Context Constraints(SCC)x OpenShift
Kubernetes Enginetl| £E& ot POD H|ot2 Fo|efL|Ct. 0|22t AFEX} X[ ™ E H|S5H7| 2f8H
Astra Trident= AX| 30| £ #otS 24 otetL|Ct ChE MMl = Astra TridentOl| A
Aot AL #otol| CHSH XiAl|s| dH S|t

@ PSSE= Pod 29t M*(PSP)2 CHAM|EILICE. PSPE= Kubernetes v1.210{A AF2E|X| O H
v1.250| A MIAELICH XtMISE LIEE2 S ERSHY AR "Kubernetes: E Ot

220t Kubernetes = oF ZIEIAE 5l 2tH TE

ot M

EH Aot CSI% ALE5I2{H OHRE X|-0| Ltrero|o{of ghL|Ct.

%, Trident & ZEJ} #3t0| = ZH|O|HE A&sH{of

°“—|Ef XAt 182 2 HESHIA|R "Kubernetes:
OIRE Mo},

SAE HE/Z iSCSI H|20f| ZRTL|Ct iscsiadm iSCSIOIREE
2250 SAE HESZE AH85IK iSCSI H| 21t
SAELICE

SAE |PC NFS& IPC(EZMA 2t SA)E AHE3H NFSDet
SAELICE

SAEPID Z AZf{of SILICt rpc-statd CHoH NFSE MedshL|Ct
Astra Trident?7} SAE T2 MAZ Z2|5l0] &0l {EE
Z™EILICE rpe-statd NFS 282 OHRESHZ| HOf
A ZALICE

HS gL ct E %EL!E.“-IEf SYS ADMIN HM%Ho| Q! E1|0||—‘|01| CHet

7|2 7|59 YL Z 7|50 HI-‘-E'LIEf 01|

Docker= ;‘4°*0| QU= ZH|O|Lof| Chel Ct= 7|
MESH|C}.
CapPrm: O000OOQO3fffffffff
CapEff: O000OOQ3fffffffff

Seccomp Seccomp T2 Aot Q= ZAH| 0[N A T4 "Xt

2 2"0|E 2 Astra TridentOl| A ZAstet & i&LICE
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et

SELinux

DAC

POD =9t EZE(PSS)

oy

OpenShiftof| A& #$H0] Q
HAHELICH spe t ("

A= UE |0||-‘|7f ofl A
o2 I?_ ZefojH") =l

| ol

=
ot el= ?_‘|Eﬂ0|L-'1 oM AHELICH container t
coel HE containerd, 8! container-selinux

AX|E 2= 0| = ol M ’é'%t'%'l-llir spc_ t
SELinuxE 21X 2 H|gd3tsh= TH|QIILICE
[t2tA Astra Trident= 71| K| E&L|CtH

(Eo=1
seLinuxOptions ZI1H|O|HZ.

HBH0| QU= 7IE|O|Lf= REZ M| 0{0f SL|CE HBHO|
e ?iEIOIL1'— rootZ AE|0 CSIO E LB UNIX

A ZH0f| HAM|ABHL|CY,

2f A9 7|22k
pod- Trident ZAEE2{Q} L EE MX| enforce: privileged
security.kubernetes.io/enf U|JAHO|AO] BHOISY 4 UESLIC.
orce enforce-version: <version
HIJADO|A 20| S8 HESHK| of the current cluster or
pod- OFHAI2. highest version of PSS
security.kubernetes.io/enf tested.>
orce-version
HAAHO|A 20| S S HESHH IET| Of|UR[X| §fn "@F *c'i*"' MEE"EN: ESHIE - CSI-...
@ "It ehie &~ UELICEH 0] 2 ofl CHet WY AHO|A 2f|0[E0] J=X| el |Ef perlleged
HAE|ASLICE J= B2 TridentS CHA| A X[EHL|CE.
PSP(POD =0t )
ZEo| =Lt AY 7|2
allowPrivilegeEscalation ot A= ZEH| 0| = et true
olAZzo| M S 5{&3HOF gL|Ct.
allowedCSIDrivers Trident= Q212! CSI YA 2EES H|O AELICH
AHESHX| 5 LICE.
allowedCapabilities Hoto| gl= Trident ZAH|O|LH= 7|2  H|O] QUELICEH
MNEHLCHH H2 7|52 HRE 5K
ool Hoto| = ZEo|Ho 2=
7tset 7|1s0| R EL|C
allowedFlexVolumes Trident= 2 AHESHX| Q&LICEH H|Of UAELICH
"FlexVolume =20t T2t S8 &
=25 S50 X=X tSLIC
allowedHostPaths Trident = E XE= LEO| FE I H|O| J}SLICH
ANAHIZ OIRESIEZ 0| 552
*"I"sf'_ Ol= OfF & 0| F-Oo|

I:IAI:I Lll:l-
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mEof @l2fgLct

allowedProcMountTypes
allowedUnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal
ation

forbiddenSysctls

fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

282

e

Trident= OIS 83HX| t&L|CH

ProcMountTypes.

Trident= QtHSHA| k2 2RI}

AUELICt sysctls.
Hoto] = (o[ 7|5
2ot glau ok

I_I_

2} Trident EEOHH X-I 2lEL

Aot | AZ20[ ¥ S 8=

2
=

|Ct.

OtL|R sysctls S{EELICH

Trident ZiH|O|H7t R E
ABHEIL|CE,

=7t

NFS 2&S OI2ESIEH 2 AE
IPC7t 2F S 41810k BLICt nfsd

iscsiadmS AtEst2{H s A

E

HIELIS7tiSCSI |22t S4lsof

SfLICt.

SAE PID7t QU=X| 2elsiof g
rpc-statd = EO0A A ¢

Trident= SAE TEE AI23}X

L.

Trident tE IE= 282
O EsSz ™ #sto
AsHof ?:.”—llif.

Trident £ XEE= L C Ot

A|AEof| MOF BFL|Ct.

Trident £ XE= 0| Y=
A

ZH|0|HE st 7|52
&Lt

Trident ZiIH|O|H7} REE=Z
ASHEIL|CE

Trident ZAH|O|H7I RE
ASHEIL|CE

Trident7t AFEE|X| t&L|CH
RuntimeClasses.

TridentZ} BEE|X| ASL

=

seLinuxOptions $4XH Z1H|0[L
AlSH A|ZH0} Kubernetes B Of| A

SELinuxE& X2|st= dH2
CHELICH.

Trident ZiH|O|H7} REE=Z
ASHEIL|CE

NSE

(=13
=

o
zeie

| A= ZEIOIHE

-

A=
H|O] LS LICH
H|O] QS LICH
H|O] QS LICH

false

H|O] AIELICt

RunAsAny

true

true

true
HIO| }SLICH

true

false

none

RunAsAny

runAsAny
H|O] ASLICH

HIO] AIELICt

RunAsAny



29

Trident PodOf|= 0[|2{3t =&
E2{0Ql0| HfL|Ct,

SCC(Security Context Constraints)

2t

allowHostDirVolumePlugin

allowHostIPC

allowHostNetwork

allowHostPID

allowHostPorts

allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

243

Trident tE XE= LEQ| RE It

AAEIS DR ESHL|CE,

NFS =52 OIRESI2{H SAE
IPC7t 2t EA16HOF BfLICE nfsd.
iscsiadm= AL25t2{H SAE

HERA7LiSCSI o2zt SI8Hot
gLt

SAE PID7t QK| 2elshof gLt
rpc-statd T EO|A Ml SALICH

Trident= SAE TEEZ AI28}X|
or&LCE,

st U= 2ol Het

—

Ol AZ2|0| 84S 5{E8HOF LTt

Trident tE IEE 282

02 Est2{H #eoto| = AH|0[HE

Ao oF BfLICt.

Trident= QtHSHX| @f2 HRIt
AELICE sysctls.

F3t0| &= Trident ZAH|O|L{= 7|2

HMERCHH g2 7|58 Ha 2 oix
oron| 2sto| e 0| 2E
753t 7|50| 2ofEIL|C},

Aol A= AH|O|H | 7|5 =7t
2RIt st

Trident ZAE|O|H{7} REZ
ASHEILICE,

0| SCC= Trident0f| 2t sHH=| O
AHEXFOf|A| BFQIS ElL|CE

Trident & ZC &= - C 1!
A|AHEIOf| M{OF BHL|C}.

Trident £ XEE= 0| Y=
ZE0|HE Mdstn 7|58 AlY
Lt

Trident ZIH|O|H7t REZ
ASHEIL|CE

(=13
=

=4

hostPath,
emptyDir

projected,

true

true

true

false

true

true

none

H|O] S LICH

HIO] LTt

RunAsAny

H|O] S LICH

false

none

RunAsAny
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2

selLinuxContext

seccompProfiles

supplementalGroups

users

volumes

284

oy

Trident7t AEE|X| AASLICH
seLinuxOptions SXH Z1E|0|L
Al A|ZH} Kubernetes B 01| A
SELinuxE X2|st= WH2 ME
CHELICH

=3 ABo|L= S "HIRISH AEf2
AsElL

Trident ZAE{0|L47} 2EZ
AgElL

0| SCCZ Trident WY ATO|AQ|
Trident AF2 X0 A| HIQIESEZ| 28K
StLto| eH=0| M| ZEILICE

Trident PodOi|= O|2{3t &
E2{aQlo| HegfL|Ct,

]0f QU&LIct

RunAsAny

oliE &l

glo

hostPath, downwardAPI,
projected, emptyDir
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