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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONE HZSHIAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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el YIS 20| = ChS A ZHELIC.

1. S2I0|AHE QB XM Y 7|5 HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXIE HHSEIY QBSHAIR.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. Mg 5= A= CAAZME ONTAP S A0 FIHefLICE 0| AER|X| 22|X}7} o|0] M2 ot ALY
UAELICH EHAEE CAZL AIEX] Q™ FA[LICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0l| 22I0|HE AZM U 7|(1EHA)E HXIFLICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eot 2791 Heto| X| & =X| ZRIBfL|C cert 215 EH.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. HHE ABME AHE3I0 21F5 S HIAESILICE ONTAP 22| LIF> %! <SVM 0|&>2 22| LIF IP % SVM
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64Z QIE A, 7| A M2 £ A= CAQAUBME elFelL|CH

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O|H CHAO| M 22 2 AHE5I0] WA S WdetL|Ct.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fems=msm=ma== fomemmeseso====== e e
o fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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pS|
Cts Alae T oo M7 ZekEl AH|0|EEl backend.json TS AFESILICH tridentctl update
backend.

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"datalLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin"

"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

frecsmesamme=s frommoeemesa===== et
fe======s fremmmeme=s WF

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmesessessa=== fess=====s=sssssessososossssssssssssa=s
L S +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

0] 7152 AH8Y = SVMQ| RE wARH0| .= CIDR 2&(0l: 7|2 AAXE HM)S 5185t=
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AE LIEFHLICE svml E AHESI & £7} 8l AK|E M2|BLICH autoExportCIDRs &4 =5. Of
UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7t Y= HHAIEE A 4 JUSL|CH
autoExportPolicy E 2 MEYLICI true 0|2tz AARE HMS MHSLICH trident-403b5326-
8482-40db-96d0-d83fb3fddaec SVMOIA].
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Astra Trident7} HAIEE MMSIHLE HH|0|ESt = 2 ALE6I0] HAIEE =holst £~ JELIC tridentctl £
SE tridentbackend CRD:

0

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4
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SMB =5 ZZH|XJ 2 fIet =H|
ZH|Z X220 51H 2 AL2310] SMB 252 TZH|KYE 4 YALICH ontap-nas S20[H.
SVMO|A NFS & SMB/CIFS Z2EZE2 B 5 745t 2 MM8l|of ELICt ontap-nas-economy
(D) ONTAPARYS 9I3t SMB 28 0| £ T2ES 3 5fLEE 745K OB SMB 28 44|
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* Linux ZIEE2{ .E 5! Windows Server 20198 &d5H= Windows AL = E71 = Kubernetes 22{AH
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smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ M EI CSI ZEA|. & FHELIC} “csi-proxy’ & EESHIAIR "GitHub:CSI ZEA|" £
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. SRt HYEIA=X] 2lgfLict.

vserver cifs share show -share-name share name
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nfs.
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*E 2 MO SLICt ntfs £
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unixPermissions D E MEistL|Ct SMB &0
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE HLE ALE5HO]
snapshotReserve Percentage U PVCE Flexvolll 3IAJZ|E SHIEA| X|HYLICI. AFEXIIL pvcE
SHSIH Astra Trident= M AME MBS O 2 372 71X HE FlexvolE HHELICL. O]
AME S AHEXt= pvcOllM 22Xt MT| Jts I7tE =HY Ao QFE IZHHECE M2 722
gEg 4 LT v21.07 O|MoE MRIM AHA BHE Z7HS 50%E 610 pvc(0l: 5GiB)E
e8d of MJ| Jtstt S22 2.56iB0| SatefL|ct. ARBXE @FTt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O HE20f| LEHEIL|CE Trident 21.072 AFESHH AFEXI7F QESH= AO| MT| Its
S710|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HHEZZ HA|E/LICE o= E%Hﬂ
%ELICH ontap-nas-economy. 0| 2H& HAS HE{H CH3 0|2 HXZSIUAL.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC RFUN Xt AUL|CH E 22IYLICH volume show BEE 0] 0|2t FAHst
ZItE HEAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

O|™ AX|0f| A 7| & WA E = Astra TridentS ¥2|0|=2 [f 2[0|A HHo HE SES ZT=H|XJEL|CE.
A 0| =517 Mol Mot SEC| R HE At 2 2ESHY| 28l 282 37|12 ZHl|ofF gLICt 0| E 01, 2GiB
PVCIt @l Z2 snapshotReserve=50 11 21, MJ| 758t 37t 1GIBE HM&St= 2 &0| EHIMSLICE o2
=01, 282 3GiBZ =HdtH 0fZ2|7[0|M0f| 6GIB 2&2| MX7| 7ts 5710| 3GIBE EA|E/LILCY.

x| 749 o

CHS OloM = CHE-E2| Oi7H 8 7|24 2 R 7|2 7188 BH FLCL 0|= MAEE Folst= 7HE (2
HEEHOIL|C}
odd -

@ TridentZt = NetApp ONTAPO|A Amazon FSxE At25t= A IP =4 CHAl LIFO| Cist DNS
0|E2 X|H™st= 20| ELLICL

ONTAP NAS ZH| = of

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 0|

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|

JrrA

S U M F0| WIS OIS 2502 YH|0|ET R YEE WACES A 4 UL

7

HET AQX|QH 3 AQX|HMO| AL E AHE5I0] SVME X|FELICt managementLIF £
C

dataLIF % svm O47H B~ 0| E EH

version: 1
storageDriverName:
managementLIF: 192.
username: vsadmin

password: password

SMB =E&2| o L|Ct

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap-nas
168.1.66

eBackend
ontap-nas
.0.1

tZ&LItt.

LIC} "SVM 2] &

AHZE
S =

Lot
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1
backendName:

version:
DefaultNASBackend

storageDriverName: ontap-nas

M

CA QIS M9| baseb4 = Q12

Ol %A dlE MOl |RQULICH clientCertificate, clientPrivateKey, %
trustedCACertificate (ME[& 5+ U= CAE MESt= 82

J23 24Zf ZEL0|AE ASAM, el 7] 8 M = A=

Ct backend. json

EH AbEh)= off AL
YE US ASYLCE

O -

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX

trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

1S AAZE HHo| of
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1
storageDriverName:

version:
ontap-nas

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
10.0.0.0/24

admin

username:
password: password

nfsMountOptions: nfsvers=4

al
=

SHA|

by J==ke]]
akoR=

Of 0|0l M= Astra Trident7t S& AALE YIS A0 AARE YMI NSO = Mot 2SR
X|Alots SRS

nas-flexgroup =2t0[H].

LICt ontap-nas-economy % ontap-



IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

£ Z2&/8LIC} smbShare SMB 2&2 ALE6H= ONTAPE FSxOf| 07 HaT7F HREtL|C

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

71& Z2f Hiol = o
Of2i EA|E MZ o= Mol mAUo|M o Z2 BE AEZ|X| E0f et EX 7|2740| M™HEIL|C} spaceReserve

%
o
NS, spacehrllocation HAY HL, Y encryption AANY W, 7t E2 AEZ|X| MM He|ElLIC

Astra Trident?} "Comments" ZE0| ZZH|X|'d 2{|0|2S MATLICH HHE FlexVol ford| Al B EELICt ontap-
nas == FlexGroup for ontap-nas-flexgroup. Astra Trident= ZE2H| X o 7tA& Z0| A= ZE 20|E2
AEEZ|X| SE0| SAFEL|Ct HO|E Qld AER[X| 2E[Xt= 7H4 E ! OF S8E= 2|0[=2 20282 Hog +
olAL|C}

M- .
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O| Ofofl M= LB AER|X| EO0| KM Z MHELICI spaceReserve, spaceAllocation, % encryption

LE E2 7|2US HYALLIC
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ONTAP NASZ2| of|

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

Il

HHOllE £ StorageClassesOf DT EHL

CHS StorageClass Mol= 2
2} StorageClass= =82 AL St= O
UAELICH

* £ =gt protection-gold StorageClass= 2| & Hm| 3l &= HuY 7HA Z0f| 0 ELIC ontap-nas-
L

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* E Z=/gLIC protection-not-gold StorageClass= 2| M| #Hf 5! 4| Hmf 7tA Z0f| o ZELICH ontap-
nas-flexgroup MAE. F 0|22 E= &2 M3st= FLo SALICL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

Z2|eLICt app-mysqgldb StorageClasse= 2| Ul #Hxf 74 Z0f| Bl ELICt ontap-nas MAE. mysqldb
&

et AE2I% & 74S AZots RUst BYLICH

0!
I
I
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* E 5 E8LICt protection-silver-creditpoints-20k StorageClass=

=T (=]
°IE FEIS NBZete KU ELC,

= O Ml Hmj 7tk Z0i| ofE &l L[}
ontap-nas-flexgroup A=, AH 2| E5 3! 20,000Z21E M2 S [

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

==
=2 = =
&= Y 7t EQLICH ontap-nas-economy A=, 5000 22| ZIEE HRdt RAUSHE AH|AQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: netapp.io/trident
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

Astra Trident7} 1Bl 7t ES AHEotD AEL|X| 27 AFdES SFA|ZLICE

-

ot

AH|O|E dataLIF X7| A
Ct2 HHS Adsto] X7| 14 0| HI0|E| LIFE HEAY £ o, AH|0|EE H|0|E LIFZF ZE&HEl A BHll=
AL
T

C:>| = =2 o
JSON MY E MY 4= UELICE.

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

2IBLICt creditpoints-5k StorageClass= 2| Ml HMY| 74 ZE0f| 01 ELICH ontap-nas 2 WA= 8l
F
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