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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate
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<backend>:<storagePoolList>, |X| <storagePoolList> &= X|HEl A =0 Cis HEZE FE2E
AEZX| 2 SEQLICL 0|2 &0, 2| 22 LUHLLICE additionalStoragePools U2 HWULICH
ontapnas_ 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronze.

Ol2{st ZE0f|= MAE 8l 55 7 250 it regex 240| MEELICE S ALY & UELICE tridentctl get
backend HAE S 29| SES 7t S LICEL

0

Kubernetes EA

0|2{¢t EM2 X T2H|X'd & Trident?7t AE2|X| E/MAEE MEHSH= O OFH S FX| bELICH CHA
0[2{¢t SH2 Kubernetes 7 EE0|M X|&St= {7 HpRE MISELICH AR L E= THY AJAH HH XIS
YOI xfsprogset Z2 It A| AR REZ|E[JF HRY £ JASLIC
=4 7y o ME 22 =210[H FHUYE[A
HH
fsType®L|Ct 22Xt ext4, ext3, xfs & ==9| ot solidfire-SAN,  EF
A AEl 25iolL|C} ONTAP-NAS,
2= ONTAP-NAS-
0|20,
ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN -
g



allowVolumeExp =g A=A PVC 37| Z7t0f ONTAP-NAS, 1.11+

ansion CHsr X|2S ONTAP-NAS-
Mo} = |20,
HIZtMSHtLICt  ONTAP-NAS-
Flexgroup,
ONTAP-SAN,
ONTAP-SAN-
0|z,
solidfire-SAN,

GCP-CV, Azure-
NetApp-IH

Z&BindingMode EXtE Immediate, ssHRld R 2% 119126
= MENsH|C} WaitForFirstCon =X = ZH|X 40|
sumer@L|C} T™E AI|E
MEdBL|Ct

£ Z2IBLICH £sType OH7H ﬁ—’#—.‘: SAN LUNO]| cHslf ISHe mHY A|AE REE N0t

A EILICH KB Kubernetes= 2| =X HHEE AFEELICH £sType IHY A|AHIO| RISE
LIEfL = AER[X| E2HA0| °'*|—|Ef =5 ARH2 E MBI Mo £+ JUSLICH £sGroup
POD2| Eot ZHAE = of|2F SHHEILICH fsType 7F MM EIL|CE S HZSHUAIR "Kubernetes:
Pod = ZH|O|LH2| HOt ARAEES [ MBtLICH E AHESIH %% ﬁ%’rﬂ% AHNst= dHo|
CHSE R E Ea{H 2 HZSIYAIR fsGroup &2 Kubernetes?t O 2 E!LICt £sGroup CHS
Z20]Tk Zk:

° fsType 2EE[X| AN H™EEL|CH
° PVC HAM|lA ZEE RWORYLILCE.

NFS AE2|X| E2t0|H2| ZR Th A|ARIO| NFS LHELHZ[S| YR 2 o|0| EXHeiL(ct §
MERILILt £sGroup 2E2|X| 222 = TS| S XIHHOF LIC £sType. 2 BHEY &
USGLICt nfs E= nullo] OFL S °'E4E.“-|Ef.

* S HESHAR "=E =" 2F =0l it ApMSt LI82 & FZSHHAIR.
o

* Trident X T2 HE0|= 2| Tridentt BH AFEE 4= U= o] 7HX| Of|H| AER|X] e
Ho|7t M= ElLICt sampl -input/storage-class-*.yaml. Kubernetes 2E2|X|
S A S AHSHH SIS Trident AE2|X| 22fX| T A ELICH

FHUY|E[A volumeSnapshotClass LEHME

FHUIE|A volumeSnapshotClass WM& 2t FAFRLICE storageClasses. 0| 7|2 AME5IH 2] AEE|X|
SHAE Hol £ O, AMAS Haot AMAF Ze|AQL HEASHY| 2ol S5 ARE0AM B 4 JASLICH 2

— H 3 A =58 —HA _ =
S5 AUAS Chel 2E Ausr SefAot ARELICE
AvVolumeSnapshotClass AUALS M AStE{T 22|XPt HOISoF BLITH 2 AdiM 2HAL C133 2L

Ho|2 Mg gLt
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

E Z2&lglLICt driver 2 28 AHAE QHSt= KubernetesE X|™HELICH csi-snapclass 2EiA=
Tridentd| M X2|gfL|Ct. & 22I8LICE deletionPolicy AMHAFS AfK|oOF & mf 3Tt XA S K| ™HSIL|CL Al7]
deletionPolicy 7t 2 MHEE[N JUESLICE Delete  AHHAFO| MI1|E|§ AEZ|X| 22{AEQ 7|2 AWHAF Ol
=5 AHA AN MAELCH Es 2 MYEYLICH "Retain 2 & 20/ELICH volumeSnapshotContent
DE|751 ARAFO| HEELICEH

FHU|E|A volumeSnapshot QLEHME

FHUY|E|A volumeSnapshot objecte= 252 AHAF
QA 2HE 2B AAR ABAD 7I1E PVCS| A

H A=

£ MMot= QFQLICH PVCE AHEXIZL 2E01 ik
LHARS MMSIE 2 QA= ZiQlL|Ct,

28 AHANF 80| S0{2H Trident= HAE2| E2F0] Cigt A WHE XSO = 2e|stn 1R E MM5HO
ARHAES HAIRLICH

VolumeSnapshotContent LEME, 7|E PVCOHA AMAS MHStD M PVCE MM mf AHAS
DataSourceE ALY = JUSLICE

VolumeSnapshot2| M= AA PVCﬂE HUL|CH &4 PVCTL AH|E 20| = A4
@ X|&EL|CtH HABtEl AL io| A= PVCE & IQ | Trident= 0| PVCO]| it B} =F S * Deleting
5|

« AEfZ EAISHR|2F 2 I1|71OPI = MELIth HZE ZE ARM0| AX|EHE 50| M7 E LT

FHUY|E[A volumeSnapshotContent QEHME

FHUIE|A volumeSnapshotContent ZHA|= 0|0| ZEH|XJE SEOA HME AMAS LIEFHLICE O|= 2
sAFLC PerSlStentVOlume A 2 AEZX| ESHAHO|M TE2H|XJE AHAS LIEFRLICEH 2F FAFRILICH
PersistentVolumeClaim % PersistentvVolume A, AMHAFO| MMHE I volumeSnapshotContent

IHH|= of Chet UCHY 0HE S RXAIYLICE volumeSnapshot AHAF ME S 230t K| QJLICH

-

=
UELICH snapshotHandle. ®7| snapshotHandle £ PV2| 0|E1}
VolumeSnapshotContent LEHE,

£ 2218t volumeSnapshotContent Z4H|0|= 1t 7+O| AHARS NRSHA| MESH= ME HEIF ZEE O]
9| o]

AL QM0 S| Trident?t HAE 0| AHAS MM BL|CH ARAFO| MM E[H Tridentdi| M 2 FALICH
VolumeSnapshotContent Kubernetes APIO|| AHAFS L EBfLICEH

rﬂg
F_I'I:
OH
2
rr

(D QHtMoZ 2 #ale LRIt SUELICH volumeSnapshotContent LEHE
OlYULICH "=F AHAE 714 ZLICH Astra Trident 2/ 20l A A E.

FHUY|E|A customResourceDefinition LEHME
Kubernetes ALEXt X|H 2|AA = ZE2[XH7F HolSHH H|ot WK E O F=2st= Ol AR E|= Kubernetes API2]

A=ZAERILICE. KubernetesOfl M= QEME HAMS KESHT| 9Igh ALEXE X|F 2|29 WHS XI@FYLICHL &
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AASHo] ol2{st 2| FOIE

N

P

Pinl
mio

& UELICE kubectl get crds.

AR Ho| 2|AA HO|(CRD) ¥ 2t @B X E HEHH|O|E{ = KubernetesOl| A HEHH[O|E] X &A00| & ZHELICE.
2tM TridentE 9IS HE O] MEATF T QK| 4SLCH.

Astra Trident?} AF2SLICt customResourceDefinition Trident 8 A= Trident AEZ[X| E2iA, Trident
=52 r 22 Trident 7HX|S| IDE EZES JHHJLICE 0218t QEHME = TridentOl| M 2r2|efLICt. E3H CSI 2
ARA EEHO'OJ:’ = =28 AUHAS Moo= O 2Rt 25 CRDE AJiEL|Ct.

CRD:= KubernetesE T-d5t= AYLICH 2/0] Felzl EI**OI K= Tridentol| of3h WS ELICH ZHESH G2, £

ocod

A28 BHAIEE MMSE 4= QISLIC tridentctl, SHE tridentbackends CRD ZiA|= KubernetesOi| A
AMEY UL E MME|IRSLICE

CHZ2 Trident2| CRDO|| CH3 12{3HOF & R 74X AretL|Cf.

* Trident/} EX|=|H 2212| CRD7} H-HE|0] THE 2|44 R OIMIIXZ AR Y & ASLICEH

* £ AF25I0 TridentE M7dH= B tridentctl uninstall Command, Trident PodZt AFK|E|X| T A4 M &I
CRDE H2Z|Z|X| QELICEH S HESHMAIL "TridentS M AHELICH TridentS 2t 3| H|7{ot1 MSEE CHA|

T = A= YHS 0I8 H°“—IEf

OfAERZt EE|HIE storageClass LENE

Trident?t KubernetesOll = AEE|X| 22HAE MHSLICt storageClass X[ ™St= WM LI
csi.trident.netapp.io/netapp.io/trident 1528 52Xt 20f AEZ[X| S2i|A 0[E0| Kubernetes2|
el A O|E 1t YXIZLICH storageClass LIEHH = FHM|IILICE.

@ KubernetesE ALEdIH 0[2{et 2B E KubernetesOl| A XtsC = MHELICt storageClass
TridentS Z2H| X X2 AHES .': E0| ¢=E[ASLICE

AEEX] SAE B0 et 239 27 Aoz FHELICL Trident= 0|E1°F 2T MEE 2 AEEX] 20 A=
£40t LXIAZLICH LRSt= FR oie AE2[X] 20| 8T 2EE2|X]| 22HAE ALESIH 2ES Z2H[MdE =

Q= Rt ERAILICE
REST APIE Al8{0] AElX| SefA8 2| Folets Amalx Sefs P48 MUY & ASLIC JeiL}

ocoo=2
Kubernetes HiZX Q| AL M Kubernetes S= A| Kubernetes7t A E 71O 2 0| AEILICt sStorageClass
QHHE.

Astra Trident BHOI = JHA|

Trident?} 2&S Z2H|X'd5t= AE2|X| SSAHE LIEFHL|CH TH Trident QIAEATL 2ISHE 42

E L
£ #2|g &= AFHCH

@ O|A2 2 PHED 22[st= F 71X 7Kl R & StLILICE CHE StLt= KubernetesLICH
StorageClass QLEIE,

o|2{%t FHHIE Fst= LHol| CHot XtA[S LIS S HERSHIA|R "HHollE 714 Z.
OfAERZt EE|HIE StoragePool LEHME

AEEX] 22 Z HALOM ET 20| AES = A= 1Rt fIX[E LEHHLICE ONTAPS| 2 SVMO| U=

AN L—
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O 2|AH|0|E2} CHEBILICE. NetApp HCI/SolidFire2| AL 22| Xt X[ QoS #HE=0f| s EtLIC. Cloud Volumes
Service?| A2 22tR2E A XG0 s eiL|Ct 2t AEE|X| E0f|= 0/t AER|X| EM HMEJJUCH, 0| EY
o2 M5 EMIHOIH ES EME HolgL|Ct.

oo o

CHE QEHEQ HE| AEZ(X] 2 22 = Y X522 AME|T 22| EL(Ct.

OIAEZ} EB|HIE volume QLENE

=52 NFS 28 % iSCSILUNZ} Z2 HollC AIEXQIERZ LMEl 7|2 T2H|X ' T UL ernetesOi|A{
olz{st Z=L2 of =™ CHSEILICt PersistentVolumes. EE2 MAMT 1 250| 222 TEtst £ 9l= Q|X|9}
7|8 BH™Hst= AER|X| E2iA Tt Q=X 2olghL|ct,

* KubernetesOi|A] 0|2{3t QEME = XtSO 2 2| ElL|CH T2H|X 'Y TridentS Ea2{™ sH&
@ TrldentS %.I'?_Iol'élklg

Trident 50| * Deleting * AEi 2 HH|0|EEIL|LCE,

© AT ALIAIO| Qs PVE AH|BHE B
AHAFS R|48oF BHLiC

Trident 2&S AH[5I2H &2l

Mkt
o
4
0x
rlo
|H
o
Rl
i
=)
30
2
o
ot
rr
i[2

42 Folgittt.

=4 4 = 4QL|ct A9

H 2XtE ot Trident API HHZ("1")

= ZXAHE o Mdg 282 o|ERILICt

storageClass 2 2Xrd o] 222 o2 H| XL )

MEHSHLICE A8 AEZ|X|
SeiAJLICH

37| A o g gEd 2829 37|
(HIO|E) Lt

onzE= oxiy otL| MBS IRES Q¥ It
EEE ||%§n

LH2 0|5 ZXAHE OfLIR AEZ|X| A AR U=
Aol 0| ECE,
TridentOf| A 44

CloneSourceVolume 2x1d ofL| 2 ONTAP(NAS, SAN) e
SolidFire - *: SX|g =&Y
o|ELICt

SplitOnClone 2 =Xt ofL|2 ONTAP(NAS, SAN): &<l

XA SE0M 2EES B2LRLICH

ALHAE X% 2xtg ofL|R ONTAP - *: AL8% ARHA

PEN
o

snapshotReserve =hNEe: ot ONTAP - *: AHLE8O0=
o[ 2fEl %E | Hl=L|Ct

LHE LY 7| & *H St oL ONTAP-NAS *: A8

AATE FH
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£ oy L4 9AQLICH ek
AHAF CEER| =YLct otL|R ONTAP-NAS *; ALHA
ClAE2| 7 BA|E=X|
2E LtEpPHL|Ct
unixPermissions N ! otL|2 ONTAP-NAS *: Z=7| UNIX
ot
=5 37| =X otL|R SolidFire - *: 22/AlE
37|
I A[AE =X OtLIR oY A| A SAEQLCE

Trident?} Y- JSLICH internalName 282 Mg ff 0| HAl= F HAlz EELICH HA, AEE[X] HF0 o

FIHEILICHZ |23t B StLl) trident L& WAE LMol HEAHE 25 0|50 Y2sto] YA 0|52 'ﬂE'—lq

<prefix>-<volume-name>. 1% CtZ MAIZON SHEE[X] b= —E—I}E CHAISHO] O| 22 AfHISh= &Y S

TIGHSILICE ONTAP HlES| AL 0|22 U EE HAM|SIEE LHE 0|E2 0| ElLICt <prefix> <volume-
FIESER

I
= == =
= S23Lc g4 Wlco| 29 WES sto|Zo2 HHELC,

name>)E =25 Y
=5 742 MBS RESTAPIE ALESIH S&2 A T2H| AT £ JAX|2H Kubernetes HIZLOf| A= CHEE 2
AMEX7H EZE KubernetesE A2 4O 2 G| MBILICH PersistentVolumeClaim 8. Trident= Z2H|X Q|
UEZ 0| 28 7HHIE Xts2 2 PHELCE

T2 MA,

OfAERZt EE|HIE snapshot LEHME
AHAE SEQ AT SHECE, M 282 8 HYoI7LI S+ ME|E S75t= O A 8E 5= ASLICH
KubernetesO| A 0|21t &t52 of| XA CHSELICH volumeSnapshotContent LEHME  ZF AHARS ALHAKY)|

CHet ClOJE{2] £A00 2 &0 HEELIC]

2t2} snapshot ZHHM|0fl= Of2f LIEE £80| ZetEL|C}.

M Y T @AQIL|Ct Ay

H 2xt o Trident API B ("1")

o= =Xt ol Trident AHAF 7HA| 2
O|EL|Ct

LHE 0| & =Xt o] AEE|X| A|AEIO| Trident
A AR JHH[Q] O] ERILICE

=B 0|2 N ol AL MMEIF P
=59 0|5t

=& =ZH 0| 22X+ ol AEE|X| A|AHIAM HZE
Trident 22 7HA[9|

|§?=l|—||:f

@ KubernetesO|A] 0|23t QEME = XSO = Zt2|ElL|CE T2H|X'd TridentE E2{™ s TridentS
SOISHMA L.

KubernetesE AtEE A2 volumeSnapshot M| QMO MME|H Trident= S AE2|X| A AR AMHAF
HH E MAStH 2SEL|CL & 22/ ELICE internalName O] AHAF RNl HMEOE Zoisto] MM ELICH
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snapshot- & AFHESI0] Uu1D 2 VolumeSnapshot JHAI(0ll: snapshot-e8d8a0ca-9826-11e9-9807-
2l
2|

525400£3£660)8 2= LI volumeName % volumeInternalName MY M[E HHE JINE HAOE
X EL|CH
=&

OIAER} EB|HIE ResourceQuota LEHNE

Trident deamonset2 S AF2EL|C} system-node-critical @M £2] 22iA - KubernetesOlA 7HE =2 M
2| 2efA - Astra Trident?7t W& LE = 0| 282 A'E % ™2|st1, Trident0| Al PODE A8 2[AA
g,ra_4,0| =0 S AEON W2 $*J =2 TEEEE AH‘J ofjhel = UASLICEH
O|Z <l Astra Tridente (&) AFEEILICH ResourceQuota Trident HIZ 0| A "system node critical" 24 &9
e ATt UHFE|=X] Qlst=E FHMIILICE Astra Trident= 1% S CIHM MM Mol S(8) &&LICt
ResourceQuota M| E Mot =, ZAME|X| gi2 32 "*R%H—ICP.
7|2 2las g ol M9 ZeHA0 et =7t Moj7 Hatt 22 S 4dY = JUSLIC custom.yanl E= &
M
o

TFABILICH ResourceQuota MO XIEE AFESH= 1A

CtS2 Trident 22| M =22 X|H5t= 'ResourceQuota’ 7HA|2| O IL|C}.

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass

values: ["system-node-critical"]

of

2laA

n

FRE2FOl| CHet XhMlet LHE 2 8 EERSHYAIR "Kubernetes: 2[2A SHEf 2

o .

HME| ResourceQuota AX[0f AMIist AL

EE ZRX[2 o= X7t Hiufdt= ZR7t UELICH ResourceQuota M7t HEE[ASLICH HA A ZSHYAIL

ot
"M St 2% CHZ ChAl 2RI

0] 7|50| Zt=6tX| UAOH E £590F X|HELICI ResourceQuota LEHME

XHI 2laA S-S Mofste = B2 Astra TridentE MHE 4= UASLILE ResourceQuota LHE BHE AFESH=E
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kubectl delete quota trident-csi -n trident

tridentctl @3 3l SM
£ ZEIStL|C} "Trident X T2 03 HE" HHAZE QEIZ|E|, “tridentctl’ Astra TridentOl|
ZHHSHA| MM[A T £~ QELICH SE%H HBEE 7HE Kubernetes AFEXH= 0|2 AL2SH Astra
TridentE MX|g % otL|2} 2 M5 2825610 Astra Trident Pod7t Z2HEl HQJAH0|AE
Bl 4 it
A8 7hs3t B 9 g M
A8 HEE HE{H E HAYLICt tridentctl --help.
At 7tsth HE 5l MY S M2 O3 Z25L ot

Usage:

tridentctl [command]

ALE 7tsSH HHE:

St

* “create’Astra TridentOl| 2| AA S X718

=

. =
=

‘get’Astra TridentOl|A] StLt O &2] 2|AA

help: FHof ciet = RLICE

‘import’Astra TridentZ 7|Z 2|2

‘install’Astra Trident2 A X|gfL|C}.

* logs’Astra TridentOf| A 23 QIABILICE
* “send’Astra TridentOl|A] 2|AAS HHL|C}

“uninstall’Astra TridentZ H|7{gfL|C}.

Lfct.

‘delete’Astra TridentOl| A St O|AFQ| 2| AA

=

=

* “update’Astra TridentOf| A 2|2 A S $HEHLICE,

* upgrade: Astra TridentO| A 2|AAS

* “version'Astra Trident2| HH S QIS A2,
Zej .

‘-d, --debug: = C|H1.

‘-h, --help E28%US
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‘images’Astra Trident0l] 223t Z1E|0|L] O|O|X| H|O|SS
AE 7HHEL|CL.

MLt

HSect.

ol
—

Mgt

20| =gt Ct,

HESHMAIR “tridentctl.

‘-n, --namespace string:Astra Trident HiZ2| LA HO|ARIL|CE,
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* -0, --output string’ &3 A4l json|YAML|name|wide|ps(7|2%}) & StLt.

* ‘-5, --server string:Astra Trident REST QIE{H|0|AS| FA/EXEQ]

@ Trident REST QIE{H[0| A= 127.0.0.1(IPv4S] ZQ) L [:1](IPv62] Z2)0fl ATt 241

ME[ABIES 4 = AFLICE

@ Trident REST QIE{H|0| A= 127.0.0.1(IPv42| ZBR) == [::1](IPv6S] Z)0I AT =21

MH[ASIEE P4 4= ASLICE

£ Maligt £ UESLICt create Astra Trident0l| 2|AA S ZIt8H= Ha QLT

Usage:
tridentctl create [option]

ALE 7ts3 SM:
‘backend’Astra TridentOf| BHIEZ X7}t C},

Il
0
I
1
£0

Usage:
tridentctl delete [option]

ME 7ttt 4.

* “backend’Astra TridentOf|A] StLt O|Ato| AER|X| BHAIE S APK|BIL|CE,
* “snapshot'Astra Trident0|A| StLt O] &2 Z2& ARAFS AMH[BLICE
* ‘storageclass’Astra TridentOf|A] StLt O| 42| AEE|X| F2{AE AFH[EfL|CE.

* “volume'Astra Trident0| A StLt O|AFQ] AER|X| 2&2 ArF|L|CH

get

SLIC} delete Astra TridentOf| M 3L} O] ¢8| 2|~ A S H|Hdt= E

YL,

£ Mol & QISLICE get Astra TridentOll A StL} O|AF9] B|AA S H|Z6t= HHQULICE,

Usage:
tridentctl get [option]

A Jhset 4.

al
ES

al
ES
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* “backend’Astra TridentO|A] StL} O] A2 AER|X| HIIEE HIOM|Q.
* snapshot: Astra TridentOl|A] SfLt O| A| ARMARS Jh ZL|CE
* “storageclass’Astra TridentOf| A StL} O|&to| AE2|X| 22AE CHREESIYAIL.
* “volume’Astra TridentOl|A| StLt O| &2 EEE 71 HAI2.
volume Z2i:
**-h, --help: 250 Cist =SLUALICE

* -—parentOfSubordinate string: ot?| }E S2ECE #2|E H|etetL|Ct.
* ——subordinateOf string: =8 5£ot=Z #H2| H|ot.

rd
mm

£ Aaligh £~ QIELIC}H images Astra Trident0f] Z 23t Z1E|0|L O|O|X| Ef|0|22 245t

Usage:
tridentctl images [flags]

=zi3:

*-h, --help’': Help for images.
* -y, - -k8s -version string ': Kubernetes 22{AE{2Q| 2|0] Q= HT

import volume
Alslish 2~ ﬂﬁLlEI‘ import volume 7|2.'_S E2 Astra Trident= 7I'X:*QE %%IO:IL’“:I'

Usage:
tridentctl import volume <backendName> <volumeName> [flags]

HA:

volume, Vv

Ml

2i3:

* -f, —filename string’YAML &&= JSON PVC It 2 0| S8tL|Ct.
* °-h, --help: =E0|Cigt =SLUL|CH,

* *-—-no-manage:PV/PVCEI ¥ =& 2t0|TALO|2 22| E JHHSHX| OFYAIL.

E MAHE £ AUSLICH install Astra TridentS A X|st= S IL|Ct,
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Usage:
tridentctl install [flags]

2 3:

* ——autosupport-image string: AutoSupport ¥Z ZF&2| ZH|0| O|0|X|(7| 22} "NetApp/trident
autosupport:<current-version>").

* ——autosupport-proxy string:AutoSupport Z2|HEZ| MES 2Tt TEA|Q FA/IZEQIL|CE,

* ——enable-node-prep: =50 2R3t |7 |X| BX[E A|=gfL|CH.

--generate-custom-yaml: OFF AL AX|SHA| &1 YAML OHY S MM StL|CH

* -h, --help: 8% =32,

* ——http-request-timeout: Trident ZAEZ2{2] REST APIO| CH3t HTTP 28 A|Z X10tE MA Qe Ct
(7122t 1m30s).

* -—image-registry string: LHF O|O|X| 2|X[AEZ|S| FA/EXEQIL|LCE,

* *--k8s-timeout duration' 2= Kubernetes Xt (7|23} 3m02|)2| A|ZH X2,

* ——kubelet-dir string: kubelet®| L& &EN(7| 22} "/var/lib/kubelet")2| A E 9| X|IL|C}.
* *--log-format string'Astra Trident 22 &4l(text, json)(7|£ "text").

* *--pv string’Astra TridentOl|A] AL&3H= 2l|HA| PVe| O|SRILICE. O] 0| F0| EXMSIA| t=X| SolefL|CH7| =
N =~—11]
OoSTT )

* "--pvc string’Astra TridentOllA] AF23t= 7|= PVCe| O|ERIL|Ct 0] 0|S0| EXSHX| t=X| gelgtL|Ch(7|&
N =~4—1
HsF").

* "--silence-autosupport' AutoSupport HEZ NetApp0ll AFS 22 ELHX| AELICHZ|23): true).
* —-silent: HX[ot= SO HEEQ| EHES H|ZHS}EILICE

* ——trident-image string: &X|g Astra Trident O|O|X|.

* “--use-custom-yaml'&& C|HEZ|0]| Q= 7| YAML DHL S AHSEL|CH

* ——use-ipvé6: Astra Trident?| S410l= IPv6E ALERIL|CE

logs
E A = ASLIL 1ogs Astra Trident2] 235 14g S2HIYLCH.
Usage:

tridentctl logs [flags]

* “-a, --archive: 8L 2 X|HS}IX| ¢= ¢ = 25 ALE3H0 X[/ Ot7t0|EE MLt

*-h, --help: 20 3.
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* -1, --log string: EAIZ Astra Trident 27. E2|HI E|auto|E2|HI E-operator|all

* “--node string’ = POD 23 & &g Kubernetes '« = 0| SIL|C.
* "-p, --previous: 0| ZH|O| QIAEAQ| Ciot 27t JOH JHHZLILCE.
* " -—-sidecars: AFO|E7t AE[O|H2Q| 25 JtHFLICEL

send

&LICt send Astra TridentOl| A 2|AAE HUjlE EHQL|CE

Il
0
Il
1
£0

Usage:
tridentctl send [option]

ALE JtsTt 4:
“autosupport’ AutoSupport 0t7}0|EE NetAppL 2 H&TfL|Ct.

uninstall

E Mgt 4~ QISL|CH uninstall Astra TridentES M| 7{st= Z2i 1)L C}.

Usage:
tridentctl uninstall [flags]

= .
*-h, --help: MH =SZLICE.
*--silent: M[AH & iR 22| =2 H|ZMotetL|Ct.

£ e & USLICH update Astra TridentOi|A] 2[AAE ESH= BHYLICL

Usage:
tridentctl update [option]

AL 7hstt S4:
‘backend’ Astra TridentOf|A] BHAI=EE A GH|0| ETIL|LCE.

E MAle £ UELICH version SO E AFESHH 2 HH S QUMBILICH tridentcetl X &

20
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Usage:
tridentctl version [flags]

II:EH—|_
*——client: 22I0|HE HHEIHAHI} HRSIX| 2£3).
*-h, --help: HHO|CHSt =S EALICH

POD E9t EZ(PSS) U H o ZEIAE H|2H(SCC)

Kubernetes Pod 29t EZ(PSS) & Pod EO HX(PSP)O|A A2 Aot &= Holst
Pod2| S22 HIgtetLICt. OpenShift Security Context Constraints(SCC)x OpenShift
Kubernetes Enginetl| £E& ot POD H|ot2 Fo|efL|Ct 0|22t AFEX} X[ ™ E H|S5H7| 2f8H
Astra Trident= AX| 30| £ #otS 24 otetL|Ct TS MMl = Astra TridentOl| A
Aot AL #otol| CHSH XhAl|s| dH S|t

@ PSSE= Pod 29t M*(PSP)2 CHAM|EILICE. PSPE= Kubernetes v1.210lA AF2E|X| O H
v1.250| A MIAELICH XEMISE LIE2 S ERSHYAIR "Kubernetes: Ot

220t Kubernetes = oF ZIEIAE 5l 2tH TE

ot M

EH Aot CSI% ALE5I2{H OHRE X|™0| Ltrgro|o{of ghL|Ct.

%, Trident & ZEJ} #3H0| = ZH|O|HE AEHsH{of

°“—|Ef XAt 182 2 HESHYA|R "Kubernetes:
OIRE Mo},

SAE HE/Z iSCSI H|20f| ZRTL|Ct iscsiadm iSCSIOIREE
2250 SAE HESZE AH85IK iSCSI H| 21t
SAELICE

SAE |PC NFS& IPC(EZMA 2t SA)E AHE3H NFSDet
SAELICE

SAEPID Z AZf{of SILICt rpc-statd CHoH NFSE MedshL|Ct
Astra Trident?7} SAE T2 MAZ Z2|5l0] &0l {EE
Z™EILICE rpe-statd NFS 282 OHRESHZ| HOf
H ZALICE

HS gL ct E %EL!E.“-IEf SYS ADMIN HM%Ho| Q! E1|0||—‘|01| CHet

7|2 7|59 YL Z 7|50 HI-‘-E'LIEf 01|

Docker= ;‘4°*0| QU= ZH|O|Lof| CHel Ct= 7|
MESH|C}.
CapPrm: O000OOQO3fffffffff
CapEff: O000OOQ3fffffffff

Seccomp Seccomp T2 Aot Q= ZAH|O|LHAA] T4 "Xt

2 2"0|E 2 Astra TridentOl| A ZAstet & i&LICE
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https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation

et

SELinux

DAC

POD =9t EZE(PSS)

oy

OpenShiftof| A& #$H0] R
HAHELICH spe t ("

A= UE |0||-‘|7f ofl A
o2 I?_ Zefo|H") =l

| ol

=
ot ele= ?_‘|Eﬂ0|L-'1 oM AHELICH container t
coel HE containerd, 8! container-selinux

AX|E 2= 0| = ol M ’é'%t'%'l-llir spc_ t
SELinuxE 21X 2 H|gd3tsh= TH|QIILICE
[t2tA Astra Trident= 71| K| f&L|Ct

(Eo=]
seLinuxOptions ZI1H|O|HZ.

HBH0| U= 7IE|O|Lf= REZ M| 0{0f SL|CE HBHO|
e ?iEIOIL1'— rootZ AE|0 CSIO BB UNIX

A ZM0f| HAM|ATHL|CY,

2f A9 7|22k
pod- Trident ZAEE2{Q} L EE MX| enforce: privileged
security.kubernetes.io/enf U|JAHO|AO]| BHOISY 4 USLIC.
orce enforce-version: <version
HIJADO|A 20| S8 HEGHK| of the current cluster or
pod- OFHAI2. highest version of PSS
security.kubernetes.io/enf tested.>
orce-version
HAAHO|A 20| S S HESHH IET| Of|UR[X| gD "@F *c'i*"' MEE"EN ESHIE - CSI-...
@ "It e ie &~ QUELICEH 0] 22 ofl CHet WY AHO|A 2f|0[E0] J=X| =elgt |Ef perlleged
HAE|ASLICE J= B2 TridentS CHA| AX[EHL|CL.
PSP(POD =0t )
ZEo| =Lt AY 7|22
allowPrivilegeEscalation Hot A= ZH| 0| = Het true
olAZzo| M S 5{&3HOF gL|Ct.
allowedCSIDrivers Trident= Q212! CSI YA 2EES H|O AELICH
AHESHX| S LILCE.
allowedCapabilities Hoto| gl= Trident ZAH|O|LH= 7|2  H|O] QUELICEH
MNEHLCHH H2 7|52 HRE 5K
ool Hoto| = ZEo|Ho 2=
7tset 7|1s0| f{EL|C
allowedFlexVolumes Trident= 2 AHESHX| Q&LICEH H|O AELICH
"FlexVolume =20t T2t S8 &
=28 S50 X=X tSLIC
allowedHostPaths Trident = E XE= LEO| RFE I H|O| J}SLICH
ANAHIZ OIRESIEZ 0| 552
*"I"sf'_ Ol= OFF & 0| F-Oo|
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https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md

mEof @l2fgLct

allowedProcMountTypes
allowedUnsafeSysctls
defaultAddCapabilities
defaultAllowPrivilegeEscal
ation

forbiddenSysctls

fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

My

Trident= Ot 6t X| &&LICt
ProcMountTypes.
Trident= QtMSHX| 42 LRI}

AUELICt sysctls.

Aol A= AH|O|H| 7|52 =7t
27t glaLitt.
Aot o AZe|0| 93 5185t= HY2

Zt Trident EEOHM X-I 2| &L,
OtL|R sysctls S{EELICH

Trident ZiH|O|H7t R E
A EIL|CE,
NFS 252 OIRESIEHH SAE
IPC7}t 2F EMBHOF &L|CE nfsd
iscsiadm= AI25t2{H SAE
HIER|37tiSCSI O 22t SAI8H0F
SrLICt.

SAE PID7} QI=X| EoIs{of BHL|C}

rpc-statd L EO0|A Ml SALICH
Trident= SAE TEE AIRSHX|
AELICE

Trident tE IE= 2EES
Or2EStH™ Hoto| /= AHH[O|HE

A OF LTt

Trident = E ZTEL L C 1jel
A AE0f| JOF BHL|CH
Trident £ XE= 0| Y=
ﬂﬂmﬁeéﬁaﬂﬂggx
HAI:I L’ll:l-

Trident ZiIH|O|H7} REE=Z
ASHEIL|CE

Trident ZAH|O|H7I RE
ASHEIL|CE

Trident7t AF2E|X]|
RuntimeClasses.

okAL|C}

Lo -d

Trident7t A& E|X| REASLICH
seLinuxOptions $4XH Z1H|0[L
Al A|ZHI} Kubernetes HHZ O] A
SELinuxE X{2[5t= HH2 M2
CHELICE

Trident ZiH|O|H7t REE=Z
ASHEIL|CE

-

A=
H|O] LS LICH
H|O] QS LICH
H|O] QASLICH

false

H|O] LIt

RunAsAny

true

true

true
HIO| }SLICH

true

false

none

RunAsAny

runAsAny
H|O] ASLICH

H|O] AIELICt

RunAsAny
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29

Trident PodOf|= 0[|2{3t =&
E2{0Ql0| HfL|Ct,

SCC(Security Context Constraints)

2t

allowHostDirVolumePlugin

allowHostIPC

allowHostNetwork

allowHostPID

allowHostPorts

allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

24

243

Trident tE XE= LEQ| RE It

AAHIS DR ESHLCE,

NFS =52 OIRESI2{H SAE
IPC7t 2t EA6HOF BfLICE nfsd.
iscsiadm= AL25t2{H SAE

HERA7tiSCSI o2zt SI8Hot
gLt

SAE PID7t QK| 2elshof gLt
rpc-statd T EO|A Ml SALICH

Trident= SAE TEEZ AI28}X|
or&LCE,

st U= 2ol Het

—

Ol AZ2|0| 84S 5{E8HOF LTt

Trident tE IEE 282

02 Est2{H #eto| = AH|0[HE

Ao oF BfLICt.

Trident= QtHSHX| @f2 HRIt
AELICE sysctls.

F3t0| &= Trident ZAH|O|L{= 7|2

MERCHH g2 7|52 Ha 2 oix
oron| 2sto| e 0| 2E
st 7|50| 2ofEIL|C},

Aol A= AH|O|H| 7|5 =7t
2RIt st

Trident ZAEH|O|LH{7} REZ
A EILICE,

0| SCC= Trident0f| 2t sHH=| O
AHEXFOf|A| BFQIS ElL|CE

Trident & ZC&= - C 1!
A|AHEIOf| M{OF BHL|C}.

Trident £ XEE= 0| Y=
ZE0|HE Mdstn 7|58 AN
Lt

Trident ZIH|O|LH7t REZ
ASHEIL|CE

(=13
=

=4

hostPath,
emptyDir

projected,

true

true

true

false

true

true

none

H|O] QS LICH

HIO] LIt

RunAsAny

H|O] S LICH

false

none

RunAsAny



2

selLinuxContext

seccompProfiles

supplementalGroups

users

volumes

oy

Trident7t AEE|X| AASLICH
seLinuxOptions SXH Z1E|0|L
Al A2t} Kubernetes B 0{| A
SELinuxE X2|st= WH2 ME
CHELICH

=3 AB0|L= S "HIRISH AEf2
AgElL

Trident ZE0|L47} 2EZ
AgElL

0| SCCZ Trident WY ATO|AQ|
Trident AF2XLOH|A| HIQIESEZ| 28K
StLto| eH=0| M| ZEILICE

Trident PodOi|= O|2{3t &
E2{aQlo| HegfL|Ct,

l0f QU&LICt

RunAsAny

oliE &l

glo

hostPath, downwardAPI,
projected, emptyDir
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