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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>
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tridentctl get node -o wide -n <Trident namespace>
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RHEL 8+

sudo yum install -y nfs-utils
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sudo apt-get install -y nfs-common
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RHEL 8+
1. Cg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10] 6.2.0.874-2.el7 O|AHQIX| &tolstL|C}.

rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
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sudo mpathconf --enable --with multipathd y --find multipaths n

@ 2RISfLICt etc/multipath.conf X8 find multipaths no OlA defaults.
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sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi
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sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 0| 2.0.874-5ubuntu2.10 0] &k (bionic) L= 2.0.874-7.1uubuttu6.1 0| A (focal)Q!X|
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dpkg -1 open-iscsi

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. OtE 42 4%:

sudo tee /etc/multipath.conf <<-'EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 2IBtLICt etc/multipath.conf ¥ find multipaths no OlA defaults.

5. ZOISHMAIL open-iscsi Y multipath-tools &3} 3 Al

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi
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RHEL 9 £ HZ3H4AIR
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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cat /etc/nvme/hostngn

@ Astra Trident7t 2 =™ _‘5.__|'|:|' ctrl device tmo NVMeZ} BELtE|HELE NVMeZt BEHE|X| EER
St= 74K O] M S HZASHA| OFMAR.

ol = 74 9l 2|
soll = 7

WA= = Astra Trident?t AE2|X| A|AH] ZHo] 2HA| S FHOIRILICE. Astra Trident/F 2E2|X|
A ABIDE EAISHE B DL Astra Trident7t AER[X| A|AHION 2ES TRH|XHsH= WHE
ot |__|

=

Astra Trident= AE2|X| SeiA0] Mo|E @+ Abgt LX[St= WA M AEEX| 22 RS2 = M3 L|CH
AEE|X| A|ARI0] CHEH BHAIEE P MSH= BtHo)| CHsl Zot=L|Ct.

* "Azure NetApp Files EE gt

* "Google Cloud Platform ¥l =0{| Cloud Volumes ServiceE 1A gLIC}"

* "NetApp HCI = SolidFire BiAIEE 1M BHL|CH"

* "ONTAP = Cloud Volumes ONTAP NAS EZ0|HE A25t0] BHollEE M| Tt
* "ONTAP == Cloud Volumes ONTAP SAN EZO|HHE AR50 Al EE 1| T}

* "NetApp ONTAPE Amazon FSx2} 271 Astra TridentE AF2SH A"



Azure NetApp Files
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
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Ct2 oflofl A= Astra Trident MIES MAX|BLICH cloudProvider AzureOf| HZEE £ QUELICH scp:

helm install trident trident-operator-23.10.0-custom.tgz —--create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

CHS W0 M= Astra TridentE AX|st0 & AH™SILICH cloudProvider O 223 X|™ Azure:

tridentctl install --cloud-provider="Azure" -n trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",

"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",

"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],
"notDataActions": []
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

AKS?| 2| Z|= IDRLICH

O el M2 MEFEIL|CH subscriptionID, tenantID, clientID, ¥ “clientSecret' 22|l = IDE
Age 22 Mo ALl

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB =E0i| chet Folo| o

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|&st1
E 2%t Active Directory Xt ZHE M3 = JASLICL
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HUAHO|AEE CE ofs A

o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

EEEEZE Y= M8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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tridentctl create backend -f <backend-file>
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version
storageDriverName
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storageClass
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apiKey

proxyURL

nfsMountOptions

limitVolumeSize
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network

debugTraceFlags

allowedTopologies
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- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl
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exportRule

snapshotDir

snapshotReserve
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m



XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* X MY StorageClass®L|Ct (cvs-extreme-extra-protection)’t A HMY| 7tA Zo0f Oj & ELICE O] &
AEAF Of|2F S2710] 10%2! 2|11 M52 M3st= R EQLICH

o

* OtX|2} StorageClassLICt (cvs-extra-protection) 10%2] AHAF O|2F 37t2 HSot= AEZ|X| E2
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D EYLICE Astra Trident= MEE 714 22 ZF5t 0 AHAFOf|2f 7 Alt0] &
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version: 1

storageDriverName: gcp-cvs
'012345678901"

software

projectNumber:
storageClass:
apiRegion: us-east4
apiKey:
type:
project id: my-gcp-project

service account

2 X|™LLICt standardsw

private key id:

client email:

"<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com



client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-

data.iam.gserviceaccount.com
client id: '107071413297115343396"
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

tridentctl create backend -f <backend-file>

o> rR

C Mdof| 2ofdtH wHll= 40| 2X7t A= AYLICH Chs HES HAsto 208 B0 QIS ele £
L|Ct.

$0 1Z

tridentctl logs
T4 oHYo| FHE 2lstn =8t = create BHES CHA| Al £ JSLICEH

NetApp HCI == SolidFire A= E A BHL|Ct
Astra Trident A X| A| Element HAEE HM5I10 AFSH=E WHE LOIHMAL,

K4 EEfO[H MR ZE

Astra Trident?} M35t= 212 CHS1t Z&LICH solidfire-san 22{AEQ} EASHE AE2|X| =210 QIL|CH
el = HNA 2EE ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|Ct.

£ 22I8MLICt solidfire-san 2E2[X| E2I0|HE FILE_AND_BLOCK _VOLUME ZEE X|gtL|Ct. o AL

Filesystem 28 IE, Astra Trident’t 282 HM6t10 IHY A|ARS MMSL|CH I A|AH @2
StorageClassOl| 2|8 X|& & L|LCt.
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=ato| nzEz CEg=lS oy A BT} RlRlE) s I AjAH
X gL
solidfire-san iSCSI = RWO, ROX, rwx, 11}0I AlAE-IIOl
ZS*II.

solidfire-san iISCSI I A|AE RWO, 33t xfs, ext3, ext4
AlZFSt7| Fo
Element BHAlEE MAS}7| Mo C20| Tesh|C},

* Element AZEQ|0{E A= X YE= AEE|X| A|AH

* 282 2 £ = NetApp HCI/SolidFire 22{AE 2t2|Xt = HIHE ALEXto|| CHst XtH S

* = Kubernetes XX} L =0 ME$SHSCSI S0| AX|E|0] QUO{OF SL|Ct 2 HESIMA|R "ZHAX} L E ZH]
bSl=k
o .

_I-I.

Of7H tH = AY 7|2
version ShA 1
storageDriverName AEZ|X| E2[0|HHQ| O|E/L|Ct atA "solidfire-san”
backendName MEX XY 0|5 E= AEZ|X| “SolidFire_” + AE2|X|(iSCSI) IP
e 1= FAQLct
Endpoint H'HE Xt4 3F0| U= SolidFire
SHAES MVIPYLICH
SVIP AEZ|X|(SCSI) IP F=A B ZE
labels S50 M8 2l9] JSON YAl
20| = MEIL|CE
TenantName ALY HHUE 0|2 5 8l= B2
MM =)
InitiatorIFace iSCSI EzlZlZ2 EH SAE “7|1 22
QIE{HO|A Z F|BtetL|Ct
UseCHAP CHAPE AHE3tY iSCSIE &
QIZtLICt. Astra Trident= CHAPE
AHEELICE
AccessGroups ArEY AMA OF ID SEQJLICH "E2[HIE"2t= HMHA OF2| IDE
FrSLCH
Types QoS At

38



of7H = Ad 7|22k

limitVolumeSize LYE ZSE I7|7t 0| UELt 2 ER “(|I2Mez MEEX| 43)
22 ool AofgiL|ct

debugTraceFlags 22X siZ Al AL CIHO null LI Ct

S LICE ofl: {“api”:false,
“method”:true}

() MS0IXI DHYAIR debugTraceFlags 2H o2 % XHHst 20 YX7t st Z2E Helohn

Off 1: Off CHet WAlE 1 solidfire-san M| 7HX| 28 RS 717! E2I0|H

H Qos S XHst= Ml 7HX| 2& fRdsS

O] 0ol A= CHAP Q152 AE6t= ol S Hof =10
oA SM0| &=&LICt ToPS

SBLICE D71 TS O M 2 AE2|K| SYAS ASH
AE2|X| S22 o7 HALC

M Jm
u
Ral
mju
L)
[>
i
0
10
mot
N

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

of 2: off chst WA= 5l AER[X| 22HA 74 solidfire-san 7t 20| U= EE0[H

O] oiloil A= 7HA ZE 1t O| £ CHA| HESH= StorageClasses?t i LA El BllE FHo| mAS H0of FLICH



Astra Trident= 2E2[X] 20i| = 20|28 Z2H|XJE M MAl= AE2[X] LUNO| SAFL|CEH HolE 2l

AEEX| HEXt= 7t E R OE SEEZ oIS S o[58 2 Folg £+ ASUICL

Otz EA|E ME Woll= Fo| MM EF 7|=¢2 € 2T5ts 2= 2&E2|X| 20 s EFELIL type &
7t 22 ofl Y2l&|0f ASLILE storage MMS XA, O] 0| M= L7 AEE|X| 20| XN RES
AYStn 25 E2 flofl @& 7I=US e L/t

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3'

zone: us-east-1b
type: Silver
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- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1"
zone: us-east-1d

arameters.selector ZEOM 2t
FLICH MEdst 7HA Z0f| 20| ™o =

CtS StorageClass &2|
StorageClass= 252
UAELICH

I

X M StorageClass@LICt (solidfire-gold-four)s & HWY 7t Z0f| OjZIEtL|Ct O] £+HEL ZE M52
H3dts FYet +FHAULICE volume Type Qos %&LICH OHX|2} StorageClass®LICt (solidfire-silver)
2 Holt M52 Maste AER|X| E2 SEYLICE Astra TridentZ MEfSH 714 22 AFstD AEZ|X| @F
At SFAZL|CH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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XEMISE LIS 2RISHYAIR

F B YNA 2E

ONTAP SAN =2}0|H

ONTAP SAN E2}0|H 7R

ONTAP

YO CHa ZOtEMA|2.

ONTAP SAN E2t0[H ME HEQILICE

Astra Trident=
OHMHA RE

ONTAP S AE{Qt EAME £

ReadWriteOncePod(RWOP)]L|C}.

®

E2to[H

ontap-san

=220

ontap-san

ontap-san

ontap-san

ontap-san-economy

Hz, =713 0|s

M2 2Idl| Astra Control2 A25t= 2R & X6

OIZEZ =8 Rt
iSCSI 22

iSCSI IHQ! A| AE]
NVMe/TCP 22

£

HZSHIA R

NVMe/TCP

ol CHSH =7t

PN -1

NVMe/TCP Il A|AE
2

EZSIHMAIL

NVMe/TCP

ol CHSt 3=t

A,

iSCSI 22

5! Cloud Volumes ONTAP SAN E20|HHE A2350{ ONTAP BHell=

U= 23t 22 SAN AEE[X| E2LO|HE
= ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),

N A BETE R|EL|C}
RWO, ROX, rwx, RWOP

RWO, 3te

IjQl A|AEI 22
P E0|M= ROX & rwxE

ArEE 4= glE L.

RWO, ROX, rwx, RWOP

RWO, 23}t

Y NAH 2§
BE0 A= ROX % wxE

A8 4= glEUCh

RWO, ROX, rwx, RWOP

=8 sl

HMSeLc X dEE=

AR Astra Control =20|H

.|.

X EE[= ot A A

I A|AEI0| Q&LICH
214 22 ClHto|AQiL]Ct

xfs, ext3, ext4

ol A|AEO] glELIC
2IA| 22 C|Hio| AL L}

xfs, ext3, ext4

o A A0 GlELITY.
HAl S5 ClHo| ALt
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E2}o|H TEEZS S8 ZE HM|A HETEX|HELICH X[E[= THY AJAE
ontap-san-economy iSCSI o A|AEL RWO, 35t xfs, ext3, ext4

oY A|AR E2F

B E0|M= ROX & rwxE

A8 4= RlEUICE

Astra Control E2}0|H 52
Astra Control2 2 MM3t 258 Qo st Hs, IHOH 23 0|SM(Kubernetes 22{AF 7t 28 0|3)2

MSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san SE2t0|H. S T XS A "Astra Control
SH A 7 At B BESHYA 2.

* M8 ontap-san-economy @7 2E A8 7t ELt 28 AC = O &&= 02 "X E =
ONTAP =& H|gt".

@ * At2 ontap-nas-economy @7 28 AME £71 ELF 2 ACE o &tk[= A0 "X E[=
ONTAP =& H3t" 8! ontap-san-economy E2t0|HE AtEE 4~ QIE&L|CE.

AESHK| OMYA|2 ontap-nas-economy HIO|E] B, Z{slf S5 EE= 0|S40| e Ao=
O AEl= ER

AEXL At

Astra Trident= YHIEH O Z 2 A28 ONTAP = SVM 2E|XE MHE Z10 2 of| ASLICH admin 22 A

AHEX} EE LTt vsadmin SVM ALE2X} EE= E%‘&* A2 12 CHE 0|29 AF2Xt NetApp ONTAP &2 ¢
Amazon FSx°| AL Astra Trident= E1*E1E AF23810] ONTAP = SVM 22| X2 AMSHEl Zio = of| AtgtL|Ct

fsxadmin AF8X}t EE= a vsadmin SVM AFEXF = SYot JHS 7P‘| CHE 0|52l AFEXH E STt
fsxadmin AF&Xt= EE1iE1 ZE|XHE Mt o = ML Ct.

E M85tz 82 1limitAggregateUsage W7} Ha, S2{AF ZA2|X} HoH0| 2QTLICE Astra
@ TrldentQP SHH NetApp ONTAPO| Amazon FSxE AtE%t= 2R, & ”XOH'ME
limitAggregateUsage 71 Ha= Ol M ZSSHX| RELICH vsadmin 3 fsxadmin AFHEX}
AH. o| o7 H~E X|™HSHH 714 =0l AlofgfL|Ch.

Trident S=2{O|HIt AEE = Q= O MSHH HES ONTAP LHO]| 2HS &= AKX HES
CHEE2 ME2R HE|Z0ME= FILAPIE 2E5E2 HO0|=E7 {E 1 QF7 25| ﬁ!%l—ltf.

NVMe/TCPO|| CH$t =71 D Atet

Astra Trident= £ AFE3I0] NVMe(H| 2 2d HZ22| AmeA) T2EZS X|HLC ontap-san LSS Z8?
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* NVMe S2ES| AHM A EE
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CESH = O Ao E2IO|HE Adist & & SILHE 7t2]7|= AEZ|X| 2HAE MUY = JESLICL OE 20, 2
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YAML

version:

backendName:

1

ExampleBackend

storageDriverName: ontap-san

managementLIF:

10.0.0.1

svm: svm nfs

username:

vsadmin

password: password

JSONS H X35

HEAIL

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}

e Fol= XtH ZHO| Yt HIAEZ MEE|= Rt /IX|2H= Holl /2
O|E/¥= = Baseb4 2 QAL E|0| Kubernetes &= = X ZHEL|CE tIHOil':°|
X|Alo| Heot st ChAQJLICE 2t Kubernetes/AE2|X| 2H2[XE7t

A7 i
"ogh|ct

* clientCertificate: Base64Z 2l
* clientPrivateKey: Base64 -

. TrustedCACertmcate Me|e

ol
= —
Z2 0| {7} H=Z HSaHoF SfLict dzg

(o]
ol
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] XMz2|et A4
QESLICH EB{AEEI CAZt AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22t0[|AHE AZM I 7|(1EHA)E HX|RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

+ &1 0| HHZS AHSHH ONTAP ?_'%M UHZ QHETLICH 1EHAN M MM El k8senv.pem LU LHES
£0d2 [}Z 'END'E ¢ SHAIR.

ot
2
i
_ﬁ
1]
rto
Hu

1)

4. ONTAP Eot 201 H0| X[ E|=X| &QIBLICt cert Q15 Wi,

security login create -user-or-group-name admin -application ontapi
-—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. MME| OIZME ARSI 215 S HAESILICH. ONTAP 22| LIF> 2! <SVM 0|E>8 2| LIF IP & SVM
0|20 H}EL|LCE

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64= QIE A, 7| X A=Y & A= CAASME I HLICE



7. o]

Pomcmosmssms= e e Pomccosoooosoososoososoososoosossosooos
Pommmmmm= e e T+
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Pomcmmsmomms= e et it e e et
Fomomomoe Froccomomo= +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
Fommmoommomm= fFromcmromsoososoms FomomoommomsmomosmrsmerEEoEEEEEEEEEEEEE
s Pemsocsos= T+
OIS Y'Y= YH|O|ESHALE 1t SES = HefLICt
TS A5 YHUS NS X2 VS SIS 712 MUCS AHOISY » SISUICE 01 o1 A8 0l8
/A= E MEdts HAES ASME AHESHES YH|0[E %* = A1 ASME ALEots HAEE= ALEX 0| T/ =
J[Hte 2 AH|O|ES & ASLICE O|FA ot 7| & 215 LHE * I710f1 M IS SHS FI1oHoF gLICh O
Che Alde Za o7 71 IehEl AH|0|EE backend.json IS AFEEILICE tridentctl backend
update.
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

THAOIM R 2 2UE AFEOHe HAEE M dRfLICt.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"SanBackend",
"1.2.3.4",

"svm": "vserver test",

"backendName" :
"managementLIF":

"Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"myPrefix "

"clientCertificate":

"storagePrefix":

}

tridentctl create backend -f cert-backend.json -n trident



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

AT E oM nf AEZ|X| HE2|XH= HX| ONTAPO|A AtEXIC| S E A0 EstofF BfL|CH 1
@ ChEoll= HAE HHO|EZL JASLICEH ABSME =|HE mf of2] ASME MEXOA =ote =
ASLICE O ChZ MA =T HHO[EE[ M ASME f%?:.“—llif J2{H ONTAP 22{AE{0]| A

O] QISME AHE &= ASLICE

£ YO0l Bl o|o| WHE =& CHet MM AT SEEZLE O|=of Y=

Holl = =2

= = E ‘—
SIELICE M IL|0|E7} MBXO|B Astra Trident7t ONTAP HiIet SAI6hn $% B8 X2 M2z 4
UASS LIEHL|CE,

Astra Trident= 2| Z2eF CHAPE ARSI iSCSI MM 215 &= JAELIC ontap-san % ontap-san-
economy E2t0[H. 0|F 2|8 M= 7t &g =tx[0{of °”—|Ef useCHAP ”—'1?1"2 20| M ).“JE—H*%* = AFLILL E Z
MESE AL “trye Astra Trident= SVM2| 7| £ O|L|A|0f|0|E] HOIS Qtutst CHAPZ FLAISIT dHoll = mHlof| A

AHEXt OIS A2 E BHELICE AU CHAPE A HES E5t= 20| ZEUICL LS ME 82
HZSHHAI2.
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I9tL|Ct usecHAP O§7 HEE 2 SMULICE 7|EMO 2 falseZ
MHE| O] YESLICE true 2 AHSH S0||= fals =

LESt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE&= Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE HMSt T A5 E HEL
LIC} tridentctl update.

MHES E8l usecHAP AEZ|X| HE|XH= AEZ|X| BN E0| M CHAPE LA SHE 2 Astra Trident0l| X|AIEHLICE.
of7]0fl= CtZ0| ZetELCt

* SVMOI|AM CHAP &:

© SVM] 7|2 O[L|AI0f0[E] Bot R340 none(7|2H 02 A1) * 0|3 * J|= LUNO| 2E0f 0[0] YO8 Astra
Trident?} 712 20t 982 = MHBILICH cHAP CHAP OILIAIO[EQ} EF ALS X} 0|2 % ot 714 8
ABHL|CY.

° SVMO]| LUNO| &=l AL Astra Trident= SVMO|A CHAPE ZA3tstX| &L Tt kA SVYMO]| 0|0
U= LUNO]| cist M AT HSHE|X| b LT

* CHAP O[L|A[of|o]Ef 8L E}ZI ALEX} O| B2t 2 E F-ELICE 0|23 M2 WA= 0] X[F3HOF gL{Th(#
SES)

BHO =7t MM El = Astra TridentZt SiiE 2 MAMTILICH tridentbackend CHAP Y% B! AM2X} 0|ES2
Kubernetes H/ZZ CRD 3! MZETILICt. O] BiAI= 0| M Astra Trident0]l 2|sf M M=l 2= PVSE CHAPE Sl
O EL| HZEEL|C

N

[n
i
e

HIO| EgL|CE

ol

H
o

mm
5
Ot
kl
=
°

0ilX CHAP D7 H=x

2= E YH0|ESI

IO ESIH CHAP Xt ZHZ YHI0|EY & JELICt backend. json I, CHAP
A0k RLICH tridentctl update BHE AHESI0 0|2{8H HE Al S vtIefLCE.
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HHAI = O] CHAP YZ E YUHO|EE i E AFE6HOF &L|Ct tridentctl HAEE AH|0|ETIL|C,
@ Astra TridentOfl Al B2 AFSIS MEHSE A olo D2 CLI/ONTAP UIE E8| AE2|X| 22{AE 9| XHH
ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|E HAL2 Y2 X AELICH SVMO|A Astra Trident”t X124 ZSEE 0| ESHH 24 MEfZ SXIELICH M
HZE2 UOIO|EE XHH B2 ALEotH 7|E HZE2 AL g4 MEf= RXIELICH 7|& PVSE A Z SiAISt CHA|
HZSIH HO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 71 &M 3L o

Astra Trident & X|0| Al ONTAP SAN E2I0|HE MMt Aot
MMM = WA= M of| K| 5! BackendE StorageClassesO| OH
HHEHE K 3LCt.

= YEHS LOEHA[RL. 0
o d

=
Lot= 2ol Chet M&
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OH7H -
version

storageDrive
rName

backendName

managementLI
F

dataLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

52

4 H 7|22k
a1
AEE[X| E2t0|H2| o|S|L|Ct ontap-nas, ontap-nas-

economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

MEXFXE 0|1 = AEE|X| #A= 20|t O] & +"_" + dataLIF
SHAH = SVM 22| LIFQ] IP FAILICE “10.0.0.17, “[2001:1234:ABCD::fee]”

FQDN(Yratel =HQl 0|F)S XIEY &= ASHICH

IPv6 Z2 12 AR50 Astra TridentE AX[$t AR
IPv6 FAE Af95f5§ HEY = ASFLICE IPve FA=
ot Zo| ci= = ™ols{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

22t MetroCluster MEH2 & &=XsHAI2
MetroCluster 0.

TZEZ LIFQ IP TAQLICE SVMO| M THHEL|CH

*iSCSI0| Lo M= X["SHK| O AL, * Astra Trident7t
AF2EILICH "ONTAP MEHA LUN H" Ot AE MMS
M= O ZR$HSCILIFE ZAiste{H 21 2l A
dataLIF HA|HOZ MO|EIL|CT

*MetroCluster?| B MEFSIL|CE * £ & ZSHMAIL
MetroCluster 0.

AEY AEE|X| 7H HAIJLICH SVMO| A T El ZL
managementLIF O|(7})
*MetroCluster®| Z< M2tgtL|Ct * £ X E = RAELICH

MetroCluster 0.

CHAPE AFE3H0{ ONTAP SAN =200l CHet iSCSI  false
Q= [Boolean].

i
i)
A
Ot
1k
>
30)

E 2 MAESBILIC} t rue Astra TridentOf|A] EHoll = 0f
IﬂﬂEl SVMO| Bt 712 &I’;OE AtSF CHAPE
TSt AFERILICE 2 EZSHY AL "ONTAP SAN
C2I0|HE AE5I0] uH __% TMe FH|E Lo E
ARSI L.

CHAP O|L|Al0f|0| = L|Ct EHett
useCHAP=true
220 M2 oo JSON &4l 2|o|2 MEL|Ct

CHAP EtZU O|L|A|0f|0|E 2= LICH Bttt 22
useCHAP=true

oM
40


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
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OH7H 4 29 =

chapUsername QIHI2E ALEX} O|EYLICH ERSH B
useCHAP=true

chapTargetUs CHAM AF2X} O|EQLICH EQFH AL useCHAP=true
ername

clientCertif Base64 - 22i0|HE QS A2l QAT = 2}
icate 7[gt 1B 0| AtEELICH

clientPrivat Base64 - Z22t0|HE JlQl 7|9| QIFE =l ZHIL|Ct. "

3
Il
Il
°

) l_%A'I w

eKey QIB A 7|8t QB0 AFREIL|CE

trustedCACer Base64 - AE[2 £ Q= CAQUSAQ elALE

tificate AALICEH MEH ALSE QIF A 7|gk Q1 B0 A EIL|C.

username ONTAP 2 AEQ} EASH=E O] LT AFEX} "
O|SULICE Xt BF 7|4t QIB0f| AFREL|CH

password ONTAP S2{AE{e} EAISHE O HQot 9SQL|C Ktz ™
=0 7|4t olZof| AL ELICH

svm Ar2EH AEZ|X| JFAF HAIQIL|CH SVMOi|A| It El HR
managementLIF O|(7})
X ™= ASLIC

storagePrefi SVMOM M EE2 Z2H|XIY M A= HFAL trident

X
LSOl $38 4 ¢t
SENECETPUET

—

SLICt o] 7K =5
HA= S H-GSHOF gLt

limitAggrega AFE2EF0| 0| H|EE2 X116HH T 2H| XY 0| MmystL|Ct. "(7|2Ho 2 MEL|X| ¢
teUsage

NetApp ONTAP EHl=0fl Amazon FSxE A3t

£ X|HokX| OHYAIR 1imitAggregateUsage. A&

fsxadmin % vsadmin OHJZ2|AH|0|E AtEE HMSID

Astra TridentE AFE5t0{ H[etsh= o 2ot #to|

ZOE|o] UK hELICH

limitVolumeS SKFE S8 37J|7} 0| ZELCIE 2R 88
ize Aotk

ot

ol "(Z1EHeE HEEIX| 8

EESH gtree 3! LUNO| CHSH 2t2]|35H= 2&°| 2|t 37|=
HjetetL|ct,
lunsPerFlexv FlexVolZ Z|CH LUN == H?I[50, 200101l RL0{0F LTt 100
ol

debugTraceFl 2K iZ Al A2 C|HI EcfIQIL|CE off: null
ags {"api":false, "method":true}

=H| 82 SOIX| 21 XpM|et 21 HZ o HRst It
OfL|™ AFESHA| DY AIL.



OH7H 4 29 =

UseREST ONTAP RESTAPIE AtE5t= 22 07 HQULICE * false
7l 0|2 27] *

USeREST ]IEIHIA_:I II-O-I |=|'c')'|.7|. OI-L.| ElAE 2}740"
HEE|= 7|= 0]2 E7|§ MSELICH E 2 Yot 32
true, Astra Trident= ONTAP REST APIE AFE5H0
A= QL SAIBILICE O] 7|SS AHE5t2{™ ONTAP
9.11.1 O| 40| HRBIL|C} ESH AFEE|= ONTAP 21¢!
ofgtof off CHat HM|A Hoto] JA0{OF ELICH ontap S&
EE_‘E” Ol= AP HolEl of 2l SFELICH vsadmin

8l cluster-admin 9.

useREST = MetroClusterOi| M X| & =|X| &L Ct.

useREST NVMe/TCPO| CHal 2bX S XtAS k=10 U

sanType E AE6t0] MEHBIL|Ct iscs1 iSCSI EE 2] 22 nvme iscsi H|O] Y= ELR
NVMe/TCP2| A2

;!.
Ol M Ol2{st ZEME AIESIY 7|2 Z2H|X'E S HOe 4= UAELICH defaults MES HZSHYAL. of|E S0, Of2

of7H = A 7|22k
spaceAllocat LUNO| CH$t 27t Shet "
ion

SpaceReserve _g_lj_l' 01'(%# EE, 01% (MI) I:I:l— IIEE"( ItLI-) llgi%ll
snapshotPoli AR2% AUHAF MEHOIL|CH "ea"
cy

gosPolicy MMEl E50| e QoS MM IFQULICH AEZX| & ™

[MA =N qosPolicy = adapativeQosPolicy &
SHLEE MEHSILICE

Astra Trident2t &7 QoS M I ES AtE5t2H
ONTAP 9.8 O| 40| ZQBtL|C}. ':”‘T"O QoS ¥M O F
Al2stn M2 1 Eo| Zt A QAHZ I-I_9_5|E§ o|-,_
20| IA|_||_'_|- 1O QoS MM IR IEQIIZE9 =

X 2| Zhof| Chal| AetsS ’5"'%?:!'4 Ct
adaptiveQosP MME ZEO| e HSH QOS M OFJLCH "
olicy *EE|X| E/H—'}'o.l":()"” qo sPolicy £&=
adapativeQosPolicy & StLIE MEHSILICE
snapshotRese AHEEOZ of|SEl 2 &2 HESQL|CE "0"Ql AL snapshotPolicy "US
rve uol , lac_jxl o;gﬁnuo”_lcl_.

>
P

splitonClone dH Al &% 220M 22S LT "HH
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oH7H i

nx

e

=E0| NVE(NetApp Volume Encryption)E
AotetL|ct 71222 YLICt false. O SME
AHE3E{™ NVE 20| AT SR AR 0| M 24 StE[0f
A0{OF SFL|Ct,

encryption

et =

HHAE0f| Al NAEZ} M 3HEl H L Astra Tridento|
DTZHXMYEE ZE EE52 NAEZL A SHEILICE.

FM AL, "Astra Trident7}

AtMet LHE2 L2 8 HZ0
HI-AﬁIll.

NVE ¥ NAES HEk= Y
luksEncrypti LUKS &Z2tE ALESL|CH 2 &ZTSHMAIL
on "LUKS(Linux Unified Key Setup

NVMe/TCPOI| CHS M= LUKS =27t X E|X|

LIt

Lo -d

securityStyl ME2 SE0| CHgt 2ot AEHA

e
tieringPolic "BZ"S AEdt= AHlE= X
y

S TZH| X9 o

Ch22 71220l Fol& o Lct.

version: 1
storageDriverName: ontap-san
10.0.0.1
trident svm

managementLIF:
svm:
username: admin
password:
labels:

k8scluster:

<password>

dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

unix

ONTAP 9.5 SVM-DR O|& 314 9|

AL "AUNHE
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E ME5t0] MME 2= 20 tho ontap-san E2}0|H, Astra Trident= FlexVolOf| 10%2)
222 F71510] LUN HEHHIO|EHE £=28LICE LUNS AF2XI7F PVCHIA &St "etst 37|2
@ O 2H| NI ELICL Astra Trident7t FlexVolol| 10%E HELICHONTAPOIA ALE 7tsTt 37|12 EA|).
O|XM| AFEXI7t QESH 7t S2 P2 o+ JSLICL L3t 0] HASE Qs AL JtsTt S7H0| 2tH G|
28| X| 2= B LUNO| 27| ME0| &= AS WX o UESLICH ONTAP-SAN-ZH|0= HEL[X|

&L Ch
2 HO|St= WA= 9| AL snapshotReserve, Astra Trident= CHE 1t 20| 282 3 7|2 A AkgtL|Ct.
Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH[O|H E +83I== FlexVolOl| =7HEl 10%2] Astra TridentLICt & snapshotReserve = 5%,
PVC 22X =5GiB2!l 22 & 8 37|= 5.79GiBO| 11 ALE Jts¢t 37|= 5.5GIBRILICt & SEIELICt volume
show BE2 O] Of[H|2t FAlH Z2HE HAISHOF SLICE

Aggregate State Size Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4
online RW 18GB 5>.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Gl 7|Z =50l Chio M AIME ArE0t=s RS B2 37| ZFYLIM.

x| ol o

L= oo M= R 22 7 H4E 7|12UCR FE 7|2 #485 20 UL 0l= HAES Folot= 7Hy 22
|:|I-I:HO||_|E|.
oHdd .

@ NetApp ONTAPO| A Astra Trident2t 27H Amazon FSxE AF25t= AR IP F4 A LIFO]| CHst
DNS O0|§& X|H5h= 20| E5LCL.

56



ONTAP SANZ2| o

O|A2 E AI8St= 7|2 4
version: 1

storageDriverName:

QULICH ontap-san E2{0[H.

ontap-san

managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password:

ONTAP SAN ZH| o

1
storageDriverName:
10

svm_iscsi eco

version:

managementLIF:
svm:
username: vsadmin

password:

MetroCluster 0

et

Fgt ol

23

ol

S0 el

xo|
o

J

AT AQIK| 2 U A9x| 4

==

dataLIF gl

1
storageDriverName:

version:

managementLIFE:
username: vsadmin

password: password

H|7=|O
=]

svm 07 He ol E EH

192.

<password>

ontap-san-economy

0,01

<password>

E
=

O= YH0|E

=
T =
C

Z&Liot

=L

ontap-san
168.1.66

A1 SVM2 X|™HELICt managementLIF £

UAELICH"'SVM =5 2

A2
(<]

=FetL|Ct
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IS M J[Ht Q152

| of

0|7LE~?**W“mk1cllentCertlflcate clientPrivateKey, U
= A= CAE Ar8dt= 2% t8 Ateh)=
9| 3:' MEE = = CA ?J’cfklgl base642

o
ot 4 9l NEEERE

Lo

version: 1

storageDriverName: ontap-san

| trustedCACertificate (MEZE

Ol X &ILICE backend. json 22|11 22t S2I0|HE QIS A, 74!
= AF2gtL|Ch

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HAIE0|A NVMeZE 7LHEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

-

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

7t E2f sl = of
O|2{3t el = Ho| med *”EOHA‘IE ot 2 BE AER|X| 20| CHell EX 7|2240] MY ELICH spaceReserve
918, spaceAllocation HAY B2, U encryption AXNY mf. 74 E2 AEZ|X| MMof| Ho|ElLICE.

Astra Trident?} "Comments" ZE0| ZZH| MY gHo|E2S *a* 4rL|Ct. FlexVold| =A10] MM EILICH Astra Trident=
DT2H|NEE of 7HA 20| Qs 2 E 20|22 AEZ|X| 20| SAFEL|CtH MOIE ¢ 0H AEE|X| 22|Xt= 7t E 8l
JIE 28HZ 0|ES EiIOIZHE”E Holgh 4 U&L|CY.

Ol oMz L8 AER|X| 0| XM HO 2 MY ELICH spaceReserve, spaceAllocation, ¥ encryption

LR 22 7|2US Ml
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

8ol = £ StorageClassesOi| OHZIBHL|C}

C}S StorageClass Hol&= 2 HERSHYAIR JHAr Z2f . E MEYLICI parameters.selector HEOA
Z} StorageClass= =82 @AHSH= O AFBE & U= 7t 22 = =YL|CH MEISH 714 20| 280 B2l =
'AHEh

-

i

SeletL| rotection-gold StorageClasse= 2| A Hj 7t&F Z0f| IfHELICt ontap-san MAIE. SE
t

2/ 2fLICp
Fopkel 7%% HEsth= fESt YL

v
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* £ =gt protection-not-gold StorageClasse= 2| 5 HMY 5! Al HuY 7tA Z0f| o ELIC ontap-

san HAE 2 0|29 HS £F2 XN|Sot= LSt EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* & Z2lghCt app-mysqldb StorageClasse 2| Ml M 7+AF Z0f| 0HZEILIC} ontap-san-economy BHAIE.
mysqldb 78 oi| chet AE2[X| E FES HMSdts R FYLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2| & HMY| 7HAF Z0f ojE EL[C}

ontap-san HAIE MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLILCL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ Z=/ELIC} creditpoints-5k StorageClasse= 2| M| HI 7tA Z0f| O ELICH ontap-san Ol Y=
sl = Sl | i 7tA ZERILICH ontap-san-economy HAIE. 5000 F2{|H EQIEE HRot RSt =
MH|A LT

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Z2/YLICt my-test-app-sc StorageClass 7t O BN EILICt testapp 2| 7t ZRLICt ontap-san £
85t 2XELICE sanType: nvme. O|A2 KT E HMIQHJULICH testapp.

2= T

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra TridentZ} MEHSH 1A 22 ZH™SID AER|X| F AFEE S A|ZLICE

ONTAP NAS =2}0|H

ONTAP NAS E210|H 7R

—

ONTAP 2! Cloud Volumes ONTAP NAS EZ}O|HE At23t0] ONTAP HHAIEE L MSt=
HHEHOf| CHoH LOEMA|L.
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ONTAP NAS E2(0[H ME HEQLICE

Astra Trident= ONTAP 23 AE 2L S4IGLY| 2{slf LIS 22 NAS AEZ|X| E2I0|HE MISELICH X E=
HMA BE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|Ct

Hs 2318 0|5ME 2|8l Astra Control2 AI28H= 2R £ XS AR Astra Control E2H0|H
@ =X g
cajo|uy nzE= 22 Q2C MHMA DI XJELCH  XY{E= DY A|AE
ontap-nas NFS E ot AJARL RWO, ROX, rwx, RWOP ™ nfs, smb
EERSHAAL
S27|Y
ontap-nas-economy NFS & ot AlA” RWO, ROX, rwx, RWOP ™, nfs, smb
ERSHIA R
47|
ontap-nas-flexgroup NFS Z o A28 RWO, ROX, rwx, RWOP ™ nfs, smb
ERSHIAR
SA7|Y

Astra Control E210|H T2t

Astra Control2 2 *oé,?_P ES floll Aot H5, s H 57, 0|34 (Kubernetes 22{AE] 7t 28 0|5)2
HSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san EEI0|H. & HZESHYA|L "Astra Control
M AN 27 A" E jt.:. SHYAIR.

HJIO

* AF8 ontap-san-economy 7 EE AL £71 ELt &2 AC = o &&= ZR0TH "X 2= =

ONTAP E& X3t
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZESHAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-

Mol XtH ZHO| Yut HIAEZ NEE|= RUSH X|2t= Hol R stMA|Q. BHAISTE MM =l = AR Xt

/%S = Baseb4 = QT L0 Kubernetes Yo = XZHEIL|CEH A= 0| MA/AL 2 XtA SHO| izt X[A0f
cols
T

2ot THAIJLICE M2t Kubernetes/AE2|X| ZE[X7t =gt = A= 22| HE ZH Lt

o>

79 7|E WIS QIEME AFBSI0] ONTAP M=ot S48 4 9l
2

* clientCertificate: Base642 Q132
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

* TrustedCACertificate: A 2|2 S =
22 0| Oj7H HE-E NI Solof gL|Ct AME[E 4 A= CATL AFEE|X| O™ 0| 22

LS — — =

2etel IS 20= o BHAZE ZEE LI

1. S2I0|AHE QAZ M Y 7|5 “HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXtE HHSIY QBSHAIR.

L|Ct. il = |0l = Ml ZkX]| OH7H H==T}
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] XMz2|et A4
QESLICH EB{AEEI CAZt AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22t0[|AHE AZM I 7|(1EHA)E HX|RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HOIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MMElIQIZSME A8t 2152 HIAEELICH ONTAP 22| LIF> 9 <SVM 0|E>2 22| LIF IP % SVM
O|EQ = HEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2QlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO|M R 2 2tE AHE5He] MM =S W RlL|Tt.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
Focmcomo= ommmcemos +

OIS Y= YH|O|ESHALL Xt SES 2 HEfLICE

HIo|ES 4= ASLICE. O|HHA| 5t ALEXL O|F
ISME AE3t= WA= = ALEX} 0| B/
1743t M 1E BHES 160k ghifct O

ps|

=]

Che Al Ha0 7H |_—r7|' E.:.E.J °:=1|:‘||0|EE| backend.Json mMAS MESLICH tridentctl update
backend.

N
o
0
HU
I
]
o
[m
rIJ°T+
§9
>
~
_lt'_
mo
opY
X
_O'_
i)
r2
.E
o
ro
oA
S oZ
T
rLIIo

71



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

ASE 2| MY uf AEEZ|X| 2A2|XH= HX] ONTAPO|AM ALEXte| 2 E HO|0|Estiof LIt O

(D Ch20ll= MAE HOO|EZL ASLICEH ABSME =|HE mf of2] ASME MEXOA =t =
AgLIC 33 ChZ HAETH HHO[EE|0] M (S ME AFERILICH O2{H ONTAP S2{AE0M
O|F QIZSMEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

HA=E HHO|ES = o|0] W= SFO Tigt MM AT SHE|HL O|=0f| HdE =5 HE0 S-S DIX[X]
ASLICH SAlE AH|0|ETH HZXO0|H Astra Trident’t ONTAP Hil=2t EAISHT ots £8 ZlS N2|g
ASS LIEFHLICE.

NFS AAZE FMS ptafgiL|ct
Astra Trident= NFS AAZE HM S ALZSI0 Z2H|X 5= EF01 Lot AMAS Ho{gL|C.
Astra Trident= HAZE FYHMS ALES Mff LIS F 7HX| S8 S HMSELICHL
* Astra Trident= AATE HM XA E SHoZ 22|d = JFLICL 0O 2 ZEO0|M AER[X] 22Xt 58
= A= IP F2E HEHHE CIDR 28 552 XIEYLICH Astra Trident= O[2{et Helof| £3t= == IPE

AAZE HMO| MHS2 2 F7HEfLIC E= CIDRE X HSHA| 8CH =0 M TAE 2 2E He|2 RLIPHAE
IPZt LHELHZ| FMof| =7HE LT,
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&LICt. Astra Trident= F140]| CH2

Astra TridentE AHSSHE ONTAP HIS 0| YATE HMS SHOZ B2t 4+ AUSLICE Wat AE2|X| Balxts
TR FHE 2502 Holehs hAl &QIR L PO SRE= T4 B7HS KW & YSLICH AATE HH
2H2|2 S5 LSO, AAEE FAS £HOHH Of 0|4 A2|X| SAAE{ it £5 Fteio| WK
SrALICE T3t AEE|X| SAAE|O] et HNAS XIFE Helo] 1P7H Yl FRAX} mEofE HSsto M HZstE
xS B2l xggLic

>

S UEL7| S AF8E mi= NAT(Network Address Translation)S AFESHX| OFYA|2. NATS
() Aol Axe|x ZESe|= AH P SAE 5471 OfLjat BHEQIE NAT 48 olAfstez
LHELHZ| Aol 2X|3H= &=0] Gl MM ATt HRELICH

oo
TR 4 U2 ALE8H0F LI} CH22 WA= Folof of LTt
version: 1
storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
0| 7|52 MY = SVMS| RE WA =E CIDR 2F(0l: 7|12 AAXE HM)S 5{&5t=
() oAAzme a3 s o|xol MHE ALE FMO| QUK HHRISHOF BLICE. Astra Tridentoll AtS 2
SVME X|Hst2{™ Al NetApp HE ZH Al E MEMA|L.
ChE2 f12 HIE ALE3HH 0] 7|50] 2tS3st= YAl tist @ LICt.

* autoExportPolicy 7t 2 ™ E[H QESLICt true. O] = Astra Trident?| O] et AAZE HAMS A
NS LIEPHLICE syml E AMESH &l =71 & AH|E X2[fLICt autoExportCIDRs T4 25, 0f
UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7} Y= BHAEE AT 4~ JUELICH
autoExportPolicy & E A™ELICt true O|2t= AAZTE HMZS MMOILICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMO|AL.

0=
0x
rot
nl
rr

1
uin
2

* autoExportCIDRs & 55 ZE0| ZgE|0] JYELIC} o] HEE= ME4 Ateto|H 7|2X 2= ["0.0.0.0/0",
":/0"|LICH HOlE|X| %2 B2 Astra Trident= X 20| Y= ZE MG HRQ RLIFHAE FAE
7:7|.'6‘H__| |:|-

T/I= .

Ol Oflofl A = RILICE 192.168.0.0/24 24 3ZH0| S ELICE O] & H|0| £5t= Kubernetes == IP7} Astra
Trident7} M Mst= AAZLE HHMo|| 3Tt S LIEFHLICE Astra Trident7t 23 E= L EE SE6HH 22| IP
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FAE HMSIo 0" MSE T4 SE0 XS 2HIBLICH autoExportCIDRs. IPE ZE| ATt = Astra Trident=
AMEl ZE0|XE POl CHot AAZE GM J XIS WHstH, AHst= 2t = E0]| CHol otLte| A2 AtEgL|Ct.

AHIO|EE £~ UJELICH autoExportPolicy X autoExportCIDRs HHollE = OtE =0f| AFZELICE 7|&
CIDRZ fEOE Ze[StAHLE AH|SH= HAE0| M| CIDRE F7te = U ELICH CIDRE AN = 7|&E HAO|
BOX|X| A== Fo[sof SLICL E HEdolst s MElY AE UAELICt autoExportPolicy MAMES HL
TFELE *HMEJ LHE'-H7| HMo=Z FoffL|Ct o[ ot S HHoHOF ELICt exportPolicy HHAE F49
Of7H LT

fjo

Astra Trident7} A= S H-H5t7 L} YH[O|ESE £ S A HAEE 2Rl ~ ASLICH tridentetl EE

S tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

L E7} Kubernetes 22{AE{0f| £7}E| 10 Astra Trident ZIEE2{0]| SE&|™ 7|Z WA=9| LHELH7| HAHO|
UO|O| EEILICHO X[™HE =4 Helof| £351H &) autoExportCIDRs W AEE).

= E7F HIAHE[H Astra Trident= 22121 EfQl HE WAES HASIH L E0f CHet UM A FEIS HMARLICH Astra
Trident= 2t2|=[= #AIEO| LHELYY| FHO|M O] .LLE IPE MAHSIH 2 OIRES WX|L|Ct B, S AES| A
20| M O] IPE CHAl AFESHX| B= of ORI LI L,

J|& dollEo| AR HAlEE Z AH[O|ERLIC tridentctl update backend Astra Trident7t AATE MU S
s 2 a|st=X| §—.?_°+L||-_—|' O|HA| 5t WoAlES| YUIDE 7|Z22 O|F50| X[FE M AAZE FHMO| *HMEF’

— 1 L——

HALO A= EF2 LA OI2EE T M2 WHE AAEE HMS AL

AR|SHEH SHOZ MAE LHIL7| HMO| ARIELIC

@ S 2e|Els 2T ZH0| = HAES
2 MeE|=|0f M AL E FHo| W ELIC

“—'.‘0"':7} ChAl S-S =|H HASTE A tl

[=
[=
2l0|E L EQ| [P AV} HH|O|EE|H L =0|| A Astra Trident PODZ CHA| A|ZtSHOF StL|CH O21 CFS Astra
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Clo[EgtL|C.

ZH|E Z20 [ olH E AL2610 SMB 2&E2 Z=2H|XJdE £ JELICt ontap-nas EBIO[H.

SVMOIA NFS & SMB/CIFS TZEEEZE2 2% -_rl*"°|'o:| 2 MAM8l|oF BfL|Ct ontap-nas-economy
(D ONTAP AILYIZ I3t SMB B8 0| £ TREE 5 S{LIE THIX OB SMB =8 Hof
ATyt
AlZFst7| Mol
SMB 2&2 Z=H|XNY5t2H HXA CHS &50| Q0{0f ghL|C}.
* Linux ZIEE2{ L E 5! Windows Server 20195 &dl5t= Windows X = =7} = Kubernetes 22{AH
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2F OFRE Sl SMB 252 X[ EL|CL.

* Active Directory XtZ ZHO0| L EtEl Astra Trident 2= 7} StLt 0| AF QUO{OF THL|Ct LS E MMM EHL|CH
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AE FME CS| ZEA|. E FAYLICH “csi-proxy’ & HESHYA|R "GitHub:CS| ZEA|" EE=
"GitHub: Windows2 CSI IZZA|" Windowsow AlSiE| = Kubernetes = E2| 2R

cHA|
1. 2 2)|0]A ONTAPS| 2L SMB 2/ MMSt7LI Astra TridentOl| A A8 4= QI&L|CY.

@ ONTAPE Amazon FSx0|= SMB 3R7 ZefL|Ct.

CtS & 71X 2 & otLtZ SMB &2 39S MAE » JELICt "Mucrosoft el 245" 38 S0 ARl =
ONTAP CLI AF2 ONTAP CLIE AFE510 SMB 2R E MAMSIHH LSS MEMAIL.

a. ot Zd IZR0| gt ClAER 22 25 MdeLct
E 22/gLICl vserver cifs share create B2 SRE WMSt= S0t -path M0 X|HE HEE
grolgtL|Ct X| et 227} glo™ HEo| AofghL|Ct.

b. X|™=l SVMzt HZAZ SMB

OH

RE MABILICE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SRt HHEIJU=X] el

75


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share show -share-name share name

() sa=xsNR 'SVB 292 MAHLICH B BEeHIAIR,
2. WIS S WNS 0 SMB 2ES XIHSI{H 32 TA6HO} BLICE DE ONTAP Sl 71 S 4of chet

ocoo=2
TtMle LHge 8 X r IA|2 "ONTAP 724 &M 8l o|H|& FSX".

OH7H 4 29 o

smbShare CtS & otLIE X-EY 4 JYESLICE Microsoft 22| 24 smb-share
L= ONTAP CLIE AME3510] MM E SMB 3/2| 0|
Astra Trident?t SMB 2R& MM& 4 ULE St=
0|8 = =50 tigt 28 37 WMAE &X|5H7|

[ — = oo oTr —
fI8Hl 0H7H H2 HIQ & = ASLICH

O| OH7H Ha== ALLH ONTAPS| B2 M= A iL|Ct.

O] Oj7HH 4= ONTAP il =0f CHot OfOFE FSxO|
LQstH H|/E £ Sl&LICH

nasType * 5 2 MEGOF 2LICt smb. * null®l 2R 7|24 £ smb
HH™EILICt nfs.

securityStyle MZE2 =50 Cier 2oF AEr ntfs = mixed SMB
H2H=29
=& o
* 5 2 MAEG 0L SL|Ct ntfs E= mixed SMB
HE=9
=EEHo.
unixPermissions DCE MEHSHLICH SMB 250 M= * E H|¢ "
LO{OF gfL|C}. *

ONTAP NAS & S8 % o

Astra Trident 2 X|0fl ONTAP NAS E2}0|HE MM5t10 AL85t= WS LOotH AL, O
MMM = eil= 1M o X| 5! BackendE StorageClassest| OfZ st= HHEHO| CHSE A2
MHEE H|3gL|Cct,

OH7H M= =k =

version ShAb 1

storageDrive AERZ|X| E2t0[He| O|EQL|CH "ONTAP-NAS", "ONTAP-NAS-
rName Economy”, "ONTAP-NAS-

flexgroup”, "ONTAP-SAN",
"ONTAP-SAN-Economy"

backendName AtEX X|H 0|F E= AEZ|X] gHdl= E2l0|H O|& +"_" + dataLIF
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

oH7H i

managementLI
F

dataLIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

Ad 7|22k
S| AF £ SYM 22| LIFS| IP =AQILICH “10.0.0.1”, “[2001:1234:ABCD::fee]”

IPv6 221 E AR5t Astra TridentE AX[$H AL
IPv6 FAE AMESHEE MYY o UELICE IPve FAE
ot Zo| ci= = Holsf{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

2ot MetroCluster T&H2 £ HESHIAIR
MetroCluster 0.

TZEZ LIFQ IP FAYLICE
FA (&
XHE 748 HEELICt dataLIF. MBEX| = %"—‘?—

Astra Trident= SVMO||A H|O|E LIFE 7F&LICH NF

OIRE =0l AH2E FQDN(EH #8HE =0l 0|§)%

X|™stH of2] H|O|E LIFHA 2E MM S Q[ 2t

2l DNSE MA&E £ Ql&LICt.

X7 4 =0 HEY = ASLIC.

mo

HZOHHAL .

IPv6 2| 15 AFE5I0] Astra TridentE A X|st 4
IPv6 =AE ALESIEE MY 2 JUSLICE IPve
ot 20| CHE S 2 Hols{of BfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

o
-
RXAL
T4

—

*MetroCluster?| 22 MeFgtL|CE * & HZSIHHAIR
MetroCluster 0.

Ar8Y AEZ|X| Zha HAJLICH SVMOI| A T El H L
managementLIF O|(7})
*MetroCluster2| 2 ‘HeFptLICt * & XSHUAIR XEEASLICH

MetroCluster 0.

s AATE M MM 5l AH|O|E [Boolean] 242t HA

E AZELCt autoExportPolicy e

autoExportCIDRs &M, Astra Trident= AAZLE
HMS XSO B2|E £ YLt

| 7|ZE2 & Kubernetes = E IPE ZE{&sH= CIDR ["0.0.0.0/0",":/0"]
SEQL|Ct autoExportPolicy 7t EA3}EIL|CE.

E MEYLICE autoExportPolicy H
autoExportCIDRs &M, Astra Trident= AATLE

S xS0z pala £ YaLch

S50 M3 A2l9l JSON 4! 20| MEYLIC
Base64 - 22I0|UE QIZ M| AAGE ZIALICE ABM ™
7|8k IS0l ALSE LI

HE|X| g2 AL SVMOIAM X HE
E I SHX| k2
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oH7H i

clientPrivat
eKey

trustedCACer
tificate

username

password
storagePrefi
X
limitAggrega

teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol
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29

Base64 - 22I0|AHE 712l 79| QIR &l ZHIL|CE.
QI=Z M 7|Ht QI=0f AFREILICE

Base64 - AMZ|g 4= Q= CA QS A9l QAL =l
ZYRAL|Ct MEH ALSE Q1M 7|HE QIS 0f| AR ElL|C}

—

P

-

S AE/SVMO|| HZAE
7|8k Q150 AF2EILIC

EXt OIS RILICE XHE B

S AE/SVMO| HZsH= 2f= X4 T 7|t 2l
AHEE LIt

ol

of

SVMOIM M EES Z2H|XMdY I A& = HFA "E|HE"
2ot 20fl= OO EY = SUSLIL
AH2E0| ol HlES X1tstH T 2H|X'Jo| HmgfLct.  "(7I2XHe

ONTAP * & OOFE FSxOll= * 7t M E&[X| k&LICH

Q¥E 28 37|17t 0] gL 2 3% T 20 =
At

TSt gtree X LUNOI| CHEH 2t2[ot= 282 [t 37| &
2 M[SHL|CE gt reesPerFlexvol M2 ALE5IH
FlexVolZ £|CH gtree =5 AtEXL X HY 4= USLICH

FlexVolg} Z|Cf LUN 4= 2{[50, 200]0i 0{0F $tLc}. "100"

=H HZ Al ArEe Tl Sei a3 L|ct. of:
{"api":false, "method":true}

AMESHX| OFMAIL debugTraceFlags =X sHZ 2
XiMlet 20 "ot Hest ZRE Helstn

NFS E£= SMB =& MME Mot nfs
SME QL|C} nfs, smb E&= null2lL|CE Null2
MANSIH 7| 2HMOZ NFS 2850| MY EIL|C}

Kubernetes 1 2 82| OIRE M2 Uty o =
AEE|X| SeA0M XHE[X|2H AER[X| S2{A0|
O E M2 X|™SHX| kO™ Astra Trident7t AE2|X]|
sioll= o] 11 mof X[HE OIRE SMSE MBI 2
oLt

AEE|X| 2L £ 74 It 02 E SM0| XIFEX|
242 E2 Astra Trident= HZE 7 280 OIRE
SUS 25K &Lt

FlexVol'd Z|TH gtree, EI [50, 300101 A0{OF & "200"

ajo

glo

nullL|Ct



oH7H i

smbShare

useREST

OH7H -

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

29

oS

Astra Trident?} SMB

EEEEM U SS S7 A

HIS & 4 UALICH

A
4

ol 74

Of Of7HH 4=

S StLHE X1E 5

=
=

AL —
s

AA

EE= ONTAP CLIE AR5t

o

1O E A
SREM

2 R5IH HfI= & §lELIH.

7l&

useREST I =

o

3 cluster-admin

useREST = MetroClusterOl| A X|2I%|X|

YHE 280 €29 Qos FM IFYLICEL AEE|X| &

StLt

oj2| 27| *

=

cof

= MENSHL|C}

(B = |

A Xt

=~

o=kl

=

—

[HHAI = 0f| M qosPolicy &= adapativeQosPolicy &

7|2 TZ2H|NHYS Mo

A
SL
Al

o
H A A

Ct
A

o

|
H

AfLi ONTAPS| Z 2 ME Arete)

=

=13

. Microsoft #2| 2&
=289 0|8

Zzl SMB

o T —

J8 4 QR Bhe 0|2

AXI5H7| 2l8h oi7H

=
=
=

TAP EHoll =0f| CHSH OFOFE FSxO|

& 2ot ot H|AE EHA|
HEE|= 7|2 02| B7|2 MEBELCHL B 2 -t ER
true, Astra Trident= ONTAP REST APIZ Al238}04

SMELICE 0] 7|52 AE3t2{H ONTAP
9.11.1 O|&t0| L RBILIC} EEBH AFEE|= ONTAP 219!
Agtof| of cHst HM|A HHo] QO{OF BHLICH ontap S8
T2 0l APH HOlEl of ol ZFEILICt vsadmin

oLt

MYE 25800 2292 M3 QoS EM OFYLICEH
AER|X| E/MA 0N qosPolicy =
adapativeQosPolicy & StLtE MEfBL|C}.

ONTAPO| A X E|X|

ALH
—d

-

S
So

£80% ool

Al &2

oto
Lo

=
=50

-NAS - 0|2 0]

HH

=

=YLt

SE0M SES 22

gLt

o UELIC defaults MME

=4

smb-share

A3l

RSN, O|E S0,

A=t
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"0"el 2% snapshotPolicy "
"0| 1, J™X| FommlL|Ct,
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M

Oi7H A= 2

(m]
o
encryption M 2&0| NVE(NetApp Volume Encryption)E

gdstetict 71222 YLICt false. Ol F¥S

A85tEH NVE 2t0|dIATH S2{ A0l M &4 Ste[of
UO{OF BfLICY.

HHAE0f| Al NAEZ} M 3HEl H L Astra Tridento|
DTZHXMYEE ZE EE52 NAEZL A SHEILICE.

tieringPolic "BIZ3"E AIE%t= AS2t M
Y

unixPermissi REE MEHSHL|C}

ons
snapshotDir  Off HMAZ HOLL|Ct . snapshot CIHEE|
exportPolicy A2 AAIXE HM

=
securityStyl MEZ2 =50 gt ot AEHY
e
NFSE X|RBL|Ct mixed Y unix HOF AEFY.

ONTAP 9.5 SVM-DR 0|H A9

B AL X

NFS 289 AR "777", SMB 2&

B2 H|0 AS(NE S
llj_lﬂu

"7|%EAI-"

NFS 7|22f2 YLICt unix.

SMB 7|22t2 LIC ntfs.

SMB X|¥ mixed ¥ ntfs HOF AEFA,
Astra Trident2} 27H QoS B JIES AtE35t2{™ ONTAP 9.8 0| 40| HRPIL|C} HZF QoS HH
@ 22 AFRst HM 120] 2t TAQAHE ML= oI5t 210] ZALICH 28 QoS HA

dg2 2= °J:'§':°| e 2ol chol &etS MERLIC.

S TZH| X9 o

Ch22 71=2k0] Fol& o Lict.
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https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2310/trident-reco/security-reco.html

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE HLE ALESHO]
snapshotReserve Percentage U PVCE Flexvolll 3IAJZ|E SHIEA| X|HPLICI. AFEXIIL pvcE
SHSIH Astra Trident= M AHME MBS O 2 372 71X HE FlexvolE HHELICL. O]
AME S AHEXt= pvcOlM 22Xt MT| Jts I7tE =HY Ao QFE IZHHECE M2 IS
gEg 4 ELICH v21.07 O|MoE MRIM AHAF BHE Z7HS 50%E 610 pvc(0: 5GiB)E
e8d of MJ| Jtstt S22 2.56iB0| SatefL|ct. ARBXE @¥Tt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O| HE20f| ILEHEIL|CE Trident 21.072 AFESHH AFEXIZF QESH= AO| MT| Its
S710|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HHEZZ HA|E/LICE o= E%Hﬂ
%ELICH ontap-nas-economy. 0| 2H& HAS HE{H CH3 0|2 HXZSIUAL.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC RFUN Xt HUL|CH E 22IYLICH volume show BEE 0] 0|2t FAHst
ZItE HAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

O] HX[of| M 7|Z MAE = Astra TridentS H 10| =8 [ Y0 M BESHUZ = FS Z2H| X JELIC
Y2|0| =517 Hof| Mdet =82 3% HE AlE 2HESH| 28 282 2718 ZFHOF &Lt olE =01, 2GiB

PVCIt @l Z2 snapshotReserve=50 11 21, MJ| 758t 37t 1GIBE HM&St= 2&0| MM ESLICE o2
=0, 252 3GIBE =H5IH 0| =2|7|0| M0l 6GiB =252 M7| 7t &710| 3GIBE EA|E/L|LC}.

x| Fgol o

CHS GloM = tHEES| 07l 8 7|24 E FE 7 7182 B¢ FLICL 0l= #AEE F2o
YHALICE.

of
rir
J
0%t
ﬁ
Ho

@ TridentZt = NetApp ONTAPO|A Amazon FSx2 At235t= AL IP =4 Al LIFO]| st DNS

0|2 XIFst= Aol EELILH.

ONTAP NAS ZH = of

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 9

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|

JrrA

S U M F0| WIS OIS 2502 YH|0|ET R YEE WACES A 4 UL

7

HET AQX|QH 3 AQX|HMO| AL E AHE5I0] SVME X|FELICt managementLIF £
C

dataLIF % svm O47H B~ 0| E EH

version: 1
storageDriverName:
managementLIF: 192.
username: vsadmin

password: password

SMB =E&2| o L|Ct

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap-nas
168.1.66

eBackend
ontap-nas
.0.1

tZ&LItt.

LIC} "SVM 2] &

AHZE
S =

Lot
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ol

215 7

gt 2152 of

LL— O

1
backendName:

version:
DefaultNASBackend

storageDriverName: ontap-nas

M

CA QIS M9| baseb4 = Q12

Ol %A dlE MOl |RQULICH clientCertificate, clientPrivateKey, %
trustedCACertificate (ME[& 5+ U= CAE MESt= 82

a2 24Zf ZEL0|AE ASAM, el 7] 8 M = A=

Ct backend. json

EH AbEh)= off AL
YE US ASYLCE

O -

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX

trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

1S AAZE HHo| of
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1
storageDriverName:

version:
ontap-nas

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
10.0.0.0/24

admin

username:
password: password

nfsMountOptions: nfsvers=4

al
=

SHA|

by J==ke]]
mkoR=

Of 0|0l M= Astra Trident?t S& AALE FYHMI A0 AARE YMI SO = Mot SR
X|Alots SRS

nas-flexgroup =2t0[H].

LICt ontap-nas-economy % ontap-



IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

= 22/&LIL} smbShare SMB £E&S A3 ONTAPE FSxOf| OH7H H=7F HRelL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

7Ha Z2f Bl = of
Ofzi EA|El ME sHolc Mol mAUA of 22 BE AEZ|X| Z0f cigt EF 7|23240] HHELICt spaceReserve
813, spaceAllocation HAY 82, U encryption AXY . 7t E2 AEE|X| MMof| Ho|FL|CH,

Astra Trident?} "Comments" ZE0| ZZH|X|'d 2{|0|2S MERLICH HE2 FlexVol ford| A MEELIC ontap-
nas £ FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H| XS mff 7tA 0| U= ZE 20|22
AEEZ|X| EE0| SAKELICH Ho|E fld AER[X| 2E[Xt= 714 E 3 05 S8E= 2|0[22 20282 Hog &+

ALt
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O| Oflofl M= LB AER|X| E0| AHHHOZ MHELICI spaceReserve, spaceAllocation, % encryption

PE E2 7|2US MHYAGLIC.
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ONTAP NASZ2| of|

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET



ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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=

C}S StorageClass &2
2} StorageClass= 25

spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

8ol == StorageClassesOi| DHZIBHL|C}

KESHAAIR ThAt

Lo
— = o
£ 2 AEGH= O A Y

=

=2 il = o
L = A
ES

=

UFLILH.
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£ 22/3L|Ct protection-gold StorageClass= 2 At &
L

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

£ Z2&/8LICt protection-not-gold StorageClass= 2| Al Huj
nas-flexgroup HAE 20|29 HS +F2 N|Sot= KLt EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

=2 =
=2 ="1-d
7Y Ao ciet 222X 2 FHE M= LS SYILICL

2 E METLICt parameters.selector ZE0A
Ues 714 E2 SETL|CE MEfSH 7HA Z0| 2&0| H2lE|0f

& Hm 7Ha Z0f| 02 ELICH ontap-nas-
Cf

S Ul i 7t 20| tHEELICH ontap-

2lBLICt app-mysqldb StorageClass= 2| Wl HIY 7H& Z0f| 01 ELICH ontap-nas HAIE. mysqgldb



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & &/ L|Ct
ontap-nas-flexgroup HMAE, AMH 2| E3 5! 20,000EQE HME S NSst= Yt ELICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 22/YLICt creditpoints-5k StorageClass= 2| M| Hmf 714 S0 01 ELICt ontap-nas 2| BAE 3l
5 HY 7t EQLICH ontap-nas-economy HiAIE 5000 22X EXQEE HRot AU E MH|ARIL|CY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

-

Astra Trident7} 1Bl Jted ES AHEotD AEL|X| 27 AFdES SFA|ZLICE

AH|O|E dataLIF X7| PH =

CHS Y Mol

x7| 78 20| Clo|E LIFE HEE & A2H, YOI0|EE H|O[E] LIF7F ZehE M #Hlle
JSON IHYUS RIZE 4 UL
o= T AMd

L{Ct.

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt 3Lt O o] ZE0f HEE R ol ZEE Z&F LH2! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAPE Amazon FSx
NetApp ONTAP& Amazon FSx2} &/ Astra TridentS A5 A2

"NetApp ONTAPE Amazon FSx" NetApp ONTAP AE2|X| 2 N7t MSdt= ohY
ANAES Malstn Alieh &~ UL T 2AHHA 22| == AWS MH[AQJLICE ONTAPE FSXE
AH25IH =%t NetApp 7|5, s A &E| 7|5 83tz SAI0l, AWSO| HIO|H &
XZEot= O ohE thed, BEd, 2o 23S g28Y + JUSLICH ONTAPE FSX=
ONTAP I AAH! 7|5 8! 22| APIE K| EL(C

e

ok A|ABI2 Amazon FSx2| =R 2[AAO0|H, O]= AL ONTAP 22{AE{Qt RAFRLICE ZH SVM LHOj|Af mHY
A AEO THU D EEE X &SH= C[O|E ZAH|O[LH QI SfLt o] Mo 2&2 MMe &= AUSLICH NetApp ONTAPE
Amazon FSxE AIE5IH 22t =0f|A Data ONTAPZt 22| It A|AHIOZ HZEL|CH ME2 I A|AH
QS * NetApp ONTAP * 2t1 BfL|LCt,

NetApp ONTAPE Amazon FSx2} Astra TridentES AF25HH Amazon EKS(Elastic Kubernetes Service)0i| A
HAHE|= Kubernetes 2HAE 7} ONTAPOAM X[A5t= £ A It 7 282 Z2H[NJE = J&LICH

[}

NetApp ONTAPE Amazon FSxO|A AF2EILICt "FabricPool" AEE|X| A|ZS 2t2|EtL|Ct. 0] 7|52 AI235HH

ClIOE{2| MA|A B O R0] W2t HIO|E{E AIBo| MEY - ASLIC

r

= A
* SMB E8:
° SMB 282 £ Ar25t0] X|/IELICt ontap-nas S2H0[H{ 3 &l
° Astra Trident= Windows = E0j|A] A3 E[= Podd|2t OFREEl SMB 282 X gfLICE
A

* XS HHO| BHE Amazon FSx IHH A[ARIOM M2 EE2 Tridentol M AHE 4= gl&LICH PVCE
AH|SI2H ONTAP HZof Chet PV 3! FSxE S22 AfA[oliof eiL|Ct O] XIS X|5t2{H:

=]
o
° Quick create= AF25I0{ ONTAP It A|AHIE FSxE MMGHX| OMA|Q. HE MM I EZ20NM= XS

WIS AR T 4 00| +41 78 42 RIBotx| eLIC

° BE MY S AE0s B2 AtS HYUS HIZGoPLILt. XS MY S HIZH5HH Trident= 715l 3
WY g0l EES I3HCZ MAY 5= ASLIC
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

FSx for ONTAP E2I0|H ME HE
CtS E210|HE A238H0] Astra TridentS NetApp ONTAPE Amazon FSx2t E8tet £ UELICH

* ontap-san: 2 PV ZZH|X Y2 1838t Amazon FSx for NetApp ONTAP & LH0f| = LUNQIL|C}.

* ontap-san-economy:Zf PV Z2H|X Y2 NetApp ONTAP 2 &0 CHoll Amazon FSxE 714 7153t LUN
+E 71 LUNRQILICE.

* ontap-nas: 2t PV ZZ2H|X Y2 NetApp ONTAP =&01| Ciet MX| Amazon FSxIL|C}.

or
|'O|'

. ontap nas-economy:Zf PV Z2H|X Y2 qgtree0|H, NetApp ONTAP =2&& Amazon FSx& 74 7}
Qtree =7t YSLICE

* ontap-nas-flexgroup: 2t PV ZZ2H|X Y2 NetApp ONTAP FlexGroup &0 L8t FA| Amazon
FSxQLICE.

CE2l0o|H ME ME= 2 &XSIAMAIQR "NAS E210|H{" & "SAN E2}0|H",

Astra Tridente= 5 7tX| 215 2 =2 H3gL|Ct.

M 7|k Astra Trident= SVMO|| &X|El QIS ME AE0H0] FSx It A|AES| SVMt S4I8HL|C.

[2h 2 AFEE £ UELICH fsxadmin IHFY A|AH EEE= O ALEXIJLICH vsadmin SVME 28H

Astra Trident= ot CHE M E AOZ 0| MBILICE vsadmin SVM AFEXL EE= ST A S

@ 7tZI CtE 0| E2| AFE X} NetApp ONTAPE Amazon FSx0l|l= 7F Q&LICH fsxadmin ONTAPS|
HMgtEl WA AFEXIULICH admin S2{AE AFEXE 8 AFESH= A0 ZELICH vsadmin Astra
Trident2t .

XA 5 7[dh YHar IS M 7| S 2Hof| O| SIS = HMAES HHO|EY =~ AFLICH J2iLt* XA T 8
ASM * £ HMSote{ 1 o Woll= Mo| MmgiL|Ct. CHE QIE WHo = Heatst{H MAL FHoM 7|ZE LES
M| 78t ok LTt

* "ONTAP NAS ¢l
* "ONTAP SAN ¢!

| =n
o
=n
o
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* "NetApp ONTAP& Amazon FSx ZA{"
* "NetApp ONTAP& Amazon FSx 2211 HA|2"

NetApp ONTAPZ Amazon FSxE E&tetL|Ct

Amazon Elastic Kubernetes Service(EKS)MIA &= Kubernetes 22{AE{7}
ONTAPOIM X| 2otz 25 A IHY 7 252 ZEH| MY &= ULE NetApp ONTAP I
AAHIZ Amazon FSxE Astra Trident2t £ E.*%* T AGLCE

T At
EESE "Astra Trident @ TLAFSH, ONTAPE FSx2} Astra Trident2 £E¢6t2{™ C}20| TQEHL|C}.

* 7|Z& Amazon EKS 22{AF £= XA #2|™ Kubernetes 22{AE kubectl MAX|E|0] JAELICE

* 2HAEHO| XA}t EoM HAE 4= = NetApp ONTAP It A|AEIZ J|= Amazon FSx % SVM(Storage
Virtual Machine).

* Of CHel =H|El ZAXt mEQJL|CEH'NFS = iSCSI'.

@ Amazon Linux ¥ Ubuntudll 2%t == Z=H| THA|IE wa2tof LT "Amazon Machine
Images(OtOE A1 O[O[X|)" (AMI) EKS AMI S0 k2t CHELICE.

* Astra Trident= Windows = E0{|A| A= Podd|2t OFREEl SMB 2 &2 XA ELICH 2 &ESHYAIL SMB
=25 IZH|NYS Qs =H| & FT5IAA 2.

ONTAP SAN 2 NAS E2o|H £t

@ SMB 2&0 sl & M= 2R 2 A0 ELICH SMB 28 ZZH|HE 2 2|st =H| HAlEE
MAMSE7| Hof
chA|
1. 5 SILIE A0 Astra TridentS B EEHL|CF "HY I 2hEd",
2. SVM #2| LIF DNS 0|22 £ZXTLICt 6l £0{, AWS CLIZ A3t £ At&L|CH DNSName Off 2

Endpoints — Management [t HHS At <.
aws fsx describe-storage-virtual-machines --region <file system region>
3. Of it QIS ME oHE 1 MK|BHL|CH "NAS BHAIE Q15" L= "SAN EHoll= Q15"
obY AJARI] HEY 2 U= ZE IX|0AM SSHE AHE5I0] THY AJARI(C]: QIS A HX|)of|
@ EOQIE + ASLILL E ME ;LIEf fsxadmin AF2 X}, THY A|AEIS MAsH o) A Ot Ol

Ol A 22| DNS O|& aws fsx describe-file-systems.

4. of2fl of|ofl EAIE! CHE S A2t 22| LIFS| DNS 0|§& AHSt0] Wl mtel S MAetL|Ct.
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YAML

version: 1
storageDriverName: ontap-san
backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—

east-2.aws.internal

svm: svmO01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSONS ZZESHIAIR

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXKXXKXKXKXX . fsx.us—-east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"
}

Soll= BHS 7|0l LS XEAIS LIB S Che A3 E HESHIAIR.

° "ONTAP NAS E2t0|HE ALE35I0] ol =
_9

=
=
Sfof il =g

° "ONTAP SAN EZ2}0|HZ A}

SMB =& T=H|XJ S 2[5t =H|

E M2t SMB 282 TZ2H|MIE & JYELICE ontap-nas E2I0|H. E S=ELIC ONTAP SAN 2! NAS

CetolH Sgf LhS HHAIE 2t= L)

AlZHsE7| o

£ Ar23t0 SMB 2&S Z2H|X'd5t7| HOl|l ontap-nas S2t0|H, CFZ0]| A0{0F BHL|Ct.

* Linux ZIEE2{ .E 5! Windows Server 20198 &&= Windows Z AL = =71 = Kubernetes 22 AH
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|CH.

* Active Directory XtZ ZHO| 2=l Astra Trident 27t StLt O|&F QUO{OF HL|CH &S
smbcreds:

=
EAH

dghct
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AH|AZ FEE CSI ZEA|, & FMBLICH “csi-proxy’ & HESHYAIR "GitHub:CSI ZEA|" EEE&
"GitHub: WindowsZ CSI ZZA|" WindowsO0|A] A& E|= Kubernetes = E2| AL

EHA|
1. SMB 3 R/E MHYLIC CH2 F 71X Y & StLtZ SMB 22Xt SRE MY & ASLICH "Microsoft e
Z&" 3R 20 AYQI = ONTAP CLI AH2 ONTAP CLIE AHE5H0] SMB 3RE MAst2{H Lt

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. BRIt MAEIREX| FolgLct.
vserver cifs share show -share-name share name

G =

2. tﬂ'.lo.l'E% A A S [[H

o

o=
XtMst g2 = &

o>

IRSHYA R "SMB S RE dde

-
o
muin
0

EZXSHA L.

SMB =&2 X|H5t2{H Ct32 7460 2Lt 2= ONTAP HolE 14 ZM0f Cist
ZSH A2 "ONTAP 7 M 5l of[X| 8 FSX".

Oi7H H = 2% of

smbShare Microsoft 22| —E—%E_ ONTAP smb-share
CLIE AME3I0] MM El SMB 372

0| = Astra Trldent7f SMB

o= A =29
STr= Acl;lngI- OIEE olEE

XHe 4= JA&LCt
O| D{7HtH == ONTAP Hioll = 0f
CHSE Amazon FSxOl| ZfL|Ct.

nasType * £ 2 MMslof SL|Ct smb. * smb
nuII‘LI AR 7|2ue = A ELCt

nfs.
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

oH7H i

securityStyle

unixPermissions

ONTAP 714 &M 5! 0f|H|& FSX

Amazon FSx for ONTAPS| ol =

O£ ®MSELCt.

storageDriverName

backendName

managementLIF

29

M=Z2 =&0 tigh 2oF AE

* & 2 2F0O0F gLt ntfs £

mixed SMB =2&8.*

DCE MEHEHLICEH SMB E8
Ll M= * 2 HIS

AER[X| E2t0[H o] O|F LTt

AEX XM 0|18 = AER|X]|
HHOll =

28 AF = SYM 22| LIFS] IP

FAQLt

FQDN(E etz =0|el 0| 5)2

RIEe 2 QALct

IPv6 S22 E ALE5I0{ Astra

TridentE AX[St 2 IPv6 FAE
AMNESHEE MEY o UELICEH IPve

FAE EH:'-*QE =H0'|0F SFLICHOI:

[28e8:d9fb:a825:b7bf:69a8:d02f:9¢e

7b:3555]).

SFOfOF RfL|Ct. *

74 90 CHs ZOotEHA|L. O] MM0f A= i

of

ntfs EE mixed SMB &

o

FAF 1

o

00t

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

E2I0|H O|& +“ " + dataLlIF

“10.0.0.17, “[2001:1234:ABCD::fee]”
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OH7H 4 29 o

dataLIF TZEZ LIFQ IP F=AYLCH

* ONTAP NAS E2}0|H{ *: H| 0| Ef
LIFE X|"Hst= 20| E&LICt
HBE|X| ¢= AL Astra Trident=
SVMO|A| H|O|E LIFE 7t™ZLICt.
NFS O E 20| A2
FQDN(EASIE =09l 0|2)S
X|™stH o] HO|Ef LIFA 2=
WHAS 2ol 2I2= 28 DNSE
gk 4 ELCH X7 HH™ =0
UELICE S EZSHAL .

* ONTAP SAN E210|H *: iSCSIo|
CHoH X|HSHX| O A2, Astra
Trident= ONTAP MEHX LUN S
ALE3I0| Ot Z 2 MME dYst=
Ol 2R3t iSCI LIFS ZAigtL|Ct,
HIO|E] LIF7} HA|H O 2 Mo|Z|of
AO™ ANIt MMEIL|CE

IPv6 E23E ALE3}0] Astra
TridentS HX|ot H2 IPv6 F4E
ALEoteE Y 5= AGLICE IPv6
FAE HEZE F0{0F L CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).

autoExportPolicy s AATE MM MM Ol AHO|E  false
[Boolean] &3}

E MEELICE autoExportPolicy
% autoExportCIDRs &M, Astra
Trident= AAZE MHMS X502
el = JASLCH

autoExportCIDRs XX 7| =2 Z Kubernetes = E IPE "["0.0.0.0/0", "::/0"]"
ZE{ZISt= CIDR 22 QIL|CH

R =]

autoExportPolicy 7t
ghdstEL .

E MEYLIC} autoExportPolicy
% autoExportCIDRs &M, Astra
Trident= AATE HMS X502
za|g = ASL

labels =50 M8 9|9 JSON 4 "
20|12 MEIL|Ct

clientCertificate Base64 - 22I0|HE 2Z A Q|
QIFCE ZIULICE QIB A 7|t
QUS| AP EILICH
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OH7H 4 29 o

clientPrivateKey Base64 - 22I0|HE 7{QI 7|9 "
QIR E ZIALICEH 2B A 7|t
QIE0f AL EILICEH

trustedCACertificate Base64 - 2 E|E = Q= CA "
QIS AN QlFL =l ZRIL|C} MEd
Atk QIF A 7|49t Q15 0f| AFR EIL|CY.

username S AE E= SVMO|| HZEE AL Xt
O|EQLICt XtA BH 7|8t QIS0

-1 © O - O

AMEEILICE off: vsadmin.

password ZHAH = SVMY| HEs= 25
4 F 7|8t 2150 ArgEILICE.

-1 ©O O

svm At AEE|X| JHA HARILICE SVM 2| LIF7t XI5 = A0
IS EIL|CE,

storagePrefix SVMOUIA M EEE Z2H|MYE I trident
MEE|= MFAL
ME 20l 23 = ELICE O]
Oj7H HE-E AMI0|ESt™ M
SHAI= S M-dsljof gtL|C.

limitAggregateUsage * NetApp ONTAP * & OF0FE FSxO| AFESHA| ORMAI2.
CHoh A= X[ASHK| DR A2

ME fsxadmin & vsadmin
OHZ|H|O|E AtEE A M1 Astra
TridentE AH23}H0] H|otst= C
Lot #oto] Zote[of /UX|
obAL|Ct.

(=]

limitVolumeSize Q¥E E2E 37|71 0| ¢4ELCHE ER “(I2H2=z MELHX| ¢3)
8 o AojgiLct

CESH gtree 2! LUNO]| CH3H 2H2|SH=
=E9 [ 37| 5! S ISttt

qtreesPerFlexvol SHE

AE35HH FlexVol Z[CH gtree &5
AR X -e = AELICL
lunsPerFlexvol FlexVolZ Z|CH LUN === [50,200] 100
He| LHoi| RLofof BFLICE.

SANEH 8

debugTraceFlags EX iZ Al AR CIHO null@lL|ct
S aJLICE off: {“api”false,
“method”:true}

AHESHA| O A2
debugTraceFlags =X siZ& A
iMlet 20 "ot Hest ZRE
Helst
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OH7H 4 29 o

nfsMountOptions ZEZ 2EE NFS OIRE &M "
SELICH

Kubernetes @ 282 OIRE
SN2 YUMo Z AEZ|X|

Sa AN XML X9t AER|X|
A0 OIRE M2 X|HSHK|
QO™ Astra Trident?t AE2|X|
sl = o F-d mof X|ME OHRE
=MS ALESI 2 SorZL|Ct,

AEZ|X| E2A = 1A IHof
O E SM0| X|MEX| 2 32
Astra Trident= 2% g7 =E0|
O2E M2 MESHK| g&LCE

o

nasType NFS &= SMB =& M4
gLt

nfs

SM2 QLICt nfs, smb " EE
nullL|Ct.

* 8 2 HHFS|oF TLICt “smb
SMB 89| A2. * nullZ AX™sIH
J|2XMO=Z NFS 220| MHEIL|CE

gtreesPerFlexvol FlexVolZ Z|CH gtree, H2| [50, 200
30070 RLofof &t

smbShare Microsoft 2t2| 2& EE= ONTAP smb-share
CLIE ALE5I0] MM=l SMB 379
0|2 tL= Astra Trident?t SMB

no= SF A =o
SRE MM £ JEE 0|ES
o

Xge 4= AL
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oH7H i

useREST

SEELICE vsadmin & cluster-

admin 9,
HHIO|E datalLIiF X7| M &
CtS @2 Adlste =7 1M =0 H|O|E] LIFE HAY £ Ao, YH|0|E=l 4|O|E LIF7I I
JSON IS Hae & JASL |E|'

29

of

false

ONTAP REST APIE A
oK 7H

t8ots B2

HaLth * 7ls 0|2 =27]

useREST ZTZ2HM ] B35}t O

HAE shFof| A&E = 7| 0|2
HI|2 §3ELICh E 2 483t 2
true, Astra Trident= ONTAP
REST APIE A250] ol Eof
S|t

0] 7|52 A5tz ONTAP 9.11.1
O| 40| HRBL|C} ot A E|=
ONTAP 2101 Hgtof| off CHE HM|A
30| QUO{OF BLIC ontap S8
oz 0|l= A I-IO|E| of o|sH

SHE| A

[

—

f o

M

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

®

HEE| T dlof FLCt.

OH7H 4
spaceAllocation

spaceReserve

snapshotPolicy

PVC7t 5Lt O| 4o ZE0| HEE

ZHIMEE Mg

HE 2 o=

MM xhx

U&LICH defaults

My =
LUNO|| CHet 57t etet true
S0t BE "YS (W) EE"  none
HZwold}
=5 EL)
AR ARHAF FRQILIC) none

AZESHIAR. I

ChAl 22{2bA M HIOIE LIF7t

=01, Oofzf
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oH7H i

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy
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nx
o1}

%

A M E| EE(}" oI-I:}-oI' QoS H™ I-IxH

O O -

JEYLICH *EEIXI EE=
B =0f| A qosPolicy EE&=
adapativeQosPolicy & Of'-f%
MEHSIL|CE,

Astra Trident2t 271 QoS H*
JES AME5t2{H ONTAP 9.8
O|Ato| EHEBfLICE,

428 QoS WM IES Agotn
M J80| 2t AyRLHE
xgE s 2 ot 20| S5 29
Qos BH gL nE ARl 5
2|2l cifsh A3t HgeLict
MYE 2R S K

nO.?J_'
[®)
@]
()]

MM OFILICH AER[X| & E=
”“0” Z0f| M qosPolicy ==

adapativeQosPolicy & 5H—f§
MEHSELICE.

ONTAPHA K| & E|X] 4Z - NAS -
0|2 0|

ARHSE0Of Ot El 2 WEE

dd A M2 220M E2ES

o
setetL|ch

M 2F0| NVE(NetApp Volume
Encryption)E &AMatetL|Ct.
71222 LICt false. O] FME
AF238t2{H NVE 2t0| Ml AT}
Z2{AH|A 2M3tE[0] QLo{oF
grLfct.

HHAlE0f| | NAEZ} &M stEl 2R
Astra Tridentdll Z2H|XMHE R E
=52 NAEZ} 2 MStElLCY,

KHAE LHE 2 EHEE E=sH A 2.
"Astra Trident?t NVE 5! NAE2}

—
ASE|= WA,

LUKS ¢=2E AFEELICE 2
XS AL "LUKS(Linux Unified
Key Setup) AF2".

“w

If(BS snapshotPolicy USLICH
none, else

false

false

snapshot-only ONTAP 9.5 0|H
SVM-DR 74 &
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OH7H 4 29 =
=

unixPermissions =)

securityStyle MZ2 = Eted NFS 7|22 YLICh unix.

NFSE X|ELICt mixed H unix SMB 7|27} QILIC} ntfs.
HOob AEFY.

SMB X|® mixed & ntfs EOF
AERY.

of

A nasType, node-stage-secret—-name, % node-stage-secret-namespace, SMB =ES X[Hstn

Z 3t Active Directory Xt 3EHS Hla3e & JELICL SMB 2E2 £ M85 X2 ELICE ontap-nas
=2to|H Tt s

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-—-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

EKS £2{AE{0| A Astra Trident EKS O{E2 HH 23.102 ASLICH

Astra Trident= Kubernetes0l|A] Amazon FSx for NetApp ONTAP AE2|X| 2| E
ZtA2FSH] JHYXRE 22| Xt7F OHE2|AH|0|M 50| EE Y & JYE K| A LT Astra
Trident EKS OHE&2 |i XAl EHOot K| 8! HO 0| ZeHE|0| QIO H AWSO| A Amazon
EKS2t & AFEE = U= A2 ABWSLICH EKS HE2E AHESHH Amazon EKS
2| AE{Q| HOtT} OFHAMS X|AMO 2 HASIT =22 K|, 7A 9l |0 Este o
o Q &} xtojars =al _¢_ oIAL|LC}

R
AWS EKSE Astra Trident OHE2Z F1A4517| Mol CHS At S &QISHIA| 2.

* OHER 7tY0| = Amazon EKS 2 AE AFL|Ct

* AWS ORI S2|0] 204 Chist AWS &St
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
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"aws-marketplace:Unsubscribe
* AMI 8&: Amazon Linux 2 (AL2_x86_64) &= Amazon Linux 2 Arm (AL2_ARM_64)
* L5 R%: AMD &= ARM
* 7|Z Amazon FSx for NetApp ONTAP It A|AH
CHA|
1. EKS Kubernetes 22| AE{0]| A * Add-ons * B2 & 0| SEfLILCY.

EKS > Clusters ) netapp-test

neta pp-tQSt @ Delete cl;:|

(D End of support for Kubernetes version 1,26 ts June 2024, if you don't update your cluster to a later version before that date, it will automatically enter extended suppert. After the extended support ! Update now
praview ends, clusters on versions in extended support will be sebjost to additional fees. Leam more [

¥ Cluster info a0

Status Kubernetes version info Support type Provvider
@ Active 1.26 @ Standard suppart until June 2024 EKS
Overview Resources Compute Metworking Add-ans Authentication Observability Update histary Tags

Add-ons (3) i

r r 1
| Q. Fnd odd-on | Aury category W | | Any seatus b T |

2. AWS Marketplace 0HE2 * O Z 0|535l0{ _STORAGE_CATEGORYE ME{BILIC

AWS Marketplace add-ons (1) e |

Chgcapsary, nushacrdber ba g conbigere EE% add-onm o enhaoe yoee TES chiaZem,

0 Fad oddefeon J

Filtpring opdsons

starage ¥ I Any vondor iji.n]-pfir.lnl}nmdd - Clear filters |

¢

MMNetApp  AstraTrident by NetApp 8

Aytra Tradent s e Awznn Pha dor Retdpp ONTAP siorage mamssgemeen o Ruberneses i et
yous el opers and adminiitiaton: focin on applicaton deployment, Fhe for ONTAR fies il iy,
spmlaldrty s Prdegrabion rapatd die e i (e sl chiped s for crgamu et serkmyg efimiers
atrflmter e VAT el s TYnidurT detati [

Category Lested by Supported verbid | Prlcing startng ot
scrage Mk, .Ir\-:_m 127, 1,26 1,25, Wiew peiing
124,123 crtads [

3. AstraTrident by NetApp * £ %11 Astra Trident OHE2 2HQ12HS MEHSHL|CY

= - -

4. Ydt= FIt 7|5 HE S MESL L

=
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Astra Trident by NetApp

Listed by Category Status
Akstaps storage ) Ready to install
You're subscribed to this software View subscription J b
You can view the terms and pricing detadls for this product or choose
another offer if one is available,
Version
Srbewc the windon Ror thin Sddd-on
w23 10UD-cheabsal el 1 - |
Select IAM role
Sarlech am LM rode Bg s with ihin add-on. Tooreate 5 mew eeld, Tollow (P mbrociions im ihe Amucon EES Lises Guilde L.
Mot set & |
(] Fn'l'.u:'rmdﬂ
Not et o

- This acid-gin will use The 1AM reote of the nods wher it ins

S. LEOM AsE IAM I S MEISILICE
s +4

6. oo w2} 8 4

Review and add

Step 1: Select add-ons Edit

Selected add-ons

Gl Find odd-an |
Add.on name - Type v Skafu
metapp_trident=operator g @Hudj o natald
Step Z: Configure selected add-ons settings
Selected add-ons version
Rild-gan Nami Viersan 1AM role
LR _ 1SN DO el St VI3 10 0-whalsile. 1 Inbera froem pode

7. Create * & MEHNBILI|CE,
A

8. OH=22| MENTt _Active_QIX| hQlgtL|Ct.
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CLIZ AI2510] Astra Trident EKS OHE2S MX|/H|HEL|Ct

CLIZ AI23}0{ Astra Trident EKS Oil=22 A X|gfL|Ct
CHS M 0f|0f M= Astra Trident EKS OHE2S M X|EfL|Ct,

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version

v23.10.0-eksbuild.1 (M H™ Z&h

CLIE AL8510{ Astra Trident EKS OHER2S H|H{EL|C}.

CHS HE S AHSIH Astra Trident EKS 0H=20| H|AHEL|CE.
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

kubectlZ HHAI=EE OHSL|C}

A= Astra Trident2t 2E2|X] A[AH] ZEO| 2A|S FLYLICE. Astra Trident/t 2EE[X]
A AR SASH= B Astra Trident7P AEE|X| A|AEIOM EES EZEH[X '—'Of" HHS
2 ELICt Astra TridentE &X[¢t = O3 tHAl= HAEE MMSH= AQJLICH E —E@!?JLlEf
TridentBackendConfig CRD(Custom Resource Definition)E AME6HH Kubernetes

QIE{H0|A S S3l Trident HA=Z X g 8l 2efed = ASLICH S AHESHH O] XS

st & QISLICH kubectl BEE= Kubernetes HHE Q5 S5t CLI ERE AT &

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)e 2 AL S0 Astra Trident B{AIEE 2ta2|gt
2 Q= THEJE 0|F U= CRDYLICE kubectl. O|X| Kubernetes X AE2[X| #2[XH= HE HHE FEZ|E|
210| = Kubernetes CLIZ S8l 21T A= S MM gl ata|& £ UELICH (tridentctl)S 22IEL|CH

E MM i TridentBackendConfig LEME CIS1t ZH2 $4AM0| EHAHBHL|CH

* HHAIE = AL X7t M| 28t M| 2} Astra TridentO| Al XSO E MAMBHL|Ct 0| =22 LHEXMOZE 2
HEAMELICH TridentBackend (tbe, tridentbackend) CR.

* £ Z=/gLICt TridentBackendConfig Off XRSHA| HFQIY EILICE TridentBackend Astra Trident”}

2zt T rldentBackendConflg = AHE6t0] LY 0 E FXIBLICH TridentBackend. ™A= HAIEE HA|
5 1517 I3 AFE XA MS == QIE{HIO|AO|H, $XH= Trident?t A A| BHAIE ZHH|E LIEHL = SHHQUL

s
{JJ
0>
Il
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(D TridentBackend CRSE Astra TridentOl|A] A}S Q2 MMSILICtH e 4~ QIELICH WA EE
QUBI0|EdteiH 2 20101 O] S AMBILITH Trident BackendConfiq QEFE.

O YAI2 [ 0|2 FZSHUA|R TridentBackendConfig CR:

apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

o| 02 ATHE 2& YBLICH Trident - T4 27" sh= AE2|X| SHE/Mu|AC] ME TS 93t
ClaEalgiLict,

S 22BILICH spec HOIS 21 74 0hH W42 AFSBILICE O] G0 M HAS0 M Z AHBBHLIC ontap-san
of7|0fl EZ HZE 74 0h7l HAZ ALBSI0] AE2|X| S2to|HE CheRERLICE At Aga|X| Sato|Ho ciet
THEN =

* credentials: O] D7 AL TA TWEO|H AEZ|X| A|AE/MH|AZ O1Z6t= O AFRE|= Xt =HS
TSISHLICH AF2XE MM Kubernetes Secret@ 2 MMEIL|CH XA ZHS UL EHIAER MEISH £ QIOH QEJ}
HI'AH'c'SI-L_| |:_|.
=od -

* deletionPolicy: O] BE&= oA ~2Hslof A2 ™MO|BL|Ct TridentBackendConfig O|(7})

= o=
° delete: J2{H £ &=0| 2 AXEL
7| =24 LIT

m

f TridentBackendConfig CR & 2t SHl= O ZO|

° retain: 7f TridentBackendConfig CRO| AN|E|0{ = A= HO|J} A& =X|stD 2 el 5
USLIC tridentcetl. MM M 2 HHELIC retain AFEXIZL O|X EHE[A(21.04 O|F)2
CtRI20| =5t MAE HAlES RIS 4= USLICE o] HEQ| gf2 0|0 HHIO|EY = JASLICEH

TridentBackendConfig O] MM EIL|CE,

o= 0|2 E A8 HH™ELIC spec.backendName. X|H5HX| gfQ ™ HHAIE 0| F0] 9
(D O|EC= MHEELICt TridentBackendConfig @EME (metadata.name). 2 ALESHH A=
0|22 BAMo 2 MHSt= 20| £Z&LIC} spec.backendName.

109


https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

]

Ot BHAIE tridentctl HAE 7F YELICE TridentBackendConfig LEME 0| A O]2{at

HHANIEE 22|t E MEieh £ QIELICH kubectl 2 MMSILICH TridentBackendConfig

UELICH Yot 714 Oi7H (0l spec.backendName, spec.storagePrefix,
spec.storageDriverName'S). Astra Trident?l M2 MHE 2 XSC=2
HIQIZBILIC} *TridentBackendConfig 7|& BHAIEE AFETIL|CE,

T

A IR

= AE5H0] M A= S HEBILICE "kubectl THES +=AdHOF BiLICE.

1. 2 MMBHL|CH " HU|E[A B2, H|2 0= Astra Trident7t AE2|X| 22 AE/MH|AQL EASHE O] 2R3 XA
SHO| L= JASL|CH

2. 2 MMBILICt TridentBackendConfig LEME, AEE|X| 22{AE/MH|AO CHEt XEA|SH LI 2t O]
CHAO| M Mo A= E ERSHMAIL.

HAIEE MHot = 2 A2 offe MEHE 2ol = JUSLICH kubectl get tbc <tbc-name> -n

<trident-namespace> F7I M|E HEE £ZgfL|Ct

1ZtA|: Kubernetes Secret AiAd

HAZ0f Chet HMA XtH SHO| ZetEl Ao S MLt Ol 2 2AE2|X| MH|A/ZHE0ICE CHELICE | E S
CtZa 2Lt

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

O #oll= 2t AE2|X| Z3HE2| H|20|| Zet=|0{0F 5h= HETJL ROF&[0] JAELICE

AEZ|X| EHE Y= e 2FYLICH HIE

1=}
n

Mo
=]

15

L|c}

=
A SE0|AM E2I0|HE ID

Azure NetApp Files Z210|ME IDYIL|CH 9

GCP£ Cloud Volumes Service private_key_id 7491 7|9] IDQIL|CE. CVS 22| A}
0=|o|-° 7Pt| GCP A—|H|A 71|I-Io1| |:|-|o|-
APl 7|9 Y&

GCP£ Cloud Volumes Service el 7| JHQ! 7]. CVS Z2|Xt H&2 7

GCP MH|A AH™of st API 7|2

old
=T
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

AER|K| ZHE ot TWE MHOIL|CH H|Y z= MoolL|c)

22 (NetApp HCI/SolidFire) A=IOIE B

ONTAP INE=INI = S AE/SVMO|| HZE ALK}
O|SLICt XtA BH 7|8t 150
A2 EL|Ct

ONTAP o= S2{AE/SVMO| HZSHE 2 X2
G 7|8t S0l ArEEL/Ct

- O

ONTAP clientPrivateKeyS MEHBIL|C} Base64 - 22I0|AUE Jli2l 7|2
QAT E LT QBN 7|8t
21E 0l At ELCt

ONTAP ME ALEXLO|F QIHFR E AREX} O| S RILICE.
useCHAP = TRUE?! ZL
ZHa+2LICH 8 ontap-san

ontap-san—-economy

ONTAP ME|A|EA|ZE CHAP O|L{A[0f|O]Ef 2= L |C}.
useCHAP = TRUE?! Z2
Z4LICH 8 ontap-san %

ontap-san-economy

ONTAP chapTargetUsername S MEHSIL|CH CHA ALEXt O] SRILICH useCHAP =
TRUEQ! 32 g¢ou_|q g
ontap- san 3 ontap san-
economy

ONTAP ME{E}ZIO|L|E{A| 22 CHAP EtZU O|L|A[0f|O]E{

45 IL|Ct useCHAP = TRUE®!

Ao mAolL|Ct 2 gl

ontap-san
ontap-san-economy

O THAIM MMEl 5= | M RZEILICE spec.credentials 2] 2E TridentBackendConfig CHS
CHAIO A THE FHAIILICE.

2CHA|: 8 EMBILICH TridentBackendConfig UELICEH
O|X| € 2= &=H|7} E|}ELICE TridentBackendConfig XELICE O] A M= t25t= MAEE Ho| FL|C}
ontap-san E2}0|H &= & AHESH0] PHELICE TridentBackendConfig Of2f 7|'|X|.

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: o MEHE &QIBLICt TridentBackendConfig UELICH

O|H| & PHSAUELICt TridentBackendConfig CR, HEHE &tQleh £ JUSL|CH CHS O|E HZSHYAIL.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

1=

ANETH HHE| of HFRIYE|RELICH TridentBackendConfig RAELICH

I.

do
0
rlo

Ct

dlo

U B SHLHE A8 £ ASLIT

* Bound: TridentBackendConfig CR2 HAIE0f| HAEZN JYCH siiet A E0]l= 7t SO JYSLICEH
configRef 2 MM EL|Ct TridentBackendConfig Cruid(CR'uid)

* Unbound: & AFE5t0] LIEPHAL|CE . & SEIBILICE TridentBackendConfig 2|7t BHAI= 0| HIQIZ £ X]|
AGLICH 5 ME MHEJESLIC TridentBackendConfig CRSE 72X O 2 0] BHA|0f| R/_ESLICE THA|I7t
HZE 20|= ChAl HIQIY (K| §t2 MEE = EE 5 SSLICL

- O

Il

* Deleting: TridentBackendConfig CR| deletionPolicy O|(7}) MHNEESE HAHEJSLICE E
SELICt TridentBackendConfig CRO| AFK|E|0 AFR|| AtE{Z M SHEILICE

Il

o HHoll= ol X|&H 88X 22)|(PVC)0| gls B2 E MMELICE TridentBackendConfig Astra Trident”}
HHAIEE AfX|gt & OtL|2t = ANIZLICE TridentBackendConfig U&LICH

o BHAE0f| PVC7t oLt O| & = B2 AfK| MEi = MSHEL|CE & S2/ELICH TridentBackendConfig
O|= 0| CR2 AH| THAIE AIZFEIL|CH HHAIE 5! TridentBackendConfig BE PVCZt AMH|El =0 2t
AI-x-”EI |_| E|-
| = .

* Lost: 2 HZElI BT} JEL|CH TridentBackendConfig CRO| A4=E K= 11O|HO Z AN &l
O[(7h) MH=|A}ELICH TridentBackendConfig CRO|E AMA|El SHAI=0]| CHEE =TIt S| QJELICE E
Z2/YLICt TridentBackendConfig CR2 2F A2t3{0| AH|e £ JAESLICE deletionPolicy .
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=2

USLICE 6| E01, API M7t SEBIX| Q474L} 7} SErstx| ot A
tridentbackends.trident.netapp.io CRD7} F2E/}ELICE O] 2R 70| Hee & JELICE

t
A

* Unknown: Astra Trident7} 2 HZ =l HollE 0] AE|| EE= =XHE 2HolEt

O] EY0ll A= Hel=7
ABO|E o ol At

—

H3Hoz MEEUCH THEa 22 2 7K ZYS F7t2 Malg 4 AFLCH el s

||
(=4 Abg) 4B RHAISE LIS S BrelstiAlR

C}

glo

H
o

o

S H5to] Wl =of| CHet ZtMiet HEE HE & ASLICH

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8ef6-
bab2699%e6ab8 Bound Success ontap-san delete

3t 9| YAML/JSON HIE &S 4 9

U}UELICH TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Off 7} Z&E|0] JLELICH backendName X backenduuID O CHSH SEICZ MM El HHAAIE
TridentBackendConfig U&LICH. & E2ELICt 1astOperationStatus EEE Q| OFX|2h ZF] AtEf
LIEFHLICE TridentBackendConfig CR - AFEXI7F EE|AHE 4= JUSLICHO: AHEXIZL O[N] &5 % ATl
spec) EE= Astra Trident(0ll: Astra Trident jA[ZF Z)0i| 2|8 E2|AHELICE HF = AIY =~ J}SLICH phase
Z2Ho| 2tA| MEfE LIEFHLICH TridentBackendConfig CR 3 BAIE 2|2 KK|A phase Of 7F0| H|'?_|%' =)
UELICE &, O] of et ARIL|Ct TridentBackendConfig CRO| HHAIE O HZAE|Of JYELICEH

rulru

-r-
~

HAE It ZLotE WAlE = AO[0|ESHALE MM 4~ §IELICE TridentBackendConfig LENE
A8 tridentctl. E AFESI0] M2t HHAIE O[SHRLICH tridentctl &
TridentBackendConfig, "07| & & ZESHEAIL",

O

A=

e

2|

H
=
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AFEot0] HAlE 22| XS sAsH= O CHol ZOHELICE kubectl.

£ MK|BLICt TridentBackendConfig, Astra Trident/f BiI = “HVEI( 7l9to = ghE WIS
KIAIZILICH deletionPolicy)S SRISHIC HOIC S ALKSIEH 2 SHOISHAAIR deletionPolicy 7h

MHE 8 M™EEO UELICH 2 =2 2F AXZLICH TridentBackendConfig ' 2 AESIHMAIL
‘deletionPolicy RXAIZ HHE|0 UASLICE O|ZH A StH AT} A& EXHStD E ALESH0] h2[e = JUSLICH
tridentctl.

kubectl delete tbc <tbc-name> -n trident

Astra Trident= 0| A AF2 FQI Kubernetes SecretsE AMH|SHX| 4&LIC TridentBackendConfig. Kubernetes
AEXtE 7|UE Foljof FL|Ct H|Y HEE AHe mf= FO[sof EL|Ct L= WAZoA ALESHA| gt 20Tt
AbK|sioF L|Ct.

kubectl get tbc -n trident

2 MY 22 JUELICH tridentetl get backend -n trident BEE tridentctl get backend -o
yaml -n trident EM3Stz & WAES| ZES JIMZL|CE 0| F=0i= = 0= WAERE FeHEIL|CH
tridentctl.

o

HA=E T o[ ERILICE

HACE YHO|ELHOF St= O] F= O] 7HX[7t AUS == ASLICE
© AEE[X] A AEOf Tt XA SHO| HAASLICE XHH SES AUO0IESH| 2l8h ol M AHEEl= Kubernetes

Secret@L|Ct TridentBackendConfig ZHA|E RIH|0|EslOf SIL|Ct. Astra Trident’} AFSSE HAEE
HSE [ XA ZHOZ AH|0|ERILICE CHE HE S A3t Kubernetes SecretE YH|0|ESHU A2,

kubectl apply -f <updated-secret-file.yaml> -n trident

* O§7H B4 (0fl: AF2 £ ONTAP SVM2| 0|2)E A O|0|EsH{OF EhLCt,

o AHIO|EE = JELICt TridentBackendConfig LS HHE AFESI0 KubernetesE Edl I
QHNEZ EFMBH|C}H

1
$0

kubectl apply -f <updated-backend-file.yaml>
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o

&LICt TridentBackendConfig CHS @EE AM2SH= CR:

Il
1
30

kubectl edit tbc <tbc-name> -n trident

+ S ofE0|S0j AlTysiE! Hol= = DiX|ofo 2 Ui PHOE A4 SXIELIC & Austo]
EIE EHDN ol %.*ﬂg—f—%ul-—“:l' kubectl get tbc <tbc-name> -o yaml -n
(D trident E£= kubectl describe tbc <tbc-name> -n trident.

© 74 ool EH|E =elst 7ot 2 update S CHA| e = AUSLIC

= ArEot0] #QllE 2| ZH S St Y- Cisl ZOFELICt tridentetl.

o> rR

S M40 AIfHR WOIS M0 HI7F U HYLICE TS BHS Mstol 208 20 Aol ol 4
Lict

g0 &

tridentctl logs -n trident

74 ool M E =elstn et

=

ot

E MASHH EILICE create CHA| HEEZ LHEIL|CE

Astra TridentOl| o] BAI= S ArX|St2{H CHS S S8 BhL|Ct.

tridentctl get backend -n trident

2. woll == AF[ELICE

tridentctl delete backend <backend-name> -n trident

Astra Trident?} BHAIE 0| M X S| EXHSt= 2

5 U AUAIS TRUKU A HAISE MRS
() M=s0l #asols Z2uIx x| ehELICH HAS S AsHA AT Aol 120, Tridents

ARIE W7kX| SlE 2 & W ARMS AL 22|l
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Trident?t 210 A= WMAIEES He{H Ch23 AL CH

tridentctl get backend -n trident

* DE MR YEE 2o o2 Y S AdYLch

tridentctl get backend -o json -n trident

] o
£
in
iy
i}
i
°

m

el
sl
Ix}

SO QAT|0| E01| AITHSLE SHI= M0l 2R\ 7 UL HRE UTO|ES ATHSLICH TS HHS Agotol
212 20 Y0l HolE 4+ YBLct

o = 5 M ELICH update CHAl B LIRILIC

HHAIC S ALt AEZ|X| 22HAE AlESLIC}

JSONCE HE £ = HE2| OYULICt tridentctl HWAIE ZHK|of Tt ZZQILICE O] FME2 E ALBHLICE 59
HX|3l0F 5t= 7 EE|E|YLICH

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

2 A85t0 oHE HHl=0f| CHEHM = MEE/LICt TridentBackendConfig.

Bol= 2ha| g4 7H 0|5

Astra TridentOf| | A =S 22[ot= Ciret AHM| Cis LOHEMAIL

ol zta| M

2 AINELICE TridentBackendConfig O| M| #t2|Xt= & 74X DRt HAlo= MHAIE S pra|g 4~ JUEL|CH O
HZ2 O3 25U
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fuin

) AHEstHo] 2t

£ 2 UELICE tridentctl 2 AFESI0 22|&L|CH TridentBackendConfig?
- 8(2) A8stol 915 4

&SLICt TridentBackendConfig 2 ARSI 22|RLICE tridentctl?

fuin
jac)

2] tridentctl 2 ALESI0] BIAIEE THELICt TridentBackendConfig

O] MMOAN= S ALESI0 THE HHAIEE 2t2|6t= Of| 2Rt HHAIE HAFHELICH tridentctl Kubernetes
QIE{m|O|AE Solf 2™ 2MBYLICt TridentBackendConfig LENE

M

Of LIE2 ttZ AlLt2| 0] HEE LIL.

* 7t Q= 7|& HAETJ}E QELICE TridentBackendConfig 2 AMESHH MMEUV| MERJLICH tridentctl.

AE tridentctl Z|El “TridentBackendConfig ZHA|7} Q&L|CE.

Hu
2
rin
=
JI

T ALIE|2 2= Astra Trident?t 25 S 0|25t 25N WAl =T} A< ZxHE AYLICE 2E|Xt= TS F It
M & SILIE Metg = ASLIC.

* EAS MEBYLICH tridentctl S AFESIY OHE HAIEE 22| ghL|Ct
* 2 AM25HH PHE WAlE HIRIE tridentctl ME2 MESE TridentBackendConfig LEHE 0|7
StH Al =Tt £ A26H0] 22| ElLICH kubectl IEX| #ESLICH tridentctl.

E M85l 7|E HAEE PJE|_°;|L|Ef kubectl 2 HES0{0F TLICI “TridentBackendConfig 7|Z& HHAI=0|
b &t 2hAlof| Ciet 7R = Chs2t Z2&LIC

MA|2. HZ0lE Astra Trident/ 2E2|X| S2{AE/AMH[AQL S4I5H= O 2R% X4

X
C
O
D
3
2
I @
U)
ror
S i
- 0%
04
_0,_+

2. 2 MM3ILICE TridentBackendConfig LEHME AEZ|X| 2 AE/MH| A0 CHSE XtA|eH LD} O|F
CHAION Mot A= E HRSHMAL. ST 74 7 Ha=(oll spec. backendName,
spec.storagePrefix, spec.storageDriverName' &) . spec.backendName 7|Z A=
O|EQ= H7sHOF SfLLt.

THA| 0: WSS AldHptL|Ct
HOl= of| HQI S| D2 ol = LA S S elof BHL|CE,

2(8) MMELICt TridentBackendConfig O] & o
AUt JPgeL|ct

L7
O] oM CHS 2t 22 JSON MOl E AtE5H0] uHon-:g

|_7E
—_
g

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm -
frecsmssmee e me s s e e e e e i 1

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

L frossmssemmmasme=s
fes======s=scscsessssossssssss==ss=sa== fr======== fom======= 4

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

fem==s=sssessssosa==== foss=============
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cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

1CH4|: Kubernetes Secret A4

Of offofl EAIE! AKX E Wl =0off CHet XtH SFO| X E d=E WLt
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

2CHA: AE RHERILICE TridentBackendConfig U&LICH

CHE tHAl= 2 MM6t= AQ/ULICE TridentBackendConfig 7|& O AkSLE HIQIE k= CRRLICH ontap-
nas-backend (O] O[Ol M2} Z20]) LIS 27 AF0| SFE=X| &elgtL|Ct,

* 0of| St WA= 0| 50| "ok JUELICE spec.backendName.

* 7 E(RlE 3R)2 A M=ot STt = ME [X[SHOF gLt
* Xt Y2 YUt HIAETL ofl Kubernetes Secret2 Sdif M3 & LICH
0 70:'-?-, IL|Ct TridentBackendConfig CtS2f 20| EA|ELIC
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

£ S ELICt TridentBackendConfig O[(7h) MM E|AUOH ST CHA|= O|0{OF SL|CH Bound. KB 7|&E Al E Q|
HOIlE 0§12 UUIDE S5t HHE=|0{0F SfL|CY,

=
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

it

O|x| A E= E AESH 2t S| 22| ELICH tbec-ontap-nas-backend TridentBackendConfig LEHME,

&2 TridentBackendConfig 2 AFESI0] HAIEE PHELICH tridentctl
‘tridentctl® £ A8SHO| THE HHAIEE LIGSH= o AMY & JUSLICH
‘TridentBackendConfig . EPH Zt2[Xl= O|A O[2{gt HHAIEE ™| Zt2|st=E MEHE
A [_l
Al

£E JUSHLICE “tridentctl®

=
‘spec.deletionPolicy” 7} HAHE0 JUSLICH “retain”.

o€ S0, L2 MA=TH E AMESHH HHE[UCt 78 EASLICE TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

=

=0l M SHE ZT47t EAIELIC TridentBackendConfig MEHMOZ MME|QIOMH A= 0f| HIQIE E|ASLICH
[EHAl=9] YUID &HEh.

1CHA: &9l deletionPolicy 7t 2 ™ E|0] J}ESLIC retain
O| 7HX|E AHEELICt deletionPolicy. Ol H™E2 & AHHOF HLICt retain. O|HA| otH 7t CiS1 22

A0 AT & JUELICH TridentBackendConfig CRO| AMK|E[O & HAIE HO|Tt A& Exsty = 22|e &
UESLICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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(D CtS THAE TISHK| O AR deletionPolicy 7t 2 MHEE| J}ELICH retain.

2CHA: E ME|BLICE TridentBackendConfig U&LICE

= £ MHStH=E AYULICH TridentBackendConfig UYELICH & &It 2 deletionPolicy 7t 2
N0 JESLICH retain AHH| 2HS AL A + JUSLICEH

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P memem===
Fommmmmmrmescrrrrrrr e reme s e e m o Frommmmom= Fommmmmmm= +
| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |
Fommmmmmmcemeoeoeoes Fommmmmmcmeomomm=
o esseseses s s s s e eses P Fommmmmm== 4
| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |
o= Fommmmmmmmememe==
Bt e e o= Fommmmmm== +
£ MHe I TridentBackendConfig Object, Astra Trident= AKX 2 A S XtH|E AMK|SHA| Q410 ZHELS]

Mgt

AEEX| 22HAS HH5tD 2te|gfL|ct

—

AEZ|X| 2ejAE MAMTHL|CH

ocood

Kubernetes StorageClass 7HHIE #d5t1 AEE|X| A E HH5HH Astra Trident0ll S &
T =H[X'd SHS erLietL|Ct.

Kubernetes StorageClass 7i|S 7148l |Ct

£ Z2I8tLICt "Kubernetes StorageClass ZiA|" Astra Trldenta S ol At E[= ZEH| MY = AlHstn
Astra Trident0ll 2& Z2H|X'd WHE X[AZL|CH ol E S CH3 Z5L[C
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

8 XA "Kubernetes 2 Trident LEHE" AEZ|X| AT} QF As Z261H= dhHO|| CHeE XhA|SH LHE % =
HEXSHMA|IR PersistentVolumeClaim 2 Astra Trident7t 252 Z2H| X dst= 2 % X|0{St= o7 HaTt
EoHEIL|CE

AE2[X] 22{AE MABLICt

StorageClass K|S MMt = AEZ|X| A E HME £ JESLICH E2 SA ME o= AH8SHALE =3

A H7HX| 7|2 HE0| Lt ASLIC.

— O

CHA|
1. Kubernetes QEHEO|EZ £ A2SIAA|R kubect1 KubernetesO| Al A4 Adsljof gfL|C}.

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. O|X| Kubernetes 3 Astra TridentOl| * basic-CS| * AEE|X| 22 A7 EA|EILICt Astra Trident= BHOl E0i| A
EE HMMESL|CY,
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kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{

"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {

"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null

by

"storage": {

"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

Astra Trident7t MSdt= HEE 2ole = JFLICH "SE #Al=0f| ciet 2o AE2[X] S22 Fol",

MEg £+ QUELICE sample-input/storage-class-csi.yaml.templ AX| TZ 20t SHH| MBS &=
S! thX| BACKEND TyPE AEZ|X| E2I0|H 0|22 AtRBILICE,
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

AER|X| EAE Et2|eiL|CH

—

7|E AE2|X| SAS BT, 7|2 A2X| FHAS HOID, AE2|X S22 HASS
AotD, Agalx] SHAS AFY 5 YL

7|1E 2EEX| 2AE LT

* 7|Z Kubernetes AE2|X| 22{AE HefH 2 FFS 2L/
kubectl get storageclass

* Kubernetes AE2|X| S2fA ME HEE HHH L3 HHS HAotL|CY.

tridentctl get storageclass
* Astra Trident®| S7|2tEl AE2|X| SHA MFE FEHE H{H CHZ HHS dASLCL

tridentctl get storageclass <storage-class> -o json

127



718 AEE|X] SHAS AHEHLIC

Kubernetes 1.60Il= 7|2 2E2|X| 22HA S EFSt= 7150| FIE[A}SLICE AEXIEFF =28 SJ(PVC)l
FT EES XHGIK| b 2R EF 282 T2H|NYSHE O MEElE AEZ|X| 22jAL|CEH

c FMZ MHGIH 7|2 AEE|X| 2eAE ™ YLICt storageclass.kubernetes.io/is-default-
class 2E2|X| 22HA HO0| M trueZ A ELICE AtF0]| w2t CHE 2f0|LE 4] 2= FALSEZ SHA{ ElL|C.

* oS BEE MESIH 7|E 2EL2X| 22HAE T2 AEE[X| 2dA 2 FHY + ASLICE

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* OFVHX| 2 O BE S AH8ot0] 7|2 AEE|X| 2eilA FHZS HAHY & AUSLICH

kubectl patch storageclass <storage-class-name> -p
{"annotations":

'{"metadata":
{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

EES Trident EX| Z2 HS0f|= 0] FME Zotdth= oM = ASLIC

(D S AE0= o Hofl 3tLte| 7|2 AE2|X| S2HAL A0{OF BfLICH KubernetesO|A = 0|42
HYS sAotE AS 7IEHC=E SRSHK = §XIT 7|2 2E2|X| 2227t gle AXMY SHELIC

AE2X] SaA0f o

rot
II
g

JSONC=E He = = HEZ2| OLICt tridentctl Astra Trident HAIE 24X|o| ZIL|Ct 0| SM2 E
MERILICH jq HA AX[oliof & == A= FEEIEIYLICE

ML TT

tridentctl get storageclass -o json | jg 'I[

.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]'

AE|X| 2EHA S AMN|EHLIC}

KubernetesO| A AE2|X| 2HAE MKH|StHH CS HHS AATLICT

o o

uI

kubectl delete storageclass <storage-class>

<storage-class> AE2|X| S AZ WH|sHOF BL|CH

O AEE|X| SHAE St WHE I 2E2 HEEIX| %20 Astra Trident= 7% 2t2[ LT

—

Astra Trident7t 32 ME¢ILICt fsType =250 CHoll M-S £ QUESLICEH iSCSI HAlEQ| AL
@ X 26t= 20| EELICt parameters. £sType StorageClasst| U&LICt 7|Z& StorageClassesS
ARGt £ AHESH0 CHA| M M5O SHL|CE parameters. fsType X[ ™ E.
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T8 El Kubernetes StorageClassE AFESI0 PVO| CHot HMA S RHSH=
PersistentVolume(PV) % PersistentVolumeClaim(PVC)2 M-AgtL|Ct O3 Ot PVE
ZEof A = JAELC

-

A"X|EH & " (PV)E Kubernetes 22{AE 0[N S2HAH ZE2|X7F Z2H[K S 22|18 AEEZ[X| 2| AARILICH
= 5
= |

32
=

ofL|CE" PersistentVolumeClaim" (PVC)= 22{AE 2| PersistentVolumed| CHot M A QM RIL|CH

PVCE SH 37| i UN|A BEQ| NS QNOIEE THS 4 YALICH S2AH B2lxts

— | o

=
—_

oA
E
StorageClassE A&t PersistentVolume 37| 3! HHA BE(H: M5 E= MH[A £5)E MUY = JUSLICE

V2 PVCE Myt = ZEO| 252 T & AFLICHL

T

ME OLIHAE

PersistentVolume ¥ Z OjL|HAE

O] MZ DHL|HAE = StorageClass2t HZ=l 10GiQ| 7|2 PVE 20 &ELICt basic-csi.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE
olz{st ol 7|2X2l pvC M M2 H{FLICE.

RWO M| A PVC
0| 0f|0of| M= 0] E0]| 2! StorageClass2t HZE RWO HUAMA Heto| = 7|2 PVCE B ELICt basic-csi.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCP7} Q= PVC

O] of[of| A= 0| E0] QI StorageClass2t HZEl RWO AM|A #HBH0| U= NVMe/TCPE 7|2 PVCE E(
&ELICt protection-gold.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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POD OHL|HAE ME
0| 0fl= PVCE L Lof 24617 fet 7|2 182 HHFELICE
712 4

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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7|2 NVMe/TCP 14

apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null

labels:
run: nginx

name: nginx

spec:
containers:

- image: nginx
name: nginx

resources: {}

volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: task-pv-storage

dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

kubectl create -f pv.yaml

i
Jlot

tolstr}.

| By

2. PV AEf

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO

7s

3. PVCE ZhgeiLCt,
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Retain

STATUS

Available

CLAIM



kubectl create -f pvc.yaml

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 2Gi RWO 5m

5. £&& Pod0i| OrREELICE.

kubectl create -f pv-pod.yaml

2 PLIHEE £ JELICH kubectl get pod --watch.

njo
Rl
oo
St
2
A
OOI'
0z
Ol

6. 20| o DFREE[0 AJ=X| &QIBLICE /my/mount /path.
kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. O|H| PodE At 4= YELICH Pod € T2 W2 [ 0|4 EXSHX| §iX|2t 282 |X|ELICH

kubectl delete pod task-pv-pod

KZESHIAIR "Kubernetes 2! Trident QEHME" AE2|X| 22H AT} QF AS ZHSH= HiHo|| CHSH XIM|EH LIRS 2
X

o

= BEAHE

EZXSHMAL PersistentVolumeClaim X Astra Trident7t 282 T 2H| X Hst= BWHE M O{sSH= Of7H HETt
E'c;I-El

TridentES AF25IH Kubernetes AEXI7t S5 MM = 2hatet 4= QI&L|CE iSCSI
Sl NFS 288 &alste o st 2Mof st BEE t

CSI ZZH|X'J S AH2SL0 iSCSI PV(Persistent Volume)E && g 4 A&L|CH

(D iSCSI 28 &2 o[ X|ZZLICt ontap-san, ontap-san-economy, solidfire-san
Kubernetes 1.16 0| 40| HgfL|Ct.

1CH|: 28 @& 8 X|2I6t == StorageClass=S 8Lt
StorageClass H2|E MESI £ AHELICH allowvolumeExpansion BEE &2 £ O|SYLIC} true.
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

HH
ok

0|0 EX5t= StorageClass 2| 22 & ZSIEE HELLICI allowvolumeExpansion Of7H B

2CHA|: M3t StorageClassE AFE5t0| PVCE MM BiL|Ct

PVC Heo|E ME!Ist E YUH|O|ETLICt spec.resources.requests.storage He 37|EL} {0} St= M=E

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident?} PV(Persistent Volume)E ‘445104 0| PVC(Persistent Volume Claim)2t HZELILCE.
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

37|12 XS £ QT E pyE o HATILICE iISCSIPVe 37|12 =X Il = 71X| AlL2| 7t Q&L CH
* PV7} ZEOf HZEl AR Astra Trident= AEE|X| BHAI= o] 252 &St CIHIO|A S CHA| HAMSHH IHY
AAHBIOl 37|18 ZX™TLICE,

s HZAL|X| g2 pyvo| 37|15 ZMoI2{ 1 6tH Astra Trident7t AEE|X| Bl EQ| EE& SH&tSIL|Ct PVCTL

PODO| HIQIZ E|™ Trident?t C|HFO|A S CHA| ZHAFSH OHY A|AEIQ| 37| AMSHL|CH O3] C}S $HEH ZH10|
HEXNOZ 2tz El F Kubernetest| Al PVC 37|E YH|0|EELILCE,

O] Mo M = 2 AEstE ZETL BHES{TLICt san-pve.
kubectl get pod

NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod
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ATHA|: PVE SHEELICH

1Gi OlM 2Gi 2 HHE PV o 27|15 ZFsI2{H PVC Fo & HMEStD £ YO|o|ERtLCt
spec.resources.requests.storage 2Gi

kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
5CHA|: =HEh 2ol

PVC, PV, Astra Trident 2&2| 37|& &¢I5t0] 20| M2 2tSot=X] =elg = ASLIC
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

Astra Trident= O Z2H|X|'dEl NFS PVSO| Ciet =& 2H&S X| 2 LICH ontap-nas, ontap-nas-economy,

o) ol =

ontap-nas-flexgroup, gcp-Ccvs, = azure-netapp-files =

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8iL|Ct

NFS Pve| 37|18 =F5IHH P—PEIXM MK =2 45 28 &S S E AEL|X| SHAE F8H0fF LIt
allowVolumeExpansion & LCEE =2 £ O|SELICt true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

AH8OtH 7|1E AEE|X| 22HAE S| HET = ASLIT

O] M 80| 2E2|X| 2HAE o|n| Hdet B E
Y2 s1EgLrt

kubectl edit storageclass =25 &2 G

-
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2CH7|: MM StorageClassE AF25H0] PVCE MAEtL|Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident= O] PVCO| CH3H 20MiB NFS PVE MMM dljof L|C}.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA: PVE EPLICH

MZ MME= 20MiB PVe| 37|2 1GIBE ZHoI2{M PVCE HEStT M stL|Ct
spec.resources.requests.storage 1GiB 37}
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

4THA|: =HE S =elgtLct

= =

PVC, PV, Astra Trident 2&2| 37| &QIst] 27|17} SHIZA| 2S5t=X| &l & QELICE.
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

=5 M2

7|& AE2|X| 288 Kubernetes PVE 7t 22{H “tridentctl import & A23}7{L} Trident
7t 27| o|H|O| M S ALESIH 7 SE SEI(PVC)S e = JASLILCL.

Clen 22 =2 9|8l Astra TridentZ2 282 71K 2 4 Y &LICL

T =M Z Containerize St1 7|ZE H|0|E &let2 CHA| A EIL|Ct

= OHZ A 0] Mol AHEE HIO|E MES| 225 AER-LICE

Ju oE op
=
B3

7t €rAiSE Kubernetes 22 AE S M AELICE

= o
* Mol =5 Soi| oZ2|#[0]d H[0|E Oto] 20| M

==

s P
EE2 7IMR7| Toj| THE 18] MY E HESHIAIL.

* Astra Trident= RW( 17|-247]) 2| ONTAP =& 7IME 4 ASLICE DP(CIOH 22) R 282
SnapMirror L& EFILIC} Astra Trident2 252 7t 27| Foj| 0|2 2AH S Zofof gLt
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* 24 AEO| Yl 282 7INRE A0l LIt 29 =282 71N =282 22 U3 /NI

I'

ODOj| &lA| HEE & A7| HEA =5

i

@ Kubernetes?} 0| HZS QIAISIX| 2ot M 28
E30|M E3| ZQ8tL|Ct 0|2 2l

SIX|2t storageClass PVCO| X|Z3H{OF 3t Astra Trident= 7HM 2= S¢t 0| O{7)f H~E AFESHX| @b&LCE.
2EE|X]| SlAEs =25 dd S0 2E2|X| EG0| Wef AL 7hse 20| MEstE | AFEELICH =&0] 0]0]
ALBZ IR = %‘.’J S el eIt QIELIC mEt 280| PVCH| XY E AEE|X| 222 LX|SHK|
of= e o= Z0 ‘EiE‘IEfE 7tMR710f| Zmjetifct.

7|= MH|E 37|= PVCOIA ZRE| D ANEIL|ICH AEZ|X| E2IO|HOIAM 222 712 & pv= PVCO| CHst
ClaimRefE AtE3st0] MM EIL|CE

° M0 27bA| gtet Mo Mol 2 M™EE 0 JSLICH retain PVOIA KubernetesOllAl PVC 5! PVE
MIHMOZ HIQITSIH AEZ|X| S AQ| HIA| hat X 1o MAHo| ShA| BIHA| ghet 1l HEHO|
OO EElL|CY.

o AEE|X| SeHAL| BN Bhet FoH HMO| QI FR delete, PV AH| Al MEH 2EO| AH|EIC}

* 7|2X 2= Astra Trident= PVCE 22|51 HAIZ0f| A FlexVol % LUNS| 0| E2 HHELICE £(8) 80t =
UELICE -—-no-manage HZ|E|X| = 2ES 71 2{H Zei2E X|HELICH E AESt= 22 --no

-manage, Astra Trident= 7HA|2] &8 F7| St PVC E= PVOf| CHet =71 &S -)F °|'X| AELICEH PVZE

AHEOE AEZX| 22 ANEX| gcH 28 22 Y EE 37| ZF A2 O E &Y FAIELICL
0| M2 7H|0|3}E YIAZ 0| Kubernetes= AFEStD, 12 X| &1 Kubernetes 2|2
AEZ|X| ZEQ| 2I0|ZALO|EE E2[dlH = E20| fREFLICH
* PVC % PVOl| 40| F7t=|0| XS f 1 2 PVCE PV7t 2E|E[R} =X R E LIEI = F 71X SHe =2
AHZEL|CE o] =AM 8 SHSHALE MY 5 lELICt

ZES /tHaLt

‘tridentctl import & AMESIHLL Trident 7IHR7| FA0| EgE pvcE MG SES
7IME &+ UELICH.

@ PVC FME AIE%t= AR 282 71427 {6l “tridentctl’ & CHR2ZESHAHLE ALE S HQJt
ei&LCt.
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tridentctl A
THA|
1. PVCE MAMst= O AFRE PVC IHY(Of: pve. yaml)S MAELICEH PVC IO = name, namespace,

accessModes % “storageClassName 7} E&tE|0{0f SfL|Ct MEHX O Z PVC H 2|0l M
‘unixPermissions’ £ X|Hg 4 Q&LICE

CtE2 2|2 Aol o LT,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D E Of7HEH0E TS AR. PV O|FO[LE 28 37|t 242 7t iiHs= TN 7|
HFOo| Muje o~ JASLICE
2. E M8YLICt tridentctl import E&S E&t= Astra Trident H{AIES| 0| St AEZ|X|0M EES
DRSHA AlEsH= 0| Z(0: ONTAP FlexVol, Element Volume, Cloud Volumes Service Z2)2 X|Hdst=
HHQULICE E S=IYLICH -£ PVC IHUC| ZEE X HSHHH Q71 HRgfL|Ct,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

PVC =4 A&
THA|
1. Qs Trident 7} 27| 40| Z&HEl PVC YAML THY(O: pve. yaml)2 MABL|CH PVC TR0l = CHS
LH 80| gt 0fof ShL|LC.
° name % namespace HIEIH|O|E
accessModes, resources.requests.storage ¥ storageClassName AMRF
o FN:

* trident.netapp.io/importOriginalName: HAEQ| E& O]

" trident.netapp.io/importBackendUUID: &&0| EXHSt= A=

U
* trident.netapp.io/notManaged (MEH AFEh): 22| E[X| b= S EC| R "true” 2

HEELIC 712242 false™ LILH.

- HATT

Ch=

rlo
e

2ld 282 7R 2USt Gl Al A ULIC
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>

2. PVC YAML I} Kubernetes 22| AE0f| MstL|C}.

kubectl apply -f <pvc-file>.yaml

Trident= 222 XI=0 2 71X 9} PVCO| HIQIEIStL|C}.

ol
X #ElE S2to|Hof Tt LS =28 7 27| ol AESHIAL.

ONTAP NAS %! ONTAP NAS FlexGroupS X|&gtL|Ct

Astra Trident= E AMESHH 2E 71X 27|E X ELICH ontap-nas % ontap-nas-flexgroup E2I0[H.

* E Z=I8LICt ontap-nas-economy E2I0|H{7} gtreeE 7210 22|g &~ ELICH
@ * £ 22IPLICt ontap-nas % ontap-nas-flexgroup E2I0|HE 5 =& 0|52 5{E5HX|
ofAL|C
Lo d .

2 MME 2t EEQLICH ontap-nas E2I0|H= ONTAP 22 AE2| FlexVolLICH £ AF235HK FlexVol2
7P ZLIC ontap-nas E2I0|HE= SYSH| 2HSELICH ONTAP 22{AE0| 0|0] /= FlexVolE E 7t 2 &
UELICH ontap-nas PVC. OEIEX| 2 FlexGroup vols= £ 71842 £ JELICH ontap-nas-flexgroup PVC

tridentctlS AFETH ONTAP NAS Of| |
CHE OIFl= “tridentct’ S AFE3I0] Z2[d 20 2HE|EX| = E5E 71HQ= WH S Ho Lt
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o

2 7IMZLICt managed volume

SO ofl A () Me

2LICt ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>
+

__________________________________________ T
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -

fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
o fommm - fomm -
fom - o fom - +
HE|E[X| = =5

&2l 0|52 HHIX| &5

£ ME8Y i --no-manage argument, Astra Trident= = OF&L|LCE,
LIS ool M= £ 7t ZLICH unmanaged volume & +8LICt ontap nas MYIE:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage
e S et o=
et et e ittty S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
it S Rt o
fom— o fom—— fom—— +
| pvc-df07d542-afbc-11e9-8d9£f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |
o fom—— fom
ittt ittt Rt it o= S et +
PVC =42 AETH ONTAP NAS Of| |
CHE Oldl= PVC =4S A8 2t2|d S50t HIHE[H 282 JHQ= Y

dES 2oL
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Ini =
#He| 28

CHE oldl= PVC 42 AFE3H0 RWO UMA BEJH AFE A= 81abcb27-ea63-49bb-b606-
0a5315ac5£21 0l “ontap volumel 2h= 0|52l 1GiB ‘ontap-nas 2&2 7IHSLICL

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: <managed-imported-volume>

namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName:
trident.netapp.io/importBackendUUID:

0a5315ac5f21"

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

HE|EX] b= =28

CHE OlAl= PVC =M E AM25HH RWO HMA BEJF AHE BT 34abcb27-ea63-49bb-b606-

0a5315ac5£34 0A O|E0| ‘ontap-volume2 @l 1Gi °

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: <umanaged-imported-volume>

namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName:
trident.netapp.io/importBackendUUID:

0a5315ac5f£34"

trident.netapp.io/notManaged: "true"
spec:

accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: <storage-class-name>

"ontap volumel"
"8labcb27-ea63-49bb-b606-

ontap-nas =282 74 SLICH.

"ontap-volume2"
"34abcb27-ea63-49bb-b606-
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ONTAP SAN

Astra Tridente= £ AH2510 28 7t 7|2 X[AELICH ontap-san E2I0|H. OlME 2E 7t 7|7t XA = K]
%UELICH ontap-san-economy E2H0[H.

Astra Trident= £t LUNO| Z3HEl ONTAP SAN FlexVol2 7HH2 4= J&LICE 0| 2 YX[ELICt ontap-san
EZ20|H - ZF PVC % FlexVol LHS| LUNOI| CH$ FlexVolE MM $tL|CE Astra Trident= FlexVolE E22{2F PVC
Mo|et HZATILICE,

CHE o= 2eld 2§20t vl 2|

— —

ogt

ZES 7MNeE dEsS ENFLIL
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]

2|

1

=

=

E9| B Astra Trident?} FlexVol2| 0|£2 = HIELICE pve-<uuid> U FlexVol LS| LUNZ O
FLICE 1unoO.

2|

u]
A

K e
|I0|' ".lHI

LIS Ao = 2 7FMSLIC ontap-san-managed Ol Y= FlexVolLICH ontap san default HAE:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

HE|E|X| b= =28

LIS ool M= E 71X ZLICH unmanaged example volume S +ELICt ontap san HOIE:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

CHS oflofl EAIE! 24X IQNS Kubernetes ' E QN2 2R38H= igroupdil LUNO| THEE|0] Q= A 277}
HHMBIL|CH LUN already mapped to initiator(s) in this group. 252 71 22{H O|L|A[H|O|EE
H|7{SHLE LUN D=2 o &|sHOF &fL|Ct.

147



Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Astra Trident= £ AF2310{ NetApp Element 2ZE2|0{ & NetApp HCI 28 7t 7|2 X|stL|Ct
solidfire-san E2}0|H{.

Element S2to|t= S 22 0|22 XYELICh 12 55 28 010| 2l 22 Astra
() Tridentold 258 srIBiLICE O] 2RIS fZotziH 252 22ekn DR 25 0SS MBS

SHME 282 7IMSLIt.

CH2 oMo M= 2 7 ZLICEH element-managed HAIES| EF element default.

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

- fom—————— fom e

fom - o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fom—————— fom e
fom— - o fom———— fomm—————— +
| pvc-970celca-2096-4ecd-8545-ac7/edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
- fom—————— Fom e

fom - o fom— - fommm————— +

Google E2IRE S E

Astra Trident= £ AH2510] =& 7t 7|2 X[HELICH gecp-cvs EEHO0|H.
Google Cloud Platform0i|A NetApp Cloud Volumes ServiceZl X|¥st= 282 71 2™ off et
@ EE ZERE7|Z0Z EES MEYLICL 28 ZE2E 0|2 28 WELH7| B2 LEQULICH: /. HE
E0, LHEL7| Z27t 21 2R 10.0.0.1:/adroit-jolly-swift, B8 AZE YULICt adroit-

jolly-swift.

Google Cloud Platform2] of|
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CHE olXo M= 2 7P ZLICH gecp-cvs MAES| EF gepevs YEppr 28 42 ¥ adroit-jolly-swift.

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

LBttt P Fommmmmmcmemem=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e Frommmmom= Fommmmmmemoomo=s
Pommmmmmm== ettt P o= +

| pvc-ad6ccab7-44aa-4433-94bl-ed47£fc8c0fad5 | 93 GiB | gcp-storage | file
| €ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
T i P fommmmmmememem=
Fommmmmmm== L et Fommmmm== o= +

Azure NetApp Files
Astra Trident= £ AF251 =& 7t 7|2 XA ELICH azure-netapp-files E20|H.
Azure NetApp Files ZEE2 7IM2{H s 28 BRE 7|&E2

EE
ol 28 WEW7| Z=9 oa!—'?'—?:“—“:f /. 0lE 50|, 0IRE d27 2l 3%
10.0.0.2:/importvoll, =& BE2& ULICt importvoll.

= Illru
X o
>
g
o
-
_lj_
Illm
oxY
HU
rr

CH2 oMo M= 2 7P ZLICH azure-netapp-files HAIES| EF azurenetappfiles 40517 28 82
Z3 importvoll.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Rttt o= o=
Fommmmmmm== e meme s s s s s s s s se=s Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e eatet e et Fomcmmemememonos
Fommmmmomo= B e Fommmomoe oo +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommcmcososososssrsess e e e CeTe T e eSS S e e i Fomosmsososssoss
Fommmmmmm== e Fommmmm== o= +

HIZAHO|A HA[OM NFS 2EES SFELIC

Astra TridentE AL20HH 7|2 H|AAHO|A|M S &S MASHD SHLt 0| &S] HX

149



HJATO[ AN SRY = ASLIC

Astra E2|HZE 2|HHA CRZ AF25HH StLE 0| &2| Kubernetes U AH[O| A0|A] ReadWriteMany(rwx) NFS
EES otHs f | -3--.—.—%* = UFLICE O] Kubernetes WIO|E|E £ M2 CHZ2t Z2 0|FE M3 ELICH

« HOtZ HASHY| 2[t Chkeh £+Z2of MM[A K|
* = Trident NFS

* tridentctl EE= 7|E} 7|2 Kubernetes 7|50| OfHl 7|50 o| &=6HX| &4&L|CH

=& Seto|H ot S BHELICE

O| Clo|o{a M 2712| Kubernetes W AT|O| AN A NFS 28 ZRE HH FL|C}

................. s Primary PV Secondary PV

"primary" . {
‘!’ '4*‘::' " ‘__11__ﬂﬂm@%¥me

Trident
namespace
E primary

Ll TVel e——>

- -

TridentVolumeReference
primary/pvci
\.\ ’l N #
G i E kol R i E ol - Storage P !
Volume

=S A=
R CHAZIOE NFS 28 S RE 83Y & JUSLICH
o =52 3R6IEE AA PVCE FHELICH
AA HYAHO|A ARKHE AA PVCO| H|O[E{0]| HMAS £ U= HotS RFO{TILICE

e CHet HiYAmo]20M CRE 2HE

= =
SHAE 22| Xb= CHA HLADO|A S ARXINA| E2|AVolumeReference CRE MAE £~ Ql= HeHS
Soj ek ct
T = .
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e CHAF U ATHO| A0 M E2|HVolumeReference E MASHL|C}

CH& HJAHO| AL ARXIE AA PVCE &ZSHY| 28l E2|AVolumeReference CRE MM EfL|CY

o

e CHet dd2mo[ A0 M 5t9 PVCE 2HELICEH
CHed HiAmo| A9 2RXH= #2 PVC2| IO 245 AFESHY| 2l3ll 51| PVCE ZHELICE

A Sl HiYAmo|A S et Tt

Hotg HESH| e WUATO|A 7t ZRE AA HUJAHO|A ARKL SHAE Z2|X}p & e HJATO]A
2FA g 3 =X 7 EeELch AFEX HE2 2 Ao M X[F-E LT
EHA|
(AR TRE(SES [ ES i%xf' *PVCE THELICH (pvcl)E CHE HIYAHO| AL SRE = = HotE 205H=
AA HYAHO|AL] AR (namespace2)E A ELICH shareToNamespace F4,
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:
trident.netapp.io/shareToNamespace: namespace?
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi
Astra Trident?} PV 5! BiQIE NFS AE2|X| 252 MAMELICH
c HEE FRE FEEZ MESI PVCE 2] HYAHO|AN SRY = JASLICL OIE SH,

CEot Z&LICH trident ..netapp.io/shareToNamespace:
namespace?2, namespace3, namespace4.

() - =Asclol 22 YAAmol A0l BRY 4 YALICH+. S SV, k3T ZALC
trident.netapp.io/shareToNamespace: *

° PVCE YO[O|ESIH E Z&E 4 JUELICt shareToNamespace AMEX| FMZ Fotet
3 ASLICE

2. * 2 AE #2|X;: * CHA A AT O] A ALK A CHA | ATO]AN|A E2|HVolumeReference CRS

—

Yo = A= Hehs FoI5t7| 2ol AEA X H S MH5t1 kubeconFHSHYAIL.
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3. *CHAN | AT O]A ARQAE: * AA HJUAHO|AS EHZESHE CHA AT O] AN AN E2|HVolumeReference
CREZ ELIC pvcl.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * A HUAAHO|A ARXE: * PVCE 2HELICH (pve2)E CHA HJAAHO|AOAM A BILICH (namespace2)E
METL|Ct shareFrompve ¥ &2 PVCE X|Hst= FM,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() tha Pvcel 371 22 PycHCH AL Zojof BLic

Zat

Astra Trident?7} € ¢
AE2|X| 2|AAT} G
HA|EIL|CE

SLICE shareFrompve U4 PVCO| =4S FI15104 tet PVE # & PVE 7t2|7|= XA
= ot?l 2B st A4 PV AEE|X| 2|22 5 SRELICE et PVC PVIL FHR R

Ok

7 25 AFELIC

o] HYATO|ANM BRE= SES AT 4 JUSLICEH Astra Trident= 24 HJAHO|A0|A S0 CHet
HMHAE HHStD 252 3 RSt= CHE LY AT O] A Cist BMAE SX| Z2|BfLICL 252 &Xst= RE
HUAHO| AT} M| E|H Astra Trident7t 258 AtF|etL|Ct.
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ME tridentctl get ot¢ =252 F2|SL|Ct

|I0

E MEYLICHtridentctl REEIE|, & HAY = USLICt get 617 2ES 7IN = BHYLICH XiMSH LIE2
CIS 3 E &XSHMA| L. /triment-reference/tridentctl.html[t ridentctl EE 3 SM].

Usage:
tridentctl get [option]

MK

2 3:

* *-h, --help: 280 Cigt =2 HAL|CE.
* —-parentOfSubordinate string: ot¢| $I2 SECZ #2|E H|greiL|C}.

--subordinateOf string: =8 5ot=Z #Hz2| H|ot.

HISt Abet

* Astra Trident= O &f HIJATO|ATF S/ S8 2= AS S + QSLICE Y &3 E= 7|EF Z2MAS
AME3t 37 25 HI0|E & HO{MX| gt 5 ofjof LTt
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* 2} @7 VolumeBindingMode & E MHETLICI Immediate, Astra Tridente= EZEX| Q1A Q0| 2 &2
MMBtL|CH S8 HIQIY U S T 2H|NY2 PVCIt A E mi M2|ElLICt o]Zo] 7|2ZtL|ct
VolumeBindingMode Lot EZEX| M|Qf TS MESIX| gb= S AHO| MYSLICL IR EE2 R
Pod2| 0f|2f 2 A0l SLEX| @b M EL|CE
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* 9} 8H volumeBindingMode & 2 MAETILICt "WaitForFirstConsumer PVCO|| CHet F 7 252| MM gl
HiQIY 2 PVCE At83St= PODZ} of[ef 5! MM E wi7hx] X|HELICE O|&E A otH EZZEX| @7 At w2t
HMEE= UM Hetg SF57| flsh =E0| M EL|CH

(D E 22/gLICt waitForFirstConsumer HIRIE BEN A= EEEX] 2(|0|S50| HRS}X| gt&L|CH
0| 7|s& CSI EZEX| 7|1t SEHECOE A8E &+ USLI|CH
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* £ M3SH= Kubernetes 22{AE "X 2 &= Kubernetes HF"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49272",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* SHAHQ LEO|= EZEX[E QIASH= 20|=0] JA0{0F LICt (topology. kubernetes.io/region ¥
topology.kubernetes.io/zone)E S2IYLICt Astra Trident?t EEEX| QIAIZ 2|6 AX[=[7] Hof
2 AEQ| =0 o|2{St 2i[0|Z * 0] AO{OF BfL|CF.
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-

eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1CHA|: EZSEX] Q1A HHollE MM

Astra Trident 2AE2|X| HAIE = 718M FHof| w2t SES MEMANOE TZH|XYSIEE A £ AUSLICt 2
SHAI=Of| = MEH AFEO| EotE &~ QUELICH supportedTopologles X|2loljof ot= B9 3l EH 552 LIEtL =
==2¢QlL|Ct o|2{gt BHAI=EE ALE3SH= StorageClasses| 2R K| HEl= /A0 A 6|2kl 0 Z2|7|0] Mof| A
QAsH= Aoo|ot 220| MAMEIL|CT.

CtE2 #All= Fol9 of &L|Ct.
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YAML

JSONZ
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version: 1
storageDriverName:
backendName:
managementLIF:
svm: iscsi svm
username: admin
password: password

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

EESHMAIR

{
"version": 1,

"storageDriverName":
"backendName" :
"managementLIF":
w.

"svm "iscsi svm",

"username": "admin",

"password":

ontap-san
san-backend-us-eastl
192.168.27.5

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl

io/zone: us-eastl-b

"ontap-san",

"san-backend-us-eastl",
"192.168.27.5",

"password",

"supportedTopologies": [

{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":
{"topology.kubernetes.io/region":
"topology.kubernetes.io/zone":

]
}

supportedTopologies HAE &
P2 StorageClass 0f|A M2t
I<1

x|}
MAfBtLICH

=
N FHOo| 5te| Teo| ZetE StorageClasses?| 22

"us-eastl",
"us-eastl-a"},
"us-eastl",
"us-eastl-b"}

ol
Zre
o

Molgt & UELIC supportedTopologies AEE[X| 2 CHS of

X|=5t= o AFRELICE o|2{ot I
£2 LIEFAL|CE.
stra Trident= BHAE0 S

M MSEl=



version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
region: Iowa-DC
zone: Iowa-DC-A
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

O] olof| A = RILICE region % zone 20|22 AEZ|X| E2| §|X|E LIEHHL|CE.
topology.kubernetes.io/region ¥ topology.kubernetes.io/zone 2EZ|X| ES2 ALY U=
°|X|§ x|x-|z-‘5|-|__| |_'_|-

T = od .

2CHA|: EEZX|E QIAlSH= StorageClasses= M 2o|gtL|Ct

S A 0| HZ2El= EEZX| 0|28 7|HO 2 StorageClassesE HO[6t0] EZZX| HEE Tetet £
UAELICL o|FA| stH PVC K0 tist T2 A& S ot= AEZ|X| 1} Tridento| M ®SstE EE2 MEE £

LEof 5k9 MEZE ZFELILE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: ext4

10| M ®[S St StorageClass H2|0| A volumeBindingMode 7} & MHE|0| JSLICH
WaitForFirstConsumer. O| StorageClassOl R HEl PVCE= PODOIA &Z=E W7tX| 2SsHA| e&LICH 2|1
allowedTopologies AFEY Y 2 FHE M3 LICH E E=2I2LICt netapp-san-us-eastl
StorageClass?t 0| PVCE MMetLICt san-backend-us-eastl MAE=T} Q{0 AM ||/} EL|C.

3CHA: PVC dH L ALE
StorageClass”Z| M4 E|0] BHAIE0f| O EH PVCE Mdd = AELICE

Ol E EXSIHAIL spec OF2H:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AEES ALt PVCE USH LISt 22 Zatvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 443t PVCO| HIRIE3I2{H PODOIM PVCE A ELICEH CIZ O|E HESHAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

0| podSpec2 Ol Y= =0 M PodE 0|2t E = KubernetesOll X|A|BLICH us-east1 §@H 2 25t of
LE Zo|A MEHSILICE yus-eastl-a EEE= us-eastl-b &.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

Zotet Al E S A0 ERLIC} supportedTopologies

7| & wHoll
update.

ES IS E AUHO|EY & UELICt supportedTopologies AFE tridentctl backend
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1. & MMELICH volumeSnapshotClass. AHM[St L2 & HZESHIAIL "VolumeSnapshotClass'".

£ ZS2I8L|Ct driver Astra Trident CSI E2t0|HE 72| ZL|Ct.
AE £ UELICt Delete EEE Retain. E E AATH AR Retain, AEZX]
x

° deletionPolicy =
M AHAR Tt = BRUE S| ELIC volumeSnapshot 2|7t APK|E| R & LICE.

S AE9| 7|2 =2
ol

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. 7|1Z PVCO| AAtE MMLICt.

of
° O] oflof M= 7|1E PVCe| ARAS HdetLtt.

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° 0| Of|oi[ A= 2= PVCOIl CHSE 2 & ARAF K| E MMBILIC pvcl AHAF 0|E0| 2 HEE|0] J}SLICH
pvcl-snap. VolumeSnapshot2 PVC2t FASHH 2F 2t#0| JEL|CH volumeSnapshotContent A
2RSS LIEHH = A LT

kubectl create -f snap.yaml

volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created
kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s
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o E MY £ EL|CE volumeSnapshotContent 2| 7HA| pvcl-snap VolumeSnapshots AEHSL|CL.
£ Z2=/8LICt Snapshot Content Name 0| AHAFE XS SH= VolumeSnapshotContent KIS
AlHBiLIC) £ 223LIC Ready To Use OH7H B4 AWAS ALZSI0] Ml PVCE M4 S 4+ Age
LIEFHLICE.

kubectl describe volumesnapshots pvcl-snap
Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

E8 AHM0IM PVCE MHELIC

5t 4 QUELICH dataSource 0|20]| 21 VolumeSnapshotE ALE30 PVCE MMELICt <pvec-name>
CIO|Ef AAZ AFSEILICE PVCTF MM El = PODO|| £%}5t04 CHE PVCEL ORI 2 AR S 4= A&LICE.

(D PVC= £ SEI St HAl=of| M MM ELICH S HZSHYAIL "KB: Trident PVC A H A0 A
PVCE dddt= A2 tiA| Ao M HHEE & GlELITt.
CHE OloiM = £ AHE5t0] PVCE ZHdetLICt pvcl-snap S OIO|E &A= ALEL|CE
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

=8 2HMS 7INBLIT

Astra Trident?t £ XY &LICH "Kubernetes AP T2H| K& AL TEMA" A 22X E(B) 48

UEE 5tH™ volumeSnapshotContent Astra Trident 2| £0f| MM El JHA| 5! AHAF 77|

AlZtst7| o

Astra Trident7t AHHAFC| ARl 22 MMSIHLE 74 2F0F BHL|C,

THA|

1.« 2 AE #H2|X|: * E MMTLICH volumeSnapshotContent SHAIE AMARS XX SHHE ZHA|QILICEH 22{™H
Astra TridentO|A] A4 QI EZ L7t AIZHEILICE

° Of| M Wl = AHAEO| 0|2 X ELICt annotations WX
trident.netapp.io/internalSnapshotName: <"backend-snapshot-name">.
E X|™YELICt <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>

QIX| snapshotHandle. O BE = 2| 2| ARMAF WMXLI} Astra Trident0l| X|Sdt= Rt DEAL|CH
ListSnapshots £2}.

(D £ Z2I8L|Ct <volumeSnapshotContentName> CR @ [Tt Z QIsH SHAIE ALHAF
O| 1t ot X &~ AELICH
o
CHS ol™[of| M= & BHELICH volumeSnapshotContent HAIE AMARS EHESH= UK JLICH snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. * 2 AH #H2[X;: * E MATLICH volumeSnapshot 2 HZ38H= CR VolumeSnapshotContent LEHE
J2H E AMEY £ U= HNATHEHQBIL|CE volumeSnapshot XIHE HUAHO|AO|A.

o

CHS of|M[AIA = 2 THELICE VolumeSnapshot CR O|& import-snap 2 &EgL|Ct
VolumeSnapshotContent O [=NES import-snap-content.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. * LHE X2| (OFF =A| ER ¢2): * 2& snapshotter?t {2 THE A
VolumeSnapshotContent & A™YL|Ct ListSnapshots 3.
TridentSnapshot.

Al
stra Trident7t 2 MMetL|C}

> ﬂ.||0

o Qe AWML XML B B™EELIC volumeSnapshotContent & MEHBILICE readyToUse B
EHS

VolumeSnapshot & MEHSILICt true.
° Trident?} SO0t ELICt readyToUse=true.

4. * DE ALK} * £ MMBILIC PersistentVolumeClaim & &2 M £ #ZXELICH volumeSnapshot, S
spec.dataSource (£ spec.dataSourceRef) name 2 &L|C volumeSnapshot O|&.

o

CtS oo M= & HXSH= PVCE EMELICE volumeSnapshot 0| X|& import-snap.
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

LHAE
HX

|>
mjo

AE3dto] =& HIOIHE S &Lt

ARAF I:|E"EE|._ E ME3%I0 IE2H| NI E 2&° *|EH Do X[/ fl8f 7| 2MoE sHKN USLICH
MOIRILICtH . snapshot AHAICZEE XM H|0|HE

un
rum

ontap-nas ¥ ontap-nas-economy E20|H.

=8 CjalgalolL|rt
22 AiAF 22 ONTAP CLIZ AL310] 252 0fF Adi20] 7|2 Aej2 Sst|ct,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

() LU =AEE sasiel 7z 28 40| G0|LofLITL AU SAl=0l MEE ¥ E8 HOIE
chet w3 Abgte Ad gLt

F7 =2ES MHSHH i Trident 2&0| "ATH| LEN"2 UC|O|EELICE Astra Trident 22

166



cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ Lot AR £ @LICt deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml 3! ¥O|O|E namespace HIYAHO|AZ.

A
#H g3

== LH A

= —At:iHA"

* "VolumeSnapshotClass"
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