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NFS =

"NFS E2 XL THZE AH8%t= Z2: ontap-nas, ontap-nas-economy, ontap-nas-flexgroup,
azure-netapp-files, gcp-cvs.

iSCSI &

"iSCSI =71E AX| gL Ll LSS AM8dH= 2 ontap-san, ontap-san-economy, solidfire-san.

NVMe =

"NVMe E EX|EL|CH 2 AH88t= B2 ontap-san NVMe/TCP(Nonvolatile Memory Express) ZEEZ
&t NVMe(Nonvolatile Memory Express)
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>
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tridentctl get node -o wide -n <Trident namespace>
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RHEL 8+

sudo yum install -y nfs-utils
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sudo apt-get install -y nfs-common
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sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf
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RHEL 8+
1. Cg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils H{Z10] 6.2.0.874-2.el7 O|AHQIX| &tolstL|C}.

rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. O 32 9%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ 2RISfLICt etc/multipath.conf X8 find multipaths no OlA defaults.

S. 2RIBHMAIR iscsid W multipathd A8 &:

sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi
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1. Ot AAH TH7|X| S EX[etCt.

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 0| 2.0.874-5ubuntu2.10 0] &k (bionic) L= 2.0.874-7.1uubuttu6.1 0| A (focal)Q!X|
grolgtL|Ct.



dpkg -1 open-iscsi

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. OtE 42 4%:

sudo tee /etc/multipath.conf <<-'EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 2IBtLICt etc/multipath.conf ¥ find multipaths no OlA defaults.
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5. QIS AIR open-iscsi W multipath-tools & =8

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi
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iSCSI Xt S+ 482 F AL HEsHH E MEYLICH iscsiSelfHealingInterval 9
iscsiSelfHealingWaitTime Helm AX| EE= Helm IH|0|E & Of7HH 4,

CHE ool M= iSCSI Ats =7 ZHA S 3222 AFSt Xts =7 th7| AlZtE 6222 dF YL
helm install trident trident-operator-100.2402.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

tridentctl 2 MEiStL|Ct

iSCSI Ats S dHS P MHStAHLL HASHZH & MYSLICt iscsi-self-healing-interval %
1scs,l—self—heallng—wait—tlme tridentctl AX| EE= C|O|E F O{7H HE-RALICE

CHZ ool M= iSCSI AtE 57 2t 2 3222 HFst ts £ 7] AlZtS 6222 EFelL|C.

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident
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RHEL 9 £ HZ3H4AIR
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

MK T HHE A0 Kubernetes 22{AE{Q] ZH E0f| 1R NQNO| U =X| EolghL|Ct,

cat /etc/nvme/hostngn
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X ¥ &= HMA 2 E= ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP) LIt
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Trident 2 X}

Trident HAMXIE AF2SHO] Astra TridentS M X|ot2{H TWES TIsHstL|Ct
tridentorchestrator cr.yaml E S2{ @™YLICt cloudProvider & MEYLICH "Azure".
o2 =9 Ct2a Z5LC

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

[ =3
=0
Ct2 ololl M= Astra Trident MIESE MAX|EL|Ct c1loudProvider Azuredll HZE 4= JUSLICE scp:

helm install trident trident-operator-100.2402.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

CtS Of|lof| A= Astra TridentE A X[st0 & EHELICH cloudProvider Ol 223 X|H Azure:

tridentctl install --cloud-provider="Azure" -n trident

AKSE 22t2E ID

222 IDE AFE5HH Kubernetes PodOIA EA|A Azure Xt SHS M 2dHX| 1 3AZC IDE QS5
Azure 2|AA0f| AMAT 2~ JSLICH

AzureOf| A 22t IDE &25t2{H CH20| LTt
* AKSE Ar235t0] 2= El Kubernetes 22 AE

* AKS Kubernetes 22{AE 0| M E /3 ZE ID ! oidc-ZZ X LICH

* 7t Z2tEl Astra Trident7t BX|E|}ESLICE cloudProvider XIHYLICEH "Azure™ % cloudIdentity &
e
235t ID X[H
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Trident 2 X}

Trident HMXLE ALESHO] Astra TridentS AX[StH HE S TIHBLIC
tridentorchestrator cr.yaml & 2] @HELICt cloudProvider & ME{YLICt "Azure"
2|0 AHELCH cloudIdentity E MEHEIL|CE azure.workload.identity/client-id:
KXXXXKXK~XXKXK~XXKK~XXKK~KXXKXXXXKKXX.

o

]

=9 Ch3at Z2&LIC)

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—

XXXX—XXXX—XXXXXXKXXXXX " *

e
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Z HEE MESHY * 22tRE SEXHCP) * & * 22t E ID(CI) * S219| gt AHE LI}

export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXKXX"

CHS W0l M= Astra Trident 3 SetsE MA[2LICE cloudProvider AzureOf HET £ Q&LICH scp W
£ AHETLICt cloudIdentity 2t HLE ALESILICH sc1:

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>

Cts 2td HE AFESI0] * 22tRE SEX 3L 22t E ID * 29| gts AL

export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXKX—XXXX=
XXXXXXXKXXX"

CHE W0l M= Astra TridentE & X5t & AH™ESLIC cloud-provider O S22 X|H™ scp, &
cloud-identity & MEHBIL|C} sc1:



tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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NFS 5! SMB =E2| AtH Q7 AFE

Azure NetApp FilesE X & AFESI7LE M I X[0| M ALSH= B Azure NetApp FilesE AH3I1 NFS =
MMoe{H I JHX| X7 M0 LRBHL|CH 2 &ESHIA|R "Azure: Azure NetApp FilesE A&t NFS
Adgt|ch.
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£ FMst0 AP BILICH "Azure NetApp Files" BiQll= | CH20| H$tL|Ct,

subscriptionID, tenantID, clientID, location, % clientSecret AKS
@ S AEHOAM 22|E|= IDE ALESt= 3 ME] AP LIt

* tenantID, clientID, ¥ clientSecret AKS S AEN A SEIRE IDE AMEY U= MEH
AP L|CE

« 22F ZQ|L|Ct 2 £ZTSH AR "Microsoft: Azure NetApp FilesOl| CHSt 22F 25 AMMstL|Ct",

* Azure NetApp FilesOl| YIR=l MEUI 2 ZESHAL "Microsoft: Azure NetApp Files0f| MEUIZ 2| IgfL|Ct,

subscriptionID Azure NetApp Files7t ZASHEl Azure TS0 A

* tenantID, clientID, ¥ clientSecret O|A "¢ S=" Azure NetApp Files A|H|A Q| CHSH S 25 #$H0|
U= Azure Active DirectoryOllA & SE0[M= LS & StLIE A8l OF 2LICE.

° AKX} E= EIER LT Azureli| M AR 2",

o ATAFEXRF K| E EIUIA e A5 2|'RR)ULICH (assignableScopes) CHE AHE #BH2 Astra TridentO|

ot Mottt ZHELICE AL X[E HE S BHE = "Azure ZE S AFE0H0 A2 s EHELICH
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MEXXIE 7| A Xt A YLt

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* AzureE MEHSIL|Ct 1ocation StLt O| 4| &=0| ZLetE|0] J}SLICH " E MEE" Trident 22.018H
location O§7i HaE BHRIE o Mol 2t £Z0 U= 4 HEQJLICEH 7t Zof X" E K| 242
SAIELCH
A= .

* ME2TL|Ct cloud Identity 2 (8) CIREESHIAIR “client ID WM "AFEX[ZF 2t 22| 1D
AULICH oM S IDE KI™HLICH azure.workload.identity/client-id: XXXXXXXX-XXXK-XXKXX-

XXXX - XXXXXXXXKXX.
SMB Z&F0i Ciet =7t 27 AR
SMB £&& ‘dd5t2{H CtZ0] A0{0F LCt.

* Active DirectoryZt 4|0 Azure NetApp FilesOfl HZE|RAESLICH S TSI AL "Microsoft: Azure NetApp
FilesOil CH$t Active Directory HZS 2S00 2a2|ghL|Ch.

* Linux ZIEE2{ E 5! Windows Server 20195 &= Windows X = =71 = Kubernetes 22{AH
Astra Trident= Windows = E0j|A A3 E|= Poddl|2F OFRESl SMB 252 X[ EL|CL.

* Azure NetApp Files7t Active DirectoryOfl 15 & 4= U= Active Directory A4 ZHO| ZLBHEl Astra Trident
ST} St O] Ak QLo{OF BT S E MMBILICE smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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* Windows AMH|AZ M EI CSI ZEA|. & FHELIC} “csi-proxy’ & EESHIAIR "GitHub:CSI ZEA|" £
"GitHub: Windows& CS| ZZA[" Windows0|A| A& &= Kubernetes ==2| H2:

Azure NetApp Files = 24 SM gl of

Azure NetApp FilesOi| Ci{et NFS 3 SMB HHAlE 1M Z40]| CHsH Lot D 714 Of| M| E
dEgLICE

oI 71 g4

Astra Trident= B{AIE FTH(MEU TS HEY T, MH|A 2F 5l X)) ALESIH @EE XM ALES £ A1
QHFE MH[A £Z 8l MEUln AX|SH= 22F 20f| Azure NetApp Files 252 MM EHL|CT

@ Astra Trident= 5 QoS 2&F E2 X|ItX| t&L|Ct.

Azure NetApp Files HAIE= 0|2{st 7+ SME HSELICH
o7 = Ay 7|28k
version oAk 1
storageDriverName AEZ|X| E2I0|He| O|E/L|Ct "Azure-NetApp-If"
backendName AKX XA 0|2 E= AEEX] C2i0|H O|E + " " + o EX}
bHoll =
==
subscriptionID Azure 7+52| 315 IDRIL|CH
AKS Z2{AEO0|A 22| &[= IDT}
HYE 22 ME AfFL|CE
tenantID N SS0M HIHE IDRILICH
22| ID EE= 22t E ID7HAKS
EHAEHOM AIBE|= Z2 MH
Attt
clientID M SE2| 220|HE IDRILICE
22| ID EE= 2212 E ID7F AKS
SAHOM AFEE|= B2 ME
ArgrAL|Ct,
clientSecret N SE0AM SE0|AHE 2=
22| ID = S22H2E ID7tAKS
S AE0|M *f%ﬂ = 3% M=
Attt
serviceLevel % OfLt standard, Premium, 2= ""(¥9])

Ultra
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OH7H 4 29 =
=

location M 282 Hde Azure 2IXI2|
O|SLIC}
AKS Z22{AE0f| A &t2|k|= ID7t
HAHE 4 MEd AP AL|C.

resourceGroups AMEl XS HEESH| @t X ")"(BH §l8)
g SEYLICH

netappAccounts AME 2|AAE HEE-SH| 25t "I"(EEH D)
NetApp AEe| SEQLICt

capacityPools AMEl 2| AAES TEESH| 2ot 82 "["(BEH 23, ¥9)
= SSYL|Ct

virtualNetwork A= MEUIo] Q= Tt HERITS ™
O|SLICt

subnet IJE MEUIo| o| S ILICt "

Microsoft.Netapp/volumes

networkFeatures E20| st VNET 7|5 Rlgte o &~ ™
UELICEBasic &= Standard.

LR X|Ho|M= HEYI 7|sS
ArEE & QIO 50N AT}l of
g £ JELICEH XE
networkFeatures 0| 7|52
AESHX| foH SE TEH|X'H0|
ATyt

nfsMountOptions NFS O2E Z40i| et M3t ®o  “nfsvers=3"
SMB &0 CHsll FA|ELICH.

NFS HH 4.12 ALESIH =2 &2
OrR2ESH™ 2 TahetL|Ct
nfsvers=4 2l HE F 25 OIRE
=M Z=0M NFSv4.12
MEHBEL|CY,

AEZ|X| E2A Holof ¥YE OIRE
M2 WollE Mo d™E OIRE

Hir-—— =

M2 ™YoLt

limitVolumeSize QHEE SE 37|71 0| ZfELC 2 B2 "(I2MCE HEL|X| %3)
22F aretof| AojgtL|Ct

debugTraceFlags 2 HE Al A2 CIH null2L|Ct

SefaJLCEH of: \ {"api":
false, "method": true,
"discovery": true}. =M &
Z0| OfL|H XAt 23 HI I}
2ot A2t OfL|H o] BHE
AHESHX| DR A 2.



OH7H 4 29 =
N

FS &= SMB 25 M4

m|0
5
=
0

nasType

8 QLI nfs, smb EE=
ILICE Null2 HHsHH
=HO=Z NFS 280 2F gLt

@ HEZ 7|S0ll thist XEMISE LI82 8 FZSHYAIL "Azure NetApp Files 20 LS HIERA
JlsE FEELIC.

L Q& At

— =

EIENES

#2

PVCE MM il "No capacity pool found" 277t Hdst= 22 A
L=2=13

o
HEH3I 2)7t 8l AL 5= AFLICH DEBUG7P %’éﬁﬁfi._' HAC T HGE ol HME
Azure 2|AAE 7|ZBIL|CH B feto| AFBE| D YK SolgiLc)

X resourceGroups, netappAccounts, capacityPools, virtualNetwork, % subnet ZITHSH O[S
= Motz 0|2 A8 X|Ee = JUSLICE 0|50| 22 03] 2|AAL 0| 50| X £~ U= HEES
2 HetE 0|2 A8tz 20| F5LICH

£ Z2IBL|Ct resourceGroups, netappAccounts, ¥ capacityPools 42 HMEl 2[AA EBHS 0]
A HHAIEO| M AFEE &~ /s 2| AAR N|$HsH= E'E'|0|D1, 0| 22 =¢dto] XY = JASLICH HAStE

EZ[X| -
O|E2 L3 gAlE WELCt
74 A
NetApp #H 2|AA JF>/<NetApp AE>
2a = 2|AA JI5>/<NetApp AIE>/<E8 E>
7HAFHIEQ3 2|AA OE>/<7HA HER 3>
Meul 2| AN JF>/<It HES{T>/<MBLl>
=5 Z=2H|XNY

74 ool E4 MMM CHE SHE XIS 7|2 28 Z2H|X'ES HoE = ASLICH S FZSHAIL o
bS|
=

oH7H A= 4243 712

exportRule M E280| Cist AATE FH& "0.0.0.0/0"
exportRule CIDR E7|HZ
AH83I0] IPv4 T4 E= IPv4
MEUIo| Tet2 2 BE TE5H0f
grLfch

SMB &0 CHsll FAIELICH.
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of7H = Ad 7|22k

snapshotDir AHAFCIEEZ| S HEA| HEE "HA"
Hlojg|ct

size M 22| 7]= 37|QlLCh "100G"

unixPermissions M &2 UNIX AHE Hoh8Zl "(@e|E7] 7|s, 7t Al
4xt2]) sfo|ER|AE HQ)
SMB 2&0il CHsl FA|E/LICE.

ofld| ¥H

LS oo M= R 22 I7H H4S 7|2UCR FE 7|2 #83 20 UL 0l= HAES Folot= 7Hy 22
"FHQIL|CT,

oHdd

[vag
>

[ESE

Ol= HrHXQl x| 4 HHillc 1 MQIL|Ct O] M S Edf| Astra Trident= A=l 2|X|0| A Azure NetApp FilesO|
UE ZE NetApp AN, 82 Z U MEUlS AMSIT o]2{ot E3t MEU F StLo| RXAZ M EES
HHX[EFL|CE SHLFSHH nasType MEFEILICE nfs 7| 2242 NFS S&01 CHoll B =7 T2 H| XY &L C,

O] T+42 Azure NetApp FilesS AIZSI0] A|E of O|4HO|X|2, HX 2= Z2H[X e =& o =7t

HEIE S5t A4S AYLICH

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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AKS2| #2|&|= IDYILICE

O] HQIE P2 M2t
ASE B Me ArgrlLct,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

AKSE Z22I2E 1D

18

HHOE M2 MEFEIL|C} tenantID, clientID, U “clientSecret 222

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus

LIC} subscriptionID, tenantID, clientID, ¥ “clientSecret' 22|E|=
L

C IDE M EY ER

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

%

IDE



8% Z LUE S A2t 3 Mu|A 2F 7Y
0| HHoll= M2 Azurelf| 22 HIX|SILICH eastus 2| /X Ultra 82F Z. Astra Trident= s ZH 9|x|0f| A
Azure NetApp FilesOll I El 2= MEUHE X522 M5 0 & H—foﬂ FALAZE M SES HiXIRLICE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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e E 7

0| sHoll= 182 ChY mhof of2] AEE|X| E2 FoleL|Ct TSt MH[A &S X|°J3f'_ oy 8% =0
1 0o|E '—fEH-H" Kubernetes2| AE2|X| EEHﬁg MMt = 20 FELICE 714 Z 20|22 AHE5HH
| It 22 FEMSLICH performance.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

AEZ|X| A "9

bas

CHS AFEtE BESHUA|R StorageClass o= 919 AEZ|X| 22 HETLICE
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2 AME%t HO| 0| parameter.selector ZEQ = TIL|Ct

>

| &g &~ JYESLICH StorageClass 252 STAESHE O] AFRE|= 7t

A2 parameter.selector 2420 CH3H X
2L}

SYLICt =2§2 JHol 20 HolE ZHS

—

AN

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB =E0i| chet Folo| o

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 2&2 X|&st1
E 2%t Active Directory Xt ZHE M3 = JASLICL
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HUAHO|AEE CE ofs A

o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

EEEEZE Y= M8

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



@ nasType: smb SMB =&& X|¥dt= S0 Ciet 2B RLICE nasType: nfs EE= nasType:
null NFS Z0i CHet TE{L|Ct

HHOIC LA QIS MASES 2 Ha

d2 AdLCH

tridentctl create backend -f <backend-file>

o> rR

C Mdof| 2oystH WHll= 40| 2X7F UAs AYULICH Chs HES HAsto 208 B0 /oIS =ele
L|Ct.

g0 |E

tridentctl logs

T8 ool EHE &elstn £t 2 create BHS CHA| Al = USLICEH

=

Google CloudZ Cloud Volumes Service HAI=E MBI}

NSE HE LMHEZ A0 Astra Trident AX|E ¢t HHAIEZ NetApp Cloud Volumes
Service for Google CloudE 71 4st= WS LAOIEHAIL.

Google Cloud =2}0[H| N|F FEQL|Ct
Astra Trident?} ®|33t= A2 CtEat ZELICH gecp-cvs E2{AEQ SAI5H= E2I0[HL|CH X[ E= HMA

2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWrite OncePod
(RWOP)L|Ct.

E2}o|H D=EE =8 2L MM A BETF X EL|CH X H=l= ohd A|AE
gcp-cvs NFS £ ]II'OE| AlﬁEé! RWO, ROX, rwx, RWOP nfs

HESHIAR

Cloud Volumes Service for Google CloudE 2|2t Astra Trident X| 2/ 0i| CHS LOEMA|R
Astra Trident= & 7§ & StLIZ Cloud Volumes Service 252 MAg 4 JELICH "MH|A FE

* *CVS - 85 *: 7|2 Astra Trident AMH|A SEULICE O|HEH M50 £|H3tEl MH|A V2 M52 FRA5t=
28 YIEC0f 7t MetetLICL CVS - d5 MH|A A2 %[4 100GiB 27(2] 2ES X 5H= SHESIO
SMYLICE CHE B StLIE MEiE = JQSL|CH"37EX| AMH|A 2 E

° standard

° premium

° extreme

* CVS *: CVS AH|A RE2 22 T2 71842 MI3dIH, 452 T2t £F 22 HSHELICE CVS MH|A RE2
AEZ|X| ES AI2510] 1GIB| &2 222 X|st= AT EQ0| SMAULICH AEZ|X| 0= £|CH 50742
=50| ZateE £ QoM 0| 280N 29 22t 452 Y 4+ JSLICE CHS & otLIE MEiE 4= &Lt
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type

"M H|A 2f|E 274"
° standardsw

° zoneredundantstandardsw

=

£ M5t AF2ELICH "Google Cloud€ Cloud Volumes Service" A= CHS0| ZBtL|C}.
* NetApp Cloud Volumes ServiceZ 7AE Google Cloud AH
* Google Cloud AMe| Z=NE Hz |L|Ct
* 0l Google Cloud MH|A AHO| UELICH netappcloudvolumes.admin HE

* Cloud Volumes Service A|™0f| CHet API 7| DU IL|C}

Of7H tH = A9 7|22k
version SHAF 1
storageDriverName AE2|X| E2IO|H el O|SLICH "GCP-CV"
backendName AKX X|H O|2 tE= AEE|X| HHollE CZlo|HH O|E +" "+ API
Jle) gl
storageClass CVS MH|A 932 X|AMSt= O AFR2E|= MEHE o7
= QIL|CE

ME software CVS MH|A S MEHBIL|CE O X|
9f O™ Astra Trident?t CVS - 85 MH|A KR8 S
7PEeL|CE (hardware)E E=SLICT

=
storagePools CVS MH|A Rt 25 YHg st AEE[X| 22
X6tz ol At == MEHA O{7 Ha QLT
projectNumber Google Cloud AE ZZNE HSIL|C} O] gf2
Google Cloud ZH Z H|O|X[0f| A Ztoleh &~ UELICE
hostProjectNumber 35 VPC UEYIE AESt= 42 HRELICL O

ALIZ| 20| M E projectNumber (&) AMHIA
OIZ=ZMEQLICt hostProjectNumber = SAE
TENEQL|CE

apiRegion Astra Trident?} Cloud Volumes Service 2§32
MHSH= Google 22HRE Y XY 7t Kubernetes
SHAEE MHE of of| M MM E SEQLICH
apiRegion 42 Google Cloud X[¥2| = =0f of| k=
HIAZE0 AHRE £ UELICE.

o= T MH

X Zh E2fHol|= =7t H[E0| 2Lt
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
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https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

oH7H i

apiKey

ILIC} netappcloudvolumes.admin S,

A
AHE3510{ Google Cloud AH|A AHHof CHSE API
1

7|0lli= Google Cloud A{H|A A& Q| 7l 7| mHd
(A= M TAO| verbatim SAH2| JSON &4
ZEIXTIF ZEEL|CE

proxyURL ZEA M#H7E CVS AZol| HZGHOF St B2 ZEA|
URLLICH ZEA| MH= HTTP ZEA| E£= HTTPS

HTTPS ZZEA|Q B2 ZEA] MHO[M Xt HHE
ABSHE AIEY = UAZE QSM REY HAME
A EL|CE

Q150| 2t MotEl TEA| M= X[ EX| gE&LICE
nfsMountOptions NFS OI2E M0 Chst M2 St K| 0f "nfsvers=3"

limitVolumeSize QHEE =8 37|71 0| ZIELCH 2 ER 22 & "(Z|2HeE HEL|X|
At %)

[Eo=]

servicelLevel M &0 tiot CVS - 85 EE= CVS AH|A =& CV-Mds7I2i2"E
"AL|Ct
[ .

HA

CV - ds U2 YLILt standard, premium, EE=

extreme. CV 7|22
"standardsw"®l L|C}.

CV %2 QLICt standardsw £

zoneredundantstandardsw.

network Cloud Volumes Service Z2&0i| A& %[= Google Cloud "7|23t"
HER3A

debugTraceFlags 22X HZ Al At C|HO S|t off: nullL|Ct
\{"api":false, "method":true}.

=H 32 0| Ot XtMiet 21 HO It QS FLR 7t
OfL|™ O] YHS AHESHX| Ot A2,

allowedTopologies X|g 7t HMAE XSt H off i StorageClass
HOIE MEELICE allowedTopologies BE X|HS
Zotsifof gfL|ct.

olE =9 31 25Ut

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

22 TZH|NY 8M

oM 71 28 Z2H|INES MO 5= ASLICH defaults T+ Tt MM LIt
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exportRule

snapshotDir

snapshotReserve

size

CVS - g5 MH|2 9| o

A
=

M

H
o

ME8 9I LHELHZ| #2l. CIDR
Ejl H= A|'5c§>'-6-|'0:| IPv4 _7':__+_ EE::
IPv4 MEUIo| o2 2l HEE2
T25HOF gLt

ofl HM|ASILICE . snapshot

AW£SOE OotE 280
= 20| ct

M &89 37|L|LC},

CVS - %2 452 100GiBYLICt.

CH= G0l M= CVS - 85 AHIA fof gt ¥E 742 ®MSELIC

7|22k

L— HA

"0.0.0.0/0"

||7_I§J||

"(CVS 7|22 0518)

CVS - ds MH|A RY9 7|2

"100GiB"&L|LCt.

CVS MH|A &

2FoIX| X2

el

12 7=
SN

1

I:IA

£=3
—_
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7|2 CVS - 85 AMH|& R 7|2 "BE" MH|A £F3 ALESH= &[4 MAlE LG LTt

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

29



off 2: MH[A 2=ZF 74

30

o HE0M= MH|A =& Sl 2E 7|2¢S Zeiet Halt 14 583 206 FLCL

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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| ME2 E MEELIC storage 74 & B & 7 HYLICt sStorageClasses CHA| g otCh= ZAILICE
KIRSHAA R AEZ|X| 2efA Mol AER|X| 2EHAE A OISt HItHS stolstL|C}

—_

o

0| 22 E Hd5t= ZE 714 =0 tish EH 7[=2240] @™ ELICE snapshotReserve 5% X 0fl A
exportRule £ 0.0.0.0/02= HHEELICE 7t 22 of MO0 USLICH storage MMH S FRSHHAR. ZF
IHNE Tt E22 DR JtA 22 HO LI serviceLevel 2|1 YR E2 7|22 HOHBLICH, Jp4
= go|E2 A8 of M2t E2 AEMSLICE performance 3 protection.

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m



XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* X MY StorageClass®L|Ct (cvs-extreme-extra-protection)?t A W 7t& Zo0f OjE EL|CE O] 22

AESE O of 7H0] 10%¢2! 2[ 1 §52 MSots et S LI

* OtX|2} StorageClassLICt (cvs-extra-protection) 10%2] AHAF o|2F 37t2 HSot= AEZ|X| 22
S ETLICE Astra Trident= ME{E 714 22 ZHSHD AWM 0|2 27 At0| &

CVS MH|A ¥ o

CHZ ool M= CVS MH|A fHof Ciet HE F42 S LIt
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw



ol 2: AEE|X| E M

O| tHOlE 2 E AF8ELICt storagePools AEZ|X| 22 74512 H LIS S LI

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

tridentctl create backend -f <backend-file>

o> rR

C Mdof| 2ofdtHE wHll= 40| 2X7t A= AYULICH Chs HES HAsto 208 B0 QIS =ele £
L|Ct.

$0 1Z

tridentctl logs
T4 oHYo| EHE 2lstn =80t = create BHES CHA| Adle £~ JSLICE

NetApp HCI == SolidFire HiAIEE A BHL|Ct
Astra Trident A X| A| Element HAEE HM5I10 A5t WHE LOIHMAL,

R4 EEIO|H MR ZE

Astra Trident?} M35t= 212 CHS1t Z&LICH solidfire-san 22{AE S} EASHE AE2|X| =210 QLT
X|gElE HNA 2EE ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|Ct.

£ 22I8MLICt solidfire-san 2E2[X| E2I0|HE FILE_AND_BLOCK _VOLUME ZEE X|gtL|Ct. o AL

Filesystem 28 IE, Astra Trident’t 252 HM5t10 IHY A|ARS MMSL|CH I A|AH @2
StorageClassOl| 2|a X|& & L|LCt.
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2ot IZES =28 D& OHM|A BET} e = o A|AH
XM ELICH
solidfire-san iISCSI == RWO, ROX, rwx, II}O' A AEIO]
RWOP USLICHL ™A =
K]
solidfire-san ISCSI OH A[AE RWO, &23at&t xfs, ext3, ext4
AZSE2| o
Element #l=E M-d35t7| To| CtZ0| 2REL(C

* Element 2ZE9

o E Hls= X|YEl= AEE[X] A|AH

=52 2e|g & A= NetApp HCI/SolidFire 22{AH 22|xt = HIHE AL XIof| cheh XHH 5

-1 oo

« D E Kubernetes X} =0 MASHSCSI £0| MX|E[0] Q0{0F BILICH 2 AXSIAAQ "X} L= F=H|
Pl
o .

_I-I.

Of7H tH = AY 7| 2%
version ShA 1
storageDriverName AEZ|X| E2[0|HHQ| O|E/L|Ct atA "solidfire-san”
backendName MEX XY 0|5 E= AEZ|X| “SolidFire_” + AE2|X|(iSCSI) IP
e 1= FAQLct
Endpoint H'HE Xt4 3F0| U= SolidFire
SHAES MVIPYLICH
SVIP AEZ|X|(SCSI) IP F=A B ZE
labels S50 M8 2[9] JSON YAl
20| = MEILICE
TenantName ALY HHUE 0|2 5 8l= B2
MM =)
InitiatorIFace iSCSI EzlZl2 EH SAE “7|1 22
QIE{HO|A Z F|BtetL|Ct
UseCHAP CHAPE AHE3tY iSCSIE &
QIZtLICt. Astra Trident= CHAPE
AHEELICE
AccessGroups ArEY AMA OF ID SEJLICH "E2[HIE"2t= HMHA TF2| IDE
FrSLCH
Types QoS At
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of7H = Ad 7|22k

limitVolumeSize RYE ZSE I7|7t 0| UELt 2 ER “I2Hez MEEX| 43)
22 gotof| AofgiL|ct

debugTraceFlags X siZ Al AHE S ClHO null LI Ct

S LICE ofl: {“api”:false,
“method”:true}

() MS0IXI DHYAIR debugTraceFlags 2H o2 % XHHst 20 YX7t st Z2E Helohn

Off 1: Off CHet WAE 1 solidfire-san M| 7HX| 28 RS 717! E2I0|H

H QoS S XHst= M 7HX| 2& fRdsS

O] 0ol M= CHAP Q152 AE6t= HiollE 2 Hof =10
oA SM0| &=&LICt ToPS

SUBLICE D71 TS O M 2 AE2|K| SYAS ASH
AE2|X| S22 o7 HALC

M Jm
u
Ral
mju
L)
[>
i
0
1o
mot
N

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

of 2: off chst WA= 5l AEER[X| 22HA 4 solidfire-san 7t 20| U= EE0[H

O] Oiloil A= 7HA ZE 1t O| £ CHA| HESH= StorageClasses2t i LA El HAlE FHo| mAS H0of FLICH
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Astra Trident= 2E2[X[] 20i| = 20|28 Z2H|XJE M MAl= AE2[X] LUNO| SAFL|CEH HolE 2l

AEEX| HEXt= 7t E R OE SEEZ oIS S 20282 Folg £+ ASUICL

Otz EA|E ME Wll= Fo| mAM EF 7|22 E £
7te 22 ol 2l UASLICE storage MMS FESIL
AYStn 25 E2 flofl @& 7[=US M LIt

IAI2. o] ollofl M= Y2 AEZ|X| E0| AHH| RS

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3'

zone: us-east-1b
type: Silver

28ot= B AE2[X] 20 o3 @Y ELIL type &
[=]
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- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1"
zone: us-east-1d

arameters.selector ZEOM 2t
FLICH MEdst 7HA Z0f| 20| ™o =

CtS StorageClass &2|
StorageClass= 252
UAELICH

I

X M StorageClass@LICt (solidfire-gold-four)s & HWY 7t Z0f| OjZIBtL|Ct O] £+HEL ZE M52
H3dts FYet +FHAULICE volume Type Qos %&LICH OHX|2} StorageClass®LICt (solidfire-silver)
2 Holt M52 Masts AER|X| E2 SEYLICE Astra TridentZt MEfSH 714 22 AHstD AEZ|X| @F
At SFAZL|CH
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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$ B YNA 2E

ONTAP SAN =2}0|H

ONTAP SAN E2}0|H 7R

ONTAP

YO CHa ZOEMA|2.

ONTAP SAN E2t0[H ME HEQILICE

Astra Trident=
OHMHA RE

ONTAP S AE{Qt EAME £

ReadWriteOncePod(RWOP)Q]L|C}.

®

E2to[H

ontap-san

=220

ontap-san

ontap-san

ontap-san

ontap-san-economy
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* LUKS &3t
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2 E ONTAP BHAI=E9| AL, Astra Trident= SVMO]| StLt O| 49| Aggregate7t &EHE[0] RU0{OF BFLIC.

CESH = O Ao E2IO|HE Adist & & SILHE 7t2]7|= AEZ|X| 2HAE MUY = JESLICL OE 20, 2
TS 4 QBLICH san-dev 2 AFRSH= 2§ AQILICH ontap-san Cefols 2 A san-defaulc § ABSIE
S AJULICt ontap-san-economy 17H.

HE Kubernetes ZHiXt . E0i = Mot iSCSI 0| 2X|=|0] A0{0F SL|CL S EZSIYAIR "HUXF ==
FH[ELCH & EESIYAL.

mufn

ONTAP EE olsgtLct

Astra Trident= ONTAP HAIEE QIF5st= = 7HX| ZEE NS gfLICt.
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Astra Trident= SVM H2|/22{AE HQ| 22| X0 A ONTAP ”—”.°.i|E t EA157| flot Xt SHE FefLICt 1t
Zo| 02| Mozl HFF IS A25t= 0| EELICH admin EEE vsadmin. 0|2 Sl &= Astra Trident
LE|ANM AIR2E 7|5 APIE =22 £ = &% ONTAP E E|Aszr Sk S35 0| HEAMEILICH AFRXF XA Hot
2791 A2 Astra Trident2t 24 MM Bl AT 4~ QUX|TH HEE|X]| ‘BJ’.:.‘I—I Ct.
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONE H XA

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}

oS Foli= K12 SHO| Yt MAER MIE|= QU 9IX|2H Hoil RASHIAIL. HASTE MM = AL}
O|E/¥= = Baseb4 2 QAL E|0| Kubernetes &= = X ZHEILICE tIHOiII:°I MM L= OH0|EE XHE ZSH| Chgt
X Ao st gUst CHARILICE M2tA Kubernetes/AEER|X| 22| X7t +8E 4 Q= 22| M8 Y ALICE

At 8l 7| E HAIE = QIS ME ALESI0] ONTAP A= 2t SAIg 4= JUEL|CH MAE FO|ol|= M| ZEX| 47 H==It
mQehL|C}
= =

* clientCertificate: Base642 QI3
* clientPrivateKey: Base64 - HZ =l 72!
_JIK_

. TrustedCACertmcate Mzlgt 2l
A< o] o7l tH-E HSHOF BL|Ct Mg

2EHHQl YIS 20| = ChS HA T ZHELIC.
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HASILICE M Al CN(2EF 0| 5)S ONTAP ALEXIE HHSI0] QIBSHUA 2.
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ol el

3.0

4.0

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

Sk A
= T

L|C}.

im0

= CA
AE

IS ME ONTAP 22{2E0]| =7tetL|Ct Ol AE2|X| 22|Xt7} o|0] X2|eh A 4
2 CA

(o]
2 CAZ} AFEE|X| Qi FAIRHLCE.

o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| 22I0|HE ASM AU 7[(1EHA))E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

NTAP 9t 2191 {t0] I &IE[=X| HOIBHLIC cert 215 Wi,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E> 22| LIF IP 3 SVM
0|2 HHEL|CE,

6. B

50

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

aseB4= QT A, 7| & L=g = A= CAJASME AZILICL.

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. O CHAIO| M F2 2tE ArE5H0] MM =S WDt

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

Pomcmosoosos= e e Pomccosoooosoososoososoososoososoosooos
Pommmmom= e e T+
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Pomcmmsmomms= e e e e e L
Fomomomoe Fromcooomo= +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
Fommmoommomms fFromcmromsoososoms FommmoommomsmomosmremerEEoEEEEEEEEEEEEE
Pomcmmmm= Pemsmcsos= +*
215 YH= YH|O|ESHALL 1t SES = HefLICt
CHE QIS Y-S MEOIHLE XA SES 2| WOt F 7| & HAES YHO|ER 4= JASLICE O[Z | 5tH ALEX} 0|F
IE=E AEot= MAEE ASMHE AESHEE YH|0|ES £ A1 AISME AIEst= HA == AEXL O|F/A=
7|92 AHO|ES = UAGLICE O|ZA| o™ 7| = Q1S LY S Mot M QIS BHS =71 oF gfLich O
Che Alae T o7 71 IehEl AH|0|EE backend.json IS AFEEILICE tridentctl backend
update
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

AT E oM nf AEZ|X| HE2|XH= HX| ONTAPO|A AtEXIC| S E A0 EsofF BfLICE 1
@ ChEoll= HAE HHO|EZL JASLICEH ASME =|HE mf o2 ASME MEXOA =ote =
ASLICE O ChZ WA =T HHO[EE[ M ASME f%?:.“—llif J2{H ONTAP 22{AE{0]| A

O] QISME AHE &= ASLICE

£ YO0 Bl o|o| YHE =& CHet MM ATH SEEZLE O|=of Y=

Holl = =2

= = E ‘—
SHELICE oI L0 E7} B X0|B Astra Trident7t ONTAP H{oIet SAI6hT $% B8 X2 M2z 4
UASE LIEHL|CE,

Astra Trident= 2| Z2eF CHAPE ARSI iSCSI MM 21Fe &= JAELIC ontap-san X ontap-san-
economy E2t0[H. 0|F 2|8 M= 7t &g =tx[0{of °”—|Ef useCHAP ”—'1?1"2 2|0 M ).“JE—H*%* = AFLILL E =
MEBE AL “trye Astra Trident= SVM2| 7| £ O|L|A|0f|0|E] HOIS Qfutst CHAPE FLAISIT dHoll = mHlof| A

AHEZt OIS A2 E BHELILE AU CHAPE A HES IE5t= 20| ZEUICL LS ME 82
HZSHHAI2.
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I9tL|Ct usecHAP O§7 HEE 2 SMULICE 7|EMO 2 falseZ
MHE| O] YESLICE true 2 AHSH S0||= fals =

LESt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE&= Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE HMSt T A5 E HEL
LIC} tridentctl update.

MHES E8l usecHAP AEZ|X| HE|XH= AEE|X| BN E0| M CHAPE LA SHE 2 Astra Trident0l| X|AIEHLICE.
of7]0ll= CtZ0| ZetELCt.

* SVMOI|AM CHAP &%:

© SVM] 7|2 O[L|AI0f0[E] Bot R340 none(7|2H 02 A1) * 0|3 * J|= LUNO| &0 0[0] YO8 Astra
Trident?} 712 2ot 982 = MHBILICH cHAP CHAP OILIAIO[EQ} EF ALS X} 0|2 % o1 714 8
FBHL|CY.

° SVMO]| LUNO| &=l AL Astra Trident= SVMO|A CHAPE ZA3tstX| &L Tt ek SVYMO]| 0|0
U= LUNO]| cist M AT HSHE|X| b LT

* CHAP O[L|A[of|o]Ef B! E}ZI ALEX} O| B2t 2 E F-ELICE 0|23 M2 WA= -40] X[F3HOF L{Th(#
Bx).

BHO =Tt MM El = Astra Trident7t SiiE 2 MAMSIL|ICH tridentbackend CHAP Y% B! AM2X} 0|E2
Kubernetes H/ZZ CRD 3! XA BILICt. O] BiAI= 0| M Astra Trident0]] 2|5l M M=l 2= PVSE CHAPE Edli
Ot EL| HZEEL|C

N

[n
i
e

HIO| EgtL|CE

ol

H
o

mm
S
Ot
kl
=
°

OilX CHAP D7 H=

2= E YH0|ESI

IO ESIH CHAP Xt ZHZ YHIO|EY & JELIC backend. json I, CHAP
A0k RILICH tridentctl update BHE ALESI 0|2{8H HE Al vtIefLCE.
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HHAI = O] CHAP YZ E YUHO|EE f E AFE6HOF &L|Ct tridentctl HAEE AH|0|ETIL|CY,
@ Astra TridentOfl Al B2 AFSIS MEHSE & olOo D2 CLI/ONTAP UIE E8 AE2|X| 22{AE 9| Xt
ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|E HAL2 Y2 X AELICH SVMO|A Astra Trident”t X124 ZSEE 0| ESHH 24 MEfZ SXIELICH M
HZE2 UOIO|EE XHH B2 ALEotH 7|E HZE2 AL g4 Mef= RXIELICH 7|& PVSE A Z sHAISt CHA|
HZSIH HO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 71 &M 3L o

Astra Trident & X|0| Al ONTAP SAN E2I0|HE MMt Aot
MMM = WA= M o K| 5! BackendE StorageClassesO| OH
HHEE K 3gLCt.

= YEHS LOLEHA[RL. 0
o d

=
Lot= 2ol Chet M&
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OH7H -
version

storageDrive
rName

backendName

managementLI
F

dataLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

4 H 7|22k
S
AEE[X| E2to|H2| o|S|IL|CH ontap-nas, ontap-nas-

economy, ontap-nas-

flexgroup, ontap-san, ontap-

san—economy

MEXFXE 0| = AEE|X| #A= 20|t O|E +"_" + dataLIF
SHAH = SVM 2| LIFQ| IP FAILICE “10.0.0.17, “[2001:1234:ABCD::fee]”

FQDN(Yratel =HQl 0|F)S XIEY &= AELICH

IPv6 Z2 12 AR5t Astra TridentE AX[$t AR
IPv6 FAE Af95f5§ HEY = UASFLICE IPve FA=
ot 2ol ci= = ™olsf{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

22t MetroCluster MEH2 & &=XsHAI2
MetroCluster 0.

TZEZ LIFQ IP TAQLICE SVMO| M THHEL|CH

*iSCSI0| Lo M= X["SHK| O AL, * Astra Trident7t
AF2EILICH"ONTAP MEHA LUN #" Ot AE MHS
M= O ZR$HSCILIFE ZAiste{H 21 2l A
dataLIF HA|HOZ MO|EIL|CT

*MetroCluster?| B MEFSIL|CE * £ & ZSHMAIL
MetroCluster 0.

AEY AEE|X| 7H HAIJLICH SVMO| A T El ZL
managementLIF O|(7})
*MetroCluster®| Z< M2tgtL|Ct * £ X E = RAELICH

MetroCluster 0.

CHAPE AFE3H0{ ONTAP SAN =200l CHet iSCSI  false
Q= [Boolean].

i
i)
A
Ot
1k
>
30)

E 2 MAESBILIC} t rue Astra TridentOf|A] EHoll = 0f
IﬂﬂEl SVMO| Bt 712 &I’;OE AtSF CHAPE
TSt AFERILICE 2 EZSHYAIL2 "ONTAP SAN
C2I0|HE AE5I0] uH __% TMe FH|E Lo E
ARSI L.

CHAP O|L|Al0f|0| = L|Ct EHett
useCHAP=true
220 M2 oo JSON &4l 2|o|2 MEL|Ct

CHAP EtZU O|L|A|0f|0|E 2= LICH Bttt 22
useCHAP=true

oM
40
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OH7H 4 29 =

chapUsername QIHI2E ALEX} O|FULICH ERSH B
useCHAP=true

chapTargetUs CHAM AF2X} O|EQLICH ERPH AL useCHAP=true
ername

clientCertif Base64 - 22i0|HE QS A2l QAT = 2}
icate 7|gt 1B 0l AtEELICH

clientPrivat Base64 - Z22t0|HE JlQl 7|o| QIFE =l ZHIL|Ct. "

3
Il
Il
°

) l_%A'I w

eKey QIB A 7|8t QU0 AHREIL|CE

trustedCACer Base64 - AE[2 £ Q= CAQUSAQ elALE

tificate AALICEH MEH ALSE Q1B A 7|8t Q1 F0]| A EIL|C.

username ONTAP 2 AEQ} EASH=E O] LT AFEX} "
O|SULICE Xt BF 7|4t Q1B 0| AFREL|CH

password ONTAP S2{AE{e} EAISHE O HQot 9SQL|C Ktz ™
=0 7|4t olZof| AL ELICH

svm Ar2EH AEZ|X| JFAF HAIQIL|CH SVMO|A| It El HR
managementLIF O|(7})
X ™= ASLIC

storagePrefi SVMOM M EE2 Z2H|XIY M A= HFAL trident

X
LSOl $38 4 ¢t
SENECETPUET

—

SLICt o] 7K =5
HA= S H-GSHOF gLt

limitAggrega AFE2EF0| 0| H|EE2 X116HH T 2H| XY 0| MmystL|Ct. "(7|2Ho 2 MEL|X| ¢
teUsage

NetApp ONTAP EHl=0fl Amazon FSxE A3t

£ X|HokX| OHYAIR 1imitAggregateUsage. A&

fsxadmin % vsadmin OHJZ2|AH|0|E AtEE HMSID

Astra TridentE AFE5H0{ H|etdt= o 2ot #to|

ZOtE|of UK hELICH

limitVolumeS SKFE S8 37J|7}0| ZELCIE 2R 88
ize Aotk

ot

ol "(Z1EHeE HEEIX| 8

EESH gtree 3! LUNO| CHSH 2t2|5H= 2&°| 2|t 37|=
HetetL|ct,
lunsPerFlexv FlexVolZ Z|CH LUN == H?I[50, 200101l RL0{0F LTt 100
ol

debugTraceFl 2K iZ Al A2 C|HI EcfIQIL|CE off: null
ags {"api":false, "method":true}

=H| SiZ SOIX| g1 XpM|e 21 HZ o HRst It
OfL|™ AFESHA| DY AIL.
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oH7H i

useREST

sanType

oH7H 4

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

29

ONTAP REST APIE
7l= 0j2] 271+

AHE3t= &2 oA

useREST TZ2EHM XA H517} OfLl HIAE 2HA0|
HY¥E=7|E 02 E7|§ MSELt. &

true, Astra Trident= ONTAP REST APIE
2Ol = 9

EAISHL|C},

[ Wy = |

9.11.1 0[&f0] ’é‘BE“—IEf EE°F AMEEl=

Agto]| off CHat B M A
nggjaﬂ ol=
useREST = MetroCluster0Oi| A X|&l%|X|

useREST NVMe/TCPO| CHaH

E A25t0] MEHBILIC} {scsi iSCSI e 9 R nvme iscsi HOH U

8l cluster-admin &

NVMe/TCP2| 2%

Shuole T M
712
FeAI2
M

O-IQ

ARE ol off ofH

IZH|XMEE Hoig =

0=|o}-

(M|) e "EEH( 1

H I|__||_'_|.

xx
3—|E|=|I

o
2 4HES AS

AHESHH
= AHE235t2{™H ONTAP

ONTAP 2119l
Hoto| A0{0F BLICH ontap S

OFA
LS

ATt XA S

I:||-)

= -

P
=]

L|Ct.

2%D

LICt vsadmin

ol
[

MME| 220 StEtst QoS MMM O EQlL|CH AEZ|X| &

/HHAI = 0f| M qosPolicy &= adapativeQosPolicy &
SHLHE

MEHSHL|C},

[ B i = |

Astra Trident2t €71 QoS M 152 AtEst2{H

ONTAP 9.8 O|2}0| EtL|Ct. l:||'T'—O QoS M O F

AI28ID Mx OE0| 2t LHQAHEE I-I_9_5|E§ o|-,_

700] Z&L|t
2| ol chelf dets o

MAME 220 8t
AEEIII E/“—h'?il'zoﬂ)\'l

CIShH
o=

adapativeQosPolicy

>

M
So

AHLR20F of|okEl 2
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| &% 2

=
S0

ST
’51%33 QoS M OE
ao

Z2 QoS MM 1EL DE QIZECo| &

U&ELICH defaults MME

ll0llo|
IIOI

||7_I§J"

L o
I: 7C:>|T

XX

[ [

SHUAR. Ol

A% snapshotPolicy

, JYX| OBRILC,

=01, Oofzf
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oH7H i

nx

e

=E0| NVE(NetApp Volume Encryption)E
AotetL|ct 71222 YLICt false. Ol SME
AHE3E{™ NVE 20| AT SR AR 0| M 24 StE[0f
A0{OF SFL|Ct,

encryption

et =

HHAE0f| Al NAEZ} 2 M 3HEl H 2 Astra Tridento|
DTZHXMYEE ZE EE52 NAEZL A SHEILICE.

FM AL, "Astra Trident7}

AtMet LHE2 L2 8 HZ0
HI-AﬁIll.

NVE ¥ NAES HEk= Y
luksEncrypti LUKS &Z2tE ALESL|CH 2 &ZTSHMAIL
on "LUKS(Linux Unified Key Setup

NVMe/TCPOI| CHS M= LUKS =27t X E|X|

LIt

Lo -d

securityStyl ME2 SE0| CHgt 2ot AEHA

e
tieringPolic "GIZ"S AEdt= AHlE= X
y

S TZH| X9 o

Ch22 7122r0| Fol& of Lct.

version: 1
storageDriverName: ontap-san
10.0.0.1

svm: trident svm

managementLIF:

username: admin
password: <password>
labels:

k8scluster: dev2

backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'
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E ME5t0] MME 2= 20 tho ontap-san E2}0|H, Astra Trident= FlexVolOf| 10%2)
222 F71510] LUN HEHHIO|EHHE £=28L|CE LUNS AF2XI7F PVCHIA &St "etst 37|2
@ O 2H| NI ELICL Astra Trident7t FlexVolol| 10%E HELICHONTAPOIA ALE 7tsTt 37|12 EA|).
O|XM| AFEXI7F QS 7t E2 P2 £+ JSLICL L3t 0] HASE Qs AL Tttt S7H0| 2tH G|
2EE|X| 2= o LUNO| 97| ME0| &= AS WX o~ USLICH. ONTAP-SAN-ZH|0 = HEL[X|

& LCh
2 HO|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 3 7|2 A AFgtL|Ct.
Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH[O|H E +83I== FlexVolOl| =7HEl 10%2] Astra TridentLICt & snapshotReserve = 5%,
PVC 22X =5GiBQ!l 22 £ 8 37|= 5.79GiBO| 11 AL Jts¢t 37|= 5.5GIBRILICt & SEILICt volume
show BE2 O] Of[H|2t FAlH Z2HE HAISHOF SLICE

Aggregate State Size Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4
online RW 18GB 5>.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Gl 7|Z =50l Chio M AIME AHE0t=s RS B2 37| ZFYLIG.

x| ol o

L= oo M= R 22 I H4E 7|12UCR FE 7|2 #85 20 UL 0l= HAES Folot= 7ty 22
|:|I-I:HO||_|E|.
oHdd .

@ NetApp ONTAPO| A Astra Trident2t 27H Amazon FSxE AF25t= AR IP F4 Al LIFO]| CHst
DNS 0|§& X|H5h= 20| E5LCL.
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ONTAP SANZ2| o

O|A2 E AI8St= 7|2 4
version: 1

storageDriverName:

QULICH ontap-san E2{0[H.

ontap-san

managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password:

ONTAP SAN ZH| o

1
storageDriverName:
10

svm_iscsi eco

version:

managementLIF:
svm:
username: vsadmin

password:

MetroCluster 0

et

Fgt ol

23

HHofl =

=

=0l

xo|
o

J

AT AQIK| 2 U A9x| 4

==

dataLIF gl

1
storageDriverName:

version:

managementLIFE:
username: vsadmin

password: password
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<password>

ontap-san-economy
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<password>
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ASA 718k 152f of

0|7LE~?**WKmk1cllentCertlflcate clientPrivateKey, ¥ trustedCACertificate (MET
T A= CAE MEdH= 22 ME AMgh = off X ELICH backend. json J2|11 ZHZF Z2I0|AHE QIS A, 72l
9| 3:' Mg U= CA ?J’cfk|9| base64= QT E ZtS AL RILICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HHAIE oA NVMeZE 7LAEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

-

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

7t E2| sl = o
O|2{3t el = Ho| med *”EOHA‘IE ot 2 BE AER|X| 20| CHell EX 7|=2240] MY ELIC spaceReserve
918, spaceAllocation HAY B2, U encryption AXNY mf. 74 E2 AEZ|X| MMof| Ho|ElLICE.

Astra Trident?} "Comments" ZE0| ZZH| MY gHo|E2S *a* 4rL|Ct. FlexVold| =A10] MM EILICH Astra Trident=
DT2H|NEE of 7HA 20 Qs 2 E 20|22 AEZ|X| 20| SAFEL|CtH MOIE ¢ 0H AEE|X| 22|Xt= 7t E 8l
JIE 28HZ 0|ES EiIOIZHE”E Holgh 4 U&L|CY.

Ol oMz L8 AER|X| E0| XM|HO 2 MY EILICH spaceReserve, spaceAllocation, ¥ encryption

LR 22 J|2US Mol L.
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

8ol = £ StorageClassesOi| OHZIBHL|C}

C}S StorageClass B2l= 2 HERSHYAR JHAr Z2f . E MEYLICI parameters.selector HEOA
Z} StorageClass= =82 @AHSH= O AFBE & U= 7t 22 = =TL|CH MEIS 714 20| 280 B2l =
'AHEh

-

i

SeletL| rotection-gold StorageClasse= 2| A Hj 7t& Z0f| IfHELICt ontap-san HAIE. SE
t

2/ 2fLICp
Fopkel 7%% HEst= fES E2YLCH

v

67



* £ Z=/eLICt protection-not-gold StorageClass= 2| & HMY S | HI| 7tA =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

=B =0f| ojEEL[Ct ontap-
o=, 2 ol9lel B3 +ES XBsHs Rt ZelLLt

san il
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£ Z2I8tLIC}t app-mysqgldb StorageClass= 2| M| HIj 7HA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

F Z0f| O ELICE ontap-san-economy BHAIE.

mysqldb 7& Hoil chet AE2[X| & 7 EE MSdts R FYLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

£ Z2&/8LICt protection-silver-creditpoints-20k StorageClasst= 2| & HM| 7tA Z0f| oj T EL|CH

ontap-san A= MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLILCL.



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ Z=/SLIC} creditpoints-5k StorageClasse= 2| M| HI 7tA Z0f| O ELICH ontap-san Ol Y=
sl = Sl | i 7tA ZERILICE ontap-san-economy HAIE. 5000 F2||H EQIEE HRot RSt =
MH|A LT

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* £ 2L my-test-app-sc StorageClass 7} O WY EILIC} testapp 2| 7t ZRLICt ontap-san £
AESHH 2HEYLICH sanType: nvme. 0| A2 FYTH Z HMQARJULICI testApp.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra TridentZ} MEASH 1A 22 ZH™SID AER|X| F AFEE S A|ZLICE

ONTAP NAS =2}0|H

ONTAP NAS E210|H 7R

—

ONTAP 2! Cloud Volumes ONTAP NAS EZ}O|HE At23t0] ONTAP HHAIEE L MSt=
HHEHOf| CHoH LOEMA|L.



ONTAP NAS E2(0[H ME HEQLICE

Astra Trident= ONTAP 23 AE 2L S4IGLY| 2{slf LIS 22 NAS AEZ|X| E2I0|HE MISELICH X E=
MMA BE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|Ct

Hs 2318 0|5ME 2|8l Astra Control2 AI28H= 2R £ XS AR Astra Control E2H0|H
@ =X g
cajo|uy nzE= 22 Q2C MHMA DI XJELCE  XY{E= DY A|AE
ontap-nas NFS E ot AJARL RWO, ROX, rwx, RWOP ™ nfs, smb
EERSHAAL
S27|Y
ontap-nas-economy NFS & ot AlA” RWO, ROX, rwx, RWOP ™, nfs, smb
ERSHIA R
SA7|H
ontap-nas-flexgroup NFS Z o A28 RWO, ROX, rwx, RWOP ™ nfs, smb
ERSHIAR
SA7|Y

Astra Control E210|H T2t

Astra Control2 2 *oé,?_P ES floll Aot H5, s H 57, 0|34 (Kubernetes 22{AE] 7t 28 0|5)2
HSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san EEI0|H. & HZESHYA|L "Astra Control
SM AN 27 A" E jt.:. SHYAIR.

HJIO

* AF8 ontap-san-economy 7 EE AL £71 ELt &2 AC = o &&= ZR0TH "X 2= =
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NetApp ONTAP 152 2|8t Amazon FSx2| A2, Astra Trident= 22{AEHE AFH2510{ ONTAP EE= SVM
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZESHAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-

Mol XA ZHO| Yut HIAEZ NEE|= RUSH X|2t= Hol R stMA|Q. BHAISTE MMEl = AR Xt
/%S = Baseb4 = QT L0 Kubernetes Yo = XZHEIL|CEH SHAI= 0| MA/AL 2 XtA SHO| Clizt X[Al0f
QU CHAIJLICE [MEEM Kubernetes/AER|X| 22| X7t £3E 4= U= 22| M8 ZHJL|C.

o>

79 7|E WIS QIEME AFBSI0] ONTAP M=ot S48 4 9l
2

* clientCertificate: Base642 Q132
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

* TrustedCACertificate: A 2|2 S =
2 0| Oj7H HE-E NI Solof gLICt ME[E £ A= CATL AFEE|X| O™ 0| 22

LS — —

2etel 3 E20= o BHAZF ZEE LI
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FItetL|Ct ol AE2|X| 22|Xt7} o|0] Xz2|et A4 =
QESLICH EB{AEEI CAZ AFRE|X| %OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE0]| 22t0|AHE AZM 2 7|(1EHA)E HX|RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 o2t0| X|#IE|=X| HQIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E> 22| LIF IP 3 SVM

O|EQ = HEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2HQlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO| M F2 2tE ArE5H0] MM =S WDt

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
Focmcomo= ommmcemos +

OIS Y= YH|O|ESHALL Xt SES = HEfLICE

HIo|ES 4= ASLICE O|HHA| 5HH AEXL O|F
ISME AE3t= WA= = ALEX} 0| B/
1745t M 1E B S 1ok gilct O3

ps|

=]

Che Al Ha0 7H |_—r7|' E.:.E.J °:=1|:‘||0|EE| backend.Json mMAS MESLICH tridentctl update
backend.
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

ASE 3| MY uf AEEZ|X| 2A2|XH= HX] ONTAPO|AM AHEXte| 2 E HO|o|Esfjof LIt O

(D Ch2oll= MAE HOO|EZL JASLICEH ABME =|HE mf of2] ASME MEXOA =t =
AgLICt 33 Chz HAETH HHO[EE|0] M ASME AHERILICE J22{H ONTAP S2{AE0M
O|F QIZSMEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

HA=E HHO|ES = o|0] W& SFO Tigt MM AT SHE|HL O|=0f| HdE =5 HE0 S-S DIX[X]
ASLICEH HAlE AH|O|ETH HZHO0|H Astra Trident’t ONTAP Hil=2t EAISHT otF £8 ZglS M2|g
ASS LIEFHLICE.

NFS AAZE FMS ptafgiL|ct
Astra Trident= NFS AAZE HM S ALZSI0 Z2H|X 5= EF01 CHot AMAS Ho{gL|C.
Astra Trident= HAZE FYHMS ALES Mff LIS F 7HX| S8 S HMSELICHL
* Astra Trident= AATE HM XA E SHo=Z 22|e 5= JFLICL 0] 2 ZEO0|M AER[X| 2HE|xts 58
& A= IP F2E LHEHHE CIDR 28 552 XIEYLICH Astra Trident= O[2{et Hel0f| £3t= == IPE

AAZE HMO| S22 FI7HEfLIC E= CIDRE X HSHA| 8CH =0 M TAE 2 2E He|2 RLIPHAE
IPZt LHELHZ| FMof| =7HE LT,
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mjo
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=
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mjo
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HU
4
d
ot
4>
30

&LICt. Astra Trident= F+40]| CH2

Astra TridentE AHSSHE ONTAP HIS 0| YALE HMS SHOZ Bt 4+ AUSLICE Wat AE2|x| Balxts
TR FHE 2502 Holehs hAl &QIR L PO 5RE= T4 B7HS NI 4 YSLCH AAZE FHH
2H2|2 S5 LSO, AAEE FAS £HOHH Of 0|4 A2|X| SAAE{ it £5 Ft2lo| WK
OrELICE 3t AE2|X| SRAE|O] et HNAS X FE Helo] 1PIH Yl FRX} mEofE HSsto M HEstE
xS B2l xgLic

»

S UEL7| S A8 m= NAT(Network Address Translation)S AFESHX| OFYA|2. NATS
() Aol Axe|x ZESe|= AH P SAE 5471 OlLjat BHEQIE NAT 48 olAfstez
LHELHZ| Aol 2X|3H= E=0| Gl MM ATt HRELICH

oo
TR 4 S E ALE8H0F SfLICEH CH22 WA= Folof of IL|Ct.
version: 1
storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
0| 7|52 MY = SVMS| RE WA =E CIDR 2F(0l: 7|12 AAXE HM)S 5{&5t=
() oAAzme a3 s 0|0l MHE ALE FMO| QUK HHRISHOF BLICE. Astra Tridentoll AtS 2
SVME X|Hst2{™ Al NetApp HE ZH Al E MEMA|L.
Ct22 f12 HIE ALE3HH 0] 7|50] 2tS3st= YAl tist LIt

* autoExportPolicy 7t 2 ™ E[H QYESLICt true. O] = Astra Trident?| O] et AAZE HAMS A
NS LIEPHLICE syml E AMESH &l =71 & AH|E X2[fLICt autoExportCIDRs T4 25, 0f
UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7} Y= BHAEE AT 4~ JUELICH
autoExportPolicy & E A™ELICt true O|2t= AAZTE HMZS MMOILICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMO|AL.

0=
0x
rot
nl
rr

1
uin
2

* autoExportCIDRs & S5 Z50| ZE|0] JYELIC} o] HEE= ME4 AtEto|H 7|2X 2= ["0.0.0.0/0",
":/0"|LICH HOlE|X| %2 B2 Astra Trident= X 20| U= ZE MG HRO RLIFHAE FAE
7:7|.'6‘H__| |:|-

T/I= .

Ol oflofl A = RILICE192.168.0.0/24 24 3ZH0| MSELICE O] & H|0| £5t= Kubernetes == IP7} Astra
Trident7} M Mst= AAZLE HHMo|| 3Tt S LIEFHLICE Astra Trident7t 23 E= L EE SE6HH 22| IP
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FAE HMSHo 0" MSE T4 SE0 XS 2HIBLICH autoExportCIDRs. IPE ZE|A St = Astra Trident=
AMEl ZE0|XE POl CHot AAZE GM J XIS WHstH, AHst= 2t = E0]| CHol otLte| A2 AtEgL|Ct.

AHIO|EE £~ UJELICH autoExportPolicy X autoExportCIDRs HHollE = OtE =0f| AFEELICE 7|&
CIDRZ fEOE Ze[StAHLE AH|SH= BAIE0| M| CIDRE F7te = UJELICH CIDRE X = 7|&E HAO|
BOX|X| A== Fo[sof SLICL E HEdolst s MElY AE UAELICt autoExportPolicy MAES HL
TFELE *HMEJ LHE'-H7| HMo=Z FoffL|Ct o|FHH| st S HHoHOF ELICt exportPolicy HHAE F4d9
Of7H LT

fjo

Astra Trident7} A= S HH5I7 L} YH[O|ESE £ S A HAEE 2QlE 4~ ASLICH tridentetl EE

S tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

L E7} Kubernetes 22{AE{0f| £7}=| 10 Astra Trident ZIEE2{0]| SE&|™ 7|Z WA= LHELH7| HAHO|
OO EEILICHO X[™HE =4 Helof| £351H &) autoExportCIDRs M AEE).

= E7F HIAHE[H Astra Trident= 22121 EfQ! HE WAES HASIH L E0f CHot M| A FEIS HMARLICH Astra
Trident= 2t2|=[= #AI=O| LHELYY| FHO|M O] LLE IPE M5 2 OIRES WX|LL|Ct B S AES| A
L=EO|M O] IPE CHAl AFESHX| B= of ORI LI L

J|& wollEo| AR HAlEE = AH[O|ERLIC tridentctl update backend Astra Trident7t AATE MU S
s =2 a|st=X| §—.?_°+L||-_—|' O|HA| 5t WoAlES| YUIDE 7|Z2 2 O|F50| X[FE M AAZE FHMO| *HMEF’

— 1 L——

HALO A= EF2 LA OI2EE T M2 WHE AAEE HMS AL

AR|ShE SHOE MAE LHIL7| HMO0| ARIELIC

@ S BeE|ElE 2T YH0| = HAES
2 MeE|=|0f M AL E FHo| W ELIC

“—'.‘0"':7} ChAl S-S =|H HASTE A 2tl

[=
[=
2l0|E L EQ| [P AT} HH|O|EE|H L =0{| A Astra Trident PODZ CHA| A|ZtSHOF StL|CH O21 CFS Astra
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Clo[EgtL|CY.

ZH|E X200 olH E AL2610 SMB 2&E2 Z2H|XJdE £ JELICt ontap-nas EBFO[H.

SVMOIA NFS & SMB/CIFS TZEEEZE2 2% -_rl*"°|'o:| 2 MAM8l|oF BfL|Ct ontap-nas-economy
(D ONTAP AILYIZ I3t SMB B8 0| £ TREE 5 S{LIE THIX OB SMB =8 Hof
ATyt
AlZFst7| Mol
SMB 2&2 Z=H|XNY5t2H HXA CHZ &50| Q0{0f ghL|C}.
* Linux ZIEE2{ L E 5! Windows Server 20195 &= Windows X = =7} = Kubernetes 22{AH
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2F OFRE Sl SMB 252 X[ EL|CL.

* Active Directory XtZ ZHO0| L EtEl Astra Trident 2= 7} StLt 0| AF QUO{OF THL|Ct LS E MMM EHL|CH
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AE FME CS| ZEA|. E FAYLICH “csi-proxy’ & HESHYA|R "GitHub:CS| ZEA|" EE=
"GitHub: Windows2 CSI IZZA|" Windowsow AlSiE| = Kubernetes = E2| 2R

CHA|
1. 2 2)|0]A ONTAPS| 2L SMB 2/ MMSt7LI Astra TridentOl| A A8 4= QI&L|CY.

@ ONTAPE Amazon FSx0|= SMB 3R7 ZefL|Ct.

CtS & 71X Y & StLEZ SMB 22X 3/ S MAE » JELICt "Mucrosoft el 245" 38 S0 AR =
ONTAP CLI AF2 ONTAP CLIE AFE510 SMB 2R E MAMSIHH LSS MEMAIL.

a. ot 34 IZR0| gt ClAER 22 +xE MdeLct.
E 22/gLICt vserver cifs share create B2 SRE MWMSt= S0t -path M0 X|HE HEE
grolgtL|Ct X| et 227} glo™ HEo| AofghL|Ct.

b. X|™=l SVMzt HZAZ SMB

OH

RE MABILICE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SRt HHEIJU=X] el
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https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

vserver cifs share show -share-name share name

() sa=xsNR 'SVB 292 MAHLICH B BEeHIAIR,
2. WIS S WM 0 SMB 2ES XIHSI{H 32 TA6HO} BLICE DE ONTAP Sl 71 S 4of chet

ocoo=2
TtMle LHEe 8 Hx r IA|2 "ONTAP 724 &M 8l o|H|& FSX".

OH7H 4 29 o

smbShare CHS & StLIE X HE 4= JYESLICH Microsoft 2| 2& smb-share
L= ONTAP CLIE AME3510] MM E SMB 3/2| 0|
Astra Trident?} SMB 3 RE MAHY 4+ JULE st=

0|8 L& =50 et 38 37 AUMAE EXIsH

floll 07 M2 Hl? S = ASLICE
Of OH7H Ha== ALLH ONTAPS| B2 & A iL|Ct.

O] O§7HH 4= ONTAP il =0f CHot OfOFE FSxO|
LQstH H|IE £ Sl&LICH

nasType * 5 2 MEGOF 2LICt smb. * null®l 2R 7|24 £ smb
HH™EILICt nfs.

securityStyle MZE2 =50 Cier 2oF AEr ntfs = mixed SMB
H2H=29
=& o
* 5 2 MAEY 0L BL|Ct ntfs E= mixed SMB
HE=9
=EEHo.
unixPermissions DCE MEHSHLICH SMB 250 M= * E H|¢ "
LO{OF gfL|C}. *

ONTAP NAS & S8 % o

Astra Trident 2 X|0f| ONTAP NAS E2}0|HE MM5t10 AL85t= WS LOotH AL, O
MMM = eil= 1M o K| 5! BackendE StorageClassest| IfZst= HHHO| CHSE A2
MHEE HM|l3TL|Ct

OH7H M= =k =

version ShAb 1

storageDrive AERZ|X| E2t0[He| O|EQL|CH "ONTAP-NAS", "ONTAP-NAS-
rName Economy”, "ONTAP-NAS-

flexgroup”, "ONTAP-SAN",
"ONTAP-SAN-Economy"

backendName  AMEAL K| O|F L= AEC|X| HAlE EZ2l0|H{ O|F +"_" + dataLIF
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

OH7H 4 29 =

—

=
managementLI ZZ{AE EE SVM 22| LIFQ| IP FAQIL|CH “10.0.0.17, “[2001:1234:ABCD::fee]”
F

IPv6 221 E AFR5t Astra TridentE AX[$H AL
IPv6 FAE AMESHEE MY + UELICE IPve FAE
ot Zo| ci= = Holsf{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

2ot MetroCluster T&H2 £ HESHIAIR
MetroCluster 0.

datalIF TZ2EZE LIFQ IP FAYL|CE HE|X| 42 B2 SVMOA X|H
e OHH(HESHR] 42
XHe A HESLICH dataLIF. MEBEX| &= %'2

Astra Trident= SVMO|A HIO|E{ LIFE 7t SLICE NF

OFRE ZrAof| At23t FQDN(E7SHEl =l OIE)%

X|™stH of2] HIO|E LIFWA 25 @AM S Qdl 22

2l DNSE MME 4= &L|Ct

X7 A =0 HEY = ASLIC.

mo

HZOHHAL .

IPv6 2| 15 AFE5I0] Astra TridentE A X|st 4
IPv6 =AE ALESIEE MY 2 JUSLICE IPve
ot 20| cHE S 2 Hols{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

o
-
RXAL
T4

—

*MetroCluster?| 22 MeFgtL|CE * & HZSIHHAIR
MetroCluster 0.

svm A8 AEE[X| JHA HAIQILICE SVMOI| A T El ZH L
managementLIF O|(7})
*MetroCluster2| 2 ‘HeFptLICt * & XSHUAIR XEEASLICH

MetroCluster 0.

autoExportPo XAt&S AAIZLE FM M4 9l 0|0 E [Boolean] &2t  HA
licy
E AZELCt autoExportPolicy e

autoExportCIDRs &M, Astra Trident= AAZLE
HMS XSO B2|E £ YL

autoExportCI H| 7|Z2Z Kubernetes == IPE ZE{2st= CIDR  ['0.0.0.0/0",":/0"T
DRs SEQLICt autoExportPolicy 7t EA3}EIL|CE.

E MEYLICE autoExportPolicy H
autoExportCIDRs &M, Astra Trident= AATLE

S xS0z phala & YaLch

labels 220 2% oo JSON &4l 2|o|2 MEQL|Ct
clientCertif Base64-Z22I0|HE CIZAQ| QIALYEl ZIAL|Ct QIS A ™
icate 71"t 150 AFEEILICE
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oH7H i

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

29 =

Base64 - 22t0|AE 72l 7|2| Q1B G El ZLICt.
S M 7| B0l A+ EL|CH

- O

Base64 - AME|[S £ U= CAQASANQ 21T =
ZrAL|Ct MEH AL Q1B A 7|8t QIS0 A EILICE

—

P

-

S AE/SVMO|| HZAE
7|gk Q150 AF2EILIC

EXt OIS RILICE XHE B

SZ{AE/SVMO| A Z5H= A= X2 S 7|8 2150

AHEE LIt

SVMOIM M EES Z2H|XMdY I A& = HFA "E|HE"
2ot 20fl= OO EY = SUSLIL

AH2E0| ol HlES X1tstH T 2H|X'Jo| HmgfLct.  "(7I2XHe

ONTAP * 8 OOFE FSx0l|l= * 7t M8 E|X| gb&LICt
QHE 28 37|7} 0] gLt 2 F2 8% T "l

gLt

TS gtree X LUNOI| CHEH 2t2[6t= &2 [t 37| &
2 M[SHL|CE gt reesPerFlexvol &M S ALE5IH
FlexVolZ £|CH gtree =5 AtEXL X HY 4= USLICH

FlexVolZh £ LUN &= $<I[50, 200]0f| L0{0F L|C}. "100"

A A Al Arge T S 3Lt off: nullfL[Ct

{"api":false, "method":true}

AME5SHX| OFMAIL debugTraceFlags =X sHZ 2
XiMlet 20 "ot Hest ZRE Helstn

NFS E£= SMB =& MME Mot nfs

SME QL|C} nfs, smb E&= null2lL|CE Null2
MANSIH 7| 2HMOZ NFS 2850| MY EIL|C}

Kubernetes 1 = &2| OIRE M2 Uty o =
AEE|X| S A0 M XHE[X|2H AER[X] S2{A0|
O E M2 X|™SHX| O™ Astra Trident7t AE2|X]|
sioll= o] 1 Mo X[HE OIRE SME A5 2
oLt

AEE|X| 224 £ 74 It 02 E SM0| XIFEX|
22 E2 Astra Trident= HZE 7 =80 OIRE
SUS 25K &Lt

FlexVol'd Z|TH gtree, EI [50, 300101 A0{OF & "200"

ajo

glo
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OH7H 4 29 =

smbShare CHE & SILIE XFE &= UELICH Microsoft 22| 2% smb-share
= ONTAP CLIS AF310] A&l SMB Q2] 0|5,
Astra Trident7t SMB 3/E dde = A=E o= 0|15
L= EE00 e 38 37 AMAE YX[SH7| 23l 07K
HEE H|R S 5+ ASLICH

Of OH7H Ha== ALLH ONTAPS| 2% M= A iL|Ct.

O| Oj7HH 4= ONTAP el =0f CHat OfOFE FSxO|
ZLQdHH H|?E & gi&LICt

UseREST ONTAP REST APIE At8St= B2 o7 HeQLICH * HA
VIEEEYE

useREST Z2HM Ztd HSLIL Ol HIAE 2HA0f|
HEE|= 7= 0|2 27|22 MBELct & 2 45t ER
true, Astra Trident= ONTAP REST APIZ A2304
sHoll = of EAMBILICE O] 7|52 A25t2{™ ONTAP
9.11.1 O|AtO| W RBHL|C}. EESH AFRE|= ONTAP 219l
oetof| of cHst M| A HBHO| QLo{OF BHLIC ontap 2
T2 0|l AFE HOEl o Qs SFELICH vsadmin
8l cluster-admin 9.

useREST = MetroCluster0fl A X| 2 =|X| gF&LICH,

__rl.
= AE310 7|2 Z2H|X'd S MOE = UASLICH defaults MES HESHUAL. O|E S0, of2f

oH7H A= 243 712
spaceAllocat LUNO| CH$F 37+ StEt "
ion

spaceReserve J7t0ef 2E "RIZ"(W) E£= "E8" (&L "
snapshotPoli At2g AMHAF HRHQIL|CE noj
cy

qosPolicy dYE 250 29 Qos M IEYJLICE AEE X ™

—

[HHAI = 0f| M qosPolicy &= adapativeQosPolicy &
SHLIE MEHSIL|CE

(B = |

adaptiveQosP MHE &0 €Y M3 QoS EM JIFQLICH
olicy AE2[X| E/MA =0 M qosPolicy EE=
adapativeQosPolicy & StLtE MEfBL|C}.

ONTAPO||A] XA E|X| &S - NAS - 0|2 0]

snapshotRese AHEEOZ Ot =EC| HESRIL|CT "0"Ql HL snapshotPolicy "%US
rve 0|1, J=X| pfoH™L|Ct,
splitonClone A4 Al A9l SE0|M SES Rarsict L
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M

Oi7H A= 2

(m]
o
encryption M 2&0| NVE(NetApp Volume Encryption)E

gdstetict 71222 YLICt false. Ol F¥S

A85tEH NVE 2t0|dIATH S2{ A0l M &4 Ste[of
UO{OF BfLICY.

HHAE0f| Al NAEZ} 2 M 3HEl H 2 Astra Tridento|
DTZHXMYEE ZE EE52 NAEZL A SHEILICE.

tieringPolic "BIZ"E AIE%t= AS2t M
Y

unixPermissi REE MEHSHL|C}

ons
snapshotDir  Off HMAZ HOLL|Ct . snapshot CIHEE|
exportPolicy A2 AAIXE HM

=
securityStyl MEZ2 =50 gt ot AEHY
e
NFSE X|RBL|Ct mixed Y unix HOF AEFY.

ONTAP 9.5 SVM-DR 0|H A9

B AL X

NFS 289 AR "777", SMB 2&

B2 H|0 AS(NE S
llj_lﬂu

"7|%EAI-"

NFS 7|22f2 YLICt unix.

SMB 7|22t2 LI ntfs.

SMB X|¥ mixed ¥ ntfs HOF AEFA,
Astra Trident2t 2H QoS B JIEZ AtE35t2{™ ONTAP 9.8 0| 40| EHRPIL|C} H|ZF QoS B
@ 122 AFRSt HM 120] 2t TAQAHE ML= oIt 210] ZALICH 2 QoS HA

ds2 2= °J:'§':°| e[ 2ol chol &etS MERLIC.

S TZH|XNY9 o

Ch22 71=24k0] Fol& o Lict.

9|
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE HLE ALESHO]
snapshotReserve Percentage U PVCE Flexvolll 3IAJZ|E SHIEA| X|HPLICI. AFEXIIL pvcE
SHSIH Astra Trident= M AHME MBS O 2 372 71X HE FlexvolE HHELICL. O]
AME S AH8Xt= pvcOllM 22Xt MT| Jts I7tE =HY Ao QFE IZHHECE M2 722
gEg 4 LT v21.07 O|MoE MRIM AHAF HE Z7HS 50%E 610 pvc(0: 5GiB)E
e8d of MJ| Jtstt S22 2.56iB0| SatefL|ct. ARBXE @FTt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O HE20f| LEHEIL|CE Trident 21.072 AFESHH AFEXI7F QESH= AO| MT| Jts
S7H0|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HEZZ HA|E/LICE o= &!%Hﬂ
%ELICH ontap-nas-economy. 0| 2t& HAS HE{H CHZ 0|2 HXZSIUAL.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC 2FUN Xt HUL|CH E 22IYLICH volume show BEE 0] 0|2t FAHst
ZItE HAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

O] HX[of| M 7|Z MAE = Astra TridentS H 10| =8 [ Y0 M BESHUZ = FS Z2H| X JELIC
Y2|0| =517 Hof| Mot =82 3% HE Alts 2HESH| 28 282 2718 ZFHOF ELItt. olE =01, 2GiB

PVCIt @l Z2 snapshotReserve=50 11 21, MJ| 758t 37t 1GIBE HM&St= 2&0| MM ESLICE o2
=0, 252 3GIBE =H5IH 0| =2|7|0| M0l 6GiB =252 M7| 7t &710| 3GIBE EA|E/L|LC}.

x| Fgol o

CHS GloM = tHEES| 07l 8 7|24 E FE 7 7182 B¢ FLICL 0l= #AEE F2o
YHALICE.

of
rir
J
0%t
ﬁ
Ho

@ TridentZt = NetApp ONTAPO|A Amazon FSx2 At235t= AL IP =4 Al LIFO]| st DNS

0|2 XIFst= Aol EELILH.

ONTAP NAS ZH| = of

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 9

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|

e 3 Het Sof Helle YO|E 522 YHO|EY HRVI gIEE #MALE Y = ASLILE "sVM =5 &

7

JrrA

QUESE AQIK|QH I AQK|uHo| AR E ARSI SVME X|HEL|Ct managementLIF = MEFSHL|CE
dataLIF % svm Of7H H O|E SH C1Sot Z&L

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB =E&2| o L|Ct

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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ASA 718k 152f of

Ol %A = MOl |RQULICH clientCertificate, clientPrivateKey, %

trustedCACertificate (ME[& 5+ U= CAE MESt= 82

Skt A Ol
=2 T A=

J2|3 Zp2f 2Ef0|UE M, el 7] 5 AME|

LL— O

1
backendName:

version:
DefaultNASBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.15

svm: nfs svm

ZXROZXJWYXB
clientPrivateKey: vciwKIyAgZG.
trustedCACertificate: zcyBbaG.
storagePrefix: myPrefix

clientCertificate:

1S AAZE HHo| of

M

CA QIS M9| baseb4 = Q12

B AtEh = of XHY Ct backend. json

S
YE US ASYLCE

O -

...ICMgJ3BhcGVyc?2
. .0cnksIGR1c2NyaX
. .b3Igb3duIGNsYXNz

Of 0|0l M= Astra Trident?t S% AALE YIS A0 AARE YMI SO = Mot SR

X|Alots SRS

nas-flexgroup =2t0[H].

1
storageDriverName:

version:
ontap-nas

2o ELIC o 7|s2 of L3 M = 52

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
10.0.0.0/24

admin

username:
password: password

nfsMountOptions: nfsvers=4

SHA|

by J==ke] ]
ko=

LICt ontap-nas-economy % ontap-
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IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

= 22/&LIL} smbShare SMB £E&S A3 ONTAPE FSxOf| OH7H H=7F HRelL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

7Ha Z2f BHolE of
Ofzi EA|El ME #Holc Mol mAUA of 22 BE AEZ|X| Z0f cigt EF 7|2240] HHELICt spaceReserve
213, spaceAllocation HAY 82, U encryption AXY . 7t E2 AEE|X| MMof| Ho|FL|CH

Astra Trident?} "Comments" ZE0| ZZH|X|'d 2i|0|2S MERLICH HE2 FlexVol ford| A MEELIC ontap-
nas £ FlexGroup for ontap-nas-flexgroup. Astra Trident= Z2H| XS mf 7tA 0| A= ZE 20|22
AEEZ|X| S0 SAKELICH Ho|E fld AEER[X| 2E[Xt= 714 E 8 OF S8E= 2|0[22 20282 Hog &+

ALt
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ONTAP NASZ2| of|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET
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ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

Eioll = 2 StorageClassesOi| DN EHL|C}

KESHAAIR ThAt

Lo
— = o
S S ARSHE O Al Y

C}S StorageClass A2
Z} StorageClass= £&

UFLILH.

E9| Wl o
A
L

=]

* £ 22I8LICt protection-gold StorageClass= 2| & Huj 8l
L

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

£ Z2&/8LICt protection-not-gold StorageClass= 2| Al Huj
nas-flexgroup HAE 20|29 HS +F2 N|Sot= KLt EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

« = =
=2 ="1-d
Y Ao ciet 222X 2 FHE M= LS SYILICL

2 E METLICt parameters.selector ZE0A
Ues 7t E2 SETL|CE MESSE 7HA ZE0| 2&0| H2|E|0f

& Hm 7Ha Z0f| 02 ELICH ontap-nas-
Cf

S Ul i 7t 20| tHEELICH ontap-

2lBLICt app-mysqldb StorageClass= 2| Wl HIY 7H& Z0f| 01 ELICE ontap-nas HAIE. mysqgldb
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & &/ L|Ct
ontap-nas-flexgroup HMAE, AMH 2| E35 5! 20,000EQE HMES NSot= Yt ELICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 22/¢LICt creditpoints-5k StorageClass= 2| M| H&f 714 S0 01 ELICt ontap-nas 2 BAE 3l
5 HY 7t EQLICH ontap-nas-economy HiAIE 5000 22X EXQEE HRot AU & MH|ARIL|CY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

-

Astra Trident7} 1Bl 7t ES AHEotD AEL|X| 27 AldE SFA|ZLICE

AH|O|E dataLIF X7| PH =

CHS Y Mol

x7| 78 20| Clo|E LIFE HEE & UM, YOI0|EE H|O[E] LIF7F ZetEl M #Hlle
JSON IS RIZE 4 UL
o= T AMd

LICt.

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt 3Lt O o] ZE0f HEE R ol ZEE Z&F LH2! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAPE Amazon FSx
NetApp ONTAP& Amazon FSx2} &/l Astra TridentS ALESHA A2

"NetApp ONTAPE Amazon FSx" NetApp ONTAP AE2|X| 2 M7t HZst= ot

AARIS MohD AsE 4 QTS ersfop| B2le|= AWS MHIAQILICE ONTAPS FSXZ

AE5HH 2l=ot NetApp 7|", 45 A #HE| 7|sS &&= SAl0ll, AWSOi| HIoIHE
MEots ol e ey, UHEY, Eof SEds 2EY & UASLILE ONTAPE FSXE

— O,
ONTAP I} A|A 7|5 9 22| APIZ XIQELICE
He

Ot A|ARI2 Amazon FSx2| 2 2[AAO0|H, O|= AtL ONTAP S2{AE} FAFRILICE 2F SVM LHO| A T
AAEIO| THU D EEHE X &SH= C[O|E ZAH|O[LH QI SfLt o] Mo 22 MMe &= AUSLICH NetApp ONTAPE
Amazon FSxE A&5HH 2210l A Data ONTAPZL 22|Y nro' AlﬁEéJQE HSELICH 22 THY A|AH
QHE * NetApp ONTAP * 2t11 EHL|Ct,

NetApp ONTAP& Amazon FSx& Astra TridentE AF235HH Amazon EKS(Elastic Kubernetes Service)H| A
HAHE| = Kubernetes 2HAE 7} ONTAPOAM X5tz £ 9 It 7 282 Z=H[XJE = JGLICH

12 ARgt
* SMB E€8
° SMB 282 E AME810 X|HELICt ontap-nas E2t0|H T SHE
° Astra Trident EKS OHE20| M= SMB =50| X[/ E|X| t&L|[Ct.
° Astra Trident= Windows ‘= E0{|A| A= Podd|2t OFR2EEl SMB 252 K| eL|Ct.

* Astra Trident 24.02 O| ™ 0f| = Xt5 40| 2 H3HEl Amazon FSx Tt A|AHIA MM E 2E2 TridentOf| A
AR 4~ AJSLICE Astra Trident 24.02 O| 40| A O] E2X|E WX|5t2{H E K™ gL|CH
fsxFilesystemID USLICH “apiRegion USLICH “apikey USLICH “secretKey AWS FSx for
ONTAPS| iRl = 714 milof JL&L|CH

Astra Trldentoﬂ IAM G2 X|H5l= B2 E XHSh= A2 e = JASLICH apiRegion,
@ apiKey, ¥ secretkey HEE Astra TridentZ2 HA|HOZ MetetL|Ct XM LHES 2
HZSHYAIL "ONTAP 74 24 3! of|H|& FSX".

FSx for ONTAP =2t0|H A& HE
CtS S20|HE At235t0] Astra TridentS NetApp ONTAPE Amazon FSxet £E8te = UESLICH

* ontap-san: 2 PV Z2H|N Y2 1338t Amazon FSx for NetApp ONTAP =& LHOfl = LUNQIL|C}.

* ontap-san-economy:Zf PV ZZ2H|X Y2 NetApp ONTAP 2 &0 CHoll Amazon FSxE 7+ 7158t LUN
5 JHE LUNRIL|C

* ontap-nas: Zf PV Z2H|XY2 NetApp ONTAP =&0]| Ciet MX| Amazon FSxIL|C}.
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* ontap-nas-economy:Zl PV Z2H|X|'d 2 gtreeO|H, NetApp ONTAP S&& Amazon FSx& ++4 7t5%t
Qtree =7} USLICE

* ontap-nas-flexgroup: 2t PV ZZH|X'd2 NetApp ONTAP FlexGroup =2&0| CHSt A Amazon
FSxQILICE.

C2}0[H0f| ChHet XiM[eH LHE2 & HZSHIAIR "NAS E2[0[H" 8 "SAN =2f0[H{",

ol

[

ol

Astra Trident= & 7}X| 915 BEE F|2¢tL|C}.

* QIZ M 7|8k Astra Trident= SVMO|| AX|El QIZSME AFESH0] FSx MM A|ARIS] SYMIF EAILICE
* A4 33 |“J: 2 A8 & USLICt fsxadmin IHY A|AR L= O AFEXILICH vsadmin SVME 2I5H
AHEXI7E A E
Astra Trident= ¢t CHZ MHE Z102 O ASLICH vsadmin SVM AFEX EE ST S
@ 7%l CHE o|E2| AFEXt NetApp ONTAPE Amazon FSx0l|= 7t {ELIC}H fsxadmin ONTAP°|
Mot wH|Ql ALSXIRLICH admin S2{AE ALEXL € AHE8t= 0| Z5LICH vsadmin Astra
Trident2t &7
XA S 7|9t ghHap oIF A 7|4t i Ztof| O| SSt= S HAEE OO EY £~ JUSLICE 2Lt * Xt 3F 5!
QUIBEM * E M35t ot H o= Mdo| AofgfL|Ct CHE 215 WHO = Metstz{H wollE -0l 7| & 2HE
X7 sHoF ghct
Q15 edstof cHot XpAISH LB 2 E2I0|H {0 CHSE Q15 S HESHYA|IL.

* "ONTAP NAS ¢IZ"
* "ONTAP SAN 213"

EKSE SEIRE

Z2I2E IDE AF23HH Kubernetes PodOl|A EA|X AWS XtA ZHE K| Z25HK| &1 AWS IAM SE 2 Q153810
AWS Z|AA| BN AT £ JASLICH

AWSO|A 2EIRE IDE &&83t2{H CHS0| L ehL|Ct.
* EKSE A3t 1% 2l Kubernetes 22{AE

* 7} ZStEl Astra Trident?t AX|E|AESLICH cloudProvider X "aws" & cloudIdentity AWS IAM St
INES
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Trident 2 X}

Trident HAXIE AFESHO] Astra TridentS AX|st2{H HES TIHIL|CH
tridentorchestrator cr.yaml £ S22 H™EYLICt cloudProvider & ME{RL|Ct "aws" J2|10
MHBILICE cloudIdentity AWS IAM SEZ 0| SELCE.

of

i

=3 L3t 25U

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "AWS"
cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:lam::123456:role/astratrident-role'"

o

L
ojo o
riot

il

=R

i

Ao * 22t E SE4* 8l * 22RE ID * E2H 19| g2 ZFeLCh

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

C2 oflofl A= Astra Trident 2! SetsE MX|&L|CE cloudProvider & MEHBILICt aws EHE H4
AESILICEH scp U 2HF HAEE AFESHH 'cloudldentity S AEBLICH sc1:

i

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>

CH2 2t8 HaE A80He * 22t SgAt 8 * 22t ID * S22 ¢S LI

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role"'"

CtS ool A= Astra TridentE A X|5t10 £ MHSLICt cloud-provider Ol Z2i3 XA scp, U
cloud-identity & MEHSIL|C sc1:

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident
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* "NetApp ONTAP& Amazon FSx ZA{"
* "NetApp ONTAP& Amazon FSx 2211 HA|2"

NetApp ONTAPZ Amazon FSxE E&tetL|Ct

Amazon Elastic Kubernetes Service(EKS)MIA &= Kubernetes 22{AE{7}
ONTAPOA X|26t= 25 Y IIY 1 252 Z2H| XU £+ Q== NetApp ONTAP It
ANAEIE Amazon FSxE Astra Trident2} £ E.*%* = ASL|Ct

T At

CEst "Astra Trident 2 7AFEE", ONTAPE FSx2t Astra TridentE E8t6t2{™ CHS0| Z LY.

* 7|Z Amazon EKS 22{AE £ 4| 22|d Kubernetes 22{AE kubectl AX|Z[0] YELICE.
* 2HAEHO| XA}t EoM HAE 4= = NetApp ONTAP It A|AEIZ J|= Amazon FSx % SVM(Storage
Virtual Machine).

* Of CHel =H|El ZAXt mEQJL|CEH'NFS = iSCSI'.

@ Amazon Linux % Ubuntudl 2R3t .. E F=H| BHAE w2tof LT "Amazon Machine
Images(OtOHE 41 O|0[X])" (AMI) EKS AMI &0 w2t CHEL|CE,

* Astra Trident= Windows = E0{|A| A= Podd|2t OFREEl SMB 282 XA ELICH 2 &ESHYAIL SMB
=25 IZH|NYS Qs =H| & FT5IAA 2.

ONTAP SAN 2 NAS E2o|H £t

(D SMB =80l thl B 2uste 22 2 Yoiot UITh SME 28 ZRUMUIE A1 20| 4SS
At7| FHof

|
& SILHE AHE5H0 Astra TridentS HHE LT "HH A S
2. SVM Z2| LIF DNS 0|E& +TELICE 0|lE S0{, AWS CLIE A3t £ Z&LICt DNSName Of 24

Endpoints — Management ChS HHES Aadt

10

aws fsx describe-storage-virtual-machines --region <file system region>

3. off CHSt QIBME THS 11 HX|FLICH'NAS BRI E QIF" EE= "SAN HHQllE Q15"
OHe A|AE0f AZE = A= ZE FIX(0IM SSHE ALSSH0] M ALR(0]: ASA X))o
EAME .:.”—IEP fsxadmin AFEX}, T A|ARS MEE of gt ¢ 8

Oﬂﬁ _.'_|'E| DNS O|Z aws fsx describe-file-systems.

4. of2fl of|ofl EAIE! CHE S A2t 22| LIFS| DNS 0|§& AHSt0] Holle mei S MAetL|Ct.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/kubernetes-deploy.html

YAML

J

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXXXX . £S5 —XXXXXXXXXXXXXXXXX . fsx.us—
east-2.aws.internal

svm: svm0O1l

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

SONZ EZsHA|I2

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XX KXXXKXKXXKXKXKXKXKXXKXX . fsx.us—-east-2.aws.internal”,
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRl1c2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

—

C} o2 20| AWS Secret Manager0ll HEE! SVM A+ SH(ALBX} 0|2 8 2t)2 A83t0]
S Wy 2 AaLt,
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas

svm: svm-name

aws:

fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:

name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-

name"

type: awsarn

JSONZ EESHMAIL

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"

}I
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-
2 1 XXXXXXXX:secret:secret-name",

"type": "awsarn"



A= BHST(0f it XbMISH L2 ChS -3 E FZSHHAIL.

° "ONTAP NAS E20|HHE AH25H0 WAl EE A etL|Ch
° "ONTAP SAN E20|HE ALE35I0{ HAEE A etL|Ct

SMB =& T ZH|XJ2 2[gt =H|

[H

£ AME510] SMB 252 TZH|MYE £ JELICt ontap-nas E210[H. £ SELICH ONTAP SAN 2! NAS
EEPOItH E3 S THA|E 2=t CL.

A|Zfot7] FHof

£ M3t SMB 2§ ZZH|X'd5}7| T0l| ontap-nas E2t0|H, THZ0[ RLO{OF BfLICY.

* Linux ZIEE2{ & 5! Windows Server 20192 A&st= Windows 24Xt = =7t Y= Kubernetes 22{AH
Astra Trident= Windows ‘= =0j|A AM3iE|= PodOl|2t OFR2EEl SMB 2&2 K|St}

* Active Directory XtZ ZHO0| Z2tEl Astra Trident 2= 7t 5Lt O] & RU0{0F SHL|CH S E M-dgtL|Ct
smbcreds:
kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* Windows MH|AZ R HE CSI ZEA & FEYLICE “csi-proxy’ & HESHIAIL "GitHub:CSI ZEA|" EE=
"GitHub: Windows& CS| ZZA|" Wlndowsoﬂkl A E|= Kubernetes .==2| 2

CHA|
1. SMB 3RE MMELICL OIS & 7HX| g T StLtZ SMB Z2|Xt SRS MHT 4 &Lt "Microsoft 2|
24" ZQ Er{ AHOI IE= ONTAP CLI AF2 ONTAP CLIZE AR50 SMB 232 MAMs2{H 2
MEAMAL
a. L3t AR SR st CIAER| 22 AZE MAdgiL|Ct
£ Z=IglLICt vserver cifs share create @Y 3/E MMst= S0 -path M| X HE Z2E

sfolgtL|ct. X|get =7t ple™ FHO| fogfL(ct.

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SR7I WEEIA=R| =l

vserver cifs share show -share-name share name

()  sa=zshuAR svB 292 ML B ARSI,
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https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

2. HHICZ MM I SMB 222 X|XsI2{H CI2S RAS|0F THL|CEH = ONTAP ol 1M S Moj| Cifst
gt LH82 2 Mwﬂe "ONTAP 714 M

OH7H 1

smbShare

nasType

securityStyle

unixPermissions

ONTAP 74 SM 3l oM & FSX

Amazon FSx for ONTAPZS| ol =

oS ®MSELCt.

OH7H 4
version

storageDriverName

backendName
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X olK[E FSX".

Mo

=0
Microsoft 22| 2& 5_ ONTAP
CLIZ AI2310] MM =l SMB 2R9|

0| &&= Astra Trldent7f SMB
Lo 2 MMSE A QIR 0|22

= ocoo=

xFH6+A~ohku[h

o= T MHd
O| Di7HtH = ONTAP Hioll = of
CH$E Amazon FSxO| S| L}

* & 2 MdHEsoF gLt smb. *
nuII°| 2R 7|83t 2 M™EL|C}

L. OT L HATC

nfs.

MZ2 =50 cigt 2ot AEtA

*E 2 AE'UE-I Hol: ol-|__||:|. ntfs EE=

mixed SMB EE8.*

DS MEigtLICt sMB =80
CHoHM = * E Bl F0{0F LTt *

74

AE2[X| E2t0[H2| O|F LTt

AR} XY 0|
il =

L= AE
= =

E2[X|

S M0l| CHsH LOHRAIAID. Of MMoj|Al el = 2

—_

o

smb-share

smb

ntfs EE= mixed SMB =

of
FAF 1

o

0ot

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san-economy

C2l0|t O|E + “ ” + dataLIF



oH7H i

managementLIF

datalLlIF

autoExportPolicy

=l

Z{AE £= SVM 22| LIFQ| IP
FAULICE

FQDN(H2tE =0Ql 0|8)3
X|&Hg 2 UELICE

IPv6 Z2| 15 AHE3SH0] Astra
TridentE AX[3t 22 IPv6 FAE

A8t E AHY & ASLICE IPv6

FAL RS E F0{of BHL|CHO:

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:3555]).

TZEZ LIFQ IP FAYLICE

* ONTAP NAS E2}0|H *: H|0|E]
LIFE X|Hdt= Zd0| E&LCt
HBE|X| g= AL Astra Trident=
SVMO|A H|O|E{ LIFE 7t SL|Ct.
NFS OIRE Zeiof A8
FQDN(EH&tE el 0|8)2
X|HHH o42] HIO|E LIFOIN 2=
HAZS 28l 2tRE 28I DNSE

* ONTAP SAN =2t0[H] *: iSCSI0||
CHoH X[ SHX| O A L. Astra
Trident= ONTAP MEHX | UN ™S
A8t CHE A2 M2 dH-st=
ol ZRstiSCI LIFS ZA4gtL|Ct.
HIO|E LIF7} HA|IM O = Ho|x[of
U[UOH AT MM EILICE

IPv6 S22l 1 AHESI0] Astra
TridentS Ax|et A2 IPv6 FAS

A8t E AHY & ASLICE IPv6

FAE UHE2 2 FO{OF LI TH:

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:3555]).

A= AIAZE XA AHA Ol oIf|0|E

-1 oo X

o
[Boolean] &4 3}

E MEYLICE autoExportPolicy
8! autoExportCIDRs &M, Astra

Trident= AATE MMS X502
e 4 JAELC.

L
WS & QUSLICE £7] M o
G2 4 ABLICH 2 HEEHIAIR

o
“10.0.0.17, “[2001:1234:ABCD::fee]”

false
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OH7H 4 29 o

autoExportCIDRs oH| 7|Z2 2 Kubernetes == IPE  "['0.0.0.0/0", "::/0"]"
ZEEst= CIDR =S L|Ct

i =]

autoExportPolicy 7t
2hdstE Lt

E AEYLICt autoExportPolicy

% autoExportCIDRs &M, Astra
Trldent" AATE HMS x}ggg
BH2/% 4 YaLict

labels =50 Mg 29|9| JSON ¥4 "
Z|0|2 MEIL|Ct

clientCertificate Base64 - 22I0|HE 2Z A< "
olFCIEl ZhoIL|Ct OIS A 7|tk

2150 A+ E LIt

clientPrivateKey Base64 - 22t0|HE T2l 7|29] "
QTG E ZIALICE QIS A 7|t
2150 AtEEILICE

trustedCACertificate Base64 - ME|E £+ A= C
QIB MO ClFL &l ZHRIL|C,

I-
Atgh QB A 71t Q %OH

A
username S AE EE= SVMO|| HZE AL
O|EQIL|Ct XtA BH 7|H
A EILICE. of|: vsadmin.

password Z2{AH £= SVYMO|| HESHE 25
4 33 7|”J QB0 AFEEILICE.

-1 O O

svm A8 AEZ|X| A AL SVM 2| LIF7t XI5 E A0
IS EIL|CE.

storagePrefix SVMUM M 282 T2H| MY I trident
MEE|= HFA
MM o= +8e =+ §IELICE O
I:'H7H HE (0| ESHH M
sHAl=E MAMsioF gLt

limitAggregateUsage * NetApp ONTAP * & Of0FE FSxO| AMESHA| ORMAI.
CHoh A= X[ASHK| DR A2

M& fsxadmin ¥ vsadmin
OHZ|H|O|E AFEE A M1 Astra
TridentE AF23H0] X|etst= O
ot Moto] ZEE|of UK

& L|CE
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oH7H i

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

3717t O] gL 2 3R
gEof fofgfLct.

CESH gtree 3! LUNO]| CHSH 2t2|5t=
=&l 2|t 37| & S MLt
gtreesPerFlexvol M8S
ArE35HH FlexVol Z[CH gtree &5
MEXF XEY = AFLIC

FlexVolg X|CH LUN 2= [50, 200]
H| LHoi| RLofof BFL|CE.

-

SANEH i

=M SHiZ Al AFEE C|H2
Zef3ILICE ofl: {“api™false,
“method”:true}

o

AHESHX| O A2
debugTraceFlags =X & A
Mot 23 Hoop 2Hest 22
A5t

HE2 728 NFS OI2E M
=29/t

Kubernetes @ 282 OIRE
SMe dbtM oz AEE|X|

Se AN XML X9t AER|X|
A0 OIRE SMS X|HSHX|
OfO ™ Astra Trident?t AEZ|X]|
sl =of - mrofl X|ME OHRE
=SME ALESI 2 SorZL|Ct,

AEZ|X| S2A E= 74 IO
OL2E SM0| XM X| %S HLR
Astra Trident= HEE 7 SE0|
O E g2 MHSHK| g&LICE

NFS EE= SMB 28 AN
T EHL|CE

o

SN2 QLICt nfs, smb EE
nullQJL|Ct.

* & 2 AFEdof HLCt smb
SMB £82| Z2. * nul2 HHsIH
J|2Ho2 NFS 280| 2&ELch

[

FlexVolZ Z|CH gtree, H$| [50,
300]0f| QLo{of &

of

»(l2Moz HBEX| 1)

100

nullL|Ct

nfs

200
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oH7H i

smbShare

useRES

aws

T

credentials

AOO|E dataLIF 27| 28 =

Chs ¥d

o

JSON It

108

S Al

=)
=
[e]]
=

=R

= Alsto|
=13
=

A 20| Hlo|Ef LIFS 2 4 o, b0 =8 Glo|gf LIF7 &

29 o

Microsoft 22| 25 = ONTAP
CLIZE AHE3I0] &=l SMB 37
0|2 EE &= Astra Trident?t SMB
SREMHES £ JATF 0|ES

o

T o
|8 &= ASLICH

smb-share

O| Oi7HtH 4= ONTAP Hioll =0 CHet
Amazon FSxO0f| Z etL|C},

ONTAP RESTAPIE AIE%t= B2 false
Of7H #H=QAL|CEH * 7|& O|2] 27| *

useREST TZEM 24 H5t7} O
HAE stF0| &L= 7| 0/2
HI|2 M ELICt E 2 -5t 32
true, Astra Trident= ONTAP
REST APIE AH2610{ WAl = 2f
EMEL|CE

0| 7|52 AtE5I2{™ ONTAP 9.11.1
O|&t0| HREfLICE ot AFEE|=
ONTAP 2101 S&hof| off CHgh AAMA
Hoto| QLOJoF ELIC ontap S8
D2 0|l= AR HO|E off I3
SZELIC} vsadmin & cluster-
admin &g

AWS FSx for ONTAP2| ++d

oo M CHEE XEY 4= USLICE

- fsxFilesystemID: AWS FSx

ot A|AEIC IDE X|™BLICE.

- apiRegion: AWS API X[ m
oS elLict. n
- apikey: AWS API 7| 4L|L}. o
- secretKey: AWS H|H 7|ILIC},

AWS Secret Manager0fl &g FSx
SVM xt& ZEE X|™etL|Ct

- name: SVM2| A}H ZHO| Ltz
H|2' 9] ARN(Amazon Resource
Name).

- type: 2 BH™ELICt awsarn.

S XS A|IR "AWS Secrets
Manager 2= £ ddgfL|CH &
XA,

SHE| A

a—

el =


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

()  Pucrisi oluel 2ol o
X5 £ 2 B0} ik,

Ol M Ol2{st ZME ALESIY 7|2
T4 OHIE HESHAIL.

O 7H g2
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

Z7holoF BE, " (W) e
=5t

AB T ARst FHQILICE
WYE BE0| L QoS BA

JEULICH AERX| B E=
sl =0l A qosPolicy &

adapativeQosPolicy & °H—f§
MEHSIL|CE,

Astra Trident2} 2H7H QoS H*H
OS2 MEstH ONTAP 9.8
|§0| LotL|Ct.

| =
M 20| 2 TMHQA
JHREIEE ot= 20| &

QoS H™M 1 .d% HEIARESE

Xze| Etoﬂ CHal &fots &
MAME 220 getet o
A aFL|CH AEE[X]
BHAI =0l A qosPolicy L=

adapativeQosPolicy & SILtE
MEHSIL|CE,

ONTAPOf| M K| E|X| 845 - NAS -
O|ZL=0|

At 00l OfofEl 2EO| HES
dd Al g 220M 222
=Rt

= =]

= 3R oY ZEE 25 W2l CFS CHAl 22{24A A Cl|OfEf LIFZt

ODE2HNIES Mg = USLICH defaults MMS HESHIAIRL. 0| S04, Of2f

none

If(Z< snapshotPolicy USLICE

none, else

false
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oH7H i

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

off = 2

110

29

M 250 NVE(NetApp Volume
Encryption)S &AalgfL|Ct,
71222 ULICt false. O SMS2
Arg3st2{H NVE 2to|MIA T}

S AE|M ZM3HE[0] QL0{OF
28 g

HHA E0f| Al NAE7} EMstEl 22
Astra Tridentd]] Z2H| XY= 2=
=52 NAEZ} 2 MStEILICE

KtMSH LHE 2 CHS 2 RESIHYAIL.
"Astra Trident”t NVE 5! NAE2}

| -
HSEl= 24",

LUKS 2=2E AFEELICt 2
RS AR "LUKS(Linux Unified
Key Setup) AFH2".

SANEH B S,

*SMB 282 3% HI® sLICh *
A

M=Z2 =50 chet 2ot ARt

NFSE X|EL|Ct mixed & unix
HOot AEF.

SMB X2 mixed & ntfs EHOt
AERY.

N
M
gy

Hh
0]
[
)]
0]

snapshot-only ONTAP 9.5 O|H
SVM-DR 748

NFS 7| 222 YLICt unix.

SMB 7| 222 YLICt ntfs.
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SMB 2 &0 et AE2|X| 2HAE AMSL|CE

At nasType, node-stage-secret-name, ey node-stage-secret-namespace, SMB =E8=
X|™st HRot Active Directory At ZE2 Mg = USLICE. SMB 2E2 E AFE5H0] X[ EL|Ct
ontap-nas E2t0[HZH S{E

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

I 22| X}7t L= AWS FSx for ONTAP 714

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

EKS 22{AE0| A Astra Trident EKS OH=2 HZH 23.102 A LTt

Astra Trident= Kubernetes0l|A] Amazon FSx for NetApp ONTAP AE2|X| 22|E
ZtA2tSH] JHYXRE 22| Xt7F OfE2|A|0|M 50| EF Y & JE XA LT Astra
Trident EKS OHE20]= %[ 2ot IiX| 5! HO 0| Zote[0] I AWSO||A| Amazon
EKSSt ST AFRE &~ QUCt= A2 ABYUSLICH EKS OHERS AHESHH Amazon EKS
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So{AE Q| Hotu oFE Y E X EH O 2 BFESIN 0HiE=2S X, 74 S YH0|EdSt=
=

* OHER 7tY0| = Amazon EKS 2HAE AFL|Ct

* AWS ORI S2|0] 204 Chist AWS #ot:
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88: Amazon Linux 2 (AL2_x86_64) &= Amazon Linux 2 Arm (AL2_ARM_64)
* L= 2%: AMD E= ARM
* 7|2 Amazon FSx for NetApp ONTAP I} A|AH

THA|

1. EKS Kubernetes 22{AE{0f| A * Add-ons * O Z 0| SEL|Ct

EKS 3 Clusters D netapp-test
a1
nEtapp-tESt | © || Delete cluster
@ End of support for Kubernetes version 1,26 is June 2024, If you don'tupdate your cluster To 2 later version before that date, it will automatically enter extended support. After the extended support Update now |

pravigw ends, clusters on versions in extended support will be subject to additional fees. Leam more [

w Cluster info 1nr

Status Kubemetes version info Support type Provider
@ Active 1.26 @ Standard suppart until June 2024 EKS
Overview Resources Compute Netwarking Add-ons Authentication Observability Update history Tags
Add-ons (3) i
Ay category W Advy seatus b4 1

2. AWS Marketplace 0HE2 * O Z 0|535l0{ _STORAGE_CATEGORYE ME{BILICE
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AWS Marketplace add-ons (1) c |

Disarvay, sisbacriter b g corfigure EK% aod-om to enhance yoee CXF chatm

| O Fandd odfeon |

Filtbiring ofxsons

ILWJPI'_:EWW'“MIPTMM': Clear filters |

MMetApp  AstraTrident by Netapp =
Sixtrm Traden streamlices Sovaenn Fia for Meeipp ONTAP viorage mamsyemern « Kuberneses 10 it
your Seeepl opors ane ademi abors Focin on i daployment, P for ONTAF fesibad iy,

wpalatd ity and rtegraton apaAtiey ke 1 1B desl chpes for srgamigatoen serkmyg o
arnEneristd arage ok e, Mvocudt dells E

Category Lsted by Copported warisdid  Prlong starthng ot
Morage HutApy, v B 127, 1,26, 125, Wiew pricing
124,123 drtaiy [#

3. AstraTrident by NetApp * £ &1 Astra Trident Of =2 =Ql2ts MEBHL|CE

= - -

4. k= FIt 7|5 HES MEEL T

=

Astra Trident by NetApp Remave
Listed by Category Status
MkstApy storage ) Ready to install
You're subscribed to this software View subscripticn J %
Yau an view the terms and pricing details for this proguct or choose
another offer if one is available.
Version

Srbect e wnbiaitin For thih sdd-on

V25 1000-chabantcl 1

v
Select LAM rofe
Saplecl S0 UMM Pode B0 Lol Wt 1Rl 300 T crsate 5 mow Fold, Tolloey (e lesuactionm im the Amacoor ERS Lises Guide E
Mot set & | G |
(8] Flfl:'rrdﬂ
Not et o
. This add-gn wil use- T 1AM ree of Ky node whoee 1T e

cance [ oveves | [

S. LEOAM AT 1AM

o]
=
(=3
=

6. Zoo w228 M

- =20
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Review and add

Step 1: Select add-ons | e |

Selected add-ons

O\ Find add-an 1
Add-on naeme Y Type v Skafiun
metapp trident-operator oo @) Ready to imzald

Step Z: Configure selected add-ons settings | Edit |

Selected add-ons version

Fedel-gen NI Wi 1AM il

et —p ator I3 10.0-whabsailed. 1 Inhptt dreem pode

Cancel Previous | [CEraate
ol ==

7. Create * & ME4TIL|CE,

8. OiE22| &ENTt _Active_QIX| EhelgtL|Ct.

=

. A

ok AutvaTridesst lry Melhpp

CLIZ AM238}0{ Astra Trident EKS =28 MX|/H|HEtL|C}

CLIZ AI2%}0] Astra Trident EKS OHE2 8 MX|gtL|LCt,

e
CHS H& 0f|0f A= Astra Trident EKS OHER2S MX|&L|Ct,
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.1l (Mg HH™ 3t

CLIZ AI2510{ Astra Trident EKS OHE2 S H|HEfL|Ct,

Ct2 HAHES MHSIH Astra Trident EKS OHE20| MHElL|CE.
eksctl delete addon --cluster K8s-arm --name netapp trident-operator

kubectlZ2 HHAIE S OtEL|C}

HHQIlE = Astra Trident@t AE2|X| A|AE Zko| A E HOIBILICH Astra Trident?t AE2|X|
A AETE SME= 2HH I Astra Trident?t 2E2|X| A|ARIOIM 282 H§H|x1u e W
A2 FLICE Astra TridentE AX[¢h = L2 A= HAEE Mdot= AYLICH E SILICH
TridentBackendConfig CRD(Custom Resource Definition)S AMESHH Kubernetes
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QIE{H|0|AE E3l| Trident BHAUIEE XX MM Sl Ata|gh £ JUELICEH E AL2SH0] O] XS
2l 2 QIAL|CH kubect]l = Kubernetes HIEE Q|6
ol

ofn
on
rot
@)
—
Hj
-
Il
00
o
4>

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)= 2 AHESI0] Astra Trident H{AIEE 2t2|gt
£ Qe THEJME, 0|F U= CRDYLICE kubectl. O|X| Kubernetes ! AEZ|X| 242|XH= ME HHE REZ|E
20| = Kubernetes CLIE Sl ZI HI=E M4 5 2t2|e 2 USLICH (tridentctl)E SYLICL

-|-

E MMe il TridentBackendConfig LEME CIS1t 22 $4AM0| 2oL CH

o wHoll= = ASXP7L HZste A A0 2t Astra TridentO| A XtS O 2 MAEL|Ct O] $=22 LHEXORE 2
HEAELICt TridentBackend (tbe, tridentbackend) CR.
* £ 2=t TridentBackendConfig Off 1RSHA| HIQIYELICt TridentBackend Astra Trident”}
PNPSE ¢|__||:|.
—ToAMm-d
2tZk 7

ZtZt TridentBackendConfig 2 AMESH0] LY OHEE RX|LICE TridentBackend. MAt= tH
X 25| 28] AFEXHA MB == QEH[0|AO|H, £XH= Trident?t AN WA= K| E LIEHL = 2 AL|CH

i

@ TridentBackend CRSE Astra TridentOi| M XtSQ 2 WHSL|CH Mg 4 SISLICH WA=
Olo|EstE{H & =H5t0] 0] &S +HTLICH TridentBackendConfig RLEME,

Al
al

1o
09k
rlo

Ct

gjo

O E XSIMAL TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

9| 0| M= = UASLICH "Trident - 2 1" #dts 2E2|X| ZAHF/MH[2] HE FHE
Cl= =2 LTt

e

2ItLICE spec MAIE 221 1 D7 H~-Z ALERILICE O] ool M= HMA =0 M S AFERILICE ontap-san
TE A8t AE2|X| E2I0|HE CI22 =YL Jok= 2AE2|X| E2t0|H o) Chet
E2 2 ’é.*}jfélklg "*EEIXI 2ol of| chst HHll = 74 FE LTt

Jp HU
>
Ok
rn
Oi
;E
=
r5£

£ S2IPLICt spec MM0l= & ZE|0] YELICE credentials 9 deletionPolicy Ofl MZE EE
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
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ZEQILIC} TridentBackendConfig CR:

* credentials: O] 07 H= Ha HEO|H AER|X| A|AE/MHIAE Q1BSH= O AFEE= XHE ZEE
ZSSILICE AFEXt ‘MM Kubernetes SecretC = MEELICH Xt ZHS L HIAEZ M £~ gloH @
2 etLICE.

* deletionPolicy: O] BE= O|A A Of ot= XU S HOBILICt TridentBackendConfig O|(7})
APH|EILICE CHS 5 7HX| gf & SILEE AFB Y &= JUSLICE

° delete: J12{H F &=0| 25 MAH|EL|ICI TridentBackendConfig CR & & BHAIE 0] Zf0|
7|22t LCt.

° retain: 7f TridentBackendConfig CRO| AN|E|0{ = BHAE HO|J} A& =X|stD 2 el 5
UELICH tridentctl. AN HHMS 2 MHEILICH retain AFRXIZ} O|F Z2|A(21.04 O|F)Z2
CtRI20| =5t MM E HAlES RX| 4= USLICE o] HEQ| g2 0|20 HHIO|EY = JASLICE
TridentBackendConfig O] MM EIL|CE,

HHAIE O|E2 E AMESHH ™ EILICH spec.backendName. X|HSHA| O™ Hioll= 0|F0| 9|

@ O|EC 2 MHELICt TridentBackendConfig LEHME (metadata.name). 2 ALESH0{ WA=

0|22 BAMo 2 MHdt= 20| £ZELIC} spec.backendName.

Z Hu
a2
rin
1=

A ESE P,;PE|0|-E§ Mefgh £ JELICH kubectl 2 MHBLICE TridentBackendConfig

AELICH Lot 4 07 (0| spec.backendName, spec.storagePrefix,

spec.storageDrlverName S). Astra TridentZ} ME MHE 2 XSC=
HFRIYBILICE “TridentBackendConfig 7|Z& A= E ATt

AR

= AME5H0] M HA=Z HEBILICE "kubect THES +=AdHOF BfLICE

1. & MMBLICH"FHH|E[A H[Z", H|ZO|= Astra Trident?7} AEE|X| 22{AE/MH|AQL EMNSHE ¢ T
ZHO| TR0 JASLICE
2. 2 MM3ILICt TridentBackendConfig QLEME AEZ|X| 22 AE/AMH|A CHE XtAISH L1} O™
CHAO AN Mot T E FRSHAL.
HHAIES MHot = 2 AE5I0 sf{e MEHE 2ol & JUSLICE kubectl get tbc <tbc-name> -n
<trident-namespace> F7| M|E HEE +ZLICL

1

CHA|: Kubernetes Secret A

ANE tridentctl HZEE 7t @I&LICH TridentBackendConfig LEHE  0f|A] O|2{Tt

=0}
rot
>

Y

SHAIZ0f| Chot HMA XtH SHO| ZetEl Ao E MLt Ol 2 2AE2|X| MH|A/ZHEOICE CHELICE | E SH
f ZHELCE

Cts
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kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username:

password: tUAxQ7qg (>

o #ofl= 2 AE2|X| E3H

AER|X| EHE iz LE MY

Azure NetApp Files

GCPE Cloud Volumes Service

GCP£ Cloud Volumes Service

22 (NetApp HCI/SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

=2l H|2o

cluster-admin

Zet=|0{0F St= BETH =0 ASLICH

YLICH HIE

SZI0|AE IDYLCt

private_key id

il 7|

AEZXLOIE

ME AFEXLOIF

clientPrivateKeyS MEHBIL|C}

7421 719 IDYLICt. CcvsS Zz2|Xt
odst2 71xl GCP MH|A AKX of| cist
API 19| 2l

70l 7. Ccvs 2E|xt Hegthg Tz
GCP AMH|A A Fof| chet API 712

0II=I

HHE XA 30| = SolidFire
SHAEHQ MVIPRILICH

S AE/SVMO| HEE AHEXt
O|SYLICt XA B 7|8t 2150
A E LIt

S AE/SVMO| AESH= &= X4
S 7|8t AB0f| ArZ LTt

L O

Base64 - 2210 E JHel 7|9
QIS ZIALICE QEM 7|k
elEof A E LTt

QIHIRE AEXt O[S ILICY.
useCHAP = TRUES!I A2
mAolL|Ct 2

ontap-san-economy

ontap-san %
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AEE|X| SUE ¥ HE HELICH H|Y Zc MEQIL|C}

=o-d

ONTAP ME{A|EA|ZE CHAP O|L|AJ0f|O]E{ &= ]L|C}.
useCHAP = TRUE®Q! E2
LL|CH 8 ontap-san 5

ontap-san-economy

ONTAP chapTargetUsername £ MEHSL|CH CHA AKX} O|ERILICE useCHAP =
TRUES! 22 ’é!¢°'LIEr g
ontap-san 5 ontap san-
economy

ONTAP MEELZUIO|L|IEA|ZE CHAP E}Zll O|L|A|0f|O]E]
ot QIL|Ct useCHAP = TRUE?!

AL UALICH 8 ontap-san &

ontap-san-economy

O AN MME A= M HZEILICH spec.credentials @ ZE TridentBackendConfig LS
CEA[Ol A BHE THA[RIL Ef.

2CHA|: 2 EPMBIL|CE TridentBackendConfig U&LICH

O|X| € 2= Z=H|7} E|}ELICt TridentBackendConfig UELICE O] KM= E A= HAIEE Ho| FLICH
ontap-san EEI0|H= & AHE3SI0{ BHSLICt TridentBackendConfig Of2H 7|‘|X1|.

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

O|X| € PHEUELICE TridentBackendConfig CR, AEfE 2Qlgt = QIEL|CH CFS 0|2 HXSHMA|2.
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kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

SHAI= T} M &[0 Off HEQIE =[RS LICEH TridentBackendConfig UELIC.
&2 CtE 2 & 5HLE A8 &= JUSLICH

* Bound: TridentBackendConfig CR2 HAIE0f| HAEZN JYOH oot A =0]l= 7t TS0 JYSLICEH
configRef 2 B™EL|Ct TridentBackendConfig Cruid(CR'uid)

* Unbound: & AF25t0] LIEPHAL|CE . & S2IBILICE TridentBackendConfig 2|7t BHAI= 0| HEQIZ £ X]|
SLICH BF MZ MME|AUELICH TridentBackendConfig CRSE 7|2 O 2 0| thA|of| Q&L|Ct THA| 7t
HZE 20|= ChAl HIQIY [ X| o2 MEE = EE 5 SLICL

O

mufn

Deleting: TridentBackendConfig CR2| deletionPolicy O[(7}) MHE =S MHE[UESLICE.
SELICt TridentBackendConfig CRO| AFK|E|0 AFR|| AtE{Z M SHEIL|CE

o HHAlEof X|&M X 22| (PVC)0| gl= 22 & MNMELICH TridentBackendConfig Astra Trident”}
SHAIC S AX|E % ofL|2t = MF|BLICE TridentBackendConfig U&LILCE

o HHAIZ Ol PVC7} StLt O] & U= B2 AN HEf= MetELICH & S2IYLCH TridentBackendConfig
0|=0]| CR2 AtH| THAIE AIZfRL|CE BHAIE Bl TridentBackendConfig BE PVCIt AMH|El 0|2t
Al'x-”El |__| |:_|-
| [=] .

* Lost: 2 HAE WA T YELICH TridentBackendConfig CRO| #42 L= 19X OE MY LU 5l

O[(7h) MH=|A}ELICH TridentBackendConfig CRO|E AMA|El BHAI=0]| CHEE &It S| QJELICEH E
2&/8LICt TridentBackendConfig CR2 2 &2Q10| X = JYELICH deletionPolicy &f.

* Unknown: Astra Trident7| @ HZ =l A= o| AE EE= ZXHE 2olet & I &L|CH TridentBackendConfig
UESLICE O|E S0, API M7} SESHK| 4AHLE 7} SESHK| b= B2
tridentbackends.trident.netapp.io CRD7} FEIE|UELICE O] A2 70| T 4 JUSLICE.

O] EFZ0f Al OIS T HBHOR MAELICH LS 22  7HX| SRS X712 M2/ 4 YLt Hels
AEO|E 5 Al A

(MEH AFE) 4EHA|: KEAISE LIS RIS AR

Chs ¥

o

S H5to] Wl =of| CHet XtMiet HEE HE & ASLICEH

glo

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699%e6ab8 Bound Success ontap-san delete
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EESH Ol YAML/JSON HIOXE A

o

I Q&ELICE TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo O 7t ZSE| QYELICH backendName B backenduuID O CHe SEICZ MM E| HHoll =
TridentBackendConfig U&ELICH & S2ISLICt 1astOperationStatus EE£ Q| ORX[2f 2 AFEY
LIEFHLICH TridentBackendConfig CR - AFE X7 EB|HE = JUSLICHO: ALEXZL AN 252 HETE)

C a

i

-

spec) EE= Astra Trident(0ll: Astra Trident jA[ZF Z)0i| 2|5 E2|AHELICE M5 £= AI{Y = J}SLICE phase
7to| A MEHE LIEPHLICE TridentBackendConfig CR 5! BHAIE 2] Ofl0f A phase Of 240] HIQIE =04

U}ELICH F, o] off et ARLICE TridentBackendConfig CRO| A E0]| HAL[O] QELICE.

= %'30"'_‘5.;-*—?— '$L|E|' kubectl -n trident describe tbc <tbc-cr-name> O|HIE 29| M8 MEHE
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HZE 7F Zot=l o= = AH|O| ESHALE AR 4 9I&LICH TridentBackendConfig QLEHE
(D A2 tridentctl. B AZ310] 8 EAIS O[SHELICt tridentcel X
TridentBackendConfig, "07| & & ZSHEAIL",

uH o]

-
L —

e

2|
kubeckS AFR3H01 MRS 22| 23

= ArE0ot0] HQll= 2| ZtH S +Aldt= SHO| Tl ZOoFELICt kubectl.

Il
>

AHIEILICE TridentBackendConfig, Astra TridentZt BAIE AX/EE(Z 7|HIO 2 8hHE S E
X|IAZLICE deletionPolicy)E SEIELICL MHAEE AX|SHHH 2 2AQUSHMA|R deletionPolicy 7t

MHE| =8 MEE[0] JELICE 2 =2 2F MFZLICH TridentBackendConfig 8 HZESHYAIR
‘deletionPolicy RAIZ HEE|0 UASLICE O|ZHA StH AT} AL EXHSI D & ALESHY 2ha[d o~ JUSLICH
tridentctl.

Ct

gl

S LA

kubectl delete tbc <tbc—-name> -n trident

Astra Trident= 0llA AFHE &2l Kubernetes SecretsE AHA[SHX| & LICH TridentBackendConfig. Kubernetes
AHEXH= 71U S Hoffof gfL|Ct H|Y MEE MM = Fo[sof SLICt == AN AFESHK| ob= F<0f Tt
AbK|sHOF SfLICE.

kubectl get tbc -n trident

2 Ml £ JELIC tridentctl get backend -n trident & tridentctl get backend -o
yaml -n trident EXst= ZE HAEL =22 It ZLICL Ol F20= = OHE WA ET ZToHEILICE
tridentctl.

o
=2
In

i

11}

Hio|E-L Tt

=
2
In
il
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HIO|E&HOF 5= 0| R= G 7kXI7F AS 5= ASLICH

o AER|X| A|AEIY| CHt X}H SHO| HAZUELICE XA SEHS HO|0|EStY| 2IsH Ol M AFRE[= Kubernetes
Secret2L|Ct TridentBackendConfig Z{M|E C|O|EsHOF BLICE Astra Tridentt XtSCE HAEE
MSE XA XA SHOZ AH|0|ERLLICE CHS HE S AAlSHH Kubernetes SecretS AH|0|ESHY A2,

kubectl apply -f <updated-secret-file.yaml> -n trident
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kubectl edit tbc <tbc-name> -n trident

ClO|E0f| ATf5tH WAlE= OiX[Hez AT Ao = A& RX|EHLICL £
o

(D trident EE= kubectl describe tbc <tbc-name> -n trident.

© 78 OO EHIE Qlst £ = update BHS CHA| e = ASLICH

= -

tridentctl2 AF2510] HAE 22|E L3St Ch
2 AHE5I0] e 2h2| ZH 2 Al SH= BhHof| CHO YOtELICH tridentcetl.
S BHE 3 ol 4 T oM S WS AYELICH

tridentctl create backend -f <backend-file> -n trident

o

c
L|ct.

$0 IE
o> re

tridentctl logs -n trident

-4 Do ZHE =eloty Yot £ £ AASHH ELILE create LAl - S WEILICE

122

=
&LICt TridentBackendConfig LS HEE AF2310 KubernetesE S5l

dgoll 2ustH il = 2o 2H7F A= AYLICH CH2 B S st 205 =21 /el

pPS
-

AMzstof

EOEHD QS ol = AUS |—||:|' kubectl get tbc <tbc-name> -o yaml -n



tridentctl delete backend <backend-name> -n trident

1 =

Astra Trident7t HOIE 0l M OIZ15] ZRfSHs 25 3 AAIS T26| NS AL HASS ARt
() M-S0l #asoln m2u|x /X ehELICH HASE AsA AR Aefoll LoD, Tridents
A TR et 28 W AWAS 4 Belgich

Trident?t 210 A= WAIEE HejH Ch23 AL CH

*RENR YEE 2B OIS BYS dYLICH

tridentctl get backend -o json -n trident

=
r2
In
i
i)
n]
o

m

o
I
=l

WIS QAE0| E 0] ATHSHE WA 20| SH|7} UL HRE AHIOIES NEHSLIC CHS HHS Aotol
202 51 A9IS oIt 4 YLt

74 oo ZHE 2elsty ot £ £ 4ASHH ELILE update LAl - S WELICE

JSONCZ Eeh £ Ql= HEO| Of|QLICt tridentctl BMMAE ZHA|0f CHot ZHRULICE O] M2 E MEELICH g
AX[3H0F 5tz FEE|E[RIL|CE
tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]'’

2 M85t H= A= CHEHM = MEZELIC TridentBackendConfig.
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2 AINELICE TridentBackendConfig O| M| #t2|Xt= & 74X DRt HAlo= HAIE S pta|g 4~ JUSL|CH O
HE2 O3 25U o
* 2(8) A8dtof gt

£ [USLICH tridentctl 2 AMESI0 B2|RL|CH TridentBackendConfig?
* 2(8) AH85I ot

fuin

A
T
& UELICE TridentBackendConfig = AFRSHH ZH2|EL|CE tridentctl?

fuln

2| tridentctl 2 AHESH HAEE PHFELICH TridentBackendConfig

rn

O] MMOjM = S AHESI0] THE BHAIEE 22|5H= o] Bt HHAIE AEYLICH tridentctl Kubernetes
QIE{HIO|AE Solf &IF ZMBL|Ct TridentBackendConfig RLEME

=~

L
-

0| L2 CtZ AlLI2| 0] HEEL|Ct
* 7t Qe 7|&E MAE I QELICH TridentBackendConfig 2 AFESHH MM EA} 7| MERJLICH tridentctl.
c 2 0E M M AE tridentctl 7|Et "TridentBackendConfig ZHA|7t QELICE.

ILI2|2 25 Astra Trident7t 252 0|25t 2ISHA WA =T} AL ZXe AJLICH 2E2|XH= TS F IHK]

= A
ZM FoILIE e £ AL

* EAS MEBYLIC tridentctl E AFESIH THE HHAIEE 22| LIt
* 2 AF25H0] OHE HHOIE HEQIE tridentctl ME2 MESE TridentBackendConfig LEHE O|Z 7
StH A= T E AMESH0] 22| EILICH kubectl X &ELICH tridentctl.

Z HAlEE 22|t kubectl 2 PHE0{0F RLIC} “TridentBackendConfig 7|Z WA =0
x A ste= cleat ZaLch

—_

. Kubernetes &5 £ MMSIAA| Q. H|Z 0= Astra Trident?} AEE|X| 22{AE|/MH|ALL EASH= O
SHO| ZEE|of USLICt

zast X4

2. 2 MM3ILICt TridentBackendConfig QLEME AEZ|X| 22 AE/AMH|A| CHE XtAISH L1} O]
CHAO M et o E HXSHYA 2. Yot 74 7 (0l spec.backendName,
spec.storagePrefix, spec.storageDriverName &) . 'spec.backendName 7|& HAIEQ|
O|Ec = M7Zslof ghL|LCt.

THA| 0: MA =S AMETIL|C

—

2(E) 4Lt TridentBackendConfig 0| A2 7|& HMAE0| HIQIYE|DE WA= M4 S 2HHE{OF LT}
AH
o

=]
Of oflofl M= CHZ2t 22 JSON Fo|E AtESIO] A= S WMLt JFE LIt

tridentctl get backend ontap-nas-backend -n trident

| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |
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o __
| ontap—-nas-backend | ontap-nas
96b3bebab5d7 | online | 25 |
—_— —_
o
cat ontap-nas-backend.json
{
"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",
"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": '"none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels": {"app":"msoffice",
"zone":"us east la",
"defaults": {

"cost":"100"},

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"mysqgldb",
"zone":"us east 1d",
"defaults": {

"COSt" . "25"},

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

125



1CHA|: Kubernetes Secret 244

Of offofl EAIE! AKX E il =0f| CHet Xt SFO| XotEl Y= E MLt

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin
password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

20HA: AE RPERILICE TridentBackendConfig U&LICH

CHS Bl 2 MMSH= ARQ)ULICE TridentBackendConfig 7|&E O AtSL 2 HIQIE = CRLICH ontap-
nas-backend (0| Of|0i A2} Z0[) CtE2 R AtE0| ZFE[=X| 2eletL|ct.

— 1
© 7 07 Has el wollEeL SUSL|Ct
* b ERlE E9)2 el Al SUTH =M E FX[SHOF BLICE.
* X4 ZEE Lt BIAEJ} Ol Kubernetes Secret2 Edl| M3 LICE

0| 22, YLIC} TridentBackendConfig CHEXt 20| EA|EL|CE
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: o MEHE =QIRL|Ct TridentBackendConfig U&LICH

£ S ELICt TridentBackendConfig O[(7h) MM E|AUOH ST EHA|= O[0{OF SLICH Bound. BB 7|&E Al E Q|
HOIlE 0§12 UUIDE S5t HHE=|0{0F SfL|CY,

=
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

it

O|x| WA E= E AESH 2t S| 22| ELICH tbe-ontap-nas-backend TridentBackendConfig LEHME,

22| TridentBackendConfig 2 AFESI0] HAIEE PHELICH tridentctl
‘tridentctl® £ AESHO| THE HHAIEE LIGSH= o AMY & JUSLICH
‘TridentBackendConfig . EPH Zt2|Xl= O|A O[2{gt HHAIEE 2™ Zt2|st=E MEHE
A [_l
Al

£E JUSHLICE “tridentctl®

=
‘spec.deletionPolicy” 7} HAHE0 JUSLICH “retain”.

€ S0, L2 MA=TH E AMESH HHE[UCtD 78 EASLICE TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

=

Z0f| M SHE ZT47t EAIELIC TridentBackendConfig MEHMOZ MME|QIOMH A= of| HIQIE E|AELICH
[EHAl=9] YUID .

1CHA: &9l deletionPolicy 7t 2 ™ E|0] J}ESLIC retain
O| 7HX|E AHEELICt deletionPolicy. Ol H™E2 & AHHOF HLICt retain. O|HA| otH 7t CiS1 22

A0 AIE & JUELICH TridentBackendConfig CRO| AMK|E[O & HHAIE HO|Tt A& Exsty = 22|e &
UESLICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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(D CtS THAE TIASHK| O AR deletionPolicy 7t 2 MHEE| JELICE retain.

2CHA: E ME|BILICE TridentBackendConfig U&LICE

= £ MHStH=E AYULICH TridentBackendConfig UYELICH & &Rt 2 deletionPolicy 7t 2
N0 JESLICH retain AHH| 2HS AL S + JSLICEH

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P memem===
Fommmmmmrmescrrrrrrr e reme s e e m o Frommmmom= Fommmmmmm= +
| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |
Fommmmmmmcemeoeoeoes Fommmmmmcmeomomm=
o esseseses s s s s e eses P Fommmmmm== 4
| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |
o= Fommmmmmmmememe==
Bt e e o= Fommmmmm== +
£ MHe i TridentBackendConfig Object, Astra Trident= 2 X2 A S XtH|E AMK|SHA| Q410 ZHELS]

Mgt

AEEX| 22HAS HH5tD 2te|gfL|ct

—

AEZ|X| 2ejAE MMTHL|CH

ocood

Kubernetes StorageClass 7HHIE F#d5t1 AEE|X| A E HH5HH Astra Trident0ll S &
T =H[X'd 2SS erLietL|Ct.

Kubernetes StorageClass 7iX|S 7148t |Ct

g Z2/8tLICt "Kubernetes StorageClass ZiA|" Astra TridentS olig 22HAN| AFEE[E TZH|HHO R AlEHstD
Astra Trident0ll 2& Z=H|X'd YHES X|ALICL oS SH Ct32t Z&LIC
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

8 XA "Kubernetes 2 Trident LEHE" AEE|X| AT} QF As Z261H= dhHo|| CHeE XhA|SH LHE % =
HEXSHMA|IR PersistentVolumeClaim 2 Astra Trident7t 252 Z2H| X Hst= 2 % X|0{St= o7 HaTt
EoHEIL|CE

AE2[X] 22{AE MABLICt

StorageClass K|S MMt = AEZ|X| A E HME £ JESLICH E2 SA ME o= AH8SHALE 23

A H7HX| 7|2 HE0| Lt ASLIC.

— O

CHA|
1. Kubernetes QEHEO|EZ £ A2SIAA|R kubect1 KubernetesOi| Al A4 Adsljof SfL|C}.

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. O|X| Kubernetes 3 Astra TridentOl| * basic-CS| * AEE|X| A7t EA|EILICt Astra Trident= BHOl E0i| A
E8 HMMESL|CY,
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kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{

"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {

"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null

by

"storage": {

"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

Astra Trident7t MSdt= HEE 2ole = JSLICH "SE #Al=0f| ciet 2o AE2[X] S22 Fol",

MEg £+ QUELICE sample-input/storage-class-csi.yaml.templ AX| TZ 20t SHH| MBS &=
S! thX| BACKEND TyPE AEZ|X| E2I0|H 0|22 Ar2BILICE,
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

AEZ|X| EAE Et2|eiL|CH

—

7|E AE2|X| SAS 8D, 7|2 AE2X| FAS HOID, AE2|X S22 HASS
Aotn, Agalx] SHAS AFY 5 YL

7|1E 2E2X| SAE LT

* 7|Z Kubernetes AE2|X| 22{AE HefH 2 FF S 2L
kubectl get storageclass

* Kubernetes AE2|X| S2fA ME HEE HHH L3 HHS HAotL|CY.

tridentctl get storageclass
* Astra Trident®| S7|2tEl AE2|X| SHA MFE FEHE H{H CHZ HHS dASLCL

tridentctl get storageclass <storage-class> -o json
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718 AEE|X] SHAS AHEHLIC

Kubernetes 1.60Il= 7|2 2E2|X| 22HA S EFSt= 7150| FIE[A}SLICE AEXIEFF =28 SJ(PVC)l
FT EES XHGIK| b 2R EF 282 T2H|NYSHE O MEElE AEZ|X| 22jAL|CEH

c FMZ MHGIH 7|2 AEE|X| 2e{AE ™o YLICt storageclass.kubernetes.io/is-default-
class 2E2|X| 22HA HO0| M true=Z A SLICE AtF0]| w2t CHE 2f0|LE =41 2= FALSEE SHA{ ElL|C}.

* oS BEE MESIH 7|E 2EL2X| 22HAE T2 AEE[X| 2dA 2 FHY + ASLICE

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* OFIVHX| 2 O EE S AH8ot0] 7|2 AEE|X| 2eiA FHZS HAHY & AUSLICH

kubectl patch storageclass <storage-class-name> -p
{"annotations":

'{"metadata":
{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

EES Trident EX| Z2 HS0f|= 0] FME Zotdth= oM T ASLIC

(D S AE0= o Hofl 3tLte| 7|2 AE2|X| S2HAL A0{OF BfLICH KubernetesO|A = 0|42
HYS sAotE AS 7IEHC=E SRSHK = §XIT 7|2 2E2|X| 2227t gle AXMY SHELIC

AE2X] SaA0f o

rot
II
g

JSONS = He = = HEZ2| OLICt tridentctl Astra Trident HAIE 24X|o| ZIL|Ct 0| SM2 E
MERILICH jq HA AX[olior S == A= FEEIEIYLICE

ML TT

tridentctl get storageclass -o json | jg 'I[

.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]'

AE|X| 2EHA S AMN|EHLIC}

KubernetesO| A AE2|X| 2HAE MKH|StHH CS HHS AATLICT

o o

uI

kubectl delete storageclass <storage-class>

<storage-class> AE2|X| S AZ WH|sHOF BL|CH

O AEE|X| SHAE St WHE I 2E2 HEEIX| %20 Astra Trident= 7% 2t2| LT

—

Astra Trident7t 32 ME¢ILICt fsType =250 CHoll M-S £ QUESLICEH iSCSI HAl=Eo| AL
@ X 26t= 20| EELICt parameters. £sType StorageClasst| U&LICt 7|Z& StorageClassesS
ARGt £ AHESH0 CHA| M M5O SHL|CE parameters. fsType X[ ™ E.
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T8 El Kubernetes StorageClassE AFESI0 PVO| CHet HMAE RHGSH=
PersistentVolume(PV) % PersistentVolumeClaim(PVC)2 M-AgtL|Ct O3 Ct2 PVE
ZEof A = JAELC

-

A"X|EH & " (PV)E Kubernetes 22{AE 0[N S2HAH ZE2|X7F Z2H[K S 22|H AEEZ[X| 2| AARIL|CH
= 5
= |

32
=

ofL|CE" PersistentVolumeClaim" (PVC)= 22{AE 2| PersistentVolumedi| CHot MM A QM RIL|CH

PVCE SH 37| i UN|A BEQ| NS QNOIEE TH 4 YALITH S2AAH B2lxts

— | o

=
—_

oA
E
StorageClassE A&t PersistentVolume 37| 3! HHA BE(H: M5 E= MH|A £5)E MUY = JUSLICE

V2 PVCE Myt = ZEO| 252 T & AFLICHL

T

ME OLIHAE

PersistentVolume ¥ Z OjL|HAE

O] MZ DHL|HAE = StorageClass2t HZ=l 10GiQ| 7|2 PVE 20 &ELICt basic-csi.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE
olz{st ol 7|2X2l pvC M M2 HFLICE.

RWO M| A PVC
0| 0f|0of| M= 0| E0]| 2! StorageClass2t HZE RWO A& Hoto| = 7|2 PVCE B ELICt basic-csi.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCP7} Q= PVC

O] of[of| A= 0| E0] QI StorageClass2t HZEl RWO HM|A #HBH0| U= NVMe/TCPE 7|2 PVCE E(
&ELICt protection-gold.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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POD OHL|HAE ME
0| 0fl= PVCE L LOf 24617 fet 7|2 182 HHFELICE.
712 74

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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7|2 NVMe/TCP 14

apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null

labels:
run: nginx

name: nginx

spec:
containers:

- image: nginx
name: nginx

resources: {}

volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: task-pv-storage

dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

kubectl create -f pv.yaml

i
Jlot

tolstr}.

| By

2. PV AEf

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO

7s

3. PVCE ZhgeiLCt,
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Retain

STATUS

Available
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kubectl create -f pvc.yaml

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 2Gi RWO 5m

5. £&& Pod0i| OrREELICE.

kubectl create -f pv-pod.yaml

2 PLIHEE £ JELICH kubectl get pod --watch.

njo
Rl
oo
St
2
A
OOI'
0z
Ol

6. 20| o DFREE[0 AJ=X| &QIBLICE /my/mount /path.
kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. O|H| PodE At 4= YELICH Pod € T2 W2 [ 0|4 EXSHX| §iX|2t 282 |X|ELICH

kubectl delete pod task-pv-pod

KZESHIAIR "Kubernetes 2! Trident QEHME" AE2|X| 22j AT} QF AlS ZHSH= HiHo|| CHSH XIM|EH LIRS 2
X

o

= BEAHE

EZXSHMAL PersistentVolumeClaim X Astra Trident7t 282 T 2H| X Hst= WHE M O{sH= Of7H HETt
E'c;I-El

TridentES AF25IH Kubernetes AEXI7t S5 MM = 2hatet 4= QI&L|CE iSCSI
Sl NFS 288 &alste o st 2Mof st BEE t

CSI ZZH|X'J S AH2SL0 iSCSI PV(Persistent Volume)E && g 4 A&L|CH

(D iSCSI 28 &2 o[ X|ZZLICt ontap-san, ontap-san-economy, solidfire-san
Kubernetes 1.16 0| 40| HgfL|Ct.

1CH|: 28 @& 8 X|2I6t == StorageClass=S 8Lt
StorageClass H2|E MEsIH E AHELICt allowvolumeExpansion BEE &2 £ O|SYLIC} true.
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

H
ok

0|0 EX5t= StorageClass 2| 22 & ZSIEE HELICE allowvolumeExpansion Of7H B

2CHA|: M3t StorageClassE AFE5H0| PVCE MM BiL|Ct

PVC Heo|E ME!Ist E YUH|O|ETLICt spec.resources.requests.storage He 37|EL} 7{0f St= M=E

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident?} PV(Persistent Volume)E ‘445104 0| PVC(Persistent Volume Claim)2t HZELILCE.
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

37|12 XS £ QT E pyE o HATILICE iISCSIPVe 37|12 =X | & 71X| AlL2| 7t &L CH
* PV7} ZEOf HZEl AR Astra Trident= AEE|X| BHAI= o] 252 &St CIHIO|A S CHA| HAMSHH IHY
AABIOl 37|18 ZH™TLICE,

* HAE[X| 942 PVe| 37|E X521 5HH Astra Trident?t AE2|X| WHAl=0| EFS =f&tefL|Ct PVCTL

PODO| HIQIZ E|™ Trident?t C|HFO|A S CHA| ZALSH OHY A|AEIQ| 37| xASHL|CH 131 C}S SHE ZH10|
HEXNOZ 2tz El F Kubernetest| Al PVC 37|E YH|0|EELILCE,

O] Mo M = 2 AEStE ZETL BHE{TLICt san-pve.
kubectl get pod

NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

141



ATHA|: PVE SEELICH

1Gi Ol M 2Gi 2 HHE PV o 27|15 ZFI2{H PVC FQE HMESt £ YOlo|ERLCt
spec.resources.requests.storage 2Gi

kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
5CHA|: =HEF =l

PVC, PV, Astra Trident 2&2| 37|& &QI5t0] 20| M2 2tSot=X] =elg = ASLIC
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

Astra Trident= O Z2H|X|'dEl NFS PVSO| Ciet =& 2H&S X| 2 LICH ontap-nas, ontap-nas-economy,

o) ol =

ontap-nas-flexgroup, gcp-Ccvs, = azure-netapp-files =

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8HL|Ct

NFS Pve| 37|18 =F5IHH P—PEIXM MK =2 45 28 &S S E AEL|X| SHAE F8H0fF LIt
allowVolumeExpansion & LCEE =2 £ O|SELICt true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

AH8OtH 7|1E AEE|X| 22HAE ZHES| HET = ASLIT

O] M 80| 2E2|X| 2HAE o|n| Hdet B E
Y2 s1EgLrt

kubectl edit storageclass =25 &2 G

-
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2CH7|: MM SH StorageClassE AFE25H0] PVCE MMt Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident= O] PVCO| CH3H 20MiB NFS PVE MMM dljof L|C}.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA|: PVE EPLICH

MZ MME= 20MiB PVe| 37|2 1GIBE ZHoI2{M PVCE HEStT M stL|Ct
spec.resources.requests.storage 1GiB 37}
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

4THA|: =HE S =relgtLct

= =

PVC, PV, Astra Trident 2&2| 37| &QIst] 27|17} SHIZA| 2S5t=X| &l £ QELICE.
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

=5 M2

E N85I 7|& AEZ|X| S82 Kubernetes PVE 7t 2 4= UELICE tridentctl

import.

Ct2at 22 XA S QI8l Astra Trident2 282 7t £ JSLICL

T 22 Containerize 6t 7|Z H|0|E| Zlgt

=2 (=2

o =

HO| &2 OiS2|Z|0|Mof| Ar2 CI|O|E| MES| 2ES AHEYLICE
=

2

7t BHMSE Kubernetes 22{AE S A EL|CH

* M3l =+ S0l ofZ2[A|0[M H|o|E| Oto|zf|o] M

L PN
ZES 7IMQ7| Hol| 3 e M-S ESHIAL.

rlo

* Astra Trident= RW(° 7|-M7]) 832 ONTAP 280t 7t 2 4 ALLICH DP(HOIH E3) R¥ 28
SnapMirror LA EE LI} Astra Trident2 252 7t 27| Foi| 0|2 24AHE Zojof gLt
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24 A0 gl= 282 7ML Aol Z5LILL &8 =282 /MM 282 EET LIS 7INR7VIE

I'

El

i

@ Kubernetes7} 0| HZS Q1AI5HX| 5t &4 EFS PODO| EA AZY &= A7 HE0]
(e]]

EE0M E3| SLICt. 0|2 2

SIX|2t storageClass PVCO| X|Z3H{OF 3t Astra Trident= 7HM 2= S¢t 0| O{7)f H~E AFESHX| @b&LCE.
2EEX]| SlAEs =25 dE S0 2E2|X| EG0| Wef AL 7tse 20| M=stE | AFEELICH =&0] 0]0]
ACBZ IIHR= %?J = el eIt QIELIC mEt 280| PVCH| X|FE AEE|X| 222 LX|SHK|

o= HHollC E= E0f %U:‘lﬂfE 7t 7|0 AoigtL(Ct.
7|Z= HIX 37|= PVCOHIM ZXRE| D MEEIL|CH AEZ|X| EZIO|HOIM 222 71 & PV= PVCO]| CHSH
ClaimRefE At25t0] MM EL|Ct
° M0 27bA| ghet Mol Mol 2 M™EE O JESLICH retain PVOIA KubernetesOflAl PVC 5! PVE
MIHMOZ HIQITSHH AEZ|X| S AQ| HIA| hat X 1o MAHo| ShA| BIHA| ghet 1l HEHO|
O] EElL|CY.

° AER[X| SE A0 HIbM| Hheh YA 0] 2l B2 delete, PV &H| A| X% S&O0| AFH|EICH

Oﬁ
1z

SHAI= 0| A FlexVol %! LUN2| O|E& HIELICLH 2(8B) St =
UELICH -—no-manage H2|=|X| = S ES 71 2{H Z2 I E X|HLLICH E AHESH= B2 --no
-manage, Astra Trident= 7HA|2] & F7| St PVC E= PVOf| CHet =71 2 S -)F °|'I| AELICEH PVZE

MHEE AE2X| 282 MHEX oM =5 2E 8 EE 37| ZFa Z2 OHE HYT FAIELIC.

7|28 OZ Astra Trident= PVCE 22|t

or9-

0| M2 7H|0|3}E YIAZ 0| Kubernetes= AFEStD, 12 X| &1 Kubernetes 2|2

AE2|X| 252 2t0|ZAO|2 S HEotH = R0 FELIC

o 8X2 7f 1 Z PVCet PVIt HE|E R =X HEE LIEIUE & 7HX]| SH2Z

PVC g PVoOl = te|
MotALE HAHY & l&LIct

So| %7
B 0f 242 &

2 M8 > UELICH tridentctl import & =2 282 7HHSLICE.

- g7 28 SHY(PVC) T (Ol: pvc. yaml)E AHESH PVCE WM YLIC} PVC IOl = CHS0| Z&E[0{of

SILIC} name, namespace, accessModes, % storageClassName. MEHHOZ 2 X|HE 4 QUSLICE

unixPermissions PVC H9|.

=)

E| & Ar2Ol of| LTt

rjo
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D PVO|E = 28 37| &2 F7h 07 Ha= TS| ORY AR, O] 2 213l 7HM 27| HHEO|
Aojg 4= ASLICH
2. E ME2%LICt tridentctl import =252 E8St= Astra Trident HiAIEQ| 0| S0t AER|X|0M =2ES
1Q8HH AlEst= 0|2 (0dl: ONTAP FlexVol, Element Volume, Cloud Volumes Service Z2)2 X| M=
HPALICH E SEIYLICH -£ PVC I el Z=E X[HSIEH Q7 HRetL|Ct
tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>
ofl

X #ElE S2to|Hof Tt LS =28 7HH 27| ol dESHIAL.

—

ONTAP NAS %! ONTAP NAS FlexGroupS X|&gtL|Ct

Astra Trident= £ AFE5I] =& 7t 27|E X[AELICH ontap-nas % ontap-nas-flexgroup E2H0[H.

* £ Z2IELICt ontap-nas-economy E2I0|H 7t gtreeS 71K 21 2|8 4= i&L|CH

@ * £ 22ILICt ontap-nas % ontap-nas-flexgroup EEI0|HE 5 =8 0|52 515K
OFAL|C}
Lo d .

2 MME 2t EEQLICH ontap-nas E2I0|H= ONTAP 22 AE2| FlexVolL|CH £ AF235HK FlexVol2
JIMELICE ontap-nas EE2t0|H = S5t ZHSELICH. ONTAP 22{2E{0] 0|0] L= FlexVolE 2 7tHE +
UELICE ontap-nas PVC. OFEIEX| 2 FlexGroup vols= £ 782 £ JELICH ontap-nas-flexgroup PVC

ONTAP NASZ2| o
ClE2 #2lkl= 28 Y 22 =X = 28 714 27(9 oL L},

[==re————
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=
e 25

LIS Olol M= 2= 282 71 ZLIC managed volume HAZOAN S(E) MEHRLICH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

HE|EX] b= =28

[

E M2 If --no-manage argument, Astra Trident= 282| 0|8 HHEX| k&Lt

LIS ool M= £ 7t ZLICH unmanaged volume & +8LICt ontap nas MYIE:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |
o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

Astra Trident= E AFESHY 2& 71K 27|E K| ELICH ontap-san E2IO|H. Of|M = 28 7IH 7|7t K| E|X]
%UELICH ontap-san-economy E2H0[H.

Astra Trident= ! LUNO| Z&HEl ONTAP SAN FlexVol2 7t 2 £ J&LICE 0| o YX|ZHLICt ontap-san

EZ20|H - 2 PVC % FlexVol LHS| LUNOI| CH$ FlexVolE MM EtL|Ct. Astra Trident= FlexVolE 2212t PVC
Molet HAABILILCE,
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ONTAP SAN 0|

CHE2 2el=l= 28 3 2HEl=X = 28 71 27(9] oL ct.
e =28
=

2| 282 8% Astra Trident?} FlexVol2| 0|2 £ HHEL|C} pve-<uuid> U FlexVol LH2| LUNS Of

LIS OIXo M= 2 7FHELIC ontap-san-managed Ol R= FlexVolLICH ontap san default A=

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

Fommemmcrmsrerrrrrrrrr e re e e mm o Fommmmmm= Fommemmcemeomo=e
Fommmmmmm== e et Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmessseseses s s s s e e it fommmmmmemememe=
Fommmomomoe Fommemereressmrrermrmesessoemenoemomoms Fomommmme Frommmmomos +
| pvc-dbeedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
Fommmmmmmmsmeosormrreroesmememeneoeoememmm o Frommomome Fommmmmmomoomoos
Fommmmcmms e et Fommmmmms Fososmsmss +

HE|EX] = =28

—

CHS ollofl A

r T

£ 7t™¥ZLICt unmanaged example volume £ F8L|Ct ontap san HQIE:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
i S et o=
et e e o S Rt +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
it ittt L S o=
fom o fo———— fom—— +
| pvc-1fc999c9-ce8c-459¢c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
o fom—— fom
ittt R e it oo S Gt +

CHS ofloll EAIE! X3 IQNEZ Kubernetes '=E IQN2H SR5H= igroupOll LUNO| BHEE|0] = 32 2F 7t

HEMSILICH LUN already mapped to initiator(s) in this group. 2= 7INH22{H

HM73tAHLt LUN OHE S oiR|SHOF BfLICt.
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Astra Trident= £ AF2350] NetApp Element 2AZE2|0{ 5! NetApp HCI 28 7t 27| X|stL|Ct
solidfire-san E2}0|H{.

Element S210|t= 5= 28 0|58 XBLIC 2L} 52 25 050| Y= Y2 Astra
©) TridentOll§ 275 HIBILICE O XIS sfasfeiet 888 BE4tD DRT BB OISE NSV OIS
=xE 282 JNSLct
24 of|H|
CHE oMo M= 2 7P ZLICEH element-managed HAIES| EF element default.

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=========sscsessssssssososss=s=========c femem==== R
fmmmmmmmaaa e fmmmmmaae fommmemaae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e fommmmaae fommmmm s
fressmmsamms R e T e I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

frossssses s m oo e s e o s e e s e e fosssssssemeea==
fe========a R Bttt f======== femmme==== +

Google E2IRE S E
Astra Trident= E AFESHY 2 & 71K 27|E K| YLICH gcp-cvs E2IO|H.

Google Cloud Platform0ll A NetApp Cloud Volumes Service7f X o= 282 7t e{H of e
@ =5 dEEV|ECE ZEES MNEYLILL EE EE=02 = I—HELH7| d=22 |%—'?'—9= LICt . /. Ol E

E01,LHELH7| B2} HLR10.0.0.1:/adroit-jolly-swift, 28 2= YLICt adroit-
Jjolly-swift.
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Google Cloud Platform?2| of|
CI2 Mo = 8 7FMELICH gep-cvs MAEL| ZE gepevs YEppr 28 82 E® adroit-jolly-swift.

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

o e fomm -
Pommmmmmm== e e Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +

| pvc-ad6ccab7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
Fommmmmmmmomeorrrrrrrrre s re e mm o Frommmmom= Fommmmmcemoomo=s
Fommmmmmmms et Fommmmms Fommmmmme= +

Azure NetApp Files

Astra Trident= £ AFE5t0] 28 7IM27|E XHSYLICH azure-netapp-files E2I0[H.

rr

Azure NetApp Files 282 7IHE{H sid 28 dEE 7|FC= 82 AEYLICL EE 8=
0|2 28 UEW7| 2o YRAULICt : /. OE =0{, OIRE E27t 2l 32
10.0.0.2:/importvoll, 28 A=E2= YULICt importvoll.

Azure NetApp Files2| 0|

LIS oMo M= & 7FMELICH azure-netapp-files WA EL| ZE azurenetappfiles 40517 2 82
Z3 importvoll.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmrcrmsmerrrrrrrrrrere s o e e mm o e Fommmemememeoes
Fommmmmmm== e me s s s s e s s s eees Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmemsmessseseses s s s s e o= P
Fommmomomme Fommemereressmrrermrmesessoemenoemomoms Fomomomme Frommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommmmmmmmomoososorrerosmememe oo meoemmmmm o e e Fomcmmemememonos
S ettt Fosmsosmsoorsrsrosososososmsoonasosos o S it Fososmsmss +
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HIZAHO|A A0 M NFS 2EES SRELICH

Astra TridentE AL25HH 7|2 H|AAHO|ANM S &S MASH D S 0| &S] HX
HAAHO|ANA SRE = JASLICY.

Astra EEZ|HIZE 2|HZA CRS AF2SHH oLt 0| A2Q| Kubernetes LI AT 0| A0 A ReadWriteMany(rwx) NFS
UELICE O] Kubernetes W|O|E|H £F M2 LSt 242 0| E MSELICE

fl
b

- HOkS BESY| QI3 Chokst £20| AN|A Hof
* D E Trident NFS 25 S=210|HQt SSHEIL|C}

* tridentctl EE= 7|El 7|2 Kubernetes 7|S0]| OtLl 7|50i| 9| &6HX| t&L|Ch

0| Cto|o{ a2 2712| Kubernetes LI AHO|ANA NFS 28 ZQE HO| FLLC}.

Primary PV Secondary PV oo . . ...,

| "secondary"
= ' ace
pv d

ST Trident | g %
namespace .

1
1
1
1
1
primary secondary :
:
1
1

TVol €—p» TVol

_______________________

- S R S S S S S S S a o af A a E
H

I
1
1
1
1
I
1
1
]
I
1
1
1
I
]
F) 1
1
I
¥
1
1
1
I
1
1
1
1
1
1
1
¥

TridentVolumeReference
primary/pvci

Storage B L L T T !
Volume

2 A|Et

R CAZICZE NFS 28 3RE 48Y &+ JUSLIC

o 252 ZQIEE AA PVCE FMELICE

A2 HYAHO|A ARX= 24 PVCE| OB 0] UM AT =~ = Hots FHTLICH
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2lVolumeReference CRE MM& 4= Ql= &

=
rakly

rir
o

L]

>

H
L
Rl

-

pe

ket
e

°
|>

2

o
|> N
|_o
_>'|_
=2
S

I

_E 1

CHAF I AT O] AN E2|HVolumeReference S MAIBHL|CH

[ AHO|AS| ARXHE AA PVCE EZESH| 2l8 E2|AVolumeReference CRS A BtL|CE

"
>

H

0.

CHA QA DO| A0 A St PVCE THELICH
CHAN HJAHO| AL ARXH= J2 PVCe| HIO|E AAE AMESH| 2/8l St¢l PVCE PHELCY.

2 Loy HIYAH 0| A LTt

= 257 2ol HIYAMO|A Z2H SRE= A4 HIFAHO|A ARX, S2{AE 22|X} 8l T4t HIYAD|o|A

TT —

s B3
Al e 8 =7 HRELICH AREX FE2 2 BA0AM XIFE L

1=

1.« &2 HAamolA _+_$rx|" *PVCE THELICH (pvcl)E CHY WY AT O|ALL ZRE 4 /= HotE Rofdt=
A2A HRJAHO|AL| AL (namespace2)E AR ELICH shareToNamespace 4.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Trident7} PV & BHAIE NFS AEZ|X| 252 MAStLICE
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rd

c HEE FLRE FES MBS PVCE o HYAHO|A0 3RY = ASLICLAE =
CZot Z&LICH trident .netapp.io/shareToNamespace:
namespace?2, namespace3, namespace4.

() - =Asol 22 UdAmolA0l BRY 4 YALICH+. S SU, k3T ZALIC
trident.netapp.io/shareToNamespace: *

° PVCE YO[O|Est E Zatet & JUELIC shareToNamespace HHEX| FMSE =7tg
2 AELICE.

2. * 2 AE 2|X;: * CHA L AT O] A ALK A CHA | ATO]ANAM E2|HVolumeReference CRS
MAS Q= HoEE 20{5HY| 2l AHEAL X H deE M5t kubeconF2ESHUYAIL.

—_ =

=
3. * CHA LY ATHO|A ARKE: * AA HJUAHO|AE EHESH= CHAN | AHO|ANA E2|HIVolumeReference

CR2 BHELICt pvel.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. * A HUAAHO|A ARXE: * PVCE 2HELICH (pve2)E CHA HJAAHO|AO|AM A BILICH (namespace2)E

AMESLICE shareFrompvC ¥ &2 PVCE X|™st= FA.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

(D) iy Pvcel a7l 22 pycLt ALt Zojo BiLic

X
=
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Astra Trident?| 8 %'Q'—Ilif shareFromPvC CHA PVCOH| =M S 71610 CHA PVE |2 PVE 7t2|7|= XA
AEE|X| 2|AATVQIE SR SECE MMsth AA PV AEZ|X| 2[AAE SRELICE CHA PVCE PVIL HACE
HA|EL|CE

Ok

7 =52 AFELIC

of2] HYAHO|ANM B2RE= 2ES AHT 4= UELICE Astra Tridente= 24 UHJAHO|AAN SE0| CHEH
HMHAE HHstD 2EE2 SRSt= CHE LY AT O] A CHot HMAE FX| Z2|BfLICH 28 &Xst= 2E
H QLA O| AT} M E|H Astra Trident7t 258 AMF|EtL|CE.

ME tridentctl get ot¢ =22 FHelSL|Ct

£ MEYLICHtridentctl REEIE|, & 4 = USLIC get o127l 2EES 7N = BHYLICH XHAMSH LIE2
CtS 2358 &XSHAA| L. /triment-reference/tridentctl.html[tridentctl E&E S M.

Usage:
tridentctl get [option]

Ml

2 3:

* °-h, --help: =E0| i3t =SELUL|C
* —-parentOfSubordinate string: 6% §I2 SECE F2|E H|gtetL|C}.

--subordinateOf string: 2& 5otZ #2| X|et
Xt Aret

* Astra Trident= CHA H|JATHO|AT SR 280 A= A2 22 £ IELICH Y T2 = 7|Ef ZEMAE
AESI 37 =8 HIO|EHE HOMX| =5 ofjof gtL|C}.

* E M5t Y2 PVCH| CHEE HMAE F AT 4 QUSLICH shareToNamespace
shareFromNamespace &4 = MH| TridentVolumeReference UELICE °HH|¢ HotE FA6HH
5t2| PVCE Af|stiof gtL|Ct.

* otel EBMIME A-M, 22 A D2 S AEE = &Lt

A —

to

£ FZSHA
HIJAHO|A ZH EF HMA0 THSE REM|SE LIER2 CHS S HZSHMAI2.

* £ YUESHAL "HIYAHO|A ZHEE

ru
OH
30
e
0o
|>
=
[s)
|>
N
i
o
(o]
>
[>
i
Ho

|5H helloE AtETL|CH".

* HIZE AIESHZAI7| BELICEH 'NetAppTVE HESHIAIL".
CSI ESEX[E AS YL

Astra Trident= £ A28 Kubernetes 22{AE 0| Y= LEE MEHXOZ MAMSIH AT
2 QALICH'CS| EEZZX| 75",
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https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
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https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
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https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html

e

CSI EEZX| 7|52 MESHH X 8l 7184 S0 wfet =&l ther BMATE 29| el Mo 2 HsHe +
AL 259 22RE SZA= Kubernetes ZHE2[A7F S 73| =8 HEe 4= JASLICH === X[ LY
= 03] XYl o] 7t8H FHol| /IXIE = UELICE Astra Trident= CHE S O [HINOIM RI22EE 2E
IZH|X'JE X|&st7| ?I8 CSI EEZX|E AHE LI

CSI EZ2X| 71550 ThsH RHAI| 2opE A "017]",
Kubernetes= F 7tX| I17%t =& HIQIY REE HSELICH

* 2t 27 volumeBindingMode E £ HYLICI Immediate, Astra Trident= EZSEX| 214

MYBILICEH S8 HiQlY % 88 T 2H|XY2 PvCIt M E o M2|gL|ct 0]Zd0] 7|2ZtelL

VolumeBindingMode Lot EEEX| M| ZHE M ESHK| @t= S AH| MegatL|ct F
Pod?| 0f|2F QALetof| Z&EX| o1 MM EIL|CH

-4

* 2t 27 volumeBindingMode E 2 AEELICI "WaitForFirstConsumer PVCO]| Ciot &
HiRIE 2 PVCE ALE3t= PODZt of| 2t 3! M- E mi7tX| X|HELICE O|FHA| stH EEZX|
MEE|= YN Hots SF57| 2l =E0| YA EL|CH

o H

@ £ S=2LICt waitForFirstConsumer HIQIY HEOM = EEZX] 2|0|S0| ERSHX| Q4&L|CY.
0| 7|52 CSI EEZX| 7|51t E2XOZ AT 2 Q& L|LC}

st A

CSI EEEX|E A8t H CH30| H gLt

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1lelled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* 2YAES LEOE EEZXE QASH= 2|0]Z50] JU0{0F BLIC} (topology. kubernetes.io/region %
topology.kubernetes.io/zone)E S2IELICt Astra Trident?t EESEX| QIAIZ 2[sH AX[=[7| M|
22 AE<S| 0] o|2{St 2i[0|= * 0] AO{OF BfL|Ct.
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https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html
https://docs.netapp.com/ko-kr/trident-2402/trident-get-started/requirements.html

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-

eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1CHA|: EZSEX] Q1A HHollE MM

Astra Trident 2AE2|X| HAIE = 718 M FHof| w2t SES MEMANMOE TZH|XYSIEE A £ ASLICH 2
SHAI=Of| = MEH AFEO| ZEotE &~ QUELICH supportedTopologles X|2loljof ot= B9 3 EH 552 LiEtL =
==2QlL|Ct o|2{gt BHAIEE AL23SH= StorageClasses| 22 XA &= /0| A 6|2kl 0 Z2|7|0] Mof| A
QAsH= Aoo|ot 220| MAMEIL|CT.

CtE2 #All= Fol9 of &L|Ct.
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

- topology.kubernetes

topology.kubernetes.

JSONZ EESHMAIL

{
"version": 1,

"storageDriverName":

io/region: us-eastl

io/zone: us-eastl-a

.1o0/region: us-eastl

io/zone: us-eastl-b

"ontap-san",

"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",

"supportedTopologies": [

{"topology.kubernetes.
"topology.kubernetes.io/zone":

{"topology.kubernetes.

io/region": "us-eastl",

io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies HAE &
@ HH 2 StorageClass Of|AM H3g %=
X< 8l FHo| 89| Eisto| Z3tEl StorageClasses2| 2L

ddgct.

Holgh £ UELICH supportedTopologies 2AEZ|X| 22 CHS O

"us-eastl-a"},

X|=5t= o AFRELICE o|2{ot I
£2 LIEFAL|CE.
stra Trident= HAE0| S

M HSEl=

ol
= HA—
o
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
region: Iowa-DC
zone: Iowa-DC-A
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

O] olof| A = RLICE region % zone 20|22 AEZ|X| 2| §|X|E LIEHHL|CE.
topology.kubernetes.io/region ¥ topology.kubernetes.io/zone 2EZ|X| ES2 A EY U=
°|X|§ x|x-|z-‘5|-|__| |_'_|-

T = od .

2CHA|: EEZX|E QlAl6H= StorageClassesS M 2|gtL|Ct

SAEHQ 0| HZ2El= EEZX| 0|28 7|HOZ StorageClassesE HO[6t0] EZZX| HEE Tetet £
UA&LICL o|FA| 8tH PVC K0 tist T2 A& S ot= AEZ|X| 1} Tridento| M XSSt EE2 MEE £

LEof 59 MEZE ZFELILE

CHS OIS HZSHUAIL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: "ext4d"

10| M ®[S St StorageClass H2|0| A volumeBindingMode 7} & MHE|0| JSLICH
WaitForFirstConsumer. O| StorageClasstl R HEl PVCE= PODOIA &Z=E W7tX| 2SsHX| e&LICH 2|1
allowedTopologies AFEY Y 2 FHE M3 LICH E E=2I2LICt netapp-san-us-eastl
StorageClass?t 0| PVCE MMetLICt san-backend-us-eastl MAE=T} Q{0 AM ||/} ELICY.

3CHA: PVC dH L ALE
StorageClass”Zt M4 E|0] HAI=0f| O EH PVCE Mdd = AELICE

Ol E EZXSIHAIL spec OF2H:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AES AtE3I0] PVCE USH LISt 22 Zatvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 443t PVCO| HIRIE3I2{H PODOIM PVCE A ELICEH CIZ O|E HESHAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

rr

0| podSpec2 Ol Y= =0 M PodE 0|2t E = KubernetesOll X|A|BLICH us-east1 §@H 2 25t of
LE Zo|A MEHSILICE yus-eastl-a EEE= us-eastl-b &.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

Zotet Al EE A0 ERLIC} supportedTopologies

7| & wHoll
update.

ES XU E AUHO|EY & JUELICt supportedTopologies AFE tridentctl backend
|0] Z2H|XN'YE HXof| S FX| ol =& PVCO|TH AFEEILICE
XHMlet LHEE ISty AR

* "ZE||o|LH0f| CHSt 2|AAE Zt2|etL| )

. uiE A|_-|EﬁH7|"

I+ ZE(PVS)Q| Kubernetes =& ARA2 252 A|™ SAHEE KA ELICEH Astra
TridentE A0 MMEl EE0| AHAS MHSIL, Astra Trldent QLA HMEl AHAES
tMR, 7|E AHMUM M EES WMok, AHMAA ZE HIO|EHE 57 %1% |Ct.

e

oM =28 AHAS X JELICH ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy,

solidfire-san, gcp-cvs, 2 azure- netapp-files C2lo[H.

AZtst7| Hof|
AHAS ALSSHHH 2|2 AN HHEE2]|Q CRD(AHEX o 2|AA Ho|)7t Lo{0F FL|CL Kubernetes
Orchestrator2| M L|CHO|: Kubeadm, GKE, OpenShift).

Kubernetes HXE A| AHAF ZHEE2] B! CRD7t ESE|X| 42 2R E HXSIUAL =5 AHAF HEZERE
HY ZLSEL|CF,

(D) CKESEOM LR A 28 AU MEY FP AU ASERS HUHT OHINS. GREE
LHRFEl 4K ALHAE 74
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1. & MMELICH volumeSnapshotClass. AHM[St L2 & HZESHIAIL "VolumeSnapshotClass".

£ ZS2I8L|Ct driver Astra Trident CSI E2t0|HE 72| ZL|Ct.
AE £ UELICt Delete EEE Retain. E E AATH AR Retain, AEZX]
x

° deletionPolicy =
M AHAR Tt = BRUE S| ELIC volumeSnapshot 2|7t APK|E| R & LICE.

S AE9| 7|2 =2
ol

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. 7|1Z PVCO| AAtE MMLICt.

of
° O] oflof M= 7|1E PVCe| ARAS HdetLtt.

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° 0| Of|oi[ A= 2= PVCOIl CHSE 2 & ARAF K| E MMBILIC pvcl AHAF 0|E0| 2 HEE|0] J}SLICH
pvcl-snap. VolumeSnapshot2 PVC2t FASHH 2F 2t#0| JEL|CH volumeSnapshotContent A
2RSS LIEHH = A LT

kubectl create -f snap.yaml

volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created
kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s
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o E MY £ EL|CE volumeSnapshotContent 2| 7HA| pvcl-snap VolumeSnapshots AEHSL|CL.
£ Z2=/8LICt Snapshot Content Name 0| AHAFE XS SH= VolumeSnapshotContent KIS
AlHBiLIC) £ 223LIC Ready To Use OH7H B4 AWAS ALZSI0] Ml PVCE M4 S 4+ Age
LIEFHLICE.

kubectl describe volumesnapshots pvcl-snap
Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

E8 AHM0IM PVCE MHELIC

5t 4 QELICH dataSource 0|20]| 2l VolumeSnapshotE ALE30 PVCE MMELICt <pvec-name>
CIO|Ef AAZ AFSEILICE PVCTF MM El = PODO|| £%}5104 CHE PVCEL OHIIX| 2 AR 4= A&LICE.

(D PVC= 22 SEN St HAl=of| M MM ELICH S HZSHYAIL "KB: Trident PVC A H A0 A
PVCE dddt= A2 tiA| Ao M HHEE & GlELITt.
CHE OloiM = £ AHE5H0] PVCE ZHdetLICt pvcl-snap S HIO|E &A= ALEIL|CE
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

=8 2HMS 7INBLIT

Astra Trident?t £ XY &LICH "Kubernetes AP T2H| K&l AL TEMA" A 2E|X7 S(B) 48

UEE 5tH™ volumeSnapshotContent Astra Trident 2| £0f| MM El JHA| 5! AHAF 7IH 7|

AlZtst7| o

Astra Trident7t AHHAFC| ARl 22 MMSIHLE 74 2F0F BHL|C,

THA|

1.« 2 AE #H2|X|: * E MMTLICH volumeSnapshotContent SHAIE AMARS XX StHE ZHA|QILICEH 22{™H
Astra TridentO|A] A4 QI EZ L7t AIZHEILICE

° Of| M Wl = AHAFO| O| B2 X ELICt annotations TXH
trident.netapp.io/internalSnapshotName: <"backend-snapshot-name">.
E X|™YELICt <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>

QIX| snapshotHandle. O BE = 2| 2| ARMAF WMXLI} Astra Trident0l| X|Sdt= Rt DEL|CH
ListSnapshots £2}.

(D £ Z2I8L|Ct <volumeSnapshotContentName> CR EE [Tt Z QIsH SHAIE ALHAF
O|E1t &t X &~ AELICH

o

CHS ol™[of| M= & BHELICH volumeSnapshotContent HAIE AMARS EHESH= UK JLICH snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. * 2 AH #H2[X;: * E MATLICH volumeSnapshot 2 HZ38H= CR VolumeSnapshotContent LEHE
J2H E AMEY £ U= HNATHEQBIL|CE volumeSnapshot XIHE HUAHO|AO|A.

o

CHS of|M[AIA = 2 THELICE volumeSnapshot CR O|& import-snap 2 &EgL|Ct
VolumeSnapshotContent O [=NES import-snap-content.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. * LHE X2| (OFF =A| ER ¢2): * 2& snapshotter?t {2 THE A
VolumeSnapshotContent & A™YL|Ct ListSnapshots 3.
TridentSnapshot.

Al
stra Trident7t 2 MMetL|C}

> ﬂ.||0

o Qe AWML XML B B™EELIC volumeSnapshotContent & MEHBILICE readyToUse B
EHS

VolumeSnapshot & MEHSILICt true.
° Trident?} SO0t ELICt readyToUse=true.

4. * DE ALK} * £ MMBILIC PersistentVolumeClaim & &2 M £ #ZXELICH volumeSnapshot, S
spec.dataSource (£ spec.dataSourceRef) name 2 &L|Ct volumeSnapshot O|&.

o

CtS oo M= & HXSt= PVCE EMELICE volumeSnapshot 0| K| import-snap.
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

LHAE
HX

|>
mjo

AE3dto] =& HIOIHE S &Lt

ARAF I:|E"EE|._ E ME3%I0 IE2H| NI E 2&° *|EH Do X[/ | 28 7| 2MoE sHKN USLICH
MOIRILICtH . snapshot AHAICZEE XM H|0|HE

un
rum

ontap-nas ¥ ontap-nas-economy E20|H.

=78 CjalgalolL|rt
22 AiAF 22| ONTAP CLIZ AL3t0] 252 0fF Adi20] 7|2 Aej2 SstL|ct,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

() LU =AEE sasiel 7z 28 40| G0|LofLITL AU SAl=0l MEE ¥ E8 HOIE
et w3 Abgte AM gLt

F7 =2ES MHSHH i Trident 2&0| "ATH| LEN"2 UC|O| EELICE Astra Trident 22
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ Lot AR £ @LICt deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml 3! ¥O|O|E namespace HIYAHO|AZ.

A
#H g3

== LH A

= —At:iHA"

* "VolumeSnapshotClass"
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