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YAML

version:

backendName:

1

ExampleBackend

storageDriverName: ontap-san

managementLIF:

10.0.0.1

svm: svm nfs

username:

vsadmin

password: password

JSONS H X35

HEAIL

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| %OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM B 7|(1EHA)E HX[RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HOIBHLIC} cert 915 W,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME A5t 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP % SVM
0|2 HHEL|CE,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIE A, 7| X MEE & A= CAYSME TG HLICE

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend.json

{
"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",

"clientCertificate":
"clientPrivateKey":
"trustedCACertificate":
"storagePrefix": "myPrefix "

}

"Faaaakkkkeeee...Vaaalllluuuueeee",
"LSOtFaKE...0VaLuESOtLSOK",
"ONFinfO...SigOyN",

tridentctl create backend -f cert-backend.json -n trident

= Mot M

o F——————_ +

o t———————— +

| NAME | STORAGE DRIVER |

STATE | VOLUMES |

o —— tmm e +

- e +

| SanBackend | ontap-san |

online | 0 |

Fomm - Fom +

o F—————— +
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update

UUID

586blcd5-8cf8-428d-a76c—-2872713612cl |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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LESt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
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HHAI = O] CHAP YZ E YUHO|EE i E AFE6HOF &L|Ct tridentctl HAEE AH|0|ETIL|C,
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ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
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chapUsername QIHI2E ALEX} O|FULICH ERSH B
useCHAP=true

chapTargetUs CHAM AF2X} O|EQLICH ERPH AL useCHAP=true
ername

clientCertif Base64 - 220|HE QS A2l QAT = Z}
icate 7[gt o1 Z0f| AtEELICt

clientPrivat Base64 - Z22t0|HE JlQl 7|Q| QIFE =l ZHIL|Ct. "

3
Il
Il
°

) l_%A'I w

eKey QIB A 7|8t QIB0| AFREIL|CE

trustedCACer Base64 - ME[S £ Q= CAQUSAQ elALE

tificate ALICEH MEH ALSE QIF A 7|gt Q1 F0]| A EIL|C.

username ONTAP 2 AEQ} EASH=E O] LT AFEX} "
O|SULICE Xt BF 7|4t Q1B 0| AFREL|CH

password ONTAP S2{AE{e} EAISHE O HQot 9SQL|C Ktz ™
=0 7|4t olZof| AL ELICH

svm Ar2EH AEZ|X| JFAF HAIQIL|CH SVMOi|A| It El HR
managementLIF O|(7})
X ™[ ASLIC

storagePrefi SVMOM M EE2 Z2H|XIY M A= HFAL trident

X
LSO $38 4 ¢t
NS ETPUET

—

SLICt o] 7K =5
HA= S H-GSHOF gLt

limitAggrega AE2EF0| 0| H|EE2 X116HH T 2H| XY 0| MmystL|Ct. "(7|2Ho 2 MEL|X| ¢
teUsage

NetApp ONTAP EHl=0fl Amazon FSxE A3t

£ K™K OHYAIR 1imitAggregateUsage. A&

fsxadmin % vsadmin OHJ2|AH|0|E AtEE HMSID

Astra TridentE AFE5H0{ H[etdt= o 2ot #to|

ZOtE|of UK h&LICH

limitVolumeS SKFE S8 37J|7}0| ZELCIE 2R 88
ize AofefL|Ct.

ot

ol "(Z1EHeE HEEIX| 8

EESH gtree 3! LUNOI| CHSH 2t2|3H= E2&°| 2|t 37|=
HeteL|ct,
lunsPerFlexv FlexVolZ Z|CH LUN == H?I[50, 200101 RL0{0F LTt 100
ol

debugTraceFl 2K iZ Al A2 C|HI EefIIL|CE. off: null
ags {"api":false, "method":true}

=H| SiZ SOIX| g1 XpM|e 21 HZ o HRst It
OfL|™ AFESHA| OFYAIL.
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useREST ONTAP REST APIE AtE3}
7l 0jg| 271 *

useREST TZEM 2] 2517t Ot HAE SHAQ|
HEE|=7|= 0|2 27|2 HSELICH & 2 ™5 3R
true, Astra Trident= ONTAP REST APIS A5t
sl = of EAMBILICE O] 7|52 AHE6I2{™ ONTAP
9.11.1 O|Ato| HRtL|C} EESH AFRE|= ONTAP 219!
ofgtof off CHst AM|A HBto| QO{OF BLICt ontap S&
T2 o|= AN "o=l o 9l ZFEILICH vsadmin

8 cluster-admin 9.
useREST = MetroCluster®l| A X| @l X| t&L|C}.

useREST NVMe/TCPO| CHal 2bX S XtAS Z2hx=1 U S

sanType E AE6t0] MEHBIL|Ct iscs1 iSCSI EE= 2] 22 nvme iscsi H|O] Y= ELR

NVMe/TCP2| 2%

Ol M Ol2{st ZFME ALESIY 7|2 Z2H|X'd S MOe = UASLICH defaults MES HESHYAL. of|E S0, Of2

o7 H = A 7|22
spaceAllocat LUNO| CHet Z7F&et nKfn
ion

spaceReserve 370 2E "GS"(M) Es 25" (Y "Us"
snapshotPoli A% AUHAF MAHOIL|Ct noi S
cy

gosPolicy MMEl 250 22 QoS MM OFQLICH AEEXE ™

/HHAI=0f| A gosPolicy &= adapativeQosPolicy &
SHLHE MEfSHL|CE
Astra Trident2} 37H QoS M 158 A28tz
ONTAP 9.8 0|&}0| ZR¥BlL|C} H|SR Qos M 1F2
ArE%tn M O50| 2 FHRAEE HEETE St=
0| Z&LICE 3R QoS M IE2 2= YIAZRES &
Xe|Zol| cislf Aots M EetLct.
adaptiveQosP MME SEO e S QoS EM JIFL|CH
olicy AEZ|X| E/MAE0|M gosPolicy E£&=
adapativeQosPolicy & StLIE MEHBILICE

snapshotRese AHLEEOR 0f2E SE2| HESRILICH "0"Ql 2 snapshotPolicy "%US
rve "0|11, J=X[ o H™L|CE,
splitOnClone MMd Al 42 2E20AM E2ES 2LELICH "AHA"
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oH7H i

nx

e

=E0| NVE(NetApp Volume Encryption)E
AotetL|ct 71222 YLICt false. Ol SME
AHE5E{™ NVE 2HO|MIATE SR AR 0| M 24 StE[0f
A0{OF SFL|Ct,

encryption

et =

HHA = 0f| Al NAEZ} M 3tEl H R Astra Tridento|
DTZH|XMYEE BE EE52 NAEZL A SHEILICE.

FM AR, "Astra Trident7}

AtMet LHE2 L2 S HZ0
HI-AﬁIll.

NVE ¥ NAES HEk= Y
luksEncrypti LUKS &Z2tE ALESL|CH 2 &ZTSHMAIL
on "LUKS(Linux Unified Key Setup

NVMe/TCPOI| CHS M= LUKS =27t X E|X|

LIt

Lo -d

securityStyl ME2 SE0| CHot 2ot AEHA

e
tieringPolic "BZ"S AEdt= AHlE= X
y

S TZH|XN 9 o

Ch22 71=2r0| Fol& o Lct.

version: 1
storageDriverName: ontap-san
10.0.0.1
trident svm

managementLIF:
svm:
username: admin
password:
labels:

k8scluster:

<password>

dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

unix

ONTAP 9.5 SVM-DR O|& 314 9|

AL "AUNHE
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E ME5t0] MME 2= 20 tho ontap-san E2}0|H, Astra Trident= FlexVolOf| 10%2)
222 F71510] LUN HEHHIO|EHHE £=28L|CE LUNS AF2XI7F PVCHIA 8SH=E "etst 37|2
@ O 2H| NI ELICL Astra Trident7t FlexVol0l| 10%E HELICHONTAPOIA AtE 7tsTt 37|12 EA|).
O|XM| AFEXI7F QS 7t 2 P2 £+ JSLICH L3t 0] HASE Qs AL Tttt S7H0| 2tH G|
2EE|X| 2= o LUNO| ¢17| ME80| &= AS WX o~ AUSLICH ONTAP-SAN-ZH|0= HEL[X|

&L Ch
2 HOo|St= WA= 9| AL snapshotReserve, Astra Trident= CHE 1t 20| 282 3 7|2 A AkgtL|Ct.
Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH[O|H E +83t== FlexVolOl| =7HEl 10%2] Astra TridentLICt & snapshotReserve = 5%,
PVC 22X =5GiB2! 22 £ 8 37|= 5.79GiBO| 11 ALE Jts¢t 37|= 5.5GIBRILICtH & SILICt volume
show BE2 O Of[H|2t FAlH Z2HE HAISHOF SLICE

Aggregate State Size Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4
online RW 18GB 5>.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Gl 7|Z =50l Chio M AIME AHE0t=s RS B2 37| ZFYLIM.

A& ol of

CH2 ool M= CHEE2| f7i HSE J|23CE F&= 7|2 #48 o FLICE ol HAEES Ho|st= 7HE #12
I:iH:HOI|__|[:|.
oHdd -

@ NetApp ONTAPO| A Astra Trident®} &HH Amazon FSxE AF238t= AL IP T4 CHAl LIFO]| CHst
DNS 0|E& X|Hdt= 40| EHLICL
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ONTAP SANZ2| o

O|A2 E AI8St= 7|2 4
version: 1

storageDriverName:

QULICH ontap-san E2{0[H.

ontap-san

managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password:

ONTAP SAN ZH| o

1
storageDriverName:
10

svm_iscsi eco

version:

managementLIF:
svm:
username: vsadmin

password:

MetroCluster 0

et

Fgt ol

23

ol

S0 el

xo|
o

J

AT AQIK| 2 U A9x| 4

==

dataLIF gl

1
storageDriverName:

version:

managementLIFE:
username: vsadmin

password: password

H|7=|O
=]

svm 07 He ol E EH

192.

<password>

ontap-san-economy

0,01

<password>

E
=

O= YH0|E

=
T =
C

Z&Liot

=L

ontap-san
168.1.66

A1 SVM2 X|™HELICt managementLIF £

UAELICH"'SVM =5 2

A2
(<]

=FetL|Ct
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0|7LE~?**W“mk1cllentCertlflcate clientPrivateKey, U
= A= CAE Ar8dt= 22 tI8 Ateh)=
9| 3:' MEE = = CA ?J’cfklgl base642

o
ot 4 9l NEEERE
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version: 1

storageDriverName: ontap-san

| trustedCACertificate (MEE

Ol X &ILICE backend. json 22|11 22t S2I0|HE QIS A, 74!
= AF2gtL|CE

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HAIE0|A NVMeZE 7LHEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

-

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

714 2| = o
O|2{sh A E Mol mt MEN M= o &2 RE AEZ[X] E0| s EH 7|22/0| BHELICI spaceReserve
a

NS, spacehrllocation HAY 2, U encryption AAY W, 7tA E2 AE2|X| MM He|ElLICH

Astra Trident?} "Comments" ZE0| ZZ2H|XY 20|22 AHTILICL. FlexVolof| F=A10| ™ EIL|Ct Astra Trident=
T2H|NEE of 71 20| Qe 2 E 0|22 AEZ[X| 250 SAIEIL|CH HO|E Qo AER|X| Z2|Xt= 7HA 2 U

O =822 Y0|SS 0|28z FAY & AFLICH

Ol o= YR AEE|X| EO0| AIHAMOE MHEILICI spaceReserve, spaceAllocation, ™ encryption
LR E2 7|2US MELL L.
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

HHOllE £ StorageClassesOl| OHZI&fL|C}

C}S StorageClass Ho|l= 2 =9| i
Z} StorageClass= 282 2AES= O ALY = U=
%!ﬁ'—l Ct.

E Ar8ELICt parameters selector ZEOA
ta 22 S EL|CH MEfst 7ty 0l 2E0| M=o

« E S protectlon gold StorageClass= 2| & #Huf 7t Z0f| OHEELIC ontap-san MAIE, SE
Y B 7|5E M3ote RYct SLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* £ =gt protection-not-gold StorageClasse= 2| 5 HMY 5! Al HIY 7tA Z0f| B ZELIC ontap-

san HAIE 2 0|29 HS £F2 XN|Sot= Lt EQLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* & Z2lghCt app-mysqldb StorageClasse 2| Ml M 7+AF Z0f| 0fZEILIC} ontap-san-economy BHAIE.
mysqldb 78 oil chet AE2[X| & FES MSdts Fe FYLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* £ Z=/gLICt protection-silver-creditpoints-20k StorageClass= 2| & HMY| 7HAF Z0f ojZ EL[C}

ontap-san A= MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLICL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ Z=/eLIC} creditpoints-5k StorageClasse= 2| M| HI 7tA Z0f| O ELICH ontap-san Ol Y=
sl = Sl | i 7tA ZERILICE ontap-san-economy HAIE. 5000 F2{|H ZQIEE HRot RSt =
MH|AQJL|C},

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
* £ 2Lt my-test-app-sc StorageClass 7} 0| INHEILICE testapp 2| 7t ZRLICt ontap-san £
AMESIH 2HELICH sanType: nvme. 0|2 KT E HQHJULICH testapp.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Bt AEE[X] 7 AFEE SFEAZLICL

o

Astra Trident7t MEHSH JHA =
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