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apivVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
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helm install trident trident-operator-100.2402.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—
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export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXXXXXKXX"
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helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>
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export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXKX—XXXX=
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tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* AzureE MEHSILICt 1ocation StLt O| 4| &=0| ZLetE|0] JUSLICH " E M EL" Trident 22.018H
location O§7i HaE BHRIE 1o MM ol 2] £Z0 U= 4 HEQJLICEH 7t Zof| X" E K| 242
SAELCH
A= .

* ME2TL|Ct cloud Identity 2 (8) CIREESHUAIR “client ID WM "AFEX[ZF 2t 22| 1D
AULICH oM i IDE KI™HLICH azure.workload.identity/client-id: XXXXXXXX-XXXK-XXXX-
KXXXX XXX XXXXKXXXX.

SMB =&0i CHet F71 2 FARE
SMB =& Mst2{™ CH30| QLo{oF BHL|LCE.
* Active DirectoryZt 4|0 Azure NetApp FilesOfl HZAE|AESLICE S HZSH AL "Microsoft: Azure NetApp
FilesOi| CH$t Active Directory HZ2S 2S00 Za2|ghL|Ch,

* Linux ZIEE2] & % Windows Server 20198 &&5t= Windows 2IXt L= E7} Q= Kubernetes S2{AE
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2F OFRE Sl SMB 252 X[ EL|CH.

* Azure NetApp Files?} Active Directory0f| 215& = == Active Directory XtZ ZHO0| ZgtEl Astra Trident
At StLF Of A QLOJOF BELICH S E MMBILICt smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections

* Windows AH|AZ AHE CSI ZEA|. & FHTILICH csi-proxy’ & XS AR "GitHub:CSI ZEA|" EEE
"GitHub: Windows2 CSI ZZA|" WindowsH|A A&iE|= Kubernetes ==E2| E:

Azure NetApp Files 2= 14 M 5l of

Azure NetApp FilesO| CHSE NFS 2 SMB Sl= 1A ZM0f| CHolf ZotE 1 72 Of| X2
AETIL|CY,

=

ol = 7 S

HAL FHMEU, 7HY HER T, ME[A =F Bl 2|X])S A5 RTE 2IX|0M AHEE = AL
LEE MH|A £=F 3 MEUD LX|5H= 8 201 Azure NetApp Files 285 M- etLICH

(D) AstraTrident= 45 QoS 8% E2 KX RALIC

Azure NetApp Files A== 0|23t 18 FME HSELICt

o7 H= Ay 7|22k
version oAk 1
storageDriverName AEZ[X| E2IO|He| o|S/L|Ct "Azure-NetApp-IH"
backendName ArEXL X|'E 0| = AEE(X| E2jo[H] 0| +" "+ Ao EX}
BHoll =
=
subscriptionID Azure 7+=2| 1= IDRIL|CH
AKS Z2{AEO0|A 22| &[= ID7}
HYE Z ME AfQIL|CE
tenantID H SE0|A HIHDE IDYLICE
22| ID EE= S22 E ID7FAKS
SAHOM AEE|= B2 ME
ArL|Ct,
clientID H SEo| S20|HE IDYLICE
2| ID EE= E2RE ID7tAKS
S AEHOM AIRE|= Z2 MH
Attt
clientSecret N SE0M SE0|AHE 2=
22| ID E= 222E ID7I AKS
S AHOM AL E= 22 ME
Attt
serviceLevel & OtLt standard, Premium, £  "(RQ])

Ultra


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

OH7H 4 29 =
=

location M 282 Hde Azure 2IXI2|
O|SLIC}
AKS Z22{AE0f| A &t2|k|= ID7t
HAHE A MEd AP AL|C.

resourceGroups AME XS HEESH| fet X ")"(BH 8l8)
g SEYLICH

netappAccounts AME 2|AAE HE -S| 2t "I"(EEH D)
NetApp AHe| SEQLICE

capacityPools AMEl 2| AAES TEESH| 2ot 82F "["(BH 23, ¥9)
= SSYL|Ct

virtualNetwork A= MEUI0| Q= Tt HERITS ™
O|SLICt

subnet IJE MEUIo| o| S ILICt "

Microsoft.Netapp/volumes

networkFeatures E20| st VNET 7|5 Rlgte o 2~ ™
UELICEBasic &= Standard.

LR X|HoM= HEYZ 7|sS
ArEE & QIO 50N AT}l of
g £ JELICEH XE
networkFeatures 0| 7|52
AESHX| foH SE TEH|X'H0|
ATyt

nfsMountOptions NFS O2E Z40i| et M3t #o  “nfsvers=3"
SMB &0 CHsll FAIELICH.

NFS HH 4.12 ALESIH =2 &2
OIR2EsH™ 2 TahetL|Ct
nfsvers=4 2l HE F 25 OIRE
=M Z=0M NFSv4.12
MEHBEL|CY,

AEZ|X| E2A Holof BYE OIRE
M2 WollE Mo d™E OIRE

HirL-—— =

M2 ™YoLt

limitVolumeSize QHEE SE 37|71 0| ZfEL 2 B "(I2MCE HEL|X| %3)
22F arehof| AojgtL|Ct

debugTraceFlags 2 HE Al A2 CIH null2L|Ct

SefaJLICEH off: \ {"api":
false, "method": true,
"discovery": true}. =M &
Z0| OfL|H XAt 23 HI I}
2Rt A2t OtL|H o] 2HES
AHESHX| DR A 2.



OH7H 4 29 =
N

nasType FS IEE= SMB =8 MM

m|0
5
=
0

8 QILICt nfs, smb &
IQILIC} Null2 MAstH
HMOZ NFS 50| AH™EL|CE.

@ HEZ 7|S0l thist XEMISE LI82 & FZSHYAIL "Azure NetApp Files 20 CieH HIERA
JlsE FEELIC.

Lo A Y 2laa
PVCE d 4 i "No capacity pool found" @77t &dst= 22 A SSof| 2ot Ho U 2[AA MBI JHA
HEHZ, 8F )7t 9= ALY = ASLICH DEBUGTH 2“};5*&5_' AL Astra Trident=

Azure B|AAE 7|5°.=.*L|Ef. MAEot AH0| A& A=K &elgtL|Ct.

A resourceGroups, netappAccounts, capacityPools, virtualNetwork, % subnet ZEHS 0|2
= FrietE 0|ES AE3I0] X|FY = ASLICE 0| 50| 22 03] 2|2 A0} 0|F0| LA 4= A2EZ R ES
% et 0|52 MEdte A0l Z&LIL

£ S2I®LICt resourceGroups, netappAccounts, U capa01tyPools 2 AME 2|AA FHeFE 0]
AEZ|X| HAZO|M ALY = UE B|[AAE N$HSH= HEO|H, 0| §2 XS X[HE = USLICH HstE
0|2 Ct3 gAlg mEL|Ch

fd oA

=] 2lAA 12>

NetApp AIE 2|aA J5>/<NetApp AIE>

2= 2[AA JF>/<NetApp AH>/<8 >

M HES3 2|AA OE>/<7H HEY 3>

MEUl 2|AaA OE>/<7t HEYI>/<AEUl>

EE Z=2H|XY

T4 ool E4 MMM CHg S48 X|Ht0 7|2 28 T2H|NY S Mg = JASLICH S BZSHA L o F|
A E HESHAR

OH7H M= A 7|22k

exportRule M 20| cist AATE FX| "0.0.0.0/0"

exportRule CIDR E7|HS
AHESHY IPv4 4 EE= IPv4
MEulol xets A HE FE060f
2rLfc.

SMB = &0 L3l FA[ELICY.
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

of7H = Ad
snapshotDir AHAFCIEEZ| S HEA| HEE
Hlojg|ct
size M ZE2Q 7|2 37|t
unixPermissions M &2 UNIX AHE Hoh8Zl
4%t2|)
SMB 2&0i CHsl FA|E/LICE
off x| B

CHZ ool M= tHEE2] O HaE 7|2UCE R 7|2 #82 BEo FLI. o|= MAES

YRYLICE

A4 7Y

_l-|_|_

Ol= ALXQ x4 wHll= - RILICE. O] 1S Sl Astra Trident=
IYE 2= NetApp AIH, 8 F U MEUIES AMstD of={et
HHX[2fL|C. efjLfsotH

O 742 Azure NetApp FilesS AIZfSt0] AR S I O] 4 X{0|X| 2, AR|Z=

HYE ®MSstn 2 S AYULIC.

version: 1
storageDriverName: azure-netapp-files
subscriptionID:

tenantID:

SECRET
eastus

clientSecret:
location:

=4

ll7_I§Jll

"100G"

"(@O|2[27] 7|5, 7t Al
S0|EB|AE TQ)

0z
FI'F
A~
0zt
4>
Ho

TN E XA Azure NetApp FilesO|
=0 ME '=“-'” S otLIof| RALZ M E2ES
nasType MEELICI nfs 7|222 NFS EE0| Cish WA=t T2 H| XL ELICE

ID2H|Xdet =&0f thall =7t

9f87c765-4774-fake-ae98-a721add45451
68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa

11



AKS?2| #2|&[= IDYILCE

O] HQIE P2 M2t
ASE FS Me ArgrlLct,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

AKSE Z22I2E 1D

12

HHOE M2 MEFEIL|C} tenantID, clientID, U “clientSecret 222

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus—-anf-subnet
location: eastus

LIC} subscriptionID, tenantID, clientID, X “clientSecret' 22|E|=
L

C IDE M EY ER

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

%

IDE



8% Z LUEE A28t 3 Mu|A 2F 1Y
0| HHoll= M2 Azurelf| 22 HIX|SILIC eastus 2| 91X Ultra 82F Z. Astra Trident= si|ZH 9|x|0f| A
Azure NetApp FilesOll {IEl 2= MEUHE X522 HAMSI 0 & H—foﬂ FALAZE M SES HiXIRLICE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'

L 2030 28 =28 Z2HNY 7|24 = +EELI
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0 %= 7412 el Thlof of2f AZelx] £2 HORLIC Clelst AulA 458 xelets of2f 8% 2ol

10|18 LfEH-H" Kubernetes2| AEZ|X| EEHég MMSte =
| It 22 FEMSLICH performance.

version: 1

storageDriverName: azure-netapp-files

20

FEYLICE 7teh E 20|22 AHEdHH

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%9le5713aa

clientSecret: SECRET
location: eastus
resourceGroups:

- application-group-1
networkFeatures: Basic

nfsMountOptions: vers=3,proto=tcp,timeo=600

labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

AE2X] SaA Ho

CHS AFEE BXSHUAIR storageClass Mo = 919 AEZ|X| 2

o

==

PN

O—4+—He

.

St

LICt.
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2 ME% HO| 0| parameter.selector BEO| HEL|CE

A8 parameter.selector ZH2H0| CHoH X[H Y &~ JYESLICE StorageClass 2EE2 SAHGH= O AFEE= 7H4
SYLICH S E2 MEfo Zof| "HolEl SHE &Lt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB = &0l thet Feolo| of

AME nasType, node-stage-secret-name, % node-stage-secret-namespace, SMB 282 X|&st1
229t Active Directory Xt4 SEE M3g + USLICL

16
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HUAHO|AEE CE ofs AR

o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

EEEZE A= ME

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}



I

@ nasType: smb SMB =&& X|¥dt= E0I| CHet 2E{RLICE nasType: nfs EEE= nasType:
null NFS Z0i CHet TE{L|Ct

tridentctl create backend -f <backend-file>

o> rR

S M0 Aot oIS R0 2H|7F s HRULICH CHS FYS MWste] 202 H1 ALIS Hol 4
Lict.

g0 &

tridentctl logs

74 Mo 2H|E =elst ot 2 create BHS CHA| e = JAELICH

=

Google Cloud& Cloud Volumes Service HAI=E 1 MSHL|C}

HZE ME M2 ALR38I0 Astra Trident XIS |8t tHAlE 2 NetApp Cloud Volumes
Service for Google CloudE A= HHHS LOIEAMAL.

Google Cloud =2|0[H] M|E HHEQIL|C}
Astra Trident?} MS3dt=s A2 CHS3at Z&LICH gep-cvs EB{AER} SA5H= E2I0|HULICH X E= AMA
)1

2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWriteOncePod
(RWOP)IL|LCY,

EEto|H D2ES EE ZC HAH[A& RETF KR ELIC X EElE= o AlAE
gcp-cvs NFS & IHQ! A|AE RWO, ROX, rwx, RWOP nfs
X

Cloud Volumes Service for Google CloudE %ot Astra Trident X|- 0] CHdH
AOtHEMA R

Astra Trident= 5 7H = 3}LIZ Cloud Volumes Service 2882 MAMsh 2 QI&L|CH "MH|A 38"
* *CVS - 85 *: 7|2 Astra Trident MH|A SERILICE O|XEH M50 £[X3}E MHA RHES M52 QA6
i -
= [e]

2 Y3IZ=0f 7HE MEELICE CVS - H5 MH|A K2 %A 100GIB 372 25
SUYLIC OHZ S otLHE MEHE = QUSLICH"37HK] M| 2

° standard
° premium

° extreme

L

* CVS *: CVS MH|A RY2 =2 ZTE 7IEYS MSsH, d52 S +E2Z FetELCE CVS MH|A {2
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*EEIII =2 ME5t0] 1GiBL| &
o| EOI-EI A oloD;| o| E |A‘|

"Hﬂli 2 27H".

° standardsw

° zoneredundantstandardsw

=
£ M8t AF2ELICH "Google Cloud€ Cloud Volumes Service" B{AlE

* NetApp Cloud Volumes ServiceZ 7AEl Google Cloud A

* Google Cloud AIFS| Z=HE tHo @{L|Ct

* 0fl Google Cloud A{H|A A& 0| Q!

&LIC} netappcloudvolumes.admin S&

* Cloud Volumes Service Z|H0j| CHet API 7| DU IL|C}

storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

2]:[
== o

og

AE2|x| £2to|H{2l o|SYL]ct

AFEXE XIE 0|8 = AEE(X| #llE

= -

CVS MH|A &
Q1L | T,

-'-O
O—
TTo=

X[got= ol AHEEl= MEE oKy

A& software CVS MH|A RS MEHS L|I:|-_
OO Astra Trident?t CVS - M5 MH|A
JPEELICH (hardware)E EF'—|°"L|Ef
x

CVS MH|A ST E& HME 9ISt AEZ|X| E2
X"z Ol AA8E|= MEHX o7 tH4QL|Ct,
Google Cloud AlE Z2HE HSIL|CE 0] Zt2
Google Cloud X% = H|O|X[0f| A Ztoleh & USL|CH

29 VPC WIEYIE AgSHs HQ WR3ILIC} of
ALI2|20|ME projectNumber 2(=) AH|A

TZHMEQILICt hostProjectNumber = SAE
DT=NEQIL|CE

Astra Trident”} Cloud Volumes Service 282

MM5H= Google E2IRE Y K| 7F Kubernetes
Z{AHE MHE o of| A *”“H St

= oo=2 O O -
apiRegion 02| Google Cloud XIO—“'.9| Lo of 2z
AIZE0| AHBE = JUSLICE

X 2k E2fTol|= =7t H[E0] ZdetLct.

A2 2ES XS 2ZEH 0 g4
Eo| 8t 52 37EY = USLICL LIS S otLE

Ct20l 2R

28I JBLIC T2 Yo 282 4

YLICt 2E2|X] Z0il= Z[cH 50712
A

L.

"GCP-CV"
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

oH7H i

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags

allowedTopologies

22 n2H|qy SM

oM 7l= 28 Z2H|X'd

20

Ad 7|22k
£ A23510] Google Cloud AMH|A A|IH| CHt API
7|JLICt netappcloudvolumes.admin S,
7|0ll= Google Cloud AMH|A A&l 74l 7| med
(A= 714 MU verbatim SAH2| JSON &4
ZHIXIF etEILICE
TEA MHIE CVS A™Hol| HESOF 5t 2R ZEA|
URLQILICH TEA| MHE HTTP ZEA| E££ HTTPS
OTEAY & JASLICH
HTTPS ZEA|Q 2R ZEA| HHOIA XpA| A HE
ABSME AMNET £ JATEQSM M HAE
A EL
Q150| 2t MotEl TEA| M= X[ EX| gE&LICE
NFS O E ZMoj| chst M2st ®|of "nfsvers=3"
QN™E ZE 37|17t 0| ZELCH 2 E2 8 2 "(712HOE HEE|X]
Amygt|ct, %)
M ZE0|| CHet CVS - &5 E= CVS MH|A =& CV-ds 7|22 "8E
"L[CE
= .

CV - ds U2 YLILt standard, premium, EE=

extreme. CV 7|22
"standardsw"®l L|C}.

CV 22 ULICt standardsw £

zoneredundantstandardsw.

Cloud Volumes Service Z2&0i| A& %[= Google Cloud "7|23t"
HESA

ZH 2 Al AH8E CIH Z2iaL|Ct. off: nullL|CF
\{"api":false, "method":true}.

=H 32 0| OtL|H XtMjet 210 HOIt QS FL 7t
OfL|™ O] YHZS AHESHX| OHHA|2.

K| 7t HNAE HAHSHH of CHet StorageClass
HO|E METLICt allowedTopologies BE X|HS
Zotsifof gfL|Ct.

olE =4 31 Z&LICt

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

Holg &= JAELICH defaults T4 ThHO[ MMEQILICE
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exportRule

snapshotDir

snapshotReserve

size

CVS - &5 MH|A&

A
=

M
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o

ME8 9I LHELHZ| #&l. CIDR
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25Ok gLt

ofl HM|ASILICE . snapshot

AW£SOE OotE 280
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7|2 CVS - 85 AMH|& R 7|2 "BE" MH|A £E3 ALESH= &[4 MAlE LG LTt

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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0| 22 E Hd5t= ZE 714 =0 tish EH 7[=2240] @™ ELICE snapshotReserve 5% X 0l A
exportRule £ 0.0.0.0/02= HHEELICE 7t 22 of MO0 USLICH storage MMH S FRSHHAR. ZF
IHNE Tt E22 DR VA 22 HO LI serviceLevel 2|1 YR E2 J|24S HOHBLICH, 7t
= go[E2 A8 of M2t E2 AEMSLICE performance 3 protection.

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m



XsYgbgyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard

servicelevel: standard
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"
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allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

* X MY StorageClass®LICt (cvs-extreme-extra-protection)?t A W 7t& Zo0f OjE EL|CE O] 22
AEAF Of|2F S2710] 10%2! 2|11 M52 M3st= R EQLICH

* OtX|2} StorageClassLICt (cvs-extra-protection) 10%2] AHAF O|2F 37t2 HSot= AEZ|X| E2
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'
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auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw
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tridentctl create backend -f <backend-file>
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solidfire-san iISCSI E8 RWO, ROX, rwx, 11}0I A|AE-IIO|
Q)tl_
solidfire-san iISCSI mH A AE RWO, 2&}ct xfs, ext3, extd
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version ahat 1
storageDriverName AEZ|X| E2I0[He| O|E/IL|CE atA "solidfire-san”
backendName AR} X|H 0|2 e AEE|X] “SolidFire_” + AE2|X|(iSCSI) IP
sl = FAL|CH
Endpoint HI'YE xt& 3H0| = SolidFire
S AEQ MVIPYILICE
SVIP AEZ|X|(ISCSI) IP T4 W XE
labels S50 M3 2[9] JSON YAl
3[0]= MEQILICE.
TenantName ANES HHE O|E(R2 U= ER
MME)
InitiatorIFace iISCSI EgfjtlE EH TSAE “7|1 22
OlE{H|O|A 2 H[BtgtL|Ct
UseCHAP CHAPE AtE3t0] iSCSIE &
QIZEIL|C}. Astra Trident= CHAPES
ArE-L|Ct,
AccessGroups AtES HNA OF ID SEQYLICE "E2|HIE"2l= HNA TF2| IDE
AFAL|C}
g .

Types QoS AM¥

35


https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html
https://docs.netapp.com/ko-kr/trident-2402/trident-use/worker-node-prep.html

OH7H H == A 712

limitVolumeSize QNEI 28 37|71 0| ZELCI 2 R “(U|2XOR MEE|X| ¢2)
g2 gtof| Anfg|ct

debugTraceFlags 22X oiZ Al AR CHO nullL|Cct

S LICE ofl: {“api”:false,
“method”:true}

() MS0IXI DA debugTraceFlags 2H o2 % XHHsh 20 Yot BRst Z2E Helohn

off 1: off CHot WHAIE 1M solidfire-san Ml 7HX| 2 RYS 717 EEIO[H

O] oflof M= CHAP 2152 AtZdt= HAlE mAS Ho| £ 1 EF QoS HES Zedt= M 7HX| 28 /2
DAZLCH O3 k3 oM 2f AE2|X| 2HAS MY 2EE|X| 22HAE Folg JHs5d0| E&LICH 10PS
AER|X| 22HA o7 H4 Lk

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
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of 2: off CHet eHll= Bl AE2|X| Z2fA 7 solidfire-san 7HA 20| Y= EEI0|H
O] Gl = 7HA 21t 0| £ CHA| £ X38H= StorageClasses@t SHH| A=l BHoll= Mo| A S Ho{ FL|C.

Astra Trident= AEZ|X]| % | A= Bol2S EEHIH'&'Q [ BHOl = AEZ2|X| LUNO| ZAFEL|CEH HolE 2|8l

AER|X| BERs A E Y OE BEER 0|22 Yo 2HE FolF 4 YL
Of2f FAIE| M Woll= Fo| nflo|M S 7|2Zte S Myt RE AE2|X| Bof thoh SHELIC ype A
7ha 22 o HOE|0f YBLIC storage MMS HESHIAR, 0f GO ME YR AE2|X| Bo| X RHS

MEeln U Zo 9o MHE |2 MEIFLICH

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-1la
type: Gold

- labels:
performance: silver
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cost: '3'

zone: us-east-1b

type: Silver

- labels:
performance: bronze
cost: '2'
zone:

us—-east-1c
type: Bronze

- labels:
performance: silver
cost: '1'"
zone:

us-east-1d

CtS StorageClass &2
StorageClass= 2&2
UAELICE

arameters.selector ZEOM 2t
FLICH MEdst 7HA Z0f| 20| ™o =

I

AXIS D M2
T =20 Tood
O LC o
=ojLt 452

X 1Y StorageClass®LICt (solidfire-gold-four)e X HEY 7tA Z0f| 0jZEtL|CE O] 2HE2 ZE M52
H3dts Yt +FHAULICE volume Type Qos %&LICH OHX|2} StorageClass®LICt (solidfire-silver)
S HsE M3t AERX| ES 2EE

>

S S ETIL|C} Astra Trident7t MEHSHE JtA ES AHF
stg EZA|ZLICE

=2 BNt AERX] F



apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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ONTAP SAN =2}0|H

ONTAP SAN E2}0|H 7HR

ONTAP % Cloud Volumes ONTAP SAN EZ0|HE AI235I0{ ONTAP

YHO|| Choll AOEMAIL.

ONTAP SAN EZ2[0|H M[F HEQILICH

Astra Trident= ONTAP 22{AE{%}

ReadWriteOncePod(RWOP)IL|Ct.

C2to[H

ontap-san

ontap-san

ontap-san

ontap-san
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OIZEZS
iSCSI

iISCSI

NVMe/TCP

mo

HESHIAIR
NVMe/TCP

off chet 227t

DA,

NVMe/TCP

L]

Sl 2
NVMe/TCP
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DA,

o o
SN 4 9

mr

Ju oo

11
I

MM A BETF X ELICH
RWO, ROX, rwx, RWOP
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T AT 2

PE0ME ROX 2 rwxE
Alge &= glEL

RWO, ROX, rwx, RWOP

RWO, S&td

oA AAH 25
ZE0M= ROX & rwxE
A2 4 gl&LCh

HOI=S TNt

= L33t Z2 SAN AE2|X| E2I0|HE MSELICH X| 5=
HN A BE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),

S22 26l Astra Control2 AFESH= AR E XS AIL Astra Control E2[0|H

X EEl= ot Al AH
b A[ARIO| GlELCE

HAl 25 CHIO| AL}

xfs, ext3, ext4d

o A|AZO| GlELITY.
HAl S5 ClHo| ALt
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HA| 25 ClHIO|AQIL|CE

ontap-san-economy iSCSI ol A|AE RWO, 235t xfs, ext3, ext4d

O} A|AEI 22

DEOME ROX & rwxE
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Astra Control E2}0|H Sty
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MSELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san E2t0|H. 2 T XS AL "Astra Control
SH AP 27 At B Exof*'MQ.

* M8 ontap-san-economy 7 & AI 71 ELt &2 ACE o4 k[= ZR0TH "X 2= =
ONTAP 2& M|t
@ * MM ontap-nas-economy 7 28 A2 71 ECt =2 WO 2 O Mk[= 0T "X =
ONTAP Z& M2 % ontap-san-economy E2t0|HE A8 4~ I&LICE.

* AF26HX| DM AR ontap-nas-economy HIO|E 2% Z{s S E£= O|SHO| LY Ho =2
Ol AEl= 2

AHEXL HBt
Astra Tridente= LEIMO 2 E AF25H0{ ONTAP EE= SVYM #2|X2 Al E WO Z of|ASL|Ct admin 22{AH
AR} E= LT vsadmin SVM AKX} EE= an'?i g2 71 CHE 0| 29| AF2Xt NetApp ONTAP &2 #|ot
Amazon FSx2| 2<%, Astra Trident= 31*512 AHESI0| ONTAP E£= SVM #E2|XE MAE o= off AgtL|Ct
fsxadmin AFEXFEEE a vsadmin SVM AFEXL EEE= SUSHAHSHS 71Xl CHE 0|E9| AFEXt £ SEletL|Ct
fsxadmin AFEXHs EE1ﬁE‘| ZH2|XHE HoHX o2 ':Hxﬂ%H-J Cf.

E ME%t= 82 limitAggregateUsage D7 M, S A 2t2|Xt #oto| HREL|CEH Astra
@ TrldentQP StH NetApp ONTAPO| Amazon FSxE AlE%t= E 2, E XA
limitAggregateUsage D70 Ha= Of| A 2SEHX| RSLICH vsadmin X fsxadmin AMEX}
AH. o| o7 HE X|™HSHH 71 2ol AofgfL|C.

Trident S=2t0|H7F A8 = = O HMeHA 2l %*% ONTAP Li{0f| 2h= = RUX|2F A ESHK| §4ELITE. Trident2l
CHE =2 MER EE|ZR0ME FIHAPIE 2E5I22 Y2{0|=7} ofF 1 @F7 7L &S| HEL Tt
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HAE Folol o= LSt Z5LIL.

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONE HESHIAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

sl = ’H°|" AtA ZHO| it HHAE 2 XN HE|[= FYUSH fIX2t= M| ROISHUAIL. HAETH MM E = ALEXL
0|2/ 5 = Baseb4 = QAL E|0 Kubernetes 25 2 XNZEHEIL|CEH BHAIE O] MM CE= AH|0|E= XA S HO|| CHsH
X|Al0] %'R” oolst CHA|QIL|CT 2} Kubernetes/AEE|X| ZH2|X}7) st & Ql= at2| M2 2 QIL|C},

—

AU L I|E WA = ASME AHE3H0{ ONTAP Hll=of S4e 4= UESLICH A= HOol= Ml Z7HX| Oi7H H==Tt
mQotL|C}
= =

* clientCertificate: Base64 £ QI

4
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

. TrustedCACertlﬂcate ME|" 4= Ql= CA QIS M| Baseb4 QAT ZIRILICE AZ|E & Q= CAE AI2SI=
A2 0| 07l H-E K| ZoHof SL|CE ME[E £~ Q= CAZFAI2E|X| QO™ 0] A S 2AIR & USLICH
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ol el

3.0

4.0

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

Sk A
= T

L|C}.

im0

= CA
AE

IS ME ONTAP 22{AE0]| =7tetLCt Ol AE2|X| 22|X}7} o|0] X2|eh A %
2 CA

(o]
E CAZ} AFEE|X| §toH FAIRHLCE.

o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| E2I0|HE ASM AU 7[(1EHA)E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

NTAP 9t 2191 {t0] NI &IE[=X| HOIBHLIC cert 215 Wi,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM
0|2 HHEL|CE,

6. B
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

aseB4= QT A, 7| & L=g = A= CAJASME AZILICL.

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. O CHAIOM F2 2tE AHE5H0] WA ES W RlL|Tt.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fommmmmmmmm== e B et
Fommmmm== S ettt +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== e Bt et
Fomomomoe Fromcooomo= +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
S S e e Fommmmmmrosocorrrrrrrere s s e eem e
fommmmm== o=

oI5 A S YH|0|ESIHLE 1A SES 2| MLt

S QHSIEE 7|ZE WAEE HUHO|EY 4 ASLICE O 5tH ALEXL 0| F
EoI= = HO0|EY & A1 ASME AESHE WAL= AEX 0|E/E=
| SteAE 7| & QIS WS ’MAst e M Q15 LEHSE F=71sl{of gLt O

—_ -

Cts Alde T o7 471 ZehEl AH|0|EE backend.json T2 AFEEIL|CH tridentct]l backend
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

AT E oM nf AEZ|X| 2E2|XH= HX| ONTAPO|A AtEXIC| S E A0 EstofF BfL|CH 1
@ ChEoll= HAE HHO|EZL ASLICEH ABSME =|HE mf of2] ASME MEXOA =ote =
ASLICE O ChZ MA =T} HHO[EE[ M ASME f%?:.“—llif J2{H ONTAP 22{AE{0]| A

O] QISME AHE &= ASLICE

HAICE AHHO|ESH T o[0] HHEl SEO CHEE MMATE SEE7LE 0|20 Y2 =28 HE
AELICH HllE AO|0|EZL 3% 0|H Astra Trident’t ONTAP HI= 9t S 415t o§— %E HAS Ml =
ASS LIEHRLICE

RS CHAPE AHESHY HAS QIS ELICt

Astra Trident= 2| 2SF CHAPE AF25HH iSCSI MME 1B = JELICH ontap-san % ontap-san-
economy E20|H. O|E IeiAM &= 7t &-d2tE|0{0f °”—-|Ef useCHAP HAIE 9|0 A *"EH°* JUELICL E 2
Xt 2 “true’Astra Trident= SVM2| 7|2 O|L|A|0f|0|E EotE HeF CHAPE 1146t ”—.”o.ﬂE IHUOf| A

aH
2=13
OO
ALEX} O|Ext A= E HEYLICH AU CHAPE AIE3I HES 2IES
EXSHMA 2.

t= 20| Z&LICH CHE ME F4E
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ £ Z2I8L|Ct usecHap O7H H
PSS

F= £ SMQILIC} 7|2XMOZ falseR
M™E| ASLICE true 2 MBS F0i|= fals &

LSt useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret, chapTargetUsername,
hapUsername HE&= Al FO[0f| LEHE[0{0F FL|Ct S MBI HAEE HMSt T A5 E HEL

DXI
UELICt tridentctl update.

C
F)
=

MMS E8f| usecHAP AEZ|X| TE|Xt= AER|X| ol =0i| A CHAPE ASHE 2 Astra Trident0ll X|A|EHL|C},
o47]0ll= CtZ0| ZeHE Lt

* SVMOIM CHAP £7:

°© SVM2| 7|2 O|L|A|0||O]E] EQt REO0| none(Z|2XQE MA)* 0|1 * 7|Z LUNO| EE0|| 00| Y2H Astra
Trident7} 7|2 2ot RS 2 MHTILICI cHAP CHAP O|L|A|OfO|E{Qt EFZl AtEXL 0| U s 714 2
TIsgtL|Ch.

° SVMO]| LUNO| &=l AL Astra Trident= SVMOIA CHAPE &MatstX| &L Tt akA SVYMO]| 0|0
U= LUNO]| CHst M AT H|SHE| X Q4&LICH

* CHAP O|L|A|0f|0]E] &L EtZU ALE X} O|F 2t =& FRILICE 0|22t SM2 A 0l X| st OF ZLITHS
kI-I)
0 —-).

SHANI =7t MM =l = Astra Trident?} Siieh 2 MMSIL|Ct tridentbackend CHAP &% Sl AFEXL 0|E2
Kubernetes HIDE'E CRD % XZtstL|Ct, 0] il E0]| A Astra Trident0l] 2|8 MM =l 2= pySE= CHAPE Sl
OLREE|D AAELICE

A2 EH2 8%

ra

St WA= S A0 ESL|Ct

R

AP I:|H7|'| HE AUO|0|ESI CHAP Xt 3ES H0|EY &~ UELICE backend. json IHY. CHA
1 E A28H0fF BL|Ct tridentctl update BHEE ARSI o|2{st HA Alst2 tggggruq
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HHAI= O] CHAP YZ E YUHO|EE f E AFE6HOF &L|Ct tridentctl HAEE AH|0|ETIL|C,
@ Astra TridentOllA] B2 AFSIS MEHSH & @lO T2 CLI/ONTAP UIE E8) AE2|X| 2B AE{Q| X}Z
ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt

F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |

online | T

________________ o

- R +
7|E HAL2 Y2 X AELICH SVMO|A Astra Trident”t X124 ZSEE 0| ESHH 24 ME|Z SXIELICH M
HZE2 UOIO|EE XtH B2 ALEotH 7|E HZ2 AL g4 MEf= RXIELICH 7|F PVSE A Z SHAISt CHA|
HZSIH AHO|O|EEl XtH ZHE ALESHA| ELIC

ONTAP SAN 7+ M 5l ¢

Astra Trident A X|0f|X{ ONTAP SAN E2}0|HHE MAMSt 11 ALE5H= BIHE 20otEAMA| 2. 0]
MMM = eil= 1M of|X| 5! BackendE StorageClassesd| DHE st= SHHO| CHSE A2
HMEE F|SgfL|ct,



OH7H -
version

storageDrive
rName

backendName

managementLI
F

dataLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetlIn
itiatorSecre
t

4 H 7|22k
a1
AEE[X| E2to|H2| o|S|IL|CH ontap-nas, ontap-nas-

economy, ontap-nas-

flexgroup, ontap-san, ontap-

san—economy

MEXFXE 0| = AEE|X| #A= 20|t O|E +"_" + dataLIF
SHAH = SVM 22| LIFQ] IP FAILICE “10.0.0.17, “[2001:1234:ABCD::fee]”

FQDN(Yratel =HQl 0|F)S XIEY &= ASLICH

IPv6 Z2 12 AR5t Astra TridentE AX[$t A
IPv6 FAE Af95f5§ HEY = UASFLICE IPve FA=
ot Zo| ci= = ™olsl{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

22t MetroCluster MEH2 & &=XsHAI2
MetroCluster 0.

TZEZ LIFQ IP TAQLICE SVMO| M THHEL|CH

*iSCSI0| Lo M= X["SHK| O AL, * Astra Trident7t
AF2EILICH "ONTAP MEHA LUN H" Ot AE MMS
M= O ZR$HSCILIFE ZAiste{H 21 2l A
dataLIF HA|HOZ MO|EIL|CT

*MetroCluster?| B MEFSIL|CE * £ & ZSHMAIL
MetroCluster 0.

AEY AEE|X| 7H HAIJLICH SVMO| A T El ZL
managementLIF O|(7})
*MetroCluster®| Z< M2tgtL|Ct * £ X E = RAELICH

MetroCluster 0.

CHAPE AFE3H0{ ONTAP SAN =200l CHet iSCSI  false
Q= [Boolean].

i
i)
A
Ot
1k
>
30)

E 2 MAESBILIC} t rue Astra TridentOf|A] EHoll = 0f
IﬂﬂEl SVMO| Bt 712 &I’;OE AtSF CHAPE
TSt AFERILICE 2 EZSHY AL "ONTAP SAN
C2I0|HE AE5I0] uH __% TMe FH|E Lo E
ARSI L.

CHAP O|L|Al0f|0| = L|Ct EHett
useCHAP=true
220 2% oo JSON g4l 2jo|2 MEL|Ct

CHAP EtZU O|L|A|0f|0|H 2= LICH Bttt 22
useCHAP=true

oM
40
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OH7H 4 29 =

chapUsername QIHI2E ALEX} O|ELICH ERSH B
useCHAP=true

chapTargetUs CHAM AF2X} O|EQLICH ERPH AL useCHAP=true
ername

clientCertif Base64 - 22i0|HE QS A2l QAL = 2}
icate 7|gt 1B 0l AtEELICH

clientPrivat Base64 - Z22t0|HE JlQl 7|o] QIFE =l ZHIL|Ct. "

3
Il
Il
°

) l_%A'I w

eKey QIB A 7|8t QB0 AFREIL|CE

trustedCACer Base64 - AE[2 £ Q= CAQUSAQ elALE

tificate AALICEH MEH AFSE Q1B A 7|gt Q1 F0]| A EIL|C.

username ONTAP 2 AEQ} EASH=E O] LT AFEX} "
O|SULICE Xt BF 7|4t Q1B 0| AFREL|CH

password ONTAP S2{AE{e} EAISHE O HQot 9SQL|C Ktz ™
=0 7|4t olZ0f| AL ELICH

svm Ar2EH AEZ|X| JFAF HAIQIL|CH SVMOi|A| It El HR
managementLIF O|(7})
X ™= ASLIC

storagePrefi SVMOM M EE2 Z2H|XIY M A= HFAL trident

X
LSO $38 4 ¢t
SENECETPUET

—

SLICt o] 7K =5
HA= S H-GSHOF gLt

limitAggrega AE2EF0| 0| H|EE2 X116HH T ZH| XY 0| MmystL|Ct. "(7|2Ho 2 MEL|X| ¢
teUsage

NetApp ONTAP EHl=0fl Amazon FSxE A3t

£ X|HokX| OHYAIR 1imitAggregateUsage. A&

fsxadmin % vsadmin OHJZ2|AH|O|E AtEES HMSID

Astra TridentE AFE5I0{ H|etst= o 2ot #to|

ZOE|of UX| h&LICH

limitVolumeS SKFE S8 37J|7}0| ZELCIE 2R 88
ize AofefL|Ct.

ot

ol "(Z1EHeE HEEIX| 8

EESH gtree 3! LUNOI| CHSH 2t2|3H= E2&°| 2|t 37|=
HeteL|ct,
lunsPerFlexv FlexVolZ Z|CH LUN == H?I[50, 200101l RL0{0F LTt 100
ol

debugTraceFl 2K iZ Al A2 C|HI EcfIQIL|CE off: null
ags {"api":false, "method":true}

=H| 82 SOIX| g1 XpM|e 21 HZ o HRst It
OfL|™ AFESHA| DY AIL.
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oH7H i

useREST

sanType

28 m2H|HY

O A of={et &

A
-4 olME =5t

PR

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone
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ONTAP REST APIE
7l= 0j2] 271+

INR =X

useREST TZ2HEHM XA HE17} OfLl HIAE 2HA0|

HEE| = 7| 0|2 E7|§ HZ2EL|CtH &
true, Astra Trident= ONTAP REST APIE

ujoll c of EAISHLICE 0] 7152

9.11.1 0| 0| AREIL|Ct ESH ALEE=
Hof| off THSt KA A
EETEIML

useREST = MetroCluster0Oi| A X|&l%|X|

useREST NVMe/TCPO| CHaH

=NE=X7%e:| A‘IEHOFL|E|' iscsi iSCSI E=

[ Wy = |

8l cluster-admin &

NVMe/TCP9| 8%

MME| ES0| 222 QoS MM OZQILICH AEE|X] =2

= dHot ER
AHESH
AHESI2{H ONTAP
ONTAP 2129l

Hoto| A0{0F BLICH ontap S

ARE ol off ofH

0=|o}-

|H
Hu
=
R
E
mjo
>
2
ot
{

ZHolof B, "Rl (M)
g2 At AL

SZHELICH vsadmin

OI-AL“:I.

(=]

oIFIS A2 25D 9IS

9| A2 nvme iscsi H{ Je= EL2

UELICH defaults MME EZSHYAL. OIS

7122k
nxpn
a
EEE "%E"(OE“?_P) ugi%"
noHOn

/"'—'1°i|501|*1 qosPolicy EE= adapativeQosPolicy &
SLIE MEHSIL|CE,

Astra Trident2t &7H QoS H*H

=90
5=

AtEstEH

ONTAP 9.8 0| 2t0| HRetL| Ef. HIZ R QoS @M 152
Agotn M OF0| 2t FHRLAEE HEEEF 5=
0| Z5LICE 3R QoS WM OF2 2= YIARES &
K| Zol| Chol &ets —19°”—|Ef

AHA‘IEI_| E_E_O.” ol-

o=

AE2|X| Z/HH =0

adapativeQosPolicy &
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0%

AHL20 2 oot =

Al &2

FSh &

o
o
1O
M qo
=3

SEMAM SES ZEYLIL
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osP
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noH

"0"Ql HL snapshotPolicy "%
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of7H = Ad 7|22k
encryption M =E0f NVE(NetApp Volume Encryption)E "HH"
gtMoletLICH 7| 22h2 YLICt false. Ol ME
ArE5t2{™ NVE 2i0| AT S{AH|A 2datE|o]
UO{OF ShL|Ct,
SOl = 0| A NAEZ} 2otz 2 Astra Tridentof|
DTZH|NYE 2= S52 NAE7G 2d3tEL|Ct
XM LHE 2 CHE S B ESHIAIR. "Astra Trident7t
NVE S NAESt ASE= E4"
luksEncrypti LUKS Y332 AFEELICEH S EXRSIHMAIL "
on "LUKS(Linux Unified Key Setup) AHE".
NVMe/TCPY| CHSH M = LUKS =317t K| E[X|
oFELILCE
securityStyl MEZE2 =50 CHeh 2ot AEL unix
e
tieringPolic "@I3"S AIEdt= AlS2 M ONTAP 9.5 SVM-DR 0|H 7149
y AR "AHMANE

E2 TZH|XY9 o

CHE2 712280] FelEl o iLCt.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'
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E ME5t0] MME 2= 20 tho ontap-san E2}0|H, Astra Trident= FlexVolOf| 10%2)
222 F71510] LUN HEHHIO|EHHE £=28L|CE LUNS AF2XI7F PVCHIA &S "ottt 37|2
@ O 2H| NI ELICL Astra Trident7t FlexVolol| 10%E HELICHONTAPOIA ALE 7tsTt 37|12 EA|).
O|XM| AFEXI7F QESH 7t E2 P2 £+ JSLICL L3t 0| HASE Qs AL Jtsst S7H0| 2tH G|
28| X| 2= o LUNO| 97| ME0| &= AS WX o USLICH ONTAP-SAN-ZH|0= HEE[X|

&L Ch
2 HO|St= WA= 9| AL snapshotReserve, Astra Trident= CHS 1t 20| 282 3 7|2 A AkgtL|Ct.
Total volume size = [(PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH[O|H E +83t== FlexVolOl| =7HEl 10%2] Astra Trident@LICt & snapshotReserve = 5%,
PVC 22X =5GiB2!l 22 & 8 37|= 5.79GiBO| 11 ALE Jts¢t 37|= 5.5GIBRILICt & SEIELICt volume
show BE2 O Of[H|2t FAlH Z2HE HAISHOF SLICE

Aggregate State Size Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4
online RW 18GB 5>.00GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Gl 7|Z =50l Chio M AIME ArE0t=s RS B2 37| ZFYLIG.

A2 789 of

CHS ool M= R 22| o HaE 7|2UCRE R 7|2 88 Bo ELIT. ol= MAEE Holst= 7HY 72
HFEHOIL|C}
odd -

@ NetApp ONTAPOI| A Astra Trident@} &H7H Amazon FSxZE AF238t= AL IP T4 CHAl LIFO]| CHst
DNS 0|E& X|Hdt= A0 E&LICL
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ONTAP SANZ2| o

O|A2 E At8St= 7|2 4
version: 1

storageDriverName:

QULICH ontap-san E2{0[H.

ontap-san

managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password:

ONTAP SAN ZH| o

1
storageDriverName:
10

svm_iscsi eco

version:

managementLIF:
svm:
username: vsadmin

password:

MetroCluster 0

et

Fgt ol

s

HHofl =

=

=0l

xo|
o

J

AT AQIK| 2 U A9x| 4

==

dataLIF gl

1
storageDriverName:

version:

managementLIFE:
username: vsadmin

password: password
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<password>
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ASA 718k 152f of

0|7LE~?**WKmk1cllentCertlflcate clientPrivateKey, ¥ trustedCACertificate (MET
T A= CAE MEdH= 22 MEi AMgh = off i ELICH backend. json J2|10 ZH2ZF Z2I0|AHE QIS A, 72l
9| 3:' Ml U= CA ?J’cfk|9| base64= QT E ZtS AL RILICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HAIE0|A NVMeZE 7LHEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

7te E2f #AlE of

Ol2{st o= Mo| iU MEo|N= 2 &2 ZE AEZ[X| Z0| this EX 7| 2310 Y™ ELICt spaceReserve
S, spacehrllocation HAY L, Y encryption AAY W, 7tA E2 AEZ|X| MM He|ElL|C

Astra Trident?} "Comments" ZE0| ZZH|X'H 2|0[22 HHEILICE FlexVolof| 20| AH™EIL|CT Astra Trident=
TZH|NEE off 71 20| Qe ZE 0|22 AEZ[X| 280| SAIEL|CH OIS Qo AEZ|X| Z2|Xt= 7HA £ Y
OF 2822 0|22 80|28 Holg £ &LICE.

O| flofl M= LB AER|X| E0| AHHOZ MHELICI spaceReserve, spaceAllocation, % encryption

A
US Zo J|= gt WHolEhLIC
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

#oll = £ StorageClassesOil DHZ LI}

0

SILICt parameters.selector ZEOA

CtS StorageClass H2| EZSHIAR T4 A
SETILICH MESH 7t Z0f| 2&0] FolE|of

- O IT
o—lT = S = =
Z} StorageClass= 282 @AESH= O A 8Y = U=
UqELICE

2lBLICt protection-gold StorageClass= 2| & HMj| 714 Z0f| 0HHELICH ontap-san WA=, SE
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* £ Z=/eLICt protection-not-gold StorageClass= 2| & HMY S | HI| 7tA =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

=B =0f| OjEEL[Ct ontap-
o=, 2 ol9lol B3 +ES XBsHs Rt ZelLLt

san il
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£ Z2I8tLIC}t app-mysqgldb StorageClass= 2| M| HIj 7HA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

F Z0f| O ELICE ontap-san-economy BHAIE.

mysqldb 78 oil chet AE2[X| & FES MSdts Fe FYLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

£ Z2&/8LICt protection-silver-creditpoints-20k StorageClasst= 2| & HM| 7tA Z0f| Oj T EL|CH

ontap-san HAIE MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLILCL.



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

rir

* £ Z=/SLIC} creditpoints-5k StorageClass= 2| M| HIY 7HAF Z0f| BN ELICH ontap-san O
H

T

3h ol | i 7pAF Z2QILICH ontap-san-economy HAE, 5000 2&|S ZQIEE HRe f

EX
Me| ALt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

* £ 2Lt my-test-app-sc StorageClass 7} 0| WY EILIC} testapp 2| 7t ZRLICt ontap-san £
AMESIH 2HELICE sanType: nvme. 0| A2 KT E NMIHJULICH testapp.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Astra TridentZ} MEHSH 1A 22 2SN AER|X| F AFEE S A|ZLICE

—

ONTAP NAS E=2}0|H

ONTAP NAS =210|H 72
ONTAP %! Cloud Volumes ONTAP NAS EZ}O|HE AtE23t0{ ONTAP HHAIEE L M5t=



YHO|| CHoll FOEMAIL.

ONTAP NAS C2I0|H M[E HEIL|Ct

Astra Tridenti= ONTAP S2{AE{t S41517| 2[dH CtZ2t Z2 NAS AE2|X| E2I0|HE MISELICE X| 5=
MN A BRE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)IL|C}.

() 23,57 0l 91 Asta Conirol A3 2% § HZBHIAIR Asta Conirol 210l
=X P
=ato|t DZEE EE RS HMA ZSOXYFEUCH  XYEE I AAH
ontap-nas NFS 2 ot A|AEL RWO, ROX, rwx, RWOP "™ nfs, smb
N ENC SN
A7
ontap-nas-economy NFS £ ot A|ARL RWO, ROX, rwx, RWOP ™ nfs, smb
KXSIAAIL
SA7|Y
ontap-nas-flexgroup NFS & o A AR RWO, ROX, rwx, RWOP ™ nfs, smb
EXSHAAIL
a7\

Astra Control E2}0|H 52t

Astra Control2 £ MMt 258 9ol 2i&st B, 7‘HOH 23, 0|54 (Kubernetes 22{AH 7H0]| 28 0|5)2
MZELICt ontap-nas, ontap-nas-flexgroup, ¥ ontap-san E2I0|H. & EZXSHYA|L "Astra Control
SH A @7 At E BERSHIAR.

* A& ontap-san-economy @7 2E A8 7t ELt 282 AC = O &&= 202 "X E =
ONTAP =& H|gt".

@ * MM ontap-nas-economy 7 28 AI2 £71 ELf =2 WO 2 O Mk[= R0 "X E =
ONTAP =& M2 % ontap-san-economy E2I0|HE ALEE 4 gi&LICY.

* AHESHX| OHYAIL ontap-nas-economy HIO|E| E3, Mdl| 57 L= 0|5 H0| Y A=
O A= 82
AHEX} Hot
Astra Trident= LHIEOZ £ AR50 ONTAP EE= SVM ZHE|XHE MHE HOZ Of|AFSHLICH admin 22 AH
oSt S

AMNEX EE QLICH vsadmin SVM AF2XAL L= S8 8t J1HEI CH2 0|29| AF2X}

NetApp ONTAP &2 2[$ Amazon FSx2| Z2, Astra Trident= 22{AEE AF23t0] ONTAP = SVM
He|XZE MHE WO Z o ARILIC fsxadmin AFEAL EE= a vsadmin SVM AFEXL EE= St A2 7%l .
O|E2| AtEXt E S=IYLICt fsxadmin AFEAtE SE{AH HE|XHE MetA o= CHA[GL|CE.
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2 98t ZH| B FESHIAL.
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AS A7t AKX &[0

QUO{OF BL|Ct. O B HHlE HMo|of= SEI0|HE QB A, 7| U A8 HL ME[E £+ Q= CAUS A2
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Xt ZH 7|9t dheH ot QIE A 7|9k HEH ZHo)| 0| SSt7| 2lsl 7|& HAEE AHO|ES 4 JESLICH 2Lt St Hoj|
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@ A BHEL BN * E 25 NSot D ofH 4 mtof| = 0|49 ¢IF BHO| NS EICH=E 2F It
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Astra Trident= SVM HQ|/2 AE He| 2t2|Xt0f|H ONTAP HHAl=ot EASIY| 9|3t XtAH SHE 7 e Ct. 1t
Zo| 0|2 HolEl & 2 AH8dt= 20| £Z&LICH admin EE= vsadmin. 0|2 Sl &= Astra Trident
| ANAM AR 7|5 APIE =&Y = U= TFF ONTAP E'e'alﬁgf of SetMOo| HEEILICEH AF2XL K™ Eot
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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS E XA

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

—

sHollC MOo|= XA SHO| Yot HIAE Z XA L= SUSH X2t Mo ROSHMA|L. BHA =T MM =l & A X}
O|E/2S = Base64Z QT E|0] Kubernetes S 2 MEEIL|CEH A= O] MM/ARS XtH SHO|| CHet X|Al0]
L Qst QAUSH CHA|QILICE M2t Kubernetes/AE2|X| ZE2|X7F et 2 Ql= 12| M RHAQUL|Ct

A L I|E HAE = ASME AHE3H0{ ONTAP Hll=EQt SAg 4~ QUESLICH A FOol= Ml Z7HX| Oi7H H==Tt
2

* clientCertificate: Base64= 213
* clientPrivateKey: Base64 - HZ =l 72!
_/'\_

* TrustedCACertificate: A 2|2
Z< 0| o7 H-E HSSHOok

=T =

2etEel I 3E20= T BHAZF ZEE LI
1. S2I0|AHE QB M Y 7|5 HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXIE HHSEIY QBSAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EBAEEI CAZ AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM I 7|(1EHA)E HX[RfL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP 9t 2191 20| X|#IE|=X| HQIBHLIC} cert 915 W,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM

O|EQ = HFEL|CE LIFS| MH|A MMo| o2 HHE[0] U=X] 2HQlsHof &LICt default-data-management.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L A=Y & A= CAYBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIOM F2 2tE AHE5H0] WA ES W RlL|Tt.

| s

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
e e e e e
Pommmmm== o= +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
Fommmmmmmmm== P messe=== B it
S e +
| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |
e Frommememememomom= R
pommm - e

oI5 A= YH|0|EStAHLE 1A SFS MLt

CHE Q15 WS ALSOIALE X12 SYS S|HOIEE J|E MACS 0|8 4 UBLICE 0|L A 5121 AH8X} 0|5
/ASE NSOt HIIEE QIZNES AFSSHES HE(OIES 4 U1 AIBNES AFSSHE WASE ASK 0|S/YS
7|02 AC|O|= 2 <+ USLICE OfA S2f2t 71 Z o5 Wi Mom M o1 Weig okofor giLick 1

o

bs|
Chs Aleet T4 ofoH 47t etz AH|0| EEl backend.json IFY S AFERILICH tridentctl update
backend.
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +
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O|F QIZSMEZ AbN|E £ Q& L|CE.
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ASS LIEFHLICE.
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Astra Trident= HAZE Y A2 0ff LIS F 7HX| S8 S HMSELICH

* Astra Trident= HAZE YMRHHE SHOE A2 o AGLILL 0| 28 REO|M AE2[X| &2|xH= 518
T U= IP F2LE LIEHLH = CIDR 25 553 X FEL|T. Astra Trident= 0[2{8t ©2{0l| £3t= L= IPS
AAZE FHMO| AHSOZ FIHILIC = CIDRS X FOHX| (oM oM HAE S 2H Helo| RLITHAE
IP7H LHELHZ| F2ol| 37 LI
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+ AE2|X| BRIRHE YATE HHMS YANSD FAS £502 A48 2 ALLIC Astra Tridents 40| CH2
AATE R 0|22 X FOIX| o 3 7|2 AAZE HAS ALRRLICH

AYAZE YU SHOE B
Astra TridentS ALSIH ONTAP HHUIES| WA RE FHMZ SHOZ Ha|d = JUFLIC W2t AER|X| 22[Xh=

TR FAS 2502 Holeh hAl FQIR Lo PO SRES T4 DS N & YSLICE AATE HH
22|12 S| Z1ABfIO R, AALE FHS £HoHE Of 0|4 AEE|X| SAAE|O| et £5 Helo| WRstx]
ST 3t AE2|X| SRAE|O] et HNAS X FE Helo] 1P7E Rl FRIR} mEofet HBtsto M HEstE
xS 22|12 KB

el

S UELH7| BMS A8 M= NAT(Network Address Translation)S AHESHK| DHYA|2. NATE
()  Agsie AE2ix) ZAESe|s AX| P SAE A} ORLIEE ZHEQIS NAT FAE QI4sID
LHELHZ| Aloff 2X|5t= e=0] Q™ HMATH HRELICE

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

0| 7|58 At = SVMe| RE WAFH0| .= CIDR 22(0f: 7|2 AAZE ¥M)S 5| 8st=
AAZE FA|D} A O|HO|| MAMEI AATE HrHo| Q=X| 2tQlsof SHL|C} Astra Tridentol] AFRE
SVME X|Hst2{H &4 NetApp HE ZH Al E EMA|L.

©

CHE2 212l ol E ALE5t0] 0] 7| 50| 2tEdts Ealof thgh 2F LIt

* autoExportPolicy 7t 2 HHE| JSLICt true. O|= Astra TridentZ} Of] CHot AAZE HHS MHSCH=
Ag LIEFHLICE svml B AHSSI & 27t 3 AHIE ME2|BHLICH autoExportCIDRs £4 £5. 0| S0

UUID 403b5326-8482-40dB-96d0-d83fb3f4daec & 7t Y= HAIEE A2 4= JUSL|CH
autoExportPolicy E 2 HH™YLICt true O|2t= AAXE PG MMBILICH trident-403b5326-
8482-40db-96d0-d83fb3f4daec SVMOA].

J|2XO 2 ['0.0.0.0/0",

* autoExportCIDRs F& =5 SF0| X0 JYSL|CEH o] HEE= MEH AP
d O FLIFHAE FAE

0
"/0"|ULIC HOlE|X| 42 B Astra Trident= A LEO| = ZE MG H
7tk

0z

Ol oM = LICE192.168.0.0/24 T4 37H0| MSEILICE O] A HR|0| £5H= Kubernetes == IP7} Astra
Trident7t MMst= AATE M| FIHEIS LIEFAL|CE Astra Trident?t A3Els L EE SE6HH 29| IP
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FAE HMSIo 0" MSE T4 SE0 XS 2HIBLICH autoExportCIDRs. IPE ZE| ATt = Astra Trident=
AMEl ZE0|XE POl CHot AAZE FGM J XIS WHstH, AHst= 2t = E0]| CHol otLte| A2 AtEgfL|Ct.

AHIO|EE £ UJELIC autoExportPolicy X autoExportCIDRs HHollE = OtE =0f| AFZELICE 7|&

CIDRZ fEOE 2E|SEALE A H|SH= WHAZOf| M| CIDRE =712 = AELICH CIDRE AtHg W= 7| & HEO|
BOX|X| F= 5 FOloljof L|Lt. & H|ZHstote 5 MEH *E USLICH autoExportPolicy HAES F2

TSRE *”*“E' I-HE'-H7| HMOo =z SotLICt o= otH S EF0HOF LICt exportPolicy WA= 749
OH7H tH QL Tt

fjo

Astra Trident7} A= S H-H5t7 L} YH[O|ESE £ S A HAEE 2Rl ~ ASLICt tridentetl EE

S tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

L E7} Kubernetes 22{AE{0f| £7}=| 10 Astra Trident ZIEE2{0]| SE&|™ 7|Z HA=9| LHELHZ| HAHO|
OO EEILICHO X[™HE =4 Helof| £351H &) autoExportCIDRs M AEE).

= E7F HIAHE[H Astra Trident= 22121 EfQl HE WAE S HASIY L E0f CHet M A FEIS HMARLICH Astra
Trident= 2t2|=|= A= LHELYZ| FHO|M O] LLE IPE MAHSIH 2 OIRES WX|L|Ct B S AES| A
L=EO|M O] IPE CHAl AFESHX| B= of ORI LI L

J|& wollEo| AR HAlEE Z AH[O|ERLIC tridentctl update backend Astra Trident7t AATE MU S
s 2 a|st=X| §—.?_°+L||-_—|' O|HA| 5t WoAlES| YUIDE 7|Z22 O|F0| X[FE M AAZE FHMO| *HMEF’

HALO A= EF2 LA OI2EE T M2 WHE AAEE HMS ASHLIC

AR|SHEH SHOZ MAE LHIL7| HMO| ARIELIC

@ S 2e|Els 2T X0 = HAES
2 Me|=|0f M AL E FHo| W ELIC

“—'.‘0"':7} ChAl S-S =|H HASTE A tl

[=
[=
2l0|8 L EQ| [P TAJ} HH|O|EE|H L =0f|A Astra Trident PODZ CHA| A|ZtsHOF StL|CEH O21 CFS Astra
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ZH|E =32 5t £ AI23I0 SMB 282 ZZH|MJE &= ASLICH ontap-nas EEI0[H.

SVMOf|A NFS % SMB/CIFS ZEEZ2 2 5F 8510 2 M-d8lof &L|Ct ontap-nas-economy
ONTAP AILHE 2[3t SMB 28 0| & ZEEZ 3 SILIE 746X 2™ SMB 28 M M0
Amygt|ct

O

AlZtst7| o
SMB 2= Z2H|Xdst{H HA LHZ &=0| A0{0F LT},

* Linux ZIEE2] & % Windows Server 20198 &&5t= Windows 2IXt .= E7} Q= Kubernetes 22{AE
Astra Trident= Windows = E0|AM A3 E[= Pod0l|Zt OFREEl SMB 252 X[ gL|C}.

* Active Directory XtZ ZHO0| E 2=l Astra Trident @7t StLt O] & QUO{OF HL|CH RS E M-ABtL|CH
smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows MH|AZ FME CSI ZEA|. & THELICH csi-proxy’ & HESHIA|R "GitHub:CSI ZEA|" EE=
"GitHub: Windows& CSI ZZA[" Windows0l|A] A %[= Kubernetes ' E2| 22

A

1. 2Z3|0]A ONTAPL| 22 SMB &R 5 MAMst7LI Astra TridentO| A A S 4= JAELICE,
@ ONTAPE Amazon FSxOl= SMB 297} T et |c}.

Ch2 & 7HK 2 5 otLtz SMB 22Xt SRE MY &= AFLICH "Microsoft 22| 2&" 3| BH AHQ E=
M
o

ocoo=2
ONTAP CLI AF2 ONTAP CLIZ AI23}0{ SMB 282

£ 2=gLICt vserver cifs share create 3HE2 ZRE YHst= 52 -path M0 X|HE HEE

vserver cifs share create -vserver vserver name -share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. 3R7t WHEIA=X| =eletLct.
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vserver cifs share show -share-name share name

() sa=xsNR 'SVB 292 MAHLICH B BEeHIAIR,
2. W2 MY Of SMB 252 X Hst2H [h3S TABI0F BLICH DE ONTAP #9l= 74 Sof chet

ocoo=2
TtMle LHge 8 Hx r IA|2 "ONTAP 7+4 &M 3 o8 FSX".

OH7H 4 29 o

smbShare Ct2 = StLIE X HE £ UELICE Microsoft 22| 24 smb-share
L= ONTAP CLIE AME3510] MM E SMB 3/2| 0|
Astra Trident?t SMB 2R& MM& 4 ULE St=
0|8 = =50 tigt 28 37 WMAE &X|5H7|

[ — = oo oTr —
fI8Hl 0H7H H2 HIQ & = ASLICH

O| OH7H Ha== ALLH ONTAPS| B2 M& A iL|Ct.

O] Oj7HH 4= ONTAP il =0f CHot OfOFE FSxO|
LQstH H|IE £ Sl&LICH

nasType * 5 2 MEGOF 2LICt smb. * null®l 2R 7|24 £ smb
HH™EILICt nfs.

securityStyle MZE2 =50 Cier 2oF AEr ntfs = mixed SMB
H2H=29
=& o
* 5 2 MAEG 0L BL|Ct ntfs E= mixed SMB
HE=9
=EEHo.
unixPermissions DCE MEHSHLICH SMB 250 M= * E H|¢ "
LO{OF gfL|C}. *

ONTAP NAS 7+ SM 4l o

Astra Trident 2 X|0]l ONTAP NAS E2}O|HE MMt AE6t= HHHE
MMU M= o= 1M of|H| 3! BackendZ StorageClassesO| IHZ st=
HEE X 3eLCt.

AOIHMA|R. Of
YO CHet M&

HHO|

—

n
-1
0x
110
i

WIS 24 SHS TS BE HESHIAL.

Of7H H~ A4y 7|22k

version SHAF 1

storageDrive AERZ|X| E2IO|HS| O|EQIL|CH "ONTAP-NAS", "ONTAP-NAS-
rName Economy", "ONTAP-NAS-

flexgroup”, "ONTAP-SAN",
"ONTAP-SAN-Economy"

backendName  AFEX} X 0| E= AEE[X| HAlE E20|H O|F +"_" + dataLIF
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OH7H 4 29 =

—

=
managementLI ZZ{AE EE SVM 22| LIFQ| IP FAQIL|CH “10.0.0.17, “[2001:1234:ABCD::fee]”
F

IPv6 221 E AR5t Astra TridentE AX[$t AL
IPv6 FAE AESHEE MY o UELICE IPve FAE
ot Zo| ci= = Holsf{of gfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

2ot MetroCluster T&H2 £ HESHIAIR
MetroCluster 0.

datalIF TZEZS LIFQ IP FAYL|CE HE|X| 42 B2 SVMOA X|H
e OHH(HESHR] 42
XHet A HEELIC dataLIF. MEBEX| &= %'2

Astra Trident= SVMO|A HIO|E{ LIFE 7t SLICt NF

OFRE ZHAof| At23t FQDN(E7SHEl =l OIE)%

X|™stH of2] HIO|E LIFWA 25 @AM S Qdl 22

ZHl DNSE MME 4= &L|Ct

X7 4 =0 HEY = ASLIC.

mo

HZoIHAL .

IPv6 2| 15 AF25I0] Astra TridentE A X|st 4
IPv6 =AE ALESIEE HYY 2 JUSLICE IPve
ot 20| cHE S 2 Hols{of BfL|Ct
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1.

o
-
RXAL
T4

—

*MetroCluster?| 22 MeFgtL|CE * & HZSIHHAIR
MetroCluster 0.

svm A8 AEE[X| JHA HAIQILICE SVMOI| A T El H L
managementLIF O|(7})
*MetroCluster2| 2 ‘HeFptLICt * & XSHUAIR XEEASLICH

MetroCluster 0.

autoExportPo XAtES AAIZLE FM M4 3l 0|0 E [Boolean] &2t  HA
licy
E AZELCt autoExportPolicy e

autoExportCIDRs &M, Astra Trident= AAZLE
HMS XSO B2lE £ YL

autoExportCI H| 7|Z2Z Kubernetes == IPE ZE{2st= CIDR  ['0.0.0.0/0",":/0"T
DRs SEQLICt autoExportPolicy 7t EA3}EIL|CE.

E MEYLICE autoExportPolicy H
autoExportCIDRs &M, Astra Trident= AATLE

S xS0z palg £ YaLch

labels 220 2% oo JSON &4l 2|o|2 MEQL|Ct
clientCertif Base64-Z22l0|HE CIZAO| QIAYEl ZIAL|Ct CUBA ™
icate 71"t 150 AP EILICE
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oH7H i

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfFle
xvol

29 =

Base64 - 22t0|AE 72l 7|2| Q1B T El ZLICt.
S M 7| B0l AHEEL|CH

- O

Base64 - AME|[S £ U= CAQASANQ 21T =
ZrAL|Ct MEH AL Q1B A 7|8t QIS0 AR EILICE

—

P

-

S AE/SVMO|| HZAE
7|gk Q150 AF2EILIC

EXt OIS RILICE XHE B

SZ{AE/SVMO| A Z5H= A= X2 S 7|8 2150

AHEE LIt

SVMOIM M EES Z2H|XMdY I A& = HFA "E|HE"
2ot 20f|= OO EY = SUELIT

AH2E0| ol HlE S XatstH Z2H|X'Jo| HmgfLct.  "(7I2XHe

ONTAP * 8 OOFE FSx0l|l= * 7t M8 E|X| gb&LICt
QHE 28 37|7} 0] gLt 2 22 8% T "l

AmghL|ct.

TSt gtree X LUNOI| CHEH 2t2[6t= &2 [t 37| &
2 M[SHEL|CE gt reesPerFlexvol M2 ALE5HH
FlexVolZ £|CH gtree =5 AtEXL XY 4= USLICE

FlexVolZh £ LUN &= $<I[50, 200]0f| L0{0F L|C}. "100"

A BiE Al ArEe T S 3Lt off: nullfL[Ct

{"api":false, "method":true}

AMESHX| OFMAIL debugTraceFlags =M sHZ 3
tMlet 20 "ot Hest ZRE HMelstn

NFS E£= SMB =& MME Mot nfs

SME QL|C} nfs, smb E&= null2lL|CE Null2
MANSIH 7| 2HMOZ NFS 2850| MY EIL|C}

Kubernetes 1 =282| OIRE M2 Uty o =
AEE|X| S A0 M XHE[X|2H AER[X] S2{A0|
O E M2 X|™SHX| O™ Astra Trident7t AE2|X|
siol= o] 11 mof X[HE OIRE SMSE A5 2
oLt

AEE|X| 224 £ 74 IH0 02 E SM0| XIFEX|
22 E2 Astra Trident= HZE 7 280 OIRE
SUS 25K BELCh

FlexVol'd Z|TH gtree, EI [50, 300101 A0{OF & "200"

ajo

glo
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OH7H 4 29 =

smbShare CHE & SILIE XFE &= UELICH Microsoft 22| 2% smb-share
= ONTAP CLIS AF310] A&l SMB ]2 0|5,
Astra Trident7t SMB 3/E dde = A=E o= 0|15
L= EE00 e 38 37 AMAE YX[SH7] 23l oA
HEE H| S 5 ASLICH

Of OH7H Ha== ALLH ONTAPS| 2% M= A iL|Ct.

O| Oj7HH 4= ONTAP el =0f CHat OfOFE FSxO|
ZLQdHH H|?E & gl&LICt

UseREST ONTAP REST APIE At8St= B2 o7 HeQLICH * HA
VIEEEYE

useREST ZE2HM Ztd HSLIL Ol HIAE 2HA 0|
HEE|= 7= 0|2 27|22 MZELcH & 2 45t ER
true, Astra Trident= ONTAP REST APIZ A2304
sHoll = of EMBILICE O] 7|52 A25t2{™ ONTAP
9.11.1 O|AtO| W RBHL|C}. EESH AFRE|= ONTAP 219l
o]l of CHst M| A HBHO| QLo{OF BHLICt ontap 2
T2 0|l AFE HOEl o Qs ZSFELICt vsadmin
8l cluster-admin 9.

useREST = MetroCluster0fl A X| 2 =|X| gF&LICH,

oflA olz{et EME ArESHH 7|
T4 OlHE E=SHAIRL.

OD2H|MYS MY = UFLICH defaults MMS HERSHAIL. Of|E S04, Of2H

OH7H M= A 7|22k
spaceAllocat LUNO|CHSH S7H et npn
ion

spaceReserve J7H02E "gIZ"(M) E="E&" (YY) "euS"
snapshotPoli A2g AMHAF HRQIL|CE noj o
cy

qosPolicy HYE 280 2EY Qos M IEYLICL AERX & ™

/M= 0| M qosPolicy &= adapativeQosPolicy &
SHLHS MEHSHL|CE

[ B i =]

adaptiveQosP WHE ZEO 2 HSH QoS HM IFQLICH "
olicy AEZ|X| E/MAZ0|M gosPolicy E£&
adapativeQosPolicy & SHLHE MEHSILICE.

ONTAPO{|A| XA E|X| &S - NAS - 0|2 0]

snapshotRese AMHLEEOR 0f2fE SE| HESRILICH "0"Ql H2 snapshotPolicy "%US
rve "0|1, JFX| gfoH™L|LCE,

>~
>~

splitonClone dH Al &% 220M 22S 2T "AHH
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M

Oi7H A= 2

(m]
o
encryption M 2&0| NVE(NetApp Volume Encryption)E

gdstetict 71222 YLICt false. Ol F¥S

A85teH NVE 20| lIATH S2{ A0l M &4 ote[of
UO{OF BfLICY.

HHA = 0f| Al NAEZ} M 3tEl H R Astra Tridento|
DTZHXMHE ZE EE52 NAEZL A SHEILICE.

tieringPolic "BIZ3"E AIE%t= AS2t M
Y

unixPermissi REE MEHSHL|C}

ons
snapshotDir  Off HMAZ HOLL|Ct . snapshot CIHEE|
exportPolicy A2 AAIXE HM

=
securityStyl MEZE2 =50 gt 2ot AEHY
e
NFSE X|BL|Ct mixed Y unix HOF AEFY.

ONTAP 9.5 SVM-DR 0|H A9

B AL X

NFS 289 AR "777", SMB 2&

B2 H|0 AS(NY S
llj_lﬂu

"7|%EAI-"

NFS 7|22f2 YLICt unix.

SMB 7|22t2 LI ntfs.

SMB K| ¥ mixed ¥ ntfs HOF AEFA,
Astra Trident2} 2H QoS B JIEZ AtE35t2{™ ONTAP 9.8 0| 40| EHRPIL|C} HZF QoS B
@ 22 AFRSt HM 120] 2t TAQAHE ML= oI5t 210] ZALICH 28 QoS HA

dg2 2= °J:'§':°| e 2ol ol &etS MERLIC.

=5 Z=H[Xd9 o

CHE2 712280] FelEl o iLCt.
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

€ ontap-nas % ontap-nas-flexgroups O|M| Astra Trident?t MEE HLE ALESHO]
snapshotReserve Percentage U PVCE Flexvolll 3IAJZ|E SHIEA| X|HPLICI. AFEXIIL pvcE
SHSIH Astra Trident= M AHME MBS O 2 372 71X HE FlexvolE MHELICL. O]
AME S AH8Xt= pvcOllM 22Xt MT| Jts I7tE =HY Ao QFE IZHHECE M2 IZ72H2
gEg 4 LT v21.07 O|MoE MRIM AHA HE Z7HS 50%E 610 pvc(O: 5GiB)E
e8d of MJ| Jtstt S22 2.56iB0| SatefL|ct. ARBXE @FTt A2 MAN S 2 0]7] EEH—E%ILIEf
*snapshotReserve O HE20f| ILEHEIL|CE Trident 21.072 AFESHH AFEXI7F QESH= AO| MT| Jts
S7H0|11 Astra Trident7t 2 M| 2tLICt snapshotReserve MA| 252| HHEZZ HA|E/LICE o= E%Hﬂ
%ELICH ontap-nas-economy. 0| 2H& HAS HE{H C1Z 0|2 XS A L.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, £ 28 37|= 2/.5=10GiB0|11 A2 7ts3t 37|
5GIBRILICE Ol= AFEXIZF PVC RFUN Xt HUL|CH E 22IYLICH volume show BEE 0O 0|2t FAHS
ZItE HEAISHOF SfL|CE.
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

O] HX[of| M 7|Z MAMEE= Astra TridentS H 10| =8 [ YO M HESHUZE = FS Z2H| X JELIC.
20| =517 Hof| Mot =82 3% HE AldE 2HESHY| 28 282 2718 ZFSHOF LIt olE =01, 2GiB

PVCIt @l Z snapshotReserve=50 1 21, MJ| 758t 37t 1GIBE HM&St= 2 80| EHYMSLICE o2
=0, 252 3GIBE =H5IH 0| =2|7|0|M0]| 6GiB =252 M7| 7t &710| 3GIBE EA|E/L|LC}.

x4 ol of

L IP Z=A CHAI LIFO|| CHet DNS

)14
Of
rr
ox

@ TridentZt /= NetApp ONTAPO|A Amazon FSxE At

0|§2 XI¥dt= Zo| E5LCL

ONTAP NAS ZH = of

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|

o 3 Het Sof Hells HO|E 522 YHO|EY HRV gIEE HALE 7Y = ASLILE "sVM =5 &

7

JrrA

QUESE AQIK|QH I AQK|uHo| AR E ARSI SVME X|HEL|CH managementLIF = MEFSHL|CE
dataLIF % svm Of7H H O|E SH C1Sot Z&L

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB =E&2| o L|Ct

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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ASA 718k 152f of

Ol %A dlE MOl |RQULICH clientCertificate, clientPrivateKey, %

trustedCACertificate (ME[& 5+ U= CAE MESt= 82

St A Ol
=2 T A=

J2|3 Zp2f 2Ef0|UE B M, el 7] 5 AME|

LL— O

1
backendName:

version:
DefaultNASBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.15

svm: nfs svm

ZXROZXJWYXB
clientPrivateKey: vciwKIyAgZG.
trustedCACertificate: zcyBbaG.
storagePrefix: myPrefix

clientCertificate:

1S AAZE HHo| of

M

CA QIS M9| baseb4 = Q12

B AtEh = o XH Y Ct backend. json

S
YE US ASYLCE

O -

...ICMgJ3BhcGVyc?2
. .0cnksIGR1c2NyaX
. .b3Igb3duIGNsYXNz

Of 0|0l M= Astra Trident?t S& AALE FYHMI A0 AARE YMI SO = Mot SR

X|Alots SRS

nas-flexgroup =2t0[H].

1
storageDriverName:

version:
ontap-nas

2o ELIC o] 7|s2 of CHisiM = 52

managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la

backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
10.0.0.0/24

admin

username:
password: password

nfsMountOptions: nfsvers=4

SHA|

by J==ke]]
ko=

LICt ontap-nas-economy % ontap-
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IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

= 22/2LICt smbShare SMB E&2 AME6H= ONTAPE FSxOf| 07 Ha47F et O

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

Of2i EA|El MZ eHoll= Mol mUo||M oF Z2 BE AEZ|X| E0f et EX 72740 MHEIL|C} spaceReserve
912, spacenllocation ANY 2, U encryption HAY Mf. 714 E2 AE2[X| MMof HlElLICE.

Astra Trident?} "Comments" ZE0| Z=H[X|'d 2i|0|2S MEELICH HE2 FlexVol fordi| A ™ ELICH ontap-
nas = FlexGroup for ontap-nas-flexgroup. Astra Trident= ZE2H| X o 7tA Z0| U= ZE 20|22
AEE|X| S0 SAELICH HolE ?{s] AER[X| HE|XH= 714 E XI5 SEEE B0[E2 2l0|2EE Hojg
olAL|C}

M- .
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ONTAP NASZ2| of|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET
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ONTAP NAS ZH| = of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

#oll = £ StorageClassesOil DHZ tL|C}

CIS StorageClass M2l = 2 ISR 7HAF Z0| HHll= o, E MEBYLICI parameters.selector EEOA
2t StorageClass= 2852 @ARSH= Ol AFBY = U= 7t E2 = ZLLICEH MENSH 7t Z0| 2&0] ™ol= o
USLICE
* £ =gt protection-gold StorageClass= 2| & HI| 3l &= Hul 71 Z0f| 0 ELICH ontap-nas-
flexgroup HAE, SE 2H B 7|52 MHIdt= fLet SQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=gold"

fsType: "ext4d"

* E Z=/gLICt protection-not-gold StorageClass= 2| M| #Hf 5! 4| Huf 7tA Z0f| B ZELIC ontap-
o

nas-flexgroup HAE 2 0|22 HT +F2 N|S5t= st EQILICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

2l8tL|C} app-mysqldb StorageClass= 2| Ul HuY 7t Z0f| HHELICt ontap-nas WA E. mysqldb

o
Hofl ot 2E2|X] E S MSsts fEc SLIL

0 mj
02



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* E 5ELICt protection-silver-creditpoints-20k StorageClass= 2| M| | 7HA Z0f| oj & &/ L|Ct
ontap-nas-flexgroup AL, HH 2| 2= 3! 20,000XQ/E MZS H|3st= LTt SAL|CH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

E 2=SLICt creditpoints-5k StorageClasse 2| M| Hmj 7t 0| I ELICt ontap-nas 2f WA= 9l
& Y 7tA EQLICH ontap-nas-economy A=, 5000 22| ZQIEE HRdt RAUSHE AH|AQL|CE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Trident7} t1Efot Jted ES AHEotD AEL|X| 27 AldES SFA|ZLICE

AOIO|E dataLIF X7| M8 =

ChE S Ao
=1

Al *x7| M =0 G|O|E| LIFE HAE £ Qlo, AUH|0|EEl H|O|E] LIFZ7F TEHEl Alf HHll =
JSON It S Hlae £+ US&

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt 3Lt O o] ZE0f HEE R ol ZEE Z&F LHE! CFS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAP& Amazon FSx

NetApp ONTAPE Amazon FSx2} &H| Astra TridentE AIE35HUAI2
"NetApp ONTAPE Amazon FSx" NetApp ONTAP AEEZ|X| F M7t X Zdt= mh

AARS Meoln st & Q=S erefob| BH2|E|= AWS MHIARILICE ONTAPS FSXE

ArE3HH 2| =t NetApp 7|", ds A 22| 7|52 g&dl= sAlol, AWSO| H|O|EHE
XSS o 02 B1a4, BlAA, Hot, 3aeS B8 4 ABLICH ONTAPS FSXS

— - O,

ONTAP It A|AH! 7|5 “'EFEI APIE X| gLt

e

Ord A|ARIZ2 Amazon FSx8| 2 2[AAO0|H, O|= AtLH ONTAP S2{AE2} FARILICE 2F SVM LHo| A T
AAEO| Tt EEE X &SH= C[O|E ZAH|O[LH QI SfLt o] Mo 2&S MME &= AUSLICEH NetApp ONTAPE
Amazon FSxE AH25IH 2212 E0{|A Data ONTAPZ} 22| I[f°' AIﬁE“QE MZELCH ME2 DY A|AE
S8S * NetApp ONTAP * 2t BHL|C}.

NetApp ONTAP& Amazon FSx&t Astra TridentE AF236HH Amazon EKS(Elastic Kubernetes Service)M|A{
A L= Kubernetes 2 AE{7F ONTAPOIM X|2lot= £ R I 4 28S T2H[NIY & USLICL

18 Abst
° SMB 28
° SMB 252 E A5 XA ELICt ontap-nas E2t0[H T SHE
° Astra Trident EKS OHE20|X = SMB 2&0| X2 X| k&L,
° Astra Trident= Windows ‘= E0{|A] A8 &= Podd|2t OFR EEl SMB 282 X gLICE

* Astra Trident 24.02 O|™0f|= XS #i0| d%tEl Amazon FSx It Al*E“OﬂH MAE 2ES Trident0l| A
AR & 4= QA SLICE Astra Trident 24.02 O| A0 M O] 2X|S @hX|st2{H S K| ™ etL|Ct
fsxFilesystemID U&LICH “apiRegion’ Y&LICH apikey“ﬂﬁutf *secretKey AWS FSx for
ONTAPS| BHollE 1M mhof| /}ELICH

Astra Tridentoﬂ IAM S 2 XYtz 42 E K™= AS Wafe &= UELICH apiRegion,
@ apiKey, ¥ secretKey EEE Astra Trident2 HA|MOZ HMetBtL|Ct XtAM|TH LHE2 S
AHZTSHMAI2 "ONTAP 724 SM 8! o|H|E FSX".
FSx for ONTAP =2I0|H M|E HE

CtS S2t0|HE ARSI Astra TridentS NetApp ONTAPE Amazon FSxet E8tet 4= QI&LICEH

* ontap-san: Z2f PV ZZ2H| N Y2 1128t Amazon FSx for NetApp ONTAP =& LHOf| = LUNRILILCE.

rI

ontap san-economy:Zt PV ZZH|X 22 NetApp ONTAP = &0 CHSH Amazon FSx& 74 7Hs$H LUN
£ 71E LUNRIL|CE.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

* ontap-nas: 2 PV Z2H|X Y2 NetApp ONTAP &50] CH$t MM Amazon FSxQLICE.

* ontap-nas-economy:Zl PV Z2H|X|'d 2 gtreeO|H, NetApp ONTAP = && Amazon FSx& 74 7ts%t
Qtree =7t YELICE

* ontap-nas-flexgroup: 2 PV ZZ2H|X'Y2 NetApp ONTAP FlexGroup =&0| CHSF M A| Amazon
FSxL|CE.

C2fo|Hof| gt XiM[et L2 & HZESHIAIR "NAS =2f0[H" 8 "SAN =2f0[H{",

ol

=
Lo

Astra Trident= &= 7X| Q1= REE H|&2stL|C}.

M 7|k Astra Trident= SVMO|| 2X|El QIS ME AHE0H0] FSx It A|AES| SVMt S4I8HL|C.

[2h 2 AFEE £ UELICH fsxadmin THY A|AH EE= O ALEXIJILICH vsadmin SVME 28H

Astra Trident= of CHE M E O 2 0| MBILICH vsadmin SVM AFEXt EE= St Hatg

@ 7}El CHE 0| 52| AHEX} NetApp ONTAPE Amazon FSxOll= 7t U&LICH fsxadmin ONTAPS|
HISHE WHIQl AFZXIULICH admin 22{AE AHZXE & AH3t= 20| Z&LICH vsadmin Astra

Trident2t EHH|.

XA B 7[dh YHar IS M 7| S 2Hof| 0| St E MAES HH0|EY =~ AFLICH J2{Lt* XA T 8
AZM * £ HMSote{ 1 ofH Woll= Mo| MmgiL|Ct. CHE QIE WHo = Hetst{H MAL FHoM 7|ZE LES

M 7stof gfLICt.
21E Sdstofl Tt RMIEE LHE2 EEt0|H R0 tith 15S HZESHUAIL.

* "ONTAP NAS 213"
* "ONTAP SAN ¢IZ"

EKSE 222E ID

I
Ol
0H
mjo
>
OH
Of
Ral
62
[
>
=
w
>
<
12
Il
Hu
o
o[
Of
2

Z2}RE IDE AE38IH Kubernetes PodOl| A HA|E AWS X}
AWS Z|AAN| HM AT 4= QELICE.

AWSOIH S2t2E IDE #83l2{® CHgo| WRELIC

* EKSE Ar235t0] 2=El Kubernetes 22{AE

* 7t IEtEl Astra Trident?t AX|E|HELICH cloudProvider XA "aws" & cloudIdentity AWS IAM &
INPS
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Trident 2 X}

Trident HAXIE AFESHO] Astra TridentS AX[st2{H HES TIHSIL|CH
tridentorchestrator cr.yaml E S22 ™EYLICt cloudProvider & ME{RL|Ct "aws" J2|10
MHBILICE cloudIdentity AWS IAM SEZ 0| SELCE.

of

i

=3 L2t 25 L.

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "AWS"
cloudIdentity: "'eks.amazonaws.com/role-arn:
arn:aws:lam::123456:role/astratrident-role'"

o

L
ojo o
riot

il

=R

i

Ao * 22tRE SE4* 8l * 22RE ID * F2H 19| g2 ZFeLCh

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role'"

C2 oflofl A= Astra Trident 2! SetsE MX|&L|CE cloudProvider & MEHBILICt aws EHE H4
AESILICEH scp U 2HF HAEE AFESHH 'cloudldentity S AEBLICH sc1:

i

helm install trident trident-operator-100.2402.0.tgz --set
cloudProvider=$CP --set cloudIdentity=$CI

<code>tridentcti</code>

Lt 2t8 HaE AIS0He * 22t SgAt 8 * 22t ID * S22 ¢S AEELICH

export CP="AWS"
export CI="'eks.amazonaws.com/role-arn:
arn:aws:iam::123456:role/astratrident-role"'"

CtS ool A= Astra TridentE A X|5t10 £ MHSILICt cloud-provider Ol Z2i3 XA scp, U
cloud-identity & MEHSIL|C sc1:

tridentctl install --cloud-provider=S$CP --cloud-identity="S$CI" -n
trident
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XEMISE LIS 2RISHH AR

* "NetApp ONTAP& Amazon FSx 2A{"
* "NetApp ONTAPE Amazon FSx 221 AAIE2"

NetApp ONTAPE Amazon FSxE S&gtL|Ct

Amazon Elastic Kubernetes Service(EKS)0l|A| 23 E|= Kubernetes 22{AE 7t
ONTAPOIM X|@l3t= 28 Y T FF EES Z2H|NIE 5= UL F NetApp ONTAP IH
MAHIZ Amazon FSxE Astra Tridentet E81e &= %lﬁ'—l'if.

27 At

EESt "Astra Trident 27AFE", ONTAPE FSx&t Astra TridentS Selstz{™ CH30| ZRgfL(Ct.

* 7|Z& Amazon EKS 22{AF E= XHA| 2|3 Kubernetes 22| AH kubect1 AX|E|0] Q&LICE

* 2 AHO ZAX LE0A HZEE £ = NetApp ONTAP IHY A|AEIE 7|Z= Amazon FSx % SVM(Storage
Virtual Machine).

* off CHal Z=H[El ZHXH = EQIL|CE "NFS EE= iSCSI,

@ Amazon Linux % Ubuntudfl 2R3t .= Z=H| THAIE 2tof LT "Amazon Machine
Images(OtOHE 41 O|0[X])" (AMI) EKS AMI &0 w2t CHEL|Ct.

* Astra Trident= Windows = =0{|A| A E|= Podd|2t OFREEl SMB 282 X|HTLICt 2 ZESHMNAIL SMB
=5 DIZ2H|NY S I8t TH| E AESIMA 2.

ONTAP SAN 2 NAS E2j0|H] Et

@ SMB 2 E0] i3l £ 7 d5t= B S 0o &ELICI SMB =25 Z=2H[X IS ¢lot =H| HAES
d-dst7| Hofl
|
1. & SHLHE AH510] Astra TridentS HHIEIL|CH "HH It 2,
2. SVM 2| LIF DNS 0|E& #TgLICt o€ S0, AWS CLIE At&3t0{ & H&LICH DNsName Off 4

Endpoints — Management IS HES A =:
aws fsx describe-storage-virtual-machines --region <file system region>
3. of et QIZME THED MX|ELICH'NAS = QIF" EE= "SAN EHoll= 915",
oY A|AEI| HEY & A= BE XM SSHE AHESHO] T A|AEI(0]]: QIS A AX[)of|
() =2aom 4 usLich B A8E +L|cr fsxadmin AFSX}, DI AJAEIS MASH of 743t s o

Ol A 22| DNS O|& aws fsx describe-file-systems.

4. ofzfl of|of] EAIE! CHE AZ A2t 22| LIFS| DNS 0|§2 AHE5t0] Holle mtei s MAetL|Ct.
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YAML

J

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXXXX . £S5 —XXXXXXXXXXXXXXXXX . fsx.us—
east-2.aws.internal

svm: svm0O1l

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

SONZ EZsHA|I2

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XX KXXXKXKXXKXKXKXKXKXXKXX . fsx.us—-east-2.aws.internal”,
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRl1c2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

—

C} o2t 20| AWS Secret Manager0ll HEE! SVM A+ SH(ALBX} 0|2 8 2t)2 A8t}
S Wy 4 AL,
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas
spec:

version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas

svm: svm-name

aws:

fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:

name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-

name"

type: awsarn

JSONZ EESHMAIL

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"

}I
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-
2 1 XXXXXXXX:secret:secret-name",

"type": "awsarn"



A BHS7(0f et XtMISt 82 LhE 238

° "ONTAP NAS E2}0|HE A6 -
° "ONTAP SAN E20|HE ALE35I0] HAIEE A etL|Ct

SMB =& ZZH|X'dS ¢let ZH

—

£ M8310 SMB 252 Z=H|XN'JY = AELICt ontap-nas E20|H. &
CetolH Sgf ChS HHAIE 2= BLC)

L=ZL|C} ONTAP SAN 2 NAS
Al Ztst7| Foj|
£ AME510] SMB 252 TZH|XY5}t7| H0f| ontap-nas E2H0|H, CH20| QL0{OF BHL|Ct.

* Linux ZAEE2{ =E 3! Windows Server 20198 & 3St= Windows X .. E7H = Kubernetes 22{AH
Astra Trident= Windows = E0{|A A3 E|= Pod0l|2H OFRE Sl SMB 252 X[ EL|CE.

=8 =
* Active Directory XtZ ZHO| Z o=l Astra Trident @S 7t StLt O] & QJUO{OF BHL|CH RS E M-MBiL|CH
smbcreds:
kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* Windows MH|AZ FME CSI ZEA|. E FHYLICH “csi-proxy’ & HESHYA|R "GitHub:CS| ZEA|" EE=

"GitHub: WindowsE CS| ZEA|" WindowsOHM AMME|= Kubernetes =E9| B2

THA|
1. SMB 3RE MHELICL OIS F 7HX| YWY 3 StLtE SMB 2|xt ZRE MHY £ JELIC "Microsoft 2|
Z&" 2R Zr| AHQl fE= ONTAP CLI AF2 ONTAP CLIS AH2310] SMB 2RE AAsl2{ S
VE=PSJN[=}

a. Ut 42 R0 st CAED| 3= 25 Wyt

E Z2IgLICt vserver cifs share create BY2 3/E MMSt= S0 -path M| X|HE Z22E
2IoIgtL|CH X ™ot 227t glo™ HFo| AofgiL|Ct,

b. XM=l SVMI} HZEl SMB 23S MAMSHL|CT.

vserver cifs share create -vserver vserver name
share name -path path [-

-share-name

share-properties share properties,...]
[other attributes] [-comment text]

C. SR7t YHE[J}=X| =elgfLCt.
vserver cifs share show -share-name share name

() sazstNe 'SVB 29 MAHLIL B BEeHIAIR,

=
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

2. HHOl= 2 MAMSH I SMB 228 X|Mdta{H Cr2 S A0} SHL|CH S ONTAP Eioll= 1A SMof| st
e 6%*'AI£2 "ONTAP 74 4

oco=2
tAlt LIE=2 S EX

OH7H 1

smbShare

nasType

securityStyle

unixPermissions

ONTAP LA M

Amazon FSx for ONTAPS| BHAl =

o€ ®MSELCt.

OH7H -
version

storageDriverName

backendName
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X olK[E FSX".

Mo

=0
Microsoft 22| 2& 5_
CLIE AtE5I{ MME

= ocoo=

xFH6+A~oPku[h

o2 T M-

0| Oj7H'H === ONTAP ol =of|
CHSE Amazon FSxOl| ZfL|Ct.

* & 2 MdHEsoF gLt smb. *
nuII°| 2R 7|83t 2 M™EL|C}

L. OT L HATC

nfs.

MZ2 =0 Cigt 2ot AEtA

*E 2 AE'UE-I Hol: ol-|__||:|. ntfs EE=

mixed SMB EE8.*

DCE MEH
tol M= * &

X OHE FSX

Sch=

AE2[X| E2t0[H 2| O|F LTt

AHEXHXHE 0|5
HHO|| =
= _—

L ANE
s =

E2x|

ONTAP
S“AB:nc>o|

0| &&= Astra Trldent7f SMB
Lo 2 MMSE A QIR 0|22

EHSHL|CH SMB 2 &0
H|9| FO0{0F EL|C}. *

—_

o

smb-share

smb

ntfs EE= mixed SMB =

Hoi| CHaH LOHsAAIQ. O] MMofl M ol 4

of

FAF 1

o

0Ot

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

E2l0|H O|F +“_” + dataLIF



oH7H i

managementLIF

datalLlIF

autoExportPolicy

=l

Z8{AE £= SVM 22| LIFQ| IP
FAULICE

FQDN(H2tE =0Ql 0|8)3
X|&Hg 2 UELICE

IPv6 Z2| 15 AHE3SH0] Astra
TridentE AX[3t 22 IPv6 FAE

A8t E AHY & ASLICE IPv6

FAE RS E F0{of BHL|CHO:

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:35585]).

TZEZ LIFQ IP FAYLICE

* ONTAP NAS E2}0|H *: §|0|E]
LIFE X|Hdt= 20| E&LICt
HBE|X| g= AL Astra Trident=
SVMO|A H|O|E{ LIFE 7tXSL|Ct.
NFS OIRE Zeiof At 8E
FQDN(EH&tE el 0|8)2
X|HSHH o42] HIO|E LIFIN 2=
A2 Qdll 2t2E 28I DNSE

* ONTAP SAN =2t0[H] *: iSCSI0||
CHoH X[ SHX| O A L. Astra
Trident= ONTAP MEHX | UN ™S
A8t CHE H2 M2 dH-st=
ol ZRstiSCI LIFS ZAHgtL|Ct.
HIO|E LIF7} HAIM O = Ho|x[of
U$UOH AT MM EILICE

IPv6 S22 1 ALESI0] Astra
TridentS |8t A< IPv6 FAS

A8t E AHY & ASLICE IPv6e

FAE UHES 2 FO{0F RL|TH:

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:3555]).

A= AIAZE XA AHA Ol oIf|0|E

-1 oo X

o
[Boolean] &4 3}

E MEYLICE autoExportPolicy
8! autoExportCIDRs &M, Astra

Trident= AATE MMS X502
e 4 JAELC.

L
WS & QUSLICE £7] M o
G2 4 ABLICH 2 HEEHIAIR

o
“10.0.0.17, “[2001:1234:ABCD::fee]”

false
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OH7H 4 29 o

autoExportCIDRs oH| 7|Z2 2 Kubernetes == IPE  "['0.0.0.0/0", "::/0"]"
ZEEst= CIDR =S L|Ct

i =]

autoExportPolicy 7t
2hdstE Lt

E AEYLICt autoExportPolicy

% autoExportCIDRs &M, Astra
Trldent" AATE HMS x}ggg
BH2/8 4 aLict

labels =50 Mg 29|9| JSON 4 "
Z|0|2 MEIL|Ct

clientCertificate Base64 - 22I0|HE 2Z A Q| "
ol FCIEl ZhoIL|Ct OIS A 7|tk

2150 A+ E LIt

clientPrivateKey Base64 - 22t0|HE T2l 7|29] "
QDL E IRALICE QIS A 7|t
2150 AtEEILICE

trustedCACertificate Base64 - ME|E £+ A= C
QIB MO ClFL &l ZHRIL|C,

I-
Atgh QB M 71t Q %OH

A
username S AE EE= SVMO|| HZE AL
O|EQIL|Ct XtA BH 7|H
A EILICE. of|: vsadmin.

password Z2{AH £= SVYMO|| HESHE 25
4 33 7|”J QB0 AFEEILICE.

-1 O O

svm A8 AEZ|X| A AL SVM 2| LIF7t XI5 E A0
IS EIL|CE.

storagePrefix SVMUM M 282 T2H| MY I trident
MEE|= HFA
MM o= +8e =+ §IELICE O
I:'H7H H-E Q0| ESHH M
sHAl=E MAMsoF gLt

limitAggregateUsage * NetApp ONTAP * & Of0FE FSxO| AMESHA| ORMAI.
CHoh A= X[ASHK| DR A2

M& fsxadmin ¥ vsadmin
OHZ|H|O|E AFEE A1 Astra
TridentE AF23H0] X|etst= O
ot Moto] ZEE|of UK

& L|CE
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oH7H i

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

3717t O] gL 2 3R
gEof fofgfLct.

CESH gtree 3! LUNO]| CHAH 2t2|5t=
=&l 2|t 37| & S ML
gtreesPerFlexvol M8S
ArE35HH FlexVol Z[CH gtree &5
MEXFXEY = AFLIC

FlexVolg X|CH LUN 2= [50, 200]
H2| LHoi| RLofof BFLICE.

-

SANEH i

=M SHiZ Al AFEE C|H2
Zef3ILICE ofl: {“api™false,
“method”:true}

ol

AHESHX| O A2
debugTraceFlags =X & A
Mot 23 HIoot 2Hest 2*E
Helst

AE2 725 NFS OI2E M
=29/t

Kubernetes 7 282 ORE
SMe dbtMozZ AEE|X|

Se AN XML X9t AER|X|
A0 OIRE SMS X|HSHX|
Of O™ Astra Trident?t AEZ|X]|
sl =of F-d mrofl X|ME OHRE
=SME ALESI 2 SorZL|Ct,

AEZ|X| S2A E= 74 IO
OL2E SM0| XM X| %2 HLR
Astra Trident= HEE 7 SE0|
O E g2 MESHK| gt&LICE

NFS EE= SMB 28 AN
T EHL|CE

o

SN2 QLICt nfs, smb EE
nullQJL|Ct.

* & 2 AFEdof HLCt smb
SMB £82| Z2. * nul2 HHsIH
J|2Ho2 NFS 280| 2&ELch

[

FlexVolZ Z|CH gtree, H$| [50,
300]0f| QLo{of &

of

»(l2Moz HBEX| 1)

100

nullL|Ct

nfs
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oH7H i

smbShare

useREST

aws

credentials

29 o

Microsoft 22| 25 = ONTAP
CLIZE AHE3I0] &=l SMB 37
0|2 EE &= Astra Trident?t SMB
SREMHES £ JATF 0|ES

o

T o
|8 &= ASLICH

smb-share

O| Oi7HtH 4= ONTAP Hioll =0 CHet
Amazon FSxO0f| Z etL|C},

ONTAP RESTAPIZ AI23%I= 28
Of7H HAL|CEH * 7| 0|2 7] *

false

useREST TZEM 24 H5t7} O
HAE 2tF0| &L= 7| 0/2
HI|2 M ELICt E 2 ™ot 32
true, Astra Trident= ONTAP
REST APIE AH26I0{ WAl = 2f
EMEL|CE,

0| 7|52 AtE5I2{™ ONTAP 9.11.1
O| 40| HREfLICE ot AFEE|=
ONTAP 211 H&hof| off CHgh AAMA
Hoto| QLoJoF ELIC ontap S8
D2 0|l= AR HO|E off I3
SZELICE vsadmin & cluster-
admin &g

AWS FSx for ONTAP2| ++d

oo M CHEE XEY 4= USLICE

- fsxFilesystemID: AWS FSx

ot A|AEIC IDE X|™BLICE.

- apiRegion: AWS API X[ m
olgelLict, n
- apikey: AWS API 7| 4L|LC}. o
- secretKey: AWS H|H 7|ILIC},

AWS Secret Manager0fl &g FSx
SVM xt& ZEE X|™eL|Ct

- name: SVM2| A}H ZHO| Ltz
H|2' 9] ARN(Amazon Resource
Name).

- type: 2 BH™ELICt awsarn.

S XS A|IR "AWS Secrets
Manager 2= £ ddgfL|CH &
XA,

AH|O|E datalLIF X7| FH =

CHE P2 At x7| 74 =20 HIoIE LIFE HEY & A2H, YH|0|EE H|O|E LIFZL X
JSON IS HSe = AELICH.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

()  Pucrisi oluel 2ol o
X5 £ 2 sof eIk,

Ol M Ol2{st ZME AHESHY 7|
T4 OHIE HESHAIL.

O 7H g2
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

|H

f Qo
JELICE AEEIXI EX
Bl = 0| A qosPolicy L=
adapativeQosPolicy & StLt=
MEHSIL|CE

Astra Trident2t 7H QoS HH
JEE AME3812{H ONTAP 9.8
0|é!0| ZeptL|Ct,

HZ S QoS %*—.
=M 20| 2 __I.l.
x495|52 sh= 74
QoS MM 122
HEIEFOH CHal Absts

IJ
iz
o
>
ol
Ot
k1

ox
fo

>\l

@ >

o> nE
HU

1A
00 o

bl
ﬁoﬂ

dEE 2B & o

A O2QIL|CH AEZ|X
“”?i'EOﬂ*‘I qosPolicy EE=
adapativeQosPolicy & 0H—f§
MEHSHL|CE,

I:.}-oEI-

CC
a4

ONTAPOH|A K| E|X| 24Z - NAS -
O|Z 0|

A4S0 Ol Of|ofEl &S| HMEE

}ﬂ
rin
n
|
HU
n
1o
Bt

= 3R oY ZEE 25 W2l CFS CHAl 22{24A A CllOfE LIFZt

MMAS XML oS S0, Off

none

If(8< snapshotPolicy UJUELIC
none, else

false

103



oH7H i

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

ol x| 2

104

29

M 250 NVE(NetApp Volume
Encryption)S &AalgfL|Ct,
71222 ULICt false. O| SME2
ArE3st2{H NVE 20| MIA T}

S AE|M ZM3E[0] QL0{OF
28 g

HHAE0f| Al NAE7} &M stEl 22
Astra Tridentd]] Z2H| XY= 2=
=52 NAEZ} 2 MStEILICE

KtMSH LHE2 CHS 2 AESIYAIL.
"Astra Trident”t NVE 5! NAE2}

| -
HSEl= 24",

LUKS 2=2E AFEELICt 2
RS AR "LUKS(Linux Unified
Key Setup) AFH2".

SANEH B E.

*SMB 282 3% HI® sLICh *
A

M=Z2 =50 thet 2ot AEHA

NFSE K| ELICt mixed & unix
HOot AEF.

SMB X2 mixed & ntfs EHOt
AERY.

N
M
gy

Hh
0]
[
)]
0]

snapshot-only ONTAP 9.5 O|H
SVM-DR 748

NFS 7| 222 YLICt unix.

SMB 7| 222 YLICt ntfs.


https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html
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https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html
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https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html
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https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/ko-kr/trident-2402/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
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SMB 2 &0 et AE2|X| 2HAE AMSL|CE

At nasType, node-stage-secret-name, ey node-stage-secret-namespace, SMB =E8=
X|™st HRot Active Directory At ZE2 Mg = USLICE. SMB 2E2 E AFE5H0] X[ EL|Ct
ontap-nas E2t0[HZH S{E

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

I 22| X}7t L= AWS FSx for ONTAP 714

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
managementLIF:
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

EKS 22{AE0|M Astra Trident EKS O E2 H 7 23.102 A EtLICt

Astra Trident= Kubernetes0l|A] Amazon FSx for NetApp ONTAP AE2|X| 22|E
Zta2tSH] JHYXERE 22| Xt7F O E2|A|0|M 50| EFE & J = X|HELICE Astra
Trident EKS OHE20]= £[A 2ot IiX| 5! HO 0] Zate[0] 2 AWSO||A| Amazon
EKSS a7 AFEE &~ UCt= A2 ABYUSLICH EKS OHER S AHESHH Amazon EKS
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Se|AE{o] HOIT QI AS NAMOR BEsD Oj=22 Mk, 74 U ro|E3ts of
Lot A2 FY 4 YLt

e e
AWS EKSE Astra Trident HE 22 7 ASH7| MOl CHS AFS &QISHMAIL.

* OHE2 70| = Amazon EKS SE{AE A™EYLIC

* AWS OpZIE2[0] A0 CHet AWS &S
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 848: Amazon Linux 2 (AL2_x86_64) E== Amazon Linux 2 Arm (AL2_ARM_64)
* L5 R AMD E= ARM
* 7|2 Amazon FSx for NetApp ONTAP I} A|AH

EHA|

1. EKS Kubernetes 22| AE{0f|A] * Add-ons * ¥ 2 0| S 8fL|C}.

EKS 3 Clusters D netapp-test
a1
nEtapp-tESt | © || Delete cluster
@ End of support for Kubernetes version 1,26 is June 2024, If you don'tupdate your cluster To 2 later version before that date, it will automatically enter extended support. After the extended support Update now |

praview ends, clusters on versions in extended support will bo subjoet to additicnal fees. Leam more [

¥ Cluster info 100

Status Kubermates version infe Sup

Proréider
@ Acthve 1.26 EKS
Overview Resources Compute Netwarking Add-ans Authentication Observability Update history Tags
Add-ons (3) i
fuvy category W Aavy status b4 1

2. AWS Marketplace OHER * O Z 0|55t _STORAGE_CATEGORYE ME{BIL|CE,
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AWS Marketplace add-ons (1) c |

Disarvay, sisbacriter b g corfigure EK% aod-om to enhance yoee CXF chatm

| O Fandd odfeon |

Filtbiring ofxsons

ILWJPI'_:EWW'“MIPTMM': Clear filters |

MMetApp  AstraTrident by Netapp =
Sixtrm Traden streamlices Sovaenn Fia for Meeipp ONTAP viorage mamsyemern « Kuberneses 10 it
your Seeepl opors ane ademi abors Focin on i daployment, P for ONTAF fesibad iy,

wpalatd ity and rtegraton apaAtiey ke 1 1B desl chpes for srgamigatoen serkmyg o
arnEneristd arage ok e, Mvocudt dells E

Category Lsted by Copported warisdid  Prlong starthng ot
Morage HutApy, v B 127, 1,26, 125, Wiew pricing
124,123 drtaiy [#

3. AstraTrident by NetApp * £ &1 Astra Trident Of =2 =Ql2ts MEBHL|CE

= - -

4. k= FIt 7|5 HES MESL T,

=

Astra Trident by NetApp Remave
Listed by Category Status
MkstApy storage ) Ready to install
You're subscribed to this software View subscripticn J %
Yau an view the terms and pricing details for this proguct or choose
another offer if one is available.
Version

Srbect e wnbiaitin For thih sdd-on

V25 1000-chabantcl 1

v
Select LAM rofe
Saplecl S0 UMM Pode B0 Lol Wt 1Rl 300 T crsate 5 mow Fold, Tolloey (e lesuactionm im the Amacoor ERS Lises Guide E
Mot set & | G |
(8] Flfl:'rrdﬂ
Not et o
. This add-gn wil use- T 1AM ree of Ky node whoee 1T e

cance [ oveves | [

S. LEOAM ASE 1AM

o]
=
(=3
=

6. Zoo w228 M-

- =20
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Review and add
Step 1: Select add-ons

| et |

Selected add-ons

O\ Find add-an 1
Add-on naeme Y Type v Skafiun
metapp trident-operator oo @) Ready to imzald

Step Z: Configure selected add-ons settings | Edit |

Selected add-ons version

Fedel-gen NI Wi 1AM il

et —p ator I3 10.0-whabsailed. 1 Inhptt dreem pode

Cancel Previous | [CEraate
ol ==

7. Create * & ME4TIL|CE,

8. OHE22| &ENTt _Active_QIX| &helgtL|Ct.

2!
Ao (1] a e

ok AutvaTridesst lry Melhpp

CLIZ A28} Astra Trident EKS 0HE 28 MX|/d|HEtL|Ct

CLIZE AI273}0{| Astra Trident EKS 0H=22 MX|gfL|Ct,
Lt & 0f|0l A= Astra Trident EKS OHE RS MX|ShL|Ct,

eksctl create addon --cluster K8s-arm --name netapp trident-operator --version
v23.10.0-eksbuild.
eksctl create addon --cluster K8s-arm --name netapp trident-operator --version

v23.10.0-eksbuild.1l (M H™ E&h

CLIE AI850{ Astra Trident EKS OHER2S H|7{EL|C}.

Cte HAHES MlistH Astra Trident EKS OHE20] ®HElL|CE.
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

kubectlZ HHAIEE OHEL|C}

WA= = Astra Trident?t AE2|X| A|AH] ZHo] 2HA| S FOIRILICE. Astra Trident’t 2E2|X|
AARD SABH= W Astra Trident/F 2E2|X] A|AHOM 2EES Z2H|A usrh HhH S

=5 = — oHd=2
2| ZLICL Astra TridentE AX|¢et = Lt tHA|= HHAEE Md5t= AQJLICEH E St
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TridentBackendConfig CRD(Custom Resource Definition)E AFE3HH Kubernetes
QIE{H|O|AE Sl Trident HAEE =IF MM S pta|e o~ J}SLICH E AL8sHH o] &S
el = JELICH kubectl E& Kubernetes HIEZE 2o 853 CLI =7 E AT
OI¢|__||:|.

M- .

TridentBackendConfig

TridentBackendConfig (tbc, thconfig, tbackendconfig)= 2 AHESI0] Astra Trident H{AIEE 2t2|gt
+ Y= ZHEME, 0| Y= CRDYULICH kubectl. O Kubernetes X AEZ|X| 22|Ats M8 BHE REL|E
210| = Kubernetes CLIZE Sdli 21F HAIES MM G 2a[e o JUSLICH (tridentctl)E SEILICH

E MMe i TridentBackendConfig LEME CIS1t 22 $4AM0| 2HA4HotL|CH

© HHOlE = ALKt MZ st Mo w2t Astra TridentOll A AHS O 2 MMBILICE O] 52 LHFEXHOR 2
HEAELICt TridentBackend (tbe, tridentbackend) CR.

* £ 22I8LIC} TridentBackendConfig Ol 1RSHA| BRI EIL|Ct TridentBackend Astra Trident7t
PNPSE] ¢|__||:|.
ToAMm-d
pd A

22t TridentBackendConfig 2 AMESH0] YCHY OHEE |XIELICE TridentBackend. TXAH= HAIEE HA|
% M| 2/ ALEXIOA| MBS == QIE{H[O|A0|H, Xt= Trident”7t &AM BAIE HA|S LIEHH= 2 ILICEH

@ TridentBackend CRSE Astra TridentOlAM AtS O 2 MASILICtH £HE & QUSLICH HAEE
ATO|E BB 2 2H510] O] S £HBILICH TridentBackendConfig QEHE.

Al
2l

1o
09k
rlo

Ct

gjo

O|E EXSIHAL TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

9| 0| & H=E = UASLICH "Trident - 2 1" #dts AE2|X| EAUF/MH[22] HE FHE 2ot
Cl E 2Lt

2ItLICE spec MAIE 22 1 D7 H-Z ALERILICE Of ool M= HA =M S AFERILICE ontap-san

Z HSE 74 o7 Ha-E AMESHH AEE|X| E2t0|HE LI22EYL|CH /fdts AE2|X| E2t0|Hoff Tt
= HESHIA R "AE2|X| =2t0[HOf| Cigh HAlE g FE LTt
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E Z2YLIC} spec MMz & ZEE|H J}ESLICH credentials W deletionPolicy Offl M2 =E
ZEQLIC TridentBackendConfig CR:

* credentials: O] D7 HeE T4 TEO|H AEZ|X| A|AE/MH|AE QBSHE O AFRE|= AHE SHS
ZSBtLICH AF2XH MM Kubernetes SecretQ 2 MM EILICH XA ZHS LU HIAER MES £~ glOH QF I}
SIS C}
=2od -

* deletionPolicy: O] BE&= Of| M =AHOF St= 212 HO|BILICt TridentBackendConfig O|(7h)
7 o

= =
° delete: J12{H £ 50| D& M| EL|ICt TridentBackendConfig CR % 22 HHAE 0] Zf0|
7|22 L.
° retain: 7} TridentBackendConfig CRO| AX|E|0{ T WA= HO|J} A& EX|st = ga[eh +
UELICE tridentctl. A BME 2 MHYLICH retain AFEXIZL O™ 2E|A(21.04 O|H)E
Cr2O0| =5ty M=l HAlEE FX|E £ JUSLICEH O] HEQ| 2t 0|=0f K0|EE £ JUSLICH

TridentBackendConfig O MM EL[CT

AL O|E2 E A5t BHELILE spec.backendName. X|H5IX| g H HHAlE 0|F0| 2f
@ O|EC 2 MHELICt TridentBackendConfig LEHME (metadata.name). 2 ALESH0] WA=

0|22 BAMo 2 HdHdH= 40| ZELIC} spec.backendName.

2 QL= HAE tridentctl HEE 7} YELICH TridentBackendConfig LEHME 0f|A] 0|25t
A EE 22|t T MEfer & JELICH kubectl 2 HHELICE TridentBackendConfig
UELICH Lot 714 Oi7H #H~(0| spec.backendName, spec.storagePrefix,

o

spec.storageDriverName &) . Astra Trident’} MZ MHE 2 XISC=2
HFQIZIBILIC} “TridentBackendConfig 7|& WAIEE AFZEIL|CE

©

n
x
=
FO

)
Rl
0l
el
2
P

A =S HEYLICH kubect TS S +=&8HOF LT,

=

.|

-
==
>
ok

—_

FLICH " HHE|A H|Z". H|2 0= Astra Trident7t AE2|X| S2{AE/AH|ALL S46tH= O Bt At

% ood |
SHO| ZE[0f UAELICE.

2. 2 MMBIL|CI TridentBackendConfig LEHME AEZ|X| S AE{/MH| A0 CHSH XEAM|SH LD} O|F
CHAOf| A MM QS E EXSHMAIL.

HAIEE MHot = 2 AFE5I0 ofe MEHE 2eled = JUSLICE kubectl get tbc <tbc-name> -n
<trident-namespace> F7| M|& HEE ST gL|C

1ZtA|: Kubernetes Secret AiAd

Cof ohet MM A X2 SHO| ZoteEl Yo E MERfLItt. ol= 2t AE2|X| MH|A/ZHZE0Ct CHELILE ol E SE

-1 © o [ ==
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kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username:

password: tUAxQ7qg (>

o #ofl= 2 AE2|X| E3H

AER|X| EHE iz LE MY

Azure NetApp Files

GCPE Cloud Volumes Service

GCP£ Cloud Volumes Service

22 (NetApp HCI/SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

=2l H|2o

cluster-admin

Zt=|0{0F St= EETH =0 ASLICH

YLIC HIE

SZI0|AUE IDYLCt

private_key id

il 7|

AEZXLOIE

ME AFEXLOIF

clientPrivateKeyS MEHBIL|C}

7421 719 IDYLICt. CcvsS Ez2|Xt
odst2 71xl GCP MH|A AKX of| cist
API 19| 2l

0l 7. Ccvs 2E|xt Hegtg Tz
GCP AMH|A A Fof| chet API 712

0II=I

HHE XA 50| = SolidFire
SHAEHQ MVIPRILICH

S AE/SVMO| HEE AHEXt
O|SYLICt XA B 7|8t 2150
A E LIt

S AE/SVMO| AESH= &= X4
S 7|8t AB0f| ArZ LTt

L O

Base64 - 2210|HE JHel 7|9
QITLEl ZIALICE QEM 7|k
elEof A E LTt

QIHIRE AEXt O[S IL|CY.
useCHAP = TRUESI A2
mAolL|Ct 2

ontap-san-economy

ontap-san %

1M



AEZ|X| EEE Qs TE Mol O H|2 e MoolL|Ct

E =o-d

ONTAP ME{A|EA|ZE CHAP O|L|AJ0f|O]E{ &= ]L|C}.
useCHAP = TRUE®Q! E2
LL|CH 8 ontap-san 5

ontap-san-economy

ONTAP chapTargetUsername £ MEHSL|CH CHA AKX} O|ERILICE useCHAP =
TRUE?Q! &< g¢°'utr g
ontap-san 5 ontap san-
economy

ONTAP ME{ELUO|LE A 2E CHAP Ef2ll O|L|A|0f|O]E

ot QIL|Ct useCHAP = TRUE?!

7:|o 11le||__||:|. =2 I

ontap-san
ontap-san-economy

O] CHAIIM MMEl 25 = oM RZEILICE spec. credentials @] 2E TridentBackendConfig CHS
CHAlO| M 2HE THAI LT

2CHA|: 2 AMSILICH TridentBackendConfig Q&LICH

O|X| 2 BtE &=H|7t E|U}ELICE TridentBackendConfig YSLICH O] K[0M = E AHESH= HAEE H| FLICH
ontap-san E2I0|H= £ A5 BHSLIC TridentBackendConfig Of2f 7|'|X|.

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: o MEHE =CIStL|Ct TridentBackendConfig U&ELICH

|

O|M| & PHEA}ELIC TridentBackendConfig CR, HEHE &tQleh 4~ JEL|CH CHS O HZTSHYAIL.
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kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

SHAI =T} M [0 Off HEQIE E[ASLICEH TridentBackendConfig UELIC.
&2 CtE 2 & 5HLE A8 &= JUSLICH

* Bound: TridentBackendConfig CR2 HAIE0f| HAEZN JYOMH o=t A =0]l= 7t TS0 JYSLICEH
configRef 2 B™EL|Ct TridentBackendConfig Cruid(CR'uid)

* Unbound: & AF25t0] LIEPHAL|Ct . & S2IBILICH TridentBackendConfig 2|7t BHAI=0f| HIQIZ £ X]|
ASLICH BF MZ MMEIAUELICH TridentBackendConfig CRSE 7|2 O 2 0| thA|of Q&L|Ct THA| 7t
HZE 20|= ChA| HIQIY (K| 2 MEE = EE 5 SSLICL

- O

mufn

Deleting: TridentBackendConfig CR2| deletionPolicy O[(7}) MHE =S MHE[UESLICE.
SELICt TridentBackendConfig CRO| AFK|E|0 AFR|| AtEHZ M SHEIL|CE

o HHAIEOf X|&MH 85 Z2l|(PVC)0| e B2 S MHELICH TridentBackendConfig Astra TridentZ}

o o1 =

SHAIC S Mg % ofL|2t = MF|BLICH TridentBackendConfig U&LICE

-

o HHAIZ 0| PVC7} StLt O] & U= B2 AN HEfl= MetELICH & S2ILCt TridentBackendConfig
O|=0]| CR2 AtH| THAIE AIZfRtL|CE BHAlE Bl TridentBackendConfig BE PVCIt AN El 0|2t
Al'x-”El |__| |:_|-
| [=] .

* Lost: 2 HAE WA T YELICH TridentBackendConfig CRO| #42 = 19X OE MY LU 5l
O[(7h) MH=|A}ELICH TridentBackendConfig CRU|E AMA|El BHAI=0]| CHEE &It S| QJELICE E
2&/8LICt TridentBackendConfig CR2 2 &2Q10| AX|e 4 JYELICH deletionPolicy &f.

* Unknown: Astra Trident7t 2 HZ =l gHAl=o| AE EE= ZXHE 2olet & I &L|C TridentBackendConfig
UESLICE O|E S0, API M7} SESHK| 4AHLE 7} SESHK| b= B2
tridentbackends.trident.netapp.io CRD7} FEIE|UELICE O] A2 JHR0| 2T 4 JUSLICE.

O] EO A= MRS} YBHOR MMEILICH CHST 22 % 7HX| SIS 2712 M2|E 4 YL el
AEO|E 3 A= A

g 4 BLILk

n
][0}
08
I
o
>
OOI'
Ot
2
15
=
[
=2
i
rot
Ral
=
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kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab269%e6ab8 Bound Success ontap-san delete
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EESH Ol YAML/JSON HIOXE A

o

I Q&EL|CE TridentBackendConfig.

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo O 7t ZSE| QYELICH backendName B backenduuID O CHe SEICZ MM E| HHoll =
TridentBackendConfig U&LICH & S2ISLICt 1astOperationStatus EE£ Q| ORX[2f 2 AFEY
LIEFHLICH TridentBackendConfig CR - AFE X7 EB|HE = JUSLICHO: ALEXIZL UM 252 HETE)

C a

i

-

spec) EE= Astra Trident(0ll: Astra Trident {A[ZF Z)0i| 2|5 E2|AHELICE M5 E= AIY = J}SLICE phase
7to| A MEHE LIEFALICE TridentBackendConfig CR 5! BHAIE 2] G0 A phase Of 240] HIQIE =04

U}ELICH F, o] off Ciet ARLICE TridentBackendConfig CRO| Al =0 HAL[O] QJELICE

= %'30"'_‘5.;-*—?— '$L|E|' kubectl -n trident describe tbc <tbc-cr-name> O|HIE 29| ME MEHE
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HZEl 7F Zot=l ol = = AH|O| ESHALE AR 4 9I&LICH TridentBackendConfig QLEHE
(D) A2 tridentctl. B AIZ310 8 IS O[SHELICt tridentcel X
TridentBackendConfig, "07| & & ZSHEAIL",

ol el

dh
kubeck= AE5H0{ M= 22|

= ArE0ot0] HQll= 2| ZH S +AlSt= SO T ZOFELICt kubectl.

M

£ AMH|EILICE TridentBackendConfig, Astra Trident7t B E AtH|/EZ(S 7|HUO 2 8H 2 S8st 2
X|AZLICH deletionPolicy)E S2IYLICE HAEE AH|SI2H S 2QISHYA|R deletionPolicy 7t

MHE =8 MYE0] JESLICH 2 =21 2F AHELICH TridentBackendConfig 8 AESHIAIL
‘deletionPolicy FXIZ2 HHE[0] USLICL O|HA| StH WA ST} AL EXYStD E AHESHH 2t2[e &~ USLICH
tridentctl.

kubectl delete tbc <tbc-name> -n trident

Astra Trident= O|A| AF2 EQl Kubernetes SecretsE AH|SHX| &&LICH TridentBackendConfig. Kubernetes
A 8XtE 7|2 S Foljof L |Ct H|Y HEE AH|e mi= FO[sof EL|Ct L= WAZo M ALESHA| gt 20Tt
ArX|soF L|Ct.

kubectl get tbc -n trident

2 Mllet £ JELIC tridentctl get backend -n trident & tridentctl get backend -o
yaml -n trident EMst= ZE WAES| ZES JIMZLICE 0| S20= = T WAlERE IBHEIL|CH
tridentctl.

HACE AH[0|ERLIC

T

HAl=E YOOI E8HOF 5= 0| R= G 7HX|7F AS 5= UASLICH

o AER|X| A|AEIY| CHt X}H SHO| HAZUELICE X1H SHS HO|0|EStY| 2IsH ol M AFRE[= Kubernetes
SecretL|Ct TridentBackendConfig Z{K|E RO|O|EdHOf BLICE. Astra Trident7t AHSCE HAEE
MSE XA XA ZHOZ AG|O|ERLLICE CHS HHEE MG Kubernetes SecretE 2IH|0|ESHY AL,

kubectl apply -f <updated-secret-file.yaml> -n trident
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* 071 H=a(ol: AF2 B2 ONTAP SVME| 0| 5)E Y|0| Esl{of efL|Ct.
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o AHIO|EE = JELICt TridentBackendConfig LS HHS AFESI0 KubernetesE Edl| 21
QU ES EMMBH|C}.

kA
rir
N
I
njo
rt
oX
gt
1
£0
o>
=
n
H
=
'_l
0.
0]
3
=1
oe]
I
Q
Q
()
3
(o8
Q
(@]
=}
=t
'_l
Q
n
EIIO
OE
mjo
=
oo
iely
rir
0
Py

kubectl edit tbc <tbc-name> -n trident

© BQlE MO =0 MofStH MAEE= OiX[2e =z LTl FH2 = A& |FXAIELILE & &&dsH0]
E0E H1 2012 golgh = JUESLICH kubectl get tbc <tbc-name> -o yaml -n
(D trident EE= kubectl describe tbc <tbc-name> -n trident.

© 78 OO EHIE eQlst £+ = update BHS ChA| e = ASLICH

tridentctlS ALE5H0] MQll= Z2[S S THL|CH

Agot0] HAlE 22| X YS sEoh= L0 Lol ZOHELICH tridentctl.

S UE = el 7 Mo M LS FES AL

uI

tridentctl create backend -f <backend-file> -n trident

= AYULICH CH2 ¥ S HAstH 205 21 #el

o> rR
30

E dgo ufstH Wl 2ol 2H|7t
L|CF

g0 |E

tridentctl logs -n trident

74 oo M E 2Aelsty Yot £ £ HAGHH ELILE create LHAl B3-S WELICE

o= S AR|BtLCH

Astra TridentO| A BHAIEE MX|StHH CtS2 ASLICE

1. HHojl=

HHAIE 0|5 ZAM:
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tridentctl delete backend <backend-name> -n trident

Astra Trident7t HOIZ 0l A OIX18] ZRfSHs 25 3 ALAIS T26| NS AL WA S ARt
() MESo0l ol m2u|x /X ehELICH HAS S AsHA AR Aefoll LoD, Tridents
AFIE TR et 28 W A 24 Belgich

1 =

Trident7t 210 A= WMAEE He{H Ch23 AL CH

* R4S EH

e
i
ojo
og
o
fujo
>
B
o
i
o

tridentctl get backend -n trident

* DE MR YEE 22 o2 Y S AdYLch

tridentctl get backend -o json -n trident

Holl = 910 E0f| ATHStE Wols 1Mo 27t AL HRE AHO|ES ATHELICH kS BHS Asistof
22 B3 2Aolg oIt 4 Lt

tridentctl logs -n trident

-4 ool M E =elotn et

- —

ot
i
n=

AEH EILICH update CHA| BEE LHEILICE

HA=E AE0t= 2E2|X| S2HAE A EELC

JSONCZE Egt £ U= HEO| HULICt tridentctl BAE ZHA|0f CHE Z2HRQILICE O] FMS E AFETLICE 4g

EX[3HOF ot= 7 EEE[RILITH.

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

2 AH85H0 oHE Al =0l CHEfM = M EELICE TridentBackendConfig.
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e

2l &8 2 0|3

Astra TridentOf|A| HAEZ 2H2|St= Cier SO Tl ZOIE AL,

sl = 22| g M
= AIHELICE "TridentBackendConfig O| M| &t2|Xt= & 7tX| 1Rt &A= WAES 2ta|d o~ JU&L|C O]
HE2 C32t 5L

* 2(8) MESIH BHE £ JUELICH tridentctl 2 AHESH0] 2|BLICH TridentBackendConfig?

* 2(8) M8 2HF £ JUELICH TridentBackendConfig 2 AFRSHH ZH2|EL|CH tridentctl?
#2| tridentctl 2 AFESH0 HAIEE OHEL|CH TridentBackendConfig

o] 4| Moj| A=

=2 St0] OHE HHOIEE 2t2|oh= O] 2P THA|E MYTILICH tridentctl Kubernetes
ol AZ EB XIH X
IE{HO|AE E

A MLt TridentBackendConfig QEHE,

ME
off %]
O iE2 LtE AlLt2| 0] MEELICt.

* 7t l= 7|& WA ETE QELICE TridentBackendConfig 2 AMESHH MMHE U7 MER/LICH tridentctl.

c 2 0E M 8 AE tridentctl 7|Et "TridentBackendConfig ZHK|7t LELICE.

T AILI2|R EF Astra Trident?t 288 0|25t 0 2HSHHAM HAS T AL ExHg AL|CH 22|XHs T F 7K
M FOILIE MEe & JUELICE
* E A& MEELICH tridentctl E AFESIY THE WHAIE S 2Ha[SL(CE
* 2 A8t PHE HAIE HIQIY tridentctl MER MECZE TridentBackendConfig LEME, O|ZA|
StH HHAIETL £ AE510] 22| LICE kubectl I X| RAELICH tridentetl.

Z HAlEE 22| kubectl 2 PHE0{0F LIC} “TridentBackendConfig 7|Z WAl =0
= 4 ot E oSt jE'-QL'lI:I-

—_

. Kubernetes &5 £ MMSIAA| Q. H|Z 0= Astra Trident?} AEE|X| 22{AE|/MH|ALL EASH= O
SHO| ZEE|of UELICt

Zast X4

2. 2 MM3tL|C} TridentBackendConfig LEHME AEZ|X| 22 AE/MH| A CHSE XtAM|SH LD} O|H
':*75”0“*1 MMol A E EXSHUAR. St 714 D47 H=(0ll spec.backendName,
spec.storagePrefix, spec.storageDriverName &) . spec.backendName 7| & ol =2
0|22 HH3|{OF SLICt.

£t 0: A EES AEeL|ct

=(8) YHYLICt TridentBackendConfig 0| A% 7|& WAl =0f HIQIYE|D = WA= 14 S =HESHOF gfL|Ct.
O oflofl M= CHEZ2t 22 JSON Fo|E AtESI0] A= S WLt JFE Lt

f

tridentctl get backend ontap-nas-backend -n trident

| NAME | STORAGE DRIVER | UUID
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| STATE | VOLUMES |

t-——— - - ———
o - o
| ontap-nas-backend | ontap-nas | 52f2ebl0-edc6-4160-99fc-
96b3bebab5d7 | online | 25 |
e e e e Fom e
+--— +—————— -
cat ontap-nas-backend.json
{

"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",

"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},

"zone":"us east 1d",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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1CHA|: Kubernetes Secret A4

Of oflof] EAIE! WX MA=0f CHet Xt SHO| Xl A S HYefLIct

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

2CHA|: AS EMBILICE TridentBackendConfig USLICH

CHE EHAl= 2 MMSt= A/ULICE TridentBackendConfig 7|& O AkSLE HIQIEE|= CRRULICH ontap-
nas-backend (O] O[Ol M2t Z20]) Lt RF AF0| SFE=X| &elghL|ct,

* 0of| St WA= 0| 50| "ok JUELICE spec.backendName.

o M Of7f HE= 2lef AlEe SUetL|CH

T ERIE ER)2 el HAER SUTH =ME FX[BHOF BHL|CY.

* XA ZE2 Yut HIAE T} okl Kubernetes Secret2 Sl MlSE LICEH
0| 22, ¥LICt TridentBackendConfig CHS2t 20| HA[EL|CT.
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA|: of MEHE =HOIBILICt TridentBackendConfig U&ELICH

£ F8LIL TridentBackendConfig O|(7}) YHERQH T THA|= 0]0{0F BILICE Bound. B8 7|Z A=)
HAE O|F 1t UUIDE S5t HHE=|0{0F SfLICY,

T
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

22| TridentBackendConfig & AHE0I0 HAIEE THSL|C} tridentctl

‘tridentctl® & AESIH ZE HWALE LESt= O AFEZ = UASLICE

‘TridentBackendConfig' . EBH #2|Xt= O|M O[2{ct WAEE 25| PE[otE MEd
£ JELICH “tridentctl” MAMYLICH *TridentBackendConfig® 2|1 ZHASHL|CE

b | =
‘spec.deletionPolicy” 7t 2 HAHEE0] JSLICH “retain'.
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-

0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

e it bt e e PP - o +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

e - o
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

o o

et et b L e PP F—————— o +

EHO|A oliet Z0t7F EAEILICE TridentBackendConfig 8&3HOZ MMHE|FUOH A0 HIQIEE

[EHAl =9 YUID &HEh.

1CHA|: 20l deletionPolicy 7t 2 MEE|M] UYESLICt retain

O| 7IX|E 4HE U ELICt deletionPolicy. Ol @82 2 BF8Of BLICt retain. O[FHA| 3HH 7t C

B0 Ar8E == UELICH TridentBackendConfig CRO| AfH|E|0{ = B E HO[7} A& EXHstD = #

U&ELICH tridentctl.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-

0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain
kubectl patch tbc backend-tbc-ontap-san --type=merge -p

"{"spec":{"deletionPolicy":"retain"}}' -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY

backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-

0ab5315ac5£f82 Bound Success ontap-san retain
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20HA|: E AN

OFX|2F EHA|
MEE|0] Q)

=
=

H

() cr2 ES TOHK DHIAIR deletionpolicy 7t 2 HFEIO] ULLIT retain.

SILICt TridentBackendConfig U&ELICH
=
—
E
=

C} “retain’ ALK| EHHS |2 284S A OlA| O}

kubectl delete tbc backend-tbc-ontap-san -n trident

£ MX|St= AULICE TridentBackendConfig UELICEH E &QIot = deletionPolicy 7t 2
L|

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

e ettt o t——— +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e e
e o f——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0ab315ac5f82 | online | 33 |

Fom - e et e
e F——— - +
AR|E i TridentBackendConfig Object, Astra Trident= A K| 2 HHAllE XIH|E AfK|SHX| Q4

gt
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