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IDOI| CHEt SCSI M ZAAES A|ZFSHL|CE.

iSCSI =& MX|gL|Ct
2 Hxel HHS AHE6IH iSCSI =72 HX|EL|Ct.
Al ZEtst7| Mol
* Kubernetes 22{AEQ| Zt LE0f|= 1% IQNO| Q0{0f THL|CE * 0| HE T4 FMA| ZHQULICH*,

* E210|H B! Element OS 12.5 0| HFM 1} 8HH RHCOS |:|'|JH 4.5 0|AF E= J|Eft RHEL 2%t Linux HHZE
A8tz B2 solidfire-san O|A CHAP QIE 2112|EES MD5E MEs|{of &L|Ct Hot FIPS =8 CHAP
/etc/iscsi/iscsid.conf €125 SHA1, SHA-256 5! ':" SHA3-2562 Element 12.70|A AT 4=
oIALICY
A H

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* iSCSI PVS2l &7 RHEL/RedHat CoreOSE A &iSt= MUK}t L EE AME8t= B2 discard Q2! 37t
MetE S 485t2{H StorageClassOl mountSME X ™ EL|CE 2 "RedHat A EH A " XSHAA|L.
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RHEL 8+
1. Chg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. iscsi-initiator-utils HZ0| 6.2.0.874-2.el7 O|AfQIX| &tQIEtL|C},
rpm —-gq iscsi-initiator-utils
3. Cts 2= MdH:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ etc/multipath.conf Of2 &8 ‘defaults Z&OHOf find multipaths no
'5|‘|__|E|-
= .

4. iscsid Y “multipathd 7} A3 ZOIX| 2tolgtL|Ct,

sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi

oOHE
T T

1. Ch2 AIA" IH7|X|E ZX|S .

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 70| 2.0.874-5ubuntu2.10 0|4k (bionic) L= 2.0.874-7.1uubuttu6.1 0|4 (focal)Q!X|
grolgfL|ct.

dpkg -1 open-iscsi



sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. 013 32 4%

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ etc/multipath.conf Of2 &8 ‘“defaults EZ&OHOf find multipaths no
SH|C}.

5. Y multipath-tools 7t 2dtE[0] UL MM FQIX| open-iscsi SQIEL|CE

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

Ubuntu 18.042| A2 iSCSI HIE2 AIZ5H| M0l open-iscsi O[A CHA TES HMglof
@ iscsiadm EfL|C}. EEE A‘|H|ﬁ7|' SO ANEEEE {scsid 8T £ iscsi

olAL|C}

M H .

iISCSI Ats ST & FHStHLE AESHA| (== LIt
CtZ Trident iISCSI AtS = 2F S 78510 22 E MdS +8 = ASLIC

* iscsi At B3 7H4: iSCSI XI5 217t S &=L = HIEE
ZXHE AH™HSALE O X3 e E T 4~ QIEL|CE

oflr

ISCSI AHS 57 21212 002 MFIY ISCSI AHE 277} 23| SAELIC iSCSI AHS 278
() uimusple 2o Ametn s ISCSI AHS 20t o8 2 2SR el7iLt [l
2HOZ FEAA| 2 S AlLt2| Q0| Aat B ZABtsHoF BHLIC

LS

* *iSCSI Xts F7 Ch7| AlZh* HI- & M0 220tk ChA| 23015 A|=35t7| H0j| iSCSI Aks =7 7|
Alte ZEELICHII22L 72). SEi7E BX] 42 A2 =QIE MM0| 20H2E|7| Tof| T 2:H Ci7[sH{oF 5t

CHAl 23218121 10 AE8tALE M2 9| XIS AHZ5H0] 0|0l 220t F et = JASLIC
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4=
iSCSI At5 S AHS #HSIAHLE HESI2H iscsiSelfHealingInterval Helm AX| EE= Helm

HHI0|E &0f| & iscsiSelfHealingWaitTime OH7H HE FMESL|CE
CHE ool M= iSCSI Ats =+ 7tA2 322 = AHSt AtE =+ 7| A|ZtE 6222 AF gLt
helm install trident trident-operator-100.2410.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

—_

tridentctl 2 ME{BILIC
iISCSI A& 57 ™S FHSIHLE HESHH™ iscsi-self-healing-interval tridentctl 8X| E=
HHI0|E B0f| & iscsi-self-healing-wait-time OW7H HLE MESL|CE.

CtE OloiM = iSCSI Ats =7 2HH S 3R 2 4F5t1l X5 =7 7| A2 6222 HHE LT,

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self

-healing-wait-time=6m0Os -n trident

NVMe/TCP =&

23 MHel BES AHE5I0| NVMe E5 ZX(ELICt

* NVMeOll= RHEL 9 O|A&t0| = Q3tL|Ct,

(D * Kubernetes '==2| {8 HT0| L Q2HE[ULE NVMe THF|X|E H'E HEOM AIEE = §l=
B2 9| 78 KT S NVMe I7|X|E AHE5HH HE HT S YOOI E8H0F & &= AELICE

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp

40
Hr
4m

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)

sudo modprobe nvme-tcp
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cat /etc/nvme/hostngn

@ Trident= O] 242 #8510 ctrl device tmo NVMeZt CH2E B2 ZEE |G| A E
SILICE O] MAS HASIK| OFAIL.

* FC PVS2 &7l RHEL/RedHat CoreOSE &#&dh= A YUK L EE AH25h= B discard 21221 32t
HetE E +3st2{™ StorageClassOfl mountz M2 X[™HELICH & "RedHat A HA"HZESIMAIL.
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RHEL 8+
1. Chg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi device-mapper-multipath
2. O[5 22 4%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ etc/multipath.conf Of2f LHEE “defaults E&OHOF find multipaths no
Lt
= .

3. 7t multipathd &% FQIX| ZQIgtL|Ct,

sudo systemctl enable --now multipathd

oOHE
T T

1. Ch2 AAH {7 | X|E H XL}
sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. OtE 2= 4%:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

etc/multipath.conf Of2 &8 ‘“defaults E&OHOf find multipaths no
'6'|‘|__|E|—
= .

©

3. 7t 2 MSHE|0] QT Ml FOIX| multipath-tools ZFQIEHLICE.

sudo systemctl status multipath-tools



ojolH xHE(FC) X|&

O|H| Trident2t &7 I}O|H XHE(FC) Z2EZS AFE35I0] ONTAP A|AHIO|AM AEE|X]
2| AAE TZ2H[X'SD 2hafe o U}SLC

FC(SCSI over Fibre Channel)= Trident 24.10 2/2|A 2| 7|& 0|2] £7| 7| 5Lt

ME

oHO|H xH'E2 Floft Hs, eted 5! i.”‘o“é 2 olg A Z2to|= AEE|X| SHF0f| M EE| X =
DTZESQLICH AER|X| ZX|0f Z E—.3L_'L Hol EM DS HMSSHo] HIO[EE WED QHHSHA ME&e
QU&LICE. Fibre Channel2 %‘.’J SCS M%&E 7|& scsI 7|8t AEZ|X| QI Z2tE 2831H A Fibre Channel2|
IHs A EAHE V|SE HESE %*Llﬂh AEE|X| 2| AAE S50 B2 XA A|ZEC 2 2| C|0[E E Male

o
4 U= 22 7Hs5t 288 Q1 SAN(Storage Area Network)2 ZHs £ %*thf.

O

TridentO A FC 7|52 At83t0] L3S +AY + ASLICE

* BHE AIYE AFE3I0| PVCE SHRZ T 2H|X J LT}

HEQZ MF
1. CHA QIE{H|O]AS] WWPN2 7t SLICH Kt LHE2 S "HE 3 QI H|O|ATF HA|EIL|Cl HESHUAIL.

2. O|L|AJOf|O|E{(= A E)2Q| QIE{m|0|A0] CHEF WWPNE 7FM ZLICEH
N 2AE 2F HN REZIEIE HZoHHAIL.
3. TAEQL LM WWPNE AH83H0] FC AQIX|0M =S F4etLICH

KtMISt 82 £E5ts 29K SEYM 2ME FZoHHAI2.

rr

XtM[et LIE2 CI2 ONTAP HHME EXSHIAIR.

o "IIO|tH xH'E 5! FCoE = 7HR"
° "FC ! AMP, FC-NVMe SAN SAEZ 1AM d|= dhHr

Kubernetes E2{AE Q| B XX LE= Pod82 = ZZH|XJE 2&S O2EY 4 U0{of ghL|Ct. FCo| Chgt
YA =22 FH|SHE 2Rt =S EX|3H0F gL T
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RHEL 8+
1. Chg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi device-mapper-multipath
2. O[5 22 4%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ etc/multipath.conf Of2f LHEE “defaults E&OHOF find multipaths no
Lt
= .

3. 7t multipathd &% FQIX| ZQIgtL|Ct,

sudo systemctl enable --now multipathd

oOHE
T T

1. Ch2 AAH {7 | X|E H XL}
sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. OtE 2= 4%:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

etc/multipath.conf Of2 &8 ‘“defaults E&OHOf find multipaths no
'6'|‘|__|E|—
= .

©

3. 7t 2 MSHE|0] QT Ml FOIX| multipath-tools ZFQIEHLICE.

sudo systemctl status multipath-tools
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WO S TS MABILICE

o>t

bR

* "ONTAP SAN EZ2I0|HE A25t0{ HAlEE A Mt FH|E eiL|Ch"

* "ONTAP SAN 1A SM 4! off"

FCZ ALS3H Holl= 7.4

2

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

sanType: fcp

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

AEEX] SHAE YLt
KtMISt I8 2 LSS EXSIMAIRL.
* "AEEX] FY 4"

AER|X| ZiA o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: fcp-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
storagePools: "ontap-san-backend:.*"
fsType: "ext4d"

allowVolumeExpansion: True
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Azure NetApp Files

Azure NetApp Files Hl=E LA SHL|CH
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Azure NetApp Files E210[H ME M QIL|C}

Trident2 S2{AEQt AT £ QI 2 CH21F ZH2 Azure NetApp Files AE2|X| E2I0|HE N 2ELICH X|¥E=

MM|A BE = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx),
ReadWriteOncePod(RWOP)!L|C}.
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azure-netapp-files NFSSMBE It A|AEH  RWO, ROX, rwx, RWOP  nfs, smb

EZXSIMAR
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AKS?| 22| =] = IDQIL|CH

Trident= "2t2| == 1D/ L|CH"Azure Kubernetes AH|A 23 AEE X|StLICH 22| &= IDOAM H28t= 28X 0l
it 3 22| E 2E25t2{H LSS s3ol{of hL|Ct.

o= T o

* AKSE A5t A= El Kubernetes 22 A
* AKS Kubernetes 22{AEH0| 2H =l 22| = IDYILICH

* XIEY "azure" 7t TS El Trident’t EX|=|AELIL. cloudProvider

Trident 2 X}

Trident HLXIE AHESH0] TridentE BXIS5H{™ tridentorchestrator cr.yaml &
cloudProvider 2 "Azure" 8™ L|CL O E M CI32 Z&LCE

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

net

=
CHS oflof| A= et HaE ALESHY] Trident & eHE Azure2 scp BX[2LICt cloudProvider.

helm install trident trident-operator-100.2410.0.tgz --create

-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code> tridentctl </code> £ X XSIAA|IQ

Ct2 A0 M= TridentE AX[St0 ZE2fIE E Azure BHESLIC cloudProvider.

tridentctl install --cloud-provider="Azure" -n trident

AKSE Z2t2E ID

22tRE IDE AF26HH Kubernetes PodOl|A BA|E Azure X122 SHE N 261X

Azure E|AA0| BN AT £ UELICE
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7h ZSHEl TridentZ AX| | A& LICH
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Trident 2 X}

Trident HLXIE A0 TridentE AKX ™ tridentorchestrator cr.yaml &
cloudProvider 2 "Azure" AHESII E E cloudIdentity

azure.workload.identity/client-id: XXXXXXXKX—XKXXK-XXXKX—XKXXXK=XXXKXXKXXKXX
AL

of

i

=3 LSt 25U

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
*cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-—
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export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXRXXXXXX""
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helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"
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export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXRXXX"
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tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],
"notDataActions": []

* StLt O| &9 AzureZt 1location ZEEHE|O] "=l A EUI" QELICH Trident 22.0158E location YAE 7N
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* ECloud Identity AMESHE O "AEX7E 2ot 22| pRILCH & “client IDZ7FHR1 OfA
et IDE azure.workload. identity/client-id: XXXXXXXX—XXXX-XXXX-XXXX-XXXKXXXXXKXXX
INESEHEI S

SMB &0 Tt =71 @AY
SMB E&2 dd5I2{H Ct30] RU0{0F hLCt.

* Active DirectoryZ| T+ =|0{ Azure NetApp FilesOll HZE[RASLICE S "Microsoft: Azure NetApp Files0i| CHet
Active Directory 3Z 2 THE1 2t2[L|CHEXSHMAIL.

* Linux ZIEE2{ E 5! Windows Server 20225 &dl5H= Windows AL =E71 = Kubernetes 22{AH
Trident= Windows = E0| A2 M| = Pod0l| OFR2EEl SMB =& X[ EL|Ct.

* Azure NetApp Files?} Active Directory0f| 215& = == Active Directory Xt ZHE E&tst= Trident
A=t StLE 0| & QUO{OF BfLICH H|Y MMELT| smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ LM EI CS| TEA|. £ “csi-proxy A H WindowsOf| A A& E[= Kubernetes .= =2|
AL E= "GitHub: WindowsE CSI ZEA|"E "GitHub:CSI| ZEA|"EZTSHMA|L.
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Microsoft.Netapp/volumes
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

AKS2| 22| k|= IDYIL|CE

O| HHollE L MOfN = 2t2|El= IDE ArEE I MEH ARl | tenantID, clientID & clientSecret 7t

MEFEILICH, “subscriptionID

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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stol

O] BHAlE 1 M0fl= E2IRE IDE ALE S ff MEH A
tenantID

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

backend-tbc-anf-1

trident

name:
namespace:

spec:

1

storageDriverName:

version:

azure-netapp-files

,clientID % clientSecret O MEFEIL|CE

capacityPools: ["ultra-pool"]

resourceGroups: ["aks-ami-eastus-rg"]

netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet

subnet: eastus-anf-subnet

location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
28 Z LEZ AISE ST MH|A 27 7Y

52

O HHAllE M2 Azurel| & E ?IX[0| ultra 282 eastu

NetApp FilesOll 2ILEl BE NEUS SO HMstol 0|z

version: 1

storageDriverName:

azure-netapp-files

s HX|EHL|CE. Trident2 SHE 9 X|0| A Azure
M 2E2 HiX|ghL|ct.

=23 =

subscriptionID:

tenantID:

9f87c765-4774-fake-ae98-a721add45451
68e4f836-edcl-fake-bff9-b2d865eeb56ct

clientID:
clientSecret: SECRET
eastus

Ultra

location:
servicelevel:
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2

dd043f63-bf8e-fake-8076-8de91le5713aa
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct

clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa

clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

supportedTopologies:

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1

- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2
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S StorageClass Ho|&= 9|9 AEE|X| E22 HEELICE

CE ME% M| 0f| parameter.selector

A83H parameter.selector EE2 STARGH:= O] AFBEl= 2t 714 E0i| T XI¥E 4= storageClass
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HUAHO|AEE CE ofs AR

o

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

EEEEZE YT ME

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb SMB 2&2 X[} LEQLICE nasType: nfs EE nasType:
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tridentctl create backend -f <backend-file>

o> rR

C Mdofl 2ofstH wll= 40| 2X7F UAs AYULICH Chs HES AAsto 208 B0 /oIS =ele
L|Cf

g0 |E

tridentctl logs
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Google Cloud NetApp 2&
Google Cloud NetApp =& HAI=E 7 MBfLICt

O|H| Google Cloud NetApp =252 Trident2| A= Z T &~ QELICt Google Cloud
NetApp 2& HAUEE ALESI0{ NFS EES ._75'3* T UASLICL.

Google Cloud NetApp 25 20| M2 HEQIL|C}

Trident= google-cloud-netapp-volumes 2HAE 2} SAE £ Q= E2FO|HE MSELICH XY E= HMHA
2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWriteOncePod
(RWOP)RJL|LCY,

E2to|H IZEE =B ZE WMA RETLX|AFELICH  X|E= T AJAE
google-cloud- NFS £ ol A|AEl RWO, ROX, rwx, RWOP  nfs
netapp-volumes ERSHIAR

GKEZ 22t2E ID

222 IDE ALE6HH Kubernetes Pod0|A HA|&X Google Cloud A4 SH2 X|SotX| &0 IZE D2
01Z8104 Google Cloud 2| AA0| HHASH 2 QALICE

Google CloudOf|A] 22t2E IDE &&83%t2{H C}30| ZREfL|C}.

* GKEE At8%t0] =& Kubernetes 22 AH

* LC 20| YE GKE 22{AE Y GKE HIEHH0[E] ME{of| 24 E 3 ZE IDYLICEH

* Google Cloud NetApp £& 22|XHHE/NetApp.admin) Het tE= AFRX} X & HEto| Q= GCP AMH|A A
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Trident 23Xt
Trident HLXIE A0 TridentE AKX ™ tridentorchestrator cr.yaml &
cloudProvider 2 "GCP" AHSt1 E £ cloudIdentity iam.gke.io/gcp-service-

account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.com
AgghLct.

o€ =T ttS3at Z2ELct

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sal@mygcpproject.iam.gserviceaccount.com'
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3 HE A0 * 22t SSAKCP) * & * 222 E ID(CI) * S22 ¢S AFELICH

export CP="GCP"
export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com"

CHS GOl M= 28 Ha-E AFESHY TridentE EX[3t1l & GCPE $cp &5t 1 cloudProvider
A=

H4E AF25H0] SANNOTATION & cloudIdentity &AEBL|CE

helm install trident trident-operator-100.2406.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$ANNOTATION"

<code> tridentctl </code> £ & =54

CtE 2td HEE AF2SHe * 22tfE S5+ 3 * 22 E ID * S 19| gt dFE L CL
export CP="GCP"

export ANNOTATION="iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com"

CtS Of|0| M= TridentE AX|5t0 E2i3E scp, U cloud-identity 2 H™SLICt cloud-
provider. SANNOTATION
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tridentctl install --cloud-provider=$CP --cloud
-identity="SANNOTATION" -n trident

Google Cloud NetApp =5 = 142 FH|EL|Ct

Google Cloud NetApp Volumes HAIEE FA-M5t7| Mol CS FAIY0| EFE[=X|
sholsof gLt

NFS 252 9[ot AL QA

NS = M 2IX|ol A Google Cloud NetApp 2&2 AtE%t= 482 Google Cloud NetApp 2&2 A&t
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version oAk 1
storageDriverName AEZ|X| EELO|H 2| 0| = Q!L|C} o A2

storageDriverName
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SAh)2| JSON 4 ZEXIL ZHELICL apiKey, , , ,,
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project idclient email client id

auth uri. token uri

auth provider x509 cert url,, 3
client x509 cert url.
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exportRule

snapshotDir

snapshotReserve

unixPermissions

off = 28
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nasType nfs 7|220] HEE|1 HAZO| M NFS =F0i tiet Z2H|X 0| & EL|Ct
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apiVersion: vl

kind: Secret

metadata:

name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab%ec’
private key: |
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apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079'
location: europe-west6
servicelLevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbb6ted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-gcnv
spec:
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version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: 'f2cbbted6d7ccl0c453£7d3406£c700c5df0ab9ec’
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y9%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
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znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: '103346282737811234567"'
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: '10'
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard



GKEE Z2t2EID

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-tbc-gcp-gcnv
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes
'012345678901"

network: gcnv-network

projectNumber:

location: us-west2

servicelLevel: Premium

storagePool: pool-premiuml

XA = EEEX] 7y

Trident2 X[ 2 718 FHE 7|ZCE YIZE0 Cigt 2EE2 &4 EEHIH‘a% & JAEE XL ct
“supportedTopologies'O| BAIE Mol SE2 WAED HY 3l HY ZE£E HS5H= o AFEE LT} 7|0
XI5t X/ 31 @19 22 2t Kubernetes 221 AF{ kx =9 20| 20f 9= x| U #ef 2k AX[so} ELICH
0|23t JY U FH2 AEZ|X| S2HAMAM MBS 5 U= 518 715t 2t S5 2 LIEFLICE SHAI=0f| A
H2&= %'ff'. 3 FHo| el Teto| IotEl AER|X| EefA L B Trident= ¢Ett Y 8l G| 2ES

HHYLICH XtAISE LHE2 S "CSI EEEXAE AERLICIEZHAIL.

1
storageDriverName:

version:
google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
SECRET

asia-eastl

flex

supportedTopologies:

clientSecret:
location:

servicelLevel:

- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-a

- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-Db

Chs A
HIlE Y IS Wt 2 T2 EY S ddyLICh
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kubectl create -f <backend-file>

WAL SSHOZ HIE|JU=R| 2elotz{H Chz BHS AA-LCH

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS
backend-tbc-gcnv backend-tbc-gcnv b2fd1£f£f9-b234-477e-88£d-713913294£65

Bound Success

M7t A= AYLICH HHE ALESt0] MAEE AL 2O E 2elsto]

sl = A0l LB Hel= 20 2
IS HHS WSt A2 &ole &~ JELICH kubect]l get tridentbackendconfig <backend-name> .

tridentctl logs

74 Do 2HE 2elstn ot £ MACS MH|SHL create BHS CHA| e = ASLICE

E7HOIA|
AEZ|X| 2ajA & o

Ltz

rlo

90| il =g

o>

IZ25l= 7|2 SstorageClass HQ|QILICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

* WEE AT ™ol o parameter.selector:®

£ ME3H parameter.selector 252 2A/SH= O AHEE= 0 tisl & XY + storageClass "7h&
SYLICH AFLICE 22 Mot 0| FolEl FHE AsL |t

=EE8 = 1 —

71



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium"
backendType: "google-cloud-netapp-volumes"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=standard"
backendType: "google-cloud-netapp-volumes"

AE2|X| ZHA TSt RAB LIS & "AE2IX| 2HAS WYBLICHETGHIAIL,

PVC X9 of

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc
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kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

Google Cloud& Cloud Volumes Service HiAIEE 1M BIL|Ct

Mzl HE TS AE5IK Trident €X| S ¢leh 2l

HHoIlE = NetApp Cloud Volumes Service
for Google CloudS T+4%t= 20| CHOf LOLEMA[L.

Google Cloud E20[H M2 ME]L|C}

Trident= gcp-cvs SHAESE S4 = = E2I0[HE HISELICH X[ HNA BEE
ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWriteOncePod(RWOP) ! L|C}.

E2folH ZIZE= =8 ZE UM A HETE X EL|CH K HEl= ohd A2 3
gcp-cvs NFS & I A|AE RWO, ROX, rwx, RWOP nfs

EEXSHMAIL

>
to

Cloud Volumes Service for Google Clouddi| Ciat Trident2| X|20f| CHslf OtE &
Trident= CH2 27tX| & 8tLIZ Cloud Volumes Service 282 MMst 4= QUELICH MH|A "

* *CVS-ds * 7|2 Trident MH|A SAYULICE O|XH A0 £ X2tz MH|A RS M52 F2A5H= 2F
IZcoll 7hg HEFLICE CVS - M5 MHIA RES £|4 100GiB 37|2| 252 X2t st=90]
SMYLICE "37IX| MH|A 2E TS & *H-tE MEfsr & JASL|CH

° standard

° premium

° extreme

* CVS *: CVS MH|A RH2 2 28 718HE MSsIH, 452 S +E22 MSHELILE CVS MH|A |EH2
A5a|x| =2 ME8sty 1G|89| A2 EES KISt AZERo SHLICH AEE[X] Z0il= £t 50742
20| Zgte = Ao 0| EE0|M E2| 8N 52 SFY = USLICE "MH[A 2|H 270'CHS & SHLIE
ﬂE—h'%* + gLt
° standardsw
° zoneredundantstandardsw
HQe 3
sl = £ M35t "Google Cloud& Cloud Volumes Service" At&st2{™ CHS0| ZQBL|Ct.

* NetApp Cloud Volumes ServiceZ A& Google Cloud AH

* Google Cloud AIFS| Z=HE tHo @{L|Ct
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs-performance_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-levels#service_levels_for_the_cvs_service_type
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

* AetZ 742l Google Cloud AMH|A AHH™RILICE netappcloudvolumes.admin

* Cloud Volumes Service A|&0f| CHet API 7| DU L|C}

2t sl = = £l Google Cloud X0 2852 Z2H|XMYEL|CE CIE Y0l 252 MMsta{™ I A= E
Holgt &~ QEL|Ct

Of7H == A 7|22k

version ShA 1

storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize
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AE3|X| E2to|H o] o|2QlL|C} "GCP-CV"

AEX XM 0| & EEE AER|X] M= EZ2l0|H O|F +"_" + API
dEET B

CVS MH|A RS XM= O AHEEl= MEIE O 7Y

BHQILICEH B AFE6H0 software CVS AMH|A RS

MEHBILICH J™X| gt2 22, Trident2 CVS-

Performance AMH|A RHEOE 7t¥(hardware)

CVS MH|A RHTIE2E MY S QI8 AEEX| &2
X’gst= ol AH8E|= MEX Ojj 7Y

Google Cloud AE ZT=ME Ho QIL|Ct, 0] gf2
Google Cloud & = H|O|X[0f| A ol &~ USL|CH

37 VPC U EYIE AMEot= 22 ERELICH of
AMLIZ|RUME projectNumber O] A|H|A ZZHEZ,
hostProjectNumber O] SAE TZNEQIL|C

Trident0l| A Cloud Volumes Service 258 MMst=
Google Cloud S ILIC} WX} X|Y Kubernetes

SAHE e 22, olM HHE 28 apiRegion

042 Google Cloud X|=2| =0 of[2fE 2= =0
Ar8e £ JELICH XY 7F EcfTlof= &7t H| 0|
AYSHL|CY.

od

=

od5to| X|HEl Google Cloud AH|A A& Q| API
7|L|Ct netappcloudvolumes.admin ®7|0f&=
Google Cloud AH|A AEQ| 70l 7| mb (o= A
A0l verbatim SAH2| JSON &4l ZHIXT}
ZotEL|CH

TEA M7 CVS Aol HA8M0f 5t= H2 ZEA|
URLYILICE ZEA| MHE HTTP ZEA| 2 HTTPS
TEANY 2 JELICH HTTPS ZEAQ AR T EA|
MEOIM XA MEE ABSME A E & UAZE ASA
Frd dAME AHELIC 21F50] Z2detel TEA M=
X H=|X| SLIC

NFS OF2E S40] Cieh Ml2et H|of

¥E =& 3717t o] 2L E B "(Z1EHLE HEE[X|
gLt #3)

LSO

"nfsvers=3"
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oH7H i

servicelLevel

network

debugTraceFlags

allowedTopologies

EE IZH|MY M

29 =

M =280l cigt CvS - 85 E= CVS MH|A 2= CVS- CV-Ads7|2U2"HE
M5 42 standard premium, £ extreme ) "QIL|CL CV 7| 242
QLICE. cvs @2 ‘standardsw E£& "standardsw"® L|C}.

*zoneredundantstandardsw” & L|C}.

Cloud Volumes Service ZE0| A& &[= Google Cloud "7|23t"
HER=

ZH HZ Al AHeE ClH O S LICE off: nullL|Ct
\{"api":false, "method":true} =A| HZ FO|

OtL|H XfAMlet 20 Ho ot ot 27} OfL|H Of

2EHS ALESHK| DAl 2.

K| 7t HMAE &M ot5t{ ™ 2| StorageClass & 20|
allowedTopologies 2 E X|Ho| ZEgt=|0o{oF ghL|Ct.
olE SH LS Z&LI0t.

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

74 ool MMM 7|2 28 Z2HMES Mo = defaults JAEFLICH

oH7H 4

exportRule

snapshotDir

snapshotReserve

size

CVS - 45 MH|2& 9| o

=l 7|22t
M= 9| LHELHZ| +&l. CIDR "0.0.0.0/0"

-:Ejl H= A|'5c§>'-‘.5|'0:| IPv4 th—_)t EE:
IPv4 MEUIO| Z8tE 2l HE
TE0i{of gfL|Ct.

CI2UE{2[of M| ATIL|C A"
.snapshot
AH£202 ofotEl 2E9)| "(CVS 7|22 0518)

M &S| I7|YLICt CVS - A& CVS - A= MH|A S8o| 7|2Zte

M52 100GBRLICt CV [ Ag2 "1OOG|B“°'|-|Ef CVS MH|A RE2

1GiBL|LC}. 7| 22t8 HH-SIK| X Th £ A
1GiB7t 2RELIC}

CHE OloiM= CVS - 5 MH|A RO CHiet ME 28 S S LI
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ol 1: |2 72M

o

7|2 CVS - 85 AMH|& R 7|2 "BE" MH|A £F3 AHESH= £ MAllE gLt

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"'

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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o 4E0M= MH|A =& Sl 2E 7|2¢S Zeiet HalE 14 582 20 FLCL

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti



of 3: 7t& & 74

O| ME2 E M8 storage 714 22 745110 CHA| BXSH= E StorageClasses FAELICEH
AEE|X| AT O{EA MO/} EX BH 2 AEL|X| SefA HoEISHYA|IL.

o7|M EH 7232 ZE 7H4 20| cis EE|H, o] 7|22 5% = B E|D snapshotReserve &
exportRule 0.0.0.0/022 HAH™EL|CH 7t F22 MM0| H|E|0 storage ASLICH ZF IHE THa 22
THHMOE MO|E|H serviceLevel €8 E2 7|22 FOHELICE 714 & 80|22 U protection 2
71202 E8 PA26t= Ol performance AFEE|A}ESL|CT.

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:

snapshotReserve: '5'

exportRule: 0.0.0.0/0
labels:

cloud: gcp
region: us-west2
storage:
- labels:

performance: extreme
protection: extra
servicelevel: extreme
defaults:
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snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

AEZ|X| EefA Ho

C}S StorageClass H2|l= 74 E 1M of[of] M2 E/LICH 8 parameters.selector AF2SHH 2t StorageClass
ol 282 T AHSH= Ol AEE = 7ty E2 XY + JUSLICL 252 MEst Eof| Mol EHE #&L|Ct
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

A Y| StorageClass(cvs-extreme-extra-protection)= A HRY 7t Z0f Dj R EILICE O] 22 AHA
o[ef S7t0] 10%¢! 211 H&5E HSdh= FEot S/LICL

* Last StorageClass(cvs-extra-protection)= 10%2| AHZ% ofH| S22 M3l ZE AEZ[X| E2
SEYLICE Trident= ME{E 7t 22 2HStD AHM 02F @7 AY0| SFE=X| hlghL|Ct.

CVS MH|A ¥ o

Lt ool M= CVS MH|A fHof Cet HE 742 HMSELICt
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CVS MH|A fY A 7[=2 MH|A +=FS X|HH| 93l standardsw AFE0HE 2|2 MAE LIt

storageClass

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"'

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelLevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

tridentctl create backend -f <backend-file>

Ao HufstHE WAL FHof| 2X|7F A= AYULICH L BFS Aot 2O B0 Rols 2ol
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tridentctl logs

T mjlo| 2X| S eolstn £MBH = create WS CHA| A& 4 AL
NetApp HCI E= SolidFire HAI=E A THL|Ct
Trident A X[0f| A Element HAIEE ‘M M50 AL SH= EiHof| Cisl Lot LICE,

24 catolH Mg He

Trident= solidfire-san 22{AEQ SMUE £ = AER|X| E2I0|HE MBS LICE X[RE= AMA BEE=
ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWriteOncePod(RWOP) I L|C}.

‘solidfire-san 2E2|X| E2I0|HH= FILE AND BLOCK VOLUME HEE X[RHLICt. E8
HEo] BR ‘rilesystem’ Tridents =2FS 8ot Mt AARS HIeLICE. D AJAH
F482 storageClassOl 2|8 XIHELICE.

SEHOIH ZRES 28 2E AN A BET} RlgEls T Al A
X[ ELICH
solidfire-san iISCSI g2 RWO, ROX, rwx, Il A|AEQ|
RWOP ASLICE Al E5
ZHK|.
solidfire-san ISCS| IH A[AE RWO, 32t xfs, ext3, ext4

AlZfsto| Hofl
Element H#A =S H-g517| Hof| LhZ0| ERELICH.

* Element AZE|0{S A#dt X|lE|s AEa|X| AlAH

c 252 22| 2 = NetApp HCI/SolidFire 22{AE Z2|X} = HIHE ALEX0f| CHSH Xt B
* D E Kubernetes At . =0f| Aot iSCSI £0| MX|=|0f QLo{of BtL|Ct & "ZIAX} = FH| HE
"kﬂl‘_?F_'é‘l-AlAlQ
HilE A8 M
e 28 M2 OIS EE AXSIMAIR
OH7H M= A 7|22k
version A 1
storageDriverName AEZ|X| EEI0|HHe| o|EQlL|C}t &HAF "solidfire-san”
backendlame AMEXL XIE 0|8 = AEE(X] “SolidFire_" + AE2|X|(iSCSI) IP
sHol= FAULICE
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Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups

Types

limitVolumeSize

debugTraceFlags

@ =HE sl &5t
OHYAIL.

M3

HIHE XtA ZF0| Y= SolidFire
Z2{AEQ| MVIPYLIC
ﬁiﬂlxl(iSCSI) IPFEASZE

Sofl 8% 92|9| JSON H|
R

AFBE EIE 0|2(&S 4 ol 3L

)

iSCSI E2fLE §EF 52 E
QIE{mo|A 2 XohetL|Ch

CHAPZE AHESHH iSCSIE
QIZSIL|C}. Trident= CHAPZ
AtE2etL|Ct,

=M SHZE Al A2 C|H2
Z2ULICE off: {“api”false,
“method”:true}

ot 2R R OILH E A

ol 1: 28 |0 M 72l =2to|Ho MAlE FY solidfire-san

O] ool M= CHAP Q1S5S AFE3t=
DERBILICE O3 O
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HHof| =
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"E2|HE"EH= HMA 259 IDE
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

ol 2: 7k 20| A= =2t0|H 0| chish WA= Sl AER|X| ZeA 714 solidfire-san

Trident= 22F 8T A| AE L
HEX=Er E S OF SEBEE Ei|0|§% 0|28 E EQIQ 4“— M§L|E|'.

Of2 Al Of|x| WA= Fo| Mo M 2= AE2[X| Z0] tholl 5T 7[=240] 2F&[1 0] 7[24t2 Silver=
HHELICE type 7He 22 MA0|| 2 =|0] storage USLICE O] Kol M= LR AEE[X| Z0| XtH| RS

250 25 22 9ol €& J=2eS YR

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3"

zone: us-east-1b
type: Silver

- labels:
performance: bronze
cost: '2'"

zone: us-east-1c
type: Bronze

- labels:
performance: silver
cost: '1"

zone: us-east-1d

Ct2 StorageClass o= 99| 7t 22 HEFLICL 2 StorageClass= 0| HEE AHE5I0
parameters.selector 252 SARGH= O AFEY = U= 7t 22 = =YLICE MENDH 7HA Z0f| 2F0|

Hol&[0of AFLICt.
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HSots st +EHQULICE volume Type QoS Last StorageClass(solidfire-silver)s 2M M52
HSot=s BE AEE|X| 22 TELLICL Trident= O 7H4k F0] MEHE|QI=X| ZHSt AER[X| Q7 AP0
SEE|=X| =elgtL|Ch
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSONE H XA

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}

oS Foli= K12 SHO| Yt MAER HIE|= QU 9IX|2Hs Mol RASHIAIL. HMASTE MHE = AL}
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At 8 7| E HAE = QIZME ALESI0] ONTAP A= ot SAIg 4= JUEL|CH MAE Fo|ol|= M| ZEX| OH7H H==It
mQehL|C}
= =

* clientCertificate: Base642 QI3
* clientPrivateKey: Base64 - HZ ! 72!
_JIK_

. TrustedCACertmcate Mzlgt el
A< o] o7 tH-E HSHOF BL|Ct Mg

el YIS 20| = ChS A ZHELIC.

]
'}
=)
re
Im
ro
Ol
x
%a
|
i

-

HASILICE M Al CN(2EF 0| 5)S ONTAP ALEXIZE HHSI0] QIBSHUA 2.
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ol el

3.0

4.0

openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

Sk A
= T

L|C}.

im0

= CA
AE

IS ME ONTAP 22{AE0]| =7tetLCt Ol AE2|X| 22|X}7} o|0] X2|eh A %
2 CA

(o]
E CAZ} AFEE|X| §toH FAIRHLCE.

o>

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

NTAP S AE| 22I0|HE ASM AU 7[(1EHA)E A X|BL|C}.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

HH S X|SH=X| cert RITILICEH

ol

NTAP 2ot 2101 Hd&to| ol

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. MHE QIZSME AE5t0 215 S HIAERLICE ONTAP 22| LIF> % <SVM 0|E>2 22| LIF IP 3 SVM
0|2 HHEL|CE,

6. B

94

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

ase64= QT A, 7| & L=g = A= CAASME AZ LIt

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. o[ A0 M H2 S A

=
AN=E

cat cert-backend.json

{
"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",

"clientCertificate":
"clientPrivateKey":
"trustedCACertificate":
"storagePrefix": "myPrefix "

}

"Faaaakkkkeeee...Vaaalllluuuueeee",
"LSOtFaKE...0VaLuESOtLSOK",
"ONFinfO...SigOyN",

tridentctl create backend -f cert-backend.json -n trident

o F——————_ Rt et bt
o t———————— +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
o —— tmm e e
- F—m————— +
| SanBackend | ontap-san | 586blcdb-8cf8-428d-a76c-2872713612cl |
online | 0 |
e —— - et it
o F—————— +
215 WS HOO|ESIAHLE XtH ZEE 2™ LIt
CHE 215 WS ALESILE AHH ZHE TSI E 7|E HAMEE HO|O|EE 4= ASLICH O A 5HH AHEX 0|
/LD E A8z WAEE QIZSME AESHEE UH0|EY &= UL AUSME ALESt= HAE = ALEXL 0| E/Y=
718t = AHOO|EY = AELICE O A st 7|E Q15 WHE MASHD M QIF WS FI16oF ghL|ct O3
Che Al T o7 71 IehEl AH|0|EE backend.json IS tridentctl backend update
AtE2stL|C}.
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

T

o|He m AE2|X| Z2[XH= HA ONTAPOIM ArEXe| 2= S HC|O|Esf{ofF ghLfct. 2
= Hll= HH[O|ET} ASLICE ASME 2 HE mf o2 ASME ALEXIA 71 =

O3 ChS HAET AH[O|EE[0f M ASME ASRILICE 21 ONTAP 22 AE{0M
SME AMME &= AFLICH

©
$0 oo

o

r=d o> 0o ot
oL =21
N 2

-

HACE UHO|ESHE O|0| M &l = ddE
AELICH WolE 4O|0|E0]| MZ5HH Trident?t ONTAP A=t SAISH &% =
LIEFE LT,

TridentOil Ci$t AL2 X} X| ONTAP S-S MdetL|Ct
PrivilegesOfl A XIS +HE [ ONTAP Z2[At Hets AEY It |ITE (4 Trident= ONTAP S2{AH

o
TS WHY = ASLICE Trident WA= 0| ALEX} 0| ES ESHH Trident2 AHEXL7L E-& St ONTAP
o
=

S2AH LS AESH0] 2 S S-YLICH

Trident ArEXt X7 gt M-doi| st XM[et LH&2 S "Trident AFEXL X[ e WET7"HESIHAIL.
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ONTAP CLI AtE
1. Ch2 S8 2 ALEsto] Af lehs WLt

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AF2X}0f| CHSE AHE O|E DHETY]:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. AYS AHEXtolA| oHE:

security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>

System Manager A2

ONTAP System Manager0i| A CtS EHAIE +ASHIA| 2.

To* AR X H Ay~

a. S{AH EM AEX XE LS W5t H * S2{AH > 4F * S dEgLCH

=

SVM 2ol A AFEXt X|H dAgts MMSIHH * AEZ[X| > AEE|X| VM >> AH > ALEXF & g+
MEHBIL|CE required SVM.

o

b. AFSXH Y A * Ho| SHatHE OF0|2(*— *)S MEHStL|CY.

—

C. Ag * Of2Hof| M * + =7} * & EHBIL|CE,
o
|

ol et A Molokn * X * S B2

—_

gLt
S Trident ALEXOA| OHE *: + * ALE X} S HE * H|O[X[0f| M THE EHAIE +HSHUAL.

.

N

*
| =2
ot

o
-

=
X} * OF2Hoi[ A =7t OtO| 2 * + * & MEAIL

b. L3t ALEX} 0|ES MEISHL * Role * Of] L3t EECHR HiwR0HIM FES MefetL|Ct.
c. XM#* = =Lt

Trident= % ontap-san-economy E2t0|H 0| CHsH LIS CHAPE AF235H0] iSCSI MME2 215E £~ ontap-
san 91@'—|E|' 0|2 QI = HAE Moo M M2 d2lslof usecHar ELICH 2 true AESHH Trident=
SVMe| 7|2 O[|L|A[0f|0|E EotE drer CHAPE 1446t UHollE THlo| AL Xt 0|1t Y= E M LT ratat
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CHAPE A83t HAS QIB5t= A0| ZELICE LS ME 782 HZoHHAI2.

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ ‘useCHAP'Oi7H 4= of HOE A Msh £ Q= 22 SMUL|CE 7[2XO 2 falseZ AH |
QUELICE true 2 Mt S0 = false 2 A™E £ USLICE

EESt useCHAP= truechapInltlatorSecret chapTargetInitiatorSecret, chapTargetUsername
ol chapUsername |:'— HH01||: I-IO|()“ EO*E|O-|O|= oH_l[:_I- 2 AloH0|.o;1 t1H01||:E AHA‘Io} 0|-§§ E%:ig:!' ES
tridentctl update USLICH

ikl

== I'AI
S =

‘useCHAP true® HHESIH AEZ|X| #2|Xt7t TridentOf] AEE|X] WA cHAPE
TFHSIEE X|AIBLICE, O47]0fl= CH30| ZESHEILICEH,

* SVMO|M CHAP 2%H:

° SVMQ| 7|2 O|L|A[0f|0|E{ Hot 40| NONE(Z|22f HH)* 0|1 * o|0] EXfSt= LUN0| B0l gl= 3%
Trident= 7|2 ot RS =2 X510 CHAP O|L|A[0f|0|E{ & EFZI AL X} O|F 2t = ?”° LICt. cHAP

o SVMO|| LUNO| &=l AL Trident SVMO|A CHAPE AIRSIEE MASIX| YUSLICE M2t SVYMO| 0|0|
U= LUNO]| CHst B M[A HﬂofEIII k& L|CH

* CHAP O|L|A|Of|O|E{ 5! E}ZI ALEX} O| St YT E LM EL|CE o|2{st FM 2 sil= AMof X[ sHOF ghL|CH#
Ax).
HHOlE 7} MM El & Trident= & tridentbackend CRDE MMt CHAP &% 8! ALK} 0|28 Kubernetes
|2 AL O] A=A Trident0ll 2lsf MM =l 2= PVSIt CHAPE Edl| O EE| 10 HZEILCE.

XA SES 2 Totn HAEE HHO|E-LIC
Aol A CHAP O{7H H~Z H[0|ESI CHAP Xt SES YHI0|ET 4= backend. json AFLICE. O[FA|
St2H CHAP 2= & AU0|ESt - S ALE5HY ol2{¢t tHE A S BHE8H0f tridentctl update BLICH
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HHAIE O] CHAP YZ E YUHO|EE [ 2 AR50 HAIEE AH|0|ESOf tridentctl BLICE.
() Trident2 0|2{3t tHZ AFSIS mokst & 10O 2 CLI/ONTAP UIE E8| AE2|X| 22{AE{Q| X}
ZHZ H0|ESIX| OHMA|L.

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

fe=m====s fremmmeme=s WF
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
fos=sss========= femsmesessessa=== fees=sssss=sssesessososassssssssssssa=s
s e +
| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1ad72ffbebbc |
online | 7
fommmmm e e me e fommmmmmsene e a e fmm e e e e e e e e e e
fre=m=m==s e X

7|E 7S WEHS WX 91 JrhE AT SVYMO] Trident7t X2 SHS YHI0|Ests 2 Al 24 Mej2

=
FXIELICH M HE2 GO0 EE AtH SES AF8SIH 7|ZE HE2 AL 24 4B E |AIYLIL. 7|Z PVSE HE

=T

SliRlst ChAl HZSHH YHHI0|EE XH SES AHESH| ELIT.

ONTAP SAN 71 &M 3L o

Trident 2X| A| ONTAP SAN E2[0|HE MH5t 0 AtEdt= WHO| CHs OoH=LICE. Of
MMM = eill= 1M o K| 5! BackendE StorageClassest| DHZ st BHHO| CHSE AR
HEE HN|lSgL|ct



o7 Ay 7|28k
version ShAF 1
storageDrive AERZ|X| =2t0[He| O|EQIL|CH ontap-nas ontap-nas-—
rName economy, , ontap-nas-
flexgroup,,, ontap-san
ontap-san-economy
backendName AMEXIX|H 0| &= AEZ|X| HAl= E2t0|t] O|F +"_" + dataLIF
managementLI =2{AE KL= SVM #2| LIFQ| IP FAQILICY. “10.0.0.17, “[2001:1234:ABCD::fee]”
F FQDN(EH2E =02l 0|8)S K™Y & JAELICE IPv6
E20E AMESIH Trident?t X2l 2L IPv6 TAE
AMNESHEE MY & QJELICEH IPve A= o 20|
CH&S 2 ™Ho|slof
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] BL|Ct. §1E$E MetroCluster &2 £ [mcc-
best]&EXSIHMAIL.
dataLIF DEZEZ LIFY IP FAYLICE IPve Z2{10E A3 SVMO|A DHHEILICH
Trident7t MX|=l AL IPv6 TAE AIESIEE AHY £
USLICH IPv6 A& 1 20| HE S 2 Holsl{of
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
] ELICH isCsIof| CHal X[=SHK| O AL, Trident= £
AHE3I0] "ONTAP ME{E LUN H'CE B2 M2
MHSt= O ZRTHSCI LIFE ZABIL|CE O] HA[HOZ
HMo|=l 22 B It dataLIF MMEILICE *
MetroCluster2| 2<% M2fgtL|C} * & [mce-
best]HZSIMAIL.
svm A2 AEE|X| 7H A * MetroClusterOf| = Ai2fst *  SYMO| X| ™=l A THEEILICE
£ [mcc-best] & ESHYA|L. managementLIF
useCHAP CHAPE At23810d ONTAP SAN EZ0O|H0| CHSH iISCSI  false

Q!5 [Boolean]. A= M|SE SVMY| CHet 7|2
QIZOZ sk CHAPE 7St AF2SH2{™ Tridento|
CHo O true MEELICEH XtM|TH LIE2 2 "ONTAP
SAN E2O|HHE A2SI0] HAIEE A HE TH|E

L CH RS AIL.

chapInitiato CHAP O|L|A|Of|O|E] &S QIL|Ct HRst HL
rSecret useCHAP=true
labels =50 2T 9|9 JSON &4 2|0|2 MERILICE

(=]
chapTargetIn CHAP EtZI O[L|A|0][O|E L= ILICE EHett 22 "
itiatorSecre useCHAP=true
t

chapUsername ¢QIHI2E ALEX}O|SQLICt HRTtHL

useCHAP=true

chapTargetUs CH& ALEX} O|EQLICEH ROt AR useCHAP=true
ername

clientCertif Base64 - 22I0|HE CIZAO| QIALEl ZIAL|Ct IS A ™
icate 7|9k Q15 0f| AFEEIL|CE
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Base64 - 22t0|E Il 7|2| Q1B G El ZLICt.
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- O

St O

ﬂ?d"—ll:t. ﬂE—". Mo* BN 7

ONTAP 22| AE 2t S415H= ’1'9_ NE=SY
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EA

ONTAP 22AEQ} E
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G 7|8t B0 ArEELIE
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SVMOIM M 258 Z2H|MJE Hf MEE= HFAF  trident

LIS =d& = SlSLICE o O H2

HHO|EStAH M HAEZ dgatiof LTt
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TZH[XMdS ¢l of22(A0] E(MEH Abet, sVmof|
AMEHOF ot= R) E2H0IH S| BL ontap-nas-
flexgroup 0| M2 E'/KIEI LICt SYEX| 42 32

AME Ztset Ol2|A[0|EE AESHY FlexGroup 2&S
T2H[Mde = ASLIC

SVMO| A AggregateE 00| EtH
Trident AEE2{E CHA| A[ZSHA] 1
SVME Z2I6t0q Tridentoll M XI5 2
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HFRLE SVMO|A 0| SE B2 SVM
OHOZ|H|0|EE E = St WAET}
TridentOf| Al 25 MEfZ HeHEIL|CH
Aggregateg SVMO]| = Aggregate 2
Zot7LE 23| I1I710f01 sHAl=EE
EMI 2211 AEfZ Hetslof gLt

A2 0| O] H|ES E£15tH T =H|X|'J0| AnfgL|C.
Amazon FSx for NetApp ONTAP EHAIEE AtE35}=
A2 2 X|H6HX| 1imitAggregateUsage "ORMAIL .
H2E 9 vsadmin Of|E fsxadmin Of22|AH|0|E
ArEE AMBED TridentE ALESHY A|otsh= of| 2R3t
o] EoE|of UX| EELILCE.

"(7|2HOR MSEX| o)

o
)

QNE 22 37|71 0| ZELCH 2 AL 22 steho||
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Oj7H BH =l 7|22k

debugTraceFl =&2X iZ Al AF2E C|HI ZEcfIQIL|C} ojA|, null

ags {"api":false, "method":true} =Xl sHZ 2 ZI&istd XtAl|st
20 HIOJL ot AR} OtL|H ALESHA| OHYAIL.

useREST ONTAP REST APIE AtEdt= &2 07 #HlL|Ct true ONTAP 9.15.1 O|Af & X|
useREST 2 MHEEl t rue EL Trident= ONTAP UL AL false.

REST APIE ALE5t0] HHAll=Qt EAlStD, 2 MY E FHL
false Trident= ONTAP ZAP| S8 A3}
sl = o EABILICE O] 7|52 AHE6I2{™ ONTAP
9.11.1 O|Ato| HQTIL|Ct EESH AR E|= ONTAP 210!
Aetofl= O E2|H 0| M| CHSE M| A HBHO| RU0{OF
ontap ZLICt O|= 0|2 ™Mo|El Igtat HAgtof osl
Z=ZEILICH vsadmin cluster-admin Trident 24.06
23| A 31 ONTAP 9.15.1 O|AEE =

useREST 7|2X 02 2 MAE|0] true Y2MH ONTAP
ZAP| SE2 AIESIEE 2 false HATL|CE
useREST

useREST NVMe/TCPO]| CHsl Mt XAS 281 QU

glo

sanType iISCSI, nvme NVMe/TCP EE= fcp FC(SCSI over iscsi H|O] = 82
Fibre Channel)& MEHE f i scsi AFRRILICE *
'FCP'(SCSI over FC)= Trident 24.10 22|A9| 7|&
oj2| 27| 7|sLct.
formatOption
s ‘formatOptions =52 ZWME moict
HMEE= BHO gt BHE QE XHSI=
Ol “mkfs® AMSELICH. O|FHA tH 7|2
Ao m2l 252 ZUY = JASLcH FX
AZE HQlotn mkfs EEH SMt H|X$
formatOptionsE X|™dloF ©LIC. Of: »-
E NODEARD"

ontap-san"% ‘ontap-san-economy

E2to[Hof M2t X[ @ E L Ch*

limitVolumeP ONTAP-SAN-Economy SHAIE0f|A| LUNS A2 o "(Z|2HCE HEL|X| %A3)
oolSize QHEE £ = Z[CH FlexVol 27| L|C},

denyNewVolum HHAIET} | UNS ZESSIEE M FlexVol 252 MMSHX|
ePools ZStE 8 ontap-san-economy MStL|CE 7|&
FlexVolZt M| PVS Z2H|XJ 0| At EIL|CE

TridentOl M= CHS SME AIBSH MA| ZEMAE M&SHA 3 28 HEELICL

» -E nobiscard: *

* fXI, mkfs AlZtOfl 22 AHIE AlE5HX]| OMYA| (K S0ll= £2|= AH|O|E C|HIO|A S ATRA /M T2 H| X' &
AEEX[OM E5 MH7t FEE). Ol FH2 ABEIX| = "K' S thASIH ZE It A|AH(xfs, ext3 3
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T MMM 0243t SME AI2SI0 7|2 T2H| MY S MO 4= defaults YSLICE G2 E0], ofzf M HfHZE

Of7H = A9 7|22
spaceAllocat LUNO| CHet Z7F et "
ion

spaceReserve JZ0t2E "S"(M) Es="E2E" (Y "
snapshotPoli A% AMHAF HRHQIL|CE "ea"
cy

gosPolicy MAE 280 2YE QoS MM aFQLICHL AEEIXIE ™

/HHAI = 0f| M qosPolicy &= adapativeQosPolicy &
SHLIE MEdgtL|Ct, TrldentOHH QoS MM 128

AFE 2T ONTAP 9.8 0| 4t0] HRBILICE HIZS QoS
M OFS AFESHD HM OF0| 2 74 240
INENMOZ MEE|LF oljof BLICH 37 QoS M
OE2 ZE YIAZEQ & Me|Zo I1H°F xgt2
HggL|Ct

adaptiveQosP MME SEO T M3 QoS M OFLICE "

olicy AEE|X| E/“—.“?ﬂ':OHH qosPolicy E£&

adapativeQosPolicy & StLtE MEfBtL|C}
snapshotRese AHEEOZ of|AE SEO| HESQIL|CE "gierol AL 0", JHEX| U2 ER
rve “snapshotPolicy™
splitOnClone MM Al 49 220N S ES 2LYLICH "HA
encryption M ZSEO0|M NetApp 2E L=2HNVE)E 2-d3tst, "AHA"

71282 2 BYEYLICL false Ol SME ALESHHH

NVE 2{0| AT S 2 AE{0l| A Zgot=[0f RLO{OF RELICY.
WA= ol M NAEZ} EA5HEl 22 Tridentoll A
LZH|ME 2E 252 NAEJL AL E LT XA

LI &2 CIZS "Trident’} NVE 3! NAES} 2t S5t= Y
"EEESIAAIR.

luksEncrypti LUKS YZ3tE AFEEL|CE 2 "LUKS(Linux Unified "
on Key Setup) AFE"&ZSHYA|2. NVMe/TCPO| CHsh A =
LUKS =37} X[ &= X| gt&L|Ct

securityStyl MEZE2 =50 CHeh Hot AEL unix

e

tieringPolic "$I2"S AISt= H|E3 XA ONTAP 9.5 SVM-DR 0| 1419
y AR "AHAFME

nameTemplate AMEXALX|E =& 0|FS Ydsts HEYLICH

E8 T ZH|X< 9| o

ChE2 71=2440] Fol o YLct.
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

C2l0|HE ARSI MMEl D= 289| AL ontap-san Trident= LUN H|EIH|O|E{E £838}7|
2|8 FlexVolofl 10%2| 822 ZIJISILICE LUNE AF2XI7 PVCOIN QA= MEtst 37|12

@ T 2H| NI ELICE Trident= FlexVololl 10%E F7H2ILICHONTAPO|A AF2 7Hsot 37|2 BEAIE).
O|XM| AF2XI7t QETH 718 222 AS 4= USL|Ct £t 0| HAO R QI8 At 7Hsst 3710 2HH 5|
2| X| gH= $FHLUNO| 87| ME0| E|l= 22 WX[E £ JAELICH. ONTAP-SAN-AX| 0= HE|X|

LS — —

F&LICE
2 HOo|St= WA= 9| AL snapshotReserve Tridente= CHE 1t 20| 28 37|E AAFetL|CH
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIE|OIHE +=83t7| 23l FlexVololl £7tE[= 10%2| TridentLICt. = 5%, PVC 2% = 5GiB2| 8%
snapshotReserve & 28 37|= 5.79GiBO| 11 AF 7Hs$t 37|= 5.5GIBRILICE O] volume show HHLSCHS
oMl FAFSH Z2HE HA|SHOF SfL|C.

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded4_979d_034d54c39574

online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.
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x| ol o

CHZ ool M= tHEES] o HaE 7|2UCE R 7|2 #88 B0 ELI. ol= MAEE Holst= 7ty 72
HFEH Ol |C}
odd -

@ NetApp ONTAP on Trident2} &7l Amazon FSxE AtE3st= A IP F4 CHAl LIFO|| Ci$t DNS

0|E2 X|¥st= 20| EZ&LILCE.
ONTAP SANZ2| o

E2I0|HE A5tz 7|2 FEYULICE ontap-san

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin
password: <password>

ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>
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version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

ASA 7]gt 152 of

O] 7|2 &M 0[|M= clientCertificate clientPrivateKey ¥ trustedCACertificate
(ESAEE CAE ME%t= 22 ME ALt 0l HRIX| 1D backend. json SEIO|UE QB A, el 7| &
EHAEE CAQSAMO| base64Z Q1AL E S 2t2t 7t ZLICH

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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QrdtsE CHAP O
Ol ool 2 MEEl true BHAIEE usecuap MATHL|CE
ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HHAIE 0| A NVMeZE LA El SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

nameTemplateO| Z &= gHoll= 1.4 of

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}
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<code> ONTAP-SAN-Economy </code> S2}0|HOf| CHEH &M 0o

version: 1
storageDriverName: ontap-san-economy
managementLIF: ''
svm: svml
username: ''
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: "-E nodiscard"

7t E2o| HAl= of

Ol2{gt ME wioll= Fo| mUol|M EF 7[242 ZE AE2|X| Z0|| CHol HH-H(0l: spaceReserve U,
spaceAllocation &, A& encryption) 7t& E2 AEZ|X| MM Ho|EL|Ct,

Trident= "Comments" ZE0|| T2 H|XY 0|22 MASHL|Ct FlexVolof| Z=A0| MAREIL|CE Tridents Z2H| MY
Al 71 20f Rl 2 E 0|22 AEZ|X| 280 SH[EL|CE Mo|E ?ld AEE|X| #2|Xt=7IM E Y 08
=EE=Z 20|=22 0|2EE Mol & JSLICE

ro

O| oflof| A Y2 AER|X| &2 KA, spacerllocation W encryption 42 AESIL spaceReserve Y8 &

7122E MEelgLct.
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP ¢

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20'
defaults:
spaceAllocation: 'false'

encryption: 'false'

ol = £ StorageClassesOi| OHZIBHL|C}

CtS StorageClass o= 2 714 2| ol o XS A2, 2t StorageClass = HEE A&
parameters.selector 252 SARGH= O AFBY = U= 714 E2 S ZYLICE MENSH JHA E0f| 20|

HOol&[of AFLICE.

r

* protection-gold StorageClasse= WMAESl X | 7t =F0| OfHELICE. “ontap-san =E
g 23 7|58 M3dh=s s ELICH
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* protection-not-gold StorageClasse= Sl

* protection-silver-creditpoints-20k StorageClass E<

114

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

of & wimi 8L M| wimi Jtd Zof oHEELIC.
YLt

=
‘ontap-san = 0|22 ES £+F2 HEdl= fLst =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

app-mysqgldb StorageClass= WA=l AN HmW JtA F0| DHHELICE. “ontap-san-economy
mysqldb £ Hofl ciet AEE|X| & 284S M3ot= fLT ELICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

Eo| = wHj Jha =0
OHEEILICE. “ontap-san &H 2{|H 2% 5! 20,000X 2 E NMEZ H36t= fst EQLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClasse= HAEL[ N ®Hu| 7t Ed #HAI=EOl | M| JtA “ontap-
san-economy =0 BHEEIL|C} ontap-san 5000 2&|S ZQIEE HRot RS E AMH|AQL|CE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* my-test-app-sc StorageClasse £ AM8%t0] E2IO|HS| “sanType: nvme 714 Z0| ontap-san
OHEELICE testapp 0|2 RYSH = MQAHRLICH testapp

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident= O{fH 7}AF Z0| MEHE|QI=X| ZASID AEZ|X| @F AFE0| EFE|=X| &QlgtL|Ct,

ONTAP NAS =2}0|H

ONTAP NAS E210|H 7R

rr

ONTAP % Cloud Volumes ONTAP NAS EZ20|HHE AI23I0{ ONTAP HHAIEE 15t
HEEHOf| CHoH LOEAA|L.
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ONTAP NAS E2(0[H ME HEQLICE

A
R

Trident= ONTAP 22{AE{2Q}

UL Z L2t 22 NAS AEZ|X| E2IO|HE

RIZSHLIC KIEs oM A

2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(rwx), ReadWriteOncePod

(RWOP)IL|LC},

E2I0[H TZEES =5 2t OHMA REJE X[ ELICH XEE= DY A|AH

ontap-nas NFS SMBZ I} A|AEI  RWO, ROX, rwx, RWOP "™ nfs smb
HZSHIA R

ontap-nas-economy NFS SMBE I A|AEI  RWO, ROX, rwx, RWOP "™ nfs smb
EXSHAAL

ontap-nas-flexgroup NFS SMBEZE I} A|AE  RWO, ROX, rwx, RWOP "™ nfs smb
KXSIAAIL

* ‘ontap-san-economy' & =& AFEE 7t HLI 52 ACE 0|k = 30T X[ E =

ONTAP =& H|st"Ar2¢tL|Ct.
d7 =B A2

= Y= 202 X

ontap-nas-economy
CEjo|HE A 8Y

ONEN
ontap—-nas—-economy.

AHEXL Het

#E|l= ONTAP 28

* CIoJEf Hz, T3l =7 L= 0|5 40| 2RY A= odE= L0

227t CHBELCH 31 “ontap-san-economy
Hpk A& gL Ct.

= AFESHA| DA

Trident= ONTAP S SVM ZH2|Xt2 Aelislof 8, LRHH O SR AE| AL2At vsadmin E£E SVM AFER} EE
e oste I3 |:|-E O|E2| AFEXIE AMEE admin ZYLICH

Amazon FSx for NetApp ONTAP H{Z 2| AL Trident2
ONTAP EE= SVM Z2| X2 MBS HLE fsxadmin

o ==

EOlol- O:Iol-o

SHAH AMEX EE vsadmin SVM AFEXHE AFESHY
1T CHE O|§9| AHEXIE Adlof gfL|Ct.

= =2 o

‘fsxadmin Al Xt=

limitAggregateUsage 07 HLE AE5I2{H Z2{AH 2| Aol
Trident® &M Amazon FSx for NetApp ONTAPE AtEY Of
‘limitAggregateUsage OH7H

®

S2{AH 2A2|XE MSEH 2 AR Ef.

ol

Eol‘

=

SELICE.

AL 0O
ﬁ_l_l_

| fsxadmin AFEXF AEHOM 2S5HA| vsadmin

of&LICE Of o7l H4E X|stH 14 Zrefo| Alnjghct,

Trident E2}0|t{ 7} AFRE 4 QL= Of RIFHE{QI A2 ONTAP Lijol| B %¢ RUR|EF 2K BIELICE Trident)
thEo] MEZ2 LalXolMs 7t APIZ SS3t0E a2(0|S7t 0ffin 9B} wasty| ALt

ONTAP NAS S2}0[H{Z AF23t0] Ml =S AJSE Z=H|S Bt

ONTAP NAS E2}0|HE AF2510{ ONTAP HHAIEE M5 | 2ot @7 Atgt, 1F M 8l

AAZE HHS OfsHStLiCt
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ONTAP #HAIEE QIFBIL|Ct
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* X4 3 7|t o] ZE0|AM = ONTAP BHAl=0f ot S 2ot #Hoto] HRBL|CE ONTAP HH 1ol T &
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O A 9| Base64Z
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| 0|S5t7| ?l8 7| & MAES AHCIO|ER = AFLICE. 2Lt oF Hojl
AHOZ HetotH MAlE oM 7|ZE S ®AHHOF BfLICt.

() NAZ33sA- S 2% HBdten ok 74 Dol 8 olyel o1F wHol MBE s o
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Trident= ONTAP HAI= 9 Z41SH7| 2[8H SVM Hel/S2{ AE Hel 22| Xtoi| cist X2 ZH0| BetL|Ch E=
Ol K|

vsadmin 2t Z2 02| &
7ISAPIE EZ £ A=F=2 0 22| Xeto| setMdo| EAEILICH AFEXF X|H 2ot 2701 etz phE0]
Trident2t EH| AFE S 4= UKD HESHX| = &S LICH
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSONS EZESHAIR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

-

Mol XtH ZHO| Yut HIAEZ NEE|= RUSH X|2t= Hol R stMA|Q. BHAISTE MMEl = AR Xt
/%S = Baseb4 = QT L0 Kubernetes Yo = X ZHEIL|CEH A= 0| MA/AY 2 XtA SHO| Clizt X[Al0f
[USE CHAIJLICE [MEEM Kubernetes/AE2|X| 22| X7t £3E 4= U= 22| M8 ZHQUL|C.

o>

79 7|E HOIEL QIEAES ABSI0] ONTAP M=ot S48 4 9l
2

* clientCertificate: Base642 Q13
* clientPrivateKey: Base64 - HZ =l 72!
_J'\_

* TrustedCACertificate: A 2| S =
22 0| Oj7H HE-E NI Solof gL|Ct ME[E 4 A= CATL AFEE|X| O™ 0| 22

LS — —

2etel IS 20= o BHAZF ZEE LI

1. S2I0|AHE QABXM I 7|5 “HdetL|Ch MH Al CN(2EH 0|5)S ONTAP AIEXtE HHSEIY QBSHAIR.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EBAEEI CAZ AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22t0[|AHE AZM I 7|(1EHA)E HX|RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eet 2791 Hgto| 91F WHE X|S=X] cert &RletL|CH

ol

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. MMElIQIZSME A8t 2152 HIAEELICH ONTAP 22| LIF> 9 <SVM 0|E>2 22| LIF IP % SVM
O|EQ = HREL|CE LIFS| MH|A MHo| 2 dEE|0 J=X| &l6i0F default-data-management EfL|CH

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64Z QIEA, 7| L MUY & A= CAJBME TG HLICE

base64 -w 0 k8senv.pem >> cert baset64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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7. O CHAIO|M F2 2tE ArE5He] WA =S WdRlL|Tt.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident
o —— et et it
- F—— +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
o - Rt et bt
o F—————— +
| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |
o —— o et bt et P
- e +
21E S YO|O|EStALE XHH ZE S 2defL|Ct
CI2 QI 2P S A SI7ILE X2 5SS HSIEE 7| = HAES HB|0|ES 4 YLICE 0| SH3 AR 0|5
/LB E A8z HAEE OI%H% Af%&E% .:.HIOIE%* = AN IBME AESH= HAEE= ALEXL 0| /Y=

7€t 2 AM|0|EY HE M7t M 21F B S FItslof ghu|ct O&
Che Aldie 2~ ooy |_—r7|' E.:.E.J °:=1|:‘||0|EE| backend.Json OUZS tridentctl update backend
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

A= E oW mf AEZ|X| 2E2|XH= HX ONTAPO|A ALEXIe| = E A0l Eslof BfL|CH O
(D Ch20ll= MAE HOIO|EZL ASLICE ABSME =|HE mf o2 ASME MEXOA =t =
AgLIC 33 ChZ HAETH HHO|EE|0] M ASME AFERILICE J2{H ONTAP S2{AE0M

O|F QIZSMEZ AbN|E £ Q& L|CE.

- O = =2 T AM-d

WOl = S 21rf|0| EBHE 00| WAYE BFO et BAIATH SEHE|ALF 0|20) YN E BE HZO| L O[AX
QIELICH #el= QiE|o|Eo0f MZ3HR Trident?t ONTAP Hel=ot S4Ist0] 4= 28 =l Kald 4 e

LHEFRHLICE.

TridentOf| CHSH AFE X} X[ ONTAP S MATL|CH

PrivilegesOi| M 22 slg [ ONTAP 22|Xt A S AH8Y HRI = E 2[4 Trident2 ONTAP 22{AH
A2 WM = USLICE Trident MAE 2 H0j| AFEX} O|F S EESHH Trident2 AFEXII M5t ONTAP

SAH Y S AEOI0 HYS AL

Trident AF2 X} X| M g MMof cHst Xt LHES S "Trident A
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ONTAP CLI AtE

1. Ct2 HES A8sI M Fg S dd gLt

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AF2X}0f| CHSE AHE O|E DHETY]:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. AYS AHEXtolA| oHE:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

System Manager AtS

ONTAP System Manager0i| A CtS EHAIE +ASHIA| 2.

1.+ ARG R XIH 2t A -

a. S{AH EM AEX XE LS W5t H * S2{AH > 4F * S dEgLCH

=

SVM 2ol A AFEXt X|H dAgts MMSIHH * AEZ[X| > AEE|X| VM >> AH > ALEXF & g+
MEHBIL|CE required SVM.

b. AFSXH Y A * Ho| SHatHE OF0|2(*— *)S MEHStL|CY.

—

C. Ag * Of2Hof| M * + =7} * & EHBIL|CE,
o
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gLt
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KtMISt 82 ChS HO|X|E EX5IHHAIL.

* "ONTAP ZZ|E 2Iet ArEXL X[F HE" = "AF AL AIE JES Folgot

oIS Ol ALSR} T

NFS QAZE ™S Ba|si|ct
Trident= NFS AT E MMS ALZSI0] T2 H| NSt 20| CHot BHAE K|O{BfLICE

Trident= WELWZ| HMS AFSE U £ 7HX S8 S ®MSHLIC
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Trident 24.100| A= ontap-nas AEE[X| E2}0|H7} O™ ZHE[AL} OIIIX| 2 A& ESELICE
@ ONTAP-NAS E20|H{0j] CHEHA = B A=l AFSHO] SIALICEH Trident 24. 100 A= AE2|X| E2fo|tat
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version: 1

storageDriverName: ontap-nas—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password

autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

0] 7152 AR m= SVMS| 2E TAFHO| = CIDR S2(0: 7|2 AALE Hi)S 5{R3H=
AATLE AT 3H O[F0f MNE AATLE FHHO| QLEX| EHOISHOF BLICH Trident HE S
AR 5tE{D SHA NetApp & BH AlZIS 2AAIQ.

©

CHS2 ¢lel OlE AFE3H0] 0] 7|50| ZS3ts YAlof Chet 2 YLICt.

* autoExportPolicy 7t & HHE[0] true UAELICE O|= TridentO] SVMOI| CHSH O] BHAIEZ T =H|X 'S El 2f
=50 CHSt AATE HMZS sym1 YESHD FA SEE2 AHESHH F2| =71 8! AXE autoexportCIDRs
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HMe[gLCL S280| o HAE x| 2§82 1A glo] Bl AATE MMS ALESI0] 2 E0I| CHet K| b=
HMAZ KIEHEILICEH 2&0| L E0f| HA|E|H Tridentoll A X|HEl CIDR £2 LHof| LE IPE Zgtst= 7|2
gtree?t 22 0|52 AAZE HMS MHSILICE 0|22t IP= 42| FlexVoldl X AE35H= LHELHZ| FMo| =
% J1=lL|C}H

T = .

° 0| =9 L3 Z2ELCh
* SOl = UUID 403b5326-8482-40dB-96d0-d83fb3f4daec

* autoExportPolicy & MEYLICH true

AER|X] EARLICE trident
= PVVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1¢c

* 0|£0| Trident_PVC_a79bcf5f 7b6d_4a40 9876 e2551f159c1c?! FlexVol qtreelf| Ciist AA T E
A 0|20]| QI gtreed| CH$t trident-403b5326-8482-40db96d0-d83fb3f4daec HWALE
I-IxH
trident pvc a79bcf5f 7b6d 4a40 9876 e2551f159clic SVMO|| HHE Hl AAT
trident empty AAMEIL|C} FlexVol AARE HM FXI2 gtree AALE HHHof| THEl @
Al Tghol L ch gl LHELY| HM2 AZAE[X] ore DE SE0|AM CHAl AL ELICE
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* autoExportCIDRs F& =8 553 EYHL|C. 0| ZE= MH AY0|H 7|EXHC = ['0.0.0.0/0", "/0"]
LICH FOE[X| 42 E? Trident= A 20 = ZE WS Helo| RLIHAE FAE AMZ2 &7
XJFetL|C}

T = .

Ol Oflofl A= 192.168.0.0/24 2 37t0| H|SELICH Ol= HHMS0| Y= 0] T4 HL|0f| £6H= Kubernetes =

IPZt TridentOi| M H-d5t= AALE FHof| FItElCH= AS LIEHRHLICE Tridents k= LEE SES 0 29|
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OF 2 ZO|3|{Of SL|C} HHAIC ol CHBH H|ZHAMSISIT AE 02 MME| HATE MAMOZ ZuHSH A

autoExportPollcy UELICE 0| E M= WAl 2 Ho|N Of7H HEE HHHOF exportPolicy BLILCE

TridentOf| A BHAIEZ MAMSIAHLE HO|O|ESH & = 82 tridentbackend CRDE AF26I0] BHAIEZ stolsh &
tridentctl USLILC}.
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./tridentctl get backends ontap nas auto export -n trident -o yaml
items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

LBt MAEE Tridents ZE AATE HMS 2iQISH0 L =0f S SH= MM A FEIS HAHELICE Trident=
el 2= Ao LIELT| HMOM O] L= IPE MAHSHH SR AES| M =20|M 0] IPE THAIESHX| 8= ot 27

Lo — — o
Or2EE YX|RLC).

L HAEE = HUH|O|ESHH tridentctl update backend TridentOf|A| AATE HMS
AtsoE 2eElgd = USLICE o[ A 5tH HRtt 22 #lE9| UUID A gtree O|E2 HA HHEE = 7H| M

A

o

HELICH HAl=0f /= =E2 02 E SHAIUCHIL CHA| D2 ESHHE M=z MY E AAZE Y3

=

AtERiLCt.

Aot SHo = WHE 27| YHMO| AK|EL|Ct.

() & Belsls sl g0l Y ol
= H2|E|of A AT E Hrfo| MAEL|CH

OIS 7} ChA| A4A |31 =7} A 2o

2t0|E L E9| |P AT} YOIO|EE|H - E0i| M Trident PodE CHA| A|ZFSHOF ©HL|C 113 CHE Trident:= O] IP $HE
AteS BHESHE & 2h2|5h= MAl=0f| et 2LV | FME U0l ERL Ct.

SMB 25 I ZH|XYS QI FH|

n

ofztol =7t ZHIE S

2l0|HHE AI235I0 SMB 282 Z2H|XMYe & ontap-nas Y&LICH

20| A0| ONTAPE SMB =252 44st2{H SVMO|A| NFS 3! SMB/CIFS Z2EZS 2F
Td80F ontap-nas-economy YLICL O] &£ Z2EE F SILIE 74X E2H SMB E2&
Mool MojgtLlCt.

(D autoExportPolicy SMB 2E0|= 7t X| & E[X| 4&LICE

Al=ket7| Ho|
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SMB 2&& ZZH|X{dol2{H HA| CHE &=0]| L0{0F LTt

[= 2]

* Linux ZIEE2] & % Windows Server 20225 &&5t= Windows 22Xt .= E7} Q= Kubernetes S2{AE
Trident= Windows E:EOHH It ML= Pod0]| OFREEl SMB 2&2 X &fLICt.

* Active Directory XtZ ZHO| Z &=l Trident S 7} StLt O| A UELICH H|L MM

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* Windows AMH|AZ M EI CS| ZEA|, £ “csi-proxy A5t H WindowsH| A A& E|= Kubernetes .= =9]
7:' O [CLn

4L E= "GitHub: Windows& CSI ZEA|"E "GitHub:CSI ZEA|"HESHIA2.
|

1. Z2|0|A ONTAPY| 3L MEHOR SMB BRE MA5t7{L Tridentdll M RS WA 4 aLIC

@ ONTAPE Amazon FSx0ll= SMB 377 2Rt Ct.

9 20 AHCIZ AFESI7LE ONTAP CLIE AISt= 5 7HX| & & SILIE SMB #2|Xt S[fE Mde
"Microsoft 2t2| ZZ"UELICH. ONTAP CLIE AFESIH SMB 372 MAMSHH CIS2 MEMAL.

a mast A

—

Okl

ROl ot Cl2EE| H2 28 Yoot

O]l vserver cifs share create BHS SRE WMst= S0t -path M0 X|HE HZE SQIgL|Ct
Xdst d27} gle™ HFOo| MojgL|ct,

b. X|MEl SVMzt HZEEI SMB 2RE MAstL|CE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C.

Ok

Rt HGEI A= ARt

=

vserver cifs share show -share-name share name

(D) ®ME UE2 2 SVB 2RE ML TSR,

O

2. HHAlE S MMS 1 SMB 252 XHSIHH LI

=Ea =

S TolioF LT 2 E FSx for ONTAP HolE 1y E82 &
"ONTAP 715 84 % O[H|2 FSX"EESHIAL.
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https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html

OH7H 4 29 o

smbShare Microsoft 2t2] 2% EE= ONTAP CLIE A5 smb-share
MEE SMB 372 0|, Trident0|A] SMB ‘g g
AHA‘lOl‘ A 0|'— OlE EEO" [Hol- o||:||-I-|O|
%,Mﬂ*g t:”X|°|'7| /5l of7f H4-Z HIY % -JF
UELICE o] o7 Ha= AL ONTAPL| Z 2 MEH
AtRIL|CE. O] DH7HH = ONTAP A =0f CHSt
OfOE FSxO| 2 R3HH H|®=E 4 YI&LICY.

nasType * 5 * 2 MHEGOF ZLICH smb null®l 2R 7|24 £ smb
‘nfs" A ™A EIL|CE

securityStyle MZEL ES0|| CHst 2ot AEt! SMB 229 2R L= ntfs = mixed SMB
mixed £ AHHOF ntfs rL|Ct =50 l—-|'|°|'| AHg
AUELICE
unixPermissions DEE MEHSHL|CH SMB &0 CHsHA = * £ H| "

SFOfOF RfL|Ct. *

ONTAP NAS 7+ M gl of

Trident &X| A| ONTAP NAS E210|HE ddst Atgst= 2ol Chs ot=LICt. o]
MIMOf| A= BAl= 1M of|H| 3! BackendE StorageClassesOl| i &= HHEHOf| CHEE M2
XMEZ HZSH|C}

oH7H A= 23 712

version ShAb 1

storageDrive AERZ[X| E2I0|HQ| O|E/L|Ct "ONTAP-NAS", "ONTAP-NAS-
rName Economy", "ONTAP-NAS-

flexgroup”, "ONTAP-SAN",
"ONTAP-SAN-Economy"

backendName  AEX}X|H 0|8 E= AEEZ|X| HollE E2lo|t] O|F +"_" + dataLIF

managementLI Z2{AE Es SVM 2| LIFQ IP =4 MAstel =mel  “10.0.0.17, “[2001:1234:ABCD::fee]”
F o|E(FQDN) X™e = JASLICE IPve E2OE

AB310] Trident7} XISl 29 IPv6 ZAE ALRSEE

MEE 4 USLICL IPve FAE T Z0| S =2

& olsfjof

[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

] SfL|ct, 212t MetroCluster &2 & [mce-

best]EZSHAIL.
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oH7H i

dataLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X
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DT=2EZ LIFQ IP FAYLICE X|Fok= A0| Z&L|CH
dataLIF. MSEX| %= B2 Tridente SVMO[A
HO|E] LIFE 7HXSLICt. NFS ORE X0 At2E
FQDN(E#3tEl =0l 0| &) XIHsHH 024 C| o[
LIFOlAM 25 WS 2[5l 22 = 24| DNSE HM e
2= QUELICH £7| MY 20| HEY = UYSLICE 2
EXSIMARL. IPv6 22T E ALESHH Trident7t A X|El
Z2 IPv6 TAE MESIEE dHY £~ USLICEL IPv6
FAE ot Zo| S =E Holsfof
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
] ELICt * MetroCluster®| 2L M2FEtLICE * £ [mec-
best] &I RSHMA| 2.

A8 AEE|X| 744 A * MetroCluster0ili= A2fgt
E [mcc-best]HESHIAIL.

s AATE M MM 5l AH|0|E [Boolean] 242t
Trident= % autoExportCIDRs M2 AFESIHK
autoExportPolicy WAEE HMS XFOZ Zt2|et
A olAL|C}

PV =1 .

O] MH =l A0 sl Kubernetes = E IPE ZE{2 6=
CIDR autoExportPolicy SELICE Tridents A
autoExportCIDRs SME AIE3I0
autoExportPolicy AAXE HMS K5O Z #t2|gt
T UAFLICL.
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OH7H 4 29 =

aggregate ODTEH|XYE 9IS o 22| A0 E(MEH AFEE, SVMO|
MEIsioF SH= 3 ) E2FO|H 2| B2 ontap-nas-
flexgroup O| M2 FA[ELICH SHEX| %42 B2
AE 7ts%t ol 3 2[AHO|EE AHE5I0] FlexGroup 252
DTEH|NEE 5 ASLIC

SVMO| A AggregateES Y H|0| ESHH
Trident AEZ2{E CHA| A|ZISHA| Q0
SVMZ Z2I5t0] TridentOf| Al AH52 2
AHO|EELICH 2&5S T2H|X 57|
2I8H Tridente| £% OHI2[HO|EE
@ Tt 22, ofJ2|A|I0|EQ| O|ES2
HHRZLE SVMO[M 0| SE B2 SVM
OfJZ2|H|IO|EE Est= St HAET}
TridentOi| A 2F AEfZ MSHEIL|CE
AggregateE SVMO]| = Aggregate 2
HASEHLE 2t TS| M| Hsto] HAEE
CHAl 22l Aei= H2tsf{of SfL|Ct,

limitAggrega AMEZO0| 0| H[EE E£1I5tH TE2H|XJO| AmigtL|Ct "INz MELX| &43)
teUsage ONTAP * & Of0tE FSxOll= * 7t MEE|X| gt&LICt

flexgroupAggreg I =H|X|'d S /et 02| AH[0|E SE(MEH ALK, sSvmol| ™

ateList S 2Ee|0fof ) SVMOI| 2 E HE O I2| A0 E

xS FlexGroup 288 Z=H|X'dst= Ol AHSELICH

ONTAP-NAS-FlexGroup * AE2|X| E20|H{ 0]l CHaH
X|#ELct.

SVMO|A 0j2|AH|0|E S£0|
HH|O|EE|™H Trident HEZ2{Z CHA|
AEHSIXR| S E SVYME Z2310]
TridentOl|A| £5=0| A} S2 2
OIO|EEL|CH 252 T2H|NHSIEE
Trident?| EH OI2|H|0|E SES2
@ TMst AL, O I2|AH0|E SE9| 0|ES
HHREHLE SVMO|A O S8HH SVM
OHE2|H|0|EE E&st= St WAET}
TridentOl| A 27 AE{Z HMEHEIL|CE,
O2|AH0|E SE2 SVMO| =
S50 HFSII L 2t S| K|t
HHAIE S CiA| 221! AEfE Hetslof

SHLICk.
linitvolumes 2% 28 37|7}0| Z=Ct 2 3L 8 "(12MoE HEEX| 2)
ize MIfBiLICE 3t gtreedi| A 22(ots 289 At 2718

Metstd, gt reesPerFlexvol M2 E6f FlexVold
Z[CH gtree &2 AHEAL X|HE ~ JELICEH
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debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
00lSize

denyNewVolum
ePools

-
%
z
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=2

x

o

i)
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ZH A Al ALY C|H O Z2i 3L Ct. oA,
{"api":false, "method":true} =X sfZS TSt XtA|ot
20 HOJt Heot A7} OtL|H ALESHR| OFYAIL2
debugTraceFlags.

NFS = SMB

nullL|Ct

H=2 MM

=& dd8 FHeLct 82 nfs, nfs

=E0| d™EL|ct.

I HZ F2E NFS OIRE M4 SZQLICL Kubernetes ™
J 259| OIRE M2 YHIHOZ AER|X| A0

X ™0 UX|TH, AEE|X| S2HA0]| OIRE SMO|
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F2 B2 Trident= HAE ¥+ SEO| OIRE 282
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=l

Microsoft 22| 2& L= ONTAP CLIE A5t MM =l
SMB Z2R2| 0|Z, Trident0olM SMB 2RE M5t

U= 0|2, 250 CHSE LEIXNOl 37 HHAE EHX|
QIsH of7H H4-E HIY = 5 ASLICEH O] 07 HaE=
AtLH ONTAPS| Z 2 ME4 AtQIL|CE O] Df7fH A=
ONTAP el =0f| CHst OFOFE FSxOf| ZRstH HIRE &+
&Lt

smb-share

0
0

1

b1

I of

ONTAP REST APIE At8dt= £2 0i7 #HalL|Ct,
useREST 2 MHEEl true AR Trident= ONTAP
REST APIE ALE5t0] HAll=Qt EAlStD, 2 MY E HL
false Trident= ONTAP ZAP| &8 AI23}0
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spaceAllocat Qtree0f 37+ &%t wkpn
ion

spaceReserve B2t 0I% BE, "gIg(M) i "B L
snapshotPoli ARSE AUMHAF HXQIL|CH =t
cy

qOSPOliCy AHA‘|E| E 0" OHZI-OI' QOS I-IXH i EOIL—IL__I' AEElxl % "

/“”°||':01|A1 qosPolicy &= adapativeQosPolicy &
StLI= MENsHL|C}
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adaptiveQosP HMME SE0| et M3H QoS M I FlL|CH "
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X=X ¢S - NAS - 0|2 =0

snapshotRese ARLZOZ Of|ofzl =& HESYLIL "ol2el AL 0", IHX| Y2 FR
rve “snapshotPolicy™

splitOnClone MM Al 2| 220N 222 2LSLICH "AHA"

encryption M 250X NetApp =25 = 2HNVE)E gAdztst, "HH"

71222 2 M™TILICt false O SN E A26t2{H
NVE 2{0|dIA T} S2{AE 0N 245tz 0] QLO{0F BHL|CE.
sl S0l A NAEZL 2d3tEl 2L TridentOl[ A

IZ2H| MU= B E 252 NAEZ| AFREIL|CH XpA|st
LH22 Ct2E "Trident?t NVE 2 NAES} 536} = HitH
"KFRSHAIAQ.

tieringPolic "RS"S AEdt= AHS2 HHY ONTAP 9.5 SVM-DR 0|F 49|
y AR "ARAHE
unixPermissi ZEZ MEHSIL|CH NFS =52 8% "777", SMB 2&°2|
ons A2 H| ASEH els
snapshotDir  C|EEZ[0| HMAEZ HOZLICt . snapshot NFSv32| A2 NFSv42| &
"true"QIL|Ct

exportPolicy A2 AAIXE MM =
securityStyl MEZE =50 gt 2ot AEIY NFS&= mlxed XA unix NFS 7|22 unix YLIC.
e HOt HA S X|JIBLICH SMB X[ mixed U ntfs HQt 7|22 “ntfs YLIC

AEHY
nameTemplate AFEXX[H 28 0|52 Mst= HESQLICE "

TridentOilAf QoS M O ES rosram ONTAP 9 .8 0| 0] RBILICL HIER QoS M IS
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

% ontap-nas-flexgroups 2 A ontap-nas Trident= O|X| ME& AAHS AFE S FlexVol2| 27|7t
snapshotReserve H|E 3 PVCE SHIEA| X[HE| =5 gLIC ALEXLZL PVCE QESHH Trident= M A[LHS
AESH O B2 Z37H2 77 el FlexVolE MABILICE O] AAt2 Ed| AFEXH= PVCO|A 2Kt MT| J7ts 3722
stHeh &~ QIOH RNEE J7HEC M2 Z7t8 ST &~ JUSFLICH v21.07 O|F0[= AFEXIL AR HE Z7HS
50%= St PVC(0|: 5GIB)E Q&Y f M7| 7t5%t S7H2 2.5GiBO|| E2tEfLICE Ol= AFEXIF st 280 A
&0 sllFdst? 3 H|Z20|7| snapshotReserve MEYULICL Trident 21.070 M AFEX7F EsH= A2 MI| 75
37t0| Trident= O| snapshotReserve 8 A 282 HEEE ™olELICL o= MEE|X| ontap-nas-
economy R&LIC} O] 25 WAIZ HE{H L3 0| § HXSHYAL.

A

rlo

CtZa Z&Lct.

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50%, PVC request = 5GiB2| 22, & =28 37|= 2/.5 = 10GiBO| 11 A& 753t 37|&=
5GIBYLICE. 0= AHEXI7F PVC QBN 8ot ARULICE 0] volume show BE2 CHS OllM|Q FASH ZUHE
HA[SHOF SFL|Ct,
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Vserver Volume Aggregate State 'pe Size Available Used%

_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW

2 entries were displayed.

0| MX|9f 7| & WA= = TridentE F20|=2 W 2lof| M HdEoH E 2EES ZT2H|X ' JeL|CH ¢8|0[=5H7|
Hoj| MMt SEC| 22 HE AFHE &S| 28l =&l 27| ZFsHoF ELICE o|E S0, 0|™ HZH2| 2GiB
PVCE snapshotReserve=50 1GiBe| 7| 7t5 372 MSot= 282 HHUSLICL 0|2 S0, =E2 3GIBE
ZHoIH of Z2|H|0| Mol 6GIB 2 &2 M7| 7Hs S7t0| 3GIBE HA|E/LILCY.

x| 749l o

CHS GloM = tHEES| D7l 8 7|24 E FE 7 7182 B0 FLICL 0l= #AEE F2
YHALICE.

of
rir
J
0%t
ﬁ
Ho

@ TridentZt = NetApp ONTAPO|A Amazon FSx2 At235t= AL IP =4 CHAl LIFO]| st DNS

0|2 XIFst= Aol EELILH.

ONTAP NAS ZH|d2| o

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 9

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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A9lx|28 Y

version: 1

storageDriver

managementLIF:

username: vsa

password: pas

of ol L|Ck

version: 1
backendName:
storageDriver

managementLIF:

nasType: smb

securityStyle:

HHOJ E X o

=
2FStL|C} dataLIF 0|2

9lE +32E YH0|E

AQ|X|uho| HS 9
Sof o3t ZaLch

Name: ontap-nas
192.168.1.66
dmin

sword

ExampleBackend
Name: ontap-nas

10.0.0.1

ntfs

unixPermissions:

datalLIF:

svm:

username:
password:

10.0.0.2

svm_nfs

vsadmin

password

I.

| svm D7 M4

5t SVME X

Mo A
o =

£ "SVM 2H ¥ 23

|H6t] managementLIF



ASA 718k 152f of

O| A2 %A HHAE M O|RQLICH clientCertificate, clientPrivateKey %
trustedCACertificate (ME[& = U= CAE ME5H= B2 ME A7t o] R X2 backend. json
E20|HE QS A, 712l 7| & ME[S £ U= CAQAS M| base64Z 1A= 22 71 FZLICT.

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

1S AAZE HHo| of

Of |0l M= TridentOi| M S& HAZE HYMS ALESHH AARE HMS XS0 = My 8l 25t

S HO ELICEH 2 ontap-nas-flexgroup E2I0|HO|E S5 ontap-nas-economy &&gL|LCE,

1
of
o rir

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6 T4 O

Ol Oflof| A= IPv6 =& AHE S 2O managementLIF &LICI.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

‘smbShare SMB 2852 AI2%l= FSx for ONTAPOH| O§7H HHLIF ZQSHL|CEH.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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nameTemplateO| ZaHEl HHollE 714 of

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults: {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.R
equestName} } "
by
"labels": {"cluster": "ClusterA", "PVC":
"{{.volume.Namespace}} {{.volume.RequestName}}"}

It 0| M=

=2

==

Of2f HA|El HE
spaceReserve

A= Ho| mAo|N 2= AEE|X| 0 Chsh EF 72210 EHEI0 JSLICHO:
2, spaceAllocation HAA, HA encryption). 7t E2 AEZ|X| MM Mo ElL|C.

g0 J

Trident= "Comments" ZE0f| TZH|XY 20|22 MY ELICH dHL2 9| FlexVol ontap-nas £ 2
FlexGroup®ll ontap-nas-flexgroup ™ ELICt Tridente Z2H| K'Y A| 714 E0f| Q= 2E 2[0|E2
AEZ|X| EE0| SH[ELICH HolE e AEE[X]| 22Xtz 714 E 3 OF S8E= 2|0[E2 20282 Hog &+
ol&L|C}

PV =] -

ro

O| oflof| A Y2 AER|X| E2 KA, spacerllocation W encryption #2 HESI1 spaceReserve Y8 &
7| 222 Mol
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ONTAP NASZ2| of|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup?| of

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS ZH|A9| of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'
8ol == StorageClassesOi| OHZIBHL|C}
C}2 StorageClass &2|= & 74 22| Hol= o & =5 A| 2. ZF StorageClass &
parameters.selector &2 ARSI O ALY £ = 7t 22 S EYLICE

HOl&[of AFLICE.

n

* protection-gold StorageClasse SHAEQ| EE
nas-flexgroup =2E ¥ B35 7|5E N3dt= L SQILICL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClassie ¢l
‘ontap-nas-flexgroup = O[22 EZ £+&FZ X

(=gl
&ot= et SQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysgldb StorageClasse= SHAEL| | M 7tak Fof D{EELICE.

Hofl chist AE2|X| E S MSsh= KL EYLICHL

ud |
==

C=E
=
. tiefst 7t 20| 2F0|

H ok Zofl oHEELICE

INE=Xe]
S A

tod
I.

‘ontap-

Ul Hw Jky Eof o ELCH

‘ontap-nas mysqldb
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClasse= HAEQ| M HI| JHA Z0f
OfEELICE. “ontap-nas-flexgroup &H 2| 25 5! 20,000EQE ME 2 M|Sdt= YT SQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

. creditpoints 5k StorageClasse HMAEQ| M| Hm JH4

b E0t WlES| & B “ontap-nas-
economy 7t E0| OfZEILIC ontap-nas 5000 F2|% ZEE H

Rt RS E MH[AYL T

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident= O 7Hat E0| MEHE|QI=X] ZHSID AER|X| QF AFLO| SFE|=X| 2elghL|Ct.
Zx7| 24 = H[0|E dataLIF

Che S Mol
=1

£I| 74 2O HIO]H LIFE HEY = A2H, YUH|O|EE CIO[E LIFZt Zetel A o=
JSON I} S N3 =

%‘Q'—IEL

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ PVCIt StLt O o] ZE0f HEE R ol ZEE Z&F LH2! CfS ChAl S2{=FA M HIO|E] LIFZt
HEE[=F ofjof LTt

NetApp ONTAPE Amazon FSx
Trident= Amazon FSx for NetApp ONTAPS} &HH| A8l EAA|2

"NetApp ONTAPE Amazon FSx" & 1Z40| NetApp ONTAP AEZ|X| 2 H|A[of 7|2tst
Iiel AIASS ARSI Al 4 QIS X|HSHs T BH2H AWS MHIAYLICH ONTAPS
FSXE AH25IH 2|3t NetApp 7I", s A 22| 7|52 &= sAlol, AWSOH| H|O|EHE
RRSs O 012 Eied, B, 2ok SEAS B2 4 ABLICH ONTAPS FSX=
ONTAP T A|AE) 7|5 8! EH2| APIS XIIgLICH

Amazon FSx for NetApp ONTAP It A|ABIZ Trident2t S50 Amazon EKS(Elastic Kubernetes
Service)Ol| A 3| = Kubernetes 22{AE{7t ONTAPOIA X|St= 28 W IHY JF 2SS T2H|IHESE
UCE g 5 JUSFLICH

.‘

ot A|AEI2 Amazon FSx2| 2 2|AA0|H, 0|= AtLH ONTAP S2{AE{2} RALEILICEH 2F SVM LHO| A o
AAHIN I EGE H%%r“ Ci|O|E{ ZIE{O|L4 Q! SILt O] Mol 252 MAME 4 U&LICE NetApp ONTAPE
Amazon FSxE AH235IH 2212 E0{|A Data ONTAPZ} 22| 11}%' AlﬁEé.'QE HZELICH ME2 T A|AH
RS * NetApp ONTAP * E|'_T'_ FL|Ct,

TridentE Amazon FSx for NetApp ONTAP2} 21| AtE35HH Amazon EKS(Elastic Kubernetes Service)H| A
ML= Kubernetes 22 AE{7F ONTAPO|IM X|2iot= £8 X IY 4 28S T2H[NIY & JUSLICL
27 A

"Trident 2 AF2H"FSx for ONTAPE Trident2t Egtot2{™ CtS0| ZLrL|Ct.

* O] @X|El 7|Z& Amazon EKS 22{AH = XA 22|d Kubernetes kubectl 22{AH

* S{AHO ZAX LEO|A HZEE £ Q= NetApp ONTAP It A|AEIE 7|Z= Amazon FSx % SVM(Storage
Virtual Machine).

* Of| CHSH Z=H|El ZIAX} L E'NFS E= iSCSI

@ EKS AMI 30| [t2t Amazon Linux % Ubuntu(AMI0| 2R3t == ZH| thA| S m2tof
"Amazon Machine Images(Ot0tE {2l O|O|X|)" &tL|Ct,

02 Abet
°* SMB =8
° SMB 282 E20|HEt AF8E ontap-nas & USLICL.
° Trident EKS OHE20{|A|= SMB 2&0| X| ¥ E[X| et&LICt

° Trident= Windows L EOMOE MHE| = Podof| OFR2EEl SMB 258 X|HEL|C XIS LIS & "SMB
=5 TZH|INY S It ZH|" HZ5HAA 2.

* Trident 24.02 O|F0f|= XI5 20| EMSH=El Amazon FSx IH A|AEIO|A MMl 222 TridentOl| A AbH|E
2= UAFELICE Trident 24.02 O| &AM O] 2HE HX|S2H fsxFilesystemID AWS FSx for ONTAPS|
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
worker-node-prep.html
worker-node-prep.html
worker-node-prep.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

sl = M IO, AWS, apikey AWS apiRegion W AWSE secretKey A|™HELICE

| X9 2 Tridento|
a

Lol

TridentOf] IAM H&H2 X|Hot= B2, apiKey W secretkey EEE H
2
H =

() RmsIR %OIE ELIC apiregion. KHE LIBS & "ONTAP 4]
FSX'"EZSHHAIL.

A
M

ol
—

Ol

Trident= & 7tX| 915 REE K|S ELICE

« Xt =9 7|8k @EE: X}

2 ZEE AWS Secrets Manager0l| QtHSHA| M ESLICE DY A|AR EE= SVYMO|
THE ALBXIE AHE = US

UESLICE fsxadmin vsadmin .

Trident2 SVM AtEXtE MEStHLE SUot AL S JHEl CHE 0| F 2| ALEXLE A& sHof

vsadmin &L|Ct. Amazon FSx for NetApp ONTAPO|= fsxadmin ONTAP 22 AH AIEXIE

I1|‘ﬂ75'.'9§ CHAISHE AFE2AEE admin /}ELICE Trident2t 2HH £ AMESH= vsadmin 0|
SLIC}

O

* 1B M 718k Trident2 SVMO|| HX|El B ME AHESI0 FSx It A|ARIS] SVMzt SAlgtL|Ct.
Q1F ghdstol| chot XiMet L8 2 E2I0|H R0l CHet Q15 S FERSHYAIL.

* "ONTAP NAS 215"

* "ONTAP SAN ¢2I&"
E|AEE OfOFE M4l O|O]X|(AMI)

EKS Z2{AEE ChYst 2 HIX|E X[&SHK| T AWS= ZE|0[L 5! EKSO| CHS £ AMI(Amazon Machine
Images)E XM ELICt CFS AMIE= Trident 24.100(| A EHAEE|R}SLICH

ofa| NAS NAS - ZHd SANZ HZESHYAI2  SAN - ZHY
AL2023 x86 64 ST o o o o
ANDARDE

EESHIAIR

AL2 x86 B4Z of ol Off*+ Off**
EXSHIAIR

BOTTLEROCKET x of * o sch ole sich ole
86_645

EESHAIR

AL2023 ARM 64 S o of o o
TANDARDE

KEXSHAIAIQ

AL2 ARM 642 of oll Off** Off**
EZSHIAIR

BOTTLEROCKET_A o * o sk ole et gle
RM_ 642

EXGHMAIR
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https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html

s * OI2E SMO|A "nolock"S AFE38HOF BtL|CT.

* =l 5 CHA| A|ZHSHR| 941 PVE AMH|E 4 glsLct

lote AMI7f o710l LB E[X| 82 2 XX @=Ch= 2|0|= OtEL|Ct Had| HIAES HX|X|
o

LS 1=

1or2 2 o|ujgLICt o] B2 RSt Ao YRiF AMI cet XA O AFRELITt,

62 o

=
=]

* [IS2 Ao S HIAE:

* EKS H{T: 1.30

* MX| 2 Helm 3! AWS OHEROZ

* NASS| Z2 NFSv31 NFSv4.10| 25 HAEE|YELICE

* SAN M & iSCSI= HIAEE|RU2H NVMe-oF = HIAEE[X| AELICE

rm
i
-
m
*

=
HAd K& 224, PVC, POD
* MX|: Pod, PVC(2EL, gtree/LUN — A&, NAS2H AWS HH 1)

L]
>~

XtMet LIS 2telstiAlR

=

* "NetApp ONTAP-E Amazon FSx 2A]"
* "NetApp ONTAPE Amazon FSx 221 AA|E2"

= CHALAWS IAM g2 215 6H0 Kubernetes PodS
TS0 AWS 2| AAN WA £~ QJUELICE

(D AwS 1AM %22 A18H01 21561212 EKSS AF83H0] Kubemetes 22IAE(S RAeoF gLCH

AWS Secret Manager 2SS MAMEHL|CH

0| of|ofl A= Trident CSI Xt

N
OIH
rulo
2
ozt
ot
i

2|3t AWS Secret Manager &2 MAMgtL|Ct.

aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\":\"<svmpassword>\"}"

IAM M S MMBHLICE

Lt ool M= AWS CLIE AHE3H0] IAM FH S H-dgtLCt,
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
-document file://policy.json

-—-description "This policy grants access to Trident CSI to FSxN and
Secret manager"

* H# JSON IHY *:

policy.Jjson:

{

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
1,
"Effect": "Allow",
"Resource": "*x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

MH|A AIHol Cht IAM S WAL Ct
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AWS CLIE EZTSIHAIL

aws lam create-role --role-name trident-controller \

-—assume-role-policy-document file://trust-relationship.json

* trust-relationship.json It&!: *

"Version": "2012-10-17",
"Statement": [
{ "Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

AN CFS g2 trust-relationship.json YHI0|EgL|CY.
* * <account_id>* - AWS A& ID

* * <oidc_provider> * - EKS 22{AE 2| OIDC. CIE 2 A A5t oidc_providerE 7842 5= JUSLICE

AN

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

* IAM HEo| IAM DE HE *:

Ho| YYEH CHE FES AE5H0] YA (9 THA0IAM 2hE FH)S Jof AZ LI

aws iam attach-role-policy --role-name my-role --policy-arn <IAM policy
ARN>
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* OICD 3&A7t AZEIA=R| =l =

OIDC X7t AL HEE|0] Y=X| =HlTL|Ch CHS HHES AF85HH Zeld
aws iam list-open-id-connect-providers | grep $oidc id | cut -d "/" -f4
LIS HHS ALE5H0] IAM OIDCE S2{AH0f| HZSHMAIL.

eksctl utils associate-iam-oidc-provider --cluster Scluster name
-—approve

eksctIIL|Ct
CH2 olo| M= EKSOIA AMH|A Aol CHEE IAM S&e MM ThL|CT,

=

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

--cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole>
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve

TridentS A X|&L|Ct

Trident2 Kubernetes0l|A Amazon FSx for NetApp ONTAP AE2[X| &2|E ZHA S5
JNYRR 22| X7t O Z2[AH|0| M =50 HELY = A== X[ AL}

CHE & B SILIE AFESHK TridentE AX[E = ASLIC.

o GIIE
=0
* EKS $7t 7|5
AHAF I 52 AF25I2{H CSI AYAF ZHIEEE] OIE22 MX[SIMAI. XIS LIS 2 "CSI =E0| CHol AHAF
SEA S

JlsE st HESHA L.

HelmZ E3dl TridentS A X[EHL|C}

1. Trident x| T2 I{7|X|E C}RE =Tt

Trident x| ZZ 38 I47|X|0fl= Trident 2FXAHS HIZ ST TridentS MX[ot= o LRt 2E Z10| EZEE 0]
UAELICE GitHub2| XH&t MMM £ A Q| Trident M| T2 IS CHR2E st 6% S ELICH

wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer/helm
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https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://docs.aws.amazon.com/eks/latest/userguide/csi-snapshot-controller.html
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-installer-24.10.0.tar.gz

2. I3 &4 M-S M50 * 22tRE S84+ 3L * 22HRE ID * S2 19| 2 SFYU/C.

CtZ Oflof| A= TridentE AX[St2 2232 scp, U cloud-identity 2 BEYYLICH cloud-provider.

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident --create-namespace

HHS A2 0|2, HIYAHO|A, KtE, MEH, M HM 5! ™ HSot 22 MA| M2 HEE HEE £ helm
list Y&LICE.

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2410.0 24.10.0

EKS OHE28 E6l| TridentES M X|EL|Ct

Trident EKS OHE=20]|= x| A ot TX| 9 O X 0| L etE|0f L OH AWSO| A Amazon EKSQt &7H AHEE
UCH= Z40| ABE|ASLICE EKS OHERS AF2SIH Amazon EKS S2{AE Q| Hotul ot M S X|&X o2 HESH D
OHERZ2 4X|, 714 8l AH|0|Este o 2Rt U2 EY £ USLICE

e N

AWS EKSE Trident OHE22 71 ASt7| HOf| CHS AP0 QIEX| SQISHMA L.

* OHE2 70| U= Amazon EKS SE{AE A™EYLICE

* AWS O}ZIE2[0] A0 Ciet AWS # e
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 88: Amazon Linux 2 (AL2_x86_64) E== Amazon Linux 2 ARM (AL2_ARM_64)
* L5 R%:AMD = ARM
* 7|& Amazon FSx for NetApp ONTAP It A|AH
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AWSO| CH3l Trident OHE2
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eksctIQL|Ct
Ct2 " ool M= Trident EKS £7} 7|52 MAX|&HL|CE

eksctl create addon --name netapp trident-operator --cluster
<cluster name> \
--service-account-role-arn

arn:aws:iam::<account id>:role/<role name> --force

S EICRE-E RS (9]

a > W DN

=}

Z7t 715 M= * Ho|X|of|l A Cte S e LICE.
a. AWS Marketplace EKS-addons Ml40f| A * Trident by NetApp * 2tQIZtS MEHSIL|CE,
b. Ct3 * 2 S=IL(Ct

6. MEiS X7t 7|5 4 * A HO|X[of| A TS ST LICE.

X

o
L AFgE BT 2 MEBLICH

a = B =
b. |JAM &g MEH * o] AL * NOT SET * Q2 FAMA|2.

o. MEE T M+ 2 SESLD * A7} |5 TN A7|0k- B et s 7 gt AMo)
configurationValues 07 H=~E O EHA|O| M 2HE role-arnQ 2 AEELICHEL2 CHS & A10[010F &
eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole). & oilZ
YHO = T2l E MEfot ZR 7| =201 Chet 8Lt o] 42| @S Amazon EKS OHER2 BFo =
HOE = ASGLICE Ol FHMES ALESHX| @i 7| & HF 1 £5ot= 29 Yol WL Ct 20t 2T
HIAIXIE ME5I0 Z= EHE B =+ ASLICE 0] FHE MEISII| F0l Amazon EKS F7} 7|50|
XiA| 2t2|5HO0F = BH S 2H2|5HX| b=X| 2elst A2,

[ LS 1

7. Thg g Mestct,

=

8. HE % 7t H|o|X[0]|M * BHET| * & MEABLICE

—

FIt 715 EX|7F &A= EE EX[E F7t 7| S0| BAIELCE

AWS CLIE EZTSIHAIL

1. Mt S 9EL|C}H add-on. json
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https://console.aws.amazon.com/eks/home#/clusters

add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.10.0-eksbuild.1l",

"serviceAccountRoleArn": "<arn:aws:iam::123456:role/astratrident-
role>",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn:
<arn:aws:iam::123456:role/astratrident-role>"'",

"cloudProvider": "AWS"}"

2. Trident EKS &7t 7|5 AX|"

aws eks create-addon --cli-input-json file://add-on.json

Trident EKS 7} 7|52 YU|O|ESLICH

154


file://add-on.json

eksctIQL|Ct

* FSxN Trident CSI =7t 7|52 oix|f KT S &I gL Lt 2{AF O|F 22 WAHELIC ny-cluster .

eksctl get addon --name netapp trident-operator --cluster my-cluster
=30+
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v24.10.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* O tHA|o] Z0f| M AFEE &= /U= YUOIO|E of2Hof| BHetEl T2 71 7|5S Yol|o|ERLCE.
eksctl update addon --name netapp trident-operator --version v24.10.0-
eksbuild.l --cluster my-cluster --force

FMZ M52 Amazon EKS £7t 7|5 #30| 7|& B¥1t SE6t= ES --force Amazon EKS F7¢

7|5 YHO|EZ AW5tn £5 ZHE oot Ol =20| &= 2F HAIXIZL BEAIELICE 0| 84S
X|E3t7| Hofl Amazon EKS O =20| 2t2|3l{0f Sti= BYS 22|5HX| =X| 2IsHA|L. Ol2{gt B2
O FHo=Z HOMX[7| iEYLICt O] HF2| LHE SMOf| TS XiM[EE LHE2 S HZESHIAIL "7t 7|5

— oL =2 oL o .

Amazon EKS Kubernetes ZE Zt2|0f| CHSH XtA|SH LHE 2 E I ESHY AL "Kubernetes S1% 22",

22| 21 & A= o] YL

k>
mjo
> ¢

1. Amazon EKS 2 ttps://console.aws.amazon.com/eks/home#/clusters&L|C}.

. Trident by NetApp * £ 2ot LIS * HE * 2

- Trident by NetApp * 7+ H|O|X|0i| M CtZE & etL|Ct.
a. At8d * BT * 2 MEHSIL|CE,
b. MEHM 21 MF *

k=]
— 1 =
c. HE LI MF * 2 St

AWS CLIS E XA
CHS WM = EKS 7} 7| &2 YO|O|ERtLICt

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc-cni --addon-version v24.6.1l-eksbuild.l \

—--service-account-role-arn arn:aws:liam::111122223333:role/role-name

--configuration-values '{}' --resolve-conflicts --preserve
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Trident EKS &7} 7|52 X AH/A|HEL|Ct

Amazon EKS OHE2Z HM|Hst= F 7HX| SM0| JSLICEH

s * ZAEO0| OHEL2 AT EY|0| K| * -
7|5 = HAHELICE SHX|2H S2{AEHO| OHER

Oi==0| of! Xp7} 2t2|& MX| 7t ElL|Ct. o
preserve’ 32| M2

NS

RS =7} 7|58 |XIELICE

* * 2{2AH0M OHER2 2T E0] 23| ®|AH *

- SAH0 %

ATEQ07} EZEELICE O]l SME

0| 2Me B E MAO| Amazon EKS 2|2 M| HEL|C}. Est
AHHI0|EE A|ZSH = Amazon EKSO|A YH|0|EE 22|11 Amazon EKS Of

E2E NIS2= HHo|ESt=

= AF2SHH Amazon EKS

AHE5HH O =20 THEt Ef-?EP'OI Ere=1E s A

El 2|AATE = 20T Amazon EKS

HER2ZS EHAHW M MHSH= 20| ZELICE --preserve F7t 7|52 HHSIHH HAHON SME
‘delete HM|HSHMAI2.
(D) oh==0f 1AM AFol @izs|o] A0 1AM AFO| M= K| gLict
eksctI2L|C}
ChS B S MHsHH Trident EKS 37} 7|s0| M7 ELICH
eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

2. 2Z EHM KoM * S2{AE * & SEFLICH

3. NetApp Trident CSI &7} 7| HNAY S2AEC| 0|2 S=ILICt

4. X£7t 7|5 * 42 S2Ist CH2 * Trident by NetApp * & S2!8fL|Ct

S. MAH * E SEYLICL

6. Remove netapp_trident-operator confirmation * LSt A X0 A CHSE 3Tt T}

a. Amazon EKSZI OHE20]| Ciiet BF 22|12 SX|SHEF of2{H * 2HAEO|M |X| * & MEfSL|CL
FIt71se HE HEE Y g = UL E SHAHO| FIF ATEQINE |AIStH = 22 0
S AL

b. netapp_trident-operator * & /23gtL|LC}.

C. MAH*E SeLICt

AWS CLIE &ZSHAIR

PPN
= =0
S¢{AH 0|EL=

HHE D my-cluster Che BE S AWSLICE

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-

operator --preserve

AE2|X| HASE T HBtLICE

ONTAP SAN % NAS E2to|H £t

AEZ|X| HHAIEE MMSt2{™H JSON £= YAML €402 1M IS
QT(NAS & E SAN), T} A|AH] SVMZ 7tM4et o1E Y S X| ™ 6Hof
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DHS0{Of SL|CH DA RSt= AEE[X]

o1

I:I

LICt Ct2 Oll®l= NAS 7|8t AEE|X|E


https://console.aws.amazon.com/eks/home#/clusters

Holotal AWS Y= E A3 ALE3t2 = SVMO|| X2 SEE XMEsH= WEHS 2o SLIC.
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSONZ EESHMAIL

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "tbc-ontap-nas",

"svm": "svm-name",

": {
"fsxFilesystemID":
by

"managementLIF":

"aws

"fS-XXXXXXXXXX"

null,
"credentials": {
"name" :
name",

"type": "awsarn"
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"arn:aws:secretsmanager:us-west-2:XXXXXXXX:sSecret

:secret:secret-

:secret-



Ct

dlo

BHES A Trident TBC(HA = F18)E Wd5t2 ASELICh

* YAML I}H0{|A TBC(Trident HAIE H)E st L3 HHE L™eL|CL

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* Trident A= L M(TBC)O| H3MOZE MME|/}E=X] Q-
Kubectl get tbc -n trident
NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP =210|H ME H&
CtS S20|HE AE38H0] TridentS Amazon FSx for NetApp ONTAPS} 88t 4= U&L|Ct

* ontap-san: ZZH|XYEl 2} PVE XA Amazon FSx for NetApp ONTAP =& LS| LUNQILICH 22
AEZ|X|0] HEELICE

* ontap-nas: ZZH|XYEl 2t PVE A Amazon FSx for NetApp ONTAP & ILICH NFS 5 SMBO]|
HEELICH

* ontap-san-economy: ZZH|XYEl Zt PV= Amazon FSx for NetApp ONTAP 8% 714 7ts$H LUN 49|
LUNRILICE,

M
ot

* ontap-nas-economy: ZZ2H|XYEl 2t PV= gtreeZ, Amazon FSx for NetApp ONTAP =842 74
U= gtree +IL|LCY.

A
T

* ontap-nas-flexgroup: ZEH|XJE 2t PVi= XA Amazon FSx for NetApp ONTAP FlexGroup
SFYLICE

C2to[of| CHet XAt LIE2 "NAS =2t0[H"S! "SAN E210[H"S ERSHYAL,

T4 DU0| MYE|H ks HES AASI0] EKS Lo 7+ ot S WHfLict.

kubectl create -f configuration file
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kubectl get tbc -n trident

NAME BACKEND NAME

PHASE STATUS

backend-fsx-ontap-nas backend-fsx-ontap-nas
f2f4c87fa629 Bound Success

o 7H 14 oo
version

storageDriverName

backendName AEX} XA 0|2 t= AEE|X|
=
= ——

managementLIF S AE E= SVM 22| LIFQ| IP

AE2[X| E2t0[H 2| O|F LTt

F2 YrstEl =oQl O|F(FQDN)2
X" &= JAELICE IPve EHE

BACKEND UUID

7a551921-997c-4c37-aldl-

of

FAF 1

o

0Ot

ontap-nas ontap-nas-
economy, , ontap-nas-
flexgroup,,, ontap-san
ontap-san—-economy

E2l0|H O|F +“_” + dataLIF

“10.0.0.17, “[2001:1234:ABCD::fee]”

AFE5H0] TridentZ x| 2l Z2 IPv6

FAZ NS M 4

UELICE IPve FAE 2SS E

OOk RfLICH(Ol:

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:3555]). aws " SZO|A 2

R

‘fsxFilesystemID, TridentO|
AWSOHIX SVM HEE ZMSLY|
20 E dag 27t &LCt

managementLIF.

managementLIF [2tA] SVMOI|[A]

AH2Xtol| cHet Xt S (ol
vsadmin)2 |3 dl{Of StH

AEXIOfA| S0l RLo{oF BfL|Ct.

vsadmin
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oH7H i

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

29 o

TZEZ LIFQ IP TAQLICE *
ONTAP NAS E2}0|H *: Cf|0|E]
LIFE X|¥3st= 20| £E5LICE
MBEX| = E 2 Tridents
SVMO|M H[O|E] LIFE 7FN&L|C}.
NFS O E 20| A2
FQDN(HH3IE T2l 0|5)2
X|™3stH of2] H|O|E| LIFUM 2=
WHAZS 2ol 22 28 DNSE

o
A = AsLILE 27| 28 =0
HEY = ASLICH S XA L.

* ONTAP SAN E2f0|H *: iSCSI0f|
CHa X1 SHR| OFY A2, Trident=
ONTAP MEH™ | UN HE AHESHY
CHs 42 MMES 485t= ol 2Rt
iSCI LIFE ZMgtL|Ct H[O]E LIFZF
YAHOE HOlE|o JA2H ZL1T}
MMEILICEH IPve 22108 ARSI
Trident7t AX[El 22 IPv6 FAE
ArEStEE A = JUSLICEH IPve
FAe =2 FO{OF gL CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).

AHS AATE HH MM Ol AHO[E  false

[Boolean] &4 2} Trident= X
autoExportCIDRs =42
AME75I0 autoExportPolicy
AARE HMS XSo= 2e|d +
UASLICE.

0| MME A0 ol Kubernetes  "["0.0.0.0/0", "::/0""

Lt IPE EE 5= CIDR
autoExportPolicy SSLICE.
Trident= % autoExportCIDRs
SHE A0

autoExportPolicy HAZE

HME XSCE el = UASLICH
EE0| HE8g 229 JSON YA "

o= O o

2|0[= MEYILIC

Base64 - 220|HE 2AZ A2
QIFLE ZIRALICE QAS M 7|t
olE 0l At E LT

Base64 - S2t0[HE 712l 7|9
olmlEl ZholLct QIEA 7]t
elZof AFSElLICH

Base64 - 2Z|g 4 A= CA
QIS AQ| QA TFL =l ZHULIC MEH
Argt. Q1Z A 7|8t Q150 AF2EIL|CE.
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OH7H 4 29 o

username S2{AE L= SVYMO|| HZEE A Xt
O|SLICE XtA & 7|8t IS0
AMEEILICE 0f]: vsadmin.

password Z2{AE E= SVYMY| A

Zote g2
XA 5 7|8 A 50 A E L

=L

svm MEZ AEE|X| 7h HAYLICE SVM 22| LIFZt X[ &l Z<0
TpEL Tt

storagePrefix SVMOIM A EES T2H|HYS ] trident
MEE|= MEAL MM Soj|= XSt
2 9lAL|CH o] Oj7 H2E
AG|0| ESIa{™ A{ HHolEE A M SHOF
oLk,

limitAggregateUsage * NetApp ONTAP * & O}0FE FSxO| AFESHA| ORMAIL.
CHSH A= XIESHK| OFY Al MIZE 2
vsadmin HlE fsxadmin
OHZ|H|O|E AtEEE HMst
TridentE AH23}H0] H|otst= O
st Moto] ZEE|of UK
obAL|ICY

(k=]

limitVolumeSize QHEE 2 37|71 0] AULEL 2 3% “(IEHCE HEE[X| 43)
Y LYol 2mPfLIct. ot gtree
X LUNOIM 22|3t= = &2 %
37|18 Hletsta,
gtreesPerFlexvol M8E Sl
FlexVold £|CH gtree 5 AtEX}
g = ASLIC.

lunsPerFlexvol FlexVolZ %|CH LUN £= [50, 200]  "100™
H el LHOl| LOJOF FLICE SANEE
S
debugTracerlags S| S Al AR E Tl aulieiLich

ZejaULICE o E S0, {"api"false,
"method":true} =XIE sHZst
XMe 23 "ot Hest A2t
OfL|™ AtESIA| OHYA|LR
debugTraceFlags.

nfsMountOptions ZHEZ FEE NFS OIRE M "
Z22Q|L|Ct. Kubernetes T+ E2F9|
OIRE M2 Yutdo 2 AEZ|X|
A0 XHE O AKX, AEE|X]
e A0 OLRE SM0| X|HE[X| g2
A2 Trident= AEZ|X| HHAl= Q|
M oo X|ZE OFRE 282
A ESHEE ZUBILICH AER|X]
SefA = 74 oo OFRE
=M0| X[HE|X| 42 H 2 Trident=
HAZ F 250f| OIRE SMS
MHSIR| tELICE.
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oH7H i

nasType

gtreesPerFlexvol

smbShare

useREST

aws

credentials

29 o

NFS EE= SMB 28 M2 nfs
PMELICH SME nfs smb, EE
nullLICt. SMB 28°9| 22 2

A0 2LICH smb. Null2

MESIH 7|2HMOZ NFS 280

MY EILIC

FlexVolg Z|CH gtree, "< [50, "200"

300]01| RLo{OF &t

Microsoft 22| 2& £&=

CLIE M85 4 El SMB 3R/2
0|8 £ TridentO| Al SMB 2R 2
MMSIEE 5| 85H= 0|E2 XIEY
UELICE O] Oj7HH = ONTAP
gHoll = 0f| CH$t Amazon FSxO|
e},

ONTAP REST APIE AI8%t= 22 false

Of7H HQULICH * 7= 0|22 * =
useREST HAE 2HZ0f HEEH
DT2HM 2H2o| ot 7=
02|27| £ M3 ELICE 2 true
™ SHH TridentOl| A ONTAP REST
APIE AtESI0] Al EQt SAIBILICE,
0| 7|58 AHE35t2{H ONTAP 9.11.1
O| 40| HRBIL|C} ot AP E|=
ONTAP 219! A5t =
OHZ2|A|0] Mof| CHEH HAM|A HBtO|
UHOF ontap LICE. O]= 0|2
HolEl HAgtat Agtof| 2|
EZEILICH vsadmin cluster-
admin

AWS FSx for ONTAP2| 14

ordof|lM 22 K™Y = JUSLICH -
fsxFilesystemID: AWS FSx "
ot A|ARIS| IDE X|FSHIAIR. - v
apiRegion:AWS API X|¥ nn
O|EQLILCE. - apikey:AWS API
7|LICt. - secretKey:AWS H|H

7| 4Lct,

AWS Secret Manager0fl Mg FSx
SVM xt&# ZEEg X|™eL(Ct. -
name: SVM2| Xt ZHO| Lot

H| 22| ARN(Amazon Resource
Name). type-: 2
“awsarn’ - L|CH XpAS LHE2
2 "AWS Secrets Manager s £
ML T R RS AR,

ONTAP smb-share
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OH7H g
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

164

2709 D=, "G (M) EE
25" (2
AHEE Athat HRLICH

BHAI = 0f| A qosPolicy &
adapativeQosPolicy & 0H—f§
MEHBHLICE TridentOll Al QoS &Y
58 A-35I2{H ONTAP 9 .8
0|Al-o| Jllg_'é‘l-[__||:|. |:||_T'_O QoS ™ I-IxH
=S AMRStT MM J=20| 2t _—ruu
9_+_01| HEHo= @‘%ElEE SHoF
2LICH 37 QoS EM OE2 EE
HIZE9 T Na[Zhol| ciet detS
HESLICE

MdE 280 29 M3H
A —IEOIL||_'_|. AER|X| E £
HHO.ilEOHkI qosPolicy &=
adapativeQosPolicy & OH-f%
MEASIL|CH ONTAPOf| A X| & [ X|
A4S -NAS - 0|2 0|

AEHSE0"0 o fE =25

QoS

o w2 g

>~
==
>

4 Al &9l 220M E2ES

M 280X NetApp =25

22SHNVE)E Edststa, 7|2e2

2 MHEBILICE false Ol M2
ArE23st2{H NVE 20| MIA T}
S AE 0| A 2-3}E[0] RLO{0f
SrLICH A =0 NAEZL A otEl
AL TridentO| M| ZZ2H|NHE ZE
=SE2 NAEZ} AFEEILICH XAt
22 Ct2 2 "TridentZt NVE %
NAES} & Eot= S ARSI,
LUKS =22 AFEELICt 2
"LUKS(Linux Unified Key Setup)
AE"RERSHA AL, SANTH SIS

ME2Y A SS EM™M none

HE MHE £ defaults

SLICH oIS S0, of2fl 7+ oI’

true

none

none

11

snapshotPolicy none’

‘else

false

false

snapshot-only ONTAP 9 .5 0|

SVM-DR 1Mol HL

UACHH,



o7 Ay 7|28k
unixPermissions DCEE MEHSHL|CE * SMB 239 "
22 H|9 SL|Ct *
securityStyle ME2 SEO0|| CHot 2ot AEHY NFS 7|2Z}2 unix YL|Ct. sMB
71242 “ntfs YLICH

NFSE mixed ¥ unix EOt HAIS
X|geL|Ct. SMB X|¥ mixed ¥
ntfs HOt AEIA

SMB =& Z2H|XJS ¢flet &H

E2I0|HE A5t SMB =52 Z2H|NHYE £ ontap-nas YELICE CFS EHAIE 2t=35H7| ol ONTAP SAN
S NAS E2H0|H S-S AI2.
AlZst2| Fof|
C2I0|HE A8t SMB 282 Z2H|MY6t2{H ontap-nas CHSO0| 2L BfLICEH
* Linux ZIEE2{ .E 5! Windows Server 20198 &d5H= Windows AL =E71 = Kubernetes 22{AH
Trident= Windows _L::Eoil)\'l I MSHE| = Pod0f| O -8— El SMB 2§23 K| &L|C}.

* Active Directory Xt ZHO| L&HEl Trident S 7t StLt O] & UESLICH H|Y MHST| smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ M EI CS| ZEA|, £ “csi-proxy A5t H WindowsH| Al A& E|= Kubernetes .= =9]
AL E= "GitHub: Windows& CSI ZEA|"E "GitHub:CSI ZEA|"AZTSHUA L.

(0)]
=z
o
Ok
=0}
i
0=
0x
oo
-

M

. 37 E0 ARQIS AH35I7LE ONTAP CLIE AH8%t= F 7HX| & & StLIE SMB
"Microsoft #t2| Z&"U&LICH. ONTAP CLIE A3 SMB 3R/ E Mdsta{H L1222

ZE|Xt SRE MM
2 AL

a WY AL TR 3 Cl2ER| A2 XS MHBLICH

0| vserver cifs share create H
X &t 227t o™ HHO| AofetL|Ct,

b. X|™El SVMI} HZEl SMB 2{E MAMSHL|C.

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C.

Ok

Rt SEEA=X] eelet|Lt.

o

vserver cifs share show -share-name share name
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4

AH A 6+|__| |:|.--x+_7lc_-5|.A|A|9.

ocood [}

mufn

o
T

()  mMetuge 2 sve

2. willc E MMet i SMB 252 X|Ast2{H CH22 P AS0F THL|Ct 2 FSx for ONTAP #ollE 1M M
"ONTAP 714 SM 5! 0f|H[E FSX"HZSIMAIL.

ro
fjo

OH7H 4 29 o

smbShare Microsoft 2t2| 2& EE= ONTAP smb-share
CLIZE AHE35I0] HdEl SMB 372
0|2 L& Tridenttl | SMB 285
MMSIEE 5| 85t= 0|52 XHY
2 AELICE O] D7HEH = ONTAP
gHoll = 0f] Lt Amazon FSxO|
ZegtL|Ct,

nasType *E r 2 MHEG0F SLIC smb smb
nullel 3 7|22 2
‘nfs‘*"I‘lE' |__| E_I-

=2od
securityStyle M22 =E0| gt 2ot At ntfs E= mixed SMB =2 &0
SMB 289| Z2 L= mixed 2 CHoH AHE £ JASLICEH

MHSHOF ntfs SL|CE.

unixPermissions DEE MEHSIL|CH SMB 220 "
CHSH A= * E H|Y F0{OF SLICt, *
MZEtA 2efA 8l pyCE 2Bt

Kubernetes StorageClass ZHHIE #45t0 AEE|X| A S MHSHH Tridentdll 2
TZ2H|NY 9HS XA Lt M El Kubernetes StorageClass A2t PVO| CHEt
BMAE QHESH= PersistentVolume(PV) 3! PersistentVolumeClaim(PVC)2 A AgtL|Ct,
O3 OHS PVE Z=0f ZHAME & &LC

AER[X| 2HAE MLt

Kubernetes StorageClass 7l &|E 7AgtL|Ct

M= "Kubernetes StorageClass Z{H|" TridentZ s 22HA0f| AL =/ = ProvisionerZ A8t Tridentdl| 25
IDZ2H|X'Y WHE X|AELICE ol E EH O3 25U CE
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https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2410/trident-use/trident-fsx-examples.html
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

TridentOil M 28 Z2H|X'd5t= YWHE Ho{ot= O AH2E[= & 047 Hapot AER|X| AT 45 2ESH=
20| CHSt XEMIBt PersistentVolumeClaim LHE2 2 "Kubernetes 5! Trident L EHE"ETSIMA|L.

AEEX] SHAE HERLICt

cHA|
1. Kubernetes 2LEHEO|2 2 KubernetesOl|A| MMdst= O] AFRELICH kubectl

kubectl create -f storage-class-ontapnas.yaml

2. O|H| Kubernetes®} Trident Z50i|A| * BASIC-CSI * AE2|X| 22|A7} EA|E| 1 Trident= HHAIEQ A E2
ZASHOF BhL|Ct,

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

PV 3! PVCE ZtMetL|Ct

"X&H 28 _"PV(2)= Kubernetes 22{AEUA SHAE 22XVt Z2H[X'HS 2|8 AEEZ[X| 2| AALICE
" PersistentVolumeClaim"(PVC)= 22{AE 2| PersistentVolumeOi| CHat HAH[A @M QIL|CE

PVC= EH 37| & dMA ZEO MEE QST MY £~ JSLICH E2{AH 2e2|Xt= AZ =
StorageClassS Af90f0=| PersistentVolume 37| & HM|A BEO]: M5 EE= MH|A £F)E MO + USLICE

PV PVCE ¥t = X0 252 &Y = ASLICL

HE OiLTAE
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PersistentVolume ¥ Z OjL|HAE

0| MZ DjL|HAE = StorageClass2t HZAE 10GiQ| 7|2 PVE 20 basic-csi &LICL.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE

0[2{¢t ofl= 7[&2X¢el PVC 74 S8 EHFLICL

RWX M2 PVC

0| of[ofl M= 0| Z0] 2! StorageClass2t HAE rwx AMA HHO| U= 7|12 PVCE EH “basic-csi FL|C.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCP7} = PVC

O] of[of| A= 0| Z0] QI StorageClass2t HZEl RWO AM|A HBH0| U= NVMe/TCPE 7|2 PVCE 20

protection-gold &LIC.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

kubectl create -f pv.yaml
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2. PV HEHE gfoletL|ct.

o =

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE

pv-storage 4Gi RWO Retain Available

Ts

3. PVCE BH5LLCE,

kubectl create -f pvc.yaml

4. PVC HE{S =HQlgtLCt,

—

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

TridentOf| Al 2E2 TEH|XNYSt= WHE M O{St= O AFRE= & 07 HEF AEE|X| AT A &HESH=
HFEHO|| CHSE XFM|St PersistentVolumeClaim LHE 2 "Kubernetes 2! Trident L EEIE"AXSIHMA| .

Trident EA

o[2{st U7 M= XYE fHEe 2ES Z=H|N'd5t= Ol ALE3H{O0F 3ti= Trident 22| AE2|X| 22 2T ELICL

&M 74 u Ml3gLlct QSN of| 2fsH
XLt
ojcfoq ! SN | HDD, st0|Ez2|E, Z0l= 0l Y9l X[HE O|C|of ONTAP-NAS,
SSD ojc|oj7t Zete|o] RAYLICH ONTAP-NAS-
oM, o|RL0,
sfo|lHE|EE E ONTAP-NAS-
REE ofnjgfLct Flexgroup,
ONTAP-SAN,
solidfire-SAN
TR RY =X o EABLCH E20f T 2H|X L 2| Thick: Al
ITZH|NY dHE X ™E|AYSLIC ONTAP; Thin: All
K| skt ONTAP &
solidfire-SAN
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£4d 7y at ML QHESIAL off 2fsH
N E= 1R

ol = 23 axt ONTAP-NAS,  Zo| 0| #ol=  sHoll= 7} DE cajol

ONTAP-NAS-  Q#of 43LICt X HEUSLICH

O|Z 0],

ONTAP-NAS-

Flexgroup,

ONTAP-SAN,

solidfire-SAN,

GCP-CV, Azure-
NetApp-IH,

ONTAP-SAN-
O|Z2 0|
AHAE S SLICt S EN E2 AHAO| AHARO| EMSHEl ONTAP-NAS,
=222 =22 ONTAP-SAN,
X|&ghct solidfire-SAN,
GCP-CV
=2 SULICt &, HA ES EE 222 220 gMstzEl  ONTAP-NAS,
Xl &g ct g2 ONTAP-SAN,
solidfire-SAN,
GCP-CV
Ao} SYL|ct &, HA E2 ¢satE sty gMdstel ONTAP-NAS,
222 x|t 28QlL|Ct ONTAP-NAS-
0|2 0],
ONTAP-NAS-
Flexgroups,
ONTAP-SAN
IOPS LH & ol HeQULICH E2 0| HRoM =E=2 023t solidfire-SAN
IOPSE EXY 4 IOPSE
OIAL|C} HEBL|CH

" ONTAP Select A| AR M X[ E[X] §SELICH

kubectl create -f pv-pod.yaml

Lt o= PVCE 0 R2A35H7| et 7|2 #48 BHELICh * 7|= 79 *
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

() = Amslol 1% 482 DUEYE 4 kubectl get pod —-watch YBLILE

2. 280| o OFREE UY=X| /my/mount /path ZHQIStL|CE.

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

O|H| PodE A = UAELICE Pod 88 T2 U2 O 0|y EXHSHK| giX|2 2&E2 RXAIELICL

kubectl delete pod pv-pod

EKS 22{AE0|M Trident EKS OH=E28 A8t Ct

NetApp Trident2 KubernetesO| A Amazon FSx for NetApp ONTAP AE2|X| Z2|E
7HASESH] WX 22[XE7F O Z 2|70 M =50 HEY o+ UL F X[ LT NetApp
Trident EKS OHE20f|= £ & 2ot IiX| 3 H{ 1 £~ 0| ZatE|0 2 AWSH[A Amazon
EKSet &7H AH8E 4= ULt A0| BB E/}SLICH EKS OHE2E AHESHH Amazon EKS
S| A Hotut otE 8 X|SH o= HESID ofERS X, 74 3! HOlo|EdSt= O
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AWS EKSE Trident OHER2S 71 A6t7| Hof| CHS AP0 QI=X| SIS L.
* X7} 7158 M8 4 Q= AHBto| Q= Amazon EKS 22{AE AF™QULICE € "Amazon EKS OfE&
"RIRSHIA L.

* AWS ORI S2|0] 204 Chist AWS &St
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2&: Amazon Linux 2 (AL2_x86_64) E== Amazon Linux 2 ARM (AL2_ARM_64)
* L= 2%: AMD E= ARM
* 7|Z& Amazon FSx for NetApp ONTAP I} A|AE

1. EKS PodOl|A] AWS 2| AA0 BNATH 4= JUEZE JAM HE S AWS AT E MMSHMAIL. XHM[SH LHIE2 2 "IAM
At B AWS Secret2 HHELICHEXSIMAL.

2. EKS Kubernetes 22{AE0|A * Add-ons * {2 0| SgLICH.

tri—en\f"eks @ ( Delete cluster ) ( Upgrade version ) fm:‘:‘

(O End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info it

Status Kubernetes version info Support period Provider
@ Active 130 @ standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

©0 ©0

Overview Resources Compute Networking Add-ons Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (3] Infa | View details Edit Remove

[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. AWS Marketplace OfER * O =2 0|55t0f _STORAGE_CATEGORYE MEHSIL|CE.
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q  Find add-on ]

Filtering options

(J\ny category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ ) ( Clear filters )

NetApp, Inc, X < 1

W

n NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on applfr.ation deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organi. king efficient containerized ge workflows. Product details [?
—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

4. NetApp Trident * &

Zt0t Trident OH=22| 2felzts MBSt * g * & SEIFLICH
S. Hdt= FIt 715 M S MefetL|Ct.

MNetApp Trident Remove add-an
Listed by Category Status
I NetApp: storage {Z) Ready to install
You're subscribed to this software View subscription X
You can view the terms and pricing details for this product or choose
anather offer if one is available.
Versian
Select the verson for this add-on,
| v24.10.0-eksbuild.1 v |
Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
Not set M | l C |

¥ Optional configuration settings

Cancel Previous -
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6. EOIA A& IAM ST SMS Mefgi|c

Review and add

Step 1: Select add-ons

Selected add-ons (1)

| Q Find add-on | 1

Add-on name A Type v Status

netapp_trident-operator storage & Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name A 1AM role [& v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Cancel { Previous }f"szﬂ"

7o et 8 Y BFS FE5tL O+ 2 dEELICH

It 7|5 7+ A7|OF* of w2t > 2 ghr ddol 1 gf ol HE O™ THA(1THA)of| M THE He OlEC R
AHEL|CHEI2 CFS Y 2l0]|0{0F &), eks.amazonaws.com/role-arn:
ZE E YR

arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DriverRole &1: =

THEO| £ MEiSt A 7= F7t 7|50 Chot st o] Ao S Amazon EKS 71 7|5 MHO=Z Hoj& &
USLILE O] FHS ALESHA| 1 7|1E 1t £S5ts 22 2 Y0l HufgfLIct. 2t 2F HAIXIE AHE5HH
= 2HE HEBLY = ASLICL 0| S MEISLI| Hof| Amazon EKS =7t 7|50] AHA| 2H2[3l{0F 3t= BHS
HE|SHA| BFEX| 2RUISHAL.
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¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schema below. The configuration values entered in the code editor will be validated against this schema.

(VL TRV IV U St ¥

"examples”: [
{
"cloudIdentity": ""
1
15

"properties": {

"cloudIdentity": {
"defoult": "",
"examples": [
1,
"title": "The cloudIdentity Schema",
"type": "string”

}

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on.

1v {
2 "cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam

: 1186785786363 : role/tri-env-eks—trident-controller-rolel' "
i}

8. Create * & MEHTIL|LCE,
AEHT}

9. OjER9] _Active_QIX| &tolstL|C}.

Add-ons (1] Info View details Edit Remove
[ Q netapp X ] { Any categ... ¥ J [ Any status ¥ J 1 match S |
NNetapp  NetApp Trident o

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and i ators focus on icati FSx for

ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient inerized starage Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24.10.0-eksbuild.1 - (IRSA)

Mot set
Listed by

NetApp, inc. [%

View subscription

10. Ct2 EES HHSIK Trident7t 2 AE{0| SHIZH| 2 X|=[0] UA=X| =HQIBfLICE

kubectl get pods -n trident

M. HXE A&t n AR2[X| HAC S ST XM L2 S "AEE|X| MAES FHSLICHEESIYAIL.

—

CLIE Ar835}0] Trident EKS OHE22 A X|/H[AHfLICH

CLIZ AIZ23l0{ NetApp Trident EKS %7t 7|5 MxX[EtL|C}.
Ot H&™ ool A= Trident EKS 7t 7|52 AX|gtL|Ct.
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eksctl create addon --name aws-ebs-csi-driver --cluster <cluster name>
--service-account-role-arn arn:aws:iam::<account id>:role/<role name>
-—force

CLIE AME7510{ NetApp Trident EKS 0{E=22 H[HEL|C}.
CtS HHS MHSIH Trident EKS 27} 7|50]| M| E/L|Ct.

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

kubectlZ HHAI=EE OHSL|C}

HAE = Tridentet AEZ|X| A|A” 7EO| ZHA|IE FOIRILICE Trident= e A E2(X] A2 1}
Sl5h= Yt Trident7f AEEX] AABRON 2&5S Z2H|XN o= TS LSLICH

TridentE AX|ot = C}Z HHA= HAlEE MMSH= AQLICY.

TridentBackendConfig CRD (AFEXAI XA 2|AA HO)E AMESHH Kubernetes
QIE{H|O|AE E8 Trident HHAIEE ZH MMSID J*E'—| ot & JAELICH. o] HY2
L= Kubernetes H{EO| SiHSt=E cL1 2 AMESIH £ £~ JUESLICH

“kubectl.

TridentBackendConfig

TridentBackendConfig(tbc tbconfig tbackendconfig, ,)= 2 AHESIH Trident A=
ITZE A= 0|F 7|8t CRD “kubectl" 2L|Ct. O|X| Kubernetes 3! AE2[X| HE|XH= M8 BHE /E
Kubernetes CLIZE &4l Z|F #HAIEE o= 2t2|e &= (‘tridentetl’ }SLICH

JHHE Bt= M TridentBackendConfig CHSXt 22 20| A EILICE

o A== AEXH7L MSSHE Ao M2l Tridentol|l 2|8 Xt = MM EILICE O] 22 WHREHCE a
TridentBackend (tbe, tridentbackend) CRE HEA|EL|CE.

* £ TridentBackendConfig TridentO| A ZtE Off D RSHA| HIQIYEILICEH TridentBackend

2} = TridentBackendConfig 2F YL OHEE TridentBackend FAIEL|Ct HA= AFEXI7L HAEE
HAIStD M| ?/s MSSt= QIEHO|AR/LICH £ XH= Trident?t K| BHAIE ZHH| S LIEHLY = SHHALICE.

(D TridentBackend CRS&= Trident01| °|3|'| Aoz MMELICE He &~ IELICH HAEE
O[O ESt2{H MUK E +H5t0 0] 2YS TridentBackendConfig £ EIL|CE

CR ZEU2 C}3 0|2 H=ESHYA|R TridentBackendConfig.
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

ClIAE2|0f|l M Hot= AEE|X| Z2HZ/AH| 200 Chet ¥E 4

— o

o

SOISt £ "Trident - &% 27" Y&LICt,

= spec HAEH M Of7H HLE ALERILICE O] HU|A HAIE = ontap-san 2E2|X| E2IO|HE ALESt
o7[0| E2 EAIE 724 07 HaE AFRELICH |t AE2|X| E210|HO| CHSE 2 88 2EE2 2 "AE2[X]
E2t0|HHof| ot HHAlE A HEHQILICHEZSHIAIL.

ok

2

Ol spec MM0f|= CRO| M2 =&l TridentBackendConfig X deletionPolicy BEEL EoiL|

credentials QUSLILC}.

* credentials: O] Of7 Ha= e HEO|H AER|X| A|AR/AMHIAE Q1BsH= O AFRE= XHEH BHSE
TSHSHL|CEH AP X} MM Kubernetes SecretQ 2 MMEIL|CH XA ZHS A"t EHIAEZ FMEISH & QIO @27}
HHLH'6'H_| |:|-
=2od .

* deletionPolicy: Ol BE= 7t AK|E mf O O] YOojLH=X| MO[LICt. TridentBackendConfig Ch&
T 7HX| 2t B SHLIE A8 Y £ JSLICH

° delete: O| 2 Q6 CR2} HAE MAEIt R&= MRHELICH TridentBackendConfig. O 240]
7|22t LCt.

° retain: CR2 MH[SHE TridentBackendConfig WA= HO|T7} A& =X|sHH 2 2t2|e
tridentctl USLICH AN HME 2 retain BHSHH ALEXI7L O™ 2 2[X(21.04 O|™)Z
CtR2Ozo|=stn MM E HAlES |X|g = JASLICH o] HEL| 2 E TtE Z YO0l EY

TridentBackendConfig U&LICE

HHAIE Q| O|E2 2 AME6IK spec.backendName " AM™ELICH, X[HSIK| $OMH HiAI=O]
@ O|£0| 7HAl| O|& ‘TridentBackendConfig(metadata.name B EL|Ct. S AFESI0] WA=

0|FS A2 HHSt= A0] ESLICE spec.backendName.

2 OHE HAE0f|= tridentctl Y& E TridentBackendConfig 7HM|7t SI&LICH CRE PHEO]
TridentBackendConfig O|2{Tt HHAIEE RE[SIEE MEHS o~ kubectl UESLICEH ST 74

O§7H ¥94~( spec.storagePrefix,, spec.storageDriverName )8 X HY If FO|E
71200} spec.backendName ZLIC} Trident= MZ MM El £ 7|Z HAEQL XSO 2
HIQIYSIL|CE TridentBackendConfig
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A IR
= ArE35t0] M| HAES MH5I2{H kubectl LISE Aol OfF Lt

- & "FHUIE[A B2 STt B2 0= Trident7t 2E2[X] S22 AE/MH| A2t S45t= O 2Rt XHH
HOE[Of ASLICE.

0

Ho|

2. JHH|

LIC}. TridentBackendConfig 2E2|X| 22{AE/AH|A0 CHSH XEA|SH LHE 2L O™ THA|O| A
AH A
o o

g HxHIAL.

rok i
perg
fot min

HAIEE MH0t 20= S AHESH0] AEE 2ESD FIH MR BEE 8 £ kubectl get tbc <tbc-
name> -n <trident-namespace> USL|C|.

12tA|: Kubernetes Secret A A

A Off CHYt UM A X2 ZHO| 2ot A= E MLt 0l= ZF AE2|X| MH|A/ZFE0tC} CHELICH o E SH

= A0
CtEat Z&LCt

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

AEZX| EHE s e HdHQILICH H|Y Zc MElL|Ct
Azure NetApp Files Z210|HE IDQL|C} oH S20||AM 220|HE
GCP<€ Cloud Volumes Service private_key_id JHel 719 IDYILICE. CVS 22| Xt

det2 717l GCP MH|A A|&of| CHet
API 9|9| UL

GCP£ Cloud Volumes Service IHQl 7| JHQ!1 7]. cVsS 2|t dE2 77
GCP MH|A AHof EHoJ API| 7|9|
old
=T

24 (NetApp HCI/SolidFire) A=ZQIE HI'YE xt& 3F0| = SolidFire

S22 2EQ MVIPY LIEf

ONTAP NE=SVN =S SHAE/SVMO| HAY AL X}
O|SYILICE XtH ZE 7|8 2150

AMEEILICE
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AEZ|X| ZHE of

ONTAP

o
oo
fot
Iz
n
%
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ONTAP clientPrivateKeyS MEHBIL|C} Base64 - 20| E JH2l 7|2
QUALE ZALICE QASNM J[Et
2150l A ElL|Ct

ONTAP HME| AFE X} O|E OIHIRE AIEX} 0| EQIL|LC}.
useCHAP = TRUEQ! 22
ZULICH ontap-san~ 3 9

A2 “ontap-san-economy

ONTAP HME{ A EA|2E CHAP O|L|AJ0f|0|Ef 2tz iL|Lt.
useCHAP = TRUE?Q! &2
H+ALICH ontap-san™ % 2

4% ‘ontap-san-economy

ONTAP chapTargetUsername £ MEHSIL|CH CHA& ALK} O] SRILICH useCHAP =
TRUEQ! 22 ELICH ontap-

‘gl o] AL

san = ‘ontap-san-

economy

ONTAP MEELZUIO|L|IE{A|2E CHAP E}Zll O|L|A|0{|O]E{
2t QILICt useCHAP = TRUES!
AL UHALICH ontap-san™ % 9

Z2 “ontap-san-economy

O HHA0IM BtE Y= CHE THAIOIM BHE JHAIS] R E=0M TridentBackendConfig EZEELICH
spec.credentlals

20t TridentBackendConfig CR2 MATL|CH
O|M| CR2 Bt= =H|7t TridentBackendConfig E[ELICt O] Glof| A= Ot EA|El K|S AHESHH

E2{0|HHE TridentBackendConfig AFESH= HAIEE ontap-san MABLICE

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: CRE| MEHE & QIELICH TridentBackendConfig

O|M| CR2 MMROOZ TridentBackendConfig AEHE &0let &~ QUELICEH LIS 0|2 TESIHMAL.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

1=

gl

[n

7t ‘e CRO| HIQIYE|RSLICE TridentBackendConfig

2 O &4 S olLE A8 = AS LI

)
0
rlo
gjo

* Bound: TridentBackendConfig CR2 HAEL} AALH HMAE0[= configRef CRE| uidE AEE0]
TridentBackendConfig U&LICt.

* Unbound: & AFESH0 " "LIEPHL|CE. “TridentBackendConfig 247} WAI=0f| HIQIZ X
OFC)H&l—||:-|'. M2 MME BE “TridentBackendConfig CRSE 7|2XQE O BHA|0f| JELICH THA[Tt
HEE 20fl= CHA| HIRIGE|X| @f2 HEIZ ES3 += SlELIT

- O

* Deleting: TridentBackendConfig CRO| deletionPolicy MHNE =S HHEUESLICH. CRO| AFK|E[H
TridentBackendConfig &tA| AEHZE MEHEIL|CH

o tHollEoff H7 =& 22Y(PVC)O| 2l= 82 2 TridentBackendConfig &MA|SHH TridentO| Bl E2F
TridentBackendConfig CRZ AFA|gfL|Ct.

o BHAIE O PVC7t StLt O] & Q= B2 AfK| MEfE MSHEILICH TridentBackendConfig CR2 0|0
AN HAZ AFPILICH, 2E pvc/t AHE Z0|2F BAIE 3 *TridentBackendConfig 7t
AFR|EIL|C}
| = .

* Lost: CRIt HZEl BHAIET} TridentBackendConfig M4=E EE= QEHOZ AMK|E| U
TridentBackendConfig CR2 AMN|El A= CHot HZE O:|I‘|°| 7HX| 8 /}ELIC
TridentBackendConfig {0l #AI0] crRE MMEY £ ‘deletionPolicy UELICE.

181



* Unknown: Trident7t CR1t HZEl A= 9| AEf EE= =XHE &olet & TridentBackendConfig SI&LICE.
OlE =0, API M7} SEHSIX| ¢47L} CRD7t 2l B2 tridentbackends.trident.netapp.io O]
22 70| BRY + LIt

O EtAN M= AT §SHo 2 WHEHLICH of 20| FIt2 XM2[e = A= ZY0| of=] I "HHell= HH|0|E &
A= ATH["USLICE.

=

it

A2

!

(MEH AFeh) 4EHA: XhM[TE LHE S 2heldt

Chs ¥

glo
o
o

AASo] Ao TS XEMISE YEE HE 5 ASFLICH

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

eSO YAML/JSON HEE H2 £+& TridentBackendConfig U&LILCH

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo CRO| CHSE SEOE MMEI BHAIEO| TridentBackendConfig ¥ 7t backenduuID EEHE|]
backendName U&LICH O] lastOperationStatus BE&= CRO| OHX|2t 2 MEHE LIEFHLICEH O] MEi=
TridentBackendConfig AFE2XI7t E2|HSHAHLEO: AHEXIZt HATE LHE) Tridentol| 2|5 E2|HE 4 JELICE
(0ll: spec Trident XHA|Z} B). 43 = AI{Y o U}SLICEH phase CRUL HHAIE 7HO| 2HA| HEHE
TridentBackendConfig LIEFHLICEH 22| 0|0 A O] = phase 240 HIQIE =0 /}EL|CL &, CRO| EHAIEL}
HEE|O] JAS2 TridentBackendConfig 2|0|EfLICE,

HHZ AllSte] O|HIE 29| ME MEE 712 £ kubectl -n trident describe tbc <tbc-cr-
2 M5t HZE JWH|7t tridentctl EHE BHAIEE AH|0|ESHAHLE A XS 4=
of

(:) TrldentBackendConflgHAHLJEf_W“H7|E EZESHUA2"(” TridentBackendConfig)
Ato|e| Hetap 2t El THAIS O|SHLICH tridentctl.

=2
In
e

2|

_] T
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
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_III
=2
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mo
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ely
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IE

Of] CHol kubect1 LOtFLICE

1z
>

TridentBackendConfig Trident?} BHAIEE AH|/FXISHESE X|ASLICHZ|E deletionPolicy).
H|5tq™ 7} deletionPolicy DELETER MAME[N J=X| &QlghL|Ct, T AK|SH{ ™
ntBackendConfig 7t RX| 2 MHEE[N UE=X| deletionPolicy ZHQIBIL|CE O|ZH A| StH BHAI= T} 7|
A5 22| £ tridentctl JYSLICH

2 1E U
=>'=I_ - 52
0 M

D =

ok

w 1R

[
o

kubectl delete tbc <tbc-name> -n trident

Trident2 Ol AF2 £9l Kubernetes H|2S AX|SHA| TridentBackendConfig %&LICH Kubernetes AF2 A=
7|2 Moljof EL|Ct H|Y MEE AN T mf= F2|sHof FL|Ct A= MAZO0|A AHSHK| Qb= Z202t AfH[sHoF
SHL|C}
(=] .

kubectl get tbc -n trident

If= £ tridentctl get backend -o yaml -n trident S EX|st= ZE HACO EES 7IHS2
I tridentctl get backend -n trident UELICE O] 550z 2 UHE MAEE tridentctl
ZotEIL|CE

sol= £ lnjo|E3t|ct
A= E A0 EdHOf 3h= 0| R= of2] Z7HX[7t AUSE = ASLICEL
* AEE[X| A|ARI0| CHet XHH ZHO| HAE|JASLICEH XHH ZSHS UOI0|ESHEH JHA|0 M AL E|= Kubernetes

@S E TridentBackendConfig HOIO|EsHOF SLICE Trident= MSE Z[A XtH SHOZ HAEE
SO 2 YOOI ERLICE CHs HHES M0 Kubernetes SecretsS YH|0|ESHYAIL.

kubectl apply -f <updated-secret-file.yaml> -n trident

* Of7H tH2=(0ll: AL 52 ONTAP SVME| 0| E)

=20 =
° Ct2 HHS AR50 KubernetesE Edl| QLEMEE 21X AUO|O|EE £~ TridentBackendConfig
ol&L|Ct
M- .

kubectl apply -f <updated-backend-file.yaml>
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o L= LS HAHZS AME510] 7|& CRE2 HZET £ TridentBackendConfig U&LICE.

kubectl edit tbc <tbc-name> -n trident

» HHOI = 21C|0| E0f AlIfSIH Hill == Ofx|ato =2 e %l —T-‘-MOE A& SX|ELICH E=

- 1 L——1

kubectl describe tbc <tbc-name> -n trident & A EIE E 0=

(D 2olgt 2~ kubectl get tbc <tbc-name> -o yaml -n trident UA&LICH
+ TN IjUC| 2XS OIS £H T update HHS CHA| AT 4 UBLICH
tridentctl2 AF235}0] gHllE Z2|E SlSHL|C}

= ArEot0] #llE 2| HH S +AlSt= Y- tdll tridentctl HOHELICE

o> rR

E ddof 2ofstHE Wll= 80| 22XVt s AYLIC ChS B S dAsto] 208 B QIS &eld
f

L|C

g0 &

74 DM ZHE 2elstd Tt 0= S CHA| HAlSHH create EHLILH

mjo
4>
ost
ot
~
il

TridentOf| A MA=ZS AX|SHAH LHS

tridentctl get backend -n trident

2. woll == AF[ELICE

=~

tridentctl delete backend <backend-name> -n trident

Trident7k O] SISOl A OFX| ZEXfot= 28 U AUALS TZH| KLt 2P HASS ARISHH A
() =50l Z2uxu=|x) ettt HASE Az "MA" Atefoll 2LO0, Trident= AKIE whtx]
o 28 % AdAS A% Belgmct,
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Trident?7t 210 A= WMAIEES HeiH Ch23 AT

tridentctl get backend -n trident

* DE MR YEE 2o o2 Y S AdYLch

tridentctl get backend -o json -n trident

o
2
in

iy
i}
i
°

m

el

sl
Ix}

SO QArH|0| 01| AITHSLE SIS M0l 2R 7 U7ALE HRE UTO|ES ATHSLICH TS HHS Agotol
212 20 YIS HolE 4+ YBLct

T4 TN 2HE efelstan 3ot 2oll= FHS ChA| AHSHH update ELICH
HACE AMESHE 2E2|X| SHAE MELLIC

= o

ChE2 WA 24K Chel £215t= JSONQZ EHE & = BEQ| tridentctl HYLICE O] g REEIEIE
ZX[sliof t= FEHEEIS AFSFLIC

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

Ol 2 AHE6t] BHE BHAIEN|E TridentBackendConfig MEELICH

O EAOE TridentBackendConfig #E|At= O|H| & 7tX| Dget WAooz BHAEE at2|e 4 JYSL|CE O]
= =4 Z&LCE



82510] Ot= HAIEE o a4 22| TridentBackendConfig 4= tridentctl JUESLITI?
2
o

St0{ OHE HHOIE 2 AFE5H0] 22|e tridentctl 3 TridentBackendConfig QU&LIT?

2 A8t Bl TridentBackendConfig #2| tridentctl

Ol MMofM= QLEHMEES M d5t0d Kubernetes QIE{H|O|AE &6l 21 TridentBackendConfig MAE
HHAIES 2|5H= o Bast HAIE BEYLICH tridentctl.

O] g2 ttZ AlLtZ| 0] HEELIL.

* Of|M 2SO 7| IHZ20l| tridentctl 7t §i= 7|&E WAIET} TridentBackendConfig UASLICE

CIE QEMEY}L Q= SQ TridentBackendConfig 2 ST M HAIET} tridentctl }ESLIC.

T AILIE|2 20| M Tridente] 28 O|eF X 2 712t & WA =7} A& EAELICEH 22Xt TS = 7HX] &4

T olLIE MEE = ASLICH

£ A% AH8SH0] tridentctl THE WAIEE 2ta|gL|Ct

* 2 A8 THE HHAIEE A TridentBackendConfig JHA|of| HEQIZSILICH tridentctl O|EA| SHH
SHAIETL S AHESHY] 2t2|=|10, I X| #ELICH kubectl tridentctl.

AESHH 7|E HAEE 2|5t H kubectl 7|& A0 HIQIEE|= 2 TridentBackendConfig AA5HO}
LICt =ts 2o Ciet 7iee ChEa 25U

et ujo

—_

. Kubernetes &5 E MMSIMA|Q. H|ZO|= Trident7t AEZ|X| 22{AE/MH|AQ} EASH=E O ZF XA
SHO| ZatE|of UYSLICt
C}.

7|Z sl Eof HIRIE e = E MM5t2{™ TridentBackendConfig HAE AMHE AHO{OF L|CL. O] Gf|of| A=
CHEot 22 JSON HelE Mgsf@ A= E M-A/UCH 7P- gLt

tridentctl get backend ontap-nas-backend -n trident

fmm Fomm -
e F——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o
e et e e e e e e e e o o +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e ——

o - fomm - fomm - +
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cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

1CH4|: Kubernetes Secret A4

Of ofofl EAIE! X E Wl =0off CHet XtH SFO| X E = E WLt
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

2CHA|: TridentBackendConfig CR2 MABL|C}

CHE EHAl= 7| & AARI0| XSS 2 HIRIE E|= CRE ontap-nas-backend Pt=& TridentBackendConfig
ZALICHO] o2t Z0l). TS 2+ AF0| ZSFE|=X| elgfL|Ct,

of Bl E 0| E0]| off HO|E|0| spec.backendName U&ELICY.

=
* T4 PN WA flef WelS et SUBHCH

o [l
* A EQlE ER)2 Yl WllEet St =M E |FX[SHOF BLICH
s XA ZHS Ut BIAEJ} Ol Kubernetes Secret2 Sdi| M3 E/LICH

O] Z8 = TridentBackendConfig LSt 20| EA[EL|CE
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA: CRe| MEHE 2HQISLICt TridentBackendConfig

£ MMt 20| = TridentBackendConfig SHE EHA|7t E[00F "Bound & LIC}. EESt 7| & SHAIE O HHAE O
UUIDE S6HA| BHF E|0{0F BfLICt,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

O|H| HAETt ZHH|E AFESHH 2tM S| thec-ontap-nas-backend TridentBackendConfig 2t2|&L|CE.
2 M85t HlE tridentctl 22| TridentBackendConfig

‘tridentctl® 2 AMESI0| DHE HAIEE LIFSt= O AFBE = “TridentBackendConfig®
1i

UELICH. EDH ZA2|XH= “spec.deletionPolicy” & MAH[SID ‘TridentBackendConfig®
2 HHSI0 “retain® O[|2{et HAEE M| ZUZ|SI=E MEHE +E “tridentctl®

2
i
mn
2
il
ojo
1E
R
n
N
mjo
>
00
Ot
2
0>
0

T

MEl AO = TridentBackendConfig 7HFEgfLICH
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

ZHO|AM o] M2HOZ MME|Qlol BHAlE=0f| HIQIEE|0] Q= A2 E TridentBackendConfig EQIL|CE
[EHAl=9] YUID &HEh.

1CHA: Q10| deletionPolicy & M™E[N JESLICE retain

O 7}X|Z deletionPolicy ATHEZSLICH O 8H2 2 retain AHHOF SL|CH. O|FHA| SIH crO|
MHE|{E “TridentBackendConfig HAE HO|Jt A& EXYSIH 2 2|2 £ tridentctl JASLICL

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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() 72 2%EX retain 2 FS C1S BB THSIX| DHIAIL. deletionPolicy
2CHA|: TridentBackendConfig CR2 AMM[EL|CH
OrX|2t A= CR2 AX|ShH= TridentBackendConfig AYULICEH 7 2 MHE|0 retain J=X

deletionPolicy CHS RS Al Tide & JASLICE.

kubectl delete tbc backend-tbc-ontap-san -n trident

tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

e - e et +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

e — o

e it ittt e Fo——————— Fom +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

o Fom e

et bt o o —_ +

AER|X| SHAS MABLIC

Kubernetes StorageClass 7HXHIE F#d5t1 AE2|X| A E M5t Tridentdl| =&

Z2H|INE YHE X|AlghCt.

Kubernetes StorageClass 7iH|S 7148tL|Ct

MEJI AH|E|™ TridentBackendConfig Trident2 HAIE Xt E MA[ 2 AK|SHK] ¢t 7|&E QENMEES

= "Kubernetes StorageClass Z{4|" TridentE {2 2 A0 AHEE|= Provisioner2 A5t Tridentdl| 28

IT2H|XNd SEE XIAILIC o€ S L2 Z&LI0.
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https://kubernetes.io/docs/concepts/storage/storage-classes/

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

TridentOf| Al 288 ZT2H|NYSt= WHS MO{SH= O AF2E= % 07 HEF AEE|X| SejAT A &HESH=
BFEHO|| CHSE XFM|Bt PersistentVolumeClaim LHEE S "Kubernetes 2! Trident L EEE"ATSIMA| 2.

AEEX] SHAE HERLICt

StorageClass 2{H|E MHot = AEE|X| 22HA S Hde = JASLICE E2 S2HA U2 ols AEdHAL =3 =
A= H7HK| 7|2 HE0| Lt ASLIC.

CHA|
1. Kubernetes 2LEHEO|2 2 KubernetesOl|A| MMdst= O] AF2EILICE kubectl

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. 0|H| Kubernetes®?l Trident 25=0|A| * BASIC-CSI * AE2|X| 22fA T} EA|E| D Trident= BHAIEO| A &
ZiASHof S|t

o
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kubectl get sc basic-csi
NAME PROVISIONER AGE

basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{

"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {

"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null

by

"storage": {

"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

Ha Sea

0z

=
=

Trident?t "S& A= 0f| ChHet ZHEret AE2[X] S A Ho|"HSLICh.

L= X Z2 30 oFH M3 &= TS MESH K& A E20|H 0|22 HHE BACKEND TYPE %= sample-
input/storage-class-csi.yaml.templ JUSLICF.
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

AER|X| EAE Et2|eiL|CH

—

7|E AE2|X| SAS 8D, 7|2 A2X| FAS MHOID, AE2|X| S22 HASS
Aotn, Agalx] SHAS AFY 5 YL

7|1E 2E2X| SAE LT

* 7|Z Kubernetes AE2|X| 22{AE HefH 2 TS 2L
kubectl get storageclass

* Kubernetes AE2|X| E2fA ME HEE HHH L3 HHS A otL|CY.

tridentctl get storageclass
* Trident2| S7|2Hel AE2|X] BHA MF YHE HqH CHZ BHS JAHLICH

tridentctl get storageclass <storage-class> -o json
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718 AEE|X] SHAS AHEHLIC

Kubernetes 1.60Il= 7|2 2E2|X| 22HA S EFSt= 7150| FItE[AJSLICE AEXIEFF =& S}(PVC)l
ST 2ES XK b= R B 25S Z=H|XN o= Hl A 8Els 2E2|X| 2 AL

* 2EZ|X| 22HA HOloM FMZS true 2 HFSIY 7|12 AERX| 22HAE

storageclass.kubernetes.io/is-default-class H2IBIL|Ct A0l 2t CHE ZfO|Lt =M EXl=
FALSEZ s A ElL|C}.

* oS BEE MESIH 7|E 2EL2X| 2HAE T2 AER[X| SAA R FHY + ASLICE

= T

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* OHIEX| 2 CHE H™EE AE0I0 7|2 AEZ|X| E2iA FME HAHE & USLICL

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

EESH Trident X T2 HS0f= 0 FA2 Zetdot= oM ASLICH

@ S AE0= o Hof| 5tLte| 7|2 AE2|X| S2HARH QA0{OF BfLICH KubernetesO| A = 0] &2
HAUS A= AS 72X R FX|6HK| = §XIT 7|2 AEE|X| S ATt gl= AXME SEFLIC

AE2|X] S A0 CHeE HA=E AHEIL|CE

H5t= JSONCE HHY = U= BRE2| tridentctl G[RILICE O] 5g
oE|

CH22 Trident Bl = ZHK|of| CHe =
= SEEEIE A8t

RFEEE= HA AXsljof & 4

AN

tridentctl get storageclass -o json | jg '[.items[] |
.Config.name, backends: [.storage] |unique}]'

{storageClass:

AER|X| A AF|ELICH

KubernetesOi A AEE[X| 22HAE ATH|SI2{H L3 BES AALLIC
kubectl delete storageclass <storage-class>

<storage-class> = AEZ|X| 22HAE WKN|SHOf SL|LCE.

O AEE[X| 2 AE Soll HdE I =E2 HEEIX| M Tridentol| M A% 22| ghL|Cf.

—_

= ==
ME56t= A0| ZELICH parameters. £fsType. 7| & StorageClassesE AMA|St0 X|HEI CHE CHA|

parameters. fsType MO} SrL|C},

Trident= ‘43t Z2F01 CHolf Bl gf2 fsType MEELICE iSCSI WA= BL StorageClassOf|
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T8 El Kubernetes StorageClassE AFESI0 PVO| CHot HMAE RHSH=
PersistentVolume(PV) % PersistentVolumeClaim(PVC)2 M-AgtL|Ct O3 Ct2 PVE
ZEof A 4~ JAELC

e

"X&EHE =& _'PV(2)= Kubernetes 22{AEOM S AH 22X ZEH|KN ot 22|18 AEE[X] 2| AAQL|CH
" PersistentVolumeClaim"(PVC)= 22| AE2| PersistentVolumeOl| CHEt M| A @EALICE

PVCE SH 37| i UN|A BEQ| HES QNOIEE THS 4 YALITH S2AAH B2lxts

— | o EI_I

oA

E
StorageClassE A3t PersistentVolume 37| 3! HHA BE(H: M5 E= MH[A £5)E MUY = JUSLICE
PV 3 PVCE M43t = X0 22 &Y & JSLICH
ME OL|TAE

PersistentVolume ¥Z OjL|HAE

O] MZ DHL|H A E = StorageClass2t HZ=l 10GiQ| 7|2 PVE 20 basic-csi &LICL.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE

0[2{¢t ofl= 7[&2X¢el PVC 74 S8 EHFLICL

RWO M| A PVC

0| 0f|of| M= 0| E0]| 2! StorageClass2t HZE RWO HUAMA Heto| = 7|2 PVCE B basic-csi HLIL

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCP7} Q= PVC

0| ol = 0]50] Q! StorageClass2t HZEl RWO 2 AMA H3H0| A= NVMe/TCPE 7|2 PVCE 20

protection-gold &LIC|.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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POD OHL|HAE ME
0| 0fl= PVCE L LOf 24617 fet 7|2 182 HHFELICE.
712 74

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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7|2 NVMe/TCP 14

apiVersion: vl
kind: Pod
metadata:
creationTimestamp: null
labels:
run: nginx
name: nginx
spec:
containers:
- image: nginx
name: nginx
resources: {}

volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

kubectl create -f pv.yaml
2. PV ME}E stolstL|Ct,

=

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO

7s

3. PVCE ZHELICL

RECLAIM POLICY

Retain

STATUS

Available

CLAIM
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kubectl create -f pvc.yaml

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

5. £&& Pod0i| OrREELICE.

kubectl create -f pv-pod.yaml

®

6. 280 of| OF2E&|0 A=K /my/mount /path SQITLICE.

o

A5 T A2t2 PLE-Y 4= kubectl get pod --watch U&LICH

kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. O|H| PodE At 4= YELICH Pod € T2 M2 [ 0|4 EXSHX| X[t 282 | X|ELICH

kubectl delete pod pv-pod

TridentOf| Al 282 ZT2H|NYSt= WHS MOSH= O AF2E= % 07 HEQF AEE|X| SejAT A4S X E6t=
BFEHO|| CHSE XFM|Bt PersistentVolumeClaim LHEE £ "Kubernetes 2! Trident L EE E"ATSIMA|.

=
=

at

Jhot

=
=

TridentS ALSSHE! Kubernetes AFEXI7H A8l 20 288 SH52 4+ ALLICE iSCSI &
NFS 252 sasts o Las 7240 tst H2E &4

iSCSI 252 =H&etL|Ct

nd
1
30
>
-
_IT|_

CSI Z2H|X'Jd 2 AH85I0 iSCSI PV(Persistent Volume)E =&

(D iISCSI =28 X2 ontap-san, ontap-san-economy solidfire-san SE2t0|HO|A X| & &E|H
Kubernetes 1.16 0| Af0] TBL|C}.

1EHA: 28

Lot

tEtS XI5t 2 StorageClassE FLATLICH

StorageClass M2|E TZ!6t0] allowVolumeExpansion EEES 2 “true’ X siL|Ct,
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

7| & StorageClass 2| 2 07} H+E ZESIER allowvolumeExpansion HEELICE

2CH|: M3t StorageClassE AFE3t0| PVCE MM BiL|Ct

PVC H2|E HESII MZ Jot= 37|12 HHESIE R E YO|0|ERLICE
spec.resources.requests.storage. 0| 37|= &2 2 7|LCt 7HOF LT},

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident= 7 2E(PV)2 UE1 0| E+7 28 22Y(PVC)2t HZEELILCE.
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

37|18 28 = JAEE PVE ZL0| HZYLICE iSCSI PV 37|18 ZFE W] F 7HX| AlLI2[27} JELICE
* PV7} Pod0ll HZE 22 Trident= AEZ|X| A0 S ES S&SH1 C|HO|AS CHA| AZHSHD MHY
AARIO 3T|E ZFRLIC

* HEEX 2 Pve 2T|E =H OFE1_T'_ St Trident= 2 E2|X| HA =0 M 2ES 2T ELICH PVCZHPODO

== = = |.
HFQITI | ™ Trident?} CIHIO|A S CHA| ZAtSH THY A|ARIS| 3T|E ZHFEILICE I3 CHS 2 20|
MIMOoZ AZE S Kubernetesoﬂkl PVC 37|E YH|0|EgLC.

O] olof| M= E AFESH= Pod?t san-pve MM EILICE

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod
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ATHA|: PVE SHEELICH

MEE Pvel 37|12 1Gi0llM 2GIE =X PVC Me|E HMESH E spec.resources.requests.storage
2GiZ YH|0|EgL|L}.

kubectl edit pvc san-pvc
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi

Trident 2&2| 37| &QI5te] YWEO| SHIZA| 2 Sot=X| =ele = ASLICH

=

)
<
o
T
<
#a
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

Trident= , ontap-nas-economy, ontap-nas-flexgroup gcp-cvs X azure-netapp-files SHAE0A

I 2H|X|'dE[= NFS PVSO| Lot 28 &&E ontap-nas X ELICE

1CH|: 28 &8 X|2I6t == StorageClass=S T4 8HL|Ct

0
ot
2
T
o
mjo
Jot
oka
ot
4>
g0
H1
Hm
o
A

37|18 2FoHHH HA 22| X7 EEE true L33 20| &
A E FAM6H0F ZLICH allowVolumeExpansion

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

O] SME AFESHX| ¢t o|0| AEZ|X| ZHAE Mot A2 E A8 28 &2 518510 7|&E AEE[X|
A E ZICHSHA| HASE & kubectl edit storageclass U&LICH
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2CH7|: MM StorageClassE AF25H0] PVCE MAEtL|Ct

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Trident= O PVCO]| CH3lf 20MiB NFS PVE M-dsi{of efL|Ct.

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

3EHA: PVE EPLICH

MZ MMEl 20MiB PVe| 37|E 1GIBE =X6I2{H PVCE HESI 1GIBE MM EHL|Ct
Spec.resources. requests . storage.
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kubectl edit pvc ontapnas20mb
# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

| Trident 282l 37|12 2QI5t0] 27|17t SHIZA| ZFE|U =X 2ol = ASLIC.

PVC, PV

).|,|:|
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

= M85 7|E AEE[X| Z&S Kubernetes PVE 7} Z £ tridentctl import
Lt
M- .

He 8l ae At

[HA}

(=N

rr

TridentE2 282 782 = U

T =M Z Containerize St1 7|ZE H|0|E &let2 CHA| ALEEIL|Ct

O E2 OiZS2|Z|0|Mof| Ar2E Cl|O|E] MES| 2ES AMEYLICE

o 4> ol
du o2 op

7} gHAlSE Kubernetes 22{AE S MM EHLICEH

Z0i| o0iZ2[#0| M H|0|E{ Oro|22f|0] M

=
el
J
41

s P
EE2 7IHR7] Toj| tHE 18] M E HESHIAIL.

* Trident= RW(27|-47]) S8 ONTAP &2t 7tH & £ UELICL. DP(HIO|H E3) 8 =82 SnapMirror

e EEYLICE 28S Trident2 7t 27| Hof| O|2] 2HA|E SHH|3HOF gLt
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2y HO| gl BES JIHRL 20| FALICL B4 EES Y 2ES 223 018 Q7|2

=2

i

@ Kubernetes?} 0| HZAZ QA5 M 2 PODY| A HZE £ Q7| Lf20
EB0|M ES| ZQ8tLICt 0|2 QI8 Ci|O|E{ 7t &AME! 4= QI&LICE.

PVCO|| X|"38H0F StX|2 storageClass Trident= 7FM 2= S 0| OiiH+E AHE0HX| gi5LILE AEE|X]|
SdlA= 28§ 44 S0l 2E2|X| E40f| Wet A Zhse S0|lM dEisHs o] AFEELIL. 2&0| 0|0] A8 =
ItHRE ot 22 MEY BRIt QIELUCH et 280| PVCO| XY E AE2|X]| S22k LX|SHX| Gi=
AL fE= 20 AEHE 7HH27(0f ZofgfL|ct.

7|= H|E 37|= PVCOIA ZRE| D ANEIL|ICH AEZ|X| E2IO|HOIM 222 712 & pv= PVCO| Cst
ClaimRefE At23st0{ MM EIL|CE

° Mt HM2 HS0| PVOIM 2 retain @FELICE KubernetestflA PVC 3! PVE 33X Q= HiQIEstH
AER|X| 22HAQ| BIA| et H o HAHof SHA| £IHA| et H ok Mol iH|o| EEL|CE
o AEZ|X| BejAQ| MEE HMO| 0|H delete PVE AHIE [ AEZ|X| 20| AMH|ELICE
712X O 2 Trident= PVCE 2|5t WA= 0f| M FlexVol & LUNS| 0|2 HiELICt EefaE Hstod
ZE|E| X gt= 2EES 7IM2 & --no-manage UJELICE S “--no-manage’ AHESHH Trident= HK|2] +F F7|
St PVC = PVOI| CHot 71 ZHAS fA;SHK| SSLICH PVIL AN EOE AEZ|X| 22 MH|E|X| gt
EESE Y 28 37| ZHI Z2 OE MU FAELICL

0| M ZiH|0|{3tEl I 2 E0]| KubernetesE AF26t1, 13 X| 91 Kubernetes 2|5
AER|X| 289 2t0|ZALO|E 2 2ot = HR0 KETLICE

— oT TTod"

PVC 2! PVoll 410 £7}E(0] X2 JHXE = PVCet PV7t BEIEIYER 0128 LIEHHE £ 7H%| 2xjoa
AFSEILITE. 0] FA2 £MotAL} A2 4 giaLict.

—_

ZES 7tHaLt

M

L

1.

210

A

AESIH 282 712 & tridentctl import UELICH

PVCE MMdst= O AF2E PVC(Persistent Volume Claim) It (0f]:)€ 2HSLICt pve. yaml. PVC Tt =
namespace , , accessModes % storageClassName 0| EEE|0{Of “name TL|CH MEAMOZ PVC

s =
Ho|of| X|HE £ unixPermissions Y&ELICH.

Lt

rlo

&2 Ato| of LTt

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class



@ PVOIE = 28 37(9 22 F7H 07K = ZESHK| OFYAIR. 0|2 218 7F 27| HHO|

2. “tridentctl import HHS
O|£(0fl: ONTAP FlexVol, £ =&, Cloud Volumes Service Z2)2 X[™g 4= QELICE -FPVC Tt Q|

A28 eae 040l e

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

o
X #El= S2to|Hof Tt LS =28 7 27| ol dESHIAL.

o

ONTAP NAS %! ONTAP NAS FlexGroupS X|&gfL|Ct

Trident= % ontap-nas-flexgroup EEI0|HE A3 28 71H27|E ontap-nas X|#ELIC

A
HA

L|C}.

o>

* “ontap-nas-economy E20|H = gtreeE 71210 22|

® .

C2lo|HZ MMEl Zt 282 ontap-nas ONTAP 22{AE 9| FlexVolL|Ct. E2}0|HE A3 FlexVols

i =1 — e

A
= T
=
= &=

ruHI
o

S| 85HX| gLt

o|F

o

=i
ontap—nas"é't' ‘ontap-nas-flexgroup =2to|H

7t 27|% ontap-nas SYSHA| ZSELICE. ONTAP 531*510” 0|0] Y= FlexVolE PVCE 7t £ ontap-
nas USLICH OF7HX| 2 FlexGroup 282 PVCE 7t 2 £ ontap-nas-flexgroup U&LICH

ONTAP NAS?| 01|
CHE2 22lkl= 28 Y 22X 2= 28 714 27(9| of IL|C}.

—_

At83to] 2E0| X E Trident MAEO[ O|Et AEZ|X|O|M 2EES AR AEsH=
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=
e =25

LIS Ololl M= 2t= 0|22 HAE0] ontap nas U= BES 7FHZLICt ma

naged volume.

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

- e o
pomm - e atata e E LR tomm tom o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e o
fomm - e to—— - tommm +

| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f6ad-b052-423b-80d4-8£fb491alda22 | online | true |
- tommm o
fom - et it tomm - tom +

O|~E ALY I --no-manage Trident= 52| 0|E2 HIX| Q&L|C.

CtZ Ol= unmanaged volume ontap nas WMAEON 7HZL|CH

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-

file> --no-manage

- tom o
pomm - et ittt L e o tom - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

it tom o tom e
fomm - Tt it tom— tomm +

| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 G

iB | standard

file | c5a6f6a4-b052-423b-80d4-8fb491alda?2?2 | online | false |

o - fommm - fomm -

fom— - o fom - e +
ONTAP SAN

Trident= % ontap-san-economy E2IO|HE AFE5I0 28 7t 27|E ontap-san X|HELILCE

Tridente= THY LUNO| ZL&HEI ONTAP SAN FlexVol2 7tH 2 4 JUELICE Ol ontap-san Zf PVC U

LHe| LUNO|| CHt FlexVolE MAst= E210|H e Y X|BL|Ct. Trident= FlexVolE

ONTAP SAN ¢l
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ChE22 Hell= 28 3 2el=X = =28 7t 27(9] oYL ct.

i =
e =2F

2|k = 25 E2 Tridente] O|E2 FlexVol2| 0|E2 AAIOZ, FlexVol LH2| LUN2| 1un0 O|E2 pve-
<uuid> ©F HHELICE

LIS Ol0ll M= ontap-san-managed HAE0]| U= FlexVolZ ontap san default 7FMZLICH

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

st it T T e e Fo——————— Fom e

fom - e it ettt T e fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fo——————— fom e

fom - o fom - fommm - +
| pvc-déeedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |

o fomm - fomm -
fom— - o fom - fom— - +

HE|EX] b= =28

Ct2 Ol= unmanaged example volume ontap san WMAZON 7H8FL|C

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmemsmesesesese s s s s e ss s o= o=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmmmomeorrrrrrrr e re e e mm o e Fommomememememos
Fommmmmmm== ettt Pommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f£555a | online | false |
et o= P
Fommmmmmm== et o= ettt +

CHZ oflof| A2t 20| Kubernetes ' = IQNZt IQNS SR5tH= igroupd| LUNO| OfEH =0 RJISH @F 7t Lun
already mapped to initiator(s) in this group EA|EL|CH 2 &2 7FH22{™ O|L|A|0O|HE
X 7SALE LUN O &2 s x|sHoF gfL|Ct.
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Trident= E2I0|HE AM235t0] NetApp Element 2 E9)0] 5! NetApp HCI 28 7tM27|8 solidfire-san
K| gLk,

Element S2}0|t{= = 25 0|22 X|ALICh J2{Lt 25 0|Z0| ZZEH Tridentd| M 25
() et ol 2XIS sZslein 282 220kn 1R 28 0|22 MT O3 2N 282

7t ct.

24 ||

CHE KoM= element-managed A 0N EFS element default 7IHZLCL.

tridentctl import volume element default element-managed -f pvc-basic-

import.yaml -n trident -d

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s femem==== R e
e e e e e e e e e P fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=a==s et R fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssssssesessssoses oo sssssssss s R fossmessmemae==
fe========= femessesssssssasss s e se s esssss s f=m====== fememe==== 4

Google 2ZI2E S E
Trident= E2I0|HE AIBSIH 2& 71N R7|E gcp-cvs K| #ELICH
Google Cloud Platform0f|Al NetApp Cloud Volumes ServiceZl X|¢st= 282 71 2™ offet
@ =28 ZE2E 7|ECE SES MEYLICL =& 2= U230 L”E &L LHELI| B29| :/

ULALICL O E S0, AAZE HZJ} Q1 2R 10.0.0.1:/adroit-jolly-swift 2& dE2&=
QL|C} adroit-jolly-swift.

214



Google Cloud Platform?2| of|

LIS Olo M= gep-cvs &l 28 28 AM88H0] adroit-jolly-swift HAENAN EES gecpevs YEppr
7tMZLICt.

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

Fommemmcemsmerrrrrrrrrrers s re e e em o Fommmmom= Fommemmcemeomoee
Fommmmmmm== et Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmssesesese s s s s e e it fommmmmmmmemem=
e L e e e S e et +

| pvc-ad6ccab7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
Fommmmmmmmsmeososorreroememerene oo memmm o Fommomome Fommmmmmomoomo=s
Fommcmmomo= B e Fommcomo= oo +

Azure NetApp Files

Trident= E2I0|HHE ARSI 28 7t 7|8 azure-netapp-files K| ¥ ELICH

Azure NetApp Files 282 7INe{H S| 28 dERE 7|ECE 2SS AELLICL
C20l L= 282 WELW7| B2 . oe'—'?'—%l LICH O|E S0{, OIRE 2271 21 32
10.0.0.2:/importvoll 25 OE'_ QLICH importvoll.

Azure NetApp Files2| 0|

CHE Olofl M= azure-netapp-files 28 27t Y= importvoll HAEHAM SES
azurenetappfiles 40517 7tNZLIC}

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

e femememm== femmmemsmeaaaaae
o e e e e e e fro— e 4
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e e o=
fre=s====m==s e et fe======s e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

R e fememeemeaeaa==
fmmmmmmm==a R fmmmmm==e femememaae +

215



FL|CE

AEXL X E

2=
==

=& 0|F % o]

£ Sl

Lict. o
|C ol 2ol o
X

(=13
=

o

Ol A
MHE

)

o]
AN
|
0
=)
—

MEX X[E 25 0IF W AEXFX[E &l
HE=E=
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el

ALE35HH )
HE Kubernetes 2|2 A(PVC)0

=
=
i
(o}

=25 =
dd, 7t 7| E= =Xt

Trident
H=290

AlZfsto] ol

= K|¥:

MEX XIE 7tset 28 01 & &[0

YLIC},

31

A

r

M.
i
oK

27|

0
Mo
Hn

AH A

L|C}.

0|5 HIEEE WE

F

2. ONTAP-NAS-Economy E2t0|H{ 2| 22 Qtree =& 0|5

3. ONTAP-SAN-O|Z 0| E2H0|HO| A LUN 0|

IL|C},

o S oHE

ONTAP 2I|0|A =2t0[H 2t

EO
| e

1. AF8XtXE 7tset 28 o

2. NEX XY 7tset 28 0I8
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MEX XIHE 7tstet 2F 0l&2

L|ct 2L} el
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2E 279/ of

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

}s
"labels": {"cluster": "ClusterA", "PVC":

"{{.volume.Namespace}} {{.volume.RequestName}}"}

}
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EE o

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"useREST": true,
"storage": [
{
"labels":{"labelname":"labell", "name": "{{ .volume.Name }}"},
"defaults":
{
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster

}Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by

"labels":{"cluster":"label2", "name": "{{ .volume.Name }}"},
"defaults":
{

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster

1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

S oK E BELIC

o1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} {{
.config.BackendName }}"

ol 2*

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""
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23O gt Abet

T O o1 A=

2t *{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}' 2 &LILCt.

i

B2 7INRE 3R 7|Z =80 EF YAl Hl0|=0| A= 02 20|20 YHO|EELIL. o E SH
k=)

N
g

r

HE|EE 2EES 7INRE 3% =25 0|82 HME Holo| RE 2|Ho| Yol& o|§ ”MEEIS WELICHL

0|
- A
3. Tridente AEE|X| FA U= E210[A HAX} AE
4. BZsloz olg) Qe 25 0120| MAE|X| %2 ZL Trident= % 72| Yo 2XIE ZTIs0] 1R 25
o|EO AHA‘loH__lL'_I-_

=92 ocood

ERNEECINR == g

5. NAS ZH| 282 AH8X X|H 0| Z0| 64X+
X|™gtL|CE CH2 2= ONTAP E2t0|Ho| &F
AygiL|ct.

AL Trident= 7|& HY #&l0f w2t 2§2| 0|E2

ESUR)ES E A
@ 2F 0|50| 0|E HMctS £1stH =28 Md T2 MATL

HIZAHO|A HA[OM NFS 2EES SFELIC

TridentE AFESIH 7|2 HIJAHO|A0 2ES Adot = oLt 0| &e] B | AHO| A0 A
TOSH A OIAL|C}

oTTr=2 T MHd

o X

TridentVolumeReference CRZ AHE3tH StLt 0| 42| Kubernetes U2 AL|0| A0 A ReadWriteMany(rwx) NFS

EE2S AT 3RY &= UASLICL O] Kubernetes H|O|E|[E £F M2 Lt 22 0|F S MISELICL

o HotS HESHY| Qo kst = 9| AM|A X0
* D E Trident NFS 22 CE210|He} S2HEIL|CE

* tridentctl EE= 7|E} 7|2 Kubernetes 7| 50| OFHl 7| 50f o =6HX| & L|CH

O| Cto|{ a2 27l 2| Kubernetes HIJAHO| AN A NFS 25 3RE E0 ELICI.
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----------------- 4 Primary PV Secondary PV e —

"primary" : f 'seconda
o Q *—L._nﬁmﬁ%aga

£ Trident
namespace
v TVol >

I
1
1
1
1
I
1
1
1
I
1
1
1
I
]
1
1
1
¥
1
1
1
I
1
1
1
1
1
1
1
bl

- e o o e
H

TridentVolumeReference
primary/pvci
4 . ’
---------------- - Storage B G CE P TP
Volume
2 A|Et
R HATIOE NFS 28 SRS A8 £+ ASLICH
o EES SRIEE AA PVCE FAEILICE
A HYAHO|A ARKHE AA PVCE| H|O[E{0]| HMAS £ U= HotS RO{RLICE
9 CH4& W[ AT O|AOA CRE 2HE £ U= HTHE Bo{gtL|Ct
SHAH 22| Xb= CHA WA DO|A Sl ARXINAH E2|AMVolumeReference CR2 A S £~ Ql= #HoHS

FofgL|tt.

CHAN | AT O] A0 M TridentVolumeReference S MASILICH

CHAN HUADO| AL AQXH= AA PVCE £Z617] I8 E2|VolumeReference CRS A A SHL|LE.

o i dd2amo[20 5t¢| PVCE ZHELICE

Chat HiYAT0| A0 AQXH #E PVCY Hl0|E| AAE ALBBHI| 2I8H 59| PVCE BHELIC,
A2 5 T4 U JAHO|AS TS|}
HOtS BEE| I IYAHO|A 2t BRE AA HIYAHO|A AQK}, SHAE| Ba|Xt & Cf4 QAT O|A
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ARAl YWY S =XV 2T A HE2 ZF TA0IM X[FELICE

THA|
1. * AA HUAAHO|A ARXK}: * PVC MM (pvel)S CHA HIQJADO| ARt SRS 4 Qs HEt
HLAHO|AOA FMEZE(namespace2 AFRRILICH shareToNamespace

o

=0{3}

rr
>
>

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident PV2} EHAIE NFS AEE|X| 222 MASHL|CH

c HEE FEE FES M8 PVCE 02| WA 0|AN ZRE = ASLICH
‘trident.netapp.io/shareToNamespace: namespace2,namespace3,namespace4 0| £

=0,

@ ° 2 Ar8%t0 2E HYAHO|A0 ZREY 4= + ASLICL O|E ST, Ct3at ZELICH
trident.netapp.io/shareToNamespace: *

o FME HSUSIT-E PVCE YHIO|EY 4 shareToNamespace U&LICH

2. * 22{AH #2[xt: * oA WY AHO|A ARXIO|A| CHY HIJAT O] A0 M E2[HVolumeReference CRS
MM 2 QI ABHS Hoist7| QI8 AFRAF XA AE2 MASID kubeconFeHSHIAIL.

M- = =
3. * CHAN LU ATHO|A ARQAE: * AA HJUATO|AE A ZESH= CHA H| QAT O| AN TridentVolumeReference
CRE THSLIC} pvcl.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel
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4.« T HAAHO|A ARXE: * (pve2 "CHA HIJAHO|AN pvc MM (“namespace?). FAZ AF25H0
shareFromPVC &A PVCE X|™EL|CT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() & Pvcel 371 A4 pyCELt E7iLE Zotof gLict,

21

Trident= CHA PVCE| =M E 9111 shareFromPvC CHA PVE A&A PVE 7t2|7|10 &A PV AEE|X| E|AAE
SRot= M| AE2|X| 2|AAT} Q= 619 EECE A PVE MMSILICH CHA PVCRF PVZE HAOZ HA|EILICE

Ok

7 252 AT

o] HIYAHO|ANM SREl= EES AHE = UASLICE Trident= A HIJAHO[ANM SF0H| CHEE HMAS
Mot =28S /o= HE WA H o[ A0 Chet HMAS FX|LCL 2ES HZESts ZE HIYAHO| AT}
HAHE|H Tridentoll M S 2&S AHSLICH

“tridentctl get'5t¢l 22 #E|5t= Of AL ELICE

SEE|EIE A8l H[tridentctl 619 EES M= BHE HAY & get JUSLICH XiAMlot LIE2
213:. /Trident-reference/tridentctl.htmi[tridentctl EH 8 SM|S AXSHAAIL
Usage:
tridentctl get [option]
e

* *-h, --help: =80 Cigt =22 YLICE.
* —-parentOfSubordinate string: 0% &4

* ——-subordinateOf string: HelE S ES Fot2 Mgttt

222



Mgt Abet

* Trident= CHe LIYAHO|AYV SR 280 4= NS YXE £ §SLICH O T3 L= 7Bt ZZHAS
AMESHH 7 =8 HIO|E S HO{MX| Q=5 ofjof LTt

* IL= shareFromNamespace M2 TridentVolumeReference MAHSIHLE CRE AMH|SHH A PVCO||

I:|'|°} HNAE FAY = shareToNamespace USLICEH WM[A HTHS F|ASHHH 5t9| PVCE AHH|sHOF
gt
* 512 EEOIME= A 22 Y 02 E MY £ SISLICL
E BXSHA
HLADO|A ZH S& HM[A0| CHEE XhM|TH LIE2 CHS S HXSHMAIL.
* E HESIMAL"HUAHO[A 7t S 37 UILAHO|A Zt EE HMAE I8l helloE AHEELICH

[=]
* HI2E AHMNEA|7] "NetAppTVE & ZESHA| 2 HFZHLICE.

SnapMirrorE A2 =E2 SHIL|Ct

Trident2 A{H E%loﬂ CHE|SH CIO[E{E S |5t | floh of SE{AE O 24 &4t DK E
22| AEQ B2l =8 749 0|2{3 2| E X[JELICL 0[F0| XIZE CRD(AHEAL X|F 2|22
F9|)E AH85t0f ths AYE Y + AsLI

* 28 7h0j3 2A M4(PVC)

28 702 2AS MAgLC

* 0|2 2AS e ELICH

* o AEH(H L 2u) Fofl 2kt 28 &2

* AlZE HYQu Ei 0fo| 13|0|H Fof| ZRIAE A SHAER ofS2|3 0| M| RaM Het 4

=X AP 25 Are
AIZfSt7] Hof| ChEah 22 AP 27 AFE0| SEE=X| 2RISHAL.

ONTAP 22{AF
* * Trident *: Trident {7 22.10 0| A4/0| ONTAPE H{AIEZ & 85t= A A Sl CHA Kubernetes S2{AE 250
QUo{oF ghL|Ct.
o *2IO|MIA *: AA S LA ONTAP 22 AH 250N HIO|EH B HES AHE3tH= ONTAP SnapMirror H| S 7|
20| MIA S =ML OF LT XEMISH LI 2 S "ONTAPS| SnapMirror 2t0[MIA JH2" RERSHMA|L.
]1|0-|EI

« * 22AE % SYM *: ONTAP AE2|X| BHAlEE T|0{&ISHOF RFLICH XbA|
7|-|9_" E"xof*'Mg_

(o]

FLHE2 2 "22{2H 8l sVM I|ofE

r

(D = ONTAP Z2iAE 2tel 2| 270l ALSEIS SVM 01Z0] TR3X| SelgiLic

* * Trident ! SVM *: I|O{2El @A SVME ERl 22{AE{Q| TridentOll A AFEE 4= AO{OF SHLICE.
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2% Kubernetes 22 AE MM CFS THAIE A TL|CH

a. Of7f HEE AHESH StorageClass 7HA|E trident .netapp.io/replication: true BHELICH
ol

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. 0|X0j| MM =l StorageClassE AF2380 PVCE MAstL|C

o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. 24 MEZ MirrorRelationship CRS MM gtL|LCt.



of

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Trident= 2E2| LI MEt S&2| ¢xl H|0|H B3 (DP) MElE 7I4 2 C}E MirrorRelationship2| AER
ZCE x{3LIct

d. TridentMirrorRelationship CR2 7X2t PVCe| LHE 0|1t SVME Y &LICE

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c_46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas
observedGeneration: 1

2. B Kubernetes 22{AE0|AM CHS THA| erL|Ct

Rl .
a. trident.netapp.io/replication: true 07 HZ AE3t0{ StorageClass £ THSLICH
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apiVersion:
kind:
metadata:

storage.k8s.io/vl
StorageClass

name: csi-nas
provisioner:
parameters:

trident.netapp.io/replication:

csi.trident.netapp.io

true

b. CH& 5l AA HEE ALE5I0] MirrorRelationship CR2 MM ghL|Ct.

o]
kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: established
volumeMappings:
- localPVCName: csi-nas

remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”

X K
o

Trident| A LA =l 2HA|
x7|spet|Ct,

Ol (£ ONTAPS| 22 7|23t)2 A8t SnapMirror 2H71E 443t

c. O|™0f| M3t StorageClassE A5 PVCE M 43st0] 2 (SnapMirror CHAY) H&tS gfL|Ct

o

kind:
apiVersion:

PersistentVolumeClaim
vl
metadata:

name: csi-nas

annotations:

trident.netapp.io/mirrorRelationship:

spec:
accessModes:
- ReadWriteMany
resources:
requests:
1G1i
storageClassName:

storage:
csi-nas

csi-nas
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kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:

snapshot-name: csi-nas-snapshot

3. EX Kubernetes 22{ AE{0|A TridentMirrorRelationship_CR 2| _spec.state_fieldS _promitted %
spec.promotedSnapshotHandle S 2 YUL|0|EstH] AHAFO| LHE 0|EC 2 YH|0|EELLCE.

4. 2 Kubernetes 22{AE0|A $AE TridentMirrorRelationship2| AEli(status.state 2 E=)E &tQIgHL|C}.

HYLH = 0|z AE SFHCH

021 2HAIE =757] Hof|l M 1Kt AO|EZ BHS EHS MEMSIL|CY.
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1. HZX Kubernetes 22{AE0| M TridentMirrorRelationship2| _spec.remoteVolumeHandle_field 2£0|
YUO|O| EE|R} =X =elgtL|Ct.

2. HX Kubernetes 22{AE{0|A TridentMirrorRelationship2| _spec.mirror_fieldS £
‘reestablished ¥H|0| E&FL|CY,

57t =
Trident= 14} 257 2kt 250/ C+S Kl KlgtL|Ct

1Xt PVCE MZ2 2%t PVCE ZEH|ELICH

o[O] 1kt PVCR} 2Kt PVC7Zt U=X| ERISHMA| 2.

CHA|

1. MHEl BX(CHA) 22{AE0|A PersistentVolumeClaim % TridentMirrorRelationship CRDE AMK|EHL|CH.
F(a2) 2HAEO|A TridentMirrorRelationship CRDE AFH[gfLICE.
. MEstai= A 2KHCHAN PVCO]l CHEH 1 kKA A) 22{AE{0| M| TridentMirrorRelationship CRDE A stL|LCt.

=
2.2
3
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PVCE HAME 37|15 ™Y & JYCH, H|0|E 0| 3Rl 37| =0t 22 ONTAPE= X522 [ flevxolsE
shEretL|Ct.
PVCO|M SXIE HAELICE
EXNE MASHAH 3xf Ex S 0| CHsl| CH2 = J SHLIE A TLICH
2X} PVCO|A| MirrorRelationship= AK|BILICH O AH| SHH SH| 2tA| 7 ZO{ELCEH

* L= spec.state ZEE  promessed 2 |0 EEHLILCE,
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TMRS AtH|EtL|CH
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ONTAPO| 2Z2tQIel il 0|2 2tAH S HCl|o|E-LIC

TridentO] ONTAP 22{AE0]| 2T HZE[X] 242 HEio|M CRDE AHE3H0 SnapMirror YG|0|ES Y &
UELICE CFS TridentActionMirrorUpdate Of| K| &AIS AIXSHMA|L.

o

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-b

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state TridentActionMirrorUpdate CRD2| MEHE BtHSIL|C}. O] 242 SUCCEEDED,In Progress
K= Failed_OlM 7tXE = JSLICH

CSl ESZX|E Ar8ELCt

Trident2 £ AFE5I0{ Kubernetes S2{AH 0| /= LE0| S &S MHAHO=E MMt HEY
A OIAL'E" uCSl EEEXI 7|I_||.

e

CSI EEZX| 7|52 MESHH X 8l 7t8d SHof| tfet %Eoﬂ Chist MM ATF L EO| Bhe| o= HMiohe
UAELICH 25H9| 2R E SFXH= Kubernetes Zt2[AH7F @ 7|HEe| L EE Mg 4= JFLICH === X[ LY
L= oy X9 ofe] 7tEd ol /IKIE & AELICE Trldent— s & OP9IE*'X101|H HIAZEE =FS

ZHHSHA| T2H|M S 4 T2 CSI EEZX|E AFREL|Ct.
CSI EZ2X| 7150] Tifs "017|" XHAI| Lot= AL,

Kubernetes= & 7HX| 1Rt 28 HiQIY ZEE MSELIC

* VolumeBindingMode ' B “Immediate MANSIH TridenttlAd EEEX|E QAIGHK| g1 SE2 MdeL|Ct
ZE Hield 8! A Z=2H|N'd2 PVC7t g wl HE|EL|Ct o] 82 7|2240|H volumeBindingMode
EEEZX| Mt 35?12 HEOIX| g= SHAE0| HYSLICH EF 2E2 2¥H Pod2| 0| 27 A0 Z&E(X]|
o MY ELC

* VolumeBindingMode ' ‘WaitForFirstConsumer MHESIH PVCO| Ciet 7 =E2| M- 5l HiQIZ 0]
PVCE AtE%t= ZETH O 2|10 WA E mi7bx| X|HEL|CE O] A StH EEZX| 9? Apgtofl et M8kl =
L™ Het2 X517 28 =&0| MdEL|Ct.

0

@ “WaitForFirstConsumer' HIRIZ 2 E0j|A= EE2X| 2{|0|S0| ER5IX| &¥&L|Ct 0] 7|52 CSlI
EEZZX| 7|51 S2EOZ AT 4 Ql&L|CY.
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https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/

AlHSH= Kubernetes 22{AH "X &= Kubernetes 7"

]

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* 2HAHS LEO= EEEX] QA B topology. kubernetes.io/zone 2 AESH= 2|0|=0] Q0{0F
(‘topology.kubernetes.io/region &fL|Ct. EZZX|E QA2 H TridentE AXI5H7| Hof| AR =E0
o|2{¢gt 2|0] £ * 0| RUO{OF Trident ErLIC}.

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{ .metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

15 EZ2X| 214 Holl=

Trident AEE2|X| HAE= 718 FHE 7|ECE SES MHAOE TZH|NUISIEE A 4 JASLICH 2
A= o= X2 El= g9 9l Y SE2 LIEN s M EE0| I E 4 supportedTopologies UELILCE
O|2{st WA EE ALE5H= StorageClasses?| 2 XY El= HH/FHH A of|2E OHE2[AHO|MAHN RHESH=

g0zt =50| YHELCt

230



CHS2 ol = Folof of L Ct.

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi _svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-b

JSONS E XA

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",
"svm": "iscsi svm",
"username": "admin",
"password": "password",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}
]
}

supportedTopologies HMAEL X[ U Y FFZ | SSt= o AHEELICE of2{st

@ "2 StorageClass 0f|A Hlag 4= A= 319 tsst 2t SE2 LIEF-L|CE ti‘o.l'EOﬂH Il%Elf
g 8l Aol o1 &leto| X EHEl StorageClasses| AL Trident= HAlE| 252 MAT!

AEZ|X| EEE Mg supportedTopologies & YSLICH CHS 0| & HZSHMAIL.
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

O] 00N region A zone 20|22 AEE|X| E2| {|X|Z LIEFHLICE topology.kubernetes.io/region

topology.kubernetes.io/zone 2AEZ|X| 22 AFEY = U= XIS XHEL|CE.
2CHA|: EEZX|E QA= StorageClassesS M O|gtL|Ct

SAHS LEO M3 &= EEZX] 20|22 7|He=E StorageCIassesE Mol EEZX| HEE Hotet &
UA&LICE o|ZH 7| stH PVC QA0 Chet 2 HAE S st AEZ|X| 22t Tridentd| M HSot= 28
9| 5t METH 2™ E LI
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>
00
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: "ext4d"

2/0ll M3 E StorageClass H2|0[A volumeBindingMode = & WaitForFirstConsumer AHEL|CH. of
StorageClassOl 28E pvce popOA EZE WX =SSHK| fELICH. & =
‘allowedTopologies AFEE & 8l JHZ HSgfLICE. netapp—san—us—eastl StorageClasst %O
Ho|El WA= pvcE ‘san-backend-us-eastl MAgrL|Ct.

3CHA: PVC dH L AMLE
StorageClass”Zt M4 =|0] BAIE0f| O EH PVCE Mdd = AELICE

Ozl OIE spec BESIMAIL.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

O LI AES AtE3I0] PVCE USH LISt 22 Zutvh e/etL|Ct
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Tridentoll M 2&2 &3t PVCO| HIRIE3I2{H PODOIM PVCE A ELICEH CIZ O|E HESHAIL.
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

0| podSpec2 KubernetesdlA i X0 Q= = =0 PodE 02st] = us-eastl-b @Y Y= ZE LE

ZO| M MEHSIEZE ys-eastl-a K|A|IRLICE us-eastl

rin

Ct

glo

=S YZoHAIL.
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

HHAIEE AO|0|ESHH ZEA|ZLICtH supportedTopologies

o

7| & WA EE AH|O|ESIH A8 tridentctl backend update HH2 E2Y 4 supportedTopologies
UAELICE 0|= o[0| Z=2H|XJE HEo| F&S FX| %M =% PVCOITH ALEEILICE
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MME| 220 ALHAES MMEIT Trident 2| £0|A MMEI AHAS 71T 7| =
SO M 282 MMt AHANM 28 H0|HE 3% 4= USLICE

o> %

=5 AHAR2 ontap-nas, ontap-nas-flexgroup, ontap-san,,, ontap-san-economy solidfire-
san HIAM X|RELICE gep-cvs Y “azure-netapp-files E20[H].
AIZ5E7| Hof|

AHAS ALSSHHH 2|2 AR HEE2{Q CRD(AHEAT "o 2|AA Ho|)7t RLo{0F FL|CL Kubernetes
Orchestrator2| X1 IL|CH0|: Kubeadm, GKE, OpenShift).

Kubernetes HjZOf| AHAF HAEZ2] 9! CRD7} EetE|X| &2 A
iz efL|Ct.

4o

@ GKE 280l 2R A 28 AHME MEY 32 A4 ZIEEE S HHSHX| DHYAIL. GKE=
LHEE SAHT ARAE 2
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1. & "VolumeSnapshotClass' 2tEL|Ct XtA[Tt LIE2 S "VolumeSnapshotClass"& =t A

2. 7|
o

Q.
° 7t driver Trident CSI E20|HE 7}2|ZIL|LC}.

° deletionPolicy = Retain & & Delete USLICH 2 HESIH Retain JHHIE AMHSHE AEE|X]
SHAHL 7|2 S2[A A-MA0| HEEILICE volumeSnapshot

o

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

Z PVCY| AHARS MMTIL|CE

° O] oflof M= 7|1&E PVCe| AAS H-detLtt.

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

° 0] of|oi A= 0| E0| 2l PVCO| Cliet 28 AHA ANE pvcl MMt D AL O|ES 2 pvcl-
snap AH™ELICt. VolumeSnapshot PVC2 FAFSIHH “vVolumeSnapshotContent AKX AHAS
LtEtL= 2| HZAEL|CE.

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s
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° VolumeSnapshotdi| CHet K| E pvcl-snap BESHH AHE = volumeSnapshotContent USLICH
= Snapshot Content Name O] AH4FZ M|E3t= VolumeSnapshotContent Z4K|E Al SfL|CH
‘Ready To Use ' DH7 = AHAS AFESIH M| PVCE HH Y +~ USS LIEHHLICE

=2 ocoo=2 T Moo=

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3£660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:29%Z

Ready To Use: true

Restore Size: 3Gi

82510 M0 2AZ HHEl VolumeSnapshot2 AFE3StH PVCE MMT <pvc-name> 4= dataSource

o =
I Ct. PVCIt M4 &l = PODOI| £21510 CHE PVCeL ORI 2 A8 e 4= JAELICE.

= AN

ol ét'**i'l-lt. £ "KB: Trident PVC AHAFM PVCE MASH=

CHS oloiM= E HIO|E BE2 2 AHE3I0 PVCE pvcl-snap ZHELCLH
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

=8 2HMS 7INBLIT

Trident= 22{AH 22|X7t 24H|E H-d5t1 Trident 2| 20{[A HEE

2l A
VolumeSnapshotContent £ "Kubernetes At L2 H[ X' =l AHAF

HARZ J7INE £ JY=ZE 5t7| 2l
o=} Aﬂﬁ"xl?_i%”—l':f.

AIEFSE2| Hof|

TridentOf| A AHARS| M9 282 MMSHAHLE 71X QL0 BfLICE

THA|

1. * 22{AE #2|X}: * VolumeSnapshotContent YHAIE AMARS Xtxot= M E MMdetL|Ct O2{H
Tridentofl M AHAF QI Z2 27} ARHE|LI|C

° Of| A HHoll= ALHAFO| 0|22 annotations ASE “trident.netapp.io/internalSnapshotName: <"backend-
snapshot-name">"X| & gtL|Ct.

° <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>" 0f|A]
‘snapshotHandle  X|HEL|CE, O] HEE E30A 2F AHL0| TridentO HMSst= S
‘ListSnapshots MEYILICE

o
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. * 2B{AE #2|X}: * VolumeSnapshot 7|'|X1|§ HZX8t= CR2 volumeSnapshotContent MABIL|C} O]
A2 XEE HUYAHO|ANN E AHBSHEE HMAE volumeSnapshot 2™ BILICE

ol
CHS oMM = HEHEl 2 HXSH= volumeSnapshotContent 0|§0| @l import-snap-content CR2
import-snap BH&LICE VvolumeSnapshot.

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: import-snap
spec:

# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)

source:

volumeSnapshotContentName: import-snap-content

3. * LHE M2|(ZX| 2R elS): * 5 AMHE ZEMXI MZ MMEl S volumeSnapshotContent Q1AISHD
ListSnapshots S2t5 HEMSLICt. Trident?t £ “TridentSnapshot’ 44 ghL|C.

o QI AL XM T|7F S(8 VolumeSnapshotContent) 2 readyToUse, 2 VolumeSnapshot(E) 2
“true’ - ELILCE

° Trident?} “readyToUse=true @t2tatL|Ct.

C -

4. * DE ALEX}: * M £ FXSH= volumeSnapshot A S BHSLICH PersistentVolumeClaim. O7|A (SE=
spec.dataSourceRef) OS2 volumeSnapshot O|SRLIC} spec.dataSource

o
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CHS WA AM = BHE import-snap 2 HZX6= PVCE volumeSnapshot BHELICE,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ARAES ABOH =28 HIOIHE SELIC

% ontap-nas-economy E2I0|HE A0 Z2H|XJE 282 =S IS | 26 7|2H =2 ARA

ClAE2| 7 SHZELICH ontap-nas 2HAA 2I& H|O|EHE ‘_rl SIEE .snapshot CIHERZE AEEL|CE

8 294 S/ ONTAP CLIE AIE3I0| 285 0| AR%0f 7|1=5& MEf= SARLIC

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

@ ARHAFEAES SR6HHE 7|1E 28 70| HOANTLICE AL A0 WHE = =F HI0[E0
Chet 13 Ateh2 & ELT
HAFO A A =8

Trident= (TASR) CRZ AME30{ AL M HIXIZ|0M LL5HH 2ES 2/ = ULE
TridentActionSnapshotRestore 2fL|Ct 0] CR2 &4 Kubernetes ZX| 2 2HS6HH 20| 2= E 20| =
FXI=|X] 5Lt

Trident= ontap-san-economy , , ontap-nas, , , ontap-nas-flexgroup azure-netapp-files OflA]
AHAESRE ontap-san X|glgL|ct, gcp-cvs, google-cloud-netapp-volumes % solidfire-san

C2}0[H.

x}
HiRIFE PVC 3 M8 7t 28 A 40| QL0{0F BLCt.

o

* PVC &Ef7t Bound@IX| 2QIstLt,
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kubectl get pvc

* SF 2HMNE MEE FH|7} EJ=ER| =elg ),

=

kubectl get vs

EHA|
1. TASR CR2 MMgiL|Ct. O] ofloflM= PVC B 28 AU Ak CHS CRE pvcl “pvcl-snapshot A& gtL|CH,

() TASRCR2 PVC & VSTt i LIAT|O|A0 RL0fof EHLIC

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

1. CR

mjo

HESof AR SRELICE 0] o= A-HAFIA “pvet S EILICE

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

21

Trident= AR4F0(| A ClIO|E1E SRISLICH AMMF 7 LEHE 2Holgt = JAELIC
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion: ""

* R E2 EL Trident= Zoff 2l Al 2P E XIS 2 MAIESHK| EELICH ZHYS CHA| s=Adliof

o =
o 2| X} HBH0| Gl= Kubernetes AFE A= OHE2|AH 0| M HIUAH 0| AN A TASR CRE MMEt &~
Ql= 22| Xto| At Brotof gf 4~ Q&L|LCt,

Kubernetes HiZ A| AHAF AEE2{QF CRDZF ZHE[X| 42 FR Ch3ah 20| HiZEE 4= ASLICE.
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ Lot AR namespace HIYAHO[AE €10 deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml YOO/ EQL|CE

A
#H g3

== LH A

= —At:iHA"

* "VolumeSnapshotClass"
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* E™ Kubernetes 22{AE2| 2 E HQAHO| A0 Trident QIAEA = SHLEAE M X[SHOF SFLICE
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* 0l A Google Cloud€ Cloud Volumes ServiceE A%t AL Trident 23.010A ZI|0|=& of &L=
zoneredundantstandardsw MH|A £Z3"CVS AMH|A FEQULICH ALESHEE HAlE 1M S AC|0| Edlof
standardsw ZL|Ct HAEO|A S YFHIO|ESHK| serviceLevel R6IH S&0| Mg &~ QUESLICE KhAlSt
L2 2 "CVS MH|A f3 ME" ZXSHYA|I2.

* dagjo|=¢ o TridentH|M A2 E[= £ StorageClasses M&6t= 20| ZLELICH parameter. £sType.
= EES %EFOLRI Qf AbY| Bl X|'|“" Mg £ storageClasses USLICH
° 0= SAN ZE0| Mg mjj ** @71 "Hot AHAE" AFFIL|Ct,

o https://github.com/ NetApp https://github.com/ NetApp/TridentTrident/tree/master/TridentTrident-
installer/sample-input[sample input] C|&E{2|0l= https://github.com/
NetApp/Trident/blob/master/Trident-installer/sample/storage-class-[storage-class-bronze-
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° LEJH HO|O|EE[X] 8™ LIHX| = =7} YH|[0| EE LT,

o M3 =0l Trident =E Pod7t Y= =E0|MTt EES OIREE £ USLIC

Kubernetes 22{AE{2| Trident OF7|EI X 0f| CHet XpM|TH LHE2 & HZSHY A" Trident OF7 [ A",

1. Trident X} *:
a. ¢ixl| Mx|El Trident H¥(version_n_)S ZAigtL|Ct.
b. CRD, RBAC, Trident SVCE E 2!t @ = Kubernetes LEHMEE 0| ESIL|LCE,
c. HE n o it Trident ZAEE2] XS AMH|EHL|CE.
d. ™ _n+1_0ofl T3t Trident ZIES2] BHEES MM ELICH
2. *Kubernetes * = n+1_& Trident ZES2| TS MAMTHL|CE.
3. Trident @G X} *:
a. _n_Ofl CH$t Trident .= O|2 MEE AH|EHLICH 2&Xt= Node Pod Z2E 7|Ct2|X| §4=Ct.
b. n+1 0l CHSt Trident 'L E Ol MEZS AMMStL|CT.

4. * Kubernetes * = Trident == Pod_n_&
LE0 o3 I=*'|"1°| Trident '=E Pod7} £ 0

oI-o
W
H—

Trident operator L= Helm2 AF2510{ Trident A X[E 20| =gL|Ct

Trident HAXIE AFR310] £S5 92 EEE HelmS AF2SH TridentES € 18|0|Eg £
USLICE. Trident 2SRt A X|0f| A EfE Trident 2FXt AX|2 & 38|0|=5H7L}, AX[0| A
Trident 2EA HEHOE HOHO|EY £ tridentctl YSLICH "& 8| 0|E BIHS
MEHSILICHTrident 2FXH AX|E & 2[0|=517| Mo AESIMA 2.

=& 2XIE g0 =Lt

SHAE He| Trident 2 X EX|0f| M CHE S2HAE He| Trident 2SAH BX| 2 ¢ 20|EY £ JFLICH BE

Trident T 21.01 O| A2 S2{AE H| HMXIE AHEEL|CE

@ LIYATO]A He| HAXHHT 20.07 ~ 20.10)E AFE5H AX|E Trident0l| A & 22{|0| =52 H
Tridente| ¥2{|0|= X|H S "2 X El HTE"AIESHAIL.

Of ZfHofl CHaf

Trident= 2EXE AX|St1 Kubernetes T 0| CHSH 2t2 QHME S MMSH= O] AF2E £ A= H
HlSgLCt.

o

uin
o

* Kubernetes 1.245 A&ist= 22 AEO|= "Bundle PRE_1 25.YAML"S At2gtL|Ct,
* Kubernetes 1.25 0|42 A&SH= S2{AE Q| 2 E "Bundle_post_1 25.YAML"AFEEILICE.

AlZtst7| o

E0f| A Trident '=E PodE A& EFL|C}, H2fA]
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https://github.com/NetApp/trident/tree/stable/v24.10/deploy/bundle_pre_1_25.yaml
https://github.com/NetApp/trident/tree/stable/v24.10/deploy/bundle_post_1_25.yaml

A3l 21 Kubernetes 22 AEE AFE6t J=X| "X == Kubernetes B "<kl gL T,

1. Trident HH Ztol:
./tridentctl -n trident version

2. oI} Trident AAHAE MX|SH= O ALE ! Trident HAXIE AHELICE 0| E 501, 23.070I1M ¥ 220|=5H=

o A
2 Ch3 BYS My

kubectl delete -f 23.07.0/trident-installer/deploy/<bundle.yaml> -n
trident

3. &M S ALEBI0] x7| MX|E AMEXt X ™S AL TridentOrchestrator HHE HESIO MX| 07 HLE
+8< £ TridentOrchestrator JELICH OJ7]0ll= 2I2tel 2o sl 0|2~ E Trident % CSI O|O|X|
HXAEZ|E X|HSt= HE At ClH O 23 2HM3) &= 0|0|X| E H|Y 2 K| Hot= HE AFEo| ZotE

olAL|C}

M H .

4. N8Rt etZof| Mot HE YAML IHY S A0 TridentE bundle post 1 25.yaml AX[RLICE 07N
=

_<bundle.yaml>_&=

bundle pre 1 25.yaml Kubernetes H{Z 7|9tO = BfL|Ct, O E S0, Trident 24.102 & X|5l= E2

CHS HE S AgeLct.

kubectl create -f 24.10.0/trident-installer/deploy/<bundle.yaml> -n
trident

Helm &X|2 &2f|0|=&tL|Ct

Trident Helm &X|E 28|0| =T 4 JUEL|CE.
TridentZt M X| =l Kubernetes 22{AEE 1.240|M 1.25 O|A4C 2 HOH0|EE true helm
(D uporade 29 22AAES YT20I=517| MO value yami YHOZ HHSALL --set

excludePodSecurityPolicy=true B0 F7}810F excludePodSecurityPolicy &LILCE.

Trident Helm= € 18|0| =3}X| @f11 0|0| Kubernetes 22{AEE 1.240(A 1.252 Y 12{|0| =3t HAR20= Helm
A8 0| =7t AIHBILICt Helm 20| =8 TIAst2{H OIS THAIE MH| ZHOE SR,

1. 0l A helm-mapkubeapis 2213212 https://github.com/helm/helm-mapkubeapis & X[ErL|C},

2. Trident?t AX|El HYATO|A0M Trident 2| A0 CHel 714 MRS SAMBLICE Halg 2[2ATF LIEELICE
helm mapkubeapis --dry-run trident --namespace trident

3. HE| 2P S AT HelmS AHESI0] TN A S tAHSLICH
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https://github.com/helm/helm-mapkubeapis

helm mapkubeapis trident --namespace trident

=

1. "HeImZ AFE5t0] TridentE HA[HELICHE AHRSH0] $F HHA2 FO20|EF £ helm upgrade trident
netapp-trident/trident-operator --version 100.2410.0 QU&LICt Helm repoE FII6HX|
AJALL AT|0|=0f AL &~ Q= B2

LS M o= T HAC ©OT-
a. ol %[l Trident 22| AE "GitHub®| Assets MM'CIRZESIMAIL.

b. helm upgrade OflA YI20|EY HHEES vtPst= HHES “trident-operator-24.10.0.tgz
ArEgfL|Ct.

helm upgrade <name> trident-operator-24.10.0.tgz

£7] EX[ ol AHEX XY FHE 2HS
O BRLECEE R ES-Lpt = ED ot
--set FIILICt helm upgrade. 1

St= A(0fl: Trident & CSI 0|O|X|0f| CHSH ML
SMO| gO0|E HH| T8 HHS

o
| O™ Zf0| 7|22 MMAFELICE

H%
2K

2. E helm list MESI0] AIEQ}L H HTO| 2 & HO2|0|EE|R}=X| SelBtL|Ct CIHO HAIX|E AESI2H £
tridentctl logs ASHTIL|CE

AMX|0| A Trident 2IXE HIHO|ESILIC tridentctl

HX| Al Trident At X[ H2|=2 FOH0|EY £ tridentctl YELICH 7| & HAE S PVCE XIS22
AMEY = UAFLILE

() uxi e ziol ersty] Hojl 2 %] W 7t 0| S AESHAIAIR.

EHA|
1. XA Trident 2E2|AE CHR2ZEFLICE

# Download the release required [24.10.0]

mkdir 24.10.0

cd 24.10.0

wget
https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz

cd trident-installer

2. “tridentorchestrator' O{L|I| A E 0| CRDE 2HSL|C}.
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kubectl create -f

deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. 2P AR He| HUXE 22 HYAT 0| A0 AEHBLICE

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created

clusterrolebinding.rbac.authorization.k8s.io/trident-operator created

deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-controller-79df798bdc-m79dc 6/6 Running 0
trident-node-linux-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

4. *TridentOrchestrator' Trident A X|E ¢/t CRE MMEHL|C}.

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79d£f798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

S. Trident7} 2| =3t HT O 2 ] 12{|0| =E|RU=X| =HQlFfL|Ct.

250

—

AGE
150d
150d
1m30s

AGE
Im
Im
5m4dls



kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v24.10.0

tridentctl2 Y I2{|0|ESIAAIR

E M8t 7|ZE Trident BX[E &4 F3H0|EE & tridentctl UASLICE

.{

o ZHe1of| CHaH

Trident ®7 3! & X|= 30| =2 XS TLICE TridentS | 7{6H Trident BHE 0| AF2E|= PVC(E@ T+ 28
28 2 PV(ETF 25)7} AH|E| K] A&LICEH 00| TRH|N'YEl PVSE Trident7t 2 I2t01 AE{QI SO AL
7tsst M2 RX|E|H, Trident= CHA| 22121 AEZF 2l = T ALO[o| MM El 2= PVCOH| CHot 282

I 2H| X ghL|C).

P0|= YHS HEHLICHE AHE0H7| Ol tridentctl AESHYAIL.

1. 0| A uninstall HHE tridentctl A0 CRD I 2t ZHH|E N2t Tridentt HEE DE 2[AA
X AHE LIt

mufn

./tridentctl uninstall -n <namespace>

2. TridentE CHA| AX|BLICEH & "tridentctlS AF2SH0] TridentE AX|SHL|CHEFESHMAIL.

(D) Y7eiolc Z2HAS BTN DHIAIR. 44 Z2 00| fEE GIbK| AE| =X Helgtct,

tridentctl2 AF25H0 TridentS 22| 8fL|C}

Ol= "Trident AX| TE2 2 HE" Trident] ZHEHSHA| M AS £~ Q= HEHE QEIZ|E|T}
TSE| tridentetl USLI Ef =S 2%t PrivilegesE 7t Kubernetes A2 Xt= 0
A3t TridentE MX|8FHLt Trident Pod7t Z&HEl H|UAL|O|AE 22| 4= JELICY.

7158t BE S52 tridentcetl 7 ALL s HHO| ittt S8 9 S0 S5 77| {6k
d0l| E213E FItE —--help # tridentctl help USLICH

tridentctl [command] [--optional-flag]

Trident tridentctl REZ[E[= L2 B 3 228 SIS XHYLIC
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=S|

(ol=}

create

TridentOf| 2| AAE FI}BtLCE,

delete
TridentO| A StLt O] &2 2[AAE XM AEL|CE

get
TridentOf|Af StLt O] &9| B[AAE HSLICH

help
HE o gt =2H.

images

TridentOf| 2R3t Z1E[0[L] O|O|X| EE QI2fBfLCt.

import

7|& B|AAE Trident2 7} SL|C}.

install
TridentS M X|gtL|CL.

logs
Tridentt| M 25 Q24

|IO|'

fLICY.

send
TridentOl| A 2| AAE HEMLICE

uninstall

TridentE M| HEL|CL.

update
TridentOll A 2|22 S FBtLICE

update backend state
HHOI = AFAS QUA|XOZ ZCstL|C}

upgrade
TridentOf| A 2|AAE ¥ 80| =-FLICE,

version

Trident TS Q14| EL|CE
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=1
=28

e

=l

-d, --debug
LM =3,

-h, --help
CE2% tridentctl.

-k, -—kubeconfig string

"KUBECONFIG HHE ZHZ M#SIHLE Kubernetes

@ T = HEE 20| £3 Kubernetes 22{AHE 712|7| £ 2 St
AWM tridentctl f.*— KUBECONFIG U&LILCE.

=

-n, --namespace string

Trident HZ | Li| I AT O] ARIL|CY,

-0, ——output string

=2 YAl json|YAML|name|wide|ps(7|£7}) & StLL.

-s, --server string

Trident REST QIE{H|0|AQ| A/ EIL|CE

@ Trident REST QIE{I|0]| A= 127.0.0.1(1Pv42| &
NHIASHEE TAS 4 USLICH

OE

HZ MBS create Trident0f 2[AAE FIteh & JUSL|CE

tridentctl create [option]

=M

backend: Trident0f| BHAI=E =T}18tL|C}.

At

HHE AMEDI0] delete TridentOl|A] 5Lt O] &2f 2|AAS HIAHY & ASFLICL.

tridentctl delete [option]

=M

backend: TridentO|A] StLI O|AFQ| K&t A HHAIE E AMX|EHL|CE,
snapshot: TridentOf|A] StLt O| &9 285 AYAFS AFX|EtLICE.
storageclass: Trident0|A| StLt o|g9| X‘|<§ A E AbH[BLICE

S AH Zhof| 2dE F2E X

) EE [:1](Pvee| B2

oie S AHO BES

ol 241 3
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volume: TridentOl| A StL} O] &2 M4 EFS AfHELICH

yivste¥l
HHE A0 get TridentOl| A Lt O| 49| 2| AAE Jh FL|CE
tridentctl get [option]

=M
backend: TridentOl|A{ StL} O|&Fe| AE2|X| HHAIEE JHMFZL|C.
snapshot: TridentO{|A] StL} O| &2 AMARS JHMFLICE
storageclass: TridentO|A] StLt O Ao AER|X| 22HAE 7 ZLILCE
volume: TridentOllA| StLt O| 42| 2&S 7t ZLICL.

=]
A

-h, —~help:= &0 Ciot =S HL|CE
--parentOfSubordinate string: St9| 2A S2ECE 2|2 H|otgfL|Ct.
--subordinateOf string: HZ|E =259 FotZ H[eretL|Ct.

o[o|x|

‘images E2AE A8 TridentO RS ZE|O|H O[O|X| HO|SS QIAHELICE.

tridentctl images [flags]

=]
=

-h, ——help:0|0|X] =S,
-v, ——k8s-version string: Kubernetes S2{AE{Q| A|THE! HH.

N

=2 7tH27|
HHZ AMESIH import volume 7|&E &2 TridentZ 7FHSL|CY.
tridentctl import volume <backendName> <volumeName> [flags]

PN|
S

nE

volume, v

=]
=

-f, --filename string: YAML EE= JSON PVC OiY HE.
-h, -—help: Z=E0| Cigt =S LLICH
--no-manage:PV/PVCEZt MMBILICt E& 2t0|ZAL0|2 22|E 7PHSHX| OHYA|2.

N

X[t

‘install 2238 AE%I0 TridentE MX|ELICE.
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tridentctl install [flags]

d
A

--autosupport-image string:AutoSupport ¥ Z™E ZAH|0|L] O|O|X|(7| 22} "NetApp/Trident
AutoSupport:<current-version>").

-—autosupport-proxy string:AutoSupport ¥ ZEE HLi= TEA|Q FA/EZEQL|CE
--enable-node-prep: =E0| Q3 If7|X|E MX[St2H D A|=TL|CE,

--generate-custom-yaml: OFR A= MX|SHX| 21 YAML It S MM StL|Ct

-h, —~help:&X| ==&,

--http-request-timeout: Trident Z1EZ2{2| REST API0|| CHet HTTP A A|Zt £0tE THH™ gL |Ch
(7122t 1m30s).

--image-registry string: LiF O|O|X| 2IX|AER[Q| FA/ZEQLICE.

--k8s-timeout duration: 2E Kubernetes 20| CHSH A|ZH XIH7[2Zf 3mO0s)

--kubelet-dir string: kubelete| LfF ME{C| SAE Q|X|(7|232} "/var/lib/kubelet").
--log-format string: Trident logging format (text, json) (default "text").

--node-prep: Trident?t X[’ & O] AEEZ|X| IEEZE AFESI0 EES 22|E Kubernetes 22{AE Q|
LEE FHE & JEE YLICH oM iscsi X E[= LT 2LICE

--pv string: TridentO| A At&3H= 2l|7{A| PVe| O|EQE 0| 0| S0| EXHSIX| b=X| &QlSLICHT|=2ak
"Trident").

--pvc string: TridentdA AHESH= 2|HA| PVCe| 0|22, 0| 0| EXHSHX| Y=X| ZeletL|Ct (7| =22k
"Trident").

--silence-autosupport: AutoSupport HHES NetAppd AHS 2 E HLHX| LSLICHI| 22! true).
--silent: AX|Sl= SO MOST &3 2 H|&doletL|C}.

--trident-image string: X2 Trident O|O|X|RIL|C}.

--use-custom-yaml: AX| C[AE2[0 Q= 7|E YAML It S ALEELICE

--use-ipvé: Trident S4101| IPv6E AHEEIL|CE

=l

‘logs 2ei3E AMESIH TridentOM Z3E QIAHBIL|CE.

tridentctl logs [flags]

=]
A

-a, ——archive: 3EE X|HoIX| gt= ot EE 25 ALE5I0] X[ OF7t0[EE detL|Ct.

-h, ——help:210] Ciot =S L|CE

-1, --log string:HEAIE Trident 1. Trident|auto|Trident-operator|all & StLH(7| 22} "auto”).
--node string: =E Pod 238 &g Kubernetes 't = 0| SIL|C}

-p, —-previous: O|™ ZH|O|H QAARAT} Q= B 25 74 ZLICL

--sidecars: AFO|E7} ZH|O|{0f| CHSt 2O 74 ZLICt

2
OF

HH S AF8I0] send Tridentd| A 2| AA S EWHL|CH
tridentctl send [option]

=M

autosupport: AutoSupport Ot7t0|2E NetAppZ M&EHL|Ct
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X HA

\uninstall\%EHJE A|'-g-6|'0:| Trident% x-llj-l-ol;ll-l"ll:l..

tridentctl uninstall [flags]

d
Al

F

=

-h, --help: M[7{0f CHgt = IL|CH
--silent: NA & LHRE 22| =S H|Z Mottt

YElIo|E

HHZ ALSI0] update TridentOllM 2| AAS X TtL|CH

tridentctl update [option]

=]

=2

backend: Tridentt| Al BHAIEE AH|0| ETL|CY.

QI AMEE BOlEELIt

HHZ AESIH update backend state HAE ZAZ YA ZSESHAHLE RY7HBL|CE.

tridentctl update backend state <backend-name> [flag]

12{3HOF 2 Abet

256

TridentBackendConfig(tbc)E AtE35I0] HHAIE S M Mot Z MAUS ALEsH0] HAEE AGO|EY =
backend. json S&LICI

7t tbcOf]l 8 ™HE 2R userstate BHE MBI 8 = UELICH tridentctl update backend
state <backend-name> --user-state suspended/normal .

tbcE Sl Mt = via tridentctl2 userstate CA| St H userstate tbcOl|A EEE H|7sHOF BfLILCE.
O] 2t HHS A2 £l & kubectl edit tbc UYSLICH HEILHHE F userState HHS
Ze userstate & USLICH tridentctl update backend state.

£ M50 tridentctl update backend state & userState HZATLICI. Es= IUAS ALESHY
AHI0|EEY £k ‘userState TridentBackendConfigbackend.json JASLICt O|ZH| S}H HHAI= 9]
StHSE X7 |2t7F EB|HE[1D AlZH0| 22 AE £~ UJSLICH

=]
A

T

--user-state: HAE ZAZ LA ZX[SIHH O suspended H™SL|C, HAE ZAZ RIHSH2H
OF normal AESL|CE CIEC 2 AHE B2 suspended:

Addvolume 12|12 Import Volume YAl SX|EUESLICE.

CloneVolume ResizeVolume, , PublishVolume,,,, UnPublishVolume CreateSnapshot
GetSnapshot RestoreSnapshot, , DeleteSnapshot,,,, RemoveVolume GetVolumeExternal
ReconcileNodeAccess AME 7ts AEHE FXILICH



SHolE M Ot = of HEE A8t Ml MEiE YHH|0|EY &= userState TridentBackendConfig
“backend.json OIA'—| CF XEMet LI 2 8 2 "8l 22| S 4" "kubeckS AFESH0] HHQIE 22| S EZSHYA| 2.

. 01|:*

JSONS HZSHA

to

A S AESH0 E UO|0|ESI{™ CHZ THAS userState backend. json TEGHUA|IL.

1. backend.json 20| 'uspended’ 2 MHE ZLEE TBSIEE MAS ‘userState HETIL|CE

2. UC|0|EE mYo| F=ot HHS A0 MallE

o3= EE tridentctl backend update backend.json
YOOl ERFLILCY.

° Ol *: tridentctl backend update -f /<path to backend JSON
file>/backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended",

YAML
HHS ALRSI0] the= M3t & MEISH A

or 2 bectl edit <tbc-name> -n <namespace> USLICH

ol T ku
LIS ool = SM S AHE SO HHll= )ck; EHE LA SEHEIEE UO|O|ELLICt userState: suspended.

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
svm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret
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BT

‘version =el1E AEstd 5! Al FOl Trident MH|AS] HME ‘“tridentctl®
QIAHBILICE.

tridentctl version [flags]

=13
=

——client: 22I0|AHE HHTH (MHI} LQBEIX| AL).
-h, --help: HH E=d.

N

=23 X

Tridentctl2 kubectl2t RAteH 221739218 X|IEHLIC} Tridentctl2 221391 HO|LH2| Ik 0] 0| "tridentctl-
<plugin>" H|A|E =1 HO|H2|7} Z= 2tF HLE LIGe E200 U= B2 SIS ZA[LL|CH HME 2=
E2{ 3012 tridentctl =S| {021 MMoj| LIFEILICH BR3Pt 2R 2HE Ha TRIDENTCTL_PLUGIN_PATHO|
Z2{700 EME X[Hsto] M Hote 2 JELICHO|: TRIDENTCTL PLUGIN PATH=~/tridentctl-

plugins/). HEIF AFREE HL, tridenctl 2 X|HEl ZC{0f| A 2H ZH A4S T

Trident ZL|E{Z

Trident= Trident 852 Z2LIEZSt= O AT £ Y= Prometheus HEZ! A EXQIE
MEE HZ2gtL|Ct.

d

e

metrics 2H™C| CHA ZEO| EEILICt 8001 Trident7t A X[=l

@ 7|2X O Z Trident2| M
* 2ot EIL|CY,

=
A2 ol2i3t HlEYL 7|2

HU ~

LQst A
* Trident?t &X| & Kubernetes 22 AE
* I20|E|RA(Prometheus) AAR A "ZIE|0[L& Prometheus %"= PrometheusE 2 A5 E MEHY
2= "4|O|E|E offZ2|#|0| " AELILCH.
1%tA|: Prometheus S EE Ho|gtL|Ct

Prometheus EtZUS Fo[st0] HIERIS &5t 1 Trident7} 2t2|5t= WA=, WHE =& Soil chet =

i
ne
2
°
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StLICt "= 2 1"Trident2t &7H Prometheus 3!

E270|M PrometheusE Kubernetes 22{A
A= g E MHBL|CL

2CHA|: Prometheus ServiceMonitorE

AE 7}

o
Ezl AZ 2

Trident HIEEIS
Ot=S0{0F trident-csi

A|-5C1,'6}E:1 ™ AH|
gLCk. 2

apiVersion:
kind:
metadata:

ServiceMonitor
name: trident-sm
namespace:
labels:

release:

monitoring

prom-operator
spec:
JjobLabel:
selector:
matchLabels:
app:
namespaceSelector:

trident

matchNames:

- trident
endpoints:
- port: metrics

interval: 15s

A5t ZEOM =4
MZ ServiceMonitor?| 22 CtS ot Z&LICEH

monitoring.coreos.

2! GrafanaE ALEst0{ HEZIZ AMSH= S| CHol M'l'a”-llif
E{o| 2HXIZE MlEI 1 ServiceMonitorS A3t Trident HE

o o

|
E

2HSLICH

M H7|8H= metrics Prometheus ServiceMonitor

com/vl

controller.csi.trident.netapp.io

0| ServiceMonitor M2|= AH|ANM metrics BtetEl HERS AMSIY trident-csi AMH[AS| E2HSE
A&LICEH O 23 Prometheuss= O] M| TridentQ] HIEZIS o|aE 4~ Y EZE AME|USLICE

kubelet2 TridentOllA] 21T AL S £ Ql= HIERD CHE0 XN HIEE AEZQEE Edf U2 HERZS L E3fLICL
kubelet volume * Kubelet= HZE =&, Pod & X2[6t= 7|Ef LIS ZA0]| CHSt HEE H3E = JASLICEL S
"0 7|" RS A L.

3CHA|: PromQL2 A2t Trident H|EE] 2

PromQL2 A|AE EE= H HA 0B E ghetst= Al DtE = | XetetL|Ct.

C22 AR £ = 3 7HX| PromQL #HE|IL|CE.

Trident el HEE J}XSLICt

o

* Trident2| HTTP 2XX & H|&
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(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* MEf ZEE S5t Trident2| REST SE H|E

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds_total count))) * 100

* TridentOf| A] s=ot 2 A0 Hx X|& AlZHms)

sum by (operation)

(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

Trident At& &S 7bMSLICH
W@ 28 37|
trident volume allocated bytes/trident volume count
© Z HAEM Z2HXIE & =25 S

—

sum (trident volume allocated bytes) by (backend uuid)

NWE =25 A8 S 7HNFLICE

() ol 7152 kubelet HIEZ|E £Est ZL0I2H LSS 4 YALICH

100

Trident AutoSupport 2 £& 7|50 s ZohEL|Ct
7|2X S Z Trident= Prometheus HEZ! 5! 7|2 HAlE HEHE NetAppdi| O EHLICE
* TridentOll -] Prometheus HIEZ] 5! 7|2 HAE FEHE NetApp=E ELX| A= 512{H --silence
T t

-autosupport Trident X 0| Zei31E H
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* LSt Trident= & 6l Z4H|0|L| 232 NetApp X O 2C|MHEZ MES £~ tridentctl send
autosupport UYELICL 2EOE YZESHHH TridentE E2|sHOF &L|Ct. 238 X|E5H7| 0| NetAppE
SEfsfof "ol HE Ho FA etL|Ct

* HEZ XK o= ¢t Trident= X[Eh 24420l 25 T ZLILCL

« ZEfOE MEStH 2O HE 7|22 X™Y £ --since YELICH 0|2 M CHS2 tridentctl send
autosupport --since=1h"#&&LICt. O] HEE Trident? &M HX|E ZAHOIHE Edi &1
MAEILICH “trident-autosupport. ZAE|0[L 0|0|X|= oA DS 2 "Trident AutoSupportE FEL|C}"
USLICE

* Trident AutoSupport= 712l AlE ME(PIl) EE= 71l MEE SFSHHLE M E5HK| g&LICE of|= Trident
ZiE|o[LA O|O| X[ XtA[of| MEE 4~ gl= 7F "EULA" ZEE|0] JELICH HIO|E E ot 3! AMZ[0f| CHEE NetApp2

ol chal o XFMIS| ZOtE = "o 7|"U S LT

TridentOf| Al 2 IO|2=9| of = CtS 1t Z&LICt

items:
- backendUUID: f£f3852el-18a5-4df4-b2d3-£59£f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online
online: true

* AutoSupport HIA|X|= NetApp2| AutoSupport A=ZQIEZ MAEILICE 4l XA EZ|E A0 ZAE|0|L
O|0|X|E XHSl= 22 2208 MEE £ --image-registry USLIC

* KEot AX| YAML IHY 2 W5 TEA| URLE 74 Y = JSLICH 2 AFESI0 YAML IHYE Bt
--proxy-url O|A ZIH|O|LH0| t rident-deployment .yaml LSt 21+E trident-autosupport
FIttH O] HAUS £+HE £ tridentctl install --generate-custom-yaml U&LICEH

Trident H|EElI2 H|gMa}atL|Ct

“HERO| HNE|X| AEF St SO E AE5H0 AHEXL X[H YAMLE MAM5t0 MESHH —-metrics
0| of| CHet S 7t S EE|X| XE= trident-main SHOf -—generate-custom-yaml 2fL|C}.

TridentZ X|7{SfL|C}

TridentS EX|5h= O ArE¢ TridentE M[7{ot= A1t S Lot AHSE ALE3HOF BLICE.
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Of ZFHofl CH3H

* YIY0|E, B&Y =X = Aot 2 tdeh Y2|0|= 2of| EAE Mo tiet +=Fo| 2t 3L
TridentS M25t1 siE X|Eof| w2 o] HFS CHA| AX|sjof "H{ &I LICt. O] 22 download_dt=

Qs A el L,

=

°
\J

ZbHSE @20l = S XHAE*XI% flll TridentE 73 = Tridentol| A 4ot CRD = 2 JHHl= HAHE[X|
ELICE Trident 5! 2= 3T HIO[E{E 2tT3| M| AHolOF 5h= B2 S HZESHU A" Trident 5! CRDE 2719
Mgt

AlZFsE7| o

Kubernetes 22 AEE A2 SLHSH= 2R, £ MAHSH7| Fol|l Tridentd|M BtE S22 AI25t= ZE O E2|AH[0|NE
ArH|s{ofF rL|Ct. h2tA PVCZt AH|E| 7] 0| Kubernetes = =0 71|)\|5lxl OF&L|CH.

|_

TridentS EXI& o] ALEE Zat SLot YHS ALl o LIt MAHBL7| Toll TridentE XMZ X[ o AFES
|2

1. E M2510] kubectl get pods -n trident ZEE HALELICE

o RHX} XLV QO™ E AESIH TridentE AKXt tridentctl HYLICH
o
o

o

Xt ZEJHJA= HL, Trident= Trident 2EXE A 522 = Helm2 AHE5HH
HX| = AELICE

2. 2K ZXETL Qe AL E kubectl describe tproc trident AF2SH0] TridentZt HelmS AF25}H0]
*"X|5|°"'_I| stolgtL|Ct,

Helm2 AR5t TridentS A X|$ ZdQ1L|C}.

° Helm 2i[0|20| Y= EL
AR Trident HAKIE AFRSEK TridentS £592 MX|JHELICT

AA
° Helm 0| 20| gl=
Trident 2FXt MX[E H[HEL[Ct
+5 E&= Helm2 ALE3510 EZIO|HIE AKX} HX[E MAHY &= JASLICE
+&5 AKX E mMAHELCt
RAXE AHESHH TridentE X3t AR LIS & SILIE &S HAHE 4 JSLICH.
1. CR M% TridentOrchestrator %! X|7{ Za1 M.

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}"'

Ee137t 2 MHEE true B2 uninstall Trident FXt= TridentE X|7{8HK|2F TridentOrchestrator XHA|=
M| HSEX| & LICE TridentE EMI AX|SH{™ e TridentE H2(5t1 A AgentOrchestratorS A4 sHoF BfLICE.
2. AH| TridentOrchestrator: TridentS HiESH= O] AF2El CRE H|76IH TridentOrchestrator

XA TridentE MAHSHEE XIA|LICEH A= 2| M|HE TridentOrchestrator X 2|51 Trident
HHE YL OE HNEE HMAHSHH HX|o ALEZ MM Trident TEE AFK|BfLICE
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kubectl delete -f deploy/<bundle.yaml> -n <namespace>

Helm ZX[|Z ®|7H&L|C

Helm2 A28 TridentE MX|8t 22 2 AI238I0] MHE 4 helm uninstall UELICH

#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

AKX E HAHLICE tridentctl
‘uninstall 'CcRD Y ZtH HHE HStD Tridentt HEE RE Z[AAE H|7HSIH{H 9

HHAZ “tridentctl® ALEELICE.

./tridentctl uninstall -n <namespace>
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HHEZ S 2leh AFE 25 Ated

TridentE HE S| M0 SAEQ Rt T2EZ APH @7 AbE MX|stn 4sH{of ghL|Ct.

QT ArgS =elgtL|Ct
* BT} O RE & SFS=X] "7 A e IgLCt

* X[E|= B2l Docker?t AX[=|0] A=X| 2ABLICE Docker 70| £|410] OFl B "2 X[ &=
HCl|o| ERfLIC}"

rr

docker --version

*IZEZS A 27 A0 ZAE 2X] & FHE0 JA=X| efeletct.

NFS =
B MH el BHS AHZ5I NFS 2 2X|ELICt.
RHEL 8+

sudo yum install -y nfs-utils

OoOH-HE
T T

sudo apt-get install -y nfs-common

iSCSI =
29 Mdel BEE A85t0 iSsCSI =& MX[ELICt
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RHEL 8+
1. Chg A28 TH7|XIE EXIgLCt.

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath
2. iscsi-initiator-utils HZ0| 6.2.0.874-2.el7 O|AfQIX| &tQIEtL|C},

rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. O 32 9%

sudo mpathconf --enable --with multipathd y --find multipaths n

@ etc/multipath.conf Of2f &8 ‘“defaults E&OHOf find multipaths no
'6'|‘|__||:|-
[=] .

9. iscsid'¥ ‘multipathd 7t &% FQIX| 2tolgtL|C}.

sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi

oOHdHE
T=T

1. Ot AlAH 17| XIS EX[ehCt.

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi 70| 2.0.874-5ubuntu2.10 0|4k (bionic) L= 2.0.874-7.1uubuttu6.1 0|4 (focal)@IX|
2tolgtL|C}.
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dpkg -1 open-iscsi

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. OtE 42 4%:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D etc/multipath.conf Of2f LHEE ‘“defaults EEEHOF find multipaths no
'c'>'|'|__||:|-
= .

5. Y multipath-tools 7t EH3tE|0] Y1 M3 FOUX| open-iscsi HIBILICE

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe =
2 MHe] BES AHEdtH NVMe £ EX[RfLICY.
* NVMe0fl= RHEL 9 O| 40| Ee#gtL|Ct.

@ * Kubernetes = =2| {2 HT0| LHZ QEHE[UALE NVMe THF|XIE H'E HEOIM ALY &= Q=
B2 =29/ A2 HTS NVMe I7|X[E AHESH0 72 HT S YH|O|E3l{0oF & 4= ASLICE
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RHEL 9 £ & ZX3HAIQ

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

OoOHE
T =T

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

TridentS 2 =StL|C}

Trident for Docker= NetApp 2E2|X| ZSHES 2[St Docker 0|2 A| AR 2 SFEILICE.
ISt Ss AT ZiZg 2718 4 QIEE AEZ|X| ZSE 0| Docker SAEQ| 0|2=
AER[X| 2[AAQl I2H|X Y 9 2|2 X[ALICE

Trident2| {21 ¢! E.iﬁ% Y SAENM SA0 A = UASLICL 0|5 Sdlf o2 AEZ|X| A|AH 8l AEZ|X|
F0| A0 AEY = A2H, Docker EF00| AFEEl= AER|X|E ALK X[FY 4= USLIC

L

S "HIEE 20 AT @7 AFEERSHYAR. AFE @7 AF0| EXE|U=X] &elet 2 TridentS HiEZE FH| 7L &

ZelL|ct

A Hd

Docker 22| Z2{121 (KT 1.13/17.03 0| &)
A|Zfst7| Hof|
7| H|2 MM =0f| M Trident pre Docker 1.13/17.032 M%‘.’J 4% gelEl= 8Ol s

AE35t7| HOf| Trident ZZM|AE SX|5t10 Docker =S CHA| A|Zfslof SHL|CE,

AAEA FX|:

rin

1. A3l =0l @

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. DockerE CIA| A|ZFEHL|CE.

systemctl restart docker

3. Docker Engine 17.03(MZ& 1.13) O| 40| MX|=|0f QE=X| glgtL|Ct,
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docker —--version

AH2 Sl HFO| £|4l0] Ot "EX| S EX[StAL HO|O|ERLICH L.
A
1. 78 g Mdstn 3t 20| M X[Fgct
° config: 7|2 OIY 0|5 config. json O|X|Tt OIY O|E0| FMHS X|HSHH MEHS 0|E2 AIEE
config UELICH 74 A2 SAE A|AHIO| CIAER|0f AU0Of /etc/netappdvp HLICH
° log-level: 24 2|'¥E (debug KIHELICt “info fatal.,,warn,, error ) 7|22 LICH info.
* debug: LI 222 AFREX| 0{£2 X|HILICL 7|23t false YLICH TRUEQ! AL 21 4Z8
el
L T ThAO| 9IKIS MaBtLiCh,
sudo mkdir -p /etc/netappdvp
ii. 7 mAS MMEBLIC.
cat << EOF > /etc/netappdvp/config.json
{
"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"
}
EOF
2. fe|=l= EH3Q A|ARIZ AE8H0 TridentE A|ZFELICE “<version>"AtE &l E2{ 321 T (xxx.xx.x)22
HF&L|Ct.
docker plugin install --grant-all-permissions --alias netapp

netapp/trident-plugin:<version> config=myConfigFile.json

3. TridentS AHE3H0] T El A|ARIOM AER|X|E AH[EtLCH

a. "firstVolume"O|2t= O| 29| 25 MATtL|CH
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docker volume create -d netapp --name firstVolume
ZEIO|H 7 AIZHE I 7|2 2SS Hd™LItt

docker run --rm -it --volume-driver netapp --volume
secondVolume:/my vol alpine ash

C. "firstVolume" &2 H|7{gfLICt.
docker volume rm firstVolume
7| g (A 1.12 0[5t

A|Zfot7] FHof

1. Docker {7 1.10 0] &}0] HX|=|0f Q=X EQlFfL|CH
docker --version
HFO| £[4] 0| OtL|H HX|E HL|O|ESHY A 2.
curl -fsSL https://get.docker.com/ | sh

i, HHE XA S G Lk
2. A|AHIO| NFS /== iSCSI7F 2AE|0] QX EelstL|ct,

oA
1. NetApp Docker Volume Plugin &X| & LA

a S8 ZZOMLIRRE 8l &% 271

wget

https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar zxf trident-installer-24.10.0.tar.gz

b. 8X|gt A=l ?IX|2 0|S:
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. 79 9| ?IX|E HIELCt.

sudo mkdir -p /etc/netappdvp

d 714 mtels dyeict

cat << EOF > /etc/netappdvp/ontap-nas.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. HiO|H2| S BiX|5t e 7 MU S WH?

O -

ot
o
of
rr
-

A MAS ALESHY Trident HIES AIZfSLICEH

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mm=x 22 32 28 Satol#o| 7= 0|22 "NetApp"LICh

H=20| AZHEl 20l Docker CLI QIE|H[O|AE AL 2§ ot 22lg = ALt

docker volume create -d netapp --name trident 1
4. ZIH|0|HE A|ZHE I Docker 28 TZ2H|Xd:
docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash
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5. Docker 28 H|A:

docker volume rm trident 1

docker volume rm trident 2

A AEAIZE Al TridentE A|ZfRILICE

SYSTEMD 7|gt A|ARIS| MZ Cre| TFYU2 Git repo WA #E == contrib/trident.service.example
UELICH RHELOIM MY S ALE5I2{H C2E sASHIA2.

00 o

1.

=

HEETEREEIE

Al S QIAHATE I o] 42l B el ThUol| 17t O[5S ArEdHOF SLCt.

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. MU MESHD (Y 2)2 S2t0|H 0|1t 714 Y FZ(E 9)0ll S HEFSHo 2F S HrIetLIct

=
3. 1T Mo HE A S SHSHEE A|A™- CHA| 2E:
systemctl daemon-reload

4. MH|AE 2dstetL ),

0| 0| E2 C|AME{2|0l|M I} O|E= X &=0i| W2} /usr/1lib/systemd/system EEHELICE.
systemctl enable trident
5. MH|AZ A|RIBHLICH,
systemctl start trident
6. MEHZ ZL|C}

systemctl status trident

@ U oS ™ mfoict HHE MAMSIH systemctl daemon-reload HE LHES &tolgt
QIAL|C
A -l
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Trident & 18|0|E EE= X| A
=

Trident for DockerE A2 £Q =250 G2 FX| &1 OHHSHA 20| =T & JUSLICY.
A 0|E TZNA F0fl= 2210 X|A|=l HHEO| MZSHX| 2ot S2{Q10| CHA| A=
7K S8 T2 0N S 52 OIREY £ U= W2 7|2H0] docker volume UELICH
CHE 29| AL 2 X O|L{o| %E% L|C}.

ag|0|E

Trident for DockerS & 12{|0| =5t2{H Of2lf THAIE AT L.

CHA|
1. 7|

T

=5 LIE:

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

2. Z2{1¢l H|gy3}:

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false
3. E2{a¢l ¢gago|l=

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ nDVPZ} Trident 18.01 E2|=2 CHA|E L|C}. O|O|X|0f|A O|O|X|2 netapp/trident-plugin
™ H2|0|=8H0F netapp/ndvp-plugin 2fLICE.

o. 22{1¢l0] Z-gotE[0] JU=X| EelgfL(Ct.
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= O
@ LS Z2{1Q1S ®7{3t LS 27t 714 7N #42 FMetsto] TRt Trident A S Ax|sHoF SHL

docker plugin 1ls

ID NAME DESCRIPTION

ENABLED

7067£39a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

20| EA|E|=X| SISt C}H

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

0| H{T9| Trident(20.10 O|%)0i| A Trident 20.10 O| 422 4 2{|0|Edt= 32 RF L Ldg

UASLICH KEMEE LHE2 S "2 EA"HZSHIAIR. RF 7L LHSHH HX S2{a0ls

docker plugin install netapp/trident-plugin:20.10 --alias netapp
--grant-all-permissions config=config.json

X ®MA

Trident for DockerE X|7{5t2{™ Of2{ THAE 3G A|2.

EHA|
1. Z2{00l0| WMt 2= EFS MAHELICH
2. E8{0091 v 43t
docker plugin disable netapp:latest
docker plugin 1ls
ID NAME DESCRIPTION
ENABLED
7067£3%a5df5 netapp:latest nDVP - NetApp Docker Volume
Plugin false
3. E{1Q HA:
docker plugin rm netapp:latest
2= X}IoH
=5 I- H

Ii=]

EE
fot
)ed

ot
rot

Kl
Kot B2 Trident =2t0|H 0|52 X[ Eet BE FHS A8 2&S &7 44, 28 =
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S HAHLE 2 docker volume USLICEH

B ddgt

* 7|2 0|2 MO0 E2to|Hz =S WL
docker volume create -d netapp --name firstVolume
* £% Trident A AHAS A3 28 M4:
docker volume create -d ntap bronze --name bronzeVolume

() AnyE mimetx gros "gacatol#o| 7|2 zto| AFgELICt

r

* 7|2 BE 3712 WHOIELICH CHS IS HZotol S210|H 2 20GiB BES YA BILICY.

docker volume create -d netapp --name my vol --opt size=20G

I(01| 10G, 20GB, 3TiB)7} L &tEl X4 Zto| TEHEl _E_x}odg HA|EIL|C}
RIS II’S;&XI % ™ 7|22l G. 37| H#lE 2(B, KiB, MiB, GiB, TiB) &= 10(B, KB, MB,
2 LIEH &~ USLICH TH= Chel= 29| HENSE r9°*LIEr(G=GiB,
T= T|B,...).

®
UJ
_|
D
lo
N
IIIn
ﬁ
Io

=52 ML

* Ct2 Docker 2 &1 OFEIIX 2 2 &2 MAHELICH

docker volume rm firstVolume

@ CalO|HE AFRE M solidfire-san 92| GloA = 2

Trident for DockerE & 12{|0| =5t2{H Of2lf THAIE AN L.

‘ontap-san’, , ‘solidfire-san® % & ‘gcp-cvs storage drivers® AT Oj
‘ontap-nas’ TridentO|M Z& 28 SHE £dY = USLICH ‘ontap-nas-
economy’ EEZIO|HE A2 W= ‘ontap-nas-flexgroup' SH7t X|;EX| Q&LICEH,
SE0M M 2ES AH5HH A AYAr0| HHELICEH

71E
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* 2ES A A AEE EAYLICH
docker volume inspect <volume name>
* J|E EB0UM M =SS YHELICH O|FA otH A ARAFO] MM ELICEH

docker volume create -d <driver name> --name <new_name> -0

from=<source docker volume>
o 7|& ARAIM M 2B S HHSLICEH M ARMAR2 MMSHX| oFSLILCE

docker volume create -d <driver name> --name <new name> -0
from=<source docker volume> -o fromSnapshot=<source snap name>

of
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docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002z",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

2R0M YL =F0 AMABILICE

mtE|MO| @i m A|ABIO| Trident|AM X[ E|l= HLR(O: TridentE S WA X[HEl /dev/sdcl 22 EHA|0
HM|ATE 2 12) Trident * only * £ AF2SH0] ZH|O|HE Sl /20N MMEI 22 HX|(Es Y 22) "extd 0l

2t AE2|X] E2f0|H 0= Chefet 50| IS, =& 49 Al 0= X[EotH Z2tE AFEXL
XEE 5= JASLICE A2 2EZ|X]| AL HEE[= ZM2 Of2iE FZSHAL

=8 MY Y S0 o[2{st SME A= A2 ZTHRILICE CLI 28 Al 28XHE 0|83 M1 2ts o
HMSStet. ol2{eh 2t2 JSON 719 el R = St 2tS MLt



ONTAP EE M

NFS 2! iscsioi| cist

g4 Meptct

H—

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

=
=

o

=b]
289| A7|= 7|2XOoZ 1GIBE AH™E/L|LCL.

EES M = Yot T2H|XJELCH 7| 2242 Thin
ULICH R2¢t 242 none (M ZEH|XY) & volume
)

D248 A MO Yot Zo2 MFELICE
7|23E2 none 2B T} A4H0| IS O Max|x|
SFCHs o|nj@lLic. AE2|X| B2{XPH 2 HBHK| ot
o, "default"2l= HHO| ZE ONTAP A|AEIO
ZRSI0, O] HUS 6|2 29, 2% ALiArS Malstn
SA[BLICE Aol BEE Hlo|E|= 250| Yolo]
ClzlEf2lof 9= CI2Ef2|2 o|Sete] 2 Rg 4

.snapshot USLICH

O|ZA| 5tH A% of|H| 37t0| ot=HIEE
MPELIC 712242 20| l&LCh &,
snapshotPolicyS MEist 22 ONTAPZt
snapshotReserve(%F'_I O = 5%)E MEHSIAHLL
snapshotPolicy”Z} none?! 2L 0%E MEgIL|CtH 2=
ONTAP ol =0 CHet 74 THU0A 7[=
snapshotReserve 2t2 28g = A2H ONTAP-NAS-
0|20 E M3t ZE ONTAP HAl=0f L3t 28
MY SMOZ AEE 2 QELICH

o 7
[
A

ZE52 22 Y4 1 ONTAPIL &9l 2 01IA1 ")\I
SES EEYLICL 7|22 YLICt false. E5S 2B
ERstE A AfEllolls 22X 2EdE = 727t

HE A 27| W20 dd ZA 2ES &9 =B
=elste Aol 7tE ’SQLIEL oE =0, &l
HIO[E{H[O| A S SH[oFH A[Zt0] ZE[X| 2 AER|X| 7}
Ho| HotE|X| giS = ALEZ SES FA 2Eot=

20| 7t ESLICH

M 2E0IM NetApp 28 2=22H(NVE)E 45t
712242 2 BHELICL false 0| VS AT
NVE 2027} S2{AE{0M 2-dete|0] L0{0F BiL|Ct.

s =0l A NAEZI 2-d3tEl B2 TridentOl| A
DTZH|NMYE DE 282 NAEJL AL ElL|Ct,

XtMISH LI CH2E "Trident?t NVE 2! NAES}
A S0t= W HTSIMARL.
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SMS MEfSLICt Ad

tieringPolicy SEN AIEE A S3 HMS *a’é'ﬂu Ch HIZM(EE)
AEHY mff C|O|E E 22tRE AZ2 = 0|5EX|
ZA™gct

CHE 7t M2 NFS * of| Bt M EIL|CH*,

=SMS MEfSL|CT Ay

unixPermissions =& XHAof| CHE Mt HehE MO{ELICH 7| 2Mo R
AP A2 = 2K H7| 07552 root MM E|H
S YWXT—XT—X AOx|.7|. EI|__||_'_|. E-IIAE = ¢_x|.
gAlo] s LICt

snapshotDir 0| SME 2 true HF%IH .snapshot E&0
M| ASH= Z2HO|AHET CIHIEEZ|E & & USLICL

7|22t ULICt false. &, CIHEZIE 2
.snapshot SIEE 7|2Ho 2 HHE|0| USLICE S4

MySQL 0|0|X|2t Z& YL 0|0|X|= C|HE2|7} EAIE
i | ACHE 2HSSHXA| . snapshot R&LICEH

exportPolicy S50 MBS AAZE HMZ MFSLICL 7|22
ULICt default.

securityStyle E0| HNASH= O AHEE HQF AEIJYS HHSIL|CY
7I%ZI% QULICt unix. K8 42 unix &
“mixed” JL|C}.

CHS 71 M2 iSCSI * of| 2t HEEIL|C}*,

SMS MEfSLICt A

fileSystemType iISCSI 252 EUiot= O| AFRE| = O A|AHIS
HYELICEH 71222 YLICE ext4. RET U2 ext3,
ext4 3 “xfs'LICE.

spaceAllocation 0| SME = false HNSIH LUNS 57t &Y 7|S0|
SHA|ELICE 71222 LI true. &, 2E0]| 3710]
EEst0 =82 LUNO| MY|E fEfet Q12 I
ONTAPZ} 2 AE0| EL|CL ot 0] SME AFESHH
SAETHO|HE AMHY I ONTAPOIM XtZS22
SUE MEEY 2 JASLICE

of

otz ol E F=IYAL.

* 10GiB 28 MA:
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docker volume create -d netapp --name demo -o size=10G -o
encryption=true

* AHAES A0 100GIB 28 Md:

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* setuid HEJt €FE 2852 HHLLICL
docker volume create -d netapp --name demo -0 unixPermissions=4755
X4 28 37| 20MiBYLICH
L|

A2 Of[H| ZZH0| XY= X| 50 A2 HMO| Q1 AL none Trident= 0%2| A Of|H] S2tS AFSEfLICEH

- ApiZ FA0| g A% o] B2t0| gl B

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
* AHAHMO| = 25 U 10%2] ABXH XIH A ofld] Z7he AeiLIct

—

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
—--opt snapshotReserve=10

» ARHAE FH D 10%0] AFBRE XIT A% ofb] B7H0] Qs BES MABILIC

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

© AHAHME A0 EES M5t ONTAPL| 7|2 A4 Of|of SZHYEH O = 5%)S M ETLICE

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element 2ZEQ|0| 28 M

Element 2ZEQ|0] M2 EE3 HEHE MH|A FE(QoS) X<l 37| 8l I7|E HAIFLICHL 250| H4=H
HZE QoS HM2 HHHZ ALK -0 type=service level X[™ELICL
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7|Et Element 2ZEQ|| 28 MM SM0f|= CtS0| Tt

blocksize

of

QoS MO|7t BEEI C13 MEB 74 TIUS HXGHIAIL.

"Types": [

{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
by
{
"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
by
{
"Type": "Gold",
"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

280

L|c}.
My
250 37|2, 7|22t 1GiB £ 74 F=eLct

J

|%ﬂ-ll:{l|37|ll:ll59ll}.

512 £ 4006 3 SILIS ALSEILICE 7|24 512 £
TM 8= DefaultBlockSize &ILILCt.



?l 70l M= Bronze, Silver, Gold2| Ml 7tX| FM Fo|7} AIELILE. O[2{et 0|F2 Yel= X|FE LIt

* 10GiB Z2E 25 44:

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* 100GiB Bronze 22 MA:

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G

1. HAEE| = 2e|els S0l 2ol HH ALE)2 ALY TridentS M &sh= 2R docker plugin CHS 1t

20| ELIct.

docker plugin 1s

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

BE 22 sF0M= HEE2 2HE ZIEHE 4= A0{oF L|Ct. o] HHO 2= FEHK| M L1 =22
MBS & QAL
= O =2 T M-

2. O 2Z 2 A83I2{H ClH 1 22 M5 E AFst E2{1012 XISt

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

L= 22aglof ojo] 2X|El F2 tiHa =2Z S gdstetLct.

o =
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docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

3. ZAE|M HIO|H2| XN S HAst= 2R 2AEQ| CIAMER|0|M 225 A8 4= /var/log/netappdvp
UAELICH OO 2L S EHS5I2{H -debug S22 &3 A|7|E X|FgLCt

* M AFSXZE 2dshE Ve eEtEel EX=E S50 S RU(ot = QIR BR FdE AYLILh o] B
oo Ch3 ok 22 HIAX[ZE BAE = ASLIC.

Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

X, B2{0012 ASIOHT RYALICH Chs| B2{0012 ALSRI HS 4 Uk (20| XIS FTkts o
=20| Hls EBHQI 22 7|58 21 UBLICE
* PVE ZHE(0|L{0]| HASH= O 2RI7F AOH Tk AA| |0 A% FOIX| rpebind HRIBILITE SAE OO LR

=]
7| K| ZE[XHE f 5ta1 7t 4l ZX| rpcbind ZQIRLICE L= 0|2 S5t & ZABH0] rpebind A{H| 22|

HEHE =l £ systemctl status rpcbind JESLICH

2] Trident QIAEHAS 22| 8tL|C}

=
of2] AE2|X| THS SAIO| ALBY 4 UEE 521 B Tridento] 012 QAAHH AT}
LQLICE o2} QIAEIA0] SAl2 ZAefo|L{stel Za{I01nt M B4 ALSSHHLL

|_—|_— f Y e =
--volume-driver @A EO0A TridentE QA AR S I FM 2 AIESI0] CHE 0|52
X|™ol= --alias AYLICE
Docker 22| E2{1¢1 CHA[(H T 1.13/17.03 0] &)
1. 88 gl 2 A S X|Fst= A Hf QIAHAES AZFRIL|CE
docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json

2. o2 WA 7

0x
=
ne
mjo
Pal
0x
Ot
2
rt
=
o
>
rm
| >
i
>

Jal
oot
-
u}

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json
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docker volume create -d gold --name ntapGold

=2
i
mujn

o,

rlo

=59 E%:

docker volume create -d silver --name ntapSilver
7| E=(HH 1.12 0| 5t) THA|
1. AF8Xt X|™ E210|H IDE AF3I0] NFS 422 E2{1218 AIRfELICH

sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. AF2X}X|™ EZIO|H IDE AFR3IM iSCSI TH O 2 Z2{1912 A|ZHEL|Ct.

sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. Zt =2t0o|H QIAEIAO| Docker 28 T ZH|XY:

o|E S0, NFS2| 3%
docker volume create -d netapp-nas --name my nfs vol
O£ S0 isCsIe| B2

docker volume create -d netapp-san --name my iscsi vol

AEEX| A &4

Trident A0 A}

00
e
1
30
i
-
0Z
o
[z
o
0t
b
Ot

z
>
[0

olzfet 78 SH2 A8 T2 2E2|X| S0 2AIQL0| ZE Trident &0l HEELICE.
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storageDriverName

storagePrefix

limitVolumeSize

Element 2Hl=

T8 OpY BT HS YL}

AEE|X| ECIO|H o|SlL|Ct

28 0|2 0f Cit Mey

HEALICE 7|22 netappdvp_:.

=& 37(0f chgh A=A H ek
Z|12e"(HE 2 &)
of 7123 Zghe

O|F L= Tl E4 HIO|EE AEdt= A0 ESLICL

dgste ZE =250M 7|2
AsLLh 7|12 =28 37IE &

ONTAP 24

ol 228 74 U

managementLIF

284

{ 20| = ONTAPE A EY 2%

SMS XIHotA| 4Ot EL|L}. Of siz

Mz Hothe BHH2 ONTAP 74 MME RRSHUAIR
My
M 22| MEiX 7|2 I 7|L|Ct
7|83k 16

EE

ONTAP Zt2| LIFS| IP =4
FQDN(™ 3t =0|Ql OIE)%
X|&Hg 2 UELICE

of

ontap—-nas ontap-san,, ontap-
nas-economy,, ,
ontap-nas-flexgroup
solidfire-san

staging

10g

ME5HX| storagePrefix OIMA|R. 7|EMOZ solidfire-
san E2I0|H = 0| HHE FAIStD HFAE ALESHX| @4&LICH Docker 28 OO EF
tenantiDE AFESHA I-r 0|2 2X|7} A+l Z2 Docker2| Docker T, =210 HE 5l 14|

e FN2 ZE TEED R0 MBS =
of
10G



svm

username

password

aggregate

limitAggregateUsage

nfsMountOptions

=l
TZEZ LIFQ IP F=AYLCH

ONTAP nas drivers: X|&dt= Z10|
ZE&LICH dataLIF. MBEX| =
AL Trident= SVMO|A C|O]E
LIFE 7t ZLICt. NFS OIRE
Ao AHe S FQDN(™ &t
o2l 0| &)2 X|HsHH of2] H|0|E
LIFOM 2= WHA S I3 2H_E
28I DNSE MM ~ Q&L|CE

* ONTAP SAN EZ2}0[H] *:
iSCSI0| CHal X[=SHK| DM AL,
Trident= E ALESI0{ "ONTAP
MEHE LUN H'CHs 2 MMS
MASH= O ZR3tiSCILIFE
7-IAH'6‘I-|_||:|- O| D=IA|I-IO§ §9—|E._|
2L Z17t datalLIF

MM EILICE,

o o

of
10.0.0.2

Ar2E AER[X| 7HA HA(RE] LIF7} svm_nfs

S2{AH LIFQ 22 HQ)

AER|X| CHIO| A &L AHEX}
O|S&LICt

A E2|X| CIHO| A0 HAESH=
0F20||__||_-_|.

DT2H|XJE ?et ol a2[A|0| E(MEH

Ak, SVMOi| MElsHof 5t= B 2)
E2l0|He| A2 ontap-nas-
flexgroup Ol M2 FA[ELICL
SVMOj| getEl 2E OfJ2|A0|E=
FlexGroup 2 &2 Z2H|Xddt= O
A ELICE

MEH AVSFO 2 AFREH0| O]

o o
|.| =] OEE|' h:% 7o:|_<|>_ _g_ar '6'|-|:I-01|
’é‘ﬂH°*l—IEt

NFS OF2E SN S MZSHA|
HlojgL|ct. 7|§?ut8 "-0
nfsvers=3"QL|C}. 3! ontap-nas-
economy S2[0|HO|MEE AL TS
ontap-nas. "NFS S AE 14
HHEE= 07| E HZSHHA".

vsadmin

secret

aggrl

75%

-0 nfsvers=4
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https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
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ONTAP CLI AtE
1. Ch2 S8 2 ALEsto] Af lehs WLt

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AtEX0]| CiSt AL O]

]

USTI:

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

w
|'|]0I-

BZ ALSRIO|H oE:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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ONTAP 1A I o of|

<code> ONTAP-nas </code> E2}0|H0]| CHEt NFS of|

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

<code> ONTAP-nas-FlexGroup </code> =20|H{0]| et NFS O

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"
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<code> ONTAP-nas-Economy </code> =2t0|HH2| NFS 0|

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code> ONTAP-SAN </code> =2}0|Hof| CHst iSCSI o

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code> ONTAP-SAN-Economic </code> EZ}0|H0]| Ci$t NFS o

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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<code> ONTAP-SAN </code> EZ}0|HH0|| CHSE NVMe/TCP2| O

"version": 1,

"backendName": "NVMeBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nvme",

"username" :"vsadmin",

"password":"password",

"sanType":
"useREST":

Element 2T E¢|0| A

Element 2 Z E9||0{(NetApp HCI/SolidFire)S A3t

AL,

Endpoint

SVIP

TenantName

InitiatorIFace

Types
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rir

<a

href="https://&lt;login&gt;: &lt;passw
ord&gt; @&It;mvip&gt;/json-
rpc/&lt;element-version&gt"
class="bare">https://&lt;login&gt;: &l
t;password&gt; @&lt;mvip&gt;/json-
rpc/&lt;element-version&gt</a>;

iSCSIIP FA S XE

A% SolidFireF HIHE(AE 4
e 32 44E)

iSCSI E2f{H S 7|2 E{H0] AT}
Otl QIE{T|O[A 2 Hohet i
QIEH|O| A F X|FEILICE

QoS At

B2 22E 7Y 2 oz o2t FHS A EY

o

https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7:3260

docker

default
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7|& 2ECE YI20|EE Hst=

ER =5 0|5 ¢S Sl gzl
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"version": 1,

"storageDriverName":
"https://admin:admin@192.168.160.3/json-rpc/8.0",

"solidfire-san'",

"Endpoint":
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": {
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000
}
}
]
}
gzl A 2 Fer Akt
TridentZ Docker?t S7H AEE W 2Tl 22X 2 ISk At
O|™ HHMO|A Trident Docker =25 E2{1°2I2
L= CEE2] F7E Sls E20|E F 7 EdeLCt.

CELE
1. Zaia0lg uizsteict
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docker plugin disable -f netapp:latest

2. E8{0918 HAHgLCH
docker plugin rm -f netapp:latest
3. It oi7H HE MBSt E2{ Q1S CHA| config AX[RILICEH

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

-—all-permissions config=config.json

=5 0|52 |4 2K} 0| 40[0{OF StL|CE,
@ O|= Docker 22t0[AEQ| Kot ArSRIL|CH S2I0|UE= EY FX} 0|EE Windows 222
s AELICEH "t 257732 & ZSHYAIL".,
Docker Swarm0ll= 2= AE2[X|2} E20|H =0l A TridentO| 0| X| K| ZH=
EXNot SE0| JSLIC.
* ®xH Docker Swarm2 £& ID 4l 2& 0|52 1/t 28 MEXIE AMSRLICH
* 28 82 Swarm 2HAHQ| Zt LEZ SA|0| MSELICH
* 2B E2{32(Trident £2H2 Swarm 2HAE Q| 2t LEUA SEAHOE MSME|0{0F BL|CH ONTAPL| &
2Al 81 8l 8 ontap-san E2I0|H 2| 2tE WA 20| ontap-nas 0|23t M3t LHO|M 2SS £+ U= A2
QZ| o JtX|#YL|Ct
LIHX| E2t0|Hofl= F2tot "SX} 10| T Mo CHell chEke| S5 MAT £+ = Fe MEfet 22 2X7t
UAELICL o|E &0, Elementdi= EE—Q‘l O|E0| ZX|TH D7} CHE £ U= 7|50] UYSLIC
NetApp2 Docker 0| I| =S M IHKX| 2 = A10] CHSE HEA|= M| 3SHK| & LICH
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# create the policy group for the SVM

gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies

vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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grep "aes" /proc/cpuinfo
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oHA|
1. SIS AHOIA] LUKS 218 2442 FHoILICL ONTAP SANS] 01 34 SH90f ot xtet Lhge &
"ONTAP SAN 74 SM"EESIHAL.
"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},

"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by
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2. “parameters.selector LUKS 5 3tE
ZEAL|C}

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKS ¢=E 2ot 2w WgLIC o|E S Ch3at Z2&LICH

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA
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1
storageDriverName:

version:

managementLIF:
dataLIF: 10.0.0.2
svm: trident svm
username: admin
password: password
defaults:
luksEncryption:

spaceAllocation:

10.0.

ontap-san

0.1

'true'

'false'

snapshotPolicy: default

snapshotReserve:

LUKS 2&

H=o

£ MHS PVCO| LUKS ALE

'10'

= 7tH27| 918 PVC LI

AE2[X| 22 E

E%"°"L| [:|._

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "t
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
LUKS 2= E s|™efL|Ct
LUKS 2= E 2|X5t1 2| E gfeld 4= AUSLICH
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1. node-publish-secret-name % ‘node-publish-secret-namespace StorageClass Of7H H4E
ZItetLICE ol E ™ Ctaot 25LICEH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. 28 = 2HR0M 7|E 2= E AlEYLICH
=25

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]

E 50l CHot LUKS ¥=E O0|ESto] M 2= 3l o] s 278 XIFBLICE previous-1luke-
passphrase-name "previous-luks-passphrase 0|& 2= Z 2HQIst 1 UX|A|ZIL|CE.
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

otr|= A2 luksPassphraseNames: ["B", "A"] 3|ZO|
£ E2|ASIY 2|XME 2t2e & USLICL

1. "CSINodeExpandSecret I|X{ H|O|E(H|E} 1.25+)F EMS}BtLICE XMIE I8 2 "Kubernetes 1.25: CSI
=252 E 7|8 = Eof H|HE ASELICH BXSHYA|IL.

2. node-expand-secret-name % ‘node-expand-secret-namespace StorageClass OH7i HEE
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O A0l M Mot 1 MU S ALESH MAE S M BtLICt

—_

o> rR

E Mdoj| HujstH Holl= M0l 2X|7t e AYJLICH CHS BYEE A5 =205 B0 Jelg =eld =
L|c}.

$0 &

tridentctl logs

-4 Mol ZHE =I5t £t 2 create BHS CHA| e = JA&LICH

=

AEE|X| SHAE HIFLICH

od

AEE|X| 2HAE TS0 Kerberos A2 SHE AHE5I0] 252 Z2H|MIE £ JAFLICH

Of ZhHofl CHaH
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ISESEE= ! E 7H*|§ oS il 047 45 AF2610] Kerberos 2= oto| M| 7HX| HE & otLE X - E
mountOptions USLICH

A
L

mountOptions: sec=krb5 (2/& U =3}

* mountOptions: sec=krb5i (2135 AU =23} ID ED)

mountOptions: sec=krb5p (21F U L=}, ID B 712l ME HD)

Kerberos &2 SILITH X|HSHI A 2. 07 4= S =0 M Kerberos 22 st &2 F 7 0¢ X|H5IH X Hu

SHL A ELICH AR K] WA= 0| M JE| 0*3._* Aot +F0| AEZ|X| S A K| ol XY 2 At CHE F 2
AER|X| ZeHA N7 LMEHL|CT

T g

|

1. CtS Of|XIE AF2SH0] StorageClass Kubernetes ZHA|E A 8tL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:

backendType: "ontap-nas"

storagePools: "ontapnas pool"

trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. AER|X| 2|AZ MAMTHLICE
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. 2AE2|X| SeHATL Y= A=K| ZeletL|C,
kubectl get sc ontap—-nas-sc
CHSot FAReH £20[ HA|EL|CE

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

25 Z=H[NY

AEE|X] At AEZ|X| SHAE HHS = O[H EES Z2H|MJY = ASLICE XMt HiB2 2 "=8=
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T 2H[A LI E RS AL

Azure NetApp Files Z2& 1 &7 4 5Ql Kerberos 23S ABfLICH

Ze| 2 AE 2t B Azure NetApp Files 2E2|X| IS EE= Azure NetApp Files AEZ|X| BHAIEQ| JHA E
Atolo] AE2|X| E2{0] Kerberos 2= oS gHMstet 4 UELICEH

A|=tst7| Hof|
* 2t2|E|= Red Hat OpenShift 22{AE{ 0| A TridentE Mot =X| =HQlgtL|Ct.

* FEIZ|E|0f| HMAE > JqE=X| tridentctl SQIBHLICEH

Er
E.

© Q7 ArEE =elstn of X|Hoj| w2t Kerberos = 2HE Azure NetApp Files AEE|X| BHAIES FH|H =X
"Azure NetApp Files A A "&tlgtL|Ct.

* Kerberos 2= 5t2 AI3H= NFSv4 80| SHEEA| TG0 A=K 2URILICE O NetApp NFSv4 =02
T4 M M(13H0[X])S "NetApp NFSv42| &l 7|5 U 2 AfE| JI0|E E HESHIA QU EESIAAIR.

AE2|X| WSS upiLct

cod

Kerberos 223} 7|52 E&t6t= Azure NetApp Files AE2|X| BHAIE M2 OtS £ JUSLICH

—
Of ZfHofl 3

Kerberos 2f2tE F1dot= AEE|X| #HAE ;g MAS TS M LS F 7HX]| 7tset & & otLto| HEE| ==
Holg = ASLICt.

* HEE A8t * AEE|X| HAE 2| * spec. kerberos
* HEE AI8SH= * 7t %Eﬂtﬂ'*spec storage.kerberos

7t E oM S "olotH AEE|X| Z2{AL| 20|22 AHE5I0] E0| MEHEL|Ct
T 22Ol Kerberos 2= 2| M| 7HX| T & SILIE X[HY = JSLICH

* kerberos: sec=krb5 (21T U Lz2})

* kerberos: sec=krb5i (2/& % &=3} ID EZ)

* kerberos: sec=krb5Sp (25 X &=}, ID & 7H¢l

ot

1. 2t2|=|= 2YHAEM AEE|X| MAS(AEE|X| HAE 2fH = JH4 E 2| 8)S FHOlsl{of sh= I X|ofl w2t
CtS OlFl & SILIE AFE5I0] AE2|X| HAlE 7 MAUS MMETLICH 22 2tof 22 AL 2HE 9l WEZ thA:

o — O

325


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

AEZ|X| HHAl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

—_

2. O] A0l M Wt 7 DU S AFE50] HIE S Mg gfLCt.

o> re

C Mdof| 2ofdtH WHill= 40| 2X7t A= AYULICH ChS HES HAsto 228 B QIS eele £
L|C}.

g0 &

tridentctl logs
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AEE|X| E2HAE HIELICH

AE2|X] SHAE TS0 Kerberos A22tE AHE5I 2ES Z2H|XJY 5= JAELICH

CHA|
1. C}2 Ol M2 AFR310] StorageClass Kubernetes ZHX|E A stL|Ct,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AER|X| 2|AZ MAMTHLICE
kubectl create -f sample-input/storage-class-sc-nfs.yaml
3. AEZ|X| SeHATF MM E|J=X] =elgfL|Ct
kubectl get sc -sc-nfs
CHSot FAReH £20[ EA|EL|CEH

AME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

Z

=8 Z2H|Xd

=

AEE|X| At AEE|X| SHAE MHS = O[H 2SS Z2HMIY = ASLICE XMt B2 2 "=

O O -

I 2H[A LI E RS AL
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Trident Protect= Of=Z|7[0|M S ESSIM|R

Trident Protect0]| CHSH 2LOIE M| 2

NetApp Trident Protect= NetApp ONTAP A E2[X| A|A&ID} NetApp Trident CSI AEZ|X]|
T 2H|X L7t X|@sh= AEi HE Kubernetes OHEE|AH|0| M| 7|51t 718482 TMA|F|=
g 0E2|A|0|Md H|0|E] 22| 7|52 MISELICE. Trident Protect= {22 22tRE2}
2Io|0|A AN ZEO|LSIE /IZEQ| el B3 U 0|F2 ZHASIEILICE ESE APIR}
CLIE S3f Xt=2t 7| s M3 eLCt.

Trident ProtectE AM26HH ALEXF HO| 2|AA(CR)E MASHALL Trident Protect CLIE AMESHH OHE2|A|0|MS
Hog £ QELICE

Ct

alo

THA|
Trident ProtectS &X|5t7| Tl 7 AFOf| CH3l ZOt= 4~ ASLICEH

* "Trident ZT2HE Q31 AFS"

Trident Protect A X|

Trident TZ2EHE Q3 Atst

g 2t8, oiS=|AH0] M 22{AH, ofE2[A 0| 8l o[ A 9] FH| HE{E =HI5H0]
ZSHMIR. Trident ProtectS B E St 202 H 2tZ0] 0[2{¢t 27 ArdE 55X
2SI K.

M0

ot >

-
o
-
o

|
I.

]

Trident Protect Kubernetes S22{AE S 24
Trident Protect= LS 2 X aoh 2HH (ot 2t 22| 3! XhA| 2t2|d Kubernetes MIZ 2t S SHEIL|CH

» Amazon Elastic Kubernetes Service(EKS)
» Google Kubernetes Engine(GKE)

* Microsoft Azure Kubernetes Service(AKS)
* Red Hat OpenShift

S R=2s,

* VMware Tanzu ZEE2|Q

* AAEZ| Kubernetes

-

@ Trident ProtectE A X|St= SHAEIL Al FQ AHAFA

& £2{2 2 CRDE 7ME|0f JY=X|
efeIotMIR. AHA ZIEEE S EX[ol2{H CHES HZSIMR. "H

E
9- " _XL-(')- A':IAlgu

329


https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller

Trident Protect AE2|X| Al S3kM
Trident Protect= CHS1t 22 AE2|X| HAIEE K| EL|CT,

* NetApp ONTAP£ Amazon FSx
» Cloud Volumes ONTAP

* ONTAP 2 E2|X| 0{3|0]

* Google Cloud NetApp =28

* Azure NetApp Files

AES|X] AT LIS Q7 AretS £F5H=X| 2elgtL|Ct,

!

+ 22 AE{0f| HZE NetApp 2E2|X|7} Astra Trident 24.02 0| A2 AI2H=X| 2HQIBIL|CH(Trident 24.10 HZ).
t

° Astra Trident”} 24.06.1 O|Z H{F10| 11 NetApp SnapMirror Xislf £ 7|52 A
ProvisionergE &2 2 &M 3tsi{of gfL|LCt.

23t2{™ Astra Control

* %|4I Astra Control Provisioner(Astra Trident 24.06.1 7|=2 2 7|2XO 2 MX| 8l &H3tE)7t J=X]|
grolgfL|Ct.

[y = |

* NetApp ONTAP AE2|X| Bl =7} Q=X| SHQIHL|CY,

* OZ2|A|0[H0|L} o Z2(A0]d H[O|E] 2| ZHofl ArEe ofZ 2|0 HIYAD|O[AS ZHSLICE. Trident

Protect= 0|2{¢F HIJATO[AE XSO 2 WHSHA| S LIC AFEAL FQ| B[220 EXHSHX] &=
HJAHO|AS X|YSHH 0] HufelL|C.

[ i = |

NAS ZH =250 CHst 27 Aret

Trident Protect= NAS ZXd &0 et MY 5! 53 2t S XIFSLICH 21 NAS ZH =80l tist A=, =X
t

—_— e A
% SnapMirror SX|= K| A= X| g&LICH Trident Protect@t B7H AHESt2 = ZH NAS-Economy =&01| CHol A A
|;|a1|§a|§ S4Bl OF SHL|CY.

LE OS2 0[H2 AR LI ER|E MESHE =& ==X ELILE o[2{et OiS2[H|0[H 2
=] A A
= A

[=]
=T
% ONTAP AE2|X| A|ARI0|M CHS E WA LM ER[S SAHO0F LTt

®

ZF NAS ZX| 250 Cioll CHS Y2 Aast AMACIAMERE MYE 4 Aol HAY 289 UUIDE HEE £
<volume-UUID> USLICI.

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ Trident #AE 1 FHE 2 true &
snapshotDir JELICE 7|&E SE2

330



KubeVirt VM2 Z H|O|E| E&

Trident Protect 24.10 5! 24.10.1 O] A HF 2 KubeVirt VMO{| A *'°"EI'— OiE2[AHo|ME E=e I SZ0|
CHELICE & ™ 25 0| HEz 2 F0f It A|AH SZ 5 S SHNE 2MetstALt vt dstet 4~ JELICt
S E Trident Protect HHF 2| 22 OpenShift £ ?:WI*‘I Xfo 2 7|s2 gdetst AL H| 2 detste™
OHEZ|AH|0|M AT O] A Eﬂ Hot2 H2Ofs{of & 4~ JUSLICE 62 504:

®

oc adm policy add-scc-to-user privileged -z default -n
<application-namespace>

Trident ZZEIE 24,10

Trident Protect 24.102 C|0|E| 23 = 0] KubeVirt VM IHY A|AEIQ| Qlate| ME|E XI5 O 2 HES}HK|

Q& LICH Trident Protect 24.102 AF23H0] KubeVirt VM H|O|EHE ESsl2{H H|0|H B3 &S A|Zst7| Mo
o A|ARISl SZE/5E Al 7|52 =322 Setol|oF LTt O A| 5HH Mt A|ARIO| L2HE MEHE RXISHA|
=18

CIOE 2= 2 & VM MM A|ARS| SE 9 SE oM E 2t2[StT X Trident Protect 24.102 71 8Y = ASLICL
"ttt 4t a8l ohg EE AR EL L

O ocoo=

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 O| A}

Trident Protect 24.10.15E Trident Protect= E1|0|E1 H3 2 F0f| KubeVirt IHY A|ARIS XISC2 5Z 5
SHAMILICH 20 w2t CS HE 2 AFESHH 0| Xt&E *% HI%*Q otgt &~ JAEL|CH

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirror S0 CHEE 27 AFg
NetApp SnapMirror = CH2 ONTAP £FM9| Trident Protect@t SHH| AF2E 3 UAELILCE.

* NetApp ASA
* NetApp AFF
* NetApp FAS

* NetApp ONTAP SelectE & =5t
* NetApp Cloud Volumes ONTAPZ AtZSHUA|Q
* NetApp ONTAPE Amazon FSx

Al

SnapMirror X2 $/$t ONTAP 22{AE @F Arg

SnapMirror SHIE AL25l2]= 22 ONTAP 2Z{AE7I THE 27 M E SFSH=X] &QUSHHA|I2.
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* * Astra Control Provisioner EE= Trident*: Astra Control Provisioner EE= Trident ONTAP HHIE 2 = 235t=

=2 o

2 A B A Kubernetes 22{AE 250 =X6i0fF 2L|CL. Trident Protect= CHS E2t0|HZ X[} E|=
AEZ|X| 22AE ALE8H0] NetApp SnapMirror 7|&2 E8t X2 X|/EHL|Ct.

° ontap-nas

° ontap-san

* *2fO| A *: A A Sl T ONTAP 22{AH ZF0|M 0|8 Bz HSS AHE3t= ONTAP SnapMirror H|S7|
2tO|MIAE 2 otol{oF LTt XtMe LI82 & "ONTAPS| SnapMirror 2t0[MIA 2" FHERSHIYA|L.

SnapMirror SX|0f| CHst T[0! D2{ Atg
AEZ|X| A TS AEotE = 42 2E0| OH3 27 AFdE SFSH=X| 2RlsHAl.

* * 22{AE 3 SVM *: ONTAP AEZ|X| A= E I|o{2IsHOf tL|Ct XtA|St LHE2
TR KEESHAA|L.

S "25{2H 8 svMm I|ofd
() = ONTAP 22128 zto| =] B2of ALBElE SVM 0|S0| DRBHR| BHolghict,

* * Astra Control Provisioner E£= Trident %! SVM *: I|{Z &l ¥H SVMZ LA E2{AE 2| Astra Control
Provisioner EE= TridentO| A AF2E £~ Q10{Of BHL|CL.

© 2Ejd Holls: x| 2AIS 445t Trident ProtectoflA] ONTAP AEZ|X| HAE S FIpstn 2ha|slof
2Lt

* TCPE ¢t NVMe: Trident Protect= TCP ZEEZE &% NVMeE A85t= AEZ|X| WA E0]| CHSH NetApp
SnapMirror SH|E X| 25t &LICH

(=]

SnapMirror £X|E 2|3t Trident/ONTAP 74

Trident ProtectS AtS12{21 AA U Chat S2IAE| DE0| et SXIS X 2Ists oLt 0|40 AE2|X| HASS
TABHOF BILICE A% U Ty BAAET SUS P2, A4e| BAS 2Ack iy ojZ2Al0| 42 A

OiEZ|Z|0] M} CHE AEE|X| A E AHZSHOF FLIC.

Trident Protect & X| &l 1

AHEXt 2HA0| Trident ProtectOll CHSE 27 AtEE E&st= 2 O B w2t S AEO
Trident ProtectS MX|g 4 UELIC} NetApp A Trident ProtectE 71 IStAHLt 7 Q!
SIXIAEE|0[M EXIE = UASLICH SSAE 7 AE{Hlof HM|ATH £~ §l= FL 1R

HAT: ©T
g X|AEE2[0l[N HX|st= 20| =20] EL|CE

7|2 O 2 Trident Protect= 22{AFH 5 #2[Y oiZ2|7|0| Mo st 21, HEE] EZEZ2X| YEE
TESHO] ALEXIIE E 2 U= 2 E NetApp A A0 =20| &£|&= X HEE £+F LT} Trident

@ Protect= 0|21t X|@l HE 2 O NetApp Ol 2HLICE. Trident ProtectE AX|& ff MEHHOZ 0]
X HE HAMS HZ L} > JSLICH £5CE & £ JYSLICHK| R HES MMl
HHIEX.

Trident Protect A X|
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NetApp OflA| Trident Protect &1X|
CHA|
1. Trident Helm K& 4 F7}:

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. Trident Protect CRDZ M X|3IM|2:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. C}2 HE Z ILIE ARSI Helm2 AL23H0] Trident Protect® A X|&rL|C}. HFRLCE
<name of cluster> SZ{AEO0| 210 SHAEC| B} _u’}&% AHSH= O] AH8El= 2B AH

o|Z0| ZEELICE

° Trident ProtectE HAXOZ MX[SHN|R:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1

--create-namespace --namespace trident-protect

° Trident ProtectS AX|5t11 o 2F=l 2 Trident Protect AutoSupport X[ 2l HE HZ=2
H| 2 3HotA 2.

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect

JHel HIX|AEZ|0|M Trident Protect %]

Kubernetes 22{AE{7} °|E1 G| BN A £ el AR 7HQ! O|O|X| | X|AER|0|A Trident ProtectE AX|g
4= QELICE CHS olof| A = 29| Zf2 AtEX} 2t | MHEHZ HHINR.
CHA|

1. Ct2 O|0|X|E 2Z AFEE JtXMAM EfIE HOI0|ET LIS 71 2K AER|0f| FEAISLICE
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netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

™ OtSat 5L

=2
1
ujn

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

2. Trident Protect A|AE! HQAAH|O|A S THFL|CE

kubectl create ns trident-protect

3. YIX|AEZ|0l| 2algtL|C

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. il X AER| Q1B A8 E A2 E THELICH

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. Trident Helm X &4 £7}:
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helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. 2t= 0|29 MU S MHEL|CE protectValues. yaml . CFHS Trident Protect A& 0| T &tx|0] Q=X
2lSth 2
image:

registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. Trident Protect CRDZ MX|6IM| R

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace

trident-protect

8. [t H& B SILIE AF83I0| HelmS A3} Trident ProtectS & XISfL|Ct HECH
<name_of cluster> 22{AE0| PEE|0 SHAE Q| Wfnt AHLS MESH= O AEE|= 22{AH
O|E0| ZetELCt.

° Trident ProtectE MAIXO =2 MX[stM|Q:
helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1

--create-namespace --namespace trident-protect -£
protectValues.yaml

° Trident ProtectE A X[st11 0f|2k=l L Trident Protect AutoSupport X[ HE HE2EEE
H|ZMolStA| 2.
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helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect -f protectValues.yaml

Trident Protect Z1H|0|L 2|AA K|t X|H

Trident ProtectE AX|8t S0|= A OIU S AFR3SI0 Trident Protect Z1E|O|L{0f| CH3E 2| AA F|BHES XX T 4
USLICH 2|aA HMotE2 AHSHH Trident Protect 20| A 22 AE 2|AA T O AR E|[=X] HO{S 5 U&L|CH

1. 2= 0|59 Y S resourcelimits.yaml ZHEL|CE
2. MEXt et o| @7 AFo| 2t Trident Protect ZAE|O[LA0f| CHSH 2| AA X3 SMO 2 IHAUS xHSLICH

CHS OflFl 14 T2 ALE Jhset 23

mo

2o F:H 2t 2[a2 H|

rot

ofl CHSt 7|2 vaulesZ E&HStL|CE

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

CpU. : mwn
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memory: ""
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""

ephemeralStorage: ""
3. Mol Zr2 MEBILICt resourcelimits. yaml.

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values

Trident Protect CLI 22{ 1012 MX|stM|2

Trident Protect 3 ZE Z22{10212 A2 &~ JSLICH 0] E2H Q2 Trident 2| =%t
7|sYLICt tridentctl Trident Protect AFE AL M| 2|AA(CR)E MAstL A 28
A= FEZ|E|LICE,

Trident Protect CLI 221012 MX|5tM| 2

HYE REL|E|IE ALE817| Tof| SR{AE{0f| M ASH= O AFSH= A|ARIO| 2X|3{oF SILICH HFE0IM x64 L=
ARM CPUE AtZ3t=X| O{R0f| [t Lt HHAIE - etL
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Linux AMD64 CPUE Z2{192I8 CI2ZCgfL|Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

Linux ARM64 CPUE Z2{10I2 CIRE =L Tt
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

Mac AMD64 CPUE 22{1°I2 CI2Z=3hL|Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

Mac ARM64 CPUE Z2{1°2I2 CIRE =L Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64

1. Z2{392 Hio|L{2{of| CHEH A ot

fliok

43}
chmod +x tridentctl-protect

2. PATH H:0f "ol=l X0l E2{19 Hio|H2|E SAFRLICE o€ /usr/bin EX, £ /usr/local/bin

ol H
(Elevated Privileges7t 2HRg & UI):

cp ./tridentctl-protect /usr/local/bin/
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3. MEEOZ 2210l Ho|12|S B ClAER|Q 9IXIZ HAFE 4 YBLICH 0 B2 9AKI7H PATH #40| ULOIX
solst 20| FBLICH

cp ./tridentctl-protect ~/bin/

@ PATH H0| 2|X|0f| 22{0QI2 SAISIH EE= tridentctl protect Y29 fIX|0A 221212
MEE £ tridentctl-protect USLICE

LHE S22 =2/ 7|SE A8ote 22{1¢l 7|0 thet XMt =82S EE + ASLILE

1. =22 J|5S M50 A2 XA S SLL.

[}

YY A5 2

—

0x
U

z
ot

Trident Protect CLI 22119
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Bash 20j CH3l| XS 2ty 7|5S SdetgfLitt
=

1. 28 ATRE CIRZL:

Ho

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. A3RE

i

Zotet 2 C|AMEL|of M ClME2[S BHELC.

mkdir -p ~/.bash/completions

3. CIREC3 AT EE C|HE2|2 0|SYLICH ~/.bash/completions.

mv tridentctl-completion.bash ~/.bash/completions/

4. g C|dEE|Q oo Ctg E2 FIHLLICH ~/ .bashre.

source ~/.bash/completions/tridentctl-completion.bash

Z doj ciot Xts &2M 7S
CHA|
1. ¢t@ AQZIE CjR2C:

mjo
flfok
0x

Stk

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ASREES Totet g ClAEL|of M ClAE2|E ghELICt

O

mkdir -p ~/.zsh/completions

3. 22t AFZEE C|HEZ|2 O|SYLICt ~/ . zsh/completions.

mv tridentctl-completion.zsh ~/.zsh/completions/

4. g C|dEE|Q oo Ctg £ FIHLLICH ~/ . zprofile.
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source ~/.zsh/completions/tridentctl-completion.zsh

iy
i)

m

gl

f

& 2321 A| tridentctl-protect 22010 2 HH X5 2td 7|52 ALY & JUSLICH

Trident Protect 22|

Trident Protect # & 5! M| A |0 2t2|

Trident Protect= &g 7|dt A M| A H|0{(RBAC)2| Kubernetes D& S AI2etL|Ct 7|2XOoZ
Trident Protect= TH A|AE! HIQJAHO| AR HEHE 7|2 MH[A AHE MSELICH AFHEXL
=7t WAL EF Het 27 AFE0| = REIQ1 H L Trident Protect] RBAC 7|58 A3
2| AAQL AT O] A CHet °-*.*A1I¢§ HCF NEXOZ Ho{g & &LICE

SHAH E|Xts g4 7|2 HAAHO|AL 2| AA0 HMAL =~ trident-protect '9'31 CIERE
ECIES ([N alMon HM AL A JBLICH 2lAA U 28 ﬂEHon CHSt M AS Hojst2{H =7t
HIAAHO|AS BHET ST HJAMO| AN 2[AA Y SR T2 % 2 7}ef{of h|ct.

ArEXbE 7|2 HIgAmo|Ad S8 TE08 H|0|F 2| CRSE BHE # trident-protect SELICE &
D20 HUAHo|AN S8 ZE203 H|O|F 2| CRSE THS0{0F &LICHEH AMHIZN HEE S ]IE_'EHJ_'—f
SYoH HYADo|AN S8 TEOM H|O|F #2| CRSE BHSLICH.

LIS 2 Zetst= ?_Jﬁl_f | Q= Trident Protect ALE X} HO| 2|AA JHA|Of CHSE HM|A HBH2
Ct.

*fEIXFOHHIE* Fo{EL

* * AppVault *: 2! X}Z SE 0|57 ERefL|Ct
@ * AutoSupportBundle: H|E2|, 27 5! 7|Et ZL25t Trident Protect Cl|0|E{ & ST gHLILCE.

* * AutoSupportZ|=0f| 2t 21 & XS A2|g = ASLICH

-

7t Z2 YE2 RBACE AHE0H0] 20| = |0l et AMA S 2| XHof| Al Mietshs A LICE.

RBACT} 2|42 31 HQJAT0|A0f L2t HNAS FRISHS Wil Chzt XMt LIZS & "Kuberetes RBAC
SN HEGHIAIR,

MH|A A™HO|| CHSE XpM[SH LI 2 € "Kubernetes AH|A AT AEHAM AR A

to

O: £ AFBX IOl Chat AN AS B2|BHct

—

HIE S0, ZZ0l= S2{AE Z2[XL, AX|LE AHEAF 25 3 OIS AR 50| ASLICE
°"II|—|010 OO0 oA 3F0] 242 diE WA 0| A0 SEE B[220 T AT 4= = 2HF S THS7| 2I6H

CHs 2 S =L

i
]
|>
o m
e
i
>~
rir

HIYABIO|AS DHSE 2|AAS &=2|MOR 22(6 D of Y 2|AA0 HAT 4 U AISKIE 2O 28X 02
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

kubectl create ns engineering-ns

2. OAY 3EQ| HIYAHO|AS BHELICE

kubectl create ns marketing-ns

20 2 WY AH|0| A9 2|0t & AEE M MH|A AFHE BHELICH

M=Z 2tE= ZF HIJAT 0| A= 72 MU|A AFO| &H ®MISEX|2, LB 2ot 2 2F 2H| PrivilegesE
£712 Lz 4 =2 2t ALSXF 120 TSt MH|A AHS BHSo{of ShiC

£
1. AIX|LIoi O F0) chet MH|A AFHES d-ggLlct,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. OHAIE &9 MHIA AF 2HET:

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

3CHA: 2t A MH|A AHol| gt s S ShELICH
MHIA AE L== ME|A AYE AB5h= Ol MBEIH, 24E F2 2l AHstL ChA| 2HS £ JASLICEH

e
1. AUXILIOIZ MHIA Aol Ch3t 2SS MABHLICH
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. OHAIE MH|A Aol Chet etz ghS7|:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

4TH7|: RoleBinding 7iK|S 2SO ClusterRole ZHMIS 2t A MH|A AHof bl stL|Ct

Trident ProtectE & X|5tH 7|2 ClusterRole 7HA| 7t A E/LICt RoleBinding 24M|E M-dst1 M350 0]
ClusterRole2 AH|A AHof HfIZE £~ JUSLIC.

|
1. ClusterRoleZ QIX|L|0{) MH|A A Fof HFQIEetL|Ct,

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ClusterRole2 OHA|E! MH|A AH0| HZE:
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

o
mio
o
Il
A
i)
>
m
o
il
iul

1. AX|LIOIR AFSXIZL AXLO1Y 2|2 A0 HMAY 4= QU=X] letL|Ct.

=

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. AX|L|{Z ALEXI7} OFAH|E 2| AA00 HMAY 4 Gl=X| ZletL|C}
kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

6t7: AppVault Z4A|0f CHSE M| A 2ot Ho4

QY Sl ARiAbnt Z2 HO[E 22| 2 S AT S2{AE 22Xt HE A XA AppVault ZHA|0f] CHEt
°—*.'A1IA HotS Fojljof Lt

|

1. AppVaultofl CHSt ALt BAM|A HotS 20{5H= AppVault X &= X8 YAML It S PHE1 MERLICH oS
S0{, CtZ CR2 ArEXt0f|H| AppVaultol| CHEE KM A HPHS eng-user FOHELICE
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

- SAE ZE[XI HIYAT 0| AL £F 2|AA0 TS AM|A HotS BOE = JAEE HY CRE WHstn
HERLICL o2 = th32 2Lt
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. RoleBinding CRE 2tE1 ME35t0] HotE ALK} eng-userO| HIIYBILICE O E =

346

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

CtZat fAFet £30] EA|ELICH

H Ch3 o 25t



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AFZX}7} O|H| HA|A #BHO] QU= AppVault BEE 2g 5= J=X| HIAESH SLIC

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CtZat fAFeH £20] EA|ELICH

yes

mH

ot

AppVault ZotS RO{SH ALEAH= 88 T2 C|0[Ef 22| Ao SQUE AppVault 7HHIE AHEE 4= A0{OF 51T,
Y HYATO|A FO| 2| A A0 MMASAHLE MM A HOHO] Gl= M 2|AAS WHEY & glEL

—

—_

Trident Protect X|& HE AN

Trident ProtectS AF23IH #a|xh= B2 Z91 22| AEQ Hof thet 21, HE2], EZ2X|
HHE S NetApp X[ 0| F&°t HEII ZSE HES Hdd & UASLICH 2lEulof HZEE0f
UE B2 AHEA ™| 2| AA(CR) IHY

Eggg 6%—& °|”‘L1Ef
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oHA|
1. AF8XH HO| 2|AA(CR) IS DHE1 0|EE XIHY
bundle.yaml).

2. Otg E4& 7HLICL

[}

g2 ol 0|28 MeistiAl 2.

o

0ot HHE MAS UTC 7 1240 2EILITE THs3t gt
| =|

[ |

2

12

4>
ofn

LICHO|: trident-protect-support-

metadata.name: (required) O| At2X} Ho| 2|AA9| O|EQILICt AFEXL 2HA 2= 1Rt

* spec.triggerType *:(required) X| &l HHE0| ZA| *”“ﬂh | = o2k =X| 2 E 2™ BLICL.

° spec.uploadEnabled: (Optional) X| ¢ HE0| MM El = NetApp K| AO|E0]| ¥ EEE|0{0F SH=X|

RE HMORLICH X[FokX| Q™ It 7|=ULE false AHELIL JtsTl 2L

=2=od [

« X}

[}

* FALSE(7|23%))

° spec.dataWindowStart: (Optional) X| 2! HE0|| L& El Ci|O|E{ 2| X0| A|ZtE|= LMt A[ZHS

X|Edt= RFC 3339 HAl9| &Mt EXHEYLICE X|YSHK| g2 B2 71242 24412t O|HYLICE X|H

L= oT HA:

7 A= 71 WHE 7(2H Eats 72 O LIt

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. m

o

2HIE 2O 2 M 2 astra-support-bundle.yaml CR:

kubectl apply -f trident-protect-support-bundle.yaml

CLIE AME5t0] X2 HES HdRiLtt
A
1. 2= otof 22 ALKt ol HE 2 ChH|sto] XY HES BHELICH 2 trigger-type H
HHE[=X| OtL[H WY AlZHo| AH|F0f| 2} Z2YE|=X], £ Scheduled O & 5= U=

o
Manual. 7|2 MHEE2 ‘Manual ¥LILC}.
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o

]

=3 LSt 25U

tridentctl-protect create autosupportbundle <my bundle name>
--trigger-type <trigger type>

Trident ZT2EIE 178|0|E

Trident ProtectE %|A HEOZ I 18|0|ESHH ME 7|sSO|LI HO ™2 &8 £
USLILCE.

Trident ProtectE 21 12{|0|E5}2{H LIS THAE AR

EHA|
1. Trident Helm 2|ZX|E2|E YH|0|ETLILCE,

helm repo update

2. Trident Protect CRD g 12|0|=

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2410.1 --namespace trident-protect
3. Trident Z2HE ¢ 2j0|=

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2410.1 --namespace trident-protect

OHEe|AH0| M= 2|5t H Bt

—

Trident Protect AppVault Z{H|E A2 H3IS 22| 2hL|Ct.

Trident Protect2] HHZl AL X} HO| E2|AA(CR)= AppVault2 Y2{X JAELICH AppVault
M= 2EE|X| #1219 41K Kubernetes #2352 A ILICH AppVault CROl= g,

ALHAE 221 Xt SnapMirror 2H|Q 22 E5 X0 HIIS AF2st= o 2t £A0|

Tt 0f QUBLICE B2|XHet AppVaultS S 2 gL

7| MM 5! AppVault H9| of

SHal
=

AppVault CRZ H9| 2 Zglfo
HE 7| 44

g o SER7E 2 AESHE 2200 BN ASIEH XA 5
Ciet 7|1 d&dts L2 SeAtol| w2t CHELICE LS 2 6 SZXH0] tig

|.

—_

0F 0%

FELICE ZHH &
g Oi[H|et 2k SSXtof

of
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CHet AppVault He| of| IL|C.

7| 44 of

Lt OIRIE At8SHY 2 22tRE S2Ate Xt SO thist 7|18 dde +~ JASLICt

Google 222

kubectl create secret generic <secret-name> --from-file=credentials

=<mycreds-file.json> -n trident-protect

Amazon S3(AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft AzureZS X X5HMA|Q

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

2t 83
kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-

trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3
kubectl create secret generic <secret-name> --from-literal=

accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CR 0f

CtZ CR OIMIE AtESH0] 2 S2tRE SEXA0f| THEE AppVault 7HAIE 2HS = ASLITH.
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Google 22I2E

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3(AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft AzureS & X35IAAI2
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

2r s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

Trident Protect CLIZ AF23t AppVault 44 o

CtE CLI B3 OIRE AH25t0] 2F SZX10] T3l AppVault CRSE 2tE = AELICE
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Google 22I2E

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
-—-project my-gcp-project —--secret <gcp-creds>/<credentials>

Amazon S3(AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft AzureS X X5HMA|Q

tridentctl-protect create vault Azure <vault-name> --account <account-
name> --bucket <bucket-name> --secret <secret-name>

Ut 83

tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

AppVault E2t2 X E ALE5I0] AppVault B2 E SLICH
Trident Protect CLI 22130212 ALE3tH S AE A MAEl AppVault ZHA|0f ot HEE = 4 JASLICH

Ch
1. AppVault 7HH|2| LHES FLICH.

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

o

=5 o *
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

HO| A i Hofl Y= 22 AE 0|22 Trident Protect helm AX| A| 22{AE 0|20| X[HEl A0 AL
UELICE HE E0: --set clusterName=productionl .

AppVaultE M AHELICH
HMEX| AppVault ZHHIE HAHY 4 U&LICE

@ AppVault ZHHIS AH[SH7| TOf| AppVault CROIM 7| MHBHA| finalizers OHHAIL. O
St AppVault HZ12] THo] Cl|O[E{t SR AE{S| 2|l 2|aATt MEE & ASLICE

p

|ZI5E7] ol

x|
ZE HI| MEE 2= AP WS ARU=X] 2elgtL|Ct,

e
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Kubernetes CLIE At25l0{ AppVaultE H|HgL|Ct
1. AppVault 7HHIE F AL appvault name HMHEY AppVault 7HH|2| OS2 HHEL|CE.

kubectl delete appvault <appvault name> -n trident-protect

Trident Protect CLIE A2610{ AppVault X| 7
1. AppVault 7HHIE H7AH5t1 appvault name HMHE AppVault 7HA|S| O|E S E HHEL|CE.

tridentctl-protect delete appvault <appvault name> -n trident-
protect

Trident Protect= ALE6I0{ 22| 2/t OHEZ|AH|0|M A Q|

Trident ProtectZ 2t2|5t2{= OZ2(7|0| M2 M2|5t2{™ O Z2[AH|0| M CRZt 2t AppVault
CR= MMdstH ElL|Ct

AppVault CRZ ZAMgtL|Ct

OZ2|AH|O| MO HIO|H B XS £ 1l AFRE AppVault CR=S ZHS 0O 8tH, AppVault CR2 Trident

ProtectZ} AX|El S22 AE0| A0{OF ELIC}. AppVault CR2 AHEXt &t Z0]| w2} CHELCH AppVault CRe| 0=
CI28 & XSHMQ."AppVault AF2XF X & 2[AA "

olo

g m2IYg FolgiLict

Trident Protect
Protect CLIZ

+S2Z 0fZ2(7|0|d CRE M-dStHL} Trident

"‘ |'ﬂ-|
oI- FH

t2|5ted = 2 OfS2(A[0| M S FOoldHOF LT,
&3to] 22l ofZ (A0l dE FolE = ASLICE
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

THA|
1. chd S8 T2 CRIMYS THSLICE
a. AF2Xt Fo| 2|AA(CR) ItY S BHE1 0|2 X|IYLLICHM|: maria-app. yaml).
b. C}E EMS PAEILICH
* metadata.name: (required) S8 T2 AI2X} JHO| 2|AAQ O|SQULICE B XA LRt
CHZ CR I}0| 0] 24 AIZ317| W20l Mefst= 0|2 foIstLct.
* spec.includedNamespaces: (required) UL AT 0| A 2{|0|20|Lt HAAH|O|A 0|2 A2
S8 DRI 2|AAT} Al UYANO|AS XFBILICL S8 TR HYAT0|AL o S=0|
LRHOF FL|Ct.
YAML O
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: maria
namespace: my-app-nhamespace
spec:
includedNamespaces:
- namespace: my-app-namespace
2. 2tFof 2| 88 T2 CRE THE £ CRE MEYLICL OlE W L33 Z&LCt.

kubectl apply -f maria-app.yaml

CLIE AF83tH oS 2(A|0[FS =Tttt

e

1. 28 Z20% OIS BHST Holo] FT oto| US AISR 20| HER HHELICE CHS oRlo] EAIE

QI+ MG 2l ER THE 222 AR50 28 T2 17 Ho|of HUAT0|A0 2|AAS e 4
olAL|CH
M- .

tridentctl-protect create application <my new app cr name>
-—namespaces <namespaces_ to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>
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Trident ProtectS AI250{ OfE2|AH|0|MH ES

ItsetEl Ho H™MO[LE A 7[Rto 2 AMHAF} BHA S
DE WS Hog £ QEL|CE
@ CO|E E5 X S0f| MY A|AEHIS SZ2 5 52 ol
"Trident ProtectE AF236t0] It A|AHI SHS M5}

5t0] Trident Protect?} 2t2|3t=

Z SiM|StE 2 Trident ProtectES 4 4= Q&L|CE
- HIEH

= YOIl CHol XhMIS| Lot M| ",

359



CRE AI83I0] ARAS MdetLct
oHA|
1. CR(AF2X Ho| 2|aA) OpU S BHE1 0|E2 trident-protect-snapshot-cr.yaml X[ M fL|C}.

o
2. Byt MU M OHE £8S FEELICH

° metadata.name: (required) O| AtEX} HO| 2|AAQ| O|SQIL|CH ALEXF 2120 = 1Rst
g2[xQl 0|ES MESHA2.

=
° * spec.applicationRef *: ARAFS Mgt O Z2|#[0| 2| Kubernetes 0| S 4LILCE.

° * spec.appVaultRef *: (required) A2 Ak LI E(H|EHH[O|E{)2 K& AppVaulte| O|SILILCE.
° spec.reclaimPolicy: (Optional) 2'H4F CRO| AX|E @ AHAFS| AppArchivel]| 244
HolstL|Ct &, 2 M™El HR0|T Retain AHAFO| AKEILICEH Q78 SM:

=20

|.h =Xt
- o=

* Retain (7|22})

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. o UOE M2 F trident-protect-snapshot-cr.yaml CR:

o

ZHt

Tl

kubectl apply -f trident-protect-snapshot-cr.yaml

1. CH2= oto] ZhE ALEAL 2HE ol FEZ thAlst AHAS WL oE SH T332t Z2&LICt

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n

<application namespace>
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CRE ALE3t0] # S M dgtLCt

£

1. CR(AF2 Xt Ol 2|AA) IHAUS BHS T 0|28 “trident-protect-backup-cr.yaml' X| & EHL|Ct,
2. MM IIUOA CHS £ S FTAEHL|CE

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
AME

22Xl 0|5 S MESHMAI2.

V.I
m&*
0lo
)]
|H
HU
|
A
[
O
D
S
o
D
w
o
1l
)
-
o

° * spec.applicationRef *:(required) 24
° * spec.appVaultRef *: (required)

HH
= bl
° * spec.datamover *: (Optional) B X0l A2 S U] =1 E LIEtL = EXFSLICE 7tset &
(CHAEXF 22):

" Restic
* Kopia (Z|2%f)

° spec.reclaimPolicy: (Optional) 22| 20l A SHH|E i W0 o 20| LMSH=X|E He|gfL|Ct.
Jtset 2k

" Delete
* Retain (7|23))

° * Spec.snapshotRef *: (Optional): B AAZ ALR3H AHAFO| O|2QIL|Ct. K| Z8IX] IA

ARAFO] M| T BEILIC,

iQ
fo)
rg
no

=
[o]

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. mjY

o

=HIE 92 M2 £ trident-protect-backup-cr.yaml CR:

kubectl apply -f trident-protect-backup-cr.yaml
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tridentctl-protect create backup <my backup name> --appvault <my-

vault-name> --app <name of app to back up> -n

<application namespace>

gLt

M
()

H

<o
== %

ClO|E 2= A3

Ao nf2
MMSHEE

=
—_

o I{ol
= o—
HAH =2
TH=

us ]

X xH
S
Akt

fo] 30
H <I

363



CRE AL83t0] 2T S WLt

£

1. CR(AF2XL Ho| 2|AA) opl S OHE T 0|S2 “trident-protect-schedule-cr.yaml X| A gL LT,
2. MBI CHS S48 FARLICH

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
g2[xQl 0|ES MESHYA 2.

° * spec.datamover *: (Optional) B X0l AtEE W) £ E LIEHL = EXFEALICE 7tSS 2
(CHAEXF 22):

" Restic
* Kopia (7]22)
° * spec.applicationRef *: HAe S & L2 10| Kubernetes 0| S ILILC.
° * spec.appVaultRef *: (required) B LIE2 X&' AppVaulte| O|SLILCE.
° * spec.backupRetention *: EZEg ] £QIL|CH 02 WA S M MSHX| gfotof &2 LIEFHLICE.
A A

° * spec.snapshotRetention *: 2Z&t HAFS MAMSHX| gfotof &2 LIEHHLICE.

rIr
|.ﬁ
N
or
rot
g
i)
112!
4>
o
rl'lJ
11!
n

° spec.granularity: &&0| A3

* hourly (K|H EQR spec.minute)

* daily (X 2 XIH8l0F & spec.minute spec.hour)

weekly (, ¥ 2 spec.dayofWeek X|HOF & spec.minute, spec.hour)

monthly (, ¥ 2 spec.dayofMonth X|H3{OF & spec.minute, spec.hour)

° * spec.dayOfMonth *: (Optional) AHIEE Al 2U(1-31). M2/t = E™HE EL 0| HE=
“monthly” 2 QJL|C},

° spec.dayOfWeek: (Optional) @80| AHE|= R (0-7)JLICt 0 E= 72 242 LY S LIEFHLICE
ME23t7t 2 AHE 22 0| HEE= "weekly HL|CH

° * spec.hour *: (Optional) 2HE2 A3E A|ZH0-23)JLICH ME27L E= 2 ™= 22 0| LEE
daily weekly ‘monthly" E4Q l—||:|'

° * spec.minute *: (Optional) AAH|ES AT 2(0-59)ULICH ME2t7t, , Ee 2 AHE 2 0| 2EET}
hourly daily weekly monthly 2 R8rL|C}.

-
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3.

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

ot

o

=Ht

Tl

#UO=E M2 F trident-protect-schedule-cr.yaml CR:

kubectl apply -f trident-protect-schedule-cr.yaml

- 23 ool e ALEA &l HEE NS o AHES MMELICE olE ST Ch3a 2&LICh

@ 2 ME5}0 tridentctl-protect create schedule --help O] HEO| CHSt
Mt 8L HEE E £ USLIC

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
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o
A
mjo
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00
_()'_I-
2
r
o
Ol

O[7Lt, 2= E|AALE, Hofeh WY Ztfo| HEHE &fele + AUSLICE
T
1. CHE BYHE A0 B 2efo] HEfS HMSIH] = 2| ZtS AFSX 2F 2 FE 2 HhELICH

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

Azure-NetApp-files(ANF) XIS 2ot e

—

i

0| 7HsELCE

%2

Trident ProtectS M X|$t AL azure-netapp-files AE2|X| S2HAE A28 Trident 24.06 O|F0f| MM El A E2|X]
A= 0] CHSH S7t =2 XQl MR 3 E@l 7|52 gHete + JUSLICEL 0] 7|52 NFSv4 EE0l|M ESHH 8

o o
S0 =7t 3UE AR25HX] k5L Lt

* Trident ProtectS AX[3H&L|C.

* Trident ProtectOl| | OHZ2[AH|0| S F2IYSLICL O BXtE 2t=5t7| F7HK| o] ofE=|#H[0| M2 B 7|s2
HMstE Lt

* ‘azure-netapp-files’ AEZ|X| BHAE0| 7|2 AEE|X| F2AZ MEAMSLICE.

=]
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1. Trident 24.1022 20| =5}7| Foll ANF 25 M43t A Tridenttl M CHSS +3BHIN 2.

a. Azure-NetApp-files 7|%2t0|T{ OHZ2|#|0| Mt HAE 2t PVOi| CHaH AHAF T ER[S SdstetL|rt.

= =]

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. AZEl 2 PVOI| CH3 AL CI2ER| 7} 2ESHE U =X] =HQIStL|Ct
tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir
oct
oHd-

snapshotDirectory: "true"

+
AUHAFC|-ER| 7} SHMSIE| K| 942 AL Trident Protect= & 7| X0l ] 7|52 MENSHL|CE 0] 7|58 Y
DIZNA B0 E8F 29| 372 LAIXOE ALETILICE 0] AR = 28 37(9 A S2ES MAHe
U= &S Z710| 22 Z0|| U=X| 2IsHA .
21t
Trident ProtectE AM25H0{ O Z2|A|0| M S Bist 0 S =H|7t £[RIELICH 2 PVCE CHE
OHEZ2|A|O| MM et B! ER]Z Qo ALY o= JSLIC
Trident ProtectE AIE25I0 offZ2(7[0|H E&
Trident ProtectE Al26H

)
e
o
I
1E
e
=2
Rl
2
MH
i
Tl
k=)
Mz
o
Jh

— {0
ot
4>
4]
o>
r
o
on
ne
rot

A
=g
S2{AHZ O Z2[AHO|ME S/ uf 7|E AL SRSH= 20

@ Application Restore A| 8l Application0l| H&El &= execution hookO| AppLE S EICH S/ =

A% 37t A2 BT Ao| URE NSO MBELTY,

229 HYQH Hel 5 HYAHO|A 4 U #lo|2

=2l 8l M A28 X S0j tfy HYAT|0| AL 2022t FA0| AA HIYAB|0|A] 0|2 U FAT UK|SIES
OHSLICE CHAF LIIATO| A0 g AA WY ATI0|AS| 20| s FA0| 27} D o]n] EXfots BE 2lo|s
EEE RM0| AA U|QAH|O| A Tt UKISHES HOIMOTEILICE That LY AT 0| 203t i Bilo|Zo|Lt A2
HZE| x| QLI
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RedHat OpenShiftE AtE35H= 2 OpenShift 2HE0A HIAAHO|A FMO| SR A
=Hjof eLICE HIYAHO|A FMZ ALESIH F2IEl Pod?t OpenShift SCC(Security
Constraint)Oﬂ)H Holot MFot Mot 3 Hot g S F45t Hot ZH| glo] S0 HMA

o= 1= [y i L
UASLICE XEMIEE LHE2 £ "OpenShift EoF ZIF|AE H|of =21 2 M "EZHAL.

o= ko1 X=3
1I=2=
Cont

ntex
A
e

®

ASH
O
=

57 HAS 4 A

5101 EF2 LIJAT0| A9
sm 8

2ol e [ =

x|
%01&7“ A-EY

US FASH7| H0l| Kubernetes
USLICI RESTORE SKIP NAMESPACE ANNOTATIONS. O|E

S k=]
ng_'_ =
A |.
=1

IS
|
1}

kubectl set env -n trident-protect deploy/trident-protect-controller-

manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation

key to skip 2>

HelmZ A5t AA OfZ2[AH[0|ME HX|ot B --create-namespace AE0= 5
name 2t 7|, 57 £ O ZX| Z2AH|A S0 Trident Protect= 0| 2{|0| &2 CHA WA 0| A0 ZALSHK| 2

AA0[ 20| &4 HAHO| AL HX|St= L 4S Y HIYAT0o[A EIQE YOIO[EGLICE. O] gto] &2

HIJAHO| AL} UX|SHK] QEOH A At 10| CH&H U AH| O] A0 FAHEILICE

of

Lt oiFIo M= 2t2t THE =M1} 20| 20| = 22 Sl T HJAHO|AS 20 FLCH &Y M=of Chet
HIRIAHO| A9 e} L HIRIAHO| A0 M A1t 20| S0] ZEe|AHLE HOMX|= B S el = ALt

E&ot it Fo{ LIt

23 s HYUow X M
Che BoME S+ = WY 2 0T of|H| AA S CHar Y AT O|AS| MEHE HOf FLICH
FESTIEN =2 2h
HIYAHO|A ns- : c2HE =23
1(AA annotation.one/key:"updatedvalue"(F
(=) A 17H/7]) * 18 £+ = HIPAA
* Annotation.two/key(FA .two/7|): " 0|S =ns-1
L AHO|A ns- * Annotation.one/key(FA. StLt/ « A%t = §|0|E{H|0| A
2(ti) 7|):"true"
* Annotation.Three/key:"false"
2Ry s
e HoMe =+ = HYQH 2 29| o et WIYAHO|AS] HEHE HO| FL|CH L8 7|7t FItE|1, P2

H|0| A FX|StEE 20| =0] YO 0| EE|AUSLICE.

717t BHLF M, name L& HQA

368


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies

I AT0|A x4 2p

LY AHO|A ns- . * 0| =ns-2
2(CHA annotation.one/key:"updatedvalue"(F
(ch) A 17/7]) N * 1™ £ = HIPAA
A
* Annotation.two/key(ZA.two/7|): " E8E ==

* Annotation.Three/key:"false"

HAM CHE HIFAmo|AZ S etL|Ct

BackupRestore CR2 A3t CHE | JAH|O|A R WS SRISHH Trident Protect= A W AHO]| A A
OHE2(Z0|M S S5t SAE of Z2|A[0]M0i| CHet of Z2|A | |4 CRE THSLICt. S3E ofZE2|AI0|MS
HootH FEY MAo[Lt ARMAS TEAL B U™ S MHSHM K.

7|—’.'_‘— 2la27t e OHE HYAHO|AZ MHAS SRS E M| 2|2 A0 0|ES SFROI= 2l
@ BE[X| gFELIch ol R = 2[AA S S5 H B LY AT O[AE ARISHD CHA| ddotALt

“—.“%12 M HIPATO|AZ SHHAIL.
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CRE ALEEfLCt
oA
1. CR(AFE2X HO| 2|aA) Op S BHE11 0|E2 trident-protect-backup-restore-cr.yaml’ X| ¥ gfL|C},

2. Meh IFIO) M CHS A4S TABILIC

° metadata.name: (required) O| AFEXt HO| 2[AA9| O| EQIL|Ct AFEXL 2HF0l| = 1RstD
22Xl 0|52 MEHSIIA|2.

° * spec.appArchivePath * : 8@} ZAHI XTI} X E | = AppVault LHE S| ZZILICEH CHS HHS ALt
0| ZEE &2 & USLICL

=2 X2 T M

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef *: (required) e LI 0| X ZEEl AppVaulte| O|SL|C},

° spec.namespaceMapping: S 22| AA HUANO|AE CHA W[ AD| 0| A0 DfESH=

AYLICE my-source-namespace ™

HEZ HREL|CE,

mw

‘my-destination-namespace AHEXt 239

° spec.storageClassMapping: 52 2| AA AEZ|X| ZHAE A AEZ|X| FHAE O HSH=
AYULICH destinationStorageClass '3 & “sourceStorageClass AFEXI 2tZo WHE
b LICE

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (MEf Aleh) E@ie S8 T2 0| £ 2|AA0 MBSO o= 22 EH 20|22 EAE 2|42 5

EH A
3.:.3”1 Lt ®elsts EEES =7t

° resourceFilter.resourceSelectionCriteria:(2E{ 210 22) Include resourceMatchersti| H2| &l
2| AAES EESHALE MIQISHHH = S Exclude AFEEILICE LIS resourceMatchers IH7H Ha-E
=I5t EESHALE Melet 2[AAE HolgfL|ot

* resourceFilter.resourceMatchers: resourceMatcher Zi&|2] HIZIL|C}. O] HHEol| A o2
QAE MO|6t= H2 of|lEt QA= OR EAtO 2 X[t 2t RA( E == H-llx_-|) Lo ZEL=

—_ L o TT,
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AND

n %

spec:

Ao =2 AK|BtL|Ct,
resourceMatchers[].group:(Optional) ZE{&Ig 2|AA Q| T FQIL|Ct

resourceMatchers [].kind *: (Optional) ZE{ &gt
resourceMatchers [ ].version: (Optional) ZE{Z!

resourceMatchers[].names:(Optional) BE{ &
ZEof = o|SYLIC

*resourceMatchers [].namespaces *: (Optional) ZE{ 2!t
metadata.name EE0| U= HAAHO|ALILCE.

2| AA9| Kubernetes

resourceMatchers [ ].labelSelectors: (Optional) 0 H2|=l CHE 2|A A9 Kubernetes
metadata.name ZEO0]| QU= 2|0[E MEHT| EXHERQJULICE "Kubernetes A" O|E S Ct32t
“"trident.netapp.io/os=linux" Z&L|Ct.

resourceFilter:

resourceSelectionCriteria:

"Include"

resourceMatchers:

group:
kind: my-resource-kind-1

my-resource-group-1

version: my-resource-version-1

names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors:
group:

kind: my-resource-kind-2

["trident.netapp.io/os=1linux"]
my-resource-group-2

version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
4 MUS SHIE 2O Z M2 F trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AHE
CHA|
1. CHZs Qto

mapping Q4=
| AT O] A0

gLt

WS 2o HEZ M5 MY S CHE HYAH0|AZ ZRIYL|CE O] namespace-
= Z2EQE FEE UHYAHO|AS AL A A HIYAHO[AS SHHE CHy
o{ A

34 Al “sourcel:dest1,source2:dest2' @ 2 DL EILICt oS EH Ct21F ZH&L|CH
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tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

oA Eeh HIYAmo|AZ St Ct

AMEX 2eh HYAHO|AZ HAS ST = AFLICEH
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RE AEELICE

trident-protect-backup-ipr-cr.yaml” X| & gtL|C}

° metadata.name: (required) O| AFEXt FO| 2[AA9| O| LTt AFEXt 2HF 0l &
32| X{0] 0|22 MEHSIAIA|

= 1R]st
° * spec.appArchivePath * : 8@} ZAHI XTI} X E | = AppVault LHE S| ZZILICEH CHS HHS ALt
O| A2 E &2 & USLICH

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

i

° * spec.appVaultRef *: (required) B LI &0| X &El AppVaulte| O|SIL|CH

OlE SH Ch3a Z25LIC

apiVersion:

protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:

name: my-cr-name

namespace: my-app-namespace
spec:

appArchivePath: my-backup-path

appVaultRef: appvault-name
3. ( EH A |-o|-)E°_|'c; 22 o220 EXN 2|AADF MEHG
26

HOf St= 22 EX 20|22 EA|E 2[AAE
FALE X 2|5 TE 2
° resourceFilter.resourceSelectionCriteria:(ZE 20 22) Include resourceMatchersti| H2
2| AAS TEHSHALE H|2|3t2{™H FF= 2 Exclude AFREIL|CE CH2 resourceMatchers OH7H HES
FI6tq ZEStALE H2le 2| AA S Ho gL Tt
* resourceFilter.resourceMatchers: resourceMatcher ZiA|2] HIZ IL|C}. O] HHZol| A o424
RAE Hott= 2R oY 4= OR HMOE AKXt 2t @A(OE, BF, HH) L EE=
AND ¢Ato 2 K[|t

resourceMatchers[].group:(Optional) ZE{Z

st g[AaAo D5
resourceMatchers [].kind *:

(Optional) ZE{

g2
resourceMatchers [ ].version: (Optional)

Hegd a2
resourceMatchers[].names:(Optional) ZE{ZIE 2| A A
ZCo = o|=L|C}

=— AN == .

resourceMatchers [].namespaces *: (Optional) ZE{&E 2|A A Q| Kubernetes
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metadata.name EE0| U= HAAHO|ALILCE,
* resourceMatchers [ ].labelSelectors: (Optional) ol M2 El CHE 2|AA 9| Kubernetes

metadata.name HEO0| U= 20| MELT| EXIERILICE "Kubernetes A" 0| ™ CtS3t
“"trident.netapp.io/os=linux" Z&L|C}.

o€ =9 L3 Z25LIL]

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

Z+O

4. o ZO= M2 2 trident-protect-backup-ipr-cr.yaml CR:

o

=Ht

Tl

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIE Ar2%tL|Ct
CHA|

1. HZs otol gt o MEZ tiN|oto] MAS e HIYAHO|AZ SBILICE backup 2140
HAADO|A 8l uHRf O|F0| HAOZE ‘<namespace>/<name> AFEEL|CH O|E &M CH21}
7|‘ﬁ|__|[_|-

Ed .

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

MO A CHE SE{AEZ ST
el S2AH| ZH7t U= ER HYS CHE S AHZ 57 = ASLICL

* AlESE7| Hof| ¢
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CHS T4 LM @A} EEL|=X| StolstL|C},

s CHAH 22{AE{0l| Trident Protect?t M X|=|0] QU&LICt

* CHAF 2 AEHO|= B0 HEE= AA SHAEQ SLTH AppVaulte] HZ HZ0|| CHot BM|A HBHO|
oIAL|C}
A H

CHA
1. Trident Protect CLI 2211212 At&6}0] CHAF S2{AE0|A AppVault CR2| 784S =tolstM|a.

tridentctl-protect get appvault --context <destination cluster name>

®

2. & S2AEOIM AL 7HS S AppVaulte] B HHIXE FL|CH

oo

8 T2 S8 WYLHO| AT} CHE 22 AH| A=K =elgtL|Ct,

A — =

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

O FHS MAstH el 2HAH, oy S8 T2 0|5, BrY AR I 8l 0f7H0|2 2 E H|R35H0 AppVaultof]
AME 7t 0| EAIELICE

- & of -

o Fommm tommm— - Fommm e
ettt e e et +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

pomm pomm - pommmm o oo
oo e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. AppVault 0|5 X H2t ZZE AI8310] 88 Z2IMS el SHAEE SIeLCH.

375



CRZ AtEgtLCt
1. CR(AF2XL Aol 2|4 A) I

2 PF=11 0|EE “trident-protect-backup-restore-cr.yaml X| A gL |C}.
2. Mot oM CHS 8 S FARLICEH

° metadata.name: (required) O| AtEX} HO| 2[AAL| O|FSRILICH AMEX}; &HF0f| BH= TR
sta| ™ol 0|22 MEHSIAIA|Q.

o

* spec.appVaultRef *: (required) B LI 0| X & El AppVaulte| O|SL|Ct.

o

* spec.appArchivePath * : B ZAHIXT} X &&= AppVault LHE 2| ZZQIL|CH Ot B™-E S AFE5IH
O| ZRE &E £ o|A|_||:|.

=2 X=2 T M-d

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

@ BackupRestore CRE A8 = §l= 832 2EHA0 M 2=t HEHS AHE5H0] By

HES = =+ ASLICH

° spec.namespaceMapping: S E2| AA |QJAHO|AE CHA | JAH O] AN DfHSH=
~gl =
=

AYULICEH my-source-namespace X

‘my-destination-namespace AMEXl 2HH Q|
I-IEE [:||--"F‘-|__||:|-.

o

]

=3 LS 25U

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. o}

o

=Ht

Tl

UOE KR = trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AMEEL|Ct

1. OIS HHS AE0t0] 22 TZMS SIst0 s oFo| 22 AtEX}L 2HA9| HEZ HiFL|CH
HJAHO|A OfE 2= S ECE FLEE HYABO|AE AFESH0 AA H|QJANRO|AE Sourcet:dest1,
source2:dest2 HAIOZ SHIE CHA 1| AT 0| A0 OHEEIL|CE O|E ™ CHS1t Z&LIC.
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tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

ARAFO M THE WY ADO|AZ EFEfLICH

MEX HO| 2| & A(CR) Y-S ALESIHO] AR M CIO|E{E THE WY ATO|ALE Rla A4 HYAHO|AR F

4 UELICE SnapshotRestore CR2 AFESHY CHE LA AD|0|A R AHARZ SI6HH Trident Protect= Af
L AHO|AOAM O E2|AHO| M2 SISt SIEl o Z2[AH|0|M0f izt ofE2|H|0| M CRE 2tELICH SFE
OfE2[AH0|ME BES5I{™ FEY WAO|LE AHAS UHEHL HS AN S MHSIMIR.

ol s
2
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CRZ AtEgtLCt
CHA|

1. CR(AF2XL HO| 2|AA) Ii S OHE T 0|52 “trident-protect-snapshot-restore-cr.yaml’ X| & &L CL.
2. MM IIUNA CHS £M S FTAEHL|CE

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
22|l 0|2 MElSIMAI2.

° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| 0| S LT

° * spec.appArchivePath *: A 4F LHE0| XMZE | = AppVault LHE ZERILICH CHS HHS AFHESIY 0]
AEE ¥2 £ ASLCH

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =0
jsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: 27 Z19| AA HAAMO|AS CHA HYAHO| A0 DHESH=
WARLICH my-source-namespace 'd & °

HEZ HiEL(CH

° spec.storageClassMapping: 52 2| AA AEZ|X| ZHAE A AEZ|X| FHAE O HSH=
AYULICH destinationStorageClass '3 & “sourceStorageClass AFEXI 2tZo WHE
b LICE

my-destination-namespace AHEXt 239

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (MEf Aleh) E@ie S8 T2 0| £ 2|AA0 MBSO o= 22 EH 20|22 EAE 2|42 5

EH A
3.:.3”1 Lt ®elsts EEES =7t

° resourceFilter.resourceSelectionCriteria:(EE{ 20| 22) Include resourceMatchers0i| H2|E
2| AAES EESHALE MIQISHHH = S Exclude AFEEILICE LIS resourceMatchers IH7H Ha-E
=I5t EESHALE Melet 2[AAE HolgfL|ot

* resourceFilter.resourceMatchers: resourceMatcher Zi&|2] HIZIL|C}. O] HHEol| A o2
QAE MO|6t= H2 of|lEt QA= OR EAtO 2 X[t 2t RA( E == H-llx_-|) Lo ZEL=

—_ L o TT,
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AND SHAO 2 UX|BHL|C},
* resourceMatchers[].group:(Optional) ZE{Ze 2|AA Q| DEQILICE.
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2|2 A Q] ZFRQIL|CE,
* resourceMatchers [ ].version: (Optional) ZE{ 2/

=
* resourceMatchers[].names:(Optional) ZE{E & 2|2 A 2| Kubernetes metadata.name
ZEo| A= o] S|LICE

* *resourceMatchers [].namespaces *: (Optional) ZE{ZIE 2| A A S| Kubernetes
metadata.name EE0| U= HAAHO|ALILCE.

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l CHZ 2| A A 9| Kubernetes

metadata.name ZEO0]| QU= 2|0[E MEHT| EXHERQJULICE "Kubernetes A" O|E S Ct32t
“"trident.netapp.io/os= Imux""**LIE}

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. T

o

2HIE 292 M F trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLIE Ar2%tL|Ct

1. CH2t= Qto] g2 AL8AL &t HEZ XS] AMAS CHE HIJATO| AR SBLICE

° snapshot 210 HJAMO[A 5l A 0|50| HAOZ “<namespace>/<name>
A2 EL|CH

° O] namespace-mapping /= EECE 72 HAAHO|AE AHESIH AA HJAHOAE
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380

=HIE A L[ AH 0| A0 @Al “sourcel:dest1,source2:dest2” @ £ O{ZBFL|LC}.

o

]

=9 Ch3at 25 LIC

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

| 242 Bl HIYAHO|AZ S8 = ASLIC



RE AEELICE

£

1. CR

k=)
—L =
WY UM CHS 442 THBILIC,

2.

RAEA Hof 24

—

=11 0| &2 “trident-protect-snapshot-ipr-cr.yaml” X[ & gtL|C}.

° metadata.name: (required) O| At2X} HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t

512|X9] 0|22 MEHSIAIAIR.

=

° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| 0| S LT

42 A

° * spec.appArchivePath *: A AF LIE0| X &&= AppVault LHE Z=QJL|CH CH2 BES

Z2E #2 4 gL,

A

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0

jsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

ME ALY SR 88 T2 EF 2[aAnh MEHSof ot 22 ET 20|22 EAlE 22
HoSHALE M| elsts EEE S FHRfLint

° resourceFiIter.resourceSeIectionCriteria'(n'E1 2ol 2R) Include resourceMatchers0i| &2
2| AAE EESILE MRSt H = 2 Exclude AFRELICH CHS resourceMatchers OH7H # 4

FIroto] Lot Lt M|QlE 2| A A FolRfLITt.

A=

EICRY

ol

=
=

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2| HIEIL|C}. O] HHE 0l A 2]
QAE HOtt= R oY QA= OR HMOE LXKt 2t QA(OE, BF, HHE) Lo EE=

—_L——

AND Ao = OE'X|°|=|”—|E|'.

* resourceMatchers[].group:(Optional) ZE{&e 2|AA Q| DEQILICE.
* * resourceMatchers [].kind *: (Optional) ZE{&/ g 2|A A9 ZRQ

* resourceMatchers [ ].version: (Optional) ZE{ &

* resourceMatchers[].names:(Optional) ZE{ZIE 2|

ZLof A= oIF YL

* *resourceMatchers [].namespaces *: (Optional) ZE{ZIE 2| A A 9| Kubernetes

metadata.name ZE0 Y= l:||°,:!¢ﬂ1|0|¢°'L|I:L

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l CHZ 2| A A9| Kubernetes

metadata.name ZE0f| U= 0|2 MEHT| EXIEQLICE "Kubernetes ZA1" Of

E:D:'

= = =

Chs

af
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“"trident.netapp.io/os=linux" Z&L|C}.

o

]

=9 Ch2at 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
4. MpAS SHIE ZO2 MR F trident-protect-snapshot-ipr-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLIE Ar2%L|Ct

EHA|
1. &= oto| gh2 ALEXt &Z o HE 2 CHA|St AR 2l HUATO|ARZ SUBLICL S SH
CtZa 2Lt

tridentctl-protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore> -n <application namespace>

=7 xfeio| MEfS olghict

0
o
A
mjo
>
00
Of
2
rA
o
0ol

O|HL}, AZE|AAL}, AIfSH 2 Ztdo| MEE folst

—

J
-
I
S
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o>
T
Il

382



kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

NetApp SnapMirror %! Trident ProtectS A25t0{ OHEZ|H|0|M E x|

Trident ProtectS AF23HH NetApp SnapMirror 7|&2] H|S7| 21| 7|2 Ar25I0] st
Z2{AH E= MEZ CHE S2AH 7to] O|o[E 5! o E2|H|0| M HE A S ot AEE|X|
HHAIE 0| M CHE AEZ[X| HAlEZ EX[e = JASLICE.

= _-—

i
rio

UYL A T HYAHO|A =M 8l 20[S

Y Y S0 chef WA AH0|A9] 2f|0]S 1t FAH0] 24 HIYAL0|AQ] 20] S 8 FAnt LR|SIEF
LICE CH& H AT O] A0 = A4 HIRJAHO|AQ 202 = FA0| FIHE[ 1 0|0 ZXt= 2= 0|2
FMO[ A4 HJYAH|O|AS[ gLt X|SH=E FHO{MOAFLICE Tt HIRIAHO] A2 /U= 20| Z0|Lt FA2
E|X| gdELICt.

==
oM T|r mn e

RedHat OpenShiftS Al38t= A2 OpenShift 20| M HIYAHO|A FTMo| ZQot Hsts
ZF=oljof gL|Ct HAADO|A FME ALESHH S2IEl Pod7t OpenShift SCC(Security Context
Constraint)0ll A 2ot MH st #ot 8l Hot 2 Mg F45t0 Aot 22X §lo] 2F0| AMALY
USLICE XtMIE L8R & "OpenShift 20t ZHEIAE X[k £ EA"EZSHUAIL.

©

S +ASH7| Toll Kubernetes 2t8 tH+E A EfZI HYAHO|AQ £ FAS
UAELICH RESTORE _SKIP NAMESPACE ANNOTATIONS. OIE S Ct32t Z&LCt.

15
al
62
|.|'|
J
m'l'
4> 2

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

Helm2 AF2SHH 2 A OE2|A[0|ME HX[St AR --create-namespace AH0= EES LRI FO{ELICH
name 2t 7|, S EE= Z0 K| TZM|A S0f Trident Protect= 0] 2i|0|=2 CHAN HIQ AT O| AN S AFSHK|BE
AA9| 20| AA UH|YAHO|AL} UX|SH= B2 242 CHA HILATO|A o2 YFH|O|ERILICE Of 20| AA

U AHO|ALL UX|SHK| Qo™ HZA ALt §10| CHAN YA H[O| A SAHEIL|CE

LG — —

of

CHZ ORI M= 2t THE =41} 20| 20| = &4 Sl T HJAHO|AE 20 FLCH &Y M=0of thef
YA HO] A dEHQ} CHel HIJAHO|A0M A1 20| 20| Zete|HLE HOMX|= WS =elet = JAELIC

27wl KU &

ksl
I
=

QH
CHE HOM= 57 = Y2 2 0|H Q| ofjF| A4 3! Ciah HJAmo|Ao| HEfE Ho| FLCE
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EIRIES /[ ES T4 2}
H| Y AH[O| A ns- . « 34 =29
1(AA annotation.one/key:"updatedvalue"(F
= A 1H77)) T AEELS=HIPAA
* Annotation.two/key(F=M two/7|): * 0|& =ns-1
HLALO[A ns- * Annotation.one/key(F4. StLt/ « st = 0| O|E{H|O| A
2(th ) 7|):"true"

* Annotation.Three/key:"false"

SR =
O oM E 57 = IYH =Y =2 o chat WA ADo|AS| MEHE HOf FL|CH LF 7|7t FItE|D, UL
717t HO{MA R 2H, name CHA H[QJAH|O| AR} LX[SIES 2/|0[S0]| HO|O|EE|ASLICE
LA O|A =AM 2h
LA AHO]A ns- . * 0|& =ns-2
2(CHAL annotation.one/key:"updatedvalue"(F
e A 171/7]) * 78 &4 = HIPAA
* Annotation.two/key(F . .two/7|): "t ed=2Y
« Annotation.Three/key:"false" * g = o|o|E{H[o] A
@ ClolE 2= & &0i| It AARS 52 3 SZ SHHMSHES Trident ProtectE #+8e = J}SLICL
"Trident ProtectE AFE5I0 M A|AH SAS Fot= LHO| CHOH XHAM|S] ZOotEMIR."
X 2HAEZE d™gL|ct
ZX 2AE dHSIHH 22 Aol oF 2hLlct,
* Trident Protect?} & ARAFS HOILt XpF B SX| MEASIL|CHO7|ofl= 2| Kubernetes 2| &AL 2 S E0

—d
T3t 28 ARARO| E3HE)

* 2X| 2H MEf(Kubernetes 2|24 3 F7 2 C|0|E X&)

1. AA SHAHOM &2 OHE2|AH[0] 0] T AppVaults MM BILICH AER|X| SSXtof| w2t 2 ol E "AppVault

AEXFA[E 2|t dol| SEAH =F Lot

Tod
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2 AI23t0] AppVaultS 2 stL|Ct

a. A}%Xl- Ho| 2|AA(CR) IIY S BHE1 0|58 X|HELICHO: trident-protect-appvault-
primary-source.yaml).

b. Ctg S FJELICH

* metadata.name: (required) AppVault AFE Xt H 2| 2|AAQ| O|S)LICEH SH| Ao ERetCHE
CRIIYZ 0| 22 H=ESIEE MEHTt 0| E2 7|F8H SLICL.

* spec.providerConfig: (required) X| Ml 3 ZXIE AR50 AppVauItoil M| ASH= O st
THE NMEBLICE bucketNamel}t S XH0H|[A| 2Lt 7|EF M2 HEE MEighL|Ct SH| 2HA of
Lt CHE CR IS 0[2{3t 2t &XstD 2 MEitt Zt2 7| SLICE CHE S3Xt2| AppVault
CRSO|| Cist 0l = 2 "AppVault AFE Xt X[ H 2[AAFESHAIL.

* spec.providerCredentials: (required) X|&El S5 XIE AFE50] AppVaultol| HM|ASH= O
oot XA ZHoj| chet #XE X&etL(c,
* spec.providerCredentials.valueFromSecret: (required) AtZ & 20| H|Z0j|A| eto} &2
LIEFHLICE
* * key *: (required) ME4E H| 29|

fa% 7|
=
=

EHSH
1=
* *name *: (required) O| E2| Z{S X edh= H|2LQ| O|F LI 22 HIYAH0[20]

Q1010F BHLIC},

* spec.providerCredentials.secretAccessKey: (required) M3 Xt0f| N ASH= Of| AFRE|=
HM|A F|RILICt name * 2 * spec.providerCredentials.valueFromSecret.name* 1} & X|sH{O}
stL|Ct
= .

* spec.providerType: (required) S HS5t= =2 AELLICHO: NetApp ONTAP S3, 2t

o —
S3, Google Cloud = Microsoft Azure). 7ts$t 2t

= MX|st2

* AzureE X[ gLICE
= GCP

- it s3

= ONTAP-S3

= StorageGRID-S3

C. OMIUS SHIE UOE M2 = trident-protect-appvault-primary-source.yaml CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIE AtE3510] AppVaultS ZHAEtL|Ct
a. CfE= ool 242 A8t 2tZ 2| HE 2 CHA|5IK AppVaultE 2oL Ct.

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name>
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2. AA

00

g o273 MM CR:

CRZ AtESH0] £

o
=
a. A8 ™o 2[AA(CR) It S THE 1 0|2 X|™YLICHO: trident-protect-app-

>
0[0
0
|H
u
[
=

source.yaml).

b. [} E4E FdeLCt.

* metadata.name: (required) 88 TEIH ALEX} M| 2|AAL| O|SQILICE =A| 2HA|off Rt
CHE CR IOIY2 0| 22 &H=EstOZ MEist 0|22 7| =8l FLICt.

* spec.includedNamespaces: (required) U AT 0| A 3! 2 2|0 22| HHE LT}
HYADO|A O|EE A8 MEN O = 20|22 AHESH0] WA AHO|A HRIE T3 017]0
LI E HJAmo|A A 2| AAE X[HELICH S8 T= I3 H|QJAHO|AE= Of BIES|
UL 0{oF gfL|Ct,

* YAML Off *:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

ZFO

c. o UOE M 2 trident-protect-app-source.yaml CR:

fjo

=Ht

Tl

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace
CLIZE A3 &4 OS2[0S H-det|ct
a. 22 38 LZOMS OLSLICH o|E S8 CSa 25U
tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>
3. Lot ZR AA ol E2|F0| Mo ARAS MMBILICH O] AHAR2 CHe S AE{0|M OfZ2[H[0| M2 J[Hte 2
A ELICE O] HHAIE HAHE B2 Ch3 of2fEl A Ao HMAE wintx| 7|Ch2{0F XA AHAFO| WM EIL|CE
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i AFEX}HO| 2|AA(CR) IMY S OHS1 0|E2 KIHELICKH: trident-protect-
schedule.yaml).

i. g S48 gt
* metadata.name: (required) ¥ ALEXt Fo| 2|AA2Q[ 0| FRILILCE.

* spec.AppVaultRef *: (required) 0| Zt2 ¥ & S8 T2 0| CHst AppVaulte|
metadata.name Z =2} A X|sHof BtL|CE.

* spec.ApplicationRef: (required) 0| 22 &4 3& T2 CR2| metadata.name HES2f
U X[sHOF BfLICE.

* spec.backupRetention: (required) 0| 2ZE= T4 THEO|H Zf2 022 AHSH{0f gfL|Ct.
* * spec. enabled *: BtEA| true2 A sH{of BfL|Ct.

* spec.granularity: 22 AX}{0F custom EL|Ct,

* spec.recurrenceRule: UTC A|Zt1} HHE ZHAO 2 A& HE Ho|BtL|C.

* spec.snapshotRetention: 22 A& sl{0} &tL|C}.

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1b5e34
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i I

o

ZHt

Tl

UO=E M2 F trident-protect-schedule.yaml CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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=4
o
a. gz 29| S AL 2tdel EZ iMoo A-Aks WHRLICH o2 S th32 2Lt

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. 2A ZEAHO ME3t AppVault CRIt SYUPH AA S8 T2 AppVault CRZ CHA S2{AE 0| MAHs

ot
0|2 KIHELYLICHO: trident-protect-appvault-primary-destination.yaml).
5. CRAE:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
my-app-namespace

6. CHA S2{AEO|N i S8 ZEIM0]| Tt AppVaults MaetL|ct AER[X| ZZX0]| w2t | ol E "AppVault
AEXFRIE 2|l a2t Eof| WA =FEL
a. AFEXt Mol 2|AA(CR) IHYUE THE1 0|2 X HYLICHO|: trident-protect-appvault-
secondary-destination.yaml).

b. [} E4E FdeLICt.

* metadata.name: (required) AppVault AFEXt HO| 2|AA0| O|FRILICH SH| Ao 2
ol o 22 HXSIEE MElst 0|2 7S¢l sLICL

— 71—

ot CHE CR

* spec.providerConfig: (required) X| ¥ & SEXIE AHE5I0{ AppVaultol| BM|ASH= O] Bt 3

Mo
— o=

MERILICE “bucketName' ot SSXI0|[A| 2ot 7|Et MF HEE MEIRILICH SH 2tA |0 2Rt CHE

CR It 2 of2{et ZtE HXSIEZ MES g2 7| =8l SLICH CHE S3Xk2| AppVault CRSO| it 0=

2 "AppVault AFEX} X 2| AA"EESHYAL.

* spec.providerCredentials: (required) X|H =l 32 XE AF2SI0 AppVaultdl| B ASH= o 2Dt
X2 =dof| st k== X A&SHL LT

[ = ]

* spec.providerCredentials.valueFromSecret: (required) X}Z Z& Zt0| H|Zoj| A etof &t
LIEFRLICE.

=1
=

* * key *: (required) MEHE H|2 O]

* * name *: (required) 0| ZE=9| Z}

ESH= HIZO[ O|FYLICEH Z2 WY A 0| A0 RLofot
L.

* spec.providerCredentials.secretAccessKey: (required) M3 Xt0f| BN ASH= Of| AFRE|=

MM A F|RILICE name * 2 * spec.providerCredentials.valueFromSecret.name* I} & X|sHOF
SHL|C}
(=] .

* spec.providerType: (required) 2 HS5t= 252 AESLLICHO: NetApp ONTAP S3, Yt S3,
Google Cloud = Microsoft Azure). 7Hs$ 2t

= MX|sto
* AzureE X[ HEL|Ct

= GCP
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- it 3
= ONTAP-S3
= StorageGRID-S3

C. MAUS SHIE ZIOE M2 2 trident-protect-appvault-secondary-destination.yaml CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n my-app-hamespace

7. AppMirrorRelationship CR It Bt=7|:
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390

RS AM230] AppMirrorRelationshipS A stL|C
a. A8 Ee B[AA(CR) MY S TS 0|2 X|™ELICHO: trident-protect-

c. o

f

relationship.yaml).

b. Ctg S FIELICH

metadata.name: (Z5) AppMirrorRelationship AF2Xt HO| 2| A A 9| 0| S IL|C},

spec.destinationAppVaultRef: (required) O] Zf2 CHAM 22{AE{Q| CHA S8 T2 0| CHEt
AppVault O| S+ LX|3HOF SHL|Ct,

* spec.namespaceMapping: (required) CH& 8! AA HJAHO|AE= ST S8 T2 CRO|
HolEl 28 T2 | A AH|0| AL UX|SHOF LTt

* * spec.sourceAppVaultRef *: (required) 0| 2t AA 38 TE | AppVault 0|52t Y X|6HOF
283

* * spec.sourceApplicationName *: (required) O| 2}2 AA S8 TZ I CRO|M Host AA 28
D230l 0| St YX|sHof BfL|CE.

* * spec.storageClassName *: (required) 22{AE{0|A RETt AEZ|X| 22{AQ| 0|ES
MEHSIAIN Q. AER|X| SEA L AA SHAS M| 0{2l5H= ONTAP AE2|X| VMO ¢ Z E|0{0F BtC},

* spec.recurrenceRule: UTC A|ZtD} HHE ZHAO 2 A& HWE Ho|BfL|C.

YAML 0f|:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

o

2HIE 'O 2 M2 F trident-protect-relationship.yaml CR:



kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLIZE Ar23t0{ AppMirrorRelationshipS AT}

a. AppMirrorRelationship 7HX|E THE1D ME35H0] CHE= k2| IS AFEXL 2tE 9l ME 2 HHELICE O
£EMH Ct2ap Z5L|CT

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

[ | o o o =

8. (ME AbS) = BHAH|2| AR Q! AEHE EHQISHLICE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

thet 2HAEHZ HALH LT

Trident ProtectE AIE5tH SX|E OHE2|AI0|M S Y SHAEHE Foif X & YSLICE o] Xt Ex HAE
ZX|5t0 CHA S AE M HE 2EI0102 xmro*l_ltr Trident Protect= &A S AEO|AM HO| 25 FZ0|H HS
SXISHR| ELICE

A

1. AppMirrorRelationship CR It (0f| trident-protect-relationship.yaml:)2 €1
spec.desiredState* Zf2 £ HAELICl Promoted.

*

2. CRIg MFLCh

3. CRHE:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (M Areh) HYQH E OHZ2|A|0| M0l Bt Ho AHES MEELICH
O. (MEH ALY SH| 2tA2] HEf 3 HEHE SHRIBLICEH

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg
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HYHE SH| 2A S CHAl S7[=tgfLCt

MS7|et ZH2 =H| 2AE ChA| EYLLLICH ST (2 &S oA 22 22
OHZ2[A0]H0] &1 e SHAE M A Sl ofZ || 0| M0

O Z2MA= SH|E ChA| BESH| Tof thah S2{AE0f|M A

fljo
OfM
bal
I
C
Inl

() w2ew 30l iy oj=2iAo| ol 718 DE Hlo|E7t AMELIC

ThA
1. AA OfZ2|7|0| M| AHAFS MABHL|CE
(o]
=

2. AppMirrorRelationship CR I (0|: trident-protect-relationship.yaml)2

UE 2 HASL|CI Established.

3. CR It S XMFetLct.

A OZE|7|0]H0] &l Sl
et tHE g2 25 ANIELICE

1 spec.desiredState

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

S. CHa 2HAEOM HULQAHE OHZZ|AH|0|HS E=d7| o Hz AHES Mt

AAE2 25 220 HOHE LUt

HAHE SH A dLE2E MS7|etHLTt

S0fl Ch& ofZ2|#| 0] Mol CHet HE A2 FXIELICH

B2 HAHSHAIL. "ot A=

HYLHE =X A E AS7|etots 32 e OHE2|AH[0] M2 22 OE2|H[0] 0] =1 2= Tio] ELICt.
|2 2H

1. 22} ci& 22| AE{0|A AppMirrorRelationship CRS AA|BILICE 22{™ CHANO| 20| L T Af CHA

S AE0| Hot U= BT AAEO| s B2 HMAFLICE
2. BAIE 2EY o Y AFSUE CR It S Bich S2AEof| H 8310 4| 24

3. AppVault CRS7} 2t 22{AE0f| EH|=[0] J=X| ZQlIefL|Ct

4. gitf SHAE M S| 2AS BHEsto] ol Wekol| ot 2t TS .

OHEE|H 0| SH| Yeks Ht= HatetL|Ct

2| wekS gt 2 5tH Trident Protecte= Y2 2AA AEZ|X| HHAEZ 21|18 A& T

AEE|X| Al EZ O|SEILICE. Trident Protect= AA O EE|H|0|ME =Xt O
CH4tofl CilO|E{E SHIgtL|Ct.

O] R LAQ Cets AQHHSILICE
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CRE A83%t0] & AHMS %%E“—IEF
a. 22 OfZE[A|0| M0 CHet B FH U™ S SHAISLICt.

J

b. ShutdownSnapshot CR I} A Af:

i AF2X}HO| 2|AA(CR) IMY S DS 0|22 KIHELICKHY: trident-protect-
shutdownsnapshot.yaml).

i. e EAMS IASHL|CY

a0 o=
* metadata.name: (required) AtEX} HO| 2|2 A Q| O|EQILICE,

* * spec.AppVaultRef *: (required) 0| 242 A& S8 T2 CHE AppVaulte
metadata.name Z =2} YL X|sHOF BFL|C},

* spec.ApplicationRef: (required) 0| Zf2 2 A 28 TZ 1 CR It 9| metadata.name
o= Qf & X|sHOof BfL|LC}.

YAML 0ff:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. I

o

2HIE 2tO 2 M2 F trident-protect-shutdownsnapshot.yaml CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

o

F9 EZ M5t = AHAs TELICE oS SH Ch3at Z5L0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>

393



2. AtAbO| 2P ALAio| MERS JHHSLITH

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. [t HHE A0 * shutdownsnapshot.status.appArchivePath * 2| Zf2 &1 ot A =Z 9| Opx|at
HE (basenameZt1 = 3. 0|2 OHX[2 Se2iA| CHEO| 2 & IS)2 7IS L Y.

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. CH3ah 20| HESH Ty S2HAEM A4 S2AHZ HYLHE SHPLICH

@ H| Y Exto| 2ctA 0| A AppMirrorRelationship CR It 0f| ZEE T kst
spec.promotedSnapshot 92| 3LtA0|A 7|E$t 7|2 0|2 7S MLt

O. o AF V|8t HAE HLHE =X 2AE HLLO= MBIt Cre-ELIC

6. Mf AA SHAEOM BES AHES S™YLICL

X
il

12
=
%

Jr

K| w20fl CHS =t 0| gL Ct,
2 AA Mol Kubernetes 2|2 A0 CHEE ALHAFO| MM EIL|CE,

=
* 89| Kubernetes 2| AAE AMH|SH Y2 AA WO PodE HANOZE FX|E o YSLICHPVC U PVSE OLHZE

i X EELEE

lo
|>

40| #FE[D SHIELICH

=
* SnapMirror 2|7t Z20{ ™ E}ZI 2F0| {7|/M7| Z=H|7} £[A}ELICt

MOl Kubernetes 2|AA = 2l AA OfEZ[AH|0|M0| ZRE = SX|= =& HI0|EHE AFESIH AHH B2
AHAkO AN S RELICE

rir >
re

T
>

CH o 2 CHA| 2 ELCH

OHEE2|A0| S 2ot 24 S2AH = T LS| T

| "Bl 272 e 4 UELICH &

Trident ProtectE ArE5IH Ct3at 22 &Y &M E Soll Zoif =X| &Y =0f o t
HHHSE7| ol 2E oS 2|AH 0|8 HE

X wekg 5215t7] 2%t 0] Y2 EZ0|M Trident Protect= SX| Waks gt
Atet2 el AA ofE2[AH0|MCZE SX|(S7|=hHELICt.
O| ZZMAE CHAo st HYUQHE gAZ ot HAZHE AZE|H CHS THAIS ZeHetL|Ct.

HULHE HENZ AIRRILICE.

* SR HAE QLR LHA| S7|=tEfLIC.
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@ AUdt S 7|3} ZH S 23lSHX| OFMA| Q. J2{H HYH Mx} F0f| CHA 22 AE{0f| 7| 2=
C|O|E{ 7} AbA|EILIC

© SH ggS Hil = HiEL| )

ChA|
1. HULHE =X 2AE YT = ST |SHetLTChE HAIE 3 S .
k=)
=

2. ofZ2|70|¥ S| et

T
o
==
Hu
ra
ot
o

StefLICICHS BHHAIE s"etCt.
SH| 2AE AR

AMEX S| ZAE AR = UASLICE OHE2|AH|0[E SH ZAE AMSHE M2 2HA7L gl F 72| JHE
OHZ2[AH[0]40] ‘M- LT,

ocood

oHA|
1. AppMirrorRelationship CR 2}A|:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

Trident Protect= AI26l0{ OffZ2|7|0[M Ofo|z2{|o|M

ol cEE At GIO|EIS CH S22AF EE AE2|X| SHAZ Besto] 2BAH Ei
AE2|X| S2HA 7Hof fZ2|AH[0| M Ofo| dao| MBt 4 LI,

@ OHZ2[A|0]1 S Oto|12{[0] M5HH o Z2|#|0] Mof| CH3ll &l Z= A =37 A} ob|
oro[ o] MELILE S8 = 4" 237t A= R =7 H .=.—I LREAS= MAHFLICE

I:IH%I-l Ig

=

o

2]
CHe AlLEEI0 Chet sl ol =l X

Z2 E2H0| 2E =H|

OfZ2IA\01 412 SUBH ZAE{ofl ZRGHH Al MAS WA HlO[EIS SUS S2AAE|0| BFLICH
oA
1. L 5 stLtE 2Lt
8. "ATAS MABILICH
b. "t S MABIL|C}
2. SUTH SAAE(ON AW EE WAS WYHEX|0| T2t C1S F LIS SBiLIC
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CHE S={2H| 28 =H|

CHE S2{AE0 OiZE[AI0| 8 S SHSHH(ELH 2 X +d) 22 S A MAHS 2HE CHF, i
CHE 22 AEHZ SRISLICH cid 22{AEO0]| Trident Protect?t &X|=|0] JL=X| ZHIsHM K.

(D =800l M2 CH2 Z2iAE 20| 04Z2IA\0| M BRI 4 "SnapMirror S USLICE,

g

1. IS MAFL|CH

2. wioio| atEl 2| AE2|X| 22| AppVault CRO| CHAF S2{AE{0]| TAE0f Q=X| SoIBtct
3. CHAF S AE{O| M 2 Ri0 A Hlo]ES 2gLICh

ot AE2|X| 2 A0M CHE AEE2|X| 22HA 2 OfZ2|#[0|MMS Or0|22f|0] M BfL|Ct

AUAE CHE Yy ASelX] Sefa2 Seletol g
afo| o] g 4 UBLIC

O£ S0 52 CROIM HIZ H|2):

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"

storageClassMapping:

destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace

CRS AFB310] A4S SalBLICt

|

1. CR(AFBXt B9l 8|4 4) It g BHEM 0|2 “trident-protect-snapshot-restore-cr.yaml" X| & LI},
2. Mot oo M CHe 448 ATtL|CE

o
° metadata.name: (required) O| AtEX} Ho| 2|AA0| O|SQIL|CH ALEXF 2HZ0]| = RSt
g2[xQl 0|ES MESHA2.

I-J

° * spec.appArchivePath *: AHAF LIE0| A E|= AppVault LHE ZZ2ILICEH CHS HEES ALE5HK 0f

B2E HE + ASLICH

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath='{.status.appArchivePath}'

o *

spec.appVaultRef *: (required) 2 AF LIE0| XZHEl AppVaulte| 0| S LILCE.

° spec.namespaceMapping: S 2| AA HQJAHO|AE CHA HUAH O] AN IfHSH=

WRLICE my-source-namespace' ¥ & ‘my-destination-namespace AFEX} 2tF2|
HEZ HEL|CH

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
3. SYY S8 T2 MO EY 2|AAD MEHSHO} St= AR ET 20|52 HEAIE 2|AAE IESHAL
Helsh= HE{”RE FIrLC

> resourceFilter.resourceSelectionCriteria:(ZE{2/0| ZR) include or exclude
resourceMatchers0il H2|El 2|AAE ZSSIHLE H|2|5H= O AHEEL|Ct CF2 resourceMatchers
Oi7H HE FIH6H0] 2oL MIQIE 2| AAE ™oL Tt

* resourceFilter. resourceMatchers resourceMatcher 7HA|2| HHZ IL|Ct, O| HEOf| A o2
LAE Moot AR oY R4 = OR HMOE AUX[st 2t A(OE, 357, HH) LHe| 2EE=
AND @ Ato 2 Ux|stL|Ct,

* resourceMatchers[].group:(Optional) ZE{ &gt 2| A A0 DFQILICE
* * resourceMatchers [].kind *: (Optional) ZE{2 & 2| A A9 ZFQIL|CE,

* resourceMatchers [ ].version: (Optional) ZE{2I& 2| A A9 HFQIL|LCE,
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* resourceMatchers[].names:(Optional) BE{E & 2|2 A2 Kubernetes metadata.name
ZEo| A= o] S|LICE

* *resourceMatchers [|.namespaces *: (Optional) ZE{& & 2|2 A 9| Kubernetes
metadata.name EE0| U= HAAHO|ARILICE.

* resourceMatchers [ ].labelSelectors: (Optional) | H2| &l L2 2| A A 9| Kubernetes

metadata.name ZE=0| U= 2|0|= MET| EXSRJLICE "Kubernetes A" 6| S Ct3 ot
“"trident.netapp.io/os= Imux" Z&LIC.

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I

o

SHIE 'O 2 M2 F trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

1. CH2t= Qo] Zhe AF8AL &tE o HEZ TSt AMAS CHE HIJATO| AR SBLICE

[

° snapshot 2140 HYAHO[A Sl AHLE 0|E0] YAOZ “<namespace>/<name>
ArEEILICE

° O] namespace-mapping Q= SECE AR E HIYAHO|AE AFRSHH AA H|FATHO[AE
SHIE 4 YA o] A0 ®Al “sourcel:dest1,source2:dest2’ @ 2 O T StL|Ct,

398


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

--snapshot <namespace/snapshot to restore> --namespace-mapping

tridentctl-protect create snapshotrestore <my restore name>

<source to destination namespace mapping>
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* Trident Protects A1 $3 HI YK| 712 ALSSI0] ALY, WYY L 29l Kolo] HBY 4 Qs 338
ZFBLICL.
M3 ZIE MY Fol S8 TRIUO| |53 FO|HLt NG| HIZABSE| (20| ALSKF XN A
() P umse ads Hasisol g A dd s a0 el e e AUt xS A

CHS #1A0HH Qi S ALIAF ZHi0] 00| AISHE ZR0|E SIS Mzt £ ASLICL 5, e =
A S 0| AFGE|S =2l Helo] 9T HOR 4 lBLICH

A% 53 Lef

S8 m2Oo| A% SIS AU HAY 0 H% S30) WES F7I0H0] 37t AR/ HEO|HES 2|2 4

ol A S

-

LE
QELICH HE= DE Zefo|Liol 4 S22t ZIE[0|L 0|0|XI2 ALgSH= 88 220 R86HKISH 2t 0|0|X|S C}2
(0] Elasticsearch)2 AFS S 4 QIALICE HEIS ASS1R A% $37} AWE|= ALIZQE BHS 2 YALICH
o, DE S ZIE[0| LIS Aet A2 OPEILITH £l A S0 cish o2} Ho| TE|S BrS e el E T
GiAtxer ZBHEILICH A Sa ATk 10740 TN HES AR 2 YALITH

= 2 HE = H BAHAIS ARSI S2{AE S| ZH|0|LH{ 2 LX[A|ZLICE =37} Z4E|0[ L2t

= ZE|O[LH 0| M HEtE ASZEES MSSLICEH HEO| CHo B E3AI2 RE2(Regular
Expression 2) 22 AFE5t=0|, 0| 222 X &= S =0 ZH0|HE HMelst= BHEHE UEE A2 X[ASHK|
4 ELICE Trident Protect?t A% =3 HE{Q| Mt H3Al0f Cish X[&SH= #20f Cigt BE = CHS S XM .
"HAAl 2(RE2) 2 X[,

() SHEE 28 xR0l dusls 4y £30] AANOLL HEIE F71000 S Ei B2 L)
ChAro] A2 CHE L A0 A0 2= 29 HIQIAKO|A BE = ChA QI AT0|A0|at HSEL|CH

o
0 "NetApp Verda GitHub ZZH E" Apache Cassandra U Elasticsearch@t Z2 17| 2| M| A2l

= gz}
=2 O -
SIAEORELSYAR OME 210 AEX X Al T3 E 7L X5}5H= OI0|C|0E ¥ = USLICH


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
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CRE AtEgLCt
CHA
1. CR(AF2XI HO| 2|aA) OiU S BHE11 0|E2 trident-protect-hook.yaml' X| & BfL|C},
2. Trident Protect 2t4 3! 22{AE M0 A CHS £42 LM L.
° metadata.name: (required) O| At2X} HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1RSI
32| X{0] 0|22 MEHSIAIA| Q.
° * spec.applicationRef *:(required) A% 3 E HAe S8 T= M| Kubernetes 0| S RILILCE.
x

° * spec.stage *: (required) 2l 237} HAE|0{0f ot= &Y T THAIE LiEtLH = EXFELICEH 7tsTt
.
BA -

* AR
= AlAl
|14

° * spec.action *:(required) X| &
LIEtHL = EXERILICE 7ts et

N
n=
00}'
ot
AT
ne
m
N
ne
>t
Ot
il
[
_\'J_
oz
et
n=
o
ot
U
N
4>
0%
mot
)l
1%
mjo

>

JE
e ok

AF

Jr
rio

" YR

° spec.enabled: (Optional) O| &l 39| &%t ({EE LIEPRILICE X|'ESHK| ™ T[22 true
O||__||:|.
= .

° spec.hookSource:(required) base64= QALY E 3 AIZEE Zotst= EXIEQLICH
=3

° spec.timeout: (Optional) &3 37} Al
1820|1, X|™SHX| k2 227|282 25-E-?=l|—||1f.

° spec.arguments: (Optional) &% 230f| X|de & A= eI+ YAML =EILILCL.

° * spec.matchingCriteria *: (Optional) 2} 40| Al &3 o
SEULICEL M =3 2[C] 10702 HEE Fte = AS

° * spec.matchingCriteria.type *: (Optional) 2 =3 HE RS AEsl= EXIS YLICE 7Hsst 2f:
= Z48[o[L{ o[ O] X|
* ZiH[o|L{H
* PodName= MEHSIL|C}
* PodLabel2 ME4BILIC}
* 0|5 0|E 0|F

° * spec.matchingCriteria.value *: (Optional) &% £3 TE 72 AE5l= 2XE E= AL Ch

YAML Of|:
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name: example-hook-cr

namespace:
annotation
astra.ne
/account/tes

spec:

my-app-namespace
S:
tapp.io/astra-control-hook-source-id:
t/hookSource/id

applicationRef: my-app-name

stage: Pre

action: Sn

apshot

enabled: true
: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

hookSource
timeout: 1
arguments:

- FirstE

0

xampleArg

— SecondExampleArg

matchingCriteria:

- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

1. 2o otof S AIEX 2ol HEZ thH|ste] 4 =38 HELCL OIS S
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

Trident Protect K|/

HIIE M HA HF O Z ¢ 8|0|ESH= AL Trident Protect 14 A S MAH8l{of & £
olAL|C}
M H .

Trident ProtectE M| 7{6t2{™ Ct3 HAHIE +2SHAM|R.

CHA|
1. Trident Protect CR It S X HEtL|CL.

helm uninstall -n trident-protect trident-protect-crds
2. Trident Protect X|74:

helm uninstall -n trident-protect trident-protect
3. Trident Protect U AH|O|AE MHRLIC.

kubectl delete ns trident-protect
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Trident &X|, 71, ¥22{|0|= 5! =H| sHZ0f| Chist 2= CHE S HOtEHA|IL.

TridentS Z0tLt X5 HE| X2

24.02 22| =8H Trident= 28, 68, 108 S 4740t} 22| =ElL|C}.

Trident= £ HE Q| KubernetestlAM 2E2|=2l B E 7|52 X|KTL|7H?

Trident2 YEIHO 2 Kubernetes(HIH ot 7|58 K|SHK| &LICE Trident= Kubernetes HIEF 22| XE 2=
& Trident 22| A LHOIM HIE 7|52 K@ = JUSLICE

Trident7 Z'55t= O CHE NetApp ME0| S4M0| J&LII?

Trident= CI2 NetApp AZEQ|0] X|Z0f| | Z51X| @O S My ojZ2|#Ho|Mo2 RHEtL|Ct J2iLt
NetApp Bl = AE2|X| C|HtO| AT} QLo{of EhL|Ct,

Trident 71 0f| CHet TAH| ME HEE {2 &2 = ASLIN?

HHZ AMESIH tridentctl get Trident 740 CHot Xt HEE HE 4 QUESLICE.

TridentS S3ll 2E2|X|E Z2H| X' dot= S| 2ot HERIS =telet = JASLIN?

k=)
Im
oln
_—J
Q_
()

3
II9
=2
i
rOF
oxd
HT
mjn

Ofl. Prometheus 28 2t2|== W A= & TZH|XJE 28 =, AF8E Ht
£3SH= O AA8Y £ JBLICH ZLEHE 5 2M0|= £ "Cloud Insights"At

ol
|'u0I-
4>
|II>
r
_IT'_

Trident= CSI ProvisionerZ A% [l AF2X} &HA0| SEHEIL| 72

OfL|R2. AFEXt 2t 8l 7|50 2hot ot tHE *f@% ASLICE AHZEl Provisioner 0|2 LICH
csi.trident.netapp.io. O] Trident AX| B2 $ixf 5! gk HE|A0|M HBot= ZE M 7|52 AH8StE =
20 #HEELICE

Lo

Kubernetes 22{AE{0]| TridentS AX|sl1 AF2EL

ok

Ct

Trident= 7H2! HX[AEZ|0M 22l EX[E X[ EL7?

o, TridentS QEZIQICZ M| 4 Q&LICE 2 "Trident A X|0f| CHol LObFLICHEIERSHMAIL.

TridentE $H0Z

nx

X2t 4 YL
Ofl. Trident 18.10 O 40 A= S2IAE0] HMAT 4 QU= BE HFE{OIM 22 4% 7|52 kubect1 XBLIC,

A

T
HM| ATt 21 El = kubect1(0: ®H ARE M BBES AEDSI0 kubectl get nodes 2Ql) &X| X[HS
tHELICt.
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https://docs.netapp.com/ko-kr/trident-2410/../trident-get-started/kubernetes-deploy.html
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Trident= 17}84 S 7 4E &= A&UMN?

Trident= StLIQ| QIAEI AT} Ql= Kubernetes B ZE(ReplicaSet)2 MX|=| 22 HAZL LHEE|0f QU&LICH BHEOAM
SH =& =2|H ¢t ELICE Trident?t AX[El =7} &4 E|HLE Pod0i| AMA S 4= gl= B Kubernetes= 0|
PodE Z22{AEQ MA CZ X502 M PXBILICE Trident= HEE Z2||Q12t st 2, $xH OIREE PodS
Trident Rt ZZSHH HakS BHX| Qb&LICE

Trident= kube A|AH! LA T O] A0 HAM|ASHOF BFL|77L?

Trident= OHE2[H|0|M0]| MZ2 PVCE QEs= Al7|E ZHSH7| 26 Kubernetes API A|HO|AM 1B = | kube-
A AEIOf HM[ABHOF BFL|CE,

TridentOl| A At25H= e 8 Privileges= AU LI7H?

Trident BX| T2 2 Kubernetes 22{AE{ 2| PersistentVolume, PersistentVolumeClaim, StorageClass %
Secret 2|AA0| CHSE EX HMA HBHS JHEl Kubernetes ClusterRoleS MM StL|CEH € "tridentctl A X|Z AL X}
KELCHEESHA L.

TridentOi| Al 2X|0f| Ar23t= Hetot OHLITAE TS 2Z0|M Mg = ASLIN?

2Rt LR Tridentoll M 2 X|0f| ArEdt= Fetot LM AE THAS 2H0M WHst =T + ASLCH S
"tridentctl X[S AFEXE XY LICHEZSHHAIL.

2719] 7H¥ Kubernetes 22{AE{0f| il 27H2] 7HEH Trident QI AEIA0]| CHH S LSt ONTAP HHIE SVME 2%
2= JAELIN?

=2 71—

IAEAO CHSH DRt 28 0|52 X|™SHALE IO D RTt storagePrefix D7) HEE
setup/backend. json K| ™HELICt Ol STt FlexVol7t & QAEIAC| 25 AFRE|X| (=T 57| 2ot
7‘|°|L| |:|'

A Hd .

AFBHR|= QA2 IO Trident QAAEIA0] CH) SUSH AT SVMES AHBE 4 UALICH MX[eHs S0t 2t
o

ContainerLinux(0| X 2| CoreOS)M|A| TridentE HX|& & USLIMH?
Trident= TH&$t Kubernetes Pod 2, Kubernetes7t Al 01 I E 30| AX|& 4 Q&LICE.
Trident= NetApp Cloud Volumes ONTAP2} 8H7H| A& 4= QU&L|7H?

0o, Trident= AWS, Google Cloud, Azuret|A| X[ ElL|Ct,

Trident= Cloud Volumes Services2t HSEIL|7I?

oll. Trident2 Azure2| Azure NetApp Files A{H| A2} GCP2| Cloud Volumes ServiceS X| & gtL|C}.

MO
rio

X of &2 2 X|
NetApp= TridentS X|&EfL|7}?

Trident= 2E 220/ 222 HSE X2, NetApp HAET} X[ == 22 NetApp= OIS 2tHSHA| X F gL Ct.
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kubectl describe torc trident-2

Name: trident-2
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvo6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

0| 22 = Trident X[ AF2 =l 7} 00| YS2 TridentOrchestrator LIEFRHL|CEH Z2F Kubernetes 22{AEN =
SHLEQ| Trident QIAEIATDIUZS £ Qo0 Z 2AHAX= MMHE £ U= 2 QIAEI AT} SO ZXHSIEF
TridentOrchestrator E&EL|LCY.

EESH Trident Pod2| HEHE 2HESHH Rt B RE[U}SS LIEIL= 27t BELCH
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kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

StLt Ol &te| ZIE|O|A O|0|X|E 7HM K| oik7| W20l ZES 2AHS| £7|otet = QiCh= AS B89 & & ASLICH
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A28 M HMO|E BHE £ TridentOrchestrator UELICE.

E AE%t Trident I A tridentctl
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AlHSE & QIEL|CH tridentctl install.

Ho

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

Trident %! CRDE 2T 3| X|HgL|Ct

Trident?t W& E 2= CRD 3 22 AEX X|H 2| AAE TS| MAY 5= ASLICH

(D O| Rt AT 4= AUBLICE TridentE 23| MZ MX|St2{= 27t OfL|2HH 0] 2 S & SHK|
OMMA|2. CRDE M[AHSHA| 210 TridentE M52 2 "TridentE M AHZLICHEZSHYAIL.
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TridentE M| 7{5t1 Trident 2FXHE AHRSI0{ CRDE 2t 5| X752 H:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout": ["crds"],"uninstall":true}}"

[ (=4
=0

Helm2 AFE5HH TridentE X756t CRDE &3] M5k H:

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code> tridentctl </code> £ X XA

£ M85t TridentE X7t & CRDE 2H S| MAHELICH tridentctl

tridentctl obliviate crd
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SHA|IZ7t Alojgt . Ef% ILfﬂlg" Q=0 cist i Z WHS MBS ELICH = KubernetesE 1.272
A O|EE £ UELICE

HIJATO|A 3! PodE AHIMSLICE

PodOi| Trident 22| W ATO[A(NVMe ST E25)7F HEE[N A= BLRE 7188 EZUSLICH ONTAP A= 0f| A
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If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the

Kubernetes node.
o2 ek

MH| 7|sE& S dataLirsE S SLILCH.
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If you remove the "hostNQN'
subsystem, the unstaging process gets stuck when you attempt to delete the

of the worker node from the corresponding

pod. In this scenario, you cannot run any NVMe CLI commands on the

Kubernetes node.
JollE g

£ “hostNON" o9l A[AHIN| CA|

xoterct.
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Trident X| & 20| ZALO|2

Trident= O W2t M| 7HX| =F2| X2 S LI & "E2lZ ?Iet NetApp 2L ES0f H{F X"

Jél-xol.AlMg.
etest x| ¢
Trident= SAIY 2R E 1270 St st X[ H3L|Ct

RleHEl X|¢d

Trident= ZSAYE2RE 13-2470E &

o

X7t X
Trident 2M= AL

HH 2rE X

"24.10" 20254 10

"24.06" 20254 6

"24.02" —

"23.10" —

"23.07" —
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20264 108
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IE =5

8443 BHXHE HTTPS

8001 Prometheus HEZ| AI=EXQIE

8000 Trident REST A{H{
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Trident REST API

Trident REST API2t &% X25h= JH 412 BHO|X| T "tridentct! B2 8! SM"#sh= 22
REST 282 2H™ A8 = &Lt

REST API AtE A|7|

REST API= Kubernetes?t Ol CHE 13 S A0 A TridentS S2 AH HIO|HE|Z AFRSH= 158 X[
s Ct

Hotg Zetst7| 2fdh Trident= REST API Pod LU O|M AHE M 7| 2MOZ |ocalhost= HMIBHEILICE O] SES
HASIH™ sie POD 40j|A Tridente| ~address I+E HHsHOF 2LICH

REST API At

0|21t API7t S EE|= WHO| 0| E2{H DEBUG(-d) 22|32 METLICL XtAIet LHE 2 2 "tridentctl2 AL SHK

TridentE &2|ghL| EF‘ r A2,
API= Ct3 1t 20| ZHsBfL|Ct.

7t 27|

GET <trident-address>/trident/vl1/<object-type>
o dAlo| BE JHMIE LiEeL|Ct.
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GET <trident-address>/trident/vl/<object-type>/<object-name>
HHE WA MF HEE 7t™ZLICE
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POST <trident-address>/trident/vl1/<object-type>
X[™E Aol 7HH|E THELICH
© et JHA|Cl JSON 7tA0] HeStL|Ch 2t 7HA| ol At 2 "tridentctl2 AHESHO] TridentE
ZHE| L CHE S A L.
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AFH|

DELETE <trident-address>/trident/vl/<object-type>/<object-name>
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ClHZ £33 ettt

-loglevel <level>
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2HL|E|A
-k8s_pod

Kubernetes X| A2 &4otst2{H 0| M = -k8s_api server 2 ALERLICL Ol B S ALEotH
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-volume driver <name>

Docker £2211¢18 S5 I AHE&|= E210|H O|FYILILE. 7|22 netapp YL

-driver_ port <port-number>
UNIX 0|21 2210] Ot of ZEO|AM 41 CHZ[ZHL|CE.

-config <file>
T R42 M Holle 1 Thloj et of F=2E X|FsHof §iL|Cf,

Al
2

ot

-address <ip-or-host>

Trident2| REST At 7} =AI8HOf St= FAE X|™HEL Ef 712242 localhostLIC}. localhostOl| Al =74Lt
Kubernetes PodO|A A3 Q1 AL REST QE{H0|A = Pod 2I£0i|A 2T HMATSH &~ QELICEH POD IP
ZFA0 M REST QE{HO| AN HMAL > JEE SH= ~address "' O AFEEL|CY.

@ Trident REST QIE{H0| AL 127.0.0.1(IPv42] ZR) L [:1](IPv6S] ZR)0ll ATt 441
MH|ASIEE e 5 ‘RASI—IEF.

-port <port-number>
Tridento| REST M7} 4= 213}{0F 5t= ZEE X[FgL|Ct 7|= 22 8000 LIC.

-rest

REST QIE{H|O|AE ZM3}BtL|C 7|22t true RILICE

Kubernetes 2! Trident 2LEHNE

REST APIE AIE510 2|AA HHE 210 MHXA Kubernetes & Trident?}t 45 2H&2
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1. AF2Xt7L oo 22|Xt7t A3t KubernetesOlA £ 37|9] storageClass ME22 A2 QHESI=

PersistentvVolume 7t MM EL|ICI persistentVolumeClaim.

2. Kubernetestl M= StorageClass TridentS ZZH|MJOZ AlHst 1 QHEI ZejA st 252
T 2H|NYSH= YRS Tridentof] 22{F= 07 HLE TEtBtL(CL

3. Tridente YX[ot= =2 AEST storagePools SefAN Cist =52 T2H|N Y= Ol AFEE 4= e
STt 0|E2 AHESI 8T storageClass O|E2 Backends &QIgL|C},

4. Trident2 YLX[St= BHASO|A AEE|X|E T2H| NSt = 719 QENMES MMTHL|Ct: Kubernetest| A
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deletionPolicy: Delete
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spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]
2| aA Sk chst Xt LI2 2 S "Kubernetes: 2| A A ST ARSHAAIRQ.

MX|7F AofstH ™M2| LTt ResourceQuota
CEX|2F M| E 2tE = M| Amists 2L ResourceQuota HA A|E$t "M S 'CHS CHA| A X[gL|Ct.
O|H A s ER|7} SHEE|X| YOH JHHE £E5 O ResourceQuota MHELICH

M7 ResourceQuota

2laA gES AH Hofdt2 = R Ch2 BEE ALt Trident 7HKIE MAHE 4= ResourceQuota UAFLILE.

kubectl delete quota trident-csi -n trident

POD HO BEZ(PSS) U 29t Z{E| AE H|2HSCC)

Kubernetes Pod E9t EF(PSS) ! Pod E2F HA(PSP)U|A A2 A3t T2 Mot
PodQ| S22 X|$HErLICt. OpenShift Security Context Constraints(SCC)E OpenShift
Kubernetes Enginedil £&%t POD H[et2 Ho|gfL|Ct. O|2{St AFEXl X|H 7|52 M35t |
23l Trident= €X| 0| & Aot dstefL|Ct. =2 4H0| M= Tridentoll M Aot AL
Hoto]| CHol XtAs| M BtL|Ct.

432


https://kubernetes.io/docs/concepts/policy/resource-quotas/
https://kubernetes.io/docs/concepts/policy/resource-quotas/
https://kubernetes.io/docs/concepts/policy/resource-quotas/
https://kubernetes.io/docs/concepts/policy/resource-quotas/
https://kubernetes.io/docs/concepts/policy/resource-quotas/

@ PSS& Pod 29t H&(PSP)2 CHM|BILICE. PSP= Kubernetes v1.210[A| AF2E|X| O
v1.250| A MIAELICEH XkMISH LHE2 S "Kubernetes: EOMEERSHMAIL.

T Q3 Kubernetes 29 7EIAE Gl 2t TIC
20t o
Ed AHst CSIE AtE%t2{H 02 E X|H0| 2kE5F0|0{0F BfL|Ct.

o
Z, Trident .= ZEJ} H3H0| Q= HH|O|HE A of
SrLICH XHMISt LH82 2 "Kubernetes: OF2E HI}
"EERSHAA L

SAE H{EYZ iSCSI H|20f| ZRIL|Ct iscsiadmiSCSIOIREE
2|5t SAE HEYZAS AHESHH iSCSI Ozt
E gLt

SAE |IPC NFS= IPC(EZM|A ZH EANE AF25I0{ NFSD2t
EMBILCE,
SAEPID NFSE A|Z6H7| I8l rpc-statd 2R BL|C.

Trident= NFS 2&2 O ESH| M| S AE
DIZMAE 2ot 7t Ml QX HEE rpe-statd
gholstL|Ct,

Hl3eLct 0| sys ADMIN 7|2 #t0| = ZEH|o[LHof| CHEt 7|2
7159 Y Z MZEL|CE 0|S S0{, Docker= A3t Q=
ZiEl[o|LH0]| CHal CIS2 2t 22 7|sS M- ELICT.
CapPrm: 0000QQ03fffffffff
CapEff: 0000QO3fffffffff

Seccomp Seccomp ZE=E2 #ot0| U= ZEH| 0|0 A &k K|Sk
AS"0|2 2 Tridentol| M EM3te 4= QIELICEH
SELinux OpenShiftti A= #eto| Q= ZH|0[LH7t spc_t ("&<

ot A= AH0[LH") EH|QIof| A MAZ| 10 HBHOo] gl=
ZH|0|= container t TMHQIOA HHELICE
containerd 7t AX[E[0] QJOH ‘container-
selinux 2& ZiH[O[H7} =OH|QIOA HHEN spc t
SELinux?} MO = H|ZdotElL|Ct M2t Trident=
ZAE|O|H0]| F7HE[X| seLinuxOptions &&LICE.

DAC Hsto] = HH|O| = REEZ MW E|0{0F $L|Ct H$to]
= ZIHIO| = rootZ2 A™E| CSIN 2P UNIX
0] HM| ALY,

POD E9t EZ(PSS)

2h A 7|22

pod- Trident ZAEE8{Q} LEE MX| enforce: privileged
security.kubernetes.io/enf UAHO|AO BOISY & UELICE enforce-version: <version
orce pod- HLADO|A 20| S8 HESHK| of the current cluster or
security.kubernetes.io/enf OFHAI2. highest version of PSS
orce-version tested.>

433


https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/security/
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation

TR 4 "@F MM v AN EZHIE - CS|-...
"t st & A2 9| HJADO|A 2f|0|S0| HAERE=X| privileged SQIBILICE,
Q= AR TridentS CHA|

O

HYATo| A Bloj2S s
st LI 0]
=]

I
=TI

PSP(POD =90t %)
Zoof Y™t Ay 7|22k
allowPrivilegeEscalation Aot Q= AH| 0| = Aot true
ol AZ2|| 0| M S 5{EdHOf L Ct.
allowedCSIDrivers Trident= QI2HQ! CSI Al 2ES2 H|O| }SLICH
AHESHX| &Lt
allowedCapabilities Hoto| gl= Trident ZAH|O|LH= 7|2  H|O] QJUELICEH
NEELHH 2 7SS HRE K|
Ao Hoho| Q= ZAHO|H 0| 2&
7ttt 7|50 2 EL|Ct
allowedFlexVolumes Trident= & AF25HX| "FlexVolume  H|O{ Q&LICE
CEO|H"YUCERE 5{EE SE
SE0f| 2= X| etSLIC
allowedHostPaths Trident tE XE&= L EQ| 2E MY H|O| JELICH
AMAHIZ OIRESIEE 0| &2
AH5t= o= otF& O|FO|
ASLICE
allowedProcMountTypes Trident= OFF Z T ALEGX] H|O] QUELICH
ProcMountTypes %&LICt.
allowedUnsafeSysctls Trident= QtHSHK| E2AE RSHK] H|O| JSLICH
sysctls S¥&LICE
defaultAddCapabilities oo Rl AHo|Hof| 7| s F=7hE H|O JASLICEH
2ot glan ok
defaultAllowPrivilegeEscal #HoHHAZYO|ME 5{Est= UL false
ation 2 Trident ZEOf|A| X2|ElL|CE.
forbiddenSysctls OfL|R. sysctls H|O AELICH
fsGroup Trident Z4H|O|H 7} REEZ RunAsAny
A EL|CH
hostIPC NFS =252 OIRESIEH S AE true
IPC2t SAI6HOF SfLICH nfsd
hostNetwork iscsiadmZ AIE5tHH S AE true
HERIZ7}iSCSI |21t SAI6{0f
2=
hostPID Host PIDE = =71 A8 SQIX| true
HEE 2l8{OF rpc-statd &LILCE.
hostPorts Trident= SAE ZTEE A5} H|O] UELICH

434

oA L|C},

[E=]


https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-storage/flexvolume.md

o =PLICH

=

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup

runAsUser

runtimeClass

selLinux

supplementalGroups

volumes

29

Trident tE TE= 228

Ot2Esta{H #eto] A= ZHI0HE

2B OF LTt

Trident £ XEE= L C Ot
A AEIO| MOF BFL|CE,

Trident =& XE= o0 U=
ZIE|0|H & dHot A
s

N
or
mjo
J‘l‘
>

Trident ZiIH|O|H7t REE=Z
ASHEILICE,

Trident ZIH|O|LH7t REZ
ASHEIL|CE

Trident= £ ALK
“OFA

‘RuntimeClasses ¥ &L|LCt.

Z1H|0| L HEFR T} Kubernetes

HHZ Ol A SELinuxZ X 2|st= ehAlof

SoAx| XtO[ 7} QL7 =0l TridentZ}
MM™E[X] seLinuxOptions
otsLCh

(=]
Trident ZAEH|O|H{7} REZ

AHELIC.

Trident PodOf|= 0[|2{3t 25§
Eg{1elo| WegtL|Ct,

SCC(Security Context Constraints)

2t

allowHostDirVolumePlugin

allowHostIPC

allowHostNetwork

allowHostPID

allowHostPorts

allowPrivilegeEscalation

243

Trident t= XE= L E9| 2E MY

AMA”E DF2ERLIC

NFS 2E2 OIREstZH SAE
IPC2t EASHOF nfsd 2L|C}.
iscsiadm2 AIE5tHH SAE

HERZ7tiSCSI o2zt S I8Hot
gfLict.

Host PID= L E7} A8 FoIX|

R E &QI8HOF rpc-statd HLICH

Tridents SAE IEZ ALE5LX|
5L
Het A= eI = Aot

o ~Z2|0[4= 5{&3HOF LIt

true

false

none

RunAsAny

runAsAny

HIO] AELICt

H|O] LIt

RunAsAny

hostPath, projected,
emptyDir

7|22k

true

true

true

true

false

true

435



2 29 =

allowPrivilegedContainer Trident tE XEE= =52 true
OR2EsteH #eto| = #HO|HE
Aasiof gfL|Ct

allowedUnsafeSysctls Trident= oI'7E‘|0|'X| U2 Z QFSHA| none
sysctls ¥&LICt.

allowedCapabilities Hoto| Q= Trident ZAE|O|L = 7|2  H|K{ JSLICt
MEHLCHH B2 7|52 ERE K|
tom Aoto| = ZAH[O|H o 2=
7tsst 7|1s0| 2o EL|Ct

defaultAddCapabilities Hoto| A= AHIO|HY| 7|52 =71 H|O J}ELICE
ZeJt elsLct

fsGroup Trident ZAE|O|L{ 7} REZ RunAsAny
A EIL|C,

groups 0| SCC+ Tridentd| 2t s & | H HIO| }SLICH
AEXIOf[A| BRI ELICE.

readOnlyRootFilesystem Trident & XE= L& O false
A AE0f| MO SFL|Ct.

requiredDropCapabilities Trident =& ZEE= H$H0| Y= none
9‘|E1|0||-‘|E St 7|58 AHe =
SiSLICt

runAsUser Trident ZAE|O|L{7} REZ RUnAsAny

AAHELICH

seLinuxContext ZiE| 0| EFRIT} Kubernetes H|Of }ELICH
HHZZO| Al SELinuxE X 2|5t= 2l
X AHO|Zt QU7| Wi Z0l| Trident”t
HAHEE|X| seLinuxOptions

AELICE
seccompProfiles EH ZAHO| = A "HIX|SH MEHE2  H|O JFESL|CH
A EIL|CE,
supplementalGroups Trident ZH|O|LH{7} & RunAsAny
A EIL|CE,
users 0| SCCE Trident WA O| A9 S R=]
Trident AL XHO|A| HEQIZI S| 9| 6H
StLto| et=0| NS ELICEH
volumes Trident Pod0f|= O|2{3t 2& hostPath, downwardAPT,
E2{7010| ERtLC) projected, emptyDir

436



x5

"https://www.netapp.com/company/legal/copyright/"

=f:

NetApp, NetApp 211, NetApp A E H|O|X|0f LIEEl O3 = NetApp Inc.2| AHILICE 7|EF S|AL B! HIE O|E=2

SfE 2RAte| Y = AFLCH
"https://www.netapp.com/company/legal/trademarks/"

E -t

=¥l

NetApp 48 S8 S22 CHS ALO|E0]M Zolgt 4 AFLICE

https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf

el HE Ho MM

"https://www.netapp.com/company/legal/privacy-policy/"

QL AA

- ==

TridentE NetApp 2T EQ| 00| AHR-El EfAF K ZHH U 20| MA = o ZF Z2|Aof ChEt I X| UM HES &
USLIC} https://github.com/NetApp/trident/.

437


https://www.netapp.com/company/legal/copyright/
https://www.netapp.com/company/legal/trademarks/
https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf
https://www.netapp.com/company/legal/privacy-policy/
https://github.com/NetApp/trident/

4=

M =2

Copyright © 2026 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt £EHFAL =2, =% EE= MX AM A|AH0| K& SH= AS HIZet 22T,

AN = 7| AN o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY0{0f|i= o] 20| M AL nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y SThs Ze5t0](010f I =X §4F), Of ALEH 0] A= QIol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHA AdHo] Lo chotod 1 2 0], MZ, Ao}
O, {243t Mol S Bel(hAl i JX| 92 F2)2t 2210] Of et MUT X|X| oD, 0feh 22 Ao
24y JHs 0| SX|EI{CH SHEFE ORI pRILIc

NetAppS £ 2A0ll MHE MZS AMER] 0|7 90| HHY H2|S HRBHITE NetApp2 NetAppS| HAIH!
Nt S0|2 gre 2e2 Flofeln £ 20| MTE HES ALBSto LMsts ofHst SH|0|E HUS XX ALICH
A

= HZQ A = F0i2 B2 NetAppOllA= Ot E5H, S HH = 7|6 X T LHH0| HEE|= o[ AT
HSotXA| dELItt.

= B0 2FE HMF2 oLt o|¢2| 0= 59, ot 5] L= £ Sl 5512 2 UL

Hgtd M| Al HEo| o5t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= HIO|H-H| 4 YA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE MptAtEto] MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE MH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5
RHAtIL|CE & A2t 2l HS &= 25 NetApp 7|2 CIO|EH X ZEEH AZEY s 2XEMOZ MAAE0|H 710l
HI200 2 JNUE|JELICEH 0= M2 = HI0|E 7t M3 E O|= Alefa 2 sto] sHEh Al2kS XISt o2t HI0|E ol
CHot M MAXMOE HISHHO0|I e 4 ol THAHR0| E7t56HH F& S7Hstt 2to| A E Mgt o=
ZHELICE o47]0f] IS E BRE M 2lSt NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E £ QIELICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS £ 252.227-7015(b)(2014 2€)0i|
HA|El HtO 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF !

HE OIE2 oiE 27X dHY = ASLIC

438


http://www.netapp.com/TM

	Trident 24.10 설명서 : Trident
	목차
	Trident 24.10 설명서
	릴리스 정보
	새로운 기능
	24.10의 새로운 기능
	24.06의 변경 사항
	24.02의 변경 사항
	23.10의 변경 사항
	23.07.1의 변경 사항
	23.07의 변경 사항
	23.04의 변경 사항
	23.01.1의 변경 사항
	23.01의 변경 사항
	22.10의 변경 사항
	22.07의 변경 사항
	22.04의 변경 사항
	22.01.1의 변경 사항
	22.01.0의 변경 사항
	21.10.1의 변경 사항
	21.10.0의 변경 사항
	알려진 문제
	자세한 내용을 확인하십시오

	이전 버전의 문서

	시작하십시오
	Trident에 대해 자세히 알아보십시오
	Trident에 대해 자세히 알아보십시오
	Trident 아키텍처
	개념

	Trident의 빠른 시작
	다음 단계

	요구 사항
	Trident에 대한 중요 정보입니다
	지원되는 프런트엔드(오케스트레이터)
	지원되는 백엔드(스토리지)
	피처 요구 사항
	호스트 운영 체제를 테스트했습니다
	호스트 구성
	스토리지 시스템 구성
	Trident 포트
	컨테이너 이미지 및 해당 Kubernetes 버전


	Trident를 설치합니다
	Trident 연산자를 사용하여 설치합니다
	tridentctl을 사용하여 설치합니다

	Trident를 사용합니다
	작업자 노드를 준비합니다
	올바른 도구 선택
	노드 서비스 검색
	NFS 볼륨
	iSCSI 볼륨
	NVMe/TCP 볼륨
	FC 툴을 설치합니다
	파이버 채널(FC) 지원

	백엔드 구성 및 관리
	백엔드 구성
	Azure NetApp Files
	Google Cloud NetApp 볼륨
	Google Cloud용 Cloud Volumes Service 백엔드를 구성합니다
	NetApp HCI 또는 SolidFire 백엔드를 구성합니다
	ONTAP SAN 드라이버
	ONTAP NAS 드라이버
	NetApp ONTAP용 Amazon FSx
	kubectl로 백엔드를 만듭니다
	백엔드 관리

	스토리지 클래스를 생성하고 관리합니다
	스토리지 클래스를 생성합니다
	스토리지 클래스를 관리합니다

	볼륨을 프로비저닝하고 관리합니다
	볼륨을 프로비저닝합니다
	볼륨 확장
	볼륨 가져오기
	볼륨 이름 및 레이블을 사용자 지정합니다
	네임스페이스 전체에서 NFS 볼륨을 공유합니다
	SnapMirror를 사용하여 볼륨을 복제합니다
	CSI 토폴로지를 사용합니다
	스냅샷 작업


	Trident 관리 및 모니터링
	Trident를 업그레이드합니다
	Trident를 업그레이드합니다
	운영자와 함께 업그레이드하십시오
	tridentctl로 업그레이드하십시오

	tridentctl을 사용하여 Trident를 관리합니다
	명령 및 글로벌 플래그
	명령 옵션 및 플래그
	플러그인 지원

	Trident 모니터링
	개요
	1단계: Prometheus 목표를 정의합니다
	2단계: Prometheus ServiceMonitor를 만듭니다
	3단계: PromQL을 사용하여 Trident 메트릭 쿼리
	Trident AutoSupport 원격 측정 기능에 대해 알아봅니다
	Trident 메트릭을 비활성화합니다

	Trident를 제거합니다
	원래 설치 방법을 확인합니다
	Trident 운영자 설치를 제거합니다
	설치를 제거합니다 tridentctl


	Docker를 위한 Trident
	배포를 위한 사전 요구 사항
	요구 사항을 확인합니다
	NVMe 툴

	Trident를 구축합니다
	Docker 관리형 플러그인 방법(버전 1.13/17.03 이상)
	기존 방법(버전 1.12 이하)
	시스템 시작 시 Trident를 시작합니다

	Trident 업그레이드 또는 제거
	업그레이드
	설치 제거

	볼륨 작업
	볼륨을 생성합니다
	볼륨을 제거합니다
	볼륨의 클론을 생성합니다
	외부에서 생성된 볼륨에 액세스합니다
	드라이버별 볼륨 옵션

	로그를 수집합니다
	문제 해결을 위해 로그를 수집합니다
	일반적인 문제 해결 팁

	여러 Trident 인스턴스를 관리합니다
	Docker 관리 플러그인 단계(버전 1.13/17.03 이상)
	기존(버전 1.12 이하) 단계

	스토리지 구성 옵션
	글로벌 구성 옵션
	ONTAP 구성
	Element 소프트웨어 구성

	알려진 문제 및 제한 사항
	이전 버전에서 Trident Docker 볼륨 플러그인을 20.10 이상으로 업그레이드하면 해당 파일 또는 디렉터리 오류가 없는 업그레이드 오류가 발생합니다.
	볼륨 이름은 최소 2자 이상이어야 합니다.
	Docker Swarm에는 모든 스토리지와 드라이버 조합에서 Trident이 이를 지원하지 못하는 특정한 동작이 있습니다.
	FlexGroup를 프로비저닝하고 있는 경우, 두 번째 FlexGroup에 프로비저닝되는 FlexGroup와 공통되는 하나 이상의 애그리게이트가 있는 경우 ONTAP는 두 번째 FlexGroup를 프로비저닝하지 않습니다.


	모범 사례 및 권장사항
	구축
	전용 네임스페이스에 구축
	할당량 및 범위 제한을 사용하여 스토리지 사용량을 제어할 수 있습니다

	스토리지 구성
	플랫폼 개요
	ONTAP 및 Cloud Volumes ONTAP 모범 사례
	SolidFire 모범 사례
	자세한 정보는 어디서 찾을 수 있습니까?

	Trident 통합
	운전자 선택 및 전개
	스토리지 클래스 설계
	가상 풀 설계
	볼륨 작업입니다
	OpenShift 서비스를 배포합니다
	메트릭 서비스

	데이터 보호 및 재해 복구
	Trident 복제 및 복구
	SVM 복제 및 복구
	볼륨 복제 및 복구
	스냅샷 데이터 보호

	보안
	보안
	Linux 통합 키 설정(LUKS)
	Kerberos 전송 중 암호화


	Trident Protect로 애플리케이션을 보호하세요
	Trident Protect에 대해 알아보세요
	다음 단계

	Trident Protect 설치
	Trident 프로텍트 요구 사항
	Trident Protect 설치 및 구성
	Trident Protect CLI 플러그인을 설치하세요

	Trident Protect 관리
	Trident Protect 권한 및 액세스 제어 관리
	Trident Protect 지원 번들 생성
	Trident 프로텍트 업그레이드

	애플리케이션을 관리하고 보호합니다
	Trident Protect AppVault 객체를 사용하여 버킷을 관리합니다.
	Trident Protect를 사용하여 관리를 위한 애플리케이션 정의
	Trident Protect를 사용하여 애플리케이션 보호
	Trident Protect를 사용하여 애플리케이션 복원
	NetApp SnapMirror 및 Trident Protect를 사용하여 애플리케이션 복제
	Trident Protect를 사용하여 애플리케이션 마이그레이션
	Trident Protect 실행 후크 관리

	Trident Protect 제거

	지식 및 지원
	자주 묻는 질문
	일반적인 질문
	Kubernetes 클러스터에 Trident를 설치하고 사용합니다
	문제 해결 및 지원
	Trident를 업그레이드합니다
	백엔드 및 볼륨 관리

	문제 해결
	일반 문제 해결
	연산자를 사용한 Trident 배포 실패
	를 사용한 Trident 배포 실패 tridentctl
	Trident 및 CRD를 완전히 제거합니다
	rwx 원시 블록 네임스페이스와 관련된 NVMe 노드 스테이징 해제 실패 o Kubernetes 1.26

	지원
	Trident 지원 라이프사이클
	자가 지원
	커뮤니티 지원
	NetApp 기술 지원
	를 참조하십시오


	참조하십시오
	Trident 포트
	Trident 포트

	Trident REST API
	REST API 사용 시기
	REST API 사용

	명령줄 옵션
	로깅
	쿠버네티스
	Docker 를 참조하십시오
	휴식

	Kubernetes 및 Trident 오브젝트
	개체가 서로 어떻게 상호 작용합니까?
	Kubernetes PersistentVolumeClaim 오브젝트
	Kubernetes PersistentVolume 오브젝트
	Kubernetes StorageClass 오브젝트
	Kubernetes VolumeSnapshotClass 오브젝트
	Kubernetes VolumeSnapshot 오브젝트
	Kubernetes VolumeSnapshotContent 오브젝트
	Kubernetes CustomResourceDefinition 오브젝트
	Trident 개체 StorageClass
	Trident 백엔드 객체
	Trident 개체 StoragePool
	Trident 개체 Volume
	Trident 개체 Snapshot
	Trident 개체입니다 ResourceQuota

	POD 보안 표준(PSS) 및 보안 컨텍스트 제약(SCC)
	필요한 Kubernetes 보안 컨텍스트 및 관련 필드
	POD 보안 표준(PSS)
	PSP(POD 보안 정책)
	SCC(Security Context Constraints)


	법적 고지
	저작권
	상표
	특허
	개인 정보 보호 정책
	오픈 소스


