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aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

--secret-string
"{\"username\":\"vsadmin\", \"password\":\"<svmpassword>\"}"
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aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
-document file://policy.json

-—-description "This policy grants access to Trident CSI to FSxN and
Secret manager"

* H# JSON IHY *:

policy.Jjson:

{

"Statement": [
{
"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
1,
"Effect": "Allow",
"Resource": "*x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"
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aws lam create-role --role-name trident-controller \

-—assume-role-policy-document file://trust-relationship.json

* trust-relationship.json It&!: *

"Version": "2012-10-17",
"Statement": [
{ "Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

AN CFS g2 trust-relationship.json YHI0|EgL|CY.
* * <account_id>* - AWS A& ID

* * <oidc_provider> * - EKS 22{AE 2| OIDC. CIE 2 HAStH oidc_providerE 7t 2 5= JUSLICE

AN

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"
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aws iam attach-role-policy --role-name my-role --policy-arn <IAM policy
ARN>
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aws iam list-open-id-connect-providers |
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eksctl utils associate-iam-oidc-provider --cluster Scluster name
-—approve

eksctiIL|Ct
CHS W0l M= EKSHIAM MH[A AHO| CHEE IAM SEt2 AMAMetL|Ct.

=

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

--cluster <my-cluster> --role-name <AmazonEKS FSxN CSI DriverRole>
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve
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Trident x| T2 I§7|X|0f|= Trident 2EXHE HIZESID TridentE MX|st= Ol 2R3 2E 20| ZotE[0f
AUSLICE GitHub2| XFAF MIMO|A %Al {7 Q| Trident M| T2 WS CIRECESID XS ELLCT
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wget https://github.com/NetApp/trident/releases/download/v24.10.0/trident-
installer-24.10.0.tar.gz

tar -xf trident-installer-24.10.0.tar.gz
cd trident-installer/helm

grep $oidc id | cut -d "/" -f4

E2 2 "CSI =&0]| tsh A4
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$CI

helm install trident trident-operator-100.2410.0.tgz --set
cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—namespace trident --create-namespace

HHS AF25I0] 0|5, HIYAHO|A XKtE, MEH, H HH 5! ™ HSot 22 MA| M2 HEE HEE £ helm
list UAELICE

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2410.0 24.10.0
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Trident EKS OHE20{|= x| Al Hot miX| 5! O £H0| IS E|0] UM AWSO||A| Amazon EKS2t &7H AtES
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* OHER 70| = Amazon EKS S2{AE AFEYLICE

* AWS OpZIE2[0| A0 CHet AWS # et
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 24: Amazon Linux 2 (AL2_x86_64) &= Amazon Linux 2 ARM (AL2_ARM_64)
* LE 2% AMD EE= ARM
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eksctl create addon --name netapp trident-operator --cluster
<cluster name> \
--service-account-role-arn

arn:aws:iam::<account id>:role/<role name> --force
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b. Ct3 * 2 S=/gL(Ct
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o. MEE T M+ 2 SESLD * A7} IS TN A7|0k- B wfat s 7 gt MMo)
configurationValues 07 =5 O EHA|0| M 2HE role-arnQ 2 AEELICHEL2 CHS & A10[010F &
eks.amazonaws.com/role-arn:
arn:aws:iam::464262061435:role/AmazonEKS_FSXN CSI DriverRole). & oilZ
YHO = 1Yl E MEiot ZR 7| =201 Chet 5Lt o] 42| @S Amazon EKS OHER2 2Fo =
HOE = ASLICE Ol FHMES ALESHX| @i 7| & 4F 1 £5ot= 29 Yol AL Ct 20t T
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https://console.aws.amazon.com/eks/home#/clusters

add-on.json

{

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v24.10.0-eksbuild.1l",

"serviceAccountRoleArn": "<arn:aws:iam::123456:role/astratrident-
role>",

"configurationValues": "{"cloudIdentity":
"'eks.amazonaws.com/role-arn:
<arn:aws:iam::123456:role/astratrident-role>"'",

"cloudProvider": "AWS"}"

2. Trident EKS &7t 7|5 AX|"

aws eks create-addon --cli-input-json file://add-on.json

Trident EKS 7} 7|52 YU|O|ESLICH

10


file://add-on.json

eksctIQL|Ct

* FSxN Trident CSI =7t 7|52 oix|f KT S &I gL Lt 22{AF 0|F 22 WAHELIC ny-cluster .

eksctl get addon --name netapp trident-operator --cluster my-cluster
=30+
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v24.10.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* O tHA|o] Z0f| M AFEE &= /U= YUOIO|E of2Hof| BHetEl T2 71 7|5S Yol|o|ERLCE.
eksctl update addon --name netapp trident-operator --version v24.10.0-
eksbuild.l --cluster my-cluster --force
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1. Amazon EKS 2 ttps://console.aws.amazon.com/eks/home#/clusters&L|C}.

. Trident by NetApp * £ 2ot IS * HE * 2

- Trident by NetApp * 7+ H|O|X|0i| M CtZE & etL|Ct.
a. Ar8d * BT * 2 MEHSIL|CE,
b. MEHM 11 MF *

k=]
— 1 =
c. HE LI MF * 2 St

AWS CLIS Z XA
CHS WM = EKS £7} 7| &2 YO|O|ERtLICE

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc-cni --addon-version v24.6.1l-eksbuild.l \
--service-account-role-arn arn:aws:iam::111122223333:ro0le/role-name

--configuration-values '{}' --resolve-conflicts --preserve
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://console.aws.amazon.com/eks/home#/clusters

Trident EKS &7} 7|52 X AH/A|HEL|Ct

Amazon EKS OHE2Z H|Hdl= F 7HX| SM0| JSLICEH

s * 2PAE0| OHIEL AT EQ0 RX| *- 0| SME TE= MXO| Amazon EKS #2|E H|7{gtL|Ct, est
AHIO|EE AlZEfSt = Amazon EKSHA YH|0|EE 22|11 Amazon EKS 0HERE XHS2 2 HH|0|Edt=
7|sx M|7{EL|Ct. oFX|2F 22 AR OHER2 AZEQ|0{7t EZEIL|Ct O] SME ASHH Amazon EKS
OH=20] Oofcl X7k 2t2|e AX|7F ELICH o] M S AHESHH OH==20f CHSt Et$Er°'0I Si&LIct "

preserve’ Q| FMS |RXISIH =7} 7|5E |AIYLICE

* * 2HAHO M OHER AT EQ ] 2tHMS| MAH * - 2HAHN 5%
HER2Z EHAHO|A XHSH= AO| £
“delete HHSHMAIL.

El 2|AATL = B0 Amazon EKS
Z5LICH --preserve F7t 7|52 HMAHSIHE FAHUM SIME

Hi-=

(D) oH=2ol 1AM IR0l #iZEl0f A 1AM AHo| HHEIX| eLch
eksctI2L|C}

CHE S AAHSHH Trident EKS 37t 7|50] MAHELICEH

eksctl delete addon --cluster K8s-arm —--name netapp trident-operator

2

3 =

4. X7t 7|5 * g 226t OHS * Trident by NetApp * & S2/gL|Ct
5. ®7 * & S=/gLCL

6

- Remove netapp_trident-operator confirmation * CHat AXI0f| A CHS S Sl BHL|Ct.

a. Amazon EKS7t O =20 CHet 2 2H2[E SXISt=F ot * S AEM RX[ * S HHY

S | |-
o =
377150 BE MFS X HelE 4 YTE S2AAE 0| £7H ALEF0IZ RA[SEE Z2 O
aeig $HBLICE,

b. netapp_trident-operator * & /23gtL|LC}.

C. I."j_l * = E.E|O|'|_||:I-_

AWS CLIE EZXSHHAIR
EHAH O|EQZ HH D my-cluster CHS EES AaBL|C

aws eks delete-addon --cluster-name my-cluster --addon-name netapp trident-
operator --preserve

AED|X| Mol =2 TLASHLIC}

(0

St
=

NTAP SAN 2! NAS =2}0|H

Ofm

AEZ|X| HAEE MYSI2{H JSON = YAML P40 7 IS BHS0{0F L|Ct. Ao M o= AEZ|X]|

12


https://console.aws.amazon.com/eks/home#/clusters

ot A AR, SVME 7HXet Q15 S-S XG0 gLILt. CFS GlFl= NAS 7|2t AEE2|X|E
AH230 At = SVMOI| AtH SEE MES= WS

= YHE EHFELCHL
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSONZ EESHMAIL

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "tbc-ontap-nas",

"svm": "svm-name",

": {
"fsxFilesystemID":
by

"managementLIF":

"aws

"fS-XXXXXXXXXX"

null,
"credentials": {
"name" :
name",

"type": "awsarn"

"arn:aws:secretsmanager:us-west-2:XXXXXXXX:sSecret

:secret:secret-

:secret-



Ct

dlo

BHES A Trident TBC(HA = F4)E Wd5t2 ASELICE

* YAML I}H0j|A TBC(Trident HAIE 74)E st L3 HHS H&eL|CH

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* Trident A= L M(TBC)O| H3MOZE MME|/}E=X] Q-
Kubectl get tbc -n trident
NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP S2t0|H A& HH
CHE E2I0|HE ARSI Trident=S Amazon FSx for NetApp ONTAP2 £E8et 4= JUELILCE.

* ontap-san: ZZ2H|XYEl 2} PVE X} Amazon FSx for NetApp ONTAP 2& L2 LUNYILICH E5
AE2|X|0ff HEEL|CH

* ontap-nas: Z2H|X'JEl 2t PVE MA| Amazon FSx for NetApp ONTAP 2&ILICt NFS 2 SMBYj|
HEELIC

* ontap-san-economy: ZEH|XYEl Zt PVE= Amazon FSx for NetApp ONTAP 8% 714 7ts$H LUN £2
LUNQILICH

* ontap-nas-economy: ZZH|HYEl 2t PVE= gtreeZ, Amazon FSx for NetApp ONTAP 284 = 48T
U= gtree LT

* ontap-nas-flexgroup: Z2H|X'JEl 2t PV= MAH| Amazon FSx for NetApp ONTAP FlexGroup
=EYLIC

C=2}0|H0]] CHSH XpM|SH LIRS "NAS E210|H{"3! "SAN E2I0|H"S At ESHAA|L.

-8 o] YEEH OhE BF S A5t EKS Lo 719 DU S YL

kubectl create -f configuration file

15
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kubectl get tbc -n trident

NAME
PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

T

O 7H g2
version

storageDriverName

backendName

managementLIF

16

BACKEND NAME

backend-fsx-ontap-nas

HAlE 7 U2 LIS &

Success

AE2|X| E2t0[Hel O| FYLICE

AHXH X' 0|8 EE= AEE[X|
=

Z8{AEH E= SVM 2| LIFQ| IP
F=A ’gﬁlzril =o2l O]E(FQDN)2
Xy 4 JAELICEH IPve 222 E
A5t Trident?t A X[l AL IPv6
FAE MESIEE H¥Y
UESLICE IPV6 TA = EH%*iE
FO{OF BL|CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]). aws “HHUM S

HMSste B2

‘fsxFilesystemID, TridentO|
AWSO{|A SVM HEE HAMGLY|
=20l E d3g 2RIt &LICH
managementLIF.
managementLIF [Lf2tA SVMOHIA
ArgXtol| Chet Xt SE(0ll:
vsadmin)2 | Sslof StH
AHEXHO[ A H&to] Lo{0F LT},

vsadmin

BACKEND UUID

7a551921-997c-4c37-aldl-

o

FAF 1

o

00t

ontap—-nas ontap-nas-
economy, , ontap-nas-
flexgroup,,, ontap-san
ontap-san—-economy

CE2lO|H O|E + “ ” + dataLlF

“10.0.0.17, “[2001:1234:ABCD::fee]”



oH7H i

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

29 o

TZEZLIFQ IP TAYLICE *
ONTAP NAS E2}0|H *: Cf|0|E]
LIFE X|¥3st= 20| £E5LICE
MBEX| = E 2 Tridents
SVMO|M H[O|E] LIFE 7FM&L|C}.
NFS O E 240 At
FQDN(H3IE T2l 0|5)2
X|™3stH of2]| H|O|E| LIFUM 2=
WHAZS 2ol 22 28 DNSE

o
A8 = AsLILE 27| 28 =0
HEY = ASLICH S FESHYA L.

* ONTAP SAN E2f0|H *: iSCSI0f|
CHa X SHR| OFY A2, Trident=
ONTAP MEH™ | UN HE AHESHY
CHs 4 MME 485t= ol 2Rt
iSCI LIFE ZMgtL|Ct H[O|E LIFZF
YAHOE HOlE|o JA2H ZL1T}
MMEILICEH IPve 22108 ARSI
Trident7t AX[El 22 IPv6 FAE
ArEStEE A = JUSLICEH IPve
FAe =2 FO{OF gL CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555]).

AHS AATE HH MM Ol AO[E  false

[Boolean] &4 2} Trident= U
autoExportCIDRs =42
AME75I0 autoExportPolicy
AARE HMS XSo= 2e|d +=
UASLICE.

0| MME A0 ol Kubernetes  "["0.0.0.0/0", "::/0""

Lt IPE EEE5= CIDR
autoExportPolicy SSLICE.
Trident= % autoExportCIDRs
SHE A0

autoExportPolicy HAZE

HME XSCE #eld = JASLICH
EE0| 8¢ 229 JSON YA "

o= O o

2|0[= MEYILIC

Base64 - 220|HE 2AZ A2
QITLE ZIRALICE QAS M T[4t
olE 0l At E LT

Base64 - S2t0[HE 712l 7|9
QlmlEl ZholLch QIEA 7]t
elZof AFSElLICH

Base64 - 2Z|g 4 A= CA
QIS MOl QA= ZEUL|CE MEH
Argt. Q1Z A 7|8t Q150f| AF2EIL|CE.
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OH7H 4 29 o

username S2{AE L= SVMO|| HZEE A Xt
O|SLICt XtA & 7|8t 130
A EILICE. 0f]: vsadmin.

password Z2{AE E= SVYMY| A

Zotes g2
XA 5 7|8 A B0 A E L

=L

svm MEZ AEE|X| 7h HAYLICE SVM 22| LIFZt X[ &l Z<0
TpEL Tt

storagePrefix SVMOIM A EES T2H|HYS ] trident
MEE|= MEAL MM Soj|= XSt
2 olAL|CH o] Oj7 H2AE
AG|0| ESI2{™ A{ HHolEE A M SHOf
oLk,

limitAggregateUsage * NetApp ONTAP * & O}0FE FSxO| AFESHA| ORMAIL.
CHSH A= XIESHK| OFY Al MIZE 2
vsadmin HlE fsxadmin
OHZ|H|O|E AtEEE HMst
TridentE AH23}H0] H|otst= o
ot Moto] ZEE|of UK
obAL|CY.

(k=]

limitVolumeSize QHEE 2E 37|71 0] HULEL 2 3% “(IEHLE HEE[X| §3)
S LYol 2mgfLIct. ot gtree
X LUNOIM 22|3t= =&2| %
37|18 Hletsta,
gtreesPerFlexvol M8E Sl
FlexVold £|CH gtree 5 AtEX}
g = ASLIC.

lunsPerFlexvol FlexVolZ %|CH LUN £= [50, 200]  "100™
H el LHol| LOJOF FL|CE SANEE
S
debugTracerlags S| S Al AR E Tl aulieiLich

ZejaULICE o E S0, {"api"false,
"method":true} =XIE sHZst
Me 23 "ot Hest A2t
OfL|™ AtESIA| OHYA|R
debugTraceFlags.

nfsMountOptions ZHEZ FEE NFSOIRE M "
Z22Q|L|Ct. Kubernetes T+ 29|
OIRE M2 Yutdo 2 AEZ|X|
A0 XHE O AKX, AEE|X]
e A0 OLRE SM0| X|HE[X| g2
A2 Trident= AEZ|X| HHAl= Q|
M oo X|ZE OFRE 282
A ESHEE ZUBtLICH AER|X]
SefA = 74 oo OFRE
=M0| X[HE|X| 42 H 2 Trident=
HAZ F =50f| OIRE SMS
MHSR| tELICE.
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OH7H 4 29 o

nasType NFS EE= SMB 28 MAMZ2 nfs
TFABIL|CH M nfs smb, EE
nullL|Ct. SMB =282 22 &
A5 OF 2L|Ct smb. Null2
MESIH 7| 2XHOE NFS 250|
A™ELICH

gtreesPerFlexvol FlexVolZ Z|CH gtree, H2| [50, "200"
300101 Lofof &t
smbShare Microsoft 2t2] 2& EE= ONTAP smb-share

CLIE A5t MdE SMB 372
0|2 &= TridentlA SMB 285
MMSIEE 5| 85H= 0|E2 XIEY =
AUELICE O] Oj7HH~= ONTAP
BHoll E0f| CH$F Amazon FSxO|
ZeetL|Ct,

useREST ONTAP REST APIE AME3tE B2  false
Of7H HQULICH * 7= 0|2|2E7] * =
useREST HIAE StAH0| HEE[H
DT2HM 2d2ol ot 7=
02|27| £ M3 ELICE 2 true
™ SHH TridentOl| A ONTAP REST
APIE AtESI0] Al EQt SAIBILICE,
0| 7|58 AHE35t2{H ONTAP 9.11.1
O| 40| HRTIL|C} ot AP E|=
ONTAP 219! A5t =
OHZ2|A|0] Mof| CHEH HAM|A HBtO|
UHOF ontap LICE. O]= 0|2
HolEl HAgtat Agtof| 2|

EZEILICH vsadmin cluster-

admin

aws AWS FSx for ONTAPS| 1M
ordoil N CtES X8 = JASLICE -
fsxFilesystemID: AWS FSx "
ot A ABISl IDE X[HSHAIR. -
apiRegion:AWS API X|¥ nn
O|EQLILCE. - apikey:AWS API
7|LICt. - secretKey:AWS H|H
7| 4Lct,

credentials AWS Secret Manager0| &g FSx
SVM xt& ZEEg X|™eL(C}. -
name: SVMQ| XA ZHO| L&l
H| 22| ARN(Amazon Resource
Name). type-: 2
“awsarn’ - L|CH XpAS LHE2
2 "AWS Secrets Manager 2S£
MASLCE R RS AR,


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

74 MMO|lM 0]2{et S AE0I0] 7|2 E2H[X'J S MO 4= defaults AFLICL OIE S0, of2lf 714 O[xZE

o7 H~ A4y 7|22k

spaceAllocation LUNO|| CHet S2+ gt true

spaceReserve St EE "IZ"M) E=" none
=E"(¥Eh

snapshotPolicy ArEe AL HMRILICT none

gosPolicy MME S50 22 QoS MM v
JEQLICH AEE|X| & E£=

8ol = 0f| A qosPolicy &E&
adapativeQosPolicy & StLt=
MEHSILICE. TridentOl Al QoS & *4
JEE AE52{™ ONTAP 9 .8
O|At0] LRBtL|C} H|Z R QoS H*
JEE Aot EM 150 2 14
QAN JHENMOZ ML 2 8f{0}
SILICH SR QoS MM OE2 ZE
HIZEQ| & X220l Ciet Hets
X L3BH|C}

Tod .

w

adaptiveQosPolicy MME SE0 222 H3H Qo
HM OFJULICH AEZX| E £
Bl = 0f| A qosPolicy &&=
adapativeQosPolicy & StLtS
MEHSHL|CH ONTAPO{| A X| & E[X|
%S -NAS - 0|Z 0]

rr

snapshotReserve AHAEOY| Of|2tEl 2 HES snapshotPolicy none  UCHH,
\else nn
splitOnClone M Al A2 2EE20M 2ES false
2oL Ct
encryption M Z&0|X NetApp =25 false

ASSHNVE)E gM3tstn, 71222
2 MHBILC} false O SNE
A238t2{™H NVE 20| MIA T}

S AE0f| A 2H3}E[0] QI0{0f
SrL|CH A S oA NAEZL ZAM 3t
AL Tridento| ] Z2H|NHE RE
=52 NAEZ} AFZEILICH XEAISE
L2 L2 "Tridentt NVE 2
NAEQ} ZtESst= WA TSIMAIL.

luksEncryption LUKS ¢332 ALEELICt 2 "
"LUKS(Linux Unified Key Setup)
AE"EZESHYAL. SANEH S,

tieringPolicy ArEe A 5%t HM none snapshot-only ONTAP 9 .5 O|H™
SVM-DR 7t 2| A2

20
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https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/ko-kr/trident-2410/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)

of7H H Ad 7|22k
unixPermissions DCE MEHSHLICt * SMB 289 "
2% H|¢ SLICL *
securityStyle ME2 =50 l:|'|°|' Hob AEtA NFS 7|2Z}2 unix YL|Ct. sMB
7|22 “ntfs YLICH

NFSE mixed ¥ unix EOt HAIS
X|geL|ct. SMB K| ¥ mixed ¥
ntfs HOt AEIA

SMB =5 T Z2H|X 2 ¢[et =H|

[nmy

CZl0|HE AMESI0{ SMB 282 Z2
5l NAS E2t0|H Eoa8lSHAAIL.

|XM'Yet £ ontap-nas YSLICH CHS THAIS 2E317| 7ol ONTAP SAN

AlZFSE2| Fof|
CE2l0|HE A0 SMB 282 T 2H|XJt™ ontap-nas CHS 0| ZRBfLICY,
* Linux ZIEE2] =& % Windows Server 20198 &&i5t= Windows XtIXt L= E7t Q= Kubernetes S2{AE
Trident= Windows E::EOHA‘I Ot Mz = PodOf| O —S— Zl SMB =&2 X|¥gLC}.

* Active Directory At ZHO| ZLatE Trident =7t Lt 0| & UELICE H|Y MASL7| smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ LM EI CS| TEA|. £ “csi-proxy A H WindowsOf| A A& E[= Kubernetes .= =2]
A2 EE= "GitHub: Windows& CSI ZEA|"E "GitHub:CSI ZEA|"&XSHMAI2.
CHA|

1. SMB 3R MMELICL 3) 20 AHIS AF2SI7{LE ONTAP CLIE AIESt= T 7tHX| W & StLIZ SMB
H2|X} SFE MM £ "Microsoft 2t2] 2E"USLICH. ONTAP CLIE A6 SMB /2 MAdstHH CIS2
|

Q
Iz
x0)
rot
oY
40
Ok
30
=2
)
rot
n

=
HM
L]
oY
HU
-
P
mujn
0>
0%
et
r
i}

-

O]l vserver cifs share create BH2 SRE MMSt= S0 -path 40| X|HE =2 E =elgfL|Ch.
X| ™ot 227} glo™ HFO| MujgiL|ct

b. XIHE SVMIt HZE SMB ZRE MABLICE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
C. SRt HHEIU=X] el
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vserver cifs share show -share-name share name

®

KpMlet LHE2

22 2 "SMB 3RE

2. willc E MMet i SMB 252 X|Ast2{H CH22 P AS0F EL|Ct 2 E FSx for ONTAP BHollE 1M M
"ONTAP 4 24 U of|H[& FSX"E XA 2.
Oj7H BH =l ol
smbShare Microsoft 2t2| 2£ E= ONTAP smb-share
CLIE A5 MM El SMB 55
0|2 = Trldent01|*1 SMB %%S
MHESIEE 5|86t= 0|2 XEY
2 UELICE 0] ”H7H5—¢-'.: ONTAP
2ol = 0f| CH$t Amazon FSxO|
ZeptL|Ct,
nasType *E r 2 MHEG0F SLIC smb smb
nullel 2L 71282 2
‘nfs’ 5@%”4':}.
securityStyle ME EE0| s 2o AEtY ntfs EE= mixed SMB =2&0|
SMB =252| 42 E=mixed £ CHoH ™S 4~ ASLICE
MHGHOF nt£s BIL|CE.
unixPermissions DCE MEfgiL|Ct SMB =&0 "
CHSH M = * £ H|? F0{0F gL}, *
= m] = o)
XA ZejA 8 PYVCE A etL|Ct
Kubernetes StorageClass JHM|E F#&5t1 AEZ|X| 22|AE MHSIH Tridentdl| 2&

D2H|XME SHS

HMAE RESH=
O3 Oh2 PVE ZE0| &Y £ JASLICE

INPNEHEE

AEE|X| A

= MAMBH|C}

ocood

Kubernetes StorageClass 7iX|E 71A8fL|Ct

oAM= "Kubernetes StorageClass 24" TridentE i 22 A0 AL &=
ODE2H|X Y B S X[AZLICL ol E W C32 Z&L Lt

o od=

22
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

TridentOil M 28 Z2H|X'd5t= YWHES Hoot= O AF2E[= & i Hapot AER|X| F2HATL 45 2ESH=
20| CHSt XEMIBt PersistentVolumeClaim LHE2 2 "Kubernetes 5! Trident L EHE"ETSIMA|L.

AEEX] SHAE HERLICt

cHA|
1. Kubernetes 2LEHEO|2 2 KubernetesOl|A| M-Mdst= O] AFRELICH kubectl

kubectl create -f storage-class-ontapnas.yaml

2. O|H| Kubernetes®} Trident Z50i|A| * BASIC-CSI * AE2|X| 22|A7} EA|E| D Trident= EBHAIEQ A E2
ZASHOF BhL|Ct,

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

PV % PVCE ZMEiL|Ct

"X&EH =& 'PV(2)= Kubernetes 22{AEOM S AH 22X ZE2H| KN ot 22|18 AE2[X] 2| AAQL|CH
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PersistentVolume ¥Z OjL|HAE

0| MZ OjL|HAE = StorageClass2t HZAE 10GiQ| 7|2 PVE 20 basic-csi &LICL.

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersistentVolumeClaim M Z OjL|HAE

0[2{¢t ofl= 7[&2X¢el PVC 74 S8 2 EHFSLICL

RWX M2 PVC

0| of[ofl M= 0| Z0] 2! StorageClass2t HEE rwx AMA HHO| U= 7|12 PVCE EH “basic-csi FL|C.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCP7} = PVC

O] of[of| A= 0] Z0] QI StorageClass2t HZEl RWO HM|A HBH0| U= NVMe/TCPE 7|2 PVCE E(

protection-gold &LIC.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

kubectl create -f pv.yaml
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2. PV HEHE gfoletL|ct.

o =

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE

pv-storage 4Gi RWO Retain Available

Ts

3. PVCE BH5LLCE,

kubectl create -f pvc.yaml

4. PVC HE{S =HQlgtLCt,

—

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

TridentOl| Al 2E2 TEH|XNY5t= WS M O{St= O AF2E= & 07 HEf AEE|X| AT A &HESH=
HFEHO|| CHSE XFM|St PersistentVolumeClaim LHE 2 "Kubernetes 2! Trident L EEIE"AXSIMA| 2.
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DEE ojojgtL|Ct Flexgroup,
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solidfire-SAN
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kubectl create -f pv-pod.yaml
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

() s sslol 18 482 DUEY 4 kubectl get pod —-watch YBLILE
2. 280| o OFREE UY=X| /my/mount /path ZHQIStL|CE.

kubectl exec -it pv-pod -- df -h /my/mount/path
Filesystem Size
Used Avail Use% Mounted on

192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

O|X| PodE AHE & USLICE Pod S& T2 O 0|4 EXHsHX| X|2t E&E2 RXIELICL
kubectl delete pod pv-pod

EKS 22 AEHOW A Trident EKS O|E22 FAEHL|C}

NetApp Trident2 KubernetesO|A] Amazon FSx for NetApp ONTAP AEZ|X| 22|E

7t otSto] JHHXRE 22| Xp7F OHZ2[A|O|M £50| HELY = JEF X JELICH NetApp
Trident EKS O =20i|= Z[& EQt oHX| 3! 1 0| Zetk|0] Y2 AWSO|A Amazon
EKSet & Ar8E & RUCt= 20| HBEUSLICH EKS 0HERS AFE5HH Amazon EKS
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* AWS O}ZIE2[0| A0 CHet AWS # et
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 24: Amazon Linux 2 (AL2_x86_64) E== Amazon Linux 2 ARM (AL2_ARM_64)

* LC ¥ AMD EE= ARM
* 7|2 Amazon FSx for NetApp ONTAP I} A|AH

THA|

1. EKS PodO|M AWS 2| AA0N| HMASH £ UTZ |AM S
At B AWS Secret2 HHSLICHE RS L.
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AL, XtMIEE LHE2

2. EKS Kubernetes 22{AE0|A * Add-ons * }{O 2 0|5 gfL|Ct.

tri-env-eks

(©) (petete ctuster ) ((upgrade version ) ([ NienasshBcsral)

(2 End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

information, see the pricing page [,

Upgrade now

¥ Cluster info info

Kubernetes version  info
1.30

Status.

@ Active

Cluster health issues

©0

Upgrade insights

©0

Support period
@ Standard support untl July 28, 2025

Provider
EKS

Overview Resources Compute Networking Add-ons Access Observability Update history Tags
[ (@ New versions are available for 1 add-on.
Add-ons (2) info View details Edit Remove
[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches ¢ 1

3. AWS Marketplace OHER * O Z 0|55t0f _STORAGE_CATEGORYE MEHBIL|LCE,

"IAM
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4. NetApp Trident * &

X0
=
o. Hst= 7t 7|5 MTS MEHRILICH

30

AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q  Find add-on ]

Filtering options

(J\ny category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ ) ( Clear filters )

NetApp, Inc, X < 1

W

n NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on applfr.ation deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organi. king efficient containerized ge workflows. Product details [?
—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

Of Trident O =22 2felzts MBSt * CHg * & SEIYLICH

MNetApp Trident Remove add-an
Listed by Category Status
I NetApp: storage {Z) Ready to install
You're subscribed to this software View subscription X
You can view the terms and pricing details for this product or choose
anather offer if one is available.
Versian
Select the verson for this add-on,
| v24.10.0-eksbuild.1 v |
Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
Not set M | l C |

¥ Optional configuration settings

Cancel Previous -




6. O A& IAM SIE SMS Mefgi|c

Review and add

Step 1: Select add-ons

Selected add-ons (1)

| Q Find add-on | 1

Add-on name A Type v Status

netapp_trident-operator storage & Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name A 1AM role [& v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Cancel { Previous }f"szﬂ"

- 2o o2t M Y 4¥S F4stn * o2 * 2 MR

o
It 715 7+ A7|OF* of w2t 2 ghr MMl 1 gf ol HE O™ THA[(1THA)of| M THE He OlEC R
AHEL|CHEI2 CFS " 2l0]|0{0F &), eks.amazonaws.com/role-arn:
EE A WHeR

arn:aws:iam::464262061435:role/AmazonEKS FSXN CSI DriverRole Z1l: &
Wyl E M=ot B 7|1E 7t 7|50 thet ofLt 0| &9 @HS Amazon EKS 71 7|s 2E2=E Hoj=E &
USLICE. O] SMS AMEBHA| g1l 7|Z 2F 1t SSot= 2 HYO0| HIHEL|CH. 2ot LT HAXIE AHESH0|
EE ENE B & ASLICE 0| FHES ME4SHY| Tl Amazon EKS 7t 7|50| iA| 2t2|sljof ot= BES
ZE|SHX| =] olstyAl2.

=
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¥ Optional configuration settings

Add-on configuration schema

Refer to

the JSON schema below. The configuration values entered In the code editor will be validated against this schema.

(VL TRV IV U St ¥

"examples": [
{
"cloudIdentity": ""
1
15

"properties”: {

"cloudIdentity": {
"default": "",
"examples": [
1,
"title": "The cloudIdentity Schema",
"type": "string”
1

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on.

iv {

8. Create * & MEHTIL|LCE,
AEH T}

9. ojER9]

"cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam
: 1186785786363 : role/tri-env-eks—trident-controller-rolel' "

_Active_QIX| =telgtL|LCE,

Add-ons (1) View details Edit Remove
L Q netapp X } L Any categ... ¥ J [ Any status ¥ ] 1 match 1
NNetapp  NetApp Trident o

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and i ators focus on icati FSx for

ONTAP flexibility, ity, and integrati ilities make it the ideal chaice for organizations seeking efficient containerized starage warkflows. Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24.10.0-eksbuild.1 - (IRSA)

Mot set
Listed by
NetApp, inc. [%

View subscription

10. C}2 EES HAHSIA Trident’} 2 AE{0| SHIZH| 2 X|=[0] UA=X| =HQIBfLICE

o=

kubect

1. X2 A

CLIE AtE

60 Trident EKS O E2

1l get pods -n trident

ot AEE|X| HAEE FEEILICE XMt HE2 & "AEE|A HIEE FERLICIEZSHYAL.

fjo

EX|H AL T

CLIE ALE7310{ NetApp Trident EKS 37} 7|52 A X|gfL|LCt.
Ct2 ™ oA = Trident EKS 27} 7|52 AX|gtL|C}.
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eksctl create addon --name aws-ebs-csi-driver --cluster <cluster name>
--service-account-role-arn arn:aws:iam::<account id>:role/<role name>

-—force

CLIZ A}2310{ NetApp Trident EKS 0{=22 | 7Bt}

CI2 HH S MAHSHH Trident EKS =7} 7|50| ®HEL|C}

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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