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» Amazon Elastic Kubernetes Service(EKS)
» Google Kubernetes Engine(GKE)

* Microsoft Azure Kubernetes Service(AKS)
* Red Hat OpenShift

e

* VMware Tanzu ZEE2|Q

* YAEZ Kubernetes
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tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident
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oc adm policy add-scc-to-user privileged -z default -n
<application-namespace>
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kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect
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kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect
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1. Trident Helm K& 4 F7}:

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. Trident Protect CRDS A X|8fL|C}.

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. Helm2 AFE35H0] Ct

dlo

BH Z SILIE A2t Trident ProtectE A X|tLICt S2{AE0| &
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S AR Y 5 AMAS AESH= O AHE|= 22{AH 0|EQE HHEL|CH <name of cluster>.
° Trident ProtectE MAXOZ MX[gL|Ct.

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

° Trident ProtectS AX|5t11 o 2F=l 2 Trident Protect AutoSupport X[l HE HZ=2
g MdatetL|ct,

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect
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netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

™ CtSat 5L

=2
1
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docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

2. Trident Protect A|AE! HQAAH|O|AS MMBHL|CT

kubectl create ns trident-protect

3. YIX|AEZ|0l| 2algtL|C

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. Tl YX|AER| Q1B A8 Z A2 E THELICH

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. Trident Helm X &4 £7}:



helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. 2t= 0|52| IS protectvalues.yaml FHEL|CE Trident Protectdl| CHS A& 0] ZEE[0] =X
stolgtLC.

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. Trident Protect CRDZ M X|gtL|C}.

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

8. Helm2 At83t0 L2 B & SHLIE AHE5I0] Trident ProtectE A X|gtL|Ct S22{AE| 2E &0
ST AEQ #e 5 ﬁ'n‘:'a'“}f% AHSHE O] AL E[= 22 AH 0|E2 = HHELICH <name of cluster>.

° Trident ProtectS MAXO=Z MKX|gtL|Ct.

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -£
protectValues.yaml

° Trident ProtectS A X[t 0f|2fEl Y Trident Protect AutoSupport X[ & HE HZEE
H|2dstetL|Ct.



helm install trident-protect netapp-trident-protect/trident-

protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create

-namespace --namespace trident-protect -f protectValues.yaml
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JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
Cpu : mn

mwn

memory:

ephemeralStorage:

requests:
CpU. : mwn

memory: ""

ephemeralStorage:

resticVolumeRestore:
limits:
cpu . mn

mn

memory :

ephemeralStorage:

requests:

CpU. : mwn

M
=

O] MY S resourcelimits.yaml THELICH
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nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:

ephemeralStorage: ""
3. Mol gr2 MEBILICt resourcelimits. yaml.

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values
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Linux AMD64 CPUE Z2{10I2 CIRE =L Tt
CHA|
1. Trident Protect CLI 22|19 C}RZE:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

Linux ARM64 CPUE Z2{10I2 CIRE =L Tt
CHA|
1. Trident Protect CLI E2{ QI C}RZE:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

Mac AMD64 CPUE 22{1°I2 CI2Z=3hL|Ct
CHA|
1. Trident Protect CLI E2{ QI C}RZE:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

Mac ARM64 CPUE Z2{1°2I2 CIRE =L Ct
CHA|
1. Trident Protect CLI 22|19 C}RZE:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64

1. Z2{392 Hio|L{2|of| CHEH A ot

fliok

gzt

chmod +x tridentctl-protect

2. PATH H:0f "ol=l X0l 22119 Hio|H2|E SAFRLICE o€ /usr/bin EX, £ /usr/local/bin

(Elevated Privileges7t 2Rg 4 U3):

cp ./tridentctl-protect /usr/local/bin/

10



3. MEEOZ 2210l Ho|12|S B ClAER|Q 9IXIZ HAFE 4 YBLICH 0 B2 9AKI7H PATH #40| ULOIX
solst 20| FBLICH

cp ./tridentctl-protect ~/bin/

@ PATH H0| 2|X|0f| 22{0QI2 SAISIH EE= tridentctl protect Y29 fIX|0A 221212
MEE £ tridentctl-protect USLICE
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Bash 20j CH3l| XS 2ty 7|5S SdetgfLitt
=

1. 28 ATRIE CIRZL:

Ho

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. A3RE

i

Zotet 2 C|AMEL|of M ClME2[S BHELC.

mkdir -p ~/.bash/completions

3. CIREC3 AT EE C|HE2|2 0|SYLICH ~/.bash/completions.

mv tridentctl-completion.bash ~/.bash/completions/

4. g C|dE2|Q oo Ctg E2 FIHLLIC ~/ .bashre.

source ~/.bash/completions/tridentctl-completion.bash

Z doj ciot Xts &2M 7S
CHA|
1. ¢t@ AQZIE CjR2C:

mjo
flfok
0x

Stk

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ASREES Totet g |2 EL|of| M C|AE2|E ghELICt

O

mkdir -p ~/.zsh/completions

3. 22t AFZEE C|HEZ|2 O|SYLICt ~/ . zsh/completions.

mv tridentctl-completion.zsh ~/.zsh/completions/

4. g C|dEE|Q oo Ctg £ FIHLLICH ~/ . zprofile.



source ~/.zsh/completions/tridentctl-completion.zsh
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A= Trident Protect AtEA K| 2|44 ZHK[0f] HM| AT 4= AO{OF BLICE. H7[0fl=

* * AppVault *: HZ! XtA ZE H|O|E{7t HeefL|Ct
@ * * AutoSupport HE *: HEZ|, 21 5! 7|E} 2IZtot Trident 2= C|O|HE SR EHLICE

* * AutoSupport?|=0f| 2t 21 T XS AA2|g = ASLICH

e E

ro

Y2 RBACE AFE5H0] #eto| A= ZM|of CHet HMAS 22|Xtof|A| Metst= A LIC.

4

RBACT} 2|42 31 QI AT0| 0] izt HNAS FRISHS Wil Chzt XMt LIZS & "Kuberetes RBAC
SN HEGHIAIR,

MH|A A F ol et XEM|SH LIS S "Kubernetes AH|A A& MHEM"AIERSIAA Q.

OIE S0, ZZ0= S={AE Z2[XL, AXILI0E A 25 8 O A8 50| ASLILH S2HAE 2HE[X=
AX|LI0Z 1T OIS 1E0| 242t g LA 0| A0 HEEl 2|2A08H M AT A Qi SHAHE BHST| 93]
Ch2 2fY S t=fLict

10 2 O EQ| 2|AA S Fotet YYADO[AS BhEL|T

r

HYAHO|AS BISDI 2|AAE =2|HOE H2lohn Y 2|AA0 ANAY £ QU= NBAIS 2O 28HOR
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

kubectl create ns engineering-ns

2. 0AY 2E9| HIYAHO|AS BHELICE

kubectl create ns marketing-ns

20 2 Y AH|0| A9 2|l & AEE M MH[A AHE BHELICH

M=Z 2tE= ZF HIJAT 0| A= 72 MU|A AFO| &H ®MISEX|2, LB 2ot 2 2F 2H| PrivilegesE
£742 Lz 4 Q=2 2t ALSXF 220] TSt MH|A AHS BHS0{of ShiC

EHA|
1. AIX|L|of OF0] chet MH|A AHE d-ggLlct,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. OHAIE 9| MHIA AF 2HET:

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

3CHA: 2t A MH|A AHol| gt i S ShELICH
MHIA AE L== ME|A AYE 2AB5h= Ol MBEIH, 24E F2 &l AHStL ChA| 2HS 5= JASLICH

o
1. AUXILIOIZ) MHIA AIZoll Ch3t 2SS MABHLICH

14



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. O MH|A A Foj| Chet et ghS7|:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

4TH7|: RoleBinding 7iK|S 2SO ClusterRole ZHMIS 2t A MH|A A Hof bl stL|Ct

7|2 ClusterRole 7iH|= Trident ProtectE & X|& mff 2FS0{ELICt RoleBinding ZHAIE THE1 X &510] 0]
ClusterRole 2 AMH|A A|Hof| HiQl e 4~ USLICE.

|
1. ClusterRoleS QIX|L|0{ MH|A A Fofl HEQIE BT},

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ClusterRole2 OHA|E! MH|A AH0| HZE:



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

o
mio
o
Il
A
i)
>
m
o
il
iul

1. AX|LIOIR AFBXIZL AXIL O 2|2 A0 HMAY 4= QU=X] letL|Ct.

=

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. AX|L|{Z ALEXL7} OFAH|E 2| AA0 HMAY 4 Gl=X| ZletL|C}
kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

6t7: AppVault Z4A|0f CHSE M| A 2ot Ho4

QY Sl ARiAbnt Z2 HO[E 22| 2 S +ASHe T S2{AE 22Xt HE AL XA AppVault 7HA|of] CHEt
°—*.'A1IA HotS Fojljof Lt

|

1. AppVaultofl CHSt ALt BAM|A HotS £0{5H= AppVault X &= X8 YAML IHY S PHE1 MERILICE oS
S0{, CtZ CR2 ArEXt0f|H| AppVaulto]| CHEE MM A HPHS eng-user FOHELICE

16



apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

- 2AH 22X HIAAHO| AL EF 2|AA0| CHSE WM A HotE 2o = JYTE I CRE
HMEYLICE oS SH Ci3a 2Lt
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. RoleBinding CRE 2tE1 M E35t0] HotE ALK} eng-userO| HIIYBILICE O E &

18

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

CtZat fAFet £30] EA|ELICH

™ ChZ o 2Lt



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"

b. AFEX}7} O|H| HA|A #BHO] QU= AppVault BEE 2g 5= J=X| HIAESH SLIC

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

CtZat fAFeH £20] EA|ELICH

yes

mH

ot

AppVault HotS RO{SH ALEAH= 88 T2 H|0[Ef 22| Ao SQUE AppVault JHHIE AHEE 4= A0{OF 51T,
LYE HYATO[A Q| 2| A A0 MMASHAHLE HMA HEHO| Gl= M 2|2AS WHY - GIELIC

Trident Protect X|& HES MMBtL|Ct

Trident ProtectS AFESIH ZH2[Xtot 22| Sl 2 N Aol chet 23, HEE], EEZX]

HE S NetApp A0 R8¢ YEE Eeol= HES 9T + AsLIC AU 04745|01
U= B2 CRALEA XIH 2|a2) M S AFESH NSS(NetApp X ALO|E)ol| X[ HES

P2 =+ ASLICEH
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20

oHA|
1. AF8XH HO| 2|AA(CR) IS DHE1 0|EE XIHY
bundle.yaml).

2. Otg E4& 7HLICL

o

gr2|Eol 0|28 MeistiAl2.

o

0ot HHE MAS UTC 7 1240 2EILITE THS3t gt
| =|

[ |

2

12

4>
ofn

LICHO|: trident-protect-support-

metadata.name: (required) O| AtEX} Ho| 2|AA9| O|EQILICt AFEXL 2HA 2= 1Rt

* spec.triggerType *:(required) X| &l HHE0| ZA| *”“ﬂh | = o2k =X| 2 E 2™ BLICL.

° spec.uploadEnabled: (Optional) X| ¢ HE0| MM El = NetApp K| AO|E0]| & EEE|0{0F SH=X]

RE MORLIC X[FotX| Q™ It 7|2 UL E false AHELIL JtsTl 2L

=2=od [

« X}

[}

* FALSE(7|23%))

° spec.dataWindowStart: (Optional) X| 2 HE0|| L& El Ci|O|E{ 2| X0| A|ZtE|= LMt AlZHS

X|Hdt= RFC 3339 HAl9| &Mt EXEYLICH X|YSHK| g2 B2 71242 24412 O|HYLICE X|H

Ls=2 oT HA:

7 A= 71 WHE 7(2H Eats 72 O ULt

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. m

o

2HIE 2O 2 M 2 astra-support-bundle.yaml CR:

kubectl apply -f trident-protect-support-bundle.yaml

CLIE AME5t0] X2 HES HdRiLtt
A
1. 2= otof 22 AKXt ol HE 2 ChH|sto] XY HES BHELICH 2 trigger-type H
HHE[=X| OtL[H WY AlZHO| AH|F0f| 2} Z2YE|=X], £ Scheduled O & 5= U=

o
Manual. 7|2 MHEHE2 ‘Manual ¥LILC}.

Xl 7473%”4[}

b k=13
=



o

]

=3 LSt Z25LLh

tridentctl-protect create autosupportbundle <my bundle name>
--trigger-type <trigger type>

Trident ProtectE & 12i|0|=8fL|Ct

Trident ProtectZ %|Al HEQOE A |0|E3t0] MER 7|5 = W X
°|55L4Ef
PN —] -

o
Mot
00
ot
4>

Trident ProtectE 21 12|0| =52 ™ LIS THAE $ASHYAIL.

CHA|
1. Trident Helm 2|ZX|E2|E YH|0|ETLILCE,

helm repo update

2. Trident Protect CRD g 12|0|E:

helm upgrade trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --namespace trident-protect

3. Trident Protect & 12|0| =:

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2410.1 --namespace trident-protect

OHEe|AH0| M= 2|5t H Bt

Trident Protect AppVault Z{H|E A2 H3IS 22| 2L Ct

Trident Protect?| HZl AL X} X|H 2|AA(CR)E AppVault2td BLICH AppVault ZHAl=

AEE|X| HZIS| MAN Kubernetes AIAEER EHUL|CE AppVault CRO|= SR, AHAE

=& Y 8l SnapMirror SH|2F 22 Ho 0| ArEE|= M0 2Rt 40| Zete[o]

UEL|C} 22| X2 AppVaultsE BHE 4= Q&L

7| MM 8l AppVault 2| of

AppVault CRE Folet M SEA7t S ARISHE 2| A A0 HMASIHH XHH 5 ghfiof LItt. XtH &F
=) s M

Ciet 7|1 d-dsts U2 S0l wet CHELILE thE2 o2 S=XAtkol| thigt

0F 0%

X
& 7| dd old[et 2 SsXto

of
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CHet AppVault He| of|IL|C.

7| 44 of

Lt OIRIE At8SHY 2 22tRE S2Ate X2 SO thist 7|18 dde + JASLICt

Google 222

kubectl create secret generic <secret-name> --from-file=credentials

=<mycreds-file.json> -n trident-protect

Amazon S3(AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft AzureZS X X5HMA|Q

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

2t 83
kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-

trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3
kubectl create secret generic <secret-name> --from-literal=

accessKeylID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CR 0f

CtZ CR OIMIE AtESH0] 2 S2tRE SEXA0f| THEE AppVault 7HAIE 2HS = ASLITH.

22



Google 22I2E

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3(AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3

Microsoft AzureS & X35IAAI2

23
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

2k s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3

25



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

Trident Protect CLIZ AF23t AppVault 44 o

CtE CLI B3 OIRE AH23t0] 2F SZX10] T3l AppVault CRSE 2tE = AELICE
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Google 22I2E

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
-—-project my-gcp-project —--secret <gcp-creds>/<credentials>

Amazon S3(AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft AzureS X X5HMA|Q

tridentctl-protect create vault Azure <vault-name> --account <account-
name> --bucket <bucket-name> --secret <secret-name>

Ut 83

tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

AppVault E2t2 X E ALE5I0] AppVault B2 E SLICH
Trident Protect CLI 2213212 AIE3I0 S AE| MM El AppVault K0 Ciet HEE = 4 JELICE.

cH
1. AppVault 7HH|2| LHES FLICt.

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

o

=5 0o *
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. MM o2 2zt 2|AAQ| AppVaultPathE 22 23 E "--show-paths’ AH2 EIL|Ct,

Q= 2HAE 0|22 Trident Protect Helm A X|0f| 22{AE 0|20 X|™ =l HL0]2t
LICt. o€ =™ Cts2t ‘——set clusterName=production1" Z&L|C}.

AppVaultE M| 7HgfL|Ct
AREX| AppVault ZHHIE FHE 2= QUSLICH

@ AppVault ZHN|E AFA|SH| HOi| AppVault CRO|A 7|E H[HSEX| finalizers OMYA[L. O|ZA|
St AppVault HZ1 Q| ZHo] H|O|E{ et S2{AE Q| B2l 2[AATH MEE = &L

p

|ZI5E7] ol

x
ZE HA0| HEE DS AA} QIS AR Solgiict,

—

e
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Kubernetes CLIE At25l0{ AppVaultE H|HgL|Ct
1. AppVault 7HHIE F AL appvault name HMHEY AppVault 7HH|2| OS2 HHEL|CE.

kubectl delete appvault <appvault name> -n trident-protect

Trident Protect CLIZ AF2310{ AppVaultS H|7EL|Ct
1. AppVault 7HHIE H7H5t1 appvault name HMHE AppVault 7HA|S| O[S E HHEL|CE.

tridentctl-protect delete appvault <appvault name> -n trident-
protect

Trident Protect= #2|g O Z2[AH|0| M2 HolgtL|Ct

OHEZE|AH0|M CR & HZAEZI AppVault CRS M M350 Trident ProtectZ #2|&
OfEZ|AH|0| M S Hole &+ ASLILCE.

= O =

AppVault CRZ ZMeiL|Ct

28 xZ MM HIO|E B HHS AT iff AF2E AppVault CRE 2HS0{0f 8tH Trident ProtectZt A X| &l
S2{AE{of AppVault CRO| 910{0F BHLICt, AppVault CR2 AtE Xt 2t e} CHELICH AppVault CRSS| 0= 2

II-I o|-*|A|9 "AppVauIt A|--9-X|- x|x-| E|Aﬁ_"

olo

g m2IYg FolgLIct

Trident Protect2 2t2|5t2 = 2t OiZS2[AH|0[ S F2laloF fLICt S8 T2 CRE 322 MYdt7Lt Trident
Protect CLIE AFE3t0 22|E 88 T2 3 Folg = ASLIC
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THA|
1. chd S8 T2 CRIMYS THSLICE
a. AF2Xt Fo| 2|AA(CR) ItY S BHE1 0|2 X|IFLLICHM|: maria-app. yaml).
b. C}E EMS PABILICH
* metadata.name: (required) S8 T2 AI2X} JHO| 2|AAQ O|SQULICE B XA st
CHZ CR I}0| 0] 24 AIZ317| Wh20| Mefst= 0|2 2oIBtLCt.
* spec.includedNamespaces: (required) U AHO|A 2{|0|20|Lt HAAH|O|A 0|2 A5
S8 DRI 2|AAT} A UYANO|AS XFBILICL S8 TR HYAT0|AL 0| S=o)
LROF FL|Ct.
YAML O
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: maria
namespace: my-app-nhamespace
spec:
includedNamespaces:
- namespace: my-app-namespace
2. 2tFof 2| 88 T2 CRE THE £ CRE MEYLICL O|E &M L33 Z&LCt.

kubectl apply -f maria-app.yaml

CLIE AF83tH oS 2(A|0[FS =Tttt

e

1. 28 Z20% OIS BHST Holo] FT oto| US AISR 270 HER HHELICE CHS oRlo] EAIE

QI+ MG 2 ER THE 222 AR50 28 IR 17 Hoof HUAT0|AS 2|AAS S 4
olAL|CH
M- .

tridentctl-protect create application <my new app cr name>
-—namespaces <namespaces_ to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>

30



Trident Protect= AI25t0{ Of=2|HA

Trident Protectd|A] 2t2[5t= ZE N
SHAS MMSI Eog o~ JSL|CE.

@ HO|E E5 Xt S0f| It A|A
"Trident ProtectS A28 nr o

|28 SX]

Q

=
=

A S| H|5t =2 Trident Protect=S -T“é%* U

F4et

L HiH
- od

Off CH3H XEAIS] ot
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CRE AI83I0] ARAS MdetLct
oHA|
1. CR(AF2X HO| 2|aA) OpU S BHE1 0|E2 trident-protect-snapshot-cr.yaml X[ M fL|C}.

o
2. Byt MU M OHE £8S FEELICH

° metadata.name: (required) O| AtEX} HO| 2|AAQ| O|SQIL|CH AHEXF 2120 = 1Rst
g2[xQl 0|ES MESHA2.

=
° * spec.applicationRef *: ARAFS Mg Ol Z2|#[0| 2| Kubernetes 0| S 4LILCE.

° * spec.appVaultRef *: (required) A2 Ak LI E(H|EHH[O|E{)2 XZE AppVaulte| O|SILILCE.
° spec.reclaimPolicy: (Optional) 2'H4F CRO| AtX|E mf AHAFS| AppArchivel]| 244
HolstL|Ct &, 2 M™El R0 T Retain AHAFO| AKEILICEH Q78 SM:

=20

|.h =Xt
- o=

* Retain (Z|22})

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. o UOE M F trident-protect-snapshot-cr.yaml CR:

o

ZHt

Tl

kubectl apply -f trident-protect-snapshot-cr.yaml

1. CH2= oto] gte AEAL 2tE ol FEZ thAlste AHAS WL oE S Ch3at Z2&LICt

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n

<application namespace>
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34

CRE ALE3t0] # S M dgtLCt

£

1. CR(AFE2X Ho| 2|aA) It S OHE1 0| S “trident-protect-backup-cr.yaml' K| H gfL|Ct,
2. Mot oo M CHS 88 gLt

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
32| X{0] 0|22 MEHSIAIA| Q.

£ m 2 1349| Kubernetes 0|2 Q]L|LC}.
& LHES NMEE AppVaulte] O|EIL|CE.

HH
o 1 — |
° * spec.datamover *: (Optional) B X0l AEE U] =11 E LIEtL = EXFSALICE 7tset &
(CHAEXF 22):

" Restic

° * spec.applicationRef *:(required) 24

Vm
9'_|-
0lo

° * spec.appVaultRef *: (required)

* Kopia (Z|2%f)

° spec.reclaimPolicy: (Optional) 22| 20l A sHH|E wl W0 0 0| LMWSH=X|E H|gfL|Ct.
Jtset 2k

" Delete

* Retain (7|23))

r

° * Spec.snapshotRef *: (Optional): Y AAZ AT AHAFO| O|SQILICEH H|BSHK| QO™ QIA|
ARHAFO| M| BHAEILICE

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. mjY

o

=Ht

Tl

UCE MR =2 trident-protect-backup-cr.yaml CR:

kubectl apply -f trident-protect-backup-cr.yaml



tridentctl-protect create backup <my backup name> --appvault <my-

vault-name> --app <name of app to back up> -n

<application namespace>

gLt

M
()

H

<o
== %

ClO|E 2= A3

Aof a2
MMSHEE

=
—_

o I{ol
= o—
HAH =2
TH=

us ]

X xH
S
Akt

fo] 30
H <I
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CRE AL83t0] 2T S WLt

£

1. CR(AF2XL Ho| 2|AA) Ipl S OHE T 0|E2 “trident-protect-schedule-cr.yaml XA gL LT,
2. WMot I CHE S48 AL

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
g2[xQl 0|ES MESHA2.

° * spec.datamover *: (Optional) B X0l At W) £ E LIEHL = EXFEULICE 7tSS 2
(CHAEXF 22):

" Restic
* Kopia (7122)
° * spec.applicationRef *: Mg S & L2 10| Kubernetes 0| S ILILC.
° * spec.appVaultRef *: (required) B LIE2 X&' AppVaulte| O[S LILCE.
° * spec.backupRetention *: EZEg 8] £QIL|CH 02 WA S M MSHX| gfotof &2 LIEFHLICE.
A A

° * spec.snapshotRetention *: 2Z&t HAFS MAMSHX| fotof &2 LIEHHLICE.

rIr
|.ﬁ
N
or
rot
g
i)
1121
4>
o
rl'lJ
11!
n

° spec.granularity: &&0| A3

* hourly (K|H EQR spec.minute)

* daily (X 2 XIH8l0F & spec.minute spec.hour)

weekly (, ¥ 2 spec.dayofWeek X|HOf & spec.minute, spec.hour)

monthly (, ¥ 2 spec.dayofMonth X|H3{Of & spec.minute, spec.hour)

° * spec.dayOfMonth *: (Optional) AHIEE Al 2U(1-31). M2/t = E™HE EL 0| HE=
“monthly’ Z~QJL|C},

° spec.dayOfWeek: (Optional) @80| HHE|= QU (0-7)JLICt 0 E= 72 242 LY S LIEFHLICE
ME23t7t 2 AHE 22 0| HEE= "weekly HL|CH

° * spec.hour *: (Optional) 2HE2 &3S A|ZH0-23)ULICH ME27L E= 2 ™= 2 0| LEE
daily weekly ‘monthly" E4Q l—||:|'

° * spec.minute *: (Optional) AAHES AT 2(0-59)ULICH M2t , Es 2 dHE 2 0| 2EET}
hourly daily weekly monthly 2 R8rL|C}.

-



3.

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

ot

o

=Ht

Tl

#UOE M2 F trident-protect-schedule-cr.yaml CR:

kubectl apply -f trident-protect-schedule-cr.yaml

- 23 ool 2 ALEA &l HHEE NS Ez AHES MMELICE olE ST Ch2a 25U

@ 2 ME5}0 tridentctl-protect create schedule --help O] HE| CHSt
Mt 8L HEE E £ USLIC

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
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o
A
mjo
>
00
_()'_I-
2
r
o
Ol

O[7Lt, 2= E|AALE, Hofeh WY Ztfo] HEHE &fele + AUSLICE
T
1. CHE BYHE A0 B 2efo] HEfS HMSIH] = 2| ZtS AFSX 2F 2 FE 2 HhEL(CH

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

Azure-NetApp-files(ANF) 22 S @[t uie] 5! SRI0| 7tsELICt

z

Trident ProtectS A X|$t 2 Azure-NetApp-files AEZ|X| 22HAE ARSI Trident 24.06 0| F0f] M A =l
AEZ|X| HAlE0f| 7t ZSHQ Y 5l 52 7SS AF8E &+ USLICE 0] 7|S2 NFSv4 =80 ME8&H 8%

o=
E0M =7t SZS ALESHR| ShELICE

* Trident Protect?t HX|E[0{ J}ESLICH

* Trident ProtectOi| A OHE2[A|0|M S FolYSLICt O] SE T2 0| BXHE 2t
7152 M3t

=g W7HX] Hote 2=

* ‘azure-netapp-files’ AEZ|X| BAIEQ| 7|2 AEZ|X| FejAZ MEAMSL|CE.
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1. Trident 24.102 2 Y2|0|=5t7| Hoj| ANF 252 MMst AL TridentOll A LSS $3SHAAIL.

a. Azure-NetApp-files 7|00 OHZ2[A|0|Hat HZE 2t PVOf| CH3H A4 CIRER[S EdotetL|Ct
tridentctl update volume <pv name> --snapshot-dir=true -n trident
b. HZAE 2t PVOi| CHoH ARHAF CIHER|T} S|} =X ZoletL|Ct,

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

0l

Ct.
=]

snapshotDirectory: "true"

+
ALHAF CIA ER| 7} ZMSIE|X| 942 AL Trident Protecte= Y8R 7|52 MEHSIO] Wy TZHA F0f
Y 29| 32 YAHOZ AEELICE o] 22 Y E0i|M WY F2l 28 37[2 A 282 HHgd =
Qe FE3 B7H0| UX| EHQIFHLITY,

Aq

EJ—l'

Trident ProtectE ¢l OHZ2|#|0|M0| 2 3 @l FH|7} E|0] YELICH 2 PVCE MY 3 =R2 QI8 CHE

S8 ZZI-M A Y += JASLICE

Trident Protect=E AIE260{ O E2|A[0|M S S LIt

Trident ProtectE AFE26H0] AUAF EE= HHRIO|| A OHEE2|A[0|M S E/E
St= &

E (o |
= —d
OiEE|A0|ME SLT SR AEZ ST 2 7|1E A0 S5t

=
—

@ Application Restore A| 8l Application0l| 28 El &= execution hookO| AppLE S EICH S/ =

A% 37t A2 BT AY0| URE NSO MBELTY,

=209 MU BY B UYAHO0|A FA 3 o]

=9l 9 HUQu Kol Fof iy Y Ano|A0) 20|23t =M0| A& LAHOA0| Ho|2 & RAfat AXPES
BHELIC, T4 LI QIATIO| A0 g AA LIQJAT|0| A 20|2 i FA{0| %7151 0]0] ZXfsts BE 2o]2
HELE FH0| AX L JAT0| AL Zhat AX[SHES HOIMOITILICE Chat LIYATIO|A0BE Qi 2ojZ0|Lt Faje
HZEIX| LICH
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RedHat OpenShiftE At&%H= 22 OpenShift 20 A HJAHO|A Mol ZQ0t detg

@ ZooF SL|CE HIYAHO|A FM S ALESIH SR E Pod?t OpenShift SCC(Security Contex
Constraint)Oﬂ)H Holot MAot Mot W Hot 1S E45t1 #EE EA| 810 20| HMlAY -1‘—
UAELICH ZtMIEE L2 & "OpenShift 22 ZEIAE H[of £ ZM"HESHYAIL.

2 Ee T HAS WSt ol Kubernetes 28 H-E HHGH0] EF2 HJAH0|AS EX FA S
E;m&xl UTE o 2 YSLICI RESTORE _SKIP NAMESPACE ANNOTATIONS. O £H Ch32t Z&LICH

=
|
1t

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

S22 L= HelmE AHESHH A A OfE2|A|0|MHE HKITt R --create-namespace 2[0|2 7|0l E X|=7t
name MZELICH 23 £ HYH TZM|A S0 Trident Protect= 0] 2{|0|2S CHA LA A D 0| A0 2X|SHK| 2
A0 24O AA U|YAHO| AL} UX|SHH CHA HUAHO|A Zto = AH|O|ERLICE O 2f0] AA U|QAHO| AL}
UX|SHA| $o™ HAF o] CHA | AHO|AZ SAHEIL|C

LS— - L-O HA

o

==
Yad

CHZ GiIM|ol M= 22t CHE A1} 21|0]20] = 22 Sl e HIJAHO0[AS H0| FLC 2 M=of T

= A
— 1 H =
HJAT0| A0 HEfRL T4 HIRJATO[AOM F=A40t 2|0]S0] ZRE[AHL HOMX| = YHEE =eld = ASLIC

27 Ee MU Aef H

LS HOlM= =7 = Y 2 0[] offF| 4 5! thah WP AH[0o|A9 HEHE EOf FLCH.

4| QA O|A =4 ot

HIYAHO|A ns- . _ . 314 = 24

() an;(;h?;llo)n.one/key. updatedvalue" (s . 2 ZA = HIPAA
* 0|& =ns-1

* Annotation.two/key(FA .two/7|):

' = | o] E{tH[0] A

\]
ot

H| AT O]A ns- * Annotation.one/key(FA. stLt/
2(ti) 7|):"true"

» Annotation.Three/key:"false"

=R E

CHE EOM= 57 = HEH &Y 29| o tiy HPAHo|Ao HEHE 20| FLICE 28 7|17t 721, 27
717t SO AT LM, name & HIQJAH O] AL HX|SHESF 2(|0|S0] YHIO|EE[ASLICE.
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html/authentication_and_authorization/managing-pod-security-policies

4| AmOo|A =M 2

=~

LY AHO|A ns- . * 0| =ns-2
2(CHAL annotation.one/key:"updatedvalue"(F
) X 17H/7)) T AEELS=HIPAA
* Annotation.two/key(ZA.two/7|): " E8E ==

» Annotation.Three/key:"false" * HY = Cl|o[E{H|0] A

MO A CHE LIYAHO| A2 SR Tt

BackupRestore CRE AFE5t0] CHE H|YAHO|A R WA S S/SHH Trident Protect= M |—1|°'*11|0|*01|A1
DEOWE SRotn SAE S8 T2 T30 Ciet S8 T2 CRE THSLICH S/ E ofE2[A|0|M EEOWAE
TQ Al W = AHARS MASIALL HS A™ S ™ SLICH

JIE 2227} 9l L UUAHOILE UoiE SHl0l plol 20 OB BROIS lare
() #ZEX wsUC Welo| DE 2|42 =2 7ekiB ER UAATO|AS ARISED ChA| A AetLt

“—.“?:12 M HIJATO|AZ SHSHAIL.
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42

CRE ALEEfLCt
oA
1. CR(AFE2X HO| 2|aA) Op S BHE11 0|E2 trident-protect-backup-restore-cr.yaml’ X| ¥ gfL|C},

2. Meh IFIO) M CHS A4S THBILIC

° metadata.name: (required) O| AFEXt HO| 2|AA9| O| EQIL|CH AFEXL 2HF0l| = 1 RstD
22Xl 0|52 MEHSHUA|2.

° * spec.appArchivePath * : B1Q} ZAHI XTI} X EE| = AppVault LHE 2| ZZILICEH CHS HHS AL
0| ZEE &2 & USLICL

=2 X2 T M

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef *: (required) e LI 0| X ZEEl AppVaulte| O|SL|C},

° spec.namespaceMapping: S 22| AA HUANO|AE CHA W[ AD| 0| A0 DHESH=

AYLICE my-source-namespace ™

HEZ HREL|CE,

mw

‘my-destination-namespace AHEXt 239

° spec.storageClassMapping: 52 2| AA AEZ|X| ZHAE A AEZ|X| FHAE O HSH=
AYULICH destinationStorageClass '3 & ‘“sourceStorageClass AFEX 2tZo HE
b LICE

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (MEf Aleh) E@ie S8 T2 Mol £ 2|AA0 MEHGHOF oli= 22 EH 20|22 EAE 2|AAE

EH A
3.:.3”1 Lt ®elsts EEES =7t

° resourceFilter.resourceSelectionCriteria:(EE{ 210 22) Include resourceMatchersti| &2 &l
2| AAES EESHALE MQISHHH = S Exclude AFEEILICE LIS resourceMatchers H7H Ha-E
=I5t EESHALE Melet 2[AAE HolgfL|ot

* resourceFilter.resourceMatchers: resourceMatcher Zi&|2] HIZIL|C}. O] HHZol| A o4
QAE MO|5t= A2 of|lEt QA= OR EAtO 2 X[t 2t RA( E == H-llx_-|) Lo ZEL=

—_ L o TT,



AND SHAO 2 UX|BHL|C},
* resourceMatchers[].group:(Optional) ZE{&e 2|AA Q| OEQILICE.
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2| A A Q] ZFRQIL|CE,
* resourceMatchers [ ].version: (Optional) ZE{ 2

=
* resourceMatchers[].names:(Optional) ZE{E & 2|2 A 2| Kubernetes metadata.name
oo JA= ol SYLC.

*resourceMatchers [].namespaces *: (Optional) ZE{&e 2|2 A 9| Kubernetes
metadata.name EE0| U= HAAHO|AJLILCE.

resourceMatchers [ ].labelSelectors: (Optional) 0 H2|=l CHE 2|A A9 Kubernetes
metadata.name ZEO0]| QU= 2|0|E MEHT| EXHERQJLICE "Kubernetes A" O|IE S Ct32t
“"trident.netapp.io/os=linux" Z&L|C}.

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. T

o

2HIE 292 M F trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE Ar2%tL|Ct
CHA|

1. gz Qtol gtg etdol HE 2 thX|sto] M S CHE WUAMO|AZ SAYLICE O] namespace-
mapping 2l 2ECE FEE HYAHO|AE AFESH A4 HYAHO|AS SHHE T
o{ A

HILAH 0| A0 EAl “source1:dest1,source2:dest2" @ 2 OLIEIL|Ct Ol E E™ Ct2aF ZHSL|CE
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

HFOA Eeh HIYAmo|AZ2 SetL|Ct

AMEX 2eh HYAHO|AZ HAS ST = ASLICEH

44



RE AEELICE

trident-protect-backup-ipr-cr.yaml” X| & gtL|C}

° metadata.name: (required) O| AFEXt HO| 2[AA9| O| LTt AFEX} 2HF0)| &
32| X{0] 0|22 MEHSIAIA|

= 1R]st
° * spec.appArchivePath * : B1Q} ZAHI XTI} X EE| = AppVault LHE 2| ZZILICEH CHS HHS AL
O| Z2E &2 & USLICH

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

i

° * spec.appVaultRef *: (required) B LI &0| K& El AppVaulte| O|SIL|CH

OlE S Ch3a 25U

apiVersion:

protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:

name: my-cr-name

namespace: my-app-namespace
spec:

appArchivePath: my-backup-path

appVaultRef: appvault-name
3. ( EH A |-o|-)E°_|'c; 22 oz 2o EXN 2|AAD MEHG
26

HOf St= 22 EX 20|22 EA|E 2[AAE
FALE X 2|5 TE 2
° resourceFilter.resourceSelectionCriteria:(ZE 20 22) Include resourceMatchersti| H2
2| AAS TEHSHALE H|2|3t2{™H F= 2 Exclude AFREIL|CE CH2 resourceMatchers OH7H HHES
FI6tq ZEStALE H2le 2| AA S Ho gL Tt
* resourceFilter.resourceMatchers: resourceMatcher ZiA|2] HIZ QIL|C}. O] HHZol| A o424
LAE Hott= 2R oY 4= OR GMOE AKXt 2t @A(OE, BF, HE) Lo EE=
AND ¢Ato 2 K[|t

resourceMatchers[].group:(Optional) ZE{Z

st g[AAo OFY
resourceMatchers [].kind *:

(Optional) ZE{

g2
resourceMatchers [ ].version: (Optional)

Hegg e
resourceMatchers[].names:(Optional) ZE{ZIE 2| A A
ZCQ = o|=lL|C}

=— AN == .

resourceMatchers [].namespaces *: (Optional) ZE{ZE 2|2 A Q| Kubernetes
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metadata.name EE0| U= HAAHO|ALICE,
* resourceMatchers [ ].labelSelectors: (Optional) ol M2|El CHE 2|AA 9| Kubernetes

metadata.name HEO0| U= 20| MELT| EXIERILICE "Kubernetes A" O|E ™ CtS3t
“"trident.netapp.io/os=linux" Z&L|LC.

oE =9 L3 Z25LIL]

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

ZtO

4. o O = M2 F trident-protect-backup-ipr-cr.yaml CR:

o

=Ht

Tl

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIE Ar2%tL|Ct
CHA|

1. s otol gt oo MEZ tN|sto] A S e HIYAHO|AZ SBILICE backup 2140
HAADO|A 8l uHRf O|F0| HAOZE ‘<namespace>/<name> AFEEL|CH O|E SH CH21}
7|‘ﬁ|__|[_|-

Ed .

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

MO A CHE SE{AEZ ST
el S2HAH| ZH7t U= ZR HYS CHE S AHZ 57 = ASLICL

* AESE7| Hof| ¢
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

CHS T4 LM @A} EEE|=X| StolstL|C},

s CHAH 22{AE{0l| Trident Protect?t M X|=|0] QU&LIC

* CHAF 2 AEHO|= B0 HEE = AA SHAEQ SLTH AppVaulte] HZ! HAZ0|| CHot BM|A HBHO|
olAL|C}
A H

EHA|
1. Trident Protect CLI 22{1212 A25I0] CHA 22{AE0|M AppVault CR2| 7H2M S =HolgtL|C.

tridentctl-protect get appvault --context <destination cluster name>

®

2. & S2AEOIM AL 7HS S AppVaulte] B HHIXE FL|CH

oo

8 Z203 S8 WYL HO| AT} CHE S AF| A=K =HelgtL|Ct,

A — =

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

O FHS MAsHH el 2HAH, oy S8 Z=23 0|5, BY A I 8l 0p7H0|2 =2 E H|R35H0 AppVaultof]
AME 7t 0| EAIELICE

- & of -

o Fommm tommm— - Fommm e
ettt e e et +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

pomm pomm - pommmm o oo
oo e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. AppVault 0|5 X H2t ZZE AI8310] 88 Z2IMS el SHAEE SIeLCt.
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CRZ AtEgtLCt
1. CR(AF2XL Aol 2|4 A) I

2 PH=11 0|E2 “trident-protect-backup-restore-cr.yaml X| A gL |C}.
2. Mot oA CHS 8 S FARLICEH

° metadata.name: (required) O| AtEX} HO| 2[AAL| O|FSRILICH AMEX}; &HF0f| BH= TR
sta| ™ol 0|22 MEHSIAIA|Q.

o

* spec.appVaultRef *: (required) B Li 0| X & El AppVaulte| O| S L|C.

o

* spec.appArchivePath * : B ZAHIXT} X &&= AppVault LHE 2| ZZIL|CH Lt B™-E S AFE5IH
O| ZRE &E £ o|A|_|[|.

=2 X=2 T M-d

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

@ BackupRestore CRE AtEY = §l= 32 2EHA0 M 2=t HEHS AHE5H0] By

HES = =+ ASLIC

° spec.namespaceMapping: S E2| AA |QUAHO|AE CHA | JAH O] AN DfHSH=
~gl =
=

HAYULICE my-source-namespace X

‘my-destination-namespace AMEXl 2HH Q|
I-IEE [:||--"F‘-|__||:|-.

o

]

=3 LSt Z25LL

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

3. o}

o

=Ht

Tl

UOE KR = trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AMEEL|Ct

1. OIS HHS AE0t0] 22 TZMS SIst0 s oF9| 22 AtEX}L &HA9| HEZ HiFL|CH
HJAHO|A OfE 2= SEECE FLEE HYABO|AE AHESHH AA H|QJANO|AE Sourcet:dest1,
source2:dest2 HAIOZ SHIE CHA 1| AT 0| A0 OHEEIL|CE O|E ™ CHS1t Z&LIC.



tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

ARSI M THE WY AT O|AZ EFEL|CH

AEXE X 2| AA(CR) MY S AFESH0] ARAFO|A C|O|E{E CHE HIYATO|A = fl2 AA HJATO|ARE
S = JUSLICE SnapshotRestore CRE AHESHH AHAFS CHE HIJAHO| AR S A2 Trident Protect=
M UL AT O| AN O EE2|AH 0| ME SRS Z/El o Z2|AH|0|Mof| it of Z2|A|0|8 CRE M ELICH SRE

ocood
OHSZA0|HE Bt TR Al Y = AHAS M5 L B ¥ S AFLC
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CRZ AtEgtLCt
CHA|

1. CR(AF2XL Ho| 2|AA) Ij S OHE T 0|52 “trident-protect-snapshot-restore-cr.yaml’ X| & &L CL.
2. MM IIUNA CHS $M S FTAEHL|CE

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
22|l 0|2 MESIMAI2.

° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| O[Sl L|C.

° * spec.appArchivePath *: A 4F LHE0| XMZ == AppVault LHE ZERILICH CHS HHS AFH2SI0] 0]
AEE ¥2 5 ASLCH

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =0
jsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: 27 Z19| AA HAADO|AS CHA HYAHO| A0 DHESH=
WARLICH my-source-namespace 'd & °

HEZ HiEL(CH

° spec.storageClassMapping: 52 2| AA AEZ|X| ZHAE A AEZ|X| FHAE O HSH=
AYULICH destinationStorageClass '3 & ‘“sourceStorageClass AFEX 2tZo HE
b LICE

my-destination-namespace AHEXt 239

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (MEf Aleh) E@ie S8 T2 Mol £ 2|AA0 MEHGHOF oli= 22 EH 20|22 EAE 2|AAE

EH A
3.:.3”1 Lt ®elsts EEES =7t

° resourceFilter.resourceSelectionCriteria:(EE{ 20| 22) Include resourceMatchers0i| H2|E
2| AAES EESHALE MQISHHH = S Exclude AFEEILICE LIS resourceMatchers H7H Ha-E
=I5t EESHALE Melet 2[AAE HolgfL|ot

* resourceFilter.resourceMatchers: resourceMatcher Zi&|2] HIZIL|C}. O] HHZol| A o4
QAE MO|5t= A2 of|lEt QA= OR EAtO 2 X[t 2t RA( E == H-llx_-|) Lo ZEL=

—_ L o TT,



AND SHAO 2 UX|BHL|C},
* resourceMatchers[].group:(Optional) ZE{&e 2|AA Q| OEQILICE.
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2| A A Q] ZFRQIL|CE,
* resourceMatchers [ ].version: (Optional) ZE{ 2

=
* resourceMatchers[].names:(Optional) ZE{E & 2|2 A 2| Kubernetes metadata.name
Lo A= o] S|ILICE

* *resourceMatchers [l.namespaces *: (Optional) ZE{ZIE 2| A A 9| Kubernetes
metadata.name EE0| U= HAAHO|AJLILCE.

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l CHZ 2| A A 9| Kubernetes

metadata.name ZEO0]| QU= 2|0|E MEHT| EXHERQJLICE "Kubernetes A" O|IE S Ct32t
“"trident.netapp.io/os= Imux""**LIE}

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. T

o

2HIE 292 M F trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLIE Ar2%tL|Ct

1. CH2t= Qto] g2 AL8AL &t HEZ XS] AMAS CHE HIJATO|AZ SBLICE

° snapshot 210 HJAMO|A 5l A 0|50| HAOZ “<namespace>/<name>
A2 EL|CH

° O] namespace-mapping ¢l= EECE 72 HUAHO|AE ARSI AA HJAHOAE

51
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52

=HIE A | R[AH 0| A0 @A “sourcel:dest1,source2:dest2” @ £ O{fZBFL|LC}.

o

]

=9 Ch3at Z5LIC

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

| A4S Bl HIYAHO[AZ S8 = ASLIC



RE AEELICE

£

1. CR

k=)
—L =
WY UM CHS 44S THBILIC

2.

RAEA Hof 24

—

=11 0| &2 “trident-protect-snapshot-ipr-cr.yaml” X[ & gtL|CL.

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t

512|X9] 0|22 MEHSIAIAIR.

=

° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| O[Sl L|C.

242 A

° * spec.appArchivePath *: A AF LIE0| X &&= AppVault LHE Z=QJL|C}H CH2 BES

Z2E #2 4 YL,

A

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0

jsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

ME ALS) SRY 88 T2 EF 2[aAnh MEHS o) ot 32 ET 20|22 EAlE 22
HoSHALE H|elsts S F7hefLint

° resourceFiIter.resourceSeIectionCriteria'(n'E1 2ol 2R) Include resourceMatchers0i| &2
2| AAE EESILE MRSt H = 2 Exclude AFRELICH CHS resourceMatchers OH7H # 4

FIroto] Lot Lt M|QlE 2| A A FolRfLITt.

A=

EICRY

ol

=
=

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2| HIEIL|C}. O] HHZE 0l A 2]
QAE HOtt= AR oY QA= OR HMOE LXKt 2t QA(OE, BF, HHE) e EE=

—_L——

AND Ao = OE'X|°|=|”—|E|'.

* resourceMatchers[].group:(Optional) ZE{&E 2|AA Q| OEQILICE.
* * resourceMatchers [].kind *: (Optional) ZE{&/ g 2|A A9 Z2Q

* resourceMatchers [ ].version: (Optional) ZE{ &

* resourceMatchers[].names:(Optional) ZE{ZIE 2|

2o A= oIF YL

* *resourceMatchers [].namespaces *: (Optional) ZE{ZIE 2| A A 9| Kubernetes

metadata.name ZE0| Y= l:||°,:!¢ﬂ1|0|¢°'L|I:L

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l CHZ 2| A A 9| Kubernetes

metadata.name ZE0f| U= 0|2 MEHT| 2EXIEQLICE "Kubernetes ZA1" Of

E:D:'

= = =

Chs

af
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“"trident.netapp.io/os=linux" Z&L|C}.

o

]

=9 Ch3at 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
4. MpAS SHIE ZO2 M2 F trident-protect-snapshot-ipr-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLIE Ar2%L|Ct

e
1. 2 90| 242 AFSRH 0] HEE CHAIS0] AMALS Sl LYATO|AR 28
chant ZLc,

tridentctl-protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore> -n <application namespace>

=7 xfeio| MEfS golghict

YIES MESIH T SO|AL, A= =A7ALE, Aot 57 ZHo| HEHE 2ele + ASLIT.
THA|
1.

54
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

NetApp SnapMirror %! Trident ProtectS ALE5I0{ OHE2|H|0| M S SH|IEL|Ct

Trident ProtectS AF23HH NetApp SnapMirror 7|&2] H|S7|4A BX| 7|52 AI25t0] St
Z22{AH E= ME OHE S2{AF Ztof HIo|E 5! o ZE2[AH[0|M HE AL S AEE|X]
HHAIE 0| M CHE AEZ[X| HAIEZ EX[e 5=~ JASLILCE.

=8 3 HULH I F HPAmo[A =M Bl 0|2

=8 S Y XY S0 thy W Am0]A9] 2f|o]S 1 FA40] A4 HIYALO|AQ] 30 B FAR LR|SIEF
DHSLICH CHy W Amo| 20 l= 24 HYAHO|AL| 2|0|S = FMO| FIt&[1 0]0] EXfst= 2= 20|12
L= FA40] 24 HYAmo|AQ ghat LKISH=E HOHMHELICE Cha HQJAH O[22 /= 2|0[E0|Lt FA2
HEE|X| St

RedHat OpenShiftS Al238t= A2 OpenShift 2HE0|AM HIYAHO|A FMo| ZQot Hsts

@ ZF=oljof L|Ct HAADO|A FME ALESHH S2IEl Pod7t OpenShift SCC(Security Context
Constraint)0ll A 2ot ME st #ot 5l Hot £ Mg F45t0 Aot 22X §lo] 2&0| AMAY
UAELICE XIMIS LHIE S £ "OpenShift E0F ZIEIAE X[ =7 2 A ZTSHAMAIL.

[

=ol i HAUOH XIS S| Holl Kubernetes 12 H42 MIso] I U|YAD0|AS] S FAS
o =

x|
HO{MX| A E & 4+ USLICH RESTORE _SKIP NAMESPACE ANNOTATIONS. O|E SH Ct33t Z&LICH

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

237t Y= HelmS AHESHH AA OfEE[H|0|MS X[t B --create-namespace 20| 7|0 E X[=7}
name MBS ELIC 57 = HYH TZM|A F0j| Trident Protect= 0| 2{|0|22 CHA U AT 0| A0 S x|SR 2t
AAO| ZH0| AA HUAHO|AR} UK|SHH CHA RJAT|O|A 2O 2 AH|O|ERILICE O] 20| AA H/UAHO| AR}
UKX[SIHK| o™ HA Qlo| CHA W[JUADO|AZ SAHEILICE,

of
CHZ ORI M= 2t THE =41} 20| 20| = 24 Sl T HYJAHO0|AE 20 FLCH &Y H=0f thef

A
pu —d
HIJATO| AL AEHRt CHAF HIJAHO| AN F=A40t 2|0]S0] ZEE[HL HOIMX| = YHE =held = ASLIC

S EE HYH

sl
1%
=

CHE HOM= 57 = Y2 2 0|H Q| ofjF| A4 3! Ciah HYAmo|Ao| HEfE Ho| FLCt
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4| AmOo|A

L[ ADO|A ns-
1(AA)

HAAHO|A ns-

x4

annotation.one/key:"updatedvalue"(F
M 171/7])

* Annotation.two/key(FA .two/7|):

* Annotation.one/key(FA. StLt/

i)
E3

otd = 24
™ £4 = HIPAA
0|2 = ns-1
gt = H|O|E{H|O| A

2(CH&h 71):"true"
* Annotation.Three/key:"false"
SR =
e BoME S+ = HYH 2 29| o cHa HIJYABO|AS] AEiE Ho| FL|CH L8 7|7t =ItE|10, AR
717t HOM AT M, name CHA LY AT 0| AL AX|SHES 2{|0|S0| HO|O|EE|USLICE
L AT O] A =4 2
LA O|A ns- . * 0|§ =ns-2
2(CHA annotation.one/key:"updatedvalue"(F
(H<) A 174/7)) * 18 F = HIPAA
« 3}H - oo
* Annotation.two/key(F4.two/7|): &g =2
« Annotation.Three/key:"false" * gt = O|o|E{H| 0] A
@ ClOJE 23 Y S0of| It A|AEIS 1™ 8l 1 s{H|SHEZ Trident ProtectS AT £ U&LILCE.
"Trident ProtectE A5t M} A|AR] SX|E F-45H= L0 CHol XhMIS| LOtE MA|L"..
X 2HAEZE d™gLct
ZX 2AE dHSIHH C22 Aol of 2rL(ct,
* Trident ProtectOf| A{ Qi ALHAF MM HIE MEH(QHO| Kubernetes 2|4A 3 2t 4 250] Citt 28 AYAF T3
* 2xX YN ME(Kubernetes 2|AA 5 @ =& HI0|H EF)

|

1. AA ZHAEM AA OfZ2|H|0]M0f| CHEH AppVaultsE H-detL|CE AER|X] 3
"etFof SHA|

AMEXFX[E 2|las
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2 AI23t0] AppVaultS 2 stL|Ct

a. A}%Xl- HOo| 2|AA(CR) IIY S BHE11 0|58 X|HELICHO: trident-protect-appvault-
primary-source.yaml).

b. Ctg S FIELICH

* metadata.name: (required) AppVault AFE Xt Ho| 2|AAQ| O|S)LICEH SH| Ao ERetCHE
CRIIYZ 0| 22 HESIEE MEHTt 0| E2 7|F8H SLICL.

* spec.providerConfig: (required) X| Ml 3 ZXIE AR50 AppVauItoil M| ASH= O Hast
THE MEBLICE bucketNamel}l S XH0H|[A| 2Lt 7|EF M2 HEE MEighL|Ct SH| 2HA of
Lt CHE CR IS o|2{3ot 2t &XstD 2 MEitt 2t2 7| SLICH CHE SaXt2| AppVault
CRSO|| Cist 0l = 2 "AppVault AFE Xt X[ H 2[AAEESHIA|L.

* spec.providerCredentials: (required) X|&El S5 XIE AFE50] AppVaultol| HM|ASH=
oot XA ZHoj| chet #XE X&etL(Ct,
* spec.providerCredentials.valueFromSecret: (required) AtZ S 20| H|Z0j|A| eto} &2
LIEFHLICE
* * key *: (required) ME4E H| 2 Q|

fa% 7|
=
=

EHSH
1=
* *name *: (required) O| EE2| Z{S X edh= H|2LQ| O|FLICH 22 HIYAH 020

Ql0{of BHLICH,

* spec.providerCredentials.secretAccessKey: (required) M3Xt0f| N ASH= Of| AFRE|=
HAM|A F|RILICt name * 2 * spec.providerCredentials.valueFromSecret.name* 1} & X|sH{O}
sL|Ct
= .

* spec.providerType: (required) S HS5t= 252 AELLICHO: NetApp ONTAP S3, 2t

o —
S3, Google Cloud = Microsoft Azure). 7ts$t 2t

= MX|stD

* AzureE X[ gLICE
= GCP

- it S3

= ONTAP-S3

= StorageGRID-S3

C. OMIUS SHIE UOE M2 = trident-protect-appvault-primary-source.yaml CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIE AtE3510] AppVaultS ZHAEtL|Ct
a. CfE= ool 242 A8t 2tZ 2| HE 2 CHH|5tK AppVaultE ZHeL(Ct.

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name>
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2. AA

00

g o273 MM CR:

CRZ AtESH0] £

o
=
a. A8 ™o 2[AA(CR) IHYES THE 1 0|2 X|I™YLICHO: trident-protect-app-

>
0[0
0
|H
u
[
=

source.yaml).

b. [} E4E FdeLCt.

* metadata.name: (required) 88 D= ALEX} M| 2|AAL| O|SQILICE =A| 2HA|off ot
CE CR IOIY2 0| 22 &H=EstOZ MEist 0|22 7| =8l FLICt.

* spec.includedNamespaces: (required) U AT 0| A 3! 2t 2|0 22| HHE LT}
HYADO|A O|EE AL MM O = 20|22 AHESH0] WA AHO|A HRIE T3 07]0
LI E HJAmo|AN Az 2|AAE X[HELICH S8 T2 I3 H|QJAHO0|AE= Of BIES
UL 0{oF gfL|Ct,

* YAML Off *:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

ZFO

c. o UOE M 2 trident-protect-app-source.yaml CR:

fjo

=Ht

Tl

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace
CLIZE A3 &4 OS2[0S H-det|ct
a. 22 38 LZOMS OLSLICH o|E SH ChSa 25U
tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>
3. Lot ZR AA ol E2|F0| M ARAS MMBILICH O] AHAR CHe S AE{0|M OfZ2[H[0| M2 J[Hte 2
A ELICE O] HHAIE HAHE B2 Ch3 of2fEl A A0 MAE wintx| 7|Ch2{0F XA AHAFO| WM EIL|CE

58



i AFEX} HO| 2|AA(CR) IMY S OHS1 0|E2 KIHELICKHO: trident-protect-
schedule.yaml).

i. g S48 gt
* metadata.name: (required) ¥ ALEXt Fo| 2|AA2| O| S RILILCE.

* spec.AppVaultRef *: (required) 0| Zt2 ¥ & S8 T2 0| CHet AppVaulte|
metadata.name = =2} A X|sHof BtL|CE.

* spec.ApplicationRef: (required) 0| 22 &4 3& T2 CR2| metadata.name HES2f
U X[sHOF BfLICE.

* spec.backupRetention: (required) 0| 2E= T4 TEO|H Zf2 022 AHSH{0f gfL|Ct.
* * spec. enabled *: BtEA| true2 A sl{of BfL|Ct.

* spec.granularity: @ 2 AX}{0F custom EL|Ct,

* spec.recurrenceRule: UTC A|Zt1} HHE ZHAO 2 A& HE Ho|BtL|C.

* spec.snapshotRetention: 22 A& s}{0} &tL|C}.

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59%al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1b5e34
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i I

o

ZHt

Tl

UO=E M2 2 trident-protect-schedule.yaml CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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=4
o
a. gz 29| S AL 2tdol EZ iMoo A-Aks WHRLICH o2 S th3a 2L Ct

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

- A SEAHO ME3t AppVault CR2t S0t AA 38 =12 AppVault CRE CHA S2{AE 0| 44dS

ot
0|2 KIHELYLICHO: trident-protect-appvault-primary-destination.yaml).
- CRHE&:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
my-app-namespace

. CHAF S{AE M e S8 T2 IM0]| CHEt AppVaultE MaletL|ct AER[X| ZZX0]| w2t 2| ol E "AppVault
AEXFRIE 2|l a2t Eof| WA =FEL
a. AFEXt Mol 2|AA(CR) IHYUE THE1 0|2 X HYLICHO|: trident-protect-appvault-
secondary-destination.yaml).

b. [} E4E Pt

* metadata.name: (required) AppVault AFEXt HO| 2|AA0| O|FRLICH SH| Ao 2
ol o 2t HXSIEE MEst 0|2 7S¢l sLICL

— 71—

ot CHE CR

* spec.providerConfig: (required) X| ¥ & SEXIE AHE5I0{ AppVaultol| BM|ASH= O] Bt 3

Me
— o=

MERILICE “bucketName' ot SSXI0|A| 2ot 7|EF MF HEE MEIRILICH SH 2tA 0 2Rt CHE

CR It 2 Of2{et ZtE HXSIEZ MES gt2 7| =8l SLICH CHE S3Xk2| AppVault CRSO| Lt 0=

2 "AppVault AFEX} X[ 2| AA"ERESHYAL.

* spec.providerCredentials: (required) X|HEl 32 XE AF2SI0 AppVaultdl| B ASH= o 2Lt
A2 =dof| st k== X A&SHL LT

[ = ]

* spec.providerCredentials.valueFromSecret: (required) XtZ Z& Zt0| H|Z0j| A etof &t
LIEFRLICE.

=1
=

* * key *: (required) MEHE H|2 O]

* * name *: (required) 0| ZE=9| Zt

ESh= HIZO[ O|FYLICEH Z2 WY A 0| A0 RLojot
gLt

* spec.providerCredentials.secretAccessKey: (required) M3 Xt0f| N ASH= Of| AFRE|=

MM A F|RILICE name * 2 * spec.providerCredentials.valueFromSecret.name* I} & X|sHOF
SHL|C}
(=] .

* spec.providerType: (required) 2 HS5t= 252 AESLLICHO: NetApp ONTAP S3, Yt S3,
Google Cloud 5= Microsoft Azure). 7+s$H 2t

= MX|sto
* AzureE X[ HEL|Ct

= GCP



- it 3
= ONTAP-S3
= StorageGRID-S3

C. MAUS SHIE ZIOE M2 2 trident-protect-appvault-secondary-destination.yaml CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n my-app-hamespace

7. AppMirrorRelationship CR It Bt=7|:

61



62

RS AM230] AppMirrorRelationshipS A stL|C
a. AF8XHEe B[AA(CR) MY S TS 0|ES2 X|™ELICHO: trident-protect-

c. o

f

relationship.yaml).

b. Ctg S FJELICH

metadata.name: (Z5) AppMirrorRelationship AF2Xt Ho| 2|AA9| 0| S IL|C},

spec.destinationAppVaultRef: (required) O] Zf2 CHAM 22{AE{Q| CHA S8 T2 0| CHEt
AppVault O| S+ LX|3{OF BHL|C,

* spec.namespaceMapping: (required) CH& 8! AA HJAHO|A = ST S8 T2 CRO|
HolEl 28 T2 | A AH|0| AL UX|SHOF BrL|Ct.

* * spec.sourceAppVaultRef *: (required) 0| 242 AA 38 TEO| AppVault 0|52t Y X|5HOF
28]

* * spec.sourceApplicationName *: (required) O| 2}2 AA S8 TZ I CRO|AM Host AA S8
D230l o| St YX|sHof BfL|Ct.

* * spec.storageClassName *: (required) 22{AE{0|A RETt AEZ|X| 22{A2| 0|ES2
MEHSIAN Q. AER|X| SEA L AA SHAS M| 0{2I5H= ONTAP AE2|X| VMO ¢ Z E|0{0F StC},

* spec.recurrenceRule: UTC A|Zt1} HHE ZHAO 2 A& HWE Ho|BfL|C.

YAML 0f|:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

o

2HIE 'O 2 M2 F trident-protect-relationship.yaml CR:



kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLIZE Ar23t0{ AppMirrorRelationshipS AT}

a. AppMirrorRelationship 7HX|E THE1 ME5H0] CHE= k2| ZtE AFEXL 2tE 9| ME 2 HHELICE ol
EMH Ct2af Z5L| L

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

[ | o o o =

8. (ME AbS) = BHH|2| AR Q! AEHE EHQISHLICE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

thet 2HAEHZ HALH LT

Trident ProtectE ArE5IH SH| 2l OHZ2[AH[0| M2 Ty S2AHZ HYLME 4= JAFLILE 0| BXt= X HAE

X5t e SAEM S 22112 MEtetL|Ct. Trident Protect= &2 22{AE 2| HO| X5 SO|UCHH
SXISHK| gLt
A

1. AppMirrorRelationship CR It (0f| trident-protect-relationship.yaml:)2 €1
spec.desiredState* Zf2 £ HAELICl Promoted.

*

2. CRIg MFLCh

3. CRHE:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (M Areh) HYQH E OHZ2|A 0| M0l Bt Ho AHES MERLICH
O. (MEH ALY SH| 2tA2] HEf 3 HEIE SHRIBLICEH

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg
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HYHE SH| A S CHAl S7[=tgfLCt

MS7|et ZH2 =X 2AE ChA| 2YLLLICH MST(2 &S +d5HH 22 22
ol

OHZ2[AI0|H0] &[22 T SHAHM M Sl ofZ2|#H[0|M

O Z2MA= SH|E ChA| BESH7| Tof thah S2{AE0f|M A

fllo
ofM
bal
oo
C
Iul

() w2ew S0l iy oh=aiAo| ol 7128 2E Hlo|Ef7t AMELIC

ThA
1. AA OiZ2|7|0| M| ALHAFS MABHL|CE,
(o]
=

2. AppMirrorRelationship CR I (0|: trident-protect-relationship.yaml)2

UE 2 HASL|CI Established.

3. CR It S XMFetLct.

2 OZE|7|0]H0] &l Sl
et tHE g2 25 AN ELICE

1 spec.desiredState

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

S. CHa 2HAEOM HULQAHE OHZZ|AH|0|HS E=d7| o Hz AHES Mt

O O -

AAE2 25 220 HOHE LUt

HAHE SH #AE dLE2E WSt Tt

B2 HAHSHAIL. "ot A=

HYLHE =X A E AS7|etots 32 e OHE2|AH[0] M2 22 0HE2|H[0] 0] =1 24 = Tio] ELICt.
H Y S0f CHeh ofZ2|#|0]Mof| CHet HE A2 FXAIELICH

1. e} ci& 22{AE{0|A AppMirrorRelationship CRS AA|BILICE 22{™ CHANO| Y =20] ElL|CH A CHA

S AE0| ot U= BT AAEO| s B2 HMAFLICE
2. BAIE 2EY o Y AFSUE CR It S Bich S2AE | H 8310 4| 24
3. AppVault CRS7} 2t 22{AE{0f EH|=|0] RU=X] let|ct.

4. git SHAE M S| 2AS BHEsto] Bl Wekol| ot 2t L.

=X drers g2 HHPH Trident Protect= OHEE|AH[0| M S Tt AEZ|X| A=

2 0| St A& M 2 22

AEZ|X| Bl =2 2X|EtL|CE Trident Protect= AA OZ2|F|0|MES ZX|st1 EFZ o2 I|U S| F|

HIO|E & CHaoll SRIgLICE.
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CRE A83%t0] & AHMS %%E“—IEF
a. a2 OfZE[A|0] M0 CHet B FH U™ S SHAISLICt.

J

b. ShutdownSnapshot CR I} A Af:

i AFEX}HO| 2|AA(CR) IMY S DS 0|22 KIHELICK|: trident-protect-
shutdownsnapshot.yaml).

i. e EAMS IASHL|CY

a0 o=
* metadata.name: (required) AtEX} HO| 2|2 A Q| O|EQILICE,

* * spec.AppVaultRef *: (required) 0| 22 H & S8 T2 LS AppVaulte
metadata.name Z =2} 2 X|sHOf BFL|C},

* spec.ApplicationRef: (required) 0| 2f2 2 A 28 TZ 1 CR It 9| metadata.name
ol = Qf 2 X|s|of BtL|LC}.

YAML 0ff:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. I

o

2HIE 2tO2 M2 F trident-protect-shutdownsnapshot.yaml CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

o

39 EZ M5t = AHAs TELCE oS SH L3t Z5L0.

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>



2. ARHSFO| RtEE|H AAO| MENS JHM FLICH.

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. [t HHE A0 * shutdownsnapshot.status.appArchivePath * 2| Zf2 &1 ot A=Z 9| Opx|at
HE (basenameZt1 = 3. 0|2 OHX[2 S2iA| CHEO| 2 & IS)2 7ISEL|C.

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. CH3ah 20| HESHH Ty S2HAEM A4 S2AHZ HULHE +HPILICH

@ H| Y Exto| 2ctA 0| A AppMirrorRelationship CR It 0f| ZEE T kst
spec.promotedSnapshot 92| 3LtA0|A 7|E$t 7|2 0|2 7S MLt

O. o AFV|8t HAE HLHE =X 2AE HLLO= MBIt Cre-ELIC

6. Mf AA SHAEOM BES AHES S™YLICL

X
il

12
=
%

Jr

K| i 20fl CHS 0| ShaighL|Ct,
& AA MOl Kubernetes 2|2 A0 CHoE ALHAFO| MM EIL|CE,

=
* 89| Kubernetes 2| AAE AMH|SH] Y2 AA WO PodE HANOZE FX|E o UYSLICHPVC U PVSE OLHZE

i X EELEE

lo
|>

40| #F &[0 SHIELICH

=] =

* SnapMirror ZHA|7t BO{M Ef2l 2FO0| §17|/247| ZH[It = RASLICH

=5
MOl Kubernetes 2|AA = 2l AA OfEZ[AH|0|M0| ZRE = SX|= =8 HI0|EHE AFESIH AHH B2
AHAkO M S RELICE

A
* SRl= o) gt = ChA| 2 ELC)
OHZ2[AH0|HE 22 22 A2 H LB T

Trident ProtectS AF26tH CHS X
TEZR0M 22l SX| LSS =2F
AA OfE2|AHO|MOE CHA| BX|(ME

=ME A5t 111|°'QH1 I 20| " Y S e 4~ QJUELICE 0|
St™H Trident Protecte= SH| W2 | Hof| o= 2[AH|0| M
7|shygtL|ct,

rE
oﬁ
ho
mjo
rio
=2

O] ZZM|A= CHAO| CHot HYRHE 2tz ot 2AHZRE] AZE|H CHZ BHAIE Zeeuot.

HULHE HENZ AIZRILICE.

* SR HAE QLR LHA| V(=L
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@ bt S 7|3} ZH S 23lSHK| OFMA| Q. J2{H HYH Mx} F0f| CHA 22 AE{0f| 7| 2=
C|O|E{ 7} K| EILIC

© SH ggS Hil = HHEL| )

ChA|
1. HULHE =X 2AE YO = ST |SHetLCChE HAIE 3 S .
2. OfZ2|Z|0[d S| LekS vtz MeterL|CittE HAIS s-gLIc

=]
=X 2AE AHELCH

AR EX S| ZAE AR = UASLICE OHE2|AH|0[E SH ZAE AMSHE M2 2HA 7L gl F 72| JHE
OHZ2[A[0]:40] ‘M- EL|C,

ocood

oHA|
1. AppMirrorRelationship CR 2}A|:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

Trident ProtectS ArE35t04 0 Z2|#|0| M= OF0|212{|0]defL|Ct

MR = ARSFGIO|E E CHE S2{AH E= AEZX| 2HAZE S/ SHAE E&=
AE2|X| 22 Zhoj| oiE2|7|0] 42 Do 2|0 e 4= ASLCE.

(D) CiEeiiolse ololazosale ohz2lol ol st 2 e 2 Al 201 4 o
OO MOl HEL Ik %3 3 A8 2171 91t 5% S Hete] Sz GO SAEL I

o] U =2l XS

CHe AILIZIQO Che el 3l =9 Kol Saotaipt S wel U 29 S8 XSofe 4 Yttt

Z2 E2H0| 2E =H|

OiEEIAHO|ME SEet 2 AE 0| SH|oteAH AHAF E=

— H A

8. "ATAS MABILICH
b "eo12 MBI
2. SUTH SAAE(ON AW EE WAS WYHEX|0| T2t C1S F LIS SBiLIC

J[I
re
mjo
0=
0x
el;
=
m
[S)
m
i
0H1
o
i
il

|-
_f.”_
=2

Jr
-4

ot
~
_IT'_
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CHE S={2H| 28 =H|

OiZ2[AH|0]d 2 CHE S AH0 5% HH(Ee2H 2t 2B sd)otH A4 AR HAHS MYetC

o

S AH| A S SRBLICE e 22{2E0]| Trident ProtectZt AX[E[0] JAEX] 2 RASHYAIL.

—

(D) = usstol 42 T2 22128 210 0fZ2IA\0| 42 SR 4 "SnapMiror SH"ULLICH

g

1. IS MAFL|CH

2. ujoio| atEl 2| AE2|X| 22| AppVault CRO| CHAF 22 AE{0] TAE0f QL=X| SoIBtCt
3. CHAF S AE{O| M 2 Ri0 A Hlo]ES 2gLICh

ot AE2|X| 2 A0M CHE AEE2|X| 22HAZ OfZ2|#[0| MM S Or0|22f|0] M BfL|Ct

AUAE CHE Y ASelX] Sefaz Seletol g
afo| o] g 4 UBLIC

O£ S0 52 CROIM HIZ H|2):

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace

CRS AFB310] A4S SalBLICt

|

1. CR(AFBXt B2l 8|4 4) It g BHSM 0|2 trident-protect-snapshot-restore-cr.yaml X & LI},
2. Mot oo M CHe 448 ATtL|CE

o
° metadata.name: (required) O| AtEX} Ho| 2|AAQ| O|SQIL|CH ALEXF 2HZ0]| = RSt
g2[xQl 0|ES MESHA2.

I-J

° * spec.appArchivePath *: AHAF LIE0| A E|= AppVault LHE ZZ2ILICEH CHS EEES AHE5HK 0f

B2E HE + ASLICH

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath='{.status.appArchivePath}'

o *

spec.appVaultRef *: (required) 2 AF LIE0| XZEl AppVaulte| 0| S LICE.

° spec.namespaceMapping: S 2| AA QUAHO|AE CHA HUAH O] AN IfHSH=

WRLICE my-source-namespace'® € ‘my-destination-namespace AFEX} 2tZ 2|
HEZ HEL|CH

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
3. SYY S8 T2 MO EY Z|AAD MEHSHO} St= 22 ET 20|52 HEAIE 2| AAE IESHAL
Helsh= HE{”E FIrLCt

> resourceFilter.resourceSelectionCriteria:(ZE{2/0| ZR) include or exclude
resourceMatchers0i| H2|El 2|AAE ZSSIHLE H|2|5H= O AHEEL|Ct CF2 resourceMatchers
O7H HE FIH610] 2oL MIQIE 2| AAE ™oLt

* resourceFilter. resourceMatchers resourceMatcher 7HX|2| HHZ IL|Ct. O] HEOf| A o4
LAE Moot AR oY R4 = OR HAMOE AUX[st 2t A(OE, 357, HH) LHe| ZEE=
AND @Ato 2 Ux|stL|Ct,

* resourceMatchers[].group:(Optional) ZE{& gt 2| A A9 D FQILICEH
* * resourceMatchers [].kind *: (Optional) ZE{2 & 2| A A9 ZFQIL|CE,

* resourceMatchers [ ].version: (Optional) ZE{2I& 2| A A9 HFQIL|LCE,
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70

* resourceMatchers[].names:(Optional) BE{Y & 2|2 A2 Kubernetes metadata.name
ZEo| A= o] S|LICE

* *resourceMatchers [|.namespaces *: (Optional) ZE{& & 2|2~ A | Kubernetes
metadata.name EE0| U= HAAHO|AILICE.

* resourceMatchers [ ].labelSelectors: (Optional) | H2| &l L2 2| A A 9| Kubernetes

metadata.name Z =0 U= 2|0|= MET| EXSRJLICE "Kubernetes A" 6| S Ct3 ot
“"trident.netapp.io/os= Imux" Z&LCt.

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I

o

SHIE 'O 2 M2 F trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

1. CH2t= otol Zhe AL8AL &tE o HEZ Tt AMAS CHE HIJATO| AR SBLICE

[

° snapshot 20| HYAHO[A Sl AHL 0|E0] YAOZ “<namespace>/<name>
ArEEILICE

° O] namespace-mapping Q= SECE AR E HIYAHO|AE AFRSHH AA H|FATHO[AE
SHIE 4 YU A o] A0 ®Al “sourcel:dest1,source2:dest2" @ 2 O T StL|Ct,


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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Ze|z[= He HojE 2
=
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tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping

<source to destination namespace mapping>
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* Trident Protecti= A% 3 MHT AX[SH 7172 AFBSI0] AthA, #e) EE 7 Selo M 4 s

F3E ZFELICL

M ZIE MY F0l S8 TRIUO| |5 FO|HLt XS] HIZASSE| (20| ALSKF K| A
() P umse ais Hasisol g A Ad s a0 el e e AUt xS A
CHS #1A0HH Qi i ALIAF Z[i0] 00| AISHE ZR0|E SIS Mzt £ ASLICL 5, e =
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ol A S
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T, DE S ZIE[0| LIS Aet A2 OPEILITH £l A S50 cish of2f Ho| TE|S BrS e el E T
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1. CR(AF2XI HO| 2|aA) OpU S BHE11 0|E2 trident-protect-hook.yaml' K| & BfL|C},

2. C+g EME Trident Protect 2t

o 2HAH Y0 LRSHEE PR

° metadata.name: (required) O| AFEX} Ho| 2|AAQ| O|FSQ)LICH AFRXt eHEH 0| = DRt

22Xl 0| S MEBIMAI2.

° * spec.applicationRef *:(required) 2& =3

° * spec.stage *: (required) 2 =
a:
= AMH
* AN
° * spec.action *:(required) X & &l
LIEH = EXFELICE 7Hs8t 2k
= ALHAF
H A
* HH
- =¥
" HYRH

° spec.enabled: (Optional) 0| & 39| g4t G{EE LIEFLICt X|FoIX| @t 7

YL/t

° spec.hookSource:(required) ba

37t e

sef4=2 QIACE 53 A3E
=

° spec.timeout: (Optional) &3 S 37} A
120|1, X|™SHX| 2 42 7|2u2 25—5—%}
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° spec.arguments: (Optional) &3 £ 30f X|

° * spec.matchingCriteria *: (Optio

S=oLich. 4 S35 #o) 10740] WEIS F7ke 4 2

° * spec.matchingCriteria.type *: (Optional) &

* ZiE|o[LHo| O] x|
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* PodName= MEHSIL|C}
* PodLabel2 ME{SILIC}
* 0| 0|Z 0|2
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name: example-hook-cr

namespace:
annotation
astra.ne
/account/tes

spec:

my-app-namespace
S:
tapp.io/astra-control-hook-source-id:
t/hookSource/id

applicationRef: my-app-name

stage: Pre

action: Sn

apshot

enabled: true
: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

hookSource
timeout: 1
arguments:

- FirstE

0

xampleArg

— SecondExampleArg

matchingCriteria:

- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

1. 2o otof S AIEX 2ol HEZ thH|ste] 4 =38 HELLCL OE S
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

Trident ProtectS H|7{&fL|Ct

YotpE MA HMO 2 20| =5t= 22 Trident Protect 714 @AE H|Hs{of &
91
Trident ProtectS ®|7{5t2{H L2 HAIE +ASHIAIL.
1. Trident Protect CR It 2 K| AHEtL|Ct.
helm uninstall -n trident-protect trident-protect-crds
2. Trident Protect | :
helm uninstall -n trident-protect trident-protect

3. Trident Protect W AHO|A K| H:

kubectl delete ns trident-protect
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