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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies

vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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grep "aes" /proc/cpuinfo
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"
}
b
{
"labels":{"luks": "false"},

"zone":"us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKS ¢=E Zeidt= =S WgLIC o€ S Ch32t Z2&LICt

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA
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1
storageDriverName:

version:

managementLIF:
dataLIF: 10.0.0.2
svm: trident svm
username: admin
password: password
defaults:
luksEncryption:

spaceAllocation:

ontap-san
10.0.

0.1

'true'

'false'

snapshotPolicy: default

snapshotReserve:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "t
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion:

kind:

ERills =)

StorageClass

metadata:

name:

provisioner:

parameters:

trident.netapp.io/backendType:
csi.

csi.

csi

csi.
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o

L
—

ik
o

tridentctl

csi-san

storage.k8s.io/vl

csi.trident.netapp.io

storage.

storage.

.storage.

storage.

k8s

AYLOA 7| Z

.1o0/node-stage-secret-name:
k8s.
k8s.
k8s.

ots= Al

LIt

-d get volume luks-pvcl

"ontap-san"

% ‘node-publish-secret-namespace StorageClass Oi7H tH
 ZrELot

luks

io/node-publish-secret-name:

io/node-stage-secret-namespace:

$S{pvc.namespace}

luks

io/node-publish-secret-namespace:

$S{pvc.namespace}

GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames:

tridentctl

["A"]

-d get snapshot luks-pvcl

GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames:

["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

otr|= AL luksPassphraseNames: ["B", "A"] 3|ZO|
£ E2|ASIo 2|XME 2t2e & USLICL

1. "CSINodeExpandSecret I|X{ H|O|E(H|E} 1.25+)F EMS}tLICE XHMIE I8 2 "Kubernetes 1.25: CSI
=252 E 7|8 = &0l H|HE ASELICH BXSHYA|IL.

2. node-expand-secret-name % ‘node-expand-secret-namespace StorageClass Oi7i HEE
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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MRS A TS ARSI ONTAP O*IAEE MM FE g FMELCE o2 E0{, 22{AE{7t Kerberos 5i &
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Kerberos 233} 7|52 Zatst= Trident AEZ|X| HHAIE T MH S OtE £ JAELICH
o] =Hiofl chat
Kerberos 2= 3tE #d6t= AEEZ|X| HAE 74 IHUS oF= off 07 H-E AMESH] M| 7HX| Kerberos =2}
H™ & SILIE X|™HY 4 spec.nfsMountOptions USLICE
* spec.nfsMountOptions: sec=krb5 (2!5 U =2)
* spec.nfsMountOptions: sec=krb5i (215 U &3} ID ES)
* spec.nfsMountOptions: sec=krb5p (215 U =3} ID U 7 ME HS)
Kerberos &2 Sttt X|HSHUA|L. 047 Ha SF0{| A Kerberos 222t &2 F 7 O] A X[™SHH A HIy
MO AFEELICE
THA|
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O[T A0l M Mot 1 MU S ALESH MAE S M BtLICt

—_

o> rR

E dgof 2oystH Wil 40| 2X7F UA= AYLIC Chs HES Aot 228 B J
L|Ct.

$0 &

tridentctl logs

-4 Mol ZHE =I5t £Fot 2 create BHS CHA| Al = JA&LICH

l

AEE|X| SHAS HIFLICH

AEE|X| 2HAE TS0 Kerberos A2 HE AHE5I0] 252 Z2H|MIY £ JAFLICH

Of ZhHofl CHaH
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ISESEE= ! E 7H*|§ oS il 047 45 AF2610] Kerberos 2= 9to| M| 7HX| HE & otLtE X &HE
mountOptions USLICH

A
L

mountOptions: sec=krb5 (21&5 U =3}

* mountOptions: sec=krb5i (2/3E AU =23} ID ED)

mountOptions: sec=krb5p (21&T U L=}, ID B 712l ME HD)

Kerberos &2 SILITH X|HSHY A 2. 07 4= S =0 M Kerberos 22 st &S F 7 0¢ X|HSIH X Hu

SHL A ELICH 2E2|X]| WA= 0| M JE| 0*3._* Aot +F0| AEZ|X| S A AH|of XYt 2 &t CHE F2
AEE|X| EEiA HAH|7F LMEHL|CT

T —-d

|

1. CtS Of|XIE AF25H0] StorageClass Kubernetes ZHA|E A 8fL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:

backendType: "ontap-nas"

storagePools: "ontapnas pool"

trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. AER|X| 2|AZ MAMTHLICE
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. 2AE2|X| SeHATL Y= A=K| ZeletL|C.
kubectl get sc ontap—-nas-sc
CHSot FAReH £20[ HA|EL|CEH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

25 Z=H[NY

AEE|X| At AEZ|X| SHAE HHS = O[H EES Z2H|MJY = ASLICE XMt B2 2 "=8=
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7te Z 2o S "olotH AEE|X| Z2{AL| 20|22 AHE5I0] E0| MEHEL|Ct
T 22Ol M Kerberos 2= 2t M| 7HX| T F SILIE X[-EY = USLICH

* kerberos: sec=krb5 (213 U Lz2})

* kerberos: sec=krb5i (2/& % &=3} ID EZ)
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krbb5i,
credentials:
name: backend-tbc-secret

—_

2. 0| A0l M Wt 7 DU S AFE00] =S M gfLCt.
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AE2|X] SHAE TS0 Kerberos A22tE AFZ5I0 2ES Z2H|XJY 5= JAELICH

CHA|
1. C}2 Ol M2 AFR310] StorageClass Kubernetes ZHA|E A4AstL|Ct,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AER|X| 2|AZ MAMTHLICE
kubectl create -f sample-input/storage-class-sc-nfs.yaml
3. AEZ|X| SeHATF MM E|J=X] =elBfL|Ct
kubectl get sc -sc-nfs
CHSot FAReH £20] HA|EL|CE

AME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

Z

=8 Z2H|Xd

=

AEE|X| At AEE|X| SHAE HHS = O[H 2SS Z2HIMIY = ASLICE XMt B2 2 "=

O O -
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