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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}

3. LUKS 2= & Zoldh= Yo s ddelLct oS S L3t 25U Ch

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

.luksPassphraseNames: ["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret-namespace:
csi.storage.k8s.io/node-expand-secret-name:
csi.storage.k8s.io/node-expand-secret-namespace:

allowVolumeExpansion: true
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-

- HElE= SHAHM O HFE A3 22X Wl 7Y IS WHRLICH 2% o] gE AMEX

—

2tFo| EZ A

apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O|F EHAl0l M Wt 7 DA S AFE00] =S My gfLCt.

—_

tridentctl create backend -f <backend-configuration-file>

c
L

Hof| 2oystHE WAl Y0l 2X7E U= AYLICH Chs HES HAsI0 208 B0 A0S 2ele &

o> rR

AH
S
Ct.

$0 IE

tridentctl logs

T8 ool EHE &lstn £t 2 create BHS CHA| AAe = USLICH



AEE|X| SHAS MEPLIC
AEEX] S AE TS0 Kerberos 2ot E AHESIH 2ES Z2H|X'JE 5= ASLICH

Of ZfHofl CHaH

S,
MEA SefA KNS THS ff 07 HEE AFESH0 Kerberos 2232 M| 7HX| HE & SHLE X HEY
mountOptions U&LICH

* mountOptions: sec=krb5 (215 X =9}

mountOptions: sec=krb5i (25 U &=}, ID ED)
* mountOptions: sec=krb5p (215 & =2} ID U 72 B HS)
Kerberos &8 StLITH X|FSHMA| 2. 047 Ha S =0l M Kerberos 222t &S F 71 0|4 X[HSHH K Huy
MO AZELICH AEE[X]| WA E 20l Xt Y=ot +F0| AEE[X| A K0l X[™ot 2f|da CHE 22
AEZ|X| S2A KTt S MefL|Ct

£

1. C}S O|M|ZS ArE3t0] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: True
2. AEE|X| SAE HEFLICL

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AEZ|X| 2eHATF MM E|R=X| =elgfL|Ct.

kubectl get sc ontap-nas-sc

Ct3at FAfet £30] EAIELICH
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NAME PROVISIONER AGE

ontap-nas-sc csi.trident.netapp.io 15h

22 O2H|Ny

AEE|X| At AEE|X| FHAE MHES = O[H 2EES Z=H|XTY = ASLICH XMt B2 2 "=
T 2H[ AL O E RS AL

—_

Azure NetApp Files 251 27|

[

bl

A =
c>3(|)_|

—

Kerberos &S 3tE FMSHL|CT

oa| 22| AE 2 £FU Azure NetApp Files AE2|X| B EE= Azure NetApp Files AE2|X| BHAE Q| JpAt Z
Atolo] AE2|X| E2{T0] Kerberos EZ oS EHAMSte 4 USLICEH

AIEFSE2| Hof|
* 22|=|= Red Hat OpenShift 22{AE 0| A TridentE M3t =X| =telgtL|Ct.
« QEIT|E|0f HMALH & Q=

£ JUEX| tridentcetl 20l

s Q7 AFSHS Bolstn o X|Xlof| a2} Kerberos & S3tE
"Azure NetApp Files A A"2tI8tL|Ct,

II?l
©

Ct.

Azure NetApp Files AE2|X| HHAIEE FH|ZHE=X]

* Kerberos &= 2tE AHE3t= NFSv4 20| SHIEA| 4 &[0 Q=X 2elefL|Ct 2| NetApp NFSv4 =€l
T MM (130|0|X[)S "NetApp NFSv42| SrafEl 7|5 B! EH Atdi| 710|E 5 EZSHYA "B RSN 2.

AE2|K| HASS Mag|ct

I]

Kerberos 222} 7|52 E&6t= Azure NetApp Files AE2|X| BHAlE 2 HZ OtS £ JUSLICH

Of ZfHofl 3

Kerberos 2f2tE F1dot= AE2|X| #HAE g MAS TS M L2 F 7HX]| 7tset & & otLto| HEE| ==
Holg = ASLICt.

t25t=* 7t4 Z 2|® * spec.storage.kerberos

7te E RN TS HolSHH AER[X] 2222 2|0[SS AHESI0] S0| = ELICY.
= 220l M Kerberos &2 2t2| M| 7tX| HTH & StLtE XIEE = ASLICE

* kerberos: sec=krb5 (2/5 % =2}

* kerberos: sec=krb5i (2!5 U =3}, ID ES)

* kerberos: sec=krb5p (2/& X =3}, ID & el HE ED)
CHA|

1. 2t2|=l= 2HAEM AEE|X| MAS(AEE|X| HAlE 2 = JH4 B 2f|8)S FHOlsl{of st I X|ofl w2t
CHZ OflFl & SILIE AFE5I AE2|X| WHAlE 7 A S WHBILICH 2% 29| gt AFEXt deo| HEZ A

— O
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AEZ|X| HHl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

krb5i,

or krbbp



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

—_

2. O] A0l M Wt 7 DU S AFE00] U= S Mg gfLCt.

o> re

C Mdof| 2ofstHE WHill= 40| 2X7t A= AYULICH ChS HES Adsto 228 H1 QIS el £
L|C}.

g0 &

tridentctl logs
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74 Do 2HE =elotn ol £ create FFS CHA| 2T = ASLIC

-

AEEX] SHAE HERLILt
AEE|X| 2HAE TS0 Kerberos A= SHE ALE5I0] E5E Z2H[HIY & ASFLIC

ChA|
1. C}2 O|M|ZE ArE3I0] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AE2[X| SHAES MABLICH

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. AEE|X| SeHATF MHEIRA=X| el

kubectl get sc -sc-nfs

Ct2a fAret £20] EA|ELICH

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

E2 T2H|NyY

ot
k<]
=
ikt
o
mjo
o
Rl
or
ot
4>
$0
o>
-
ful
>
=

AEE|X] YAt AER[X] ZHAE YE

= —_-—

T 2H[ AL O E RS AL
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