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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
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-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code> tridentctl </code> £ X XSIAA|I2

CtS A0 M= TridentE AX[St0 ZE2fIE E Azure BHESLIC cloudProvider.

tridentctl install --cloud-provider="Azure" -n trident

AKSE Z22I2E ID

2212 E IDE AF23IH Kubernetes PodOllA HA|X Azure A2 SHE M Z5HX|
Azure 2|AA0f AMAT 2~ AUSLICH

52
[
0
|4
Hu
[n
O
Hu
ro
)P
Of
2

AzureOf| A 22t IDE &E%t2{H CHS0| Lt

* AKSE ArE3510] 2 =El Kubernetes 22{AE
* AKS Kubernetes 22{AE0|| M= I ZE ID Y oide-ZHZXHULICE

* "Azure" "HIAEE 1pE X|HSIL ‘cloudIdentity A|™sH=E 7F EHE TridentZt X[ [} ESLICH
cloudProvider



Trident 2 X}

Trident HLXIE AHESH0] TridentE BXIS5H{™H tridentorchestrator cr.yaml £
cloudProvider 2 "Azure" AHESII E E cloudIdentity

azure.workload.identity/client-id: XXXXXXXKX—XKXXK-XXXKX—XKXXXK=XXXKXXKXXKXX
AL

of

i

=3 LSt 25U

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-
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export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—
XXXXXRXXXXXX""
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helm install trident trident-operator-100.2502.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code> tridentctl </code>
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export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
XXXXXXXXRXXX"
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tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* StLt O|A9| Azure7t 1ocation EEE[O] "2El MELI" QAELICE Trident 22.0182E location A= 74

ool |49l 2l Eo| = B4 ZEYLICE 7tet Z0i| XFE ] 22 FAIELIC.

* ECloud Identity AMBSIEH oM AFZXVF 2E0E 22 DLk B “client ID 7HHR1 0N

ST IDE azure.workload. identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXKXXXXXKXXX
X ggfLct.

SMB 2&2 Y5t H CHS0| JA0{OF ghL|Ct.
* Active Directory7} 714 E|01 Azure NetApp FilesOll HZE|RAELICE S "Microsoft: Azure NetApp FilesOi| CHet
Active Directory HZ & Tt 22[LICHERSHMAIL.

* Linux ZAEE2| =E 3! Windows Server 20222 A3St= Windows X L E7H = Kubernetes 22{AH
Trident= Windows iEOHH 0t MSHE| = PodOf| OFR2EEl SMB 282 X|gfL|Ct.

* Azure NetApp Files7t Active Directorydf| 215 4= U= Active Directory Xt SHZ L& SH= Trident
ST} Lt O AF RLOJOF EL|CH H|Y MHEH7| smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ M EI CSI ZEA|. £ “csi-proxy 71435t2{™H Windowsl| Al A8 E|= Kubernetes .= =2|
BR E= "GitHub: Windows& CSI ZEA["E "GitHub:CS| ZEA"HZESHYA 2,


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy

Azure NetApp Files SAl= 14 =M 5l 0
ol

Azure NetApp FilesOl| CHet NFS 2 SMB Bl E 14 Z440]| CHoH ofE 1 14 Of| & =

HEYLICE

WO T S
Trident QHEE AK[OM ALE JHsBtD QY E

SHAlE FH(MEY, 7he HESRIZ, MH|A =& 8 9IX])E AHE3HH 28
gullnt dk|ste 22F 20| Azure NetApp Files 252 MM etL|CE
(D) Trident= 45 Qos 8% E2 Xl egLch

Azure NetApp Files HAI=E= 0|2{st 718 SME HSELICH

of7H Y 7|28k
version oAk 1
storageDriverName AE2[X| E2IO[H Q| O| S ILICE "Azure-NetApp-If"
backendName ArXH X' 0|8 EE= AEE(X| E2io[t] O] +"_ "+ Ao EX}
bHoll =
==
subscriptionID Azure 52| 15 ID AKS
S2{AEO|M 2e2|=l= IDE AL 8dt=
2 MEY AFLICE,
tenantID N SE HHE ID 22| ID £=
222E ID7F AKS 22 AENA
AEBE[= B ME AP YLILCE.
clientID A S=o| 220|UE ID 22| ID =
222E ID7} AKS 22 AENA
A8E|l= 2 ME AP IL|C
clientSecret A SE2| S20|AUE = &2 ID
s 22HLC IDJ}AKS
S AHOM AL E= 22 ME
AreriLCt.
servicelevel , Premium £ Ultra & StLt "(el)
Standard
location M 282 MHE Azure 91X(2] 0|2
AKS Z2{AEO0|A 22| &[= IDT}
2hMotEl 2 MEH AL ILICE.
resourceGroups AME XA S HEESH| @t A 1"(EH gl8)
8 SEQLC
netappAccounts AME 2|AAE EEE-S| 2t "I"(EE 2UD)
NetApp AEe SELICE
capacityPools AME 2| AAE EHE->SH| 8t 3F "["(EH 813, ¥9)
= SELct



oH7H i

virtualNetwork

subnet

networkFeatures

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies

®

2ot Ak 8l

EIEASS

29

SIYEl MEUO| U THY HEYTY ™
ojZ gL

Microsoft.Netapp/volumes

ZE0| et VNet 7|s ME= E=d ™
2= UEL|Ct Basic. Standard &
KoM= HEYA 7|52 At
oM =0 A 2 ztsljof & &
UELICE “networkFeatures' 7| 50|
MO X| U2 A|ME X|YSIH 25

T 2H|X ol AmgtL|ct.

NFS OFRE 40| CHst M2t H|of
SMB &0 Cis FA[ELICEH NFS
HH 412 AHESIH 2E2
OfR2ESE{™ NFS v4.12 MEHSE
U= 2HZ 2= OIRE M
Z220|| ZESIAMAL. nfsvers=4
AEZX| E2A Holo MY E OIRE
SFH2 WollE Mo d™E ORE

SHS MEo Lt

o
=
=]
e
A
e

-

"nfsvers=3"

A
e

2E 27Jt0| YELI 23S "(lEHoR

9'1-
on m
S

nullL|Ct

"method": true,
"discovery": true} =Xl iZ
F0| OfL|H XtAlet 210 HI 7}
oot 27t OfL{H o] YHS
AE3HXA| ORI,

HZ2 MM

TFASLICH FMEE2 nfs, smb EE=
nullL|Ct Null2 d&sHH
72O Z NFS 280 M™EL|CH

=2od
o ol =0 A X|SH= el gl
ooo| 228 LIEPHL|CE KEM|SH
LHE2 2 "CSI EEZX|E
MEEL|CIEESHAIR.

nfs

PVC A Al "No capacity pool found" LF 7} Y:Mst= 22 ¥ S=0f| Zast
g2 E)J} ele ALY £ JASLICH DEBUGTH &M3tEl AL Trident= B{AI=TF MM E

o
7| SELICH MES A0 AEE 1 A=K AL )

HEEX] ¢43)

HESRA 7|0l cHet XtM[et LIE2 S "Azure NetApp Files 2&01| CHot HESZ 7|52
THYLCHEZSHAIL.


https://docs.netapp.com/ko-kr/trident-2502/trident-use/csi-topology.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/csi-topology.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/csi-topology.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/csi-topology.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/csi-topology.html
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

‘netappAccounts’, ,

‘resourceGroups
o2 2|AAQ 0|0

, ‘capacityPools’ ‘virtualNetwork % 2| ‘subnet’ #U2

B2 0§ L& ducsteEl o|l§S AM8ot X|¥E + UASLILE. 00| €2
OIX|'6'|'
= =

AN

4 9IoDz oigEel FS AN 0|FS AL8sH= 20| EBLICH

‘resourceGroups’ ‘netappAccounts’, % ‘capacityPools’ #2 ZHME zjaA EotS
O] AER|X| WHAZOM ABE £ Us 2|AAR Hstste LEOIH Qoo xgoz XFE £

ASLIC.

=)
o2t

r
>

NetApp A

8=

ADE

|I-|
S

7t HEHZ

Meul

T ool E4 Mol T2
A HESHIAL

Of7H =

exportRule
snapshotDir

size

unixPermissions
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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AKSE 22t2E ID

Ol HHollE 1 M0|= E2tRE IDE M2 mf MEi A2l clientID % clientSecret O M2FEIL|CEH
tenantID

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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O A= M2 Azurel| % Z X0 Ultra 282 eastus BHX[ELICE Trident2 sHE 2IX[0|A Azure
NetApp FilesOf| I El 2 E MEUIES XSO E AMSI 9|2 M 252 tHX|BfLC}.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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version: 1

storageDriverName: azure-netapp-files

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

resourceGroups:

- application-group-1
networkFeatures: Basic
nfsMountOptions:
labels:

cloud:

vers=3,proto=tcp, timeo=600

azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures:
- labels:

performance:

Standard

silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1

- standard-2
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Trident2 X|F 8l 718 HS 7|EL2 I ZL0 tist =85S &8 Z2H|NEE = A=F X[FHLICH
“supportedTopologies™ 0| Hll= 79| E52 #AEH H 8l IH ZES MSst= ol A ELI. of7|0
X ™3 x| Y F Zh2 2 Kubernetes 22{AE ==2| 2[0|20] e X[ U F 2ot Lx[sHOF FLICH.
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2
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LIS storageClass B2l 212l AEZ|X| &2 H=gL|Ch

ZEE ME9F HO| 0| parameter.selector

I25}H parameter.selector &=
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB =&0]| CHt ™o|9| of

‘node-stage-secret-name’, % ME38lH ‘nasType' ‘node-stage-secret-
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namespace’ SMB =252 XMt TQSt Active Directory A ZTHZ M3
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HJAHO|AER LHE &2 AHE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

EEEZE A= ME

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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nasType:
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-f <backend-file>

tridentctl create backend
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tridentctl logs
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