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aws secretsmanager create-secret --name trident-secret --description

"Trident CSI credentials"\
-—-secret-string
"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"
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aws ilam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

* XM JSON off *:

"Statement": |
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "x"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"
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aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \

-—assume-role-policy-document file://trust-relationship.json

* trust-relationship.json It&!: *

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-

provider/<oidc provider>"

by

"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc_provider>:sub":

"system:serviceaccount:trident:trident-controller"

}

OUNA CFS 242 trust-relationship.json YOOI EGL|CT.
* * <account_id>* - AWS A|E ID

* * <oidc_provider> * - EKS 22{AE{2| OIDC. LS8 25t oidc_providerE 7tM 2 = JA&LICL

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\

--output text | sed -e "s/“https:\/\///"



aws liam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

* OICD 3&X7t AZEU=X] =l =

OIDC s2At7t 2{AEHS HZEE

aws iam list-open-id-connect-providers

| grep $Oldc_ld | cut -d "/n —-f4
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eksctl utils associate-iam-oidc-provider --cluster $cluster name
--approve
eksctl®lL|Ct
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eksctl create iamserviceaccount --name trident-controller --namespace
trident \
-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

-—attach-policy-arn <IAM-Policy ARN> --approve
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wget
https://github.com/NetApp/trident/releases/download/v25.02.0/trident-
installer-25.02.0.tar.gz

tar -xf trident-installer-25.02.0.tar.gz

cd trident-installer
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cloud-identity 2 HHELICt cloud-provider.

helm install trident trident-operator-100.2502.0.tgz \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

—-—Create—-namespace

HHZ AFRSI 0| &, HIYAHO|A, XIE, MEf, A HE 5! X H ol 22 MX| HFE WHE ZES £ helm
list UELICE.

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2502.0 25.02.0
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eksctl create addon --name netapp trident-operator --cluster

<cluster name> \

--service-account-role-arn arn:aws:iam::<account id>:role/<role name>
--force

i

2|

rH

&3t XY AZAE 0o YSLIct
1. 0l Amazon EKS 2£&2 gLICt https://console.aws.amazon.com/eks/home#/clusters.

—

1 EFM AOf|A * 22 AE * E MEfSILICH
NetApp Trident CSI 7t 7|52 #+4Y S2{AEQ| 0|E2 MESIL|CY.
Add-ons * £ MEHSH CH2 * Get more add-ons * & MEHSIL|CE.
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—1d
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b. IAM g B * o] ZL *NOT SET * 22 FHA|2.
c. 7t 7|5 7+ A7|0Ot* of w2t * LA ZF * MMO| configurationValues OH7H 45 0| THAO| A THE
Hd-arnC = AFYLIC 22 T2 gAe = dFdof LIt

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'"
}
== 2 YHUZE MFe| & MEist 2 7|E =201 et 5tLt ol &el 2F S Amazon EKS o=
ETom S0 & YALIT) o 8 M= MRS B0 12 HAa SEet 5o SRI0) AMELITL
2 2T HIAXIE AHE3I0 S =HE SHEY = ASLICL 0] SHE MEHSH jq01I Amazon EKS
71 71 50| Xbd| 2t2|3l{O0F otz A™H S 2HEISHK| b=X| ZRISHIA2.
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https://console.aws.amazon.com/eks/home#/clusters

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",
"addonVersion": "v25.02.1-eksbuild.1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

(D) <role ARN>"OI EFOfA] 4443t of2re| ARNOE HIELICE.

2. Trident EKS OHE22 MX|gtL|C}t.

aws eks create-addon --cli-input-json file://add-on.json

Trident EKS &7} 7|52 YHI0|EgtLICt
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* FSxN Trident CSI =7t 7|52 oix|f KT S =l gL|Ct. 2{AF O|F 22 WHELIC ny-cluster.

eksctl get addon --name netapp trident-operator --cluster my-cluster
=L
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.02.1-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* O|F EHAIS| ZH0M ALEE += U= HOI0|E of2fioff HHetE HEC=Z 7t 7|53 YO0l ERLICE.

eksctl update addon --name netapp trident-operator --version
v25.02.1-eksbuild.l --cluster my-cluster --force
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://console.aws.amazon.com/eks/home#/clusters

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc—-cni --addon-version v25.02.1-eksbuild.l \

--service-account-role-arn <role-ARN> --configuration-values '({}'
--resolve-conflicts --preserve

Trident EKS &7} 7|52 X H/A|HEL|C}
Amazon EKS OHERZ M|7HSt= & 7HX| 80| JUELICE.

* * 2PAE0| OHIER AT EQ 0 RX| * - 0| SME ZE MXO| Amazon EKS #2|E H|7{gtL|Ct, est
AHIO|EE AlZEfSt = Amazon EKSOA YH|0|EE 22|11 Amazon EKS 0HERE XHS2 2 YH|0|Edt=
7|5 E HAHELICE SHX|2E 22{AE0| OHER AT EQ 07} HEEIL|ICE 0] SME AFR3SIH Amazon EKS
OHE20| Ofl X7t 22| A X[7t ElL|C} O] SMS Ar25HH O =20]| CHE CHREFI 0| @I&LICE. -
preserve’ BH| FME RX|SI0 7} 7|52 RXIELICE

* * 2HAEHOM OHER AT EQ O 2tHMS| M|H * — NetAppe S2HAEO| S5E 2|2AT gl 20Tt
SHAEHWAM Amazon EKS OHE2E HAHY A2 HETILICH --preserve FIt 7|52 HHSHHH
HHOUAN SMZ2 “delete MAHSIAUAR.

(D) oh==0f 1AM AFol @izs|o] A0 1AM AFO| HIHEIX| gLiC
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eksctIQL|Ct

CHe HE S AAlSHH Trident EKS 37t 7|50] MAELICEH

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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- HAH & dEPLIC.

. Remove netapp_trident-operator confirmation * CH3t AXFoj| A TS S 3L Ct

a. Amazon EKS7H R 20 THgt A% 2|2 FXISHZS 512481 * 2BAE{OIN X * S Metsh|ct
7} 7159) BE MHS NE pele 4 YRS J2AAE{] £71 ATEROE RXIsIE 22 Of
aeig SuBiLICH

b. netapp_trident-operator * & |24gtL|LC}.

C. HMH & Mttt

AWS CLIE EZoIHAL

O
EHAH O|EQZ U my-cluster CHS EES AABL|C

aws eks delete-addon --cluster—-name my-cluster —--addon-name
netapp trident-operator --preserve

AEE[X| HAES FGRILICE

ONTAP SAN 2 NAS =210|H E¢t

AEZ|X| HIEE MAMS2H JSON = YAML HAI0 2 M mal2 HE0{of $fL|Ct Ao fst= AEE[X|
QE(NAS = SAN), Ihd AJAHL SVM; 7tXeL Q1F WHES X|™soF ZLICE CHS oMl NAS 7|8t AER|X[E
Mot AWS LT E ALESI0] ALRSt2 = SVMO| X} SHE MESH= WHE Eo{FLICEH


https://console.aws.amazon.com/eks/home#/clusters

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSONZ EESHMAIL

"apiVersion": "trident.netapp.io/v1",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "tbc-ontap-nas",

"svm": "svm-name",

": {
"fsxFilesystemID":
by

"managementLIF":

"aws

"fS-XXXXXXXXXX"

null,
"credentials": {
"name" :
name",

"type": "awsarn"

"arn:aws:secretsmanager:us-west-2:XXXXXXXX:sSecret

:secret:secret-

:secret-



Ct
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BHES A Trident TBC(HA = F4)E Wd5t2 ASELICE

* YAML It 0| M TBC(Trident HA = ) E MM5t0 CHS BHS AAfL|Ct

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* Trident A= L M(TBC)O| H3MOZE MME|/}E=X] Q-
Kubectl get tbc -n trident
NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP S2t0|H A& HH
CHE E2I0|HE ARSI Trident=S Amazon FSx for NetApp ONTAP2 £E8et 4= JUELILCE.

* ontap-san: ZZ2H|XYEl 2} PVE X} Amazon FSx for NetApp ONTAP 2& LS| LUNYILICH E5
AE2|X|0ff HEEL|CH

* ontap-nas: Z2H|X'JEl 2t PVE MA| Amazon FSx for NetApp ONTAP 2&ILICt NFS 2 SMBYj|
HEELIC

* ontap-san-economy: ZEH|XYEl Zt PVE= Amazon FSx for NetApp ONTAP 8% 714 7ts$H LUN £2
LUNQILICH

* ontap-nas-economy: ZEH|XYEl 2} PV gtreeZ, Amazon FSx for NetApp ONTAP 282 Z 18
U= gtree LT

* ontap-nas-flexgroup: Z2H|X'JEl 2t PV= MAH| Amazon FSx for NetApp ONTAP FlexGroup
=EYLIC

C=2}0|H0]] CHSH XpM|SH LIRS "NAS E210|H{"3! "SAN E2I0|H"S At ESHAA|L.

-8 o] YEEH OhE BF S A5t EKS Lo 719 DU S YL

kubectl create -f configuration file
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https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-nas.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-nas.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-nas.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-san.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-san.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/ontap-san.html

kubectl get tbc -n trident

NAME

PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

T

O 7H e
version

storageDriverName

backendName

managementLIF

16

Bound

HAlE 7 U2 LIS &

BACKEND NAME

backend-fsx-ontap-nas
Success

AE2|X| E2t0[Hel O| FYLICE

AHXH X' 0|8 EE= AEE[X|
=

Z8{AEH E= SVM 2| LIFQ| IP
F=A ’gﬁlzril =o2l O]E(FQDN)2
Xy 4 JAELICEH IPve 222 E
A5t Trident?t A X[l AL IPv6
FAE MESIEE H¥Y
UESLICE IPV6 TA = EH%*iE
FO{OF BL|CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]). aws “HHUM S

HMSste B2

‘fsxFilesystemID, TridentO|
AWSO{|A SVM HEE HAMGLY|
=20l E d3g 2t &LICH
managementLIF.
managementLIF [Lf2tA SVMOHIA
ArgXtol| Chet Xt SE(0ll:
vsadmin)2 | Sslof StH
AHEXHO[ A H&to] Lo{0F LT},

vsadmin

BACKEND UUID

7a551921-997c-4c37-aldl-

o

FAF 1

o

00t

ontap—-nas ontap-nas-
economy, , ontap-nas-
flexgroup,,, ontap-san
ontap-san—-economy

CElO|H 0|2 +" " + dataLIF

"10.0.0.1","
[2001:1234:ABCD::fefe]"



oH7H i

dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

e

OTZEZLIFY IP FAYL|CE *
ONTAP NAS E2t0|H *: NetApp=
dataLIFE X[¥ & AS AHEELICE
MBEX| = E 2 Tridents
SVMO|AM H[O|E] LIFE 7FN&L|C}.
NFS 02 E %ol Atget
FQDN(E3tE =02l 0|5)2
X|™e £ A&LICt o] stH
2I2E ZHI DNSE MAMsto] ofz
CIO|E| LIFS 2EE HAHH S AT
USLICEH 7| M 20| HEY
USLICE S HZSHYAI2. * ONTAP
SAN E2t0|H *; iSCSI0f| CHaH
X|™SHX| O A2, Trident= ONTAP
MEHR | UN S AMRS0] CHE 22
NME MHst= ol ZRstiSCILIFE
ZMBL|CEH HIO|E LIF7t HAINMOZ
Hol|x|of o™ ATt MM EL|Ct
IPv6 Z2f1E AFESHH Trident?t
MX|El A2 IPv6 TAE AISIEE

M £ QELICL IPv6 TA=

22 FO{OF SL|CHO:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]).

o
!

S AAZE FA A 9 Arflo|E
[Boolean] &4 2t Trident= A
autoExportCIDRs =42
AE3I0 autoExportPolicy
AARE HMS XSC= #e|d +
UAELICH

O] Bl Z0| th3l Kubernetes
T E IPE EEYSH= CIDR
autoExportPolicy SELICH
Trident= % autoExportCIDRs
SME A8
autoExportPolicy HAZLE
HMES Atso = 2| ~ JEL|CE

B0 HEE U2l JSON H4

2|0]= MEYLICH

Base64 - 22t0|HE S M2
QIZEE ZHULICE QIEA Tt
oIE 0l At ELct

Base64 - 22}0|HE JHQI 7|9
QITYE ZIULICH 2B A 7|t
QIE0f AL EILICE

Base64 - 2 E| = Q= CA
QIZAQ| QATFL = ZHRULIC MEH
Atgt QIZ A 7|8t QIS 0f| AFREILICE

of

false

"["0.0.0.0/0",":/0"]"
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username S2{AE L= SVMO|| HZEE A Xt
O|SLICt XtA & 7|8t 130
A EILICE. 0f]: vsadmin.

password Z2{AE E= SVYMY| A

Zotes g2
XA 5 7|8 A B0 A E L

=L

svm MEZ AEE|X| 7h HAYLICE SVM 22| LIFZt X[ &l Z<0
TpEL Tt

storagePrefix SVMOIM A EES T2H|HYS ] trident
MEE|= MEAL MM Soj|= XSt
2 9lAL|CH o] Oj7 H2E
AAG|0| ESI2{™ A{ HHolEE A M SHOF
gLk,

limitAggregateUsage * NetApp ONTAP * & O}0FE FSxO| AFESHA| ORMAIL.
CHSH A= XIESHK| OFY Al MIZE 2
vsadmin HlE fsxadmin
OHZ|H|O|E AtEEE HMst
TridentE AH23}H0] H|otst= o
ot Moto] ZEE|of UK
obAL|CY.

(k=]

limitVolumeSize QHEEI2E I7|7I 0| gtECt 2 2 "(IEHOE MEL|X| %43)
g2 S0l MofetL|Ct. ESF gtree
% LUNOIIM 2t2|5H= = &2 Z|ch
37|18 Hetsta,
gtreesPerFlexvol M2 86
FlexVol volume% Z|CH gtree 5
AR X8 = AELICH

o

lunsPerFlexvol FlexVol volume'™ £[CH LUN2 [50, "100"™
200] HL/0| A0{OF BFL|CtH SANEH
SHE

debugTraceFlags SRl o2 Al AR e Tl ULk

Eai3ULICE oA, {"api"false,
"method":true} =X| &2 S TI&st
XpAISt 23 "Iy st AT}
OfL|™ AFESHA| OFYAIR
debugTraceFlags.

nfsMountOptions ZHEZ FEE NFSOIRE M "
Z22Q|L|Ct. Kubernetes T+ 29|
OIRE M2 Yutdo 2 AEZ|X|
A0 XHE O AKX, AEE|X]
e A0 OLRE SM0| X|HE[X| g2
A2 Trident= AEZ|X| HHAl= Q|
M oo X|ZE OFRE 282
A ESHEE ZUBtLICH AER|X]
SefA = 74 oo OFRE
=M0| X[HE|X| 42 H 2 Trident=
HAZ F =50f| OIRE SMS
MHSR| tELICE.
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oH7H i

nasType

gtreesPerFlexvol

smbShare

useREST

aws

credentials

I
Y
>

e

NFS E= SMB 28 MAg
PMELICH SME nfs smb, EE
nullLICt. SMB 28°9| 22 2
A6 0F 2LICH smb. Null2
MESIH 7|2HOZ NFS 280
MHEL|C

FlexVol volume% Z|CH qgtree, H ¢
[50, 300] L{of| RlO{OF &

Microsoft 2t2| 2& = ONTAP
CLIE A8t MM El SMB 372
0|2 £= Tridentd| M SMB 2R 2

YOI E 5 83%t= 0|52 XEE =

UELICE. 0] Of7HH4~= ONTAP
gHAl = 0f| CH$t Amazon FSxO|
gt

ONTAP REST APIE AtEst= B2
OH7H H4-QULICH 2 true E™SHH
Trident0| ] ONTAP REST APIE
AtESHe] A =Rt EABILICE Of
7|52 AH25t2{™ ONTAP 9.11.1
O| 40| HREILICE ot AFEE|=
ONTAP 21901 datgjl=

OHZ 2|0 M0i| CHEH HAM|A HTtO|
AU0{0F ontap ELICH O|= O2
HOo|El gt} ftof ol
SEEILICH vsadmin cluster-
admin

AWS FSx for ONTAPS| ++4

oAOM LSS XFE &= ASLICE -

fsxFilesystemID: AWS FSx
ot A| ARSI IDE X HSHMAIR. -
apiRegion:AWS AP| X|¥
O|ELIC}. - apikey:AWS API
7|JLICE - secretKey:AWS H|H
7|4Lct.

AWS Secrets Manager0i| X Ztst
FSx SVM X4 S X|&gfL|ct. -
name: SVMQ| X4 ZHO| L t=
H|2Z 2] ARN(Amazon Resource
Name). type-: &2
‘awsarn' - LICH XhA|eH LHE2
2 "AWS Secrets Manager &S &
AL CH FZXSHYAIL,

d g5

of

nfs

"200"

smb-share

false

nmn
nmn

nmn
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

OH7H 4
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

20
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_ITl_
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Hm
u
A
THH
A
rro

Bl = 0f| A qosPolicy EE=
adapativeQosPolicy & StLtE
MEHEHLICE, Tridentofl A QoS &Y
JE2 AME35l2{™H ONTAP 9 .8
0|A&f0] HQPL|CH HISH QoS M
JE2 M85t M OF0| 2 4
QA0 HEHOZ MEE|TE dfjof
ZLICL SR QoS M IE2 2E
I ZE F N2[Zol| ciet detS
Mgt

MYE 2800 2292 HEY QoS
M OZQlL|Ct AERX| E =
Bl = 0f| A qosPolicy &&=
adapativeQosPolicy & StLtE
MEHSHL|Ct. ONTAPO A X[ 22| X|
%S - NAS - 0| RO

M 2E0IM NetApp 28
ASSHNVE)S &Mststn, 712342
2 MHBILCE false O FME
AHE235t2{™ NVE 20| MIA Tt

S A A 2ESHE|0] A0{OF
SrL|C} BHA =0 A NAEZL A SHE
A2 TridentO| M| ZZ2H|NHE BE
SE2 NAEZ} AFEEILICH XAt
LH22 CHS 2 "TridentZt NVE &
NAES} &S ot= WA TSIAA 2.

LUKS 2=otE ArEeiLCt S
"LUKS(Linux Unified Key Setup)
AE"EESHYA 2. SANETH S,

AH8E B3t M none

MZ2 =50 et 2oF AEFY NFS
X mixed % unix HQt AEFY
SMB X|¥ mixed Y ntfs EOt
AEH

true

none

none

snapshotPolicy ‘none QUCHH,
‘else™

false

false

NFS 7|22} unix YLICt. SMB
7|22 nt£s YLIC}.

— HA'LC


https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
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https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/ko-kr/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)

SMB =& Z=ZH|XdS ¢l ZH|

C2}0|HE AI25I0] SMB 282 Z2H|XYE £ ontap-nas YSLICL CFS THAIE 2b238H7| F0l ONTAP SAN
5l NAS E2t0|H EoalstAAIL.

A|Zfot7] FHof

EZ2I0|HE AHE3I0{ SMB 282 Z2H|MYSI2H ontap-nas CHS0| 2L EfLICE
* Linux ZIEE2{ E 5! Windows Server 20195 &dl5H= Windows 22X =E71 = Kubernetes 22{AH

b
Trident= Windows E::Eoil)\‘l It Mz = PodOf| f—i— 2l SMB =2&2 X[ gL|C}.

* Active Directory Xt ZHO| T HEl Trident &S 7t StLt O|AF /IELICH H|Y MMSHT| smbereds:
ry

kubectl create secret generic smbcreds --from-literal username=user
-—from-literal password='password'

* Windows AMH|AZ LM ElI CS| TEA|, 2 “csi-proxy’ #-&5t2{H WindowslA A3 E|= Kubernetes ‘= =2

AL = "GitHub: Windows2 CSI ZEA|"E "GitHub:CSI ZEA|"ATSHMA| .
CHA|
1. SMB 2RE MMELICL 37 20 ﬁﬂ&% 85}7{LI ONTAP CLIE AI8%t= & 7HX| Y F StLIZ SMB
H2|X} SFE MM £ "Microsoft 22| 2& MaLIEf ONTAP CLIZE AI23%l0{ SMB 28 MASIHH e
|

a. vt F2 SRl et L& 2 =8 Yoo

O]l vserver cifs share create BH2 SRE MMSt= S0 -path 40| X|HE =2 E =elgfL|Ch.
X| ™ot 227} glo™ HFO| MujgiL|Ct,

HA—1L- OO

b. XIHE SVMIt HZE SMB ZRE MABLICE

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C.

Ok

Rt HGEI A= ARt

vserver cifs share show -share-name share name
() xSt i8S 2 "SMB 2RE MBI TGS,

2. gHoll= 2 MM SMB 252 X|A™SI2{H CIS2 L M6loF SfL|Ct 2= FSx for ONTAP BHAlE 1 SME2 S
"ONTAP 71A M 5! 0f|H[E FSX"HZSIMAIL.
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https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
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https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2502/trident-use/trident-fsx-examples.html
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Oj7H BH =l
Microsoft 2t2|
CLIE ALE3t0] A

Ol &=

smbShare

A Ol A
T M-

AA C—
o= =T

Tridentd| A SMB
MMSIE=E 5|25t= 0|2
L|C}. O] DH7H

of

smb-share

ONTAP
MMEI SMB 28

szE
oTr=

== X3
W4 ONTAP

T

gHoll = 0f| CHEE Amazon FSxO|

gl

nasType
null 2!

‘nfs’ M I‘I =

=2od
securityStyle
SMB =252
MEHOF ntfs

DEEM
CHai A=

unixPermissions

=Nt
=

* 5. * 2 HH0F FLIC smp
|32 7= 2
Lict,

MZ2 280l teh 2ot AEH

O CC
7C>:|_I_—l—

EHSIL|CE. SMB 230
H|®| F0{0F BhL|Ct, *

smb

ntfs EE mixed SMB &0
CHoH Ame & oA L|C}

A
= mixed £ SE T e

SfLICt.

MEA ZeA 8 PVCE FERLICE

Kubernetes StorageClass JHHIE M35t
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: ontap-gold

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock
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1. Kubernetes 2LEHEO|2 2 KubernetesOl|A| MMdst= O] AFREILICE kubectl

kubectl create -f storage-class-ontapnas.yaml
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kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
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apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: ontap-gold
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

NVMe/TCP7} R!= PVC
0| oflofl M= 0|20] Q! StorageClass2t HZEI RWX M| A HEH0| A= NVMe/TCPE 7|2 PVCE EO
protection-gold &LIC|.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

PV 2! PVCE Z{detL|C}

CHA|
1. PVCE 2t5LCL

kubectl create -f pvc.yaml



2. PVC HEHE golgt|ct.
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kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m
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kubectl create -f pv-pod.yaml
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

() s sslol 18 482 DUEY 4 kubectl get pod —-watch YBLILE
2. 280| o OFREE UY=X| /my/mount /path ZHQIStL|CE.

kubectl exec -it pv-pod -- df -h /my/mount/path
Filesystem Size
Used Avail Use% Mounted on

192.168.188.78:/trident pvc_ae45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

O|X| PodE AH|e = ASLICL Pod S8 T2 M2 [ 0|4 EXHSIX| KT 2=E2 FXIELICL
kubectl delete pod pv-pod
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2. EKS Kubernetes 22{AE0|A * Add-ons * }{O 2 0|5 gfL|Ct.

tri-env-eks

(©) (petete ctuster ) ((upgrade version ) ([ NienasshBcsral)

(2 End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

information, see the pricing page [,

Upgrade now

¥ Cluster info info

Kubernetes version  info
1.30

Status.

@ Active

Cluster health issues

©0

Upgrade insights

©0

Support period
@ Standard support untl July 28, 2025

Provider
EKS

Overview Resources Compute Networking Add-ons Access Observability Update history Tags
[ (@ New versions are available for 1 add-on.
Add-ons (2) info View details Edit Remove
[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches ¢ 1

3. AWS Marketplace OHER * O Z 0|55t0f _STORAGE_CATEGORYE MEHBIL|LCE,

"IAM
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q  Find add-on ]

Filtering options

(J\ny category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ ) ( Clear filters )

NetApp, Inc, X < 1

W

n NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on applfr.ation deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for organi. king efficient containerized ge workflows. Product details [?
—
Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23

Of Trident O =22 2felzts MBSt * CHg * & SEIYLICH

MNetApp Trident Remove add-an
Listed by Category Status
I NetApp: storage {Z) Ready to install
You're subscribed to this software View subscription X
You can view the terms and pricing details for this product or choose
anather offer if one is available.
Versian
Select the verson for this add-on,
| v24.10.0-eksbuild.1 v |
Select 1AM role
Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,
Not set M | l C |

¥ Optional configuration settings

Cancel Previous -




Review and add

Step 1: Select add-ons

Selected add-ons (1)

| Q Find add-on
Add-on name A Type v Status
netapp_trident-operator storage & Ready to install
Step 2: Configure selected add-ons settings
Selected add-ons version (1)
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
a 1AM role [& v Service account

Add-on name

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

=
T
S|
=

Cancel
7t 715 T+ 270t > of w2t * 2 g Aol 1 2 oo HaE o™ THAI(1EHA) M BHE
HEfLIc). 22 Ch2 Y Al0|0{0F gLt
{
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'"

= o2 YHZE WY E MEst FR 7 I" OH=20f Chet 5Lt ol etol &
OHER2 BEC=E HUE & USLICE O SME AIESHA| 1 7|2 480t 5=

I
@ *'HH°“-IEf f91ET HAIXIZS ALSSI0] B2 2HIZ |2 4 YSLIC Of %ﬁ% ’.‘JE—.”OUI
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¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schema below. The configuration values entered in the code editor will be validated against this schema.

(VL TRV IV U St ¥

"examples": [
{
"cloudIdentity": ""
1
15

"properties”: {
"cloudIdentity": {
"defoult": "",
"examples": [

1,
"title": "The cloudIdentity Schema",
"type": "string"

1

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on.
1v {
"cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam
: 1186785786363 role/tri-env-eks—trident-controller-rolel' "

w.

8. Create * & MEHBILICE.
AEH T}

9. oj=29 _Active_QIX| =tolgtL|Ct,

Add-ons (1) View details Edit Remove
L Q netapp X } L Any categ... ¥ 1 [ Any status ¥ | 1 match 1
NNetapp  NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and i ators focus on ication FSx for

ONTAP flexibility, ity, and integrat ilities make it the ideal chaice for organizations seeking efficient containerized starage warkflows. Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24.10.0-eksbuild.1 - (IRSA)

Mot set
Listed by

NetApp, Inc. [3

View subscription

10. C}2 EES HASIK Trident’t 2 AE{0f| SHIZH| 2 X|=[0f UA=X| =HQIBfLICE

kubectl get pods -n trident

M. HXE A&t n AR2[X| HAC S ST XM L2 S "AEE|X| MAES FHSLICHEESIYAIL.

CLIE A3t Trident EKS OHE2S MX|/x|7{EtL|Ct

CLIE AF2510{ NetApp Trident EKS F7t 7|52 AX|gL|Ct.

CtS EE ool A= Trident EKS F7t 7|58 HXIELICHEE HA Zgh.
eksctl create addon --cluster clus terName --name netapp trident-operator
--version v25.02.1-eksbuild.1l

CLIE AM235t0{ NetApp Trident EKS OHE22 K| AHgtL|Ct,
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CHS BE S AAsHH Trident EKS 37t 7|50] M LICt.

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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