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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O A0l M Mot 1 MU S ALESH MAE S MEBtLICt

o> rR

E Mol 2ostHE il 90| 2X7F UA=s AL Chs HES ddste 228 B J
L|Ct.

$0 &

tridentctl logs

-4 Mol ZHE =I5t £Fot 2 create BHS CHA| e = JA&LICH

=

AERX]| SHAE YHLIC

AE2X] S AE TS0 Kerberos 2ot E AHESIH 2ES Z2H|XJE 5= ASLICH
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& SeiA JHNE 2HE o o7 HSE AHESHK Kerberos = 2k2| M| 7HX| M & SILIE X" e 4
mountOptions USLICH

mountOptions: sec=krb5 (2/& U =3}

mountOptions: sec=krb5i (2!5 U =3}, ID E3)
* mountOptions: sec=krb5p (215 U =3}, ID & 712 E HD)
Kerberos &2 StLITH X|HSHYA| 2. 07 Ha ZE0]|M Kerberos 223t +F2 F 71 0|4 X|HSHH & H|
SHTALSELICH AER|X| HAlE -0l X[ Mot =t +F0] AEE[X| S2HA 2K|of X|H S 2f|'dt CHE H2
AEE|X| S2A AH[TF L MefL|Ct.

|

1. CtS Of|XIE AF2SH0] StorageClass Kubernetes ZHA|E A 8tL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. AEE[X| 2HAE WML

SSE

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. AE2|X| SeHATL HHEAJ=K| 2eletL|Ct.

kubectl get sc ontap-nas-sc

Ct2 2t fAFeH £20] EA|ELICH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

11



=5 Z2H|NE

AEE|X] At AEEX| FHAE M
T2H ML CHEZSHAL.

Azure NetApp Files EE1 &1 H& 52l Kerberos Y= 2tE A SL|Ct

22| 2| AE{Q} £ Azure NetApp Files AE EIII BHOlE E= Azure NetApp Files AE2|X| BHAlE 9| JpAM £

A|ZFst7| FHof
* 22|=|= Red Hat OpenShift 22{AE 0| M TridentE g4 =X| elgfL|Ct.

* FEIZ|E|0f HMAL > JUE=X| tridentetl SHQITILICH

o
r

* QF Ate2 Etelst of X|Eof 2t Kerberos = 2t Azure NetApp Files 2AE2|X| HHAIEE FH|Y=X|
"Azure NetApp Files A A"&tolgtL|Ct,

* Kerberos Y= 3tE AESH= NFSv4 20| SHIEH A E|0 J=X] 2lSLICE 2 NetApp NFSv4 0|2l
T MM(13H[0]X])E "NetApp NFSv42| SateEl 7|5 8l o *fﬂﬂ 710|E B EZSHYA| Q"B ZSIHMAI2.

AEElxl HH % }<\> '|'6|-|__||:|-

Kerberos 233} 7|52 E&t6t= Azure NetApp Files AEZ|X| HHIlE 1M S OHE 4= QI&L|Ct

o] 4ol CHsH
Kerberos @2 %tE 45H= AEZ|X| HollE 14 MU S OFS O CHS F 7HX| 7ts¢t & 3 StLiof| ME8E =X
Holg o~ JASLICL

* HEE M8t * AER|X| HAIE 2| * spec. kerberos

* LCE ME0t=* 74 Z 8 * spec.storage.kerberos

7t

MHH
o
nE
2

M TS ZoAStH AEE|X]| 222 9| 20|22 ArE0t0] E0| MEELICE
= 20l M Kerberos 22 2t2| M| 7tX| HH F SHLHE XIEY = ASLICE

* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (2/&5 U 223}, ID ES)
* kerberos: sec=krb5p (2!5 U &=}, ID U 710 HE HS)
THA|
1. 22|E= S AN AER[X| HAS(AEER|X| HAIE 2| E= JHAF E 2i|H)E Foldof st= 2|x[of wtzt
CH2 Ol & StLIE AFE5t0] AEZ|X| WA= 7 M S MASLICH H= Q9| gHS AH8XL £ ?5’°| HEZ OA:

12


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

AEZ|X| HHl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

krb5i,

or krbbp

13



apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i,
credentials:

name: backend-tbc-secret

2. O| A0l M Wt 8 TAS AFE5H0] =S My gfLCt.
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tridentctl logs

74 Do M E =elotn Yol = create FFS CHA| e = ASLIC

-

AEEX] SHAE HERLITt
AEE|X| 2HAE TS0 Kerberos A= SHE ALE5I0] E5E Z2H[MIY & USFLIC

ChA|
1. C}2 O|M|E ArE310] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. AEE|X| SAE HEFLICH

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. AE2|X| AT WHEIQ=X| BQISLICE

kubectl get sc -sc-nfs

Ct2at fAret £210] EA|ELICH

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

E2 o2H|NY

AER|X| WA=t AER|X]| ZHAS WHTH 2 O|H| EES Z2H|X I 5= ASLICH XA

= —_-—

T 2H[ ML O E RS AL
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