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Azure NetApp Files Trident 2| BHAIE 2 Mot &~ QIEL|CE Azure NetApp Files BiIEE
AH2510{ NFS % SMB =282 E’e"%* —’F UXELICE Trident EESt Azure Kubernetes
Services(AKS) 22{AE0f| Ciet 22| IDE AHESHH XtZ 3Y #e2|E K| gL|ct,

Azure NetApp Files E210|H M|E HE
Trident S2IAE{2} S617] 918} LIS T} 22 Azure NetApp Files AE2/x| S 20| HBEILICH XIE|E A4uA

DEE k31 ZELICH ReadWriteOnce (RWO), ReadOnlyMany (ROX), ReadWriteMany (RWX),
ReadWriteOncePod (RWOP).
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* Azure NetApp Files MH|AE= 50GIBEL 22 S&2 A[A{SHK| 2&LICL O &2 80| 2™ E[H Trident
NSO R 50GiB 255 MAgtLCt.

* Trident Windows = EO0|A M E|= Podof| OFR2E 2l SMB 2E0F X[ 2 EHL|Ct.
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Trident X|X|CH" 22| 5[ = ID" Azure Kubernetes Services 2HAEE. 22|H ID7t M| Z26t= ZtASHE XtAH S H
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* AKSE AM236}0] BHE =l Kubernetes 22{AE

* AKS Kubernetes 22{AE0| 24 = 22| ID

* [I22 E&6t= Trident M X|E cloudProvider X|HSICH "Azure” .
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Trident AAHXHE A3 Trident 2X|5H2{H CHEE MESIMR. tridentorchestrator cr.yaml
HHESICt cloudProvider OAl "azure" . O|E S01:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

L

Ct2 oMo M= Trident MIEE MX|&L|CE cloudProvider && HLE AFRSI0] Azuredl| scp :

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>Ez2}0|HEctl</code>

Ct2 XA = Trident AX[St0 A™SL|Ct cloudProvider =215 Azure :

tridentctl install --cloud-provider="Azure" -n trident

AKSE Z22I2E ID

2212 E IDE AF2SIH Kubernetes Pod7t HA| & QI Azure A1 SHE HM|26t= Al QT 2E IDZ Q15610
Azure 2| AA0| HM AT 4 QISL|CE

Azure®|AM 22t IDE &E5t2{H CH20| ZRBtL|Ct.
* AKSE AI25t0] HiZEZEl Kubernetes 22{AE

* AKS Kubernetes 22{AE0f| 2 E /I ZE ID 9 oidc-issuer

* CH3 2 ZE6t= Trident AX[E cloudProvider XIESIEL "Azure” J2|1 cloudIdentity $IEE ID
NS
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Trident HLXIE AHESH0] Trident M X|5t2{H LIS 2 MESIMR. tridentorchestrator cr.yaml
MH™SICE cloudProvider O|A "aAzure™ O2|10 HHSICE cloudIdentity OlA|
azure.workload.identity/client-id: XXXXXXXX—XXKXX-XXXKX—XXKXX-XXXKXXXKXKXXKKX .

of

i
mujn

o:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

CHE 2tE HEE AF25HK cloud-provider (CP) X cloud-identity (Cl) S22 22 AEBtLICE.

export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

CtS OfIMIo| M= Trident A X[St0 B™BILICEH cloudProvider & HEE AFRSHK Azurelf| scp
J2|10 M™SLCE cloudIdentity 84 Ha AL sc1:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>E_2}0|EH Ectl</code>

CtE 2t HaE ARSI 22teE S84t 8 22t E ID S22 2 ZF L.

export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

CHS Of| MK A= Trident AX|5t0 AH™SILICE cloud-provider 2218 scp, 12|11 cloud-

identity OIA| sc1:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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subscriptionID, tenantID, clientID, location, 12|11 clientSecret AKS
@ S AEHO0|A 22[ IDE AHESH= 22 MEY AfL|CE

* tenantID, clientID, 12|11 clientSecret AKS 22 AEN A 22IRE IDE AEst=
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o ARXEE 70X HE AzureOf| A O[2] HO|E" .

o OflO["AFE Xt HO| 7|0 At Het 15 £F0f| A (assignableScopes ) Trident Of| Z Q% WO 20t H|SHE
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location MO T StL} O|A

(=
__IJ.A'I ]Il-Olol Xl _?_l()“ ol m|A Dl

PRt 2el=l MELI"  Trident 22.0182E 1ocation Ol7HEHSE= HHAIS
U Uy T 7t

s
LICE 7heh Z0i| XIFE fIX] 22 FAIELIC.

* M83%IHH cloud Identity, ¥OMR client IDOIA "AMZXIVF ot 202 ID" 2|1 siEh IDE
X|™HSIMR azure.workload. 1dent1ty/cllent—ld. XXXXXXKXK-KXXXKX—XXXK XXX~ XXXXXKXXKXKXKX

* Active Directory?} 71 E| 11 Azure NetApp Files Off HZE|}ELICH EZSICH Microsoft: Azure NetApp Files
CH$t Active Directory 2 BHS7]| 8l 2t2|" |

* Linux ZIEE2{ =2 Windows Server 2022 Adlst= St O 42| Windows 7 = =71 Y= Kubernetes
S AEQULICE Trident Windows = E0j| A AlSHE |E Podo| Ot E &l SMB S50t X|&ghL|Ct.
* Azure NetApp Files Active Directory0il 2158 4= Q== Active Directory A2 ZHO| &=l Trident H|Z O]

St} Of&f RAO{OF BfL|Ct. HIZEE MH5I2{H smbereds :

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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virtualNetwork

subnet

networkFeatures

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies
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maxThroughput
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apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus

subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

&S BiXIRLICH



& QoS EF = AT = o

jo

O] BHAlE M2 Azure?| 2&E2 HIX[ELICL eastus 8 QoS & E0| U= AKXIYLICE * NetApp Trident
25.062| 7|= O|2|27]*.

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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Trident X|9 2! 7t8d JHof w2t IS 20 it 28§ T=H|X'dE S0|5tA| gLt J8tE
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HAAHO|ARRE CHE H|E ME

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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nasType:
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-f <backend-file>

tridentctl create backend
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tridentctl logs
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