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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east 1la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. A8 parameters.selector LUKS ¥Z2lE AHE5I0] AEZ|X| 22 HoEL|Ct OE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKS 22 275 5= HIZRHS S WHBILICE o E S0
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kubectl -n triden
apiVersion: vl
kind:

metadata:

Secret

name: luks-pvcl

stringData:

luks-passphrase-
luks-passphrase:

"
st

At At

LUKS 223l SE2 ONTAP &

LUKS =28 71X Q7| ¢/t 4t
LUKS JtM8{H OS2
luksEncryption N2 =28
) CtS olet Z&L|C.

220
=5 =

1

storageDriverName:

version:
o
10.0.
10.0.0.2

trident svm

managementLIF:
dataLIF:
svm:
username: admin
password: password
defaults:
luksEncryption: 't
spaceAllocation: '
snapshotPolicy: de

snapshotReserve: '

LUKS =& 7IHQ7|E

=290
ZE= 382

LUKS 2 I3

ool 20X|= AXE PVCO| LUKS X| &

22

oll=

— 1=

t create -f luks-pvcl.yaml

A
secretA

name:
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kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
LUKS 2= 2+ 2|H
LUKS ¥=E wA|stl wKE gele 4= JAELICE
@ =&, 2" = H|ZOo|M O 0| & HEEX| gh=Ch= XS 2le W] =28 LX| DN, FZxE
oIt &4EH ZEE OIREY £ 911 G0|EH = A= SHE|0] UM AT o~ A ELICH
O Ztdof| 2tstod
LUKS &2 27 &82 MZ2 LUKS = 277t X|HE T 252 0RES= ZE7H W E o 2ALICE MZ22
ZEIH MME™ Trident 2&2| LUKS 2= E H|ZQ| 24 =t HIWBHL|Ct
* 29 Y=t H|O| gy Lot UX|SHK| Q™ S| T0| STt
s =259 AUt H|Uo| =M A5 et UX|SH= AR previous-luks-passphrase IWZHHL= ZA|ELICE
CHA|

1. F£7}5HMR node-publish-secret-name 12|11 node-publish-secret-namespace StorageClass
O7HH= OIE S

apiVersion:
kind:
metadata:

storage.k8s.io/vl
StorageClass

name: csi-san
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/backendType:

"ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage

storage

.k8s.
.k8s.
.k8s.
.k8s.

io/node-stage-secret-name: luks

io/node-stage-secret-namespace: ${pvc.namespace}

luks
io/node-publish-secret-namespace:

io/node-publish-secret-name:

S{pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

EE5°9| LUKS H|ZHS S AH0|ESIH M =2t O] A= E X[FEYLICL EFSICE previous-luke-
passphrase-name 2|1 previous-luks-passphrase O|™ Y= Eet LX|LILCE.

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]



tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

A
=
SED AN MER o E 70 Hete|H Ao 277} S| M| ASLIC

@ OlE 20 & 71| &7t Bt2tk|= AR luksPassphraseNames: ["B", "A"], $|FO|
A= X 939175'—“:}. MER ZEE XMSAAH QWS =2 = USLICH

1. 243 csINodeExpandSecet I HOIS(HIEL 1.25+). BESHCH Kubemetes 1.25: CS| §E2) - 7|t
SHEFS O[St H|L AL2" KNS LI

Hﬂ“ﬁlnode expand secret-name 12|12 node-expand-secret-namespace StorageClass
HH o|E

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret—-namespace: ${pvc.namespace}

allowVolumeExpansion: true

Z1t
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apiVersion: vl
kind: Secret

metadata:

name: backend-ontap-nas-secret

type: Opaque
stringData:

clientID: <CLIENT_ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-ontap-nas

spec:
version: 1

storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>

nasType: nfs
nfsMountOptions:

["sec=krb5i1i"]

gtreesPerFlexvol:

credentials:

#can be krb5,

name: backend-ontap-nas-secret
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tridentctl logs
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MEA SHA AN E My uf ChES AHE5HK M| 7HX| Kerberos 2= 2t H{T F StLt
mountOptions Of7HEHZ:

* mountOptions: sec=krb5(2/E U ¥=3})

* mountOptions: sec=krb5i(4# = 7[50| U= 215 A L=}

* mountOptions: sec=krb5p(MH 72 HE HZE S0 215 U 2=}

Kerberos &2 SILITE XYM Q. Oi7HHs SE0M F 7 0|29 Kerberos 2ot &S X|Hot= 32 X HMY
SHL ALZELICH 2AE2|X| HAlE oM X[Fet Aot +F0| AE2|X| 22 A JHA0M XYt +F2t THE

B AEZ|X| S2HA JHH7 SMELCt,

oHA|
1. CtS 0| € AF23t0] StorageClass Kubernetes Z{M|E BHSL|LCE.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. M% SHAE FHELICH

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AEZ|X| SeHATF MHE[=X] =lStA K.

kubectl get sc ontap-nas-sc

CtZ 2t et £20] EA|ELIC

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

7t E EIE oAl

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i,
credentials:

name: backend-tbc-secret

L

or krbbp
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tridentctl logs

74 Do 2HE Thetotn Yol 0= create S S CHA| 2T 4 ASLICH

AER[X]| S2HA MY

Kerberos 2 otE AFE3I0] 2FS Z2H[X'J5H7| ol AE2[X| 2HAE YW = AFLICH

CHA|
1. CI2 o2 A3} StorageClass Kubernetes Z{X|S BHSLIC}.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. MF SHAE ELICH

o

kubectl create -f sample-input/storage-class-sc-nfs.yaml
3. AEZ|X| S2HAT} MM E|J=X] =lStA K.
kubectl get sc -sc-nfs
CHS ot H|xot £20[ FA|EL|CE

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
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