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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. A\F8 parameters.selector LUKS YT3tE ARSI AER|X| 22 HOlEtLICL O|E E01:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. LUKS Y215 ek}

rir

HZHS S WYLt oS S01:

luks-${pvc.name}
S{pvc.namespace}



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

LUKS /st 252 ONTAP 5 HH 8l &= 7|52 €8¢ £ LI

LUKS =& 7IM27|E ¢let e 34

LUKS 282 7t 2™ C+32 BH™6of 2fLICt. 1uksEncryption H[Hl(true HAZO[A. OBIZ
luksEncryption 82 2&0| LUKS #AQX| Trident ¥2ELICH(true ) E& LUKS F40f &X| %S (false
) Ct2 oflet 2 &L Lt

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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kind:

apiVersion:

PersistentVolumeClaim
vl
metadata:

name: luks-pvc
trident

annotations:

namespace:

trident.netapp.io/luksEncryption:
spec:

"true"

accessModes:
- ReadWriteOnce
resources:
requests:
1Gi
storageClassName:

storage:

luks-sc
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1. F7}5tMR node-publish-secret-name 12|11 node-publish-secret-namespace StorageClass
O7HH=~ OIE &

apiVersion:
kind:
metadata:

storage.k8s.io/vl
StorageClass

name: csi-san
provisioner: csi.trident.netapp.io

parameters:

trident.netapp.io/backendType:
csi.storage.k8s.
csi.storage.k8s.
csi.storage.k8s.

csi.storage.k8s

io/node-stage-secret-name:
io/node-stage-secret-namespace:
io/node-publish-secret-name:

.1o0/node-publish-secret-namespace:

"ontap-san"
luks

S{pvc.namespace}
luks

${pvc.namespace}



tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. 289 LUKS HIZYHS E AH|0|ESIY] A 22t 0|™ L= E XHYLICH HESICE previous-luke-
passphrase-name 2|1 previous-luks-passphrase O|™ Y= Eet LX|LILCE.

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]



tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]
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2. X752 node-expand-secret-name 12|11 node-expand-secret-namespace StorageClass
D72~ Ol E E01:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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* spec.nfsMountOptions: sec=krb5i(A¥H BT 7|50| A= 215 A &9}
* spec.nfsMountOptions: sec=krb5p(X¥ U QI ME HSE E5 215 5!
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apiVersion: vl
kind:

metadata:

Secret

name:
type:
stringData:
clientID:
clientSecret:

Opaque

apiVersion: trident.

kind:

metadata:
name:

spec:

1

storageDriverName:

version:

managementLIF:
dataLIF:

<CLIENT
<CLIENT SECRET>

backend-ontap—-nas-secret

ID>

netapp.io/vl

TridentBackendConfig

backend-ontap-nas

"ontap-nas"

svm: <STORAGE VM NAME>

username:
password:
nasType: nfs
nfsMountOptions:
gtreesPerFlexvol:
credentials:

name:

2. O™ CHAO| M BHE 7 T

Ol = M0l ATSHE SIS 20| 2X|7} Qs HYLIC CHS YHS Hes
UAELICH
tridentctl logs
T ool M E mefstn 3ot 20i|= create BH S CHA| A = UELICH
AEE|X| SA MM
Kerberos 2235 ALE5I] 252 Z2H|X o] Qo) AEZ|X| FHAE Y8 =
O Ztdof| 2tstod
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["sec=krb5i1i"]

<STORAGE VM USERNAME CREDENTIAL>
<STORAGE VM PASSWORD CREDENTIAL>

backend-ontap-nas-secret

#can be krb5,

<STORAGE_VM MGMT LIF IP ADDRESS>
<PROTOCOL_LIF FQDN OR IP ADDRESS>

krbb5

i,

or krbbp



Xgg = ALt

]

MEA SHA AN E My uf CtSS AHESHK M| 7HX| Kerberos 2= 2t H{T F StLt
mountOptions Of7HEHZ:

* mountOptions: sec=krb5(2/E U E=3})

* mountOptions: sec=krb5i(&¥ E= 7[50| U= 15 A L=9})

* mountOptions: sec=krb5p(MH 72 HE HZE S0 215 U 2=}

Kerberos &2 SILITE X|YSHM| Q. Oi7HHs SZ0M F 7 0|29 Kerberos 2ot &S X|Hot= 42 X HIMY
SHL AL ELICH 2E2|X]| HAlE oM X[ Fet Aot +F0| AE2|X| 22 A JHA0M XYt +F2t THE

B AEZ|X| S2HA JHH|7 SMELCt,

oHA|
1. CtS 0| E AF23H0] StorageClass Kubernetes Z{M|E BHSLILCE.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. M% SHAE PHELICH

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AEZ|X| SeHATF MHER=X| =lStA K.

kubectl get sc ontap-nas-sc

CtZ ot v et £20] EA|ELIC

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
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A|=stz| o
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© S}t CHEO| HMA S & Q=X SOIBHAAN R, tridentct] =AY,
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ZH|E|A=X] 2ole = UELICE "Azure NetApp Files AE A" .

tet Bl AL83He ZE NFSv4 E2E0| SHIEA| LY ERAE=X] QISHMIR. NetApp NFSv4
Tool 74 MM(13H0|X])S HESIHIR. "NetApp NFSv4 ZH4d Atet 9l @9 Atz 70| ="
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[©]
=
o
0]
-
o
(7]
|:|O
EOI-

Kerberos 223t 7|58 E&sH= Azure NetApp Files AE2|X| Bl 1M S OtE 4= UELICE
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USLICE
¢ K E A HAE £FZ AFEEILICE spec. kerberos HEE

c *7tA E g2 AFESHK spec.storage.kerberos EE
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AtEsH] 20| MEE LTt

* kerberos: sec=krb5(¢/E U L=}
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EHA|

1. 2e|=l= 22 AEIM AE2|X] Bl
CHZ OlR| & StLIE AHE5HK *EEI |
HH A 2.

)0l k2t
ol MEZ

J:.: ﬂJIflI

H2|80f S YIXI(AERIX| MRS A7 i IpY E 4
£ 74 IS BHELICE <> B3 910 U2 ISR 81

12


https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://docs.netapp.com/us-en/trident/trident-use/vol-provision.html
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

AEZ|X| A= 4=Z= Of K|

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

7t E EIE oAl

krb5i,

or krbbp
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o> rR

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i,
credentials:

name: backend-tbc-secret

L

or krbbp

C Mdof| 2ofstH Wil o)l E2X7F A= AYULIC Ch2 BHS HAHs
Ct.



tridentctl logs

74 Do 2HE Thetotn Yol 0= create S S CHA| 2T 4 ASLICH

AE2|x| ZehA B4

Kerberos 2= 3tS ALt 252 Z2H|X'Js7| lol 2AE2|X| 2HAE M 5= ASFLICH

ChA|
1. C}2 Ol Z AF25}0 StorageClass Kubernetes Z{H|E THEL|CE,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. M SUAE FHELICH
kubectl create -f sample-input/storage-class-sc-nfs.yaml
3. AER|X| 2ejA I} MM E|A=X| 2RI L.
kubectl get sc -sc-nfs

Ct3a Bl £20] EAIELICH

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

AEE[X] At AEE[X| ZHAE HE = O[H 2FSE Z=HNIE = ASLICEL XH2 HE2

H3".

Xt

[}

XSHHR. "EE
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