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apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

CLIE ALE3HMIR

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 =&t AEZ[X| IAM Het

Amazon S3, Generic S3 S S3 @2t AEZ|X|0f| &Y HR "AEZ|X|T2[= S3", EE= "ONTAP S3" Trident
ProtectE AI25St= H R, MBSt AFEAL XHE SHO| HAIN| AMASH=E O] ZR$E Hoto| Y=X| 2Helsiof gL Ct.
CtS2 Trident ProtectOf| CHeE A AM|AOf| 2Pt X|ABH| HotE 2o{st= HAMO| of|IL|Ct O] M2 S3 S 2t 3
HMS 22|5t= AFEX0AH HEL £~ JASLICE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
1,

"Resource": "*"
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true
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kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

OfOHE S3(AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

00|32 Z2ATE 0K
kubectl create secret generic <secret-name> \

—-—-from-literal=accountKey=<secret-name> \

-n trident-protect

Ht 83

ne

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

AEZ|X|O2|E S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

OfOrE S3(AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

2r s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

AEZ|X|O2|E 83



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
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tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

OfOrE S3(AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

OO|2ZATE 0K

tridentctl-protect create vault Azure <vault-name> \

——account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \

—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

AEE|X|O2|E S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

AppVault 3= H7|

Trident Protect CLI 22130212 ALE3tH S AEO|A Mot AppVault ZHA|0f CHet HEE = 4 JASLICH

|

1. AppVault 7HH|2| LHE S FLICH.
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tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

OlAl =3:
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| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. MM o2 Z} 2|A A0 CHSt AppVaultPathE E2{™ S22 MM, --show-paths .
HO| A Hi Hof| A= 2 AE 0|E2 Trident Protect helm & X| A| 22{AE 0|S50| XY El 2200 ARE
o] 2=
AN = =

AN
=0{: --set clusterName=productionl .
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Kubernetes CLIE AFH2510{ AppVault XA
1. AppVault M| E H|HstD WHELICH appvault-name MHE AppVault 7HK|2| 0|S:

kubectl delete appvault <appvault-name> \
-n trident-protect

Trident Protect CLIZ AF2310{ AppVault XA
1. AppVault ZHIE A8t WH|RILICH appvault-name MHE AppVault ZHK[2| 0| &:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

Trident ProtectE AIE26IH 22| E ?[et 0 =2[[0| M Q|

Trident ProtectZ Zt2|5t2{= OZ2|7|0| 42 M 2|st2{™ O Z2[AH|0| M CRZt 2t AppVault
CRS MMolH EL|C},

AppVault CR BH=7|
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S8 X213 Ho|
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CRZ AI83t0f O Z2|#|0|d 7t
EHA|
1. T4 ol Z2|7|0|d CR A S THELICH.
a. ArEA Ho| 2|AA(CR) IHY S 2HE1 0|E2 XIFHLCHOl: maria-app.yaml ).
b. Ctg £ FIELICH

) OHZ2|H|0|F AEX} H2| 2|2 20| O|FYLILE B X0l Bt Lf
otEz MEiSH O|ES 7|53l FAMR.

rin

* metadata.name: (23
CR I}jO| O] Z}2 &=

a

spec.includedNamespaces: (2 ) HQADO| AL} 20| MEHT|E AHESI0] OfZ2|H|0[MO|
A8t HIYAHO|ALL 2[AAE X|HELICE OfZ2|A|0[M HAATO|AE O] SF0f XLt/ 0{0f
ILICE 2l|0|= MEfY|= MEd AtEtO|H X|FEl ZF HQJAHO|A LHO| E2|AAE HEYSH= O ALY
= AELICH

* spec.includedClusterScopedResources: (._1 B Atgh) o] EME AHESI0] ol Z2|AH|0|M H oo
TotE SHAEH He| 2|AAS X|HELICH 0| H4E2 AHESIH OF, HA, 37 X 20[E2
I|EOR B|AAE MEHE 2 UGLICE

* groupVersionKind: (2) 22{AH He| 2|AAQ API OF, HTE 3 SRE X[™ELICH
* labelSelector: (MEH AtEH) Bi[0|2 2 7|ECE S2{AH He| 2|AAE HEYSL|CH

metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (& f%*) o] =ME2
KubeVirt 220t 20| ARAF Fof| THY A|AEIO| X == 714 HAIOA HolE ()H%EPL"OHSOil':'._r
HMEELICH AHAFF0i| O] OfFE|AH|0|M0| THY A|AHIO| & = A=K HEE Il’gE*thf true2
HHSIH of S2[A[0|M 2 2 EH dEE RIS ARAF F0| llf°' AAHIO| & o= JAELICE false2
HYSH E2|AH0|M2 22H HF S FAIStD AHAE W= 50 I A|AHI0] SZELIC
INESE= PPNl 0H§E|9‘||0|).“_1 Holof| 7tk HAlo| gl 32 A2 FAIEL|CE X[HSHK| ™M 38

HL H
oz aMe 22 wWEL|CH"Z2 Y Trident HEEA sZ &35,

OiE2[A[0]440] o|n| W El =0of O] =4

=~

o

HE50F 5t= R LIS BHS A ET & AFLIC

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML Of|Al:

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (M Areh) S 2|0|20] EAE 2|AAS TS5t/ LE M|QIsh= HE{-IE FTFELC

° resourceFilter.resourceSelectionCriteria: (2E{0f| 2#R2) Al Include = Exclude
resourceMatchersOil 2| &l 2|AAE HEtSIHLE M 2SLICH CH2 resourceMatchers Di7HHS~E
FItoto] ZetstALL Mele 2|AAE FogtL|Ct,

* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HIE IL|C}. O] HHEO|| 62 QA S
Mootz B9 OR Mo = X5t 2t @4 LHFS| HE(OE, 37, HH)= AND gite=
UKL Ef.

* resourceMatchers[].group: (M&] AMEH ZEZIE 2|AA OFALICE
* resourceMatchers[].kind: (M&f Atg}) TEZE 2|2A 9 ZFAULICH
* resourceMatchers[].version: (MEi Afgl) ZE{2IS 2| A A Q| HHFEQIL|CE,

* resourceMatchers[].names: (M Atgh) HE{& 2[AA 9| Kubernetes metadata.name
ZEof = o|SYLIC
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* resourceMatchers[].namespaces: (M Atgl) HE{A S 2|2 A9 Kubernetes
metadata.name EE0|| U= HILAH O] AJL|CH

* resourceMatchers[].labelSelectors: (ME{ AtEh) 2| A A 2| Kubernetes metadata.name
oo = 2o]E MEHY| EXEYLICE "FHUEIA ZM" OE &
"trident.netapp.io/os=linux" .

= Lt resourceFilter 2|1 labelSelector AFEEL|CEH
@ resourceFilter WA 8ot LIS 1abelSelector 21t 2[AA0
HEEL|CE.

o

Il
muln

of:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. 2tZof 37| ol E2|7|0| M CRE THE = CRE MEYLICL O S0
kubectl apply -f maria-app.yaml
1. CH2 od| & StLEE AHZSH0 ORS2(A|0|M HO|E BtE1n X3, 2% kol IS AL8X &9 FEE
A =

HFBLICE. ofFlol EAIE olot 8l HER D2E 228 B E TIPS PNt
2lAAE EEHE 4 ABLICL

L)
X
=)
rz

5

ot

ARSE S0l o Z2|A| 0| 0| I A|A-| = o= AKX R E X|Z5H7| 2f6 HE L Wl FHS ALE
7 ASLILE 0= AR Fof| o AARO0| FX|%| = KubeVirt 282t 22 7het HloA Fol&
OiEE|A01 Mol Zt HEELICE =M S ChZ2 20| 2F8HH true , HEL[AHO[E2 22E EHE FAl5I2
ARHAF SOt T A| A0 & = ASLICH 0| ASE EFOIH false, HE2|AHO0IH2 S 2E TS
FAStD ARAEE Hi= SO T A[AR 0| SZELUCH =S ALESHRI T 0= 27| 0|M Folof 7heh Mol
e 32 FH2 FAELIL A4S MESH] LT S8 Z2I-2 L3S WELILL"Z 22 Trident
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CLIE AtEdt0] oiE2[A[0| 2 dde o FMS XSt HE LSS AT & UASLICH ~~annotation
A,
° OiEE[A0[H S U= I A LA™ SE SE0f| Chiet =28 2HS AL

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° OiS2[A0|H S H-dstn It A| AR HX| SEHof| Chet 2Z o S2[A|0[d BF S FHELICH

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

AMEY £ QUELICH ——resource-filter-include 12|11 —-resource-filter- exclude
2| AAE TSI LL H|Q|5t7| et 2810 resourceSelectionCriteria LS WM & £
UXZ0| OF, 7, A, 0|2, 0|E U HIJAHO|AR Z2 AS0| JYSLICE

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces_to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names" : ["my—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

Trident Protect= AIE510{ OfZ2|AH|0|M E

RS S FHAO|L Al 7SO AMALDL HOtS S0}
QE g HeE & YLt

_‘El

Trident Protect?} 2t2|8H=

@ CIojH E= 2t S0 It A|lARS 2 3 2 HHSH=E Trident ProtectE 7Y 4 AELIC
"Trident ProtectS ArE5I0] I} A[AR SES F4ot= L0 Cisl] XhMIS] ZOFE M.,
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20

CRE A8t ARAFS DHELICL
THA|
1. AF2XF MOl 2|AA(CR) IS DHE1 0|2 KIHELICH trident-protect-snapshot-cr.yaml .

od

2. Mot UM ChE £48 L.
0

| AbEAF K| 2|220] O] FRILICH. ASAL 2E 0 Al ROt XA

—

=
° metadata.name: (Z %)
O|E2 MEISINIR.

° spec.reclaimPolicy: (M
LOILH=X| HelgL|Ct. o
sRT S4:

* Retain(Z|&)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. [I22 M2 Z trident-protect-snapshot-cr.yaml SHIE ZfOZ It S 0HE1 CRS
HE5tMR.

kubectl apply -f trident-protect-snapshot-cr.yaml

1. 2 oto| Zh2 AL8Xt etd ol HEZ HHY AHAS DHELICH Ol E Sof:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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* E XS "AWS APl E A"

* £ HZESMR "AWS IAM EM" AWS 2|2 A0] Cieh Xt
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CRS AtE30] Bid S QhELCt
CHA
1. AF2XF MOl 2|AA(CR) IS 0HE1 0|E2 XIHBLICH trident-protect-backup-cr.yaml .

2. Mot oA CHS 48 S FARLICH

° metadata.name: (Z4) O] AF2X} X|H 2|AA9| O|EQILICE AF2X} EHAOf| UHA| 1Q8tD HA S
0|E2 MEHSIM|R.

° spec.applicationRef: (2 ) e 0ff Z2/71|0| 42| Kubernetes 0| S &IL|C}.
° spec.appVaultRef: (2) H L& S X &6l 0F St= AppVaulte| 0| SILILCE.

° spec.dataMover: (MEH Afgl) BHQ] ZHQfof| AL UiQ] 15 LIEHL = EXFELICE 7ts%t &
(CHAZX 22
" Restic
* Kopia(Z|&)
° spec.reclaimPolicy: (A& AF2}) #i10| 220l A SHA[E mf YMsH= =H S HolgL|Ct 7tsst

" Delete

* Retain(Z|8)

-

° spec.snapshotRef: (MEH AtSH): BHQl AAZ AL2E AHAFO| O|2QIL|Ct HSE|X| QEOH QA
AHARO| M=o BHAELICE

=

AL
HA -

° metadata.annotations.protect.trident.netapp.io/full-backup : (ME AFEH) O] =M HiQlo] ZE
o

Y£10] OtL[O{OF SH=X| S XIHSHE O AL ELILE 7[2XC 2 B E M2 S MALIC
a2{Lt O] FM0| 2 E B2 true, MYO| HISE MHO = HBHELIC X|YOIX| 4o H MA2 7[=

Z o] MHS MELC ST B2 9IYS HlAsteteip 2| HOR FA| WelS £uet kS
A 8l ALOof] F2 HelS At 20| 7 FaLch

o d= o Ssd

YAML Oi|Al:

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. e

o

M2 Z trident-protect-backup-cr.yaml =SHIE 192 MIYZ 0511 CRE

1
0l
oF

tMlg.



kubectl apply -f trident-protect-backup-cr.yaml

1. 23 Qto| ghg ArEX #tZ o MEZ i W g ohELCE ol S01:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

MEHNOZ A8Y £ JUELICt —-full-backup HHPO| & EIII 22010 st=X| {EE X[Fot=
SHIYLICE 7|2HOR RE YR S22 WMPRULICE 0] Z2HIE AHESHH HHO| HISE YAo=2
TIMELICH S0t 2T 2leS 2| A06t2H FI|HQZ HA “—'1°*§ TSt TA| WA Atojof] B2
HMAS +ASt= A0l 7t SSLIT.

Ho M2 ™olFl ™oy w2t AL WY = & CHE M5 S B gtL|Ch 0HA|ZE O Y, of=F, oH e
ARAR BHAS DISEE MENG £~ QO Hte SAR B X[HY o J}SLICE full-backup-rule FME AHE5H0
HIZE M| A S of|eFet &~ QJSLICL 7|2XHOE BE WMRl2 S2 MAQULICH FI|HOZE MA| HAS Hstn O
Atolof| Z& WMAS +HSHH SRl 2#HE ™S F0|= ol =30 ElLC
« ARHARO] CHEt UM 2 OS2 S MEE & J}SLICH backupRetention 022 J2[11
snapshotRetention OELCt 2 222, 8 snapshotRetention 022 MASIH o=l
@ 2 TS| A LS MMSHK|TH O|= YA|XO|H HHHO| 2t =™ ZA| AK|ELICE
© So{AH He| 2[AA= OHZE2|AH|0|M Holo| M BAM=E FHZE|AHLE 0 Z2|AH|0|M
Ll ADO| Ao CHot HZTL Qs 32 MY, AMAF = SX|20] ZaHELICE
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CRZ AI83t0] 2F 2 LItk

£

1. AF2 XL "ol 2|AA(CR) IHY S THE T 0|52 X|™BtLIC} trident-protect-schedule-cr.yaml .

2. Yot ntollM ChS S48 THRLICL

o

o

o

o

o

metadata.name: (2%) O] AF2X} X|H 2|AAQ| O|EQIL|Ct AFRX} 2HA | WA 1Qstn XA
0|E2 MEHSIM|R.
spec.dataMover: (M54 AtSH) BHR Zhdof At WY =S LIEH = EXFE)LICE 7tsT 2t

(CHAEXF 2E2):

" Restic

* Kopia(Z|&)
spec.applicationRef: Mg 0 Z2[7|0]| 2| Kubernetes O S &L|Ct.
spec.appVaultRef: (Z) 8 LIES X &3H{0f 5H= AppVaulte| O|S&LICE.

spec.backupRetention: Hteh B o~ 02 A S M HSIX| kS S LIEHH
A A

spec.snapshotRetention: H3te AHAF = 02 AHAS MHSIHK| 4SS LIEFHLICE
spec.granularity: &2 &350} 5h= Yl YL|Ct 7tSot giat Ha At HE= gt Z25LICt

* Hourly(XIH8OF &) spec.minute)
* Daily(X|I™80F &) spec.minute 2|11 spec.hour)

* Weekly(XIHHOF &) spec.minute, spec.hour, 22|11 spec.dayOfiieck)

* Monthly(X|E3HOF &) spec.minute, spec.hour, 12|11 spec.dayOfMonth )

* Custom

I

spec.dayOfMonth: (ME Ate) LH S M8 OF Stz EM(1~31)RLICH O] BE= M240| X E
AR U4ULICEH Monthly . 22 EXE E K|S E|0{0F BFL|C}.

spec.dayOfWeek: (MEH AtEH) YH S MO 5t= RY(0~7). 0 £= 72 242 LS LIEHHLICE
O| ZEE= MEM0| MY El 2 UYULICH weekly . 22 EXEE MSE|0{OF LT,

spec.hour: (ME AtEh) XS HHB{OF SH= AlZHO~23)RILICE O] BEE M2 40| d™E F2
LD Daily, Weekly , £ Monthly . f2 EXEE MSE[0{0F BLICE.

spec.minute: (ME At U™ S MEM|{Of St= 2(0~59)ULICE O] HE= M2Mo| dHE H2?
Z+ULICH Hourly, Daily , Weekly , EE 'I'_ Monthly . /2 EXIE 2 K|S/ 0{Of SrL|C.

metadata.annotations.protect.trident.netapp.io/full-backup-rule: (ME] AFZH O] M2 FA|
HHAS oSty | /ot A2 X HSH= o AHBELICH A8 5 UELICH always X&HQ WI S

Ul AFESHAHLE 27 Aretol| SHA| ALEXL FHold = ASLICE ol S0, L& HHelE MEisHH HA|

= ="
wolg st golg X HY 4+ AL

)

T

HA S ARHAE L0 TSt YAML Ofl:



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. [I22 2 = trident-protect-schedule-cr.yaml SHIZ ZfOZ I} S OHE1 CRS
HE5MR.

kubectl apply -f trident-protect-schedule-cr.yaml

CLIE AF803t0 2™ E ThsLITh.

THA|



1. B3 AWS PHED TS oto| 242 AFSA BH| FHE HHELICH o2

f tridentctl-protect create schedule --help O EHO
U HHE He{H,

2>
rot o
> et
= 4>
et so
H1 o>
oo —
m O

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

HHY 2 JELICH -~ full-backup- rule EH_'E always X|EXQ MA| A S 2o ALESHHLE 2F
Ok ALK} MOl & QIAL|CH o= Ol Cro|2 MEHSIH XA| M1 AdHst QS K|S &

|
UESLICE O|E &0, AH2 --full-backup- rule "Monday, Thursday" 28

1o 4 L2

=
o FY A

AU HE AM™O| AL OS2 MH™EILICt --backup-retention 0 0ECHZE g2 X|™ELICE
--snapshot-retention.

2| Aol MHE|0] U=X| &RISHIAIR. Delete HH| AEE|X|0A ZE Y HIO[EE

@ HMAgfL|ct HMo| 7|2 4F2 Ct33 ZELICH Retain A2 HIO|E7E &4 5= RS LX|FLICH
HMo| HARX| %2M pelete MY HIO|E = 4K AEZ|X|0] O} °'O':'E TS AH|oliof
'6'H_|[_|-
= .

1. eHdmt ZHAE W CRE MAZLIC
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kubectl delete backup <backup name> -n my-app-namespace

1. CHE BYHE A0 #ie] 2fo| HEfS AMstD, 2o orof 212 AH8XAL et el FE 2 HhELC)

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

azure-netapp-files(ANF) 2t 0]l CHot 2] 5! =3l 2hdg}

Trident ProtectS A X|$t AL azure-netapp-files 2AE2|X| S2HAE A3 Trident 24.06 O|F0f| MM El A E2|X|
SHAIZ 0] CHOH S7t 22Xl Wi 3 Sl 7|52 gHete = JUSLICH 0| 7|52 NFSv4 EE0l|M ES5HH 82
E0|M =7t 37H2 ADSHX| LT

* Trident ProtectS AX[3H&L|C}.

* Trident ProtectOl| | OHZ2[AH|0| S FIYSLICL O BXIE 2t=st7| FHK| of ofE=|#H[0| M2 B 7|s2
HMStE LIt

* ML JIX| DLt azure-netapp-files AEE|X| BAIEO| 7|2 AER|X| BafAZ MEHE|QISLCE
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74 BHAE 2R

ot

1. Trident 24.102 2 Y1g|0|=35t7| Fof| ANF 250| MM El AL Trident 0l LSS $3SIMIR.

a. azure-netapp-files 7|2t0|H O Z2|H|0| Mt HZAEl 2 PVO| CHo AHAF CIRER|E 2 SHetL|C.
tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HHEl 2t PVOI| CHal AHAE CI2EE2| 7 2ot A=X] 2eldtM K.

— i 1

tridentctl get volume <pv name> -n trident -o yaml | grep

snapshotDir

Ct.
=]

0l

snapshotDirectory: "true"

+
ARHSF O ER| 7 SEotE(of RAX| o Yo Kl WY 7|53 MEHBLICE 0] 7|52 e T2 M2 Jof
Y 29| = LAXLE AIERLILE 0] AR WYL= =F 372 YA 2FS Y8E + U= =2t
30| 8% 201 A=K 2ABHHIR.

e
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OO Af CHE L YATO| AR =8l

BackupRestore CR2 At25}10] CIE H|UAHO|A R HHA S 2LI5HH Trident Protect= Al LI AH|0| A0 A
OHE2(Z|0|ME S5t SRE ofF2(#(0]M0f| Cigt ofZ2(7|0| 8 CRE THSLICL S+1E ofZ2|A0[MH S
.|

HostH FEY HAO|LL AMME HSHU B2 UFYS SFSMR.

7|E 2lAAT} Y CIE LIYAHO|A0| H9lS SRASIIZIE HOlo) Al 2|AA09 0|28 TRt
() 2laat wzs|x) gL Helof 9l IS 2|AAS BaIet2iP oA HYAHO|AS AX|StD
CHA| BHSZALE 8IS Af LI QIATIO| AR Z2iBtL|t,

AlZtst7| o
AWS MM EZ 2t 0| 7| Al s3 S 20l Z2cHX| 2flsthQ. S 2 S0 E20| =& H 20|

A~ ASLIC.

* S HZSHMR "AWS APl 2 A" HM M EE2 TtR Y S 2Ql5t= Y- Ciet XbAIS LHE2 TS S H TSI R.
* E HZESHR "AWS IAM A" AWS 2|2 A0 Tigt XA SHoi| chiet ZtMiet 82 LSS HESHA K.

KopiaZ ClIO|E O|SAIZ AtESH0] M S F/;S= B2 CRO|L CLIOM F4S X|H5H0 Kopiadll A

HH
@ AESH=E YA ME AL S2E Mo & JSLICEH E HXoHM|R "TOlof 2A" Me & = 40|
CHSE REM|BE LHE2 LSS XM K. AF2SICt tridentctl-protect create --help

o

Trident Protect CLIZ M2 X|™5t= WHO|| CHSE XpM[SH LHE2 HH S A XN K.
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CREZ At83tMIR
THA|
1. AF2 X "ol 2|AA(CR) IHY S FHE 1 0|E2 X|™BLICE trident-protect-backup-restore-

cr.yaml .

2. et IAOIM TS £ 48 THRLICH

-

° metadata.name: (2=) O ALEXF X[ 2|AAL| O|SRLICH AHEX} 2t &HA| 11
O|EE MEStA|R.

stm HEe

:|o

° spec.appArchivePath: B2 LfE0| & E|= AppVault LHE ZEYLICH CHS BH S AHESH0] 0]

B2E HE + AsLICH

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef: (E=) B LIE0| XMZEE AppVaulte| O|SLILCE.

° spec.namespaceMapping: S XAO| AA LQUAHO|AE CHAM | JAHO|AZ DZIBHL|CE.
HHICH my-source-namespace 12|10 my-destination-namespace FH &tHo| HHE
st 25104
= o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
3. (ME Arh) ST O E2[AI0|Me| EF 2|AADH MEHSHO} Stz AR ET 20|22 EAE 2|AAE

HoNSHALL M| eots BEE S FIHELICt

Trident Protecti= AFBXI7H MEist 2|4 A0t0] ZHA|2 QIsH
(D) Mtk o2 Sof, 97 28 SaY 2| A4S Mefstn ol
Protect= HEE Pod= S BtL|CE

A2 Trident

° resourceFilter.resourceSelectionCriteria: (ZE{&/0f| 22) AF2 Include = Exclude
resourceMatchersOi| H2| &l 2|AAE IBHSHALE M|QELICE CFS resourceMatchers DH7HHS~E
Z=I15t0] ZESHALE M2l 2|AAE ™olgtL|Ct.

* resourceFilter.resourceMatchers: resourceMatcher ZiA|2| HHE QIL|C}. O] BHE0f| 02| RAE
Holst= AR OR @At Z YUK|8t1, 2t @A L HE(OE, £, HE)= AND gtz
ol X|BHL|C}
= = .



* resourceMatchers[].group: (& Abgh) HE 2 2[AA OFILICE
* resourceMatchers[].kind: (MEH Atsh) ZE{RIE 2|4 A ZRQULICE,
* resourceMatchers[].version: (M& Alg) HEZE 2|AA [ HAMQLICE.

* resourceMatchers[].names: (M Atg) HE{ZE 2| A A9 Kubernetes metadata.name
Zof = o] SYLICE

* resourceMatchers[].namespaces: (M Atal) HE{E S 2|2 A9 Kubernetes
metadata.name ZE0]| = HJAHO|AR]L|CEH

* resourceMatchers[].labelSelectors: (ME] Atg}) 2|2 A9 Kubernetes metadata.name
ZEo| = 2o|E MEHY| XIS JLICE "FHUE[A ZM"  HIE =
"trident.netapp.io/os=linux" .

HE =

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

o

4. |22 MR ¥ trident-protect-backup-restore-cr.yaml SHIE ZfOZ IIYS =1 CRS

HESHHIR.

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AIE3tMIR
|

1. 25 oto| Zt2 AISXt 2tEo| HEZ HHYA MRS CHE HYAHO|A R SRARLICH O2tE namespace-
mapping QI S ECE FEE HUALO|AE AMESIH AA HJAHO|AS CHS A9 SHEE CHA
HIYAHO| AN OHEBIL|Ct sourcel:destl, source2:dest2 . HIE &
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>

MM EHeH HIYAHO|AZ S

AFEX 2l YIQATO|AZ Hile =l

e
1
o)
i
-
_ITI_

AI5fet7] ol
AWS M E2 BH2210] B7| M3 53 22 X0 SEK OISR, B2 XY S0 20| BHEEIE K|
Aljzt 4 igLich

T Mg

2 BESAIR "AWS AP| 24" HT) MM E2 SI2AS Srolsts WHo| i3S XIS 82 S8 BRsHL.

* 2 ERSHHIR "AWS IAM AT AWS 2l A0 ChEt X2 ST hSt KPS LHE 2 CHSS MESHAIR.
KopiaZ HIO|E| O|SAH2 AL8510] H2i2 22Ists AL CROILF CLIOIA A2 K|R5t0f KopiadiAl

()  MEde i xgsel SuE Hofg & S ULk 8 ISR 20} 24 7Y LS B

CHSE XEM[SE LHE 2 CHE S & ESHMR. AFESIC tridentctl-protect create --help
Trident Protect CLIZ A2 X|&M5= 20|l Ciot XiM|gt LIE2 BE S XM K.
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CRZ ALE3HMR

£

1. AF2XF MOl 2|AA(CR) IHY S PHE1 0|2 XIHELICE trident-protect-backup-ipr-cr.yaml

2. M3t Ao M S

° metadata.name: (2) 0| AtEX} X[ 2|2 A0] O|FYLICH AFEA} 2HE0H| A Dot HAEs

1

48 FEEL.

—_

O|F= MESINR.

° spec.appArchivePath: B Lf20| XZz|= AppVault LHE AZQILICH CHS EHS AHEstH0] 0]

342

AE = ASLICL

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o

Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (E) B LHE0| X ZE AppVaulte| 0| SIL|LCE.

HE =

apiVersion: protect.trident.netapp.io/vl

kind: BackupInplaceRestore

metadata:

name: my-cr-name

namespace: my-app-namespace

spec:

appArchivePath: my-backup-path

appVaultRef: appvault-name

3. (ME4 ALY S ofZ2|FA|0[ M| EF 2|AADH MEHSOF 5= AR EH 20|22 AR 2|AAE
HoStALE M|elsts 2EES =Tttt

®

Trident Protect= AM2Xt7} MEHDE 2| A A QLS| ZHAZ QISH &
MEASILICE O|E 0], B =25 22 2|AA S MElstD HAZEl Pod?t = ES Trident
Protect= H&El PodT S&HL|Ct.

° resourceFilter.resourceSelectionCriteria: (2E{A 0| 2R) AL Include = Exclude
resourceMatchersOfl M| &l 2|AAE ZSHSHALE M2ILIC} CHS resourceMatchers DHHHSE
ZItoto] ZetstALL Mg 2|AAE FogL|Ct,

* resourceFilter.resourceMatchers: resourceMatcher ZiX|2Q| HIEIL|C}. O] HiEo|| 2| RAE

* resourceMatchers[].group: (A& Abgt) &

Molote A2 OR HALOR AX[SHT, 2 94 LhRo| WE(DE, BF, HE)= AND HAtOR
lel'é'l-L_| |:|-_
= [=]

m
o

g'_l-
il
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|
i1l
1o
-
i}

=
* resourceMatchers[].kind: (M AFg) HE{ZE 2|AA 9 ZFALICE
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4. CI22 MR F trident-protect-backup-ipr-cr.yaml SHE IO Z It
HESHM 2.

* resourceMatchers[].version: (MEi Ate}) HE S 2|AAQ| HHRIL|C

* resourceMatchers[].names: (M Atg) HE{2E 2[AA 9| Kubernetes metadata.name
oo f= ol S|LICH.

* resourceMatchers[].namespaces: (M Atel) HE{Z S 2|2 A Q| Kubernetes
metadata.name ZEO0]| = HJAHO|AR]L|CH

* resourceMatchers[].labelSelectors: (M& Atal) 2|2 A2 Kubernetes metadata.name
o s 2ol MEHY| EXEQLICE "FHUEEIA ZM" . HE S
"trident.netapp.io/os=linux" .

HE =

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

o

OHS11 CRE

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIE ALESHMIR

EHA|
1.

=—_d

= ool S ArEXt 22l HH = HH A MAHS 2l HYAHO|AZ SRIYLICH A%F backup
= AN WP AT 0| At M O|F S AFERILILE. <namespace>/<name>. HIE =

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MM CHE SHAEHZ S

el S2HAHO| 2/t A= F2 THE SHAHZ MY S S/E + ASLIC

KopiaZ BIO|E] O|S X2 AFg5f0] el 2elst= S CROILE CLIIA FA12 X|ZeHod KopiadiA
()  MESIE A HEol 5XE HofE & STk 8 RESAIR 0] 24" FAE 4 Sl S0

AN
CHE XEMISt LHE 2 CHS 2 HZ6HM|Q. AF2SIC} tridentctl-protect create --help
Trident Protect CLIZ A& XM= 2ol Ciot XHM|TH LIE2 BE S &XotMIR.

* CH& 22{AE0| Trident Protect?t AX|E|0] UELICE.
S AE = HAHO| MTE AA SHAEQ SYSH AppVaulte] H3l AZ0| HMAT 4= QJAEL|CE

* AppVault CROIM Ho|El JHH| M&A K20 2 2hF0| HEY & UEX| &ISHAIL. tridentctl-
protect get appvaultcontent Y. HE{3 HSIOZ °|0|'| HMNATE 2715t B2 et 22 AEQ
IZE LHOf| M Trident Protect CLIE &5t K.

* AWS MM EZ D= 0| &7| S 2ol S2SHX] 2elstM|2. S/ &Y
= AELICH

of E20| 2t==|H Zteio] dmjgt

o

© 2 ARSHHIR "AWS API 24" HR MM E2 SHR S 2rolsts WO i3 XS 82 1SS

= O

HZESHMIR.
XFX

° B EXOIHR "AWS A" AWS 2|2 A0 Ciet X}

N
o|>|
2
.
O
A
=
O
=
o
rlo
il
gjo
o
o2t
]
OF
=
0]

EHA|
1. Trident Protect CLI 22|1212 AE3t0{ CiA 22{AE 0| M AppVault CRE| 724 S 22ISHA .

tridentctl-protect get appvault --context <destination cluster name>

() oh=aizold Selol MBS HIYAHOIAT} e SAAE() U] HoISHHS.

2. thy SHAEOM AL 7Hs St AppVaulte] B LHE S =teletL|Ct,

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

O] BHZ AAHSHH AppVaultoll M AL 7Hs St W 10| EAIEILICE o7|oll= @2 22{AH, si OfE2|7|0|M
0|2, EfUAEHT Hat AZJF TEHE/L|CEH
OflAl £:

35


https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

36

Fommmmmcrmcrrorrrrcresmeses Fommmmemeseoes +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fomm e fomm - fomm - Fom e

o mssessses === e i +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC)| backuppath2 |

fomm e fomm - fomm - fom e
Fommmmmcccsseseses e P +



CRZ ALE3tAR
1. AF2XF MOl 2|AA(CR) IFYE PHE1 0|52 XIHELICH trident-protect-backup-restore-
cr.yaml .

2. Mgt oo M O £42 FEELIC

° metadata.name: (Z %) O] AF2X} X|H 2|AA9| O|2QILICE AF2 XL SO SHA| 1RSI HASH
0|52 MESINR.

—

° spec.appVaultRef: () 8] LiE0| XZEl AppVaulte| 0| SIL|CE,

° spec.appArchivePath: ] L £0| X Z | = AppVault LIS ZZQILICH CHS HHES ALE3H0 0]
AZE A2 £ &Lt

= X2 T M

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

@ BackupRestore CR2 AFEE £ gl= Z R 200 A g ot HHES AL SH0] ¢
g & &+ USLICh

° spec.namespaceMapping: S& 22| AA JUAL0|AS CHA |-1|°'*111|0|*§ o

==
HH2CH my-source-namespace 12|11 my-destination-namespace FH &tHQ| HHE
QI'Q_ I-O:I
oE =

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path

namespaceMapping: [{"source":

"my-source—-namespace", "
destination":

"my-destination-namespace"}]

3. [IS22 & F trident-protect-backup-restore-cr.yaml SHE IO Z IS Gt
HEIMR.

muin
[
@
Py
mjo

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AIE3tMIR

1. CtS HHS AF2SI0] OHEZ|70|MS SI5t0 ZS oto| IS AEAL &HA 9| MEZ HiEL|CH HJADO|A
0y ele= EECE AEE HUAHO|AE AFRSIH AA QY AHO|AE sourcel:dest,source2:dest2



ogt

AOZ ZHHE oY W AH| 0| A0 DHERILICE G SO4:

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

ARAROA CHE HIQYAHOAR S/
AR MOl B|AA(CR) IIY S AMESHH AHAFO|AM CO|E{E CHE WA AT[O|ALE Y2 AA H|JADNO[AR ST
£ UELICE SnapshotRestore CR2 AFESHY CHE LA L|0|A R AHARZ S16HH Trident Protect= Af

L ADO|A0AM OHEZ|AHIO|ME St S/ E ofZ2[A[0|Mof| Cet ofZ2[7|0| M CRE BHSLICE S+
OfZ2[AH0|ME B35 ™ FEY WMAO|LE AHMAS UHEAL H WS MM K.

SnapshotRestore= CHS2 X[ ELICt spec.storageClassMapping £40|X|TH AA S CHAr
MNEA SeATL SLo HEA HAES A= F00|TH S ELICH S/E A= 39

StorageClass CIE AEZ|X| HAIEE ALESH= 22 S@ 20| AofgfLCt.

AlZfoto] Fof

AWS MlH EZ 2t2 0| F7| Hd s3 S X0l SEcHA| 2stHR. S 2 S0 EZ0| =g &
AlTiSH & QIAL|C}
= =2 T AM-d -

18%
o

RSN "AWS AP| 2A1" dZH MM EZ T2 S =Holsh= S| CHet XbM|SH LI 2 TS 2 HZT5HM| Q.
EZSIHR "AWS IAM ZA1" AWS 2|2 A0 CHS XtA SHO| CHot XEAISH LI 2 CHES2 & XSHM|R.

=
=
=
=
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CRE A8SHMIR
THA|
1. AF2 XL "ol 2|AA(CR) IHY 2 THE T 0|52 X|™BILICE trident-protect-snapshot-restore-

cr.yaml .

2. et IAOIM TS £ 48 THRLICH

-

S}

|-—T'— ==

oF
i)l

° metadata.name: (2 =) O] ALEX}F X|E 2|AAL| O|FRLICH AMZXL 2tF0l| BHA| 17
O|EE MEStA|R.

° spec.appVaultRef: (Z) AHAF LIE0| XMZEEl AppVaulte| 0| LICE.

H A
° spec.appArchivePath: A 4F LIE0| X&E[= AppVault LHE ZZILICE CHS HHES ALE5HY 0]
FAEE &S £+ ASLICL

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

° spec.namespaceMapping: S ZAO| AA L|QUAHO|AE CHA | JAHO|AZ DjZIBHL|CE.
HHICH my-source-namespace 12|10 my-destination-namespace FH &tHo| HHE
&t 25104
= o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
3. (ME Arh) ST O E2[AI0|Me| EF 2|AADH MEHSHO} Stz AR ET 20|22 EAE 2|AAE

HoNSHALL M| eots BEE S FIHELICt

Trident Protecti= AFBXI7H MEist 2|4 A0t0] ZHA|2 QIsH
(D) Mtk o2 Sof, 97 28 SaY 2| A4S Mefstn ol
Protect= HEE Pod= S BtL|CE

A2 Trident

° resourceFilter.resourceSelectionCriteria: (ZE{&/0f| 22) AF2 Include = Exclude
resourceMatchersOi| H2| &l 2|AAE IBHSHALE M|QELICE CFS resourceMatchers DH7HHS~E
Z=I15t0] ZESHALE M2l 2|AAE ™olgtL|Ct.

* resourceFilter.resourceMatchers: resourceMatcher ZiA|2| HHE QIL|C}. O] BHE0f| 02| RAE
Holst= AR OR @At Z YUK|8t1, 2t @A L HE(OE, £, HE)= AND gtz
ol X|BHL|C}
= = .
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spec:

bl
resourceMatchers[].kind: (ME] A ZE{2IE 2|A A9l ZFQIL|CE

resourceMatchers[].version: (M& Abgh) HE IS 2[AAQ HMQILICE

resourceMatchers[].names: (A& AtEh) ZE{ZIE 2|

P>
>
1o
P
[
o
(]
=
2
[¢]
o
[
(2}
3
0]
~—
Q
Q.
O]
~—
Q
=]
Q
3
0]

2o A= OIF LI,

resourceMatchers[].namespaces: (& Atg) BE S 2| A A9 Kubernetes
metadata.name ZE0]| = HJAHO|AR]L|CEH

resourceMatchers[].labelSelectors: (ME Atg}) 2| A A9 Kubernetes metadata.name
ZEo| = 2o|E MEHY| XIS JLICE "FHUE[A ZM"  HIE =

"trident.netapp.io/os=linux" .

OE =

resourceFilter:

4. |22 MR F trident-protect-snapshot-restore-cr.yaml SHIE ZfOZ I}

resourceSelectionCriteria: "Include"

resourceMatchers:

group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
group: my-resource-group-2

kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

CRS HE3IM .

kubectl apply -f trident-protect-snapshot-restore-cr.yaml
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A0 = SHEE A WY ATHO| A0 OHEBILICH sourcel:destl, source2:dest2 .
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/Snapshotitoirestore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>
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1. AF2 X "ol 2|AA(CR) IHY 2 FHE T 0|E2 X|™ELICE trident-protect-snapshot-ipr-
cr.yaml .
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° metadata.name: (2 =) O] ALEX}F X|E 2|AAL| O|FRLICH AMZXL 2tF0l| BHA| 17
O|EE MEStA|R.

° spec.appVaultRef: (Z) AHAF LIE0| XMZEEl AppVaulte| 0| LICE.

H A
° spec.appArchivePath: A 4F LIE0| X&E[= AppVault LHE ZZILICE CHS HHES ALE5HY 0]
FAEE &S £+ ASLICL

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -o
jsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (MEH Ateh) Z@e o Z2|A|0|He] EF 2|AARE MES|Of 5ti= FR EF 20|22 EAE 2[aAE
HLESHALL M| elsts BEE S FIHRLIC

Trident Protect= AFEXp7F MEHSH 2| AAQFO| ZHA| 2 QI A
@ MEHSILICE O|E 0], &7 =25 22 2|AA S MEistT Aot
Protecte= H2tEl PodT Z4¢tL|Ct

AL Trident

° resourceFilter.resourceSelectionCriteria: (EE|Y 0| 22) Al Include EE= Exclude
resourceMatchersOf| He| &l 2| A A S HEtSHZLE H|2|2fL|Ct. CHS resourceMatchers DHIHHSE
FI5tq mEstALE Mg 2|AAE HolghL Lt

* resourceFilter.resourceMatchers: resourceMatcher ZiA|2] HIEQIL|C}. O] HHEOf| 62 4
Holdl= 2 OR HMOE UX|St1, ZF @A LR HE(OE, 37, HH)= AND HAo =
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ZEof A= OIF LI

* resourceMatchers[].namespaces: (M& AFEH ZE{ES 2| A A Q| Kubernetes
metadata.name HEO0| U= HILAH O] ARL|C

* resourceMatchers[].labelSelectors: (M& A3} 2|2 A Q| Kubernetes metadata.name
oo fA= oS MET| 2XE Lo "FHUE|A ZM" IE S
"trident.netapp.io/os=linux" .

o€ &0:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
4. CI22 MR F trident-protect-snapshot-ipr-cr.yaml SHIE IO Z It S IHE11 CR2
HM3HL|C}
Tod

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLIE ALESHMIR
CHA|

1. 2= otof 22 AISX 2ol HEZ HH M AHAES 22 WY AHO|AR SRt CE oS S0

tridentctl-protect create snapshotinplacerestore <my restore name> \

-—-snapshot <snapshot to restore> \
-n <application namespace>
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kubectl get backuprestore -n <namespace name> <my restore cr_ name> -0
Jjsonpath="'{.status}"'
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helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

i

2 £ T EX| HYS £ 0f XFE BE HYAT0|A FN 5 o]

@ restoreSkipNamespaceAnnotations 2|1 restoreSkipNamespacelLabels S L=
ZHo =X| Aol A M ELICt o[zt HE2 Helm2 M-S HX|2 of 714 =|0{0F FLICH XbM|gt

EPNES,
L2 22 &XSHMIR. "AutoSupport & H|JATO|A ZEZ M M,

Helm2 AF25H0 2 A OE2|A0| M2 MBSt AR --create-namespace AH0= EESH LRI FO{EILICH
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storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"

source: "sourceStorageClass2"
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helm upgrade trident-protect --set

restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key

_to skip 2> --reuse-values
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* AHAS WS AIZHAH

oHA|
1.
£HMSHM|Q."AppVault AF2 Xt HO| 2| A A"
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a2 SAHOM 224 0§ SE(H 0|40 CHE AppVaultS

= o=
= g

2t 0f| SHAI:

LICH & A SeXtol w2t oS oIRIE

Tstel £
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RE AHE35H0] AppVault 2HS7|

a. AMP8Xt Ho| 2|AA(CR) OIS PHE1 0|2 KIHEYLICHO: trident-protect-appvault-
primary-source.yaml ).

b. Ctg £4E FJELICH

* metadata.name: (Z%) AppVault AF2X} HO| 2|AA9| 0|2 QIL|Ct SX| 2tAof €RFtCHE CR
ool of gt HZotE = MEet 0|2 7|=dl FAIR.

* spec.providerConfig: (E=) X & E SZXHE AHESHK AppVauItOH HMASH= O TS LA
YLt SSXHof Tiet 2l 0|2t 7|EF 2ot MR YEE MESIH L. SH 2ol 2t
CHE CR IH0| Of 2t HZot2 = MEiSH S 7|58 FMH K. XS AppVault AHEXL E 2
2|aA" CHE SSYH2te| AppVault CR Atdll= CHE2at Z2&LC

* spec.providerCredentials: (2=) X[HE S2XAE AHESHH AppVaultdl]l M| ASH= O] Hot
Xt =oof| CiSh At X2 K EFSHL|C}.

-1 O O

* spec.providerCredentials.valueFromSecret: (Z) XtZ ZH 20| H|Z0f|A] LttoF &2
LIEFRLICE.

=
* name: (2) O] 2E9| g2 Eetdt= H|ZO[ O|FLICH 22 HIKAH0] A0 RU0{0F
ol-|_||:|-
= .

* spec.providerCredentials.secretAccessKey: (Z4) 22Xt BM|ASH= O] AR E|=

HM|A F[RLICt *name* *spec.providerCredentials.valueFromSecret.name*1t 2 X|sHOF
sHL|C}
= .

* spec.providerType: (2) H#el2 X|Sots 52 AYELICE o NetApp ONTAP S3, Y&t S3,
Iss

Google Cloud = Microsoft Azure.

53 o

Il=
S o

= AWS

* ot=4

. X|M||

* MUIEl-s3

* 28-s3

* AE2|X|O2|E-s3

ident-protect-appvault-primary-source.yaml SHIE Q=2 It

o

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIE ArE3}t0{ AppVault FH=7|
a. 23 0ol g2 AEXt et MHZ HHY AppVaultE PHELICE.
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name>
trident-protect

2. AA SHAHO|M A2 OfE2|7|0|M CRE CHELICH
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CRE A83H0] AA OfZE2(|AH[0|ME THELICL
a. A8 Ee 2[AA(CR) IHYE TS 1 0|EE2 X|™ELICHO: trident-protect-app-
source.yaml ).

b. Ctg £ FHELICH

OHZ2|AI0| M ArEXF Fof 2|2 A0 O| S RILICE ZH| 2HA[0f 2ot CHE

* metadata.name: (Z %) 2%t
xstEZ MEfot 0| 2 7S M.

CRItol of gt= &

spec.includedNamespaces: (Z4) LA 0| AL} 2 E1|0|§°| S ILICt HILAHO]A
0|E2 AH2stn 0] w2t 20|22 AHE I WY AH0|AL| HRlE &6 of7|0f LIZE
HAmo|A0 U 2|AAE X[™HBLICEH ofZ2|AH[0]M HIJYAT|O|A = Of HfE 2| YL 0{0f
SHL|C}

= .

YAML Of|A[:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. CI22 M2 Z trident-protect-app-source.yaml SHIE IO 2 MYUZ OHS11 CRS

HESHHIR.

kubectl apply -f trident-protect-app-source.yaml -n my-app-
namespace

CLIZ Ar238I0 A A O Z2|7|0|M oHE7|
a. 2 OfiE2A0[d S Hdg . of

= ood

i
muln

of:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

02 AA SHAHOM A4 S 2|AH|0|H] AMAS TELICE O] ARHA2 Ty S AEQ
Ao|dol 7|8t = AEELICt O] BHAIE AU FIH THE o|ofEl AAk0] A& E w7tX| 7|Ch2{0F 2[4

0f
S S = AFUCL FEY AHMS MY HE OIZS FZSM Q. "FEE AH4M 27|
E

> 2
b T A

[> S M e

k>
Io

iy
i)

A

—

olM x| ¢H CRE THSLICH.

|1I
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ofafofl M3 LEat e, T[o{ZEl ONTAP S AH Ztof] 38 A-AE |XSH2{H 729 EZ
712t e Bl LY AL AFE UEE 0| ZELICE O|F Sl & 2

soll &
AMEE & UX|TH BE 7|22 ALEAE 27 Aol mhat AFSAF Folg &~ ASLICE

O ZX|7F LMSHH A AR o|2{gh AHAS 2|0 72 SO S R0l AFEE 5= UASFLICH
HIE 3T HEE[D BE HO|H = HEEX

O M2 WAIS ARSI OFX|2t Ahat 0|0
QoD eiutst T2 M AT O W21 HEXILICE

Sl oS 2|7|0| 2| 7|1E UHO| 0|0] {dt= HE QF AMYE 5FS= 32 F7H 2E2
EROHX| LIt



CRE M3 =x| ™S HELICL
a. 2 OE2|A|0| Mo CHet =H| ™S THSLICH
i AFEX} HO| 2|AA(CR) IMY S OHS1 0|E2 KIHELICKHO: trident-protect-
schedule.yaml ).
i Cte 448 AL
* metadata.name: (Z) Y™ ALEXL HO| 2|2 A9 O|ERILILCE

spec.appVaultRef: (E=) O] 22 A A OfF 2|30 M2| AppVault®| metadata.name EE2t
L X[SHoF gfL|Ct.

* spec.applicationRef: (Z<) 0| Zf2 A4 OHEE|H|0| CRE| metadata.name EE2}
U X[sHOF BfLICE.

* spec.backupRetention: (Z) 0| 2E= Z40|H, 2t2 022 HHdlof ghL|Ct.
* spec.enabled: true2 AXs}{0f SHL|C}.

* spec.granularity: A&dl{0F & custon.

* spec.recurrenceRule: UTC A|ZtQ 2 A|Z UWte} e 24tA S Ho|stL|Ct,

* spec.snapshotRetention: 22 A& sl{O} &HL|C}.

YAML Of| Al:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

-

2 M2 = trident-protect-schedule.yaml 2SHIE /O MAS F=11 CRE
S

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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CLIE AHE3t0] =X ¢S 2HsLTh.

=
a. 23 oo gf= A EXt 2tEel ME = HHY =X €™ S ThSLICHL
tridentctl-protect create schedule --name appmirror-schedule

-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

oll:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%Z

\NRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

- i EHAEO|M AA SHAEO| B¢ AppVault CRIF St AA 0ZZ|AH|0|M AppVault CRE BHE1

0|2 XIEELICHO: trident-protect-appvault-primary-destination.yaml ).

CRS HE3IM|Q:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

CHah 2 AE{ Q| Ci&k OHE2|#[0]M0f| CHet CHet AppVault CRS RHELICH X&EA SSXIH0]| Wt CHg of|HE
+HOtMR."AppVault ArEXL FOf 2|aA" 5k 2HF 0| SHA:

a. AR ™o 2[AA(CR) IHYES THE 1 0|2 X|™YLICHOI: trident-protect-appvault-
secondary-destination.yaml ).

b. C}Z £4 & FdeLCt.

* metadata.name: (Z

ZI2) AppVault ALS X 9| 2|440] 0|ZILICE SR BAlo| W3 CHE CR TL0)
0| k2 BESIDR M

St OIEE 7IF8l FAR.

* spec.providerConfig: (E=) X[ ™ E S 2XAHE AHE S0 AppVaultt] AN ASH= O Bt 1S
XAt MEISIC bucketName 2|10 st S 2IMof Chet 7|Et st M HEQILICH SX|
ZAof| LRt CHE CR IHO0| 0] Zt2 HESID R Mefst Zt2 7|26 FMH. #=oIC AppVault AHZ X
Ho| g|AaA"CHE Z2YUN|I2| AppVault CR Ad|= CHSat ZH&LCL.

* spec.providerCredentials: (2+) X[ E SZXHE AHE510] AppVaultol| HM|ASH= O] Bt XHA
ZHO|| CHot HEE NEL|Ct

* spec.providerCredentials.valueFromSecret: (Z5) XtZ ZH 10| H|ZL0f|A| L}<tof &2
LIEHEHL|C

* 7] () MEHE H|RHD O] R0t 7| YLIC.
* name: (2<) O] 2E9| g3 Eetdt= HIZO| O|FYLICH Z2 HIYAH| 0| A0 AC{OF BHLCE,
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* spec.providerCredentials.secretAccessKey: (2) S
7|LICt *name*2 *spec.prowderCredentlaIs.valueFromSecret.name*J"-f U X|sHoF grL|LCt.

* spec.providerType: (2) HA 2 KNS5tz g=2 AFLICE 0l: NetApp ONTAP S3, &t S3,

THE
k.

Google Cloud ==& Microsoft Azure. 7ts%t 2f:
= AWS
5=
= XM
* HM[UI2]-s3
* 28®-s3

* AE2[X|02|E-s3

C. 22 MR 2 trident-protect-appvault-secondary-destination.yaml SHIE Q=
ot g fHE11 CRE M E85HM|2.
kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect
8. CHAM 22| AE{0| M AppMirrorRelationship CR I} SHSL|CE,

SAH0l| HAASHS O] AL E(= A&
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CRS AM23t0] AppMirrorRelationshipS ZHSL|C.
a. A8 Ee B[AA(CR) IHYE TS 0|2 X|™RLICHO: trident-protect-

relationship.yaml ).

b. Ctg £4E FJELICH

metadata.name: (Z5) AppMirrorRelationship AF2Xt HO| 2| A A 9| 0| S IL|C},

spec.destinationAppVaultRef: (Z) 0] gf2 CHAM 22{AE{2| T4 o Z2|7|0]Mof| CHst
AppVault O| S+ LX|3HOF BHL|C,

* spec.namespaceMapping: (<) CHAH 31 AA HJAHO|A = ST 0fE2|AH|0|M CRO| F2|E
OHZ2(7(0| M H| A AH|O| AL UX|SHOF BFL|CE.

* spec.sourceAppVaultRef: (Z4) 0| Zt2 A A O Z2|H|0| M Q| AppVault O| 21 LX|sH0f ShL|C}.

* spec.sourceApplicationName: (2=) 0] gf2 AA OEE2(AH|0|M CRO| Fe|ot AA
OHE2(7[0]2| 0| F 2t LUX|BHOF BrL|Ct,

* spec.sourceApplicationUID: (Z%) O] 22 A4 OfE2|7|0| M CROJ|A Hol$h AA
OiEz2|7|0] 42| UID2L Y X|stoF BhL|Ct.

* spec.storageClassName: (M AtSh) SHAHOM RESt AEE[X| 22HAS| 0| S

MEHSILICH AE2|X| 2eiA = A4 2HF 0 D012 E ONTAP 2 E2|X| VMO]| HZE|0{0F gHLCt.
AEEX] SHAI MSEIX 4 7|2Ho= AR 7|2 AEE|X| 2227t AL ELICE

* spec.recurrenceRule: UTC A|ZtQ 2 A|Z} LIt HHE 7t S Ho|stL|Ct,

YAML Ol A

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



mm

C. 22 M2 2 trident-protect-relationship.yaml SHIE /O = MIYUS PH=1 CR

HEotMlR.

o

kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

CLIE AI235l0{ AppMirrorRelationshipS 2HSL|C}

HEsIH,

k1o
k!

a. AppMirrorRelationship Z4¥|E 2t = Qto| g A8Xt gtE el MEZ HigL|Ct

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

ol
tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault2 --source-app-vault appvaultl
--recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
—--source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6cece36 —--storage-class my-storage-class -n my-
dest-nsl

0. (ME4 ALY Tt SSHAEM SX| 2A2| HEIE RISt Ct

=

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

CHA 2 AHZE Tof =X

Trident Protect% At85tH ZH|E oS 2|A0| M S e AR = Toff ZX|e 4= JAFLICE 0] BXt= EX| 2AE
S AE0|M Mol ZF SO|H A

EX[st EH F 22 AEOA HE 220 2 MetetL|Ct. Trident Protect= &4
3X| 0|'X| Lo = L'l E—I'
CHA|

1. CHAF 22{AHOA AplerrorReIatlonshlp CR IS MESLICHO: trident-protect-
relationship.yaml ) % spec.desiredState /2 LIS 2 HATLIC} Promoted.

=2
=

57



kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (ME4 AFSH ol ZX|E o E2(AH( 0| Mol est He AFS PhHELICH
O. (MEH ALY =H| 2tA|2| HEHE HQlISfLICt

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

HOW7t e liet S| 2A MS7(=t

MS7|st A2 S| 2 S HEYLLILE MS7 =t 2P S At 20fl= e 22 ofE2|#[0]M0] 2l Sl
OHZ2[AI0]0] &1 the S0 M A S of

—

MiH
'}
X
=)

e
N
0
i
HI
rn
re
oY
>

oF
rlo

el
=

u
I
Iul

ol ZEAIAL 2HIS KT Hofl cha 2AAEOIN B BRFLICH
() =oh =4 B0l chat ofZ2i3Holsol 7|8 DE Hlojel AME L,

e

T B ARSE AA S AEOM LA OHZ2|HA|0| MO AHAES BHELICE OfRA| 8FH £ S2AEQ| XM

M
AFEo| A ELICt.

2. tf4 22 AE0| M AppMirrorRelationship CR It S WESLICHO|: trident-protect-

=
relationship.yaml ) %! spec.desiredState2| 22 LIS = HATL|C} Established.

3. CR IS XMEELICE

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

O. Folil =X|E OHEE[A0|ME H517| I3l et FRAE0| B UFYS UE FR Y LES MALLIC Hot
A LHOE Qo =5 24 LRI &AL T

Holl ZX|E FH| 2ASE FYet MSI|eSHH e oS 2(AH0[H0] £ oS 2|A|0[H0] &1, 2A T} CHebo| E LTt
ol =X Soil chet oiS2[A0[H0] B &l HE A2 FXIELIC
£

1. glaf| ciat 22{AE 0| AppMirrorRelationship CRS AFHIEILICH O| 2 Qs 2 X X|7F AA T} EIL|CH A CHA
S2{AE 25 2HO| HoF YO ™ F|HELICE.

2. Y2l HAE HHSt= o AFSUE CR MU S BicH 2 ARl M3t =X| 2AIE A etLct.

- —
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3. ME2 Ak (e 2A 22{AH)0| & AppVault CRE 74

»

He OS2 0| M SH| Eet

10 o o

2H| sk HLH 2 SHH Trident Protecte= 22 AA AEE|X|

ﬁEEIII gHoll = 2 0| SEfLICt. Trident Protect= A A OfZ2||0]

CHeboll ClIO[E{E SRIgLCt.

Of &M= A0t SHX|TtHh| A ELICt.

1. AA SHAHOM B2 AHAS OHELICH

uHofl =

= —-—

HHCHE S AE0 SH| 2 E 2ot Fetol| ot gtE FE-L

= SNE AL T

HME SKotn o o

o

f NN EE U
ZoK Z=X|5t7| I*Oﬂ

cH

At
(=]

59



60

CRS A3 Z= AHAF

a. 2 OfiES2A|0[F0] thist B YM 2FS HIZ-getetLCt.

mjo
=)
mn
i
o

i. AF2XF MO 2|AA(CR) IIYS BHET 0|22 X|™ELICKO|: trident-protect-
shutdownsnapshot.yaml ).

i. CFe &A1 ASHL|CY

o=

FEXAL Z2l 2|2~A9| O| FYILICE.

* metadata.name: (Z3) AF2 Xt

* spec.AppVaultRef: (E=) O] gf2 A2 0 Z2[7|0]M2] AppVaulte| metadata.name HE2}
U X|sHoF gfL|Ct.

* spec.ApplicationRef: (=) 0| 2f2 A A OfZ2|#H[0|M CR IYU2| metadata.name HEL}
U X|soF gfL|Ct.

YAML Of|A[:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name
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kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace
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tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>
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kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. AA S2{AHOM CHS EHE AR50 *shutdownsnapshot.status.appArchivePath*2| 22 At mt! AZ 9
Opx|et 22712 o|Sol2tn ke . O0iX|2 S£2jA| F|o| 2= LH&E0| ELIChE 7|SgL|Ct

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
jsonpath="'{.status.appArchivePath}"'
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CHE S AHO| =X

CHE S2{AE0 OHEE[AHI0| 82 SHOHH(EALH 2 FH| &) 22 SHAEO| MY S BHE CFS, of
CHE S2AEZ SEELCH e 22 2F0f| Trident Protect’} &X|=|0] JA=X| 2ISHAIR.

()  cras Argstol oz 22iAE Ziof ofZ2iHol8S BRI 4 YALICE SnapMirror ZA".

1. "eolg oS L|C

— —

2. A0 Bl JHH| AE2|X| 20 T AppVault CRO| CHAN S A Of L E[[=X] 2QISHN 2.
3. CHA

- OHa S AR M L0 M H[O[E{ S SHELICH .

of AEE|X| 22 A0 CHE AEE|X] 22 A= 0 S2(7|0]«d Oto] 22{|0]d

CHet AEE|X| Se A0 WS SRS OHE2(A0|ME of AE2|X| S2HA0|M CHE AEE|X]| 22HA 2
aoro| 2o de &= AFLICE

—_= T A4

olE S0 (52 CR| HIZ H|2):

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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CRE A83%t0] A4S SRRLICEH
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1. AF2 XL "ol 2|AA(CR) IHY 2 THE T 0|52 X|™BILICE trident-protect-snapshot-restore-
cr.yaml .

2. et IAOIM TS £ 48 THRLICH

&
° metadata.name: (2 =) O] ALEX}F X[ 2|AAL| O|SRLICH AMEX} 2tF0f| BHA| DRSH HAET
0|52 MHSHANIR.

° spec.appArchivePath: A AF LIE0| X& L= AppVault LHE ZZILICE CS HHS ALESHY 0]

B2E HE + AsLICH

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef: (2=) ARAF LIE0| X EEl AppVaulte| O S &ILILCE.
o
[=]

[=]
° spec.namespaceMapping: S XHO| AA QUAHO|AE CHAN | JAHO|AZ DjZIBHL|CE.

S
HHICH my-source-namespace 12|10 my-destination-namespace FH &tH9| HHE
st 23510]

= o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. MEixoz =pict ofS2[AH|0|H2| £ 2|2 A0 MEHS{of Sh= 2R EF 20|22 HAIE 2|22 E

|
HAASHALE M| elots BEE S FIHELIC

° resourceFilter.resourceSelectionCriteria: (2E{A 0| 2R) AL include or exclude
resourceMatchersOfl M| &l 2|AAE ZSSHALE H2IL|C} CHS resourceMatchers DHHHSE
ZItsto] ZetstALL Mg 2|AAE FogL|Ct,

* resourceFilter.resourceMatchers: resourceMatcher Z{4|2] HiZ QIL|C}. O] HHE 0| 6 A S
Motz 22 OR HACE AUX[stL, 2t @4 LHES| HE(DE, 3F, HH)= AND HACE
LX|g|ct.

* resourceMatchers[].group: (A& AFg) ZE{RIE 2|AA OFQILICEH
* resourceMatchers[].kind: (M Ateh) TEZY 2|AA S ZFLICE
[e]

* resourceMatchers[].version: (M&] Alg}) HEZE 2|A2AL HHMQLICE,
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* resourceMatchers[].names: (M& Afgh) ZEZIEY 2[AAQ Kubernetes metadata.name
o = o] SYLIC

* resourceMatchers[].namespaces: (M& AFEH ZE{ZIE 2| A A 9| Kubernetes
metadata.name EE0| U= HAAHO|ALICE.

* resourceMatchers[].labelSelectors: (ME{ Atgh) 2| A A Q| Kubernetes metadata.name
oo f= 2olE MEY| 2XELCH "FHUE|A EM" IE &
"trident.netapp.io/os=linux" .

OE =

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

=%
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o

S2 M2 2 trident-protect-snapshot-restore-cr.yaml SHIE ZIOZ I Ll

CRES HE3dIM .

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

= 9| g2 AEXL 2t HEZ HHYM ARAFS CHE HJAH0[AZ SRIBlL(CH

o J2t3 snapshot 2= A0 YA O|ALL AMHAF O|E S AFEELICL <namespace>/<name>

° O namespace-mapping 8= EECE AEE H|YAHO|AE A5 AA HYAHO|AE
Ao ShH= SHEE CHA | ATO| A0 OfEEL|CE sourcel:destl, source2:dest2 .
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tridentctl-protect create snapshotrestore <my restore name>

--snapshot <namespace/snapshot to restore> --namespace-mapping

<source to destination namespace mapping>
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2. Trident Protect &4 3 22{AEK M0
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apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:

name:

example-hook-cr

namespace: my-app-namespace

annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage:

action:

Pre
Snapshot

enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production
3. CR Il 2HIE 22 M2 = CRE HEYLIC

kubectl apply -f trident-protect-hook.yaml
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tridentctl-protect create exechook <my exec hook name> --action

<action type> --app <app to use hook> --stage <pre or post stage>

--source-file <script-file> -n <application namespace>
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RE AE3tMIR
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1. AF2 XL "ol 2|AA(CR) IFY S THET 0|52 X|™BLICE trident-protect-resource-

backup.yaml .
2. Trident Protect &t 9! S2{AH 40| LA CHS £ 482 T HsHM Q.
° metadata.name: (2%) O] AF2X} X|H 2|AAQ| O|EQILICE AFRXL EHA0| A 1RSI HFSt
0|52 MHSIANIR.

° spec.applicationRef: (2) 2|AA S MGt 0f Z2|3|0|M 2| Kubernetes O| S &IL|Ct.
A LHE0| MEEl AppVaulte| 0| SL|CE.

| = AppVault LIS Z2QIL|Ct CHS HAS AL310]

° spec.appVaultRef: (Z!)

2 |
=
ol
o

° spec.appArchivePath: &
0| %:lEE e A OIAL_||_-_|.

=2 X=2 T M-J

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}'

YAML Of|A[:

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

3. CRIt0]| SHIE k2 *=2

ot

CRE HMEgL|Ct.

=~

kubectl apply -f trident-protect-resource-backup.yaml

CLIE ALESIMIR
CHA|
1. 235 oto| Zt2 AEXL 2HE 9| MEZ Y WA S ohHEL|CE of|E E01:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>
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2.

3.

H

=

H

94 Afel

i
Jtot

FRIgtLCt. 2fH0l 2= E Wi7HX| O] K| BHEE =M AHEE + USLICE

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

Q10| HS U=l 2ABHHIR.

= -

kubectl describe resourcebackup <my backup name>



£
10

m
fok

=

2EHA: &%
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CRE A8SHMIR
THA|
1. A%} MOl 2|AA(CR) IHY S PHE1 0|2 XIHBLICH trident-protect-hook-run.yaml .

2. Trident Protect 2t4 3 22{AE A SA OIS £42 FHSHAIR.

M

° metadata.name: (2) O| AtEX} X[ 2|2 A0] O|FYLICH AFEA} 2HE0]| A nRstn HAEst
0|FS MHISIM L.

° spec.applicationRef: (Z4) 0| 20| 1EtA|0|A| 2= ResourceBackup CR2| 0HE2|#|0|M
0| S 2t LX[St=X| &SN K.

° spec.appVaultRef: (E=) 0| 2t0| 1¢HA[0| A ‘4 A3t ResourceBackup CR2| appVaultRef2t
UX|SH=X| 2QlstM( 2.

° spec.appArchivePath: 0| 20| 1TtA|0f|A] 2H= ResourceBackup CR2| appArchivePath2}
UX[St=X| &holgfL|Ct.

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

ot

° spec.action: (2<) X[ & & A =P e,
J

HAUS LIEIE SXS LI

.
o

-

L=
[S)

3 EHEI7I 25 LR 7 o A
St ZH

oF 2t

f

= ALHAEF
=]

* Holi =X

© spec.stage: (Z4) M8 S} S35 Of= EHA 0N AWE|0{0f SH=X|S LIEHYE
SxtgelLITh 0] $3 UM T2 TN $IS AetR| ALITH 7Kt 2k
« ApH
- o
YAML Of|A[:



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. CR It0f| SHIE gt2 *i2 = CRE HELICH.

kubectl apply -f trident-protect-hook-run.yaml

CLIE ALESHMIR

EHA|

1. £ 4% 33 MY ¥ aELCH
tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path
<my backup name>

2. M 23 MY HEfE =oletL|Ch 2ol = E wi7tX]| o] BHS HHEsiM MY ~ AUSLICE
tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. AT MR HEet MEE 2H15t2{H exechooksrun K|S HHBLICE,

kubectl -n <my app namespace> describe exechooksrun
<my exec_hook run name>
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