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Trident 2 EXt
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm

CH2 OlAl= TridentE M X|StD 24 H4 “cloudProvider £ AFR3510] "$CP'E MAThL|C}:

helm install trident trident-operator-100.2602.0.tgz --create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

CHE WA= TridentE AX|St1 cloud-provider 22138 "Azure’ 2 ™ SILICH
tridentctl install --cloud-provider="Azure" -n trident
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Trident 2 X}

‘tridentorchestrator cr.yaml & HESL “cloudProvider'E "Azure"'E
MHSIMR. “cloudIdentity'® ‘azure.workload.identity/client-id:

XXXXXXKXK—KXXXKX—XXXX—XXKXX—XXXKXXXKXXKXKX = AE*EI-(I)-l'k”R .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXXXxxXxx'" # Edit

Helm
Cf

dlo
riot

A HEE A2510 cloud-provider(CP) 2 cloud-identity(Cl) 221 /2 A™sIHAIL.

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX—-XXXX—XXXX—=XXXX—
XXRXXXRXXXRXRXX""

CtS olMl= TridentE A X|5t1 “cloudProvider £ AF26I0] "$CP'E AHE3t1 “cloudldentity’ S AFH25H0]
$CI'E AHBLCt:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
CtS 2td H4E AFE5H0] cloud provider 2! cloud identity 2211 22 AXNSHAAI2.
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

CtS OflMl= TridentE A X|5t1 “cloud-provider 2 "$CP" £, “cloud-identity' 2 "$CI'2 M gtL|C}:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],
"notDataActions": []
}
]
}
}
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* "Cloud Identity'E AtE3t2{H, “client ID'E "AFE AL 22 2H2] ID"OIAM 7t A SHE IDE
“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX Of| X| Mt AL,
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kubectl create secret generic smbcreds --from-literal username=user
-—from-literal password='password'
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‘resourceGroups’, ' netappAccounts’, ‘capacityPools', ‘virtualNetwork' %
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@ vNetO| Azure NetApp Files(ANF) AEZ|X| A ™1t CI2 2|AA D50 s 2L Holl=o cist
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resourceGroups ', netappAccounts’ W ‘capacityPools® #f2 AME 2|AA
LS o] AEZX| HAZOM AE 7hstt 2|AAZ HoHl= HEO|H, o ZHe=2E XHY
= A&LCH. HostEl 0|2 og "AlE WELIC.
o 84
2|AaA O <resource group>
NetApp AHE <resource group>/<netapp account>
2z = <resource group>/<netapp account>/<capacity pool>
MM HERYZ <resource group>/<virtual network>
ABul <resource group>/<virtual network>/<subnet>

T8 mUol E4 MMM L2 SME XIHSI0] 7|2 28 Z2H| KNS Mo &= JUSLICH XHA|EH LIE2 0f|A|
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OH7HEH 2~ =k L=

exportRule M 220 cist LHEL 7| F&llL|ct.  "0.0.0.0/0"

“exportRule’ = CIDR E7[Ho 2
IPv4 T4 E= IPv4 MEUIS 2lEZ
T2t 2£0|0{0} gL|Ct SMB
=&50l= M8&(X| ¢¥5LICt
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snapshotDir .snapshot CIHEEZ|0]| CHot HM[A  true, false (BAMOE HH).
size M E2E9 7= 37| "100G"
unixPermissions M =2&2| Unix 2eH8Els= 4X2]). ™ (D[2[E7] 7|SO0|H, 715 Al
SMB £&0I= ME8E[X| ¥&LICE  2O|ER|AE SE0| HRLCt)
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Ol= %[A%te| HAlE 1 MRILICE O] 22 AFRSHH Trident= 4 E 2| X|0|A Azure NetApp FilesOf| ¢! El
SZE NetApp AlM, 8 Z U MEUIZS AMStD sliT Eot AEUYl Z StLtof| M 2 &2 F22I2 HiX[EL|Ct
nasType O] MEE|JOLOZ 'nfs 7|2710| MEX|0 AN A NFS S ES Z=H|XJEtL|C.

O] 742 Azure NetApp FilesE XS AlZSt1 7|5S HIAES M O|4HO[X|2H MM 2= Z2H| K=
SEO oigh =71 Hel XIFo| 2y ALt

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus

11
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O A= MM = 22| IDE AHELY ml MEH AFSQl subscriptionID, tenantID, clientID %
‘clientSecret’ 7t M2F=| A SL|CH

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



AKSE 22t2E ID
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= A% ol MEH AFSHOl tenantID, clientID % “clientSecret' £ AMZFstL|C}

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

8% = LES A8 S MHIA 27 7Y

0| HHol= LM 2 AzureQ| eastus $IKI0 Y= Ultra B2 Z0| EFS HIKIEILICE Trident= S 2IX[0|AM
Azure NetApp FilesOll & 2E MEUS P%QE AMSI O F St M| 2 ES Y2 = HiX[ELICE.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

+HgLct
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2
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Trident= 2|H A 7t8 Y E 7|HtcE YIEEE = §|:||7(‘|"Io X[ &gfL|Ct. o] #HallE 1M 9|
supportedTopologies EE& HAIEH 2|F 8l %' SEE N3st= o AFEE UL o]0 X" E 2™ 8l
A 22 Z Kubernetes 22{AH E°| E1|0|%01| U= 2™ 2 A Zhar Lx|sHof gfLICt. o|2{t 2™ 5!
oc'oc'o *EE|X| SHAN MBE + U= 68 2 FSES LIEHRLICE SHol=of ®SE 2[™ W FHo| oh¢|

"'°*° o= AER[X| 2222 B Trident= AgE 2| 3 FH0l| 2ES MILLICH XiMet LHE2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9£87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2

AE|X| 2A Mo

CHS storageClass B2l 912l AEZ|X| E2 HZgL|Ch

parameter.selector HEE AETHOf|A| HC

‘parameter.selector MESIH 2t “sStorageClass O CHolf =EES =ARSH= O

o =90
= =
MEElE 7t 22 XIEY + gLt 282 dHfet 2o FoE £48 #A ELUlL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB = &0 thet Ho| of

N N N ~ ~ =
nasType , node-stage-secret-name c node-stage-secret-namespace =

AESIH svp 282 X|™StD RS Active Directory A ZTHZ HaE £ JUSLICE.
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

HRAAHO|ARZ MZ LHE AZS ALE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

ZEOICHCHE AI3E ME

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



@ nasType: smb SMB =&& X|¥dt= E01| Ciet ZHE{L|C}
nasType: nfs £ nasType: null NFS 0] CHst ZE{QILICE

tridentctl create backend -f <backend-file>

AF20| OtLl Azure EEIREE AF2SH= AR “tridentctl 0| (71) Azure 22t E 2HA0]| st Azure Resource
Manager 3! 215 AEZQIEE MESEE P HE0] J=X| 2QUSHMA|Q. HAlE MMH0| HMIiSHH WAlE LM S

X Lo

gholstnl 25 HESHY Q1S Moo A|L.
tridentctl logs

- Mo 2HE AEst £HTt F create B S CHA| &g &~ ASLICH
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