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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {
"name": "secret-backend-creds"
}
}
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ONTAP 2 AE{0]| A2[gh 4= A= CAASME FIIEHLICH 2AE2[X| 22|Xt7 0]0] ME[YE = UA&LIC.
ME[E = A= CAE MHESH| gi= E2 0| HHAIE HHFIHAIL.

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP 2 AE{0| 22}0|HE AZM U 7|(1EHA)E HXIFLICH

—

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true
4. ONTAP 2t 2101 0| cert 2E WHE X|ASH=X| ZQIgfL|Ct.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. MMEI QIZME A0 2152 EH|AESIHMA|R. <ONTAP Management LIF> 3! <vserver name>&
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O|H CHAIO| M 22 2 AHE5I0] WA S WdetL|Ct.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fems=msm=ma== fomemmeseso====== e e
o fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R et fremsmeesecso====== R
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |

online | 9 |
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ONTAP CLI AtE

1. CH2 B8 S ALEst0] Af et S dggfLich

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Trident AF8Xt2| AL} 0| S H-&ELICEH

security login create -username <user name\> -application ontapi
-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. ALEXI0[A| S ofg:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

System Manager A2
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

LEIF MAEE Trident= 2E AATE HMS 21QI5H0] ST L 20] s o= HMA FAIS MAZLIC 22|y
A =S| AAZE HHO|M O] .= IPE HMAL2LEM Trident= 22{AEQ| M 20X O] IP7 IHAZEX] @b=
S OIRES LRI

ot

7| & HHAl= 9| AL “tridentctl update backend 2 HAIEE HH|O|ESHH TridentO|A] AT E MHMS X502
Zt2|BL|CE O|ZH| StH Heg m A= 2| UUID2 gtree OS2 A HHE F {2 M AAIE HHOQ|
MMELICEH A2 A= EE2 OF2E oM = CHA| OFREE|H M2 MdE AAZTE FMS ALE L

() KB Elde dARE 0l gl MASE Arjsiel SHOE MUE ALTE RuE AL
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OFZto| 7t Z=H| X A2 HA|™H ontap-nas EEIO|HE A2 SMB 252 ZZ2H|NIE & JAELICT

ONTAP 2I|0|A E2{AEE ontap-nas-economy SMB 252 MAStH SVMHIAM NFS &
(D swBCIFs Z2E2S mE Tsjor LICk 0l2{3t TRES 3 oiLiziz 746K 208 SMB
£5 440| AnfgiLc

(D) autoExportPolicy' = SMB ZE04 XIEIX] keLIc
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SMB 282 TZH|XJst7| Mo CHS AtetS SF6l{0F gfL|Ct.
* Linux ZAEE2 =E2 Windows Server 20225 A8i5t= StLt 0| AF2] Windows 7 = EZ M El Kubernetes
SHAEYLICE Trident= Windows = E0{|A] A3 E[= Podd| OFREEl SMB 2 &0t K| fL|Ct.

* Active Directory AtH SEO| Z &zl Trident H[2 7|7} StLt 0|2 ZRBfL|Ct. H[E 7| S HHot2{H smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ M E CSI ZEAIYJLICE “csi-proxy’ & 7452 ™ WindowsOf|A] A3 E|=

Kubernetes
20| CH$t "GitHub: CSI T2 A|" EE&= "GitHub: Windows2 CSI ZEA|"E & XsIMA|2.
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‘vserver cifs share create’ H
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O AT{gtL|Ct.
b. XM=l SVMI} HZEl SMB 2G5S MAMSHL|C.

vserver cifs share create -vserver vserver name —-share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

-l

O
Ok

Q7 WA EIREX| FolgtLct.
vserver cifs share show -share-name share name
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11


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2602/trident-use/trident-fsx-examples.html

ot

smbShare

nasType

securityStyle

unixPermissions

Hot sMB &3t

25.06 2| AEE NetApp Trident= ontap-nas % ontap-nas-economy HiAIEE AFE5I0{ MM E SMB 2
X|&gL|ct 2ot SMB7t 23tz H HHA HO =
ARt S AHEXH OF0| SMB =

Hot T2H| XS

7|sHioF & Abg

ontap-nas-economy

ontap—-nas—-economy

* Secure SMB7} & M3tEl AL T
* PVC 4, AE2|X| S X

* EE PVCe| 40| X[FE S

THA|
1. tg

12

=
=5

=0 (o }e] =
EE ER A7 ME 2

29

CHE & SILEE K- & JASLICH Microsoft
Management Console = ONTAP CLIZ
MAMBE SMB 299| 0|2, Tr|dent7f SMB 3®/E

ddg = AEF 5183 0|8, £= =80l EH ot &

o, L =258

S AMAE LRISHAH 07 H-Z HIP = =

UASLICE Of D7 M= 20| A ONTAPS| B2

MEH AFEFRIL|CY, O] OH7H ¥ 4~= Amazon FSx for
ONTAP SHll= 0| 2R5HH H|® = &= &L
*smb’ 2 AEsH0F LICE* nulle! B
‘nfs A L|C}.

712U

S B0l ohgh 2ot AEIUQLICE SMB =82 2

ntfs FE= “mixed E AHsH 0 SL|C}

ME28 2EQlLICH SMB 282 Z2 H|Y F0{0f
'6I-|__||:|-
= .

Z(ACL)S

FOll CHEE MO 2 HMAE HSE = ASLIC

1z

=, AE2|X| 222 U PVCH SUBH AD ALSAIS XIMotD 27| T2 A
M#gl= PVC, AE2|X| a4, #oll= 2o| Lot

Ol A|2F 20| TridentBackendConfig®llAl adAdminUserE X| ™St A|2:

AFE3Ho

=& 7IH7]0f tha X|&EH, 2El=X] gb= =

o

smb-share

smb

ntfs &
2207

L= mixed SMB

HoO
oT

MR3P03| Active Dlrectory(AD)

YOOI EE|X| gi&L Tt

HMSoiok BfLICt. R=5HX| §2 AHEXH= ACLO| 71|

< At

—_

B 7IH27(0= HEL K|



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. AER|X| ZEHA0 FAS ATFBLICH

‘trident.netapp.io/smbShareAdUser’ OTHO|ME AEZ|X| A0 FItst] QXS
SMBE =HAMGHH| ZMIISHMAL. O{E|0|M “trident.netapp.io/smbShareAdUser O
XEE ArXE 22 smbcreds® AIZE0| X|FE ALEX} O|F1t SdHoF ELICE.
‘smbShareAdUserPermission O Cidl CtE & StLIE ME{E & USLICE:

“full control’, ‘change’ EE “read'. 7|2 #TE2 “full control YLICt.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. PVCE dygLict.



CHE olxl= PVCE Mgt ct.

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:

trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: ontap-smb-sc
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ONTAP REST APIE AM23t7| 28t 22 {7
HEQILICEH useREST 2 HH™SIH  true Tridente=

ONTAP REST APIE AtE5t0] =9t EAISHY,
false 2 MHESIH Trident= ONTAPI (ZAPI)
SES MESIH HAlEe}t EAMBLICE. O 7|s2
A262{H onNTAP 9.11.1 O|At0| EQTHL|C}.
MEE= onTap 2392 HE2 ‘ontapi
OHEZ|A|0| M| CHE HM|A HBHO| QOO BfLICE O]&=
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snapshotReserve = 50%0|11 PVC 22X = 5GiB2! 2%,

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

‘ontap-nas’ % ‘ontap-nas-flexgroups 2 AL, Tridents O|Al FlexvolO|

snapshotReserve H[E3 pvcOll %A SHIEAH 37|17t XHETE MER AL 2AS
AETILICE, A2XH7E pvcE QFGHH, Tridente= MER2 AAE AL O &2 37
el Flexvol2 MHETLICH. O] AHM2 AEXIIL pvcO|M QBT BtEo| MI| JtsTt 3722
He + UAXE SlH, Nt AHCH M2 372 HMSSHK| $YELICEH. v21.07 O|HO=
pvC (0] : 5GiB)E R2MSl1 snapshotReserveE S0HMEZR MAANSHH, M| Jisst 322
2.5GiBEF MIZE[ASLICE. Ol= AMEXH7L ¥t 0| MM =ZFZ0[1  snapshotReserve 7t
3 HAel H|Z0]|7| WEYLICE. Trident 21.078EE ALEXIZI @Fst= 20| M7| JHstt
320|H, Tridente= snapshotReserve' TAE MH| =289 HIEZ FolgiLICt. 0| LHE2
‘ontap-nas-economy Ol= HMEE|X| YAELICI. OIS HHE Sl 0] Sz HAlg olgd £

Ir
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N

Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))

H 28 37|= 5/.5 = 10GiBO| 1 A Jts8t 37|=

r
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5GIBE, AF2X7t PVC QHO|M 8Tt F7|Q)LICH volume show HEE CHS 0|2t SAFSH ZIHE HA|SHOF
SrL|Ct.

Vserver Volume Aggregate State Type Size
_pvc_89f1c156_3801_4ded4_9f9d_034d54c395f4
online RW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.
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ZB0IM 3GiBe #7| SZtS AHEE = AS LI

X g o

CHS GlAIS2 tHEES| Df7fHE 7|2 U2 RXISH
Y LICE

7|2 42 EHELILE 0| 20| HAES Fe

rir
of
rir
N
ozt
i
Ho

(D Amazon FSx on NetApp ONTAPOIA TridentE AH&3H= 2 LIFO| CHal IP =4 4l DNS 0|2

X[gst= 20| EELICE

ONTAP NAS 0|2 -0] of

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 0

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster Oi[A|

T B0 29X 2 S AQ(X[H 2 HAE YO|E 522 YUH|O|ESHX| §O0IE EEF
A
e

23} managementLIF & A3t svME X|HStD “dataLIfF % svm Of7H HSE
M C3at 25U

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB 2& 0

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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ASA 718k el

Ol

o

Ol= %|A%to| BHAE 1M O|A|RILICE clientCertificate, clientPrivateKey
trustedCACertificate(dEE = U= CAE AMEot= Z M AFdh)= "backend.json™0f 22 =|H
Z20|HE 2B A, 72l 7| 8 ME[E 4= = CA QIS A 2| base64 QAT E S 2H2 A2tL|CL.

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix

xS AAZE HH of
of ORI Trident7} S LAELY7| A4S ALGst0] LELYY| HAS XHSO2 M4otn B2lol= =2 K|AlsHs

HHE HFLICE O]= ontap-nas-economy % ontap-nas-flexgroup S2t0|H 0| CHsH S SHA|
Xt CH
1Tod .

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4



IPv6 T4 O

O| BlAl= IPv6 FAE AHESH= managementLIF WHE HO{FLILCL

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

SMB =252 A23t= Amazon FSx for ONTAP 0|

‘smbShare® O{7f Hix= sMB 2E2 AME%HE Fsx for ONTAPY| ERTILICEH.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

storagePrefix: myPrefix
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nameTemplateS Al

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

7tet 20| s WA= of

OfzHoll EAIE! ME #Hole Ho| MM = ZE AEZ|X| 0] Cisl “spaceReserve’ 1S, “spaceAllocation false,
“encryption‘false2t Z2 E3 7|2340] B &[0 JASLICH 7ta 22 AEZ|X| MMM Mol gLt

Tridente= "MEH" ZEof ZZ2H|NY 2{0|22 AHEL|CH MH2 FlexVol2 22 ontap-nas & FlexGroup2|
AL “ontap-nas-flexgroup ol ™ EIL|Ct. Trident= Z2H|M'Y A| 714 20| U= ZE 0|22 AEZ|X| E8C=Z
SAFLICH MO|E s AE2[X| #2[XH= 71 ESEE 20|22 Holstl Bo|2EE 252 I&89e & JASLICL
O AN LB AEE[X| E22 XHM| spaceReserve, spaceAllocation ¥ encryption #f2 AHStD, L2
=2 7|24 MYt
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ONTAP NAS 0|

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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ONTAP NAS FlexGroup |

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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ONTAP NAS 0|2 -0] of

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

SIL|CH parameters.selector BEE AME5I] 2

X
ey = =
7t 28 XELELICH 282 MEE JH B0 HolE £M2

— = 71—

C}S StorageClass H2|= 7
StorageClass= 282 @AHS= O ALY &= QU
ZA o

* protection-gold StorageClass= ontap-nas-flexgroup WA= A HIY 5l = HIY 7tA Z0f
OHEELICEH o] & E0t SE 2| B E M3ELICL

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass ontap-nas-flexgroup A M| HuY 5! 1| HY 7HA Z0f|
O EL|CE o] & ETH0| Z2E S8 0[2|9| Bz +&FS 3Lt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass= ontap-nas HAE=2| 1| Huf 7H&H Zof oHEEL|CL 0] 22 mysqgldb K&
OfZZ|AH|0|M0f| CHet AEE[X] & #HE H|3ot= RS FLICH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass= ontap-nas-flexgroup HAUZQ| A| HuY
7tat Z0f| oZELICt o] E2 M 53 224 20000 32X ZOIEE H|Zsts YUt E2QLICEH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass= ontap-nas HAE=2[ | HIY 7H& Z1t ontap-nas-economy
sHAll= o = HHIf 7HAH Z0f| OHEEIL|CH 5000 28|X EQIEE N|BStE E2 0| F JHX[EEQIL|C}.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident= O 744t Z0| MEHEIX| AHSI D AER(X| RPAEO0| ZFETE HESILICE

X7| M = AH|I0|E dataLIF
X7| A E e HE S AlBHSIo H0|ESl datalIF7F E&Hel A BHIIE JSON IIUS M| 28O Z M datalIFE
HAT £ ASLICt

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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CD PVC7} 5tLt O] 42| Pod0ll HEE B2, M dataLIF7t MEE|2{H 3T PodE 25 SE¢ CH3 CHAl
AlZFoHOF BfLICt.

Hot SMB 0

ontap-nas =2t0|HE AFE¢ Hall= Ty

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas-economy E20|HHE AtESH BHAllE 314

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas EZ2I0|HE Aot AEZ|X| Z2H A oA
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

(D “annotations’ (&) F7I5t0{ Eot SMBE &Adstsof BiL|CE WHollE = pvCof| ™ E 4 at
ZtA|10] Of.Ef|0|MO| @lo™ HOot SMB7} ZHS6HK| F&L|CE.



ontap-nas-economy E2t0|HHE AtE%t AE2[X| 224 0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

the! AD AFEXIE AFE S PVC O

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

0{2{ AD AFXIE E&dth= PVC o
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl:
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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