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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl
kind:

metadata:

Secret

name: luks-pvcl

stringData:

luks-passphrase-name:

luks-passphrase:

HSt Abet

secretA
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version: 1
storageDriverName:
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm
username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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apiVersion: vl
kind: Secret

metadata:

name: backend-ontap-nas-secret

type: Opaque

stringData:

clientID: <CLIENT

ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:

name: backend-ontap-nas

spec:

version: 1

storageDriverName:

"ontap-nas"

managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQODN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>

nasType: nfs

nfsMountOptions: ["sec=krb5i"]

gtreesPerFlexvol:
credentials:

#can be krb5,

name: backend-ontap-nas-secret

2. O Al M Mot 1 THUS ALESHO] B

S 40| Ajot el 70| 27t
fofer 4 ALtk

tridentctl logs

T oUo| EXIE AMESH £t Z create
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AE2|X] ZiA AHE MHE I mountoptions IHZHHSE AFESHO M| 7HX| Kerberos ¥= 2

g = ASLICE

mountOptions: sec=krb5 (2/5 %A =2}
* mountOptions: sec=krb5i (ID EZE &%t 2135 & ¢z}

. [m]

mountOptions: sec=krbS5p (ID % 72l HE HSE Sot 215 5l =3}

t
I.

Kerberos =& 2 otLt2E X|HSHMA| 2. Oi7H S S F0| & 7 0| 42| Kerberos = st
SMHO AL EIL|CH AEE|X| HAlE MM X|HS dSst 70| AEE|X| Se2iA A
AR AEE|X| SeiA A7t ML

T g

CHA
1. C+2 o|®|E A3t StorageClass Kubernetes Z{H|S A A stL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. AER[X| 2HAE WML

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AEE2|X| SeHATH YU =K 2QlSHYAI2,
kubectl get sc ontap-nas-sc
CtSat FAReH £240] FA|EL|CE

_|

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

D.

Mm
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AE|X| WOIE S} AEEIX| SHAS M So|= ZES TRHHIT 4 YBLICH XM Lh82 =5
T2 H| RS AERSHAIAIQ,

Azure NetApp Files EE0lA & & Kerberos &2t 4

e S2{AEQ £ Azure NetApp Files AE2|X| B E = Azure NetApp Files 2AE2|X| Bl E 0| JpAl £
79| AE2|X| E2imlof CHol Kerberos YT 3HE SMSHEE 4 ASLICH

AlEFSt2| Hofl
* Zt2|4 Red Hat OpenShift 22{AE0f| A Trident7t ZA3tE|0 Y =X SOISHYUAIL,
* tridentctl FEZ|E|N MHAL & JU=X] QISHUA|L.

« Q7 AFSHE golstm "Azure NetApp Files AEA"Q| X|&l0|| W2} Kerberos &S 3HE 2|8t Azure NetApp Files
AEE|X| HHAIEE FH|FHEX| SHQISHMAIL.

==
* Kerberos 2= 2tet et7H| At35H= 2= NFSv4 80| SHIEA| L EEJA=K] ZASHYA| L. "NetApp NFSv4
kA 7|5 B 2 AL 710[="Q] NetApp NFSv4 =1 4 MM(13H|0|X|)S HZSHUAIL.

AEE|X| HOISS MAptLct

Ot

Kerberos 233} 7|52 E&t6t= Azure NetApp Files AEZ|X| HHIlE 1M S OHE 4= QI&L|Ct

o 2ty HH

Kerberos =2 stE F46t= AEE|X| HAE 18 MfUS WHe 0l CHS F 7HX| =& F StLtof| HEE = E Holg
A olAL|ICE

T MdJ

spec.kerberos HEE AIE5H= AEE[X| o= 2f|d

spec.storage.kerberos ZEE ALESt 7HA E 2i[H

e E EUM T89S Folg o AE2|X] SeA9| H|0IS S AEDHe E0| MEfEL|CE

oL £Z0|NE Ml 7FX| HH 2| Kerberos 223t & SILIE XS 4 JASLICH
* kerberos: sec=krb5 (21T U =3}
* kerberos: sec=krb5i (ID ESE £ 2F 5 453}
* kerberos: sec=krb5p (ID X Q! ME HSE E5t 215 5l &3}
CHA|

1. 22l 2 AEM AEZ|X| M= % Jé>9|5H0F ote YR(AERX MAE +F E=JHd E +F)0f M2 Ok
OIR| & SILIE AME0I] AE2|X| HAE 1 MAS HERLICH 22 <> 19| g2 ALEX 280 Se FE=
HHE A2,
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AEE|X] MAE =F of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

of

e E

MHA

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

O] EtAl0f| M et 714 THUE A0 HAIEE HE5IHAIL.



tridentctl logs

T4 Ao ZHE MBSt £t = create FHS CHA| 2 = AFLICEH

Kerberos = 3tS A 252 Z2H|X'Jdt= AE2|X| SHAS MEY & ASLICE

THA|
1. Ct2 OIS AF23}0{ StorageClass Kubernetes Z4H|Z A StL|C}.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. AER|X| 2AS MMBILICE
kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. AER|X| SefATI MME|A=X| SOISHAAN L.

A — -

kubectl get sc -sc-nfs
CtE21F RAFSH £20] EAIEL|CL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

E2 o2H|NY

AEEX| AR} AEEX| FHAS S0t 0= =& ZRH|IMIE £ USLICH KMt LHE
ITZH|HLU"S &XSHAAL

O
-

=
=

=
=
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