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* cloudProvider 0| (7}) “"Azure™(2)E MHE MENZ Trident?t HX|=|[A}ELIC
Trident 2 G Xt
‘tridentorchestrator cr.yaml & HESI “cloudProvider'E "Azure"'E

HEHSHMR .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm
CI2 olAl= TridentE A X|8t1D 24 H4 “cloudProvider £ AF23810 "$CP'E MM TL|C}:

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

CtE Of| M= TridentE AX[St12 cloud-provider EE{E "Azure’ 2 HHIL|CE:

tridentctl install --cloud-provider="Azure" -n trident
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* Trident cloudProvider "Azure" ‘cloudldentity’ I ZE ID 2t =2 MHSIH K| =R SLIC}.

Trident 2 X}

‘tridentorchestrator cr.yaml & HESI “cloudProvider'E "Azure"'E
MHSIMR. “cloudIdentity'® ‘azure.workload.identity/client-id:

XXXKXXXKXK—KXXK=XEXXK—XXKXX—XXXKXXKXKXKKX = §€|5|'H|9_ .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXxXXxxxx' # Edit

Helm
LIS otd HEE AHE510 cloud-provider(CP) 2 cloud-identity(Cl) S22 1 2f2 AESHYA|IL.
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXXXRXXXXXX""

CHZ Of| M= TridentE A X|5t12 “cloudProvider' & ARSI "$CPE M SI1 “cloudldentity’ S AHESH0
"$CI'E dHEgL|C:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentcti</code>

CtS 2td HEE AL 310 cloud provider 2! cloud identity S2 71 22 MMSHUAIL.

export CP="Azure"



export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX—=XXXX—XXXX=
XXRXXXXXXRXXX"

CHZ Of| M= TridentE A X[St12 “cloud-provider'2 "$CP’ £, “cloud-identity’ 2 "$CI'=2 AN grL|C}:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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* tenantID, clientID % “clientSecret' &= Azure NetApp Files AH|A0|| CHSE S5 HTHO| L= Azure
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o

o
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{

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr
ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",

"Microsoft.Network/virtualNetworks/read",
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"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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* "Cloud Identity" & AFH26I2{H, “client ID'E "AF2 A 22 22| ID"O|IA 71 2kA SiE IDE
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* Active Directory?} 7t =|0{ Azure NetApp FilesOll B &=} ELICE "Microsoft: Azure NetApp Files& Active
Directory HZ A 8l 22["2(8) HZSHAIL.

* Linux ZIEE2{ . E2 Windows Server 20225 A2l sStH= StLt 0|42 Windows ¥ = EE A=l Kubernetes
SHAEHYLICE Trident= Windows = E0{|A| A8E[= Podd| OFREEl SMB 2&TH K| 2 gfL|Ct.

* Azure NetApp Files7t Active DirectoryOfl 215& 4= U= Active Directory A2 ZHO| ZLEHE Trident =&
StLE O &f ‘H-Mslfof ehL|Ct H|Y 7| & M M5 H smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
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-—-from-literal password='password'
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storageDriverName
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false, "method":
"discovery": true}. =Xl HZ
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true,

NFS IE= SMB 25 MAMdS
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e Azure Commercial

» Azure Government(Azure Government/MAG)

* Azure China

TridentS H{ZZSFHLE Azure NetApp Files BHAIEE MMet i Azure Resource Manager 3! 215 AEZIET}
Azure S2tRE SN AK|SH=X| ZISIMA|Q. AEZQIET}L UX|SHX| %OM tridentctl QIBE £ QloH

QI = Mol AmghL|ct.

Azure Government A= 0| AL sHoll= 1 M0f| A “cloudConfiguration.cloudName' 2(2) A &EgLICE:

cloudConfiguration:

cloudName: AzureGovernment

PVCE MMd< i "No capacity pools found" L& 7} Hlst=
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QALICH. FqetEl 0|2 LS gAME WELIL.

o &4
glaA O <resource group>

NetApp AH <resource group>/<netapp account>

g2 E <resource group>/<netapp account>/<capacity pool>
A HIERIA <resource group>/<virtual network>

AEdl <resource group>/<virtual network>/<subnet>

T4 ool E4 MMM O S8 X|H6I0 7|2 28 T2H|X'Y S Mo = JUSLICH XEMISH LHE2 0 Al
THE(E) XA
OH7HEH 5~ Ad 7|22k
exportRule M 280 izt LHELH7| #=L|ct,  "0.0.0.0/0"
‘exportRule’= CIDR E7|HO =
IPv4 4 £ IPv4 MEUIS 2lEZ
T2t F£0|0{0F ZLICE SMB
Z2E0= ME[X| t&LICt.
snapshotDir .snapshot CIHEZ|0]| CHot HM[A  true, false (BAXMOE HHN).
size MEE9 7|18 37| "100G"
unixPermissions M Z&2| Unix #eH8ZI4 4Xt2]). " (O|2[27] 7|S0|H, 75 Al
SMB E2&0l= MEX(X| $¥5LICL Sl0|EZ|AE SE0| HREfL|Ct)
oAl 74

of
rr
d
0%t
ﬁ
Ho

LIS OAIS2 R 22| ti7iE+E 7|24 RAISH:E 7|2 43 20 ESLICH 0[20] HASS Fo
|:|H:HO||_||:|.
oHH .

v A 7N
O|= X|A¢to| eHollE MQIL|CE O] LS AF2SHH Trident= A El |0 A Azure NetApp Filesdl| 2/ &l
D2 E NetApp AlE, 8% Z 9 AMEUIZ AMstD siet Ext MEUl Z StLtoll M| S E2 P22 HiX|gL|C.
nasType 0| ME[JOOZ “nfs 7|20 HEE|M HASOAM NFS EES Z2H| KNI etL|CH

O] 742 Azure NetApp FilesE XS Al&3tL 7|52 HAES mf O] ¢ZHO|X|2h MM ZE Z2H|X 5= =&
Chet =7t el X|go| 22 ALt

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
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spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus

v AKSE ZZ| ID

O HHollE MU M= 22| IDE AMEY ml ME Al subscriptionID, tenantID, clientID X
“clientSecret 7t M2Fz| A& L|Ct

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

Vv AKSE 22I2EID
—

ol Hollc M2 Z2tRE IDE AMEY ol ME] A0l tenantID, clientID X “clientSecret' & A=t

ufn

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool

resourceGroups:

gLt
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- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

0x

o >

= Azure2| eastus 1Kl A= Ultra EF 20| EES BIXIZLICE Trident= 31 21 X0l A
pp FilesOfl /&l 2= MEHS Ioni 7“”55'_ OF iUl M 2ES Y2lZ BiX[guCt.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

EFES o
A= 7 & QoS B 2 AFE5I0] Azure?| eastus #|X|0f| 22 K| LICE.

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:



maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

THS EE UK HIIS T HEUOR HS F451T YR BE T4 7E2YUS FHELIC

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

v ItA E 7Y
o wHollE M2 £l mAo| o2 AE2|X| 22 HOLICt Ol= MZE CHE MH|A +FZ2 K|6t= o2 8
£0| A1 O|E LIEIf= AEZ|X| 22AE Kubernetest| MMstz{i= A0 SETLICE 714 E o[22
‘performance’ 2 7|8tO 2 E2 L E6H= O| AFEE[/U}SLICE.



version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application—-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelLevel: Standard
capacityPools:
- application—-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

vV XHE= EEEX| 74
Trident= 2[X A 7t8 JHE J|HtCE I 2EE & T2H|XJ 2 XY LI O] WA= 49|
supportedTopologies 252 HMAEYE 2| U A ZE2 MSSt= o AHEELICH of7|of X[™E 2[H 2
A 22 Zt Kubernetes 22{AH 22| 2|0|Z0| Rl 2™ & A Zhat LX|sHof gL|Ct of2{st 2|H 2 A2
AEZ[X| SHAN MBS E + U= S8 2 FTES LIEFRLICE SAl=of ®SE 2[™ & JHo| otef HetS
Zot5t= AEEX| AL 2R Trident= = E 2|1H U ol 252 YHLLLICL XHM|TH LIE 2 "CSI EEEX]
ANE"S(B) BZSHUAIR.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
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clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2
AEE[X| SaA HO|

CH storageClass Hol&= ?I9 AEZ[X| 22 H=gfLICT

parameter.selector ZEE ALE%H Of|A| EHOQ|

‘parameter.selector & AMEOIH 2t “sStorageClass Ol CHdH
AEE= It E2 XHEE = JASLLCH. =52 MEst Zo| ol

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
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kind:

metadata:

StorageClass

name: bronze

provisioner: csi.trident.netapp.io

parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB =E0il th

ot "ol of

—

al

‘nasType, ‘node-stage-secret-name’

=x
ALEStH svp EE2 AIHSID EQA%H Active Directory AHH ZHE HMIE = JUSLICEH.
v 7|2 Hgamo|agf 7|2 7

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV HAAHO|AEZ MZ CHE A|FS ALE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

v SEOICHCHE A3 M E

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMB Z&& XI¥dt= =01 Cigt EE LT
nasType: nfs B nasType: null NFS 0] Cish ZE{QILICE

tridentctl create backend -f <backend-file>

ALZ0| OfLl Azure 22t EE A= L “tridentctl 0] (7t) Azure 22t E 2HE0]| Ci$t Azure Resource
Manager & Q15 AEXQIEES ALSIEE M &[0 UEX| &QISHIAIL. BHAIE M M0| HIfstH olle 1S
stolst 25 AESH Q1S metstA| 2.

tridentctl logs

T8 ool FHE A5 £ 2 create @S CHA| Al = ASLICEH
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