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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes—admin-

sal@mygcpproject.iam.gserviceaccount.com"

Helm

HelmS ALE3H0 TridentE X2 W 2R = St 222 IDE BHSIHAL.

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
22tRE Z2Xet 222 E IDE X[HSHY TridentE MX|SHMAL.

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident
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* ReadOnlyMany (ROX)
* ReadWriteMany (RWX)
* ReadWriteOncePod(RWOP)
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netapp-volumes
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"
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NFS 282 T2H|XMYSIH™ nasType 2 () "nfs(Q)E AHSIAL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"



allowVolumeExpansion: true

SMB =& & StorageClass
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apiVersion: storage.k8s.io/vl

kind: StorageClass
metadata:

name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType:

csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret—-namespace:

allowVolumeExpansion: true

PersistentVolumeClaim G| A|(RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs

PersistentVolumeClaim Gl A|(RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:

requests:

"smbcreds"
"default"



storage: 100Gi

storageClassName: gcnv-nfs
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apiVersion: trident.netapp.io/vl



kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true
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ReadWriteOnce(RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod(RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROXOIM 3| AF2E|= IEI2 7|& ReadWriteOnce 252 2X|ot1 £X|

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi



storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — YA EE Mg

apivVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san
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apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san—-rwo

Al =5 C|H}0| 2(RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx
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YRYJLICE

v %4 72M
Ol A A3tol dollc
VolumesOf| Y&l = AEE|X| E2
M2te|donZ “nfs 7|EZH0| M0 HAlZ oA NFS =88

0] M2 Google Cloud NetApp VolumesS X2
S EOf CHel| 7180l He| X|Ho| Hed 4~ JSLIC

®

<id value> % “<key_value>'E MH|A AH X4 5

apiVersion: vl
kind:

metadata:

Secret

name:

type:
stringData:

backend-tbc-gcnv-secret

Opaque

AHE5t HIAES ff O] & HO|X| 2, HNZ=

Ho=

TMLICE o] A EEZ AL SHH Trldent._ TMEl 2| X|0|M Google Cloud NetApp
AMsta M S sl E F stLtoll
T2H|XJgL|Ct.

2xQ| 2 HYX|EL|Ct nasType Ol

TZH|H

dot=

HHP &AL,
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private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

¥ SMB £ 714

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:

14



type: service account

project id: cloud-native-data

client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com

client id: "123456789737813416734"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-

sample%40cloud-native-data.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

V StoragePools ZEIE AI2%H 724

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:

15
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type: service account

project id: my-gcnv-project

client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com

client id: "103346282737811234567"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com

credentials:
name: backend-tbc-gcnv-secret

T E M

o| eHollE A2 chl mlof| o] JH| 7tk Z2 MO|BtL|Ct 7Ha E2 storage MM Ho|ElL|CH o2 749
AEZ|X| 20| MZ CHE MH|A =FS X|J5t1, 0|2 LEtU= 2 EE[X] Z2AE KubernetesOi| H &2 =
B0 RELLCL 7t E 20|22 22 F=0ot= Ol ArZELIC HIE S0, of2f HA|M| M= performance
B[0|E servicelLevel SYE AIE5I 714 E8 L ESILICT

DE It S0 HE8Y J|2its Mt JHE JH 29| 7|2 MAEY £ JAELICL CHS ool M=
“snapshotReserve’ 9} ‘exportRule’ 7t 2= 7t 22| 7|27 2= AL ELICE

KtMISt 82 "7te 25 (8) BESHAIL.

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
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projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

vV GKEZ 22I2E ID
GKE Z22I2E IDE A2510] TridentE MX|SIH HAIC = 232 E |DE QIZ8}1 apiKey S22 MFSHL|CE,
Z2}2E ID= Google Cloud NetApp Volumes E210[H| 250 CHo St Haloz M EL|CH RS
KIO|H2 storageDriverName ZYLICE. NAS(NFS L= SMB) € £0|= "google-cloud-netapp-volumes' &
A3t SAN(ISCSI 22) 2&0l= "google-cloud-netapp-volumes-san'S A2 gfL|CH.

google-cloud-netapp-volumes-san S=2t0|HOf| CHet 22t E ID X[ S fI5i A= Trident
(i)  26.06 00| BRYLICE SAN 282 Flex Unified 2 £2|X| Zo|H T2H|x 5|02
serviceLevel "2 (8) flex(2)E HAHEIHMAIL.

NAS E=2}0|H(<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml

SAN E2t0|H{(<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: flex

storagePool: pool-flexl

X== EZEX| 4

Trident= 2[M U 718 JHE 7|HICRE YIEEE =5 TEH|XI S X|ASLICE O] #Al= 42
supportedTopologies 252 HMAEYE 2| U A ZE2 MS5t= o AFEELICH of7|of X[™E 2[H 2
A 242 Zt Kubernetes 22{AH 22| 2|0|Z0| Rl 2™ & A Zhat LX|sHof gL|Ct ol2{st 2|H 2 A2
AEZ[X| SHAN MBS E + U= S8 2 FTE 2 LIEFRLICE #Al=of ®SE 2[™ & JHo| otef HetS
Zotst= AEEX| AL 2R Trident= = E 21 U ol 252 YHLLICL XHM|TH LIE2 "CSI EEEX]
ANE"S(B) BZSHUAIL.

version: 1

storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: asia-eastl

servicelLevel: flex

supportedTopologies:
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- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-b

ChS B
HHOIC TN MRS MATH S TS HYS HUGHIAIR

kubectl create -f <backend-file>

U7t HBHOZ MAEIYEX| SHOISIH C1S HHS HSHIAIL.

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fd1f£f9-b234-477e-88£d-713913294£65
Bound Success

sHoll = Mdof MoystH #ale -0 EX7E U= ARLICH kubectl get tridentbackendconfig
<backend-name> & "% AtESHo] HHAIEE MHESIALL CHS HE S AsI 205 H1 oIS selg
ol&L|C}.

tridentctl logs

Ltz

rlo

go| HAEE HZTSH= 7|2 storageClass HIL|CE.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:

backendType: "google-cloud-netapp-volumes"

* parameter.selector HEE ALE0H Of|A] Hol:*
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o < —

‘parameter.selector & AMBSIH 2t “storageClass O CHd| E2&S =AESH= O
AMEE|E xref: {relative path}../trident-concepts/virtual-storage-
pool.html ["7t& Ev 18 XHY £ JUSLIC. EE2 MEiDE ZEof| HolEl 542 24
Lk,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

AEE|X| SeHA0 CHet XbMISE LHER2 "AE2|X| S A S HHELICHE(E) HESHHAIL.
SMB = &0 thet Ho| of

‘nasType, ‘node-stage-secret-name’ % ‘node-stage-secret-namespace '8

M85t svB 282 X|™otn RS Active Directory A ZHEZ HIBE £ JUSLICE.
LC Tt H|Ho= Hoto| JAHLE @l= BE Active Directory AIEXH/YUSE AT
USLICE.
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v 7|2 didAmojAgl 7|2 74

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV UHIYATO[AEZ M2 THE AIZE AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v =SB0 OHE A3S ALE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMB Z2&2 X|&5t= E0i Chet HERIL|CH nasType: nfs B nasType:

null NFS 0 cHst ZE{ LTt
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs-sc

2y

IJIo
o

PVC7t HIQIG E[=X| &elsta{H Ct Aot

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%a213 100Gi
RWX gcnv-nfs-sc  1m

Google Cloud NetApp VolumesOi| Ci$t XI5 A|Z3t £+

s AZ3he 28 TZ2H|NY S0 Trident YAl = O 7HEH 42 PersistentVolumeClaim
FMZ Edf M ELICE TridentE AFH25H0{ Google Cloud NetApp Volumesd| CHet XS
AS2E A8 £ JASLICH

e
s AE3t 7lsg Soll Trident= HIEA CIO|EIE 45 AB0M 8¥ AZCE S22 0|5A7|= 26
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c AEE|X| E HE E0|M Z2H|XYE BE EE0| M EIL|C
* 28 9| PersistentVolumeClaim £ 2 E¢ff Tt 2&0f HEE/LICt

Trident= 2t A70| FolEl /IX|E 7oz Ract A4S ZFHLIM.
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Trident 26.06:= Google Cloud NetApp VolumesOf| s CtS 1t 22 Xts A Z3t 7|52 X|IELICt
* E5 ZRHINY 3 XS AlSe B E= offH|
* Trident WA= 2 MOf|lA| AZ3 MM FHO|
* PVC A2 83t =88 AlE2 M 3 2t U THEo
* X3 AlB2A0 gdztE 280 et 2 L 2o
Trident 26.060{| X X| ¥ E|X| ot= 7|
CHS =2 X=X &L Ch
c 2B MY 2 AE AIEe 2F

=8 oo T o

* Kubernetes YC|0|EE ALESIY 7|ZE 282 AlSet HM HE

rk

23



* TridentO| A 22|5t= Z2H|X'Y KT EE R0 X5 A St 4H HE

HONE T4 7K 4

CHS O7HH 4= Trident WA= 0] FolE W Xt5 #Est SES HOgLC).

OH7HEH 2~ R A
tieringPolicy ofL| =E0| et AlZ2t EH (auto EE= none)
tieringMinimumCoolingDays oLl CIlOIE{ 7t AlIZstE| 7| Ho| H|Zd L4 (HS:

2-183, 7|22t 31)

Ral
i
m
rir
2

x

= A
trident.netapp.io/tieringPolicy =30 CHst E|0j2! HHES x| o|shL|Ct
trident.netapp.io/tieringMinimumCoolingD =F0| Ci$t 22! U4 242 - BHL|CH

ays

GlAl: Xts AIZ3H A7t M EE PersistentVolumeClaim

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi
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* Xt& AlE2H= NAS S E(NFS 2 SMB)O[AM2H X[ A L|CE,

= AHIXT
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52 2E(SCS)2 XS AESHS X|§sHK AL

* Google Cloud NetApp Volumes AE2|X| 22 Google ClouddlA X5 A Z37t &Md3tHe|0f RL0{OF Lt
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o
tn

rr
IIU

* “tieringMinimumCoolingDays' 2| §& H%l: 2~183
* 7122k 31

Google Cloud NetApp Volumes ONTAP 2= AEZ|X| & 74

Trident 26.06 HHMEE 7|& ontap-san ¥ ontap-nas HAEE AM5IH Google Cloud
NebApp Volumes(GCNV) ONTAP 2 ﬁEEIII E0| AEZ|X|E ZZ2H| NS 4= U&LICE
o] 7|s€ 7|= 0|2| BE7|2 H|ZEIL|LCT.

- O] 7|52 Trident 26.062| 7|= O|2[27] 7ISYLICL 7|& D2|27] 7|52 &X 2 &SF0lM A8E
= T Siél—llif 715, 74 HE 8 X|H HEZAE FA SA|(GA) Hof| HEE + JASLIC.
= HEA|

o O 1

Trident= 7|& ontap-san % ontap-nas E2I0|H 2&2 MAIESET ONTAP REST S £ GCNV ZEA|
ANEZQIEE Solf 2tRE R LICE O HAIS S8 GCNVO|M AR E= ONTAP S2{AE<Q| *EE|X|
T 2H| XI5t 22[Sh= SA0f| 21 ONTAP HA =0 AHE5t= At St 2F YIEEE |°F = AGLICE

—

ONTAP 2ZE= ME2 AEZ|X| E2IO|HE ESHK| ELICH genv 8 252 ontap-san £ ontap-nas
SHOlEof| =7t5t0] BHAlEE 2 2hdate o~ JESLICE

IDZH|NY 2= O3t Z25LIT)

PersistentVolumeClaim — Trident (ontap-san or ontap-nas) — ONTAP REST 220|HE — GCNV
IZEA — GCNV 22| ONTAP S2{AH

XI5l 8l o XIEIK| s el

* E210|H: ontap-san(iSCSI) & ontap-nas(NFS EE= SMB).
* TEAE St 20| ZALO|Z 2 e X7[s} =& dd 3 AH|, 2t ONTAP REST S 8.

215 Z&: Y32 ID F(WIP), MHIA A1 7| 8 oiZ 270 712 XtH ST (ADC) CHA| L4

Ch2 AFE2 Ol 7| 0|2 27|29 He|0lM Xl EL|Ct.
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ontap—san—economy,ontap—nas—econon@rglontap—nas—flexgroupfzaﬂnﬂf
* ASAr2 HAHE|E| A2,
* ZAPI CHA| 7| 5QIL|CH. ONTAP 2 E= ONTAP RESTOF AF23tL|C}

L 7Y Q4
ONTAP 2= HIEZS 4517 Tof| LHE AFSS QIS AIL.

* Trident 26.06 O] & HH.

* A T2 HE 8l Q|X|0fl GCNV ONTAP 2= AEE|X| Z0]| Ql0{0f BtL|Ct,

* AFEX 2HE0l A Hel7E XIEE ZEA| 2ol cet GCP IAM #otiL|Ct

* proxyURL, projectNumber, location 3 ‘poollD'E X &dt= A= LML RLICE

* iSCSISAN HIE=2R9| Z2, S0 Rt & £iSCSI X [}E 2 "4 ZUS HASHIAIL. "4t
TEE XH|oH_||:|."°( )xl-xo|.A|A|9.

ol

ATridentBackendConfig &= E£ULICI “credentials. ONTAP REQ| AR STt H|Z 7= GCP LEA|
It ZHS ERSHH ONTAP managementLIF/ username/ "password = S = X| R&L|CH "svm = MEH
AFZRILICE $4xH 2 GCNV ONTAP 2= Z0f= 5tLte] SYMO| UM, M2k Al Trident= 20|A] SVMES THAEHL|CE.

HIO|E[E GCNVet St MH|A A™ IS ALY AIR. &, BIHSHK| 42 EE= genv.apiKey,
private key 2 “private_key_id'0f|, 2iZet HE= A0 HESHYA|L. "Google Cloud NetApp Volumes 4

OIA["2(E) BZstHA 2.
ontap-san 22l =

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"
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ontap-nas o=

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"

location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:

type: service account

project id: "<project-id>"

client email: "<service-account-email>"

client id: "<client-id>"

auth uri: "https://accounts.google.com/o/ocauth2/auth"

token uri: "https://oauth2.googleapis.com/token"

auth provider x509 cert url:
"https://www.googleapis.com/ocauth2/v1l/certs"

client x509 cert url: "<client-x509-cert-url>"

HIE

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |



‘TridentBackendConfig' AFO| “private key ' £
‘private key id 8 EX| ORYA|2. crDOlAN O|E HEYLICH. =8
an’

L
—
-

ozt
fd

A2EE[X|0lz SYTt genv: H XE 3FH MEHE 71Xl Contap-san'g2
AN 2.

svm: "<svm-name>"

== Authentication

Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails

fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the
driver is unsupported for ONTAP-mode, or credential resolution fails.

== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility
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ONTAP-mode is opt-in per backend through the “gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.

* Mixed deployments that combine direct ONTAP backends and ONTAP-mode
proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No

global switch is required.

== What's next?

Apply secret before TBC; use " kubectl apply’ and "-n trident’® to match
examples.
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