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version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

-
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1. 2EI0|E QAB A2t 7|5 MMELICE MM Al CN(2Et 0|F)2 215 ONTAP ALXtE MF gLt

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ONTAP S2{AE{0] M2[2 4 9l CA QISHS F71ILICL AE2IX| B2} ol0] H2IHS 4 YBLIC
AZ|8t 4 9l CAS AHBOIX| 24 F2 0] EIE HUFHAIL.

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP 2 AE{0f| 22I0|UE AS M 3 7|(1EHA))E LX[eLICt.

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP EQt 2101 HEt0| cert 215 HHHE X|lst=X| 2HolgtL|Ct

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. MMEI OIZME AIR8I0] QIS S HIAESHIA|2. <ONTAP Management LIF> & <vserver name>S
Management LIF IP 3! SVM 0|9 2 HFR YA, LIFQ| AMH|A HAO| “default-data-management’ 2
HEYE[0 A=K =elsoF hLCt.

curl -X POST -Lk https://<ONTAP-Management-—
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O CHAIO|M R 2 S ArE5He] MM ES WLt

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214
online | 9 |

o —— o et et et L e PP
- e +

Q15 WHES HOO|ESHALE XHH SHE HESHMR

7| & HAEE AH|0| ESI0] EfE Q1E WHES AMESI7L X1 BHE uHe = JASLICL 0] 7|52 Yoz
SetLct *fﬂxf O|E/YZE A8St= MAEE QAIBSME AE5Hs WACE HOH|O|EY & A1, IBME
AL85Hs HAEE ALEXt 0|E/°*§ 7|80 2 HHO|EY = AUSLICE O A St2{H 7| & Q15 WHE HASHn
Q1B HHE 7P5H0F ZLICH O3 ChHS Heot 0f7HH7F TeHEl 0| EE backend.json I S AHE 610
‘tridentctl update backend S() Attt

cat cert-backend-updated.json



{

"version": 1,
"storageDriverName": "ontap-nas"
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AtEXt2| ALEX} 0| E2 WA ELICH

[=]

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. ALEXtof|A| et ofY:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true
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* autoExportPolicy 0l (7h) “true(Q)E HEE0 JAELICE O|= Trident?t svm1 SVMO]| CH3H O| BHAIE =
OIZH|NYE 2t 280 CHst AATE HMS MMHSIT autoexportCIDRs 4 252 AFE6H0 2! F7t 4l
AHIE M2 S LIEHRLICH 280| 20| HZE WX sy 282 K| b= HMAE LX[SH7] f/8 +2]0]
NLmNMEEmmoAF“WWhEEWiEWﬂWHETMam:NEECDREﬁmﬂiEWE
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° 0| =9 L3 25U Ch

* HHIE UUID 403b5326-8482-40db-96d0-d83fb3f4daec

autoExportPolicy 2 HH true

AER|X| BEA trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-2551f159¢c1¢c

" trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1cEt= 0|E2| gtree= FlexVoldl| CHet AA T E
7% trident-403b5326-8482-40db96d0-d83fb3f4daec, qtreel| Cist AAILE XA
trident pvc a79bcf5f 7b6d 4a40 9876 e2551f159clc, 1E|1 SVMO| gl AATE X
“trident_empty 2 MAIBIL|C}. FlexVol AAXLE FXIO| A2 gtree AARE Ao ZEE HE
Aol A FELICH Bl AAZE FA2 AAE(X| 42 SEOM ZHALEELICE.

* “autoExportCIDRs Ofl= F2& ZE SE0| ZE0 ASLICE o] EEE ME Aleto|H 7|=22t2 ['0.0.0.0/0",
"/ LT HOE| K| @i2 B Trident= AlAI2E eHl ZIIAL EO|M AR 2= WF Hel RLIFHAE FAE
=7kt C
T =

Ol Oflofl A= 192.168.0.0/24 & 37t0| MSELICE Ol= AHA[2L &7H| O] A He| LY £38t= Kubernetes
LC IP7t Trident7t MM5t= AATLE MO =TFEIS LIEFHLICE Trident7t &t S0l L EE SE2 0f sl
LEO||P FAE AMSED “autoExportCIDRs Of| MSE 4 SS 3t H|WELICH AA| A|™0]| IPE EE™EHS 2
Trident= H|A| EHQ LEo| S2I0|AHE IPO| CHEt AAZE HM FAIZ MdetL|Ct.

‘autoExportPolicy % ‘autoExportCIDRs & Mot = Hidl=of Cis ACOIES
USLICH. KtSe= #E|Ez= WA= CHS| A cIDrREZ FIISIAHLE 7[& cIiprE AMHE

UAFLICH. 7|E HEO| BOXIX| %EE ciprS MHEY W FOSHMAIR. D WHAO]| CHol
‘autoExportPolicy & H|ZEsotn +3522 HYE AARE JYMOZ iMSI=S MEiz =+
UELICE. O|FHA| otz{H wWollE AHO|M “exportPolicy” Of7f HLE HFSHOF SILICE.

Trident7} BHAIEE MMSIHLE HH|O|ESH = tridentctl B Y tridentbackend CRDE AtE5H0]

OIS 2holst

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false

debugTraceFlags: null



defaults:
encryption: "false"

exportPolicy: <automatic>
fileSystemType: ext4

LEI HIHE™ Trident= 25 AATE HMS 240I5t0] i L =0 SiYshe BHA FAIS HAHELICH 22[H
HHNIEO| AT E KON O] LE IPE H|AHECZM Trident= S2{AEQ| M| LE0{|A 0] IP7} AFR E|X| Qb= st
SCHOIREE WS Tt

—

7|Z& sHoAll= o] AL “tridentctl update backend' 2 A =S C|0| ESHH Tridentd| A WAZE HMS 5O Z
ZH2|RLICE O|FA| otH HeE ol BAl=2| UUIDRt gtree OIS A HHE T 7H2| M AAZE FHHO|
M ELICH WAl Y= SE2 02 E S| = CHA| OIREEH ME YHE AATE HMS ALSSLICE

() B melsls AXZE Ru0l Y MASE Mrjeiel 5HOR UM Al2TE FAE AIELICH
SOl =S ChA| AAI0HRH A MRS 2 ZH3RE(0] A YAZE 70| MAELIC

| 1P =47} UO|0|EEH s =0l M Trident PodE M A|ZFHOF BILICH J2{H Trident=
| xS of
[=]

= 22|5tk=
HIO[ESH O] IP HE At S HtF gLt

M ontap-nas E2I0|HE A5l SMB 282 ZE2H|NH I

Jg = ASLIC.

=52 MM5{H SVMO|A NFS &
SMB/CIFS I2EZS G= A0} BHL|C}. 0|23t TREZ = stLI2HE LAIS}HA|

ONTAP 2Ig|0|A 22 AHE ontap-nas-economy SMB 282 M
(:) o™ SMB
=5 Ydo| AmjgiL|ct.

@ “autoExportPolicy’ = SMB £ &0 Al X| & E|X| t&LICE.

(=]
AlZHsE7| o

SMB EES Z2H|X'st7| Hof| i3 ArtE £F8H0F gLct.

* Linux ZAEZE2] =2 Windows Server 20225 AdiSt= StLF 0| A2 Windows ¥7 =EZ M E Kubernetes
SHAEHYLICE Trident= Windows = E0{|A] A3 E[= Podd| OFREEl SMB 2 &0t K|/ gfL|Ct.
* Active Directory At ZEO| ZLEHE Trident H|Z 7|7t StLt O] & ERotL|CH HIYH 7|2 M-d5t2™H smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ TN EI CSI ZEAIQLICE “csi-proxy’ & T145H2{™ Windows0l| A A8 E|= Kubernetes
= 0] CHt "GitHub: CSI ZEA|" EE= "GitHub: Windows& CSI ZEA|"E XYM 2.
CHA|

1. 2I3|0]A ONTAPS| 2R MEiMOZ SMB 2 RE MAMSIAHLE TridentZt CHA MMl & 4= JUESLICE

@ Amazon FSx for ONTAPOl= SMB 297} HQBtLIC}

=
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https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

SMB Zt2|Xt 2R E= "Microsoft Management Console" 28 0 AYOIS AF238I7{L} ONTAP CLIE AI2StH=
T 7K SHHO 2 MM & QIELICE ONTAP CLIE AHE3t0] SMB SR E MAst2{™ OS2 A etL|Ct.

a. vt 32 SRl et CEEzZ| Z2 X E YEoHAIL.

‘vserver cifs share create’ HH

22 37 44 Al -path MO X™HE ZEE
sfolgtL|ct. XIFE d=7t EXSHR o™ FHo| 4

b. XIHE SVMIt HZE SMB 2RES MAHLICH

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. SR7t HHEIU}=X| geletL|Ct.
vserver cifs share show -share-name share name
() st UgS SUB 28 HA'E BESHHAIR.
2. WHAlEE MM SMB E82 XIHSI2{H ChSS T4leiof BfL|CH 2 E FSx for ONTAP HiQIE 714 S M0

CHst XtMISH LHE2 "FSx for ONTAP 714 41 8l 0f'& & XSHMA|2.

OH7HH 2 A o

smbShare ClE = SILIE X ™E £ QSL|C}H Microsoft smb-share
Management Console &&= ONTAP CLIE AMH25H0
WMo SMB 372l 0|E, Trident’t SMB SR/E
Madd = JAEE 5|8%H= 0|§, E= 280 ot 3&
37 BMAE LX[St{H Of7H HEE H|Y & =
UELICE o] 07 Ha4= 2I2||0|A ONTAPL| B2
MEd AtSHRIL|CE O] Of7H 4= Amazon FSx for
ONTAP HHll=of| 2 26tH H|Y & &+ glELICt

nasType *smb' 2 AHESHOF BLICL* nullQl B 7|22 smb
“nfs’ & LICE.

securityStyle M =50 ciot HoF AELJURILICH SMB =82 29  ntfs £&= mixed SMB
ntfs £ ‘mixed 2 AXsH0f BHL|CE, =282 2%

unixPermissions M =8 ZEQLICE SMB 2&2| 22 H|¥ F0{0f "
'c'sH__||:|-
= .

Hot smB &AMt
25.06 E2|AFE NetApp Trident= ontap-nas % ontap-nas-economy HHAIEE ALESH MM E SMB =2

Hot T2 H|X'J S X|JELICE ot SMB7} 23tk H HMA Ko S=F(ACL)E AHE5H0] Active Directory(AD)
ALEXL S AL XL O F0 SMB 3701 CHEt MIO{El HMAS MSE = USLICH
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
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o

* ontap-nas-economy 2§ /M 27|= X|HE|X| &L|CH

* ontap-nas-economy 252 2% ¢47| & 220t X[ ELICL

* Secure SMB7I ZM3}El AL Trident= YA S0 HZE SMB S RE FAIfLICE

* PVC &M AEZ|X| 22iA A gl e HEE AH|0|ESHE SMB 57 ACL2 H[0|EE|X| &¥&LICE

* 22 PvCe FM0f| X|HE SMB 37 ACL2 &4 PVCQ| ACLELH SMEfL|Ct

* Hot SMBE gMstet i R=HAD AFEXHE M| S3HoF gfLICE f&6HK| 22 A& Xt= ACLO|| F=IH=| K|

or&LICH

« A= A E2|X| 22iA 9 PVCH St AD AHEXIE X[HSID 27| CHE HotE 2 O5t= 3 Hot
LM&2l= PVC, AEZ[X| A, sAlE &0| EL|C}

* HOt SMBE ontap-nas #2[8 S2& 7IH27|0f| CHsl XY E|H, 22|=X| g= 2 714 27(0l= HEE|X|
&Lt

CHA|

1. C+2 OflA|2} 20| TridentBackendConfigdfl A adAdminUserE X|&SHIAIR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svmO
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret
2. AER|X| SeijA0 FMS FIHELCE

‘trident.netapp.io/smbShareAdUser’ O{H|O|ME AEZ|X| AN FI}5I{ QtFTt
SMBE ZAGH]| MM AR. O{EH|O|M ‘trident.netapp.io/smbShareAdUser O
KN™HE AKX 2 “smbcereds® A|AEIN| X|HE AKX 0|21 SYUsOF BHL|CE.
‘smbShareAdUserPermission O CHSl CtS & SILIE MEHE £~ QUELICE:

[ ]
“full control', ‘change’ EE ‘read'. 7|2 #TE2 “full control YLICt.

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:
name: ontap-smb-sc

annotations:

trident.netapp.io/smbShareAdUserPermission:
trident.netapp.io/smbShareAdUser:

parameters:

backendType: ontap-nas

csi.storage.k8s.io/node-stage-secret-name:
csi.storage.k8s.io/node-stage-secret—-namespace:

trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

CHE Ol®l= PVCE ‘HdeLICt

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:

trident.netapp.io/snapshotDirectory:
trident.netapp.io/smbShareAccessControl:

read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS £ SM 8! o

Trident A X|2} &7H ONTAP NAS E2I0|HE

CHSLICE.

o
AB'S

change
tridentADuser

smbcreds

trident

A2 SHLIC} 0| MIAMOf| A= ol =
StorageClassesOi| O St7| /ot WA= M 01|7(1|9-f NE HEE H3gLICt 25.10

22| A2E NetApp Trident= "NetApp AFX AEZ|X| A
AEE|X| A|A”RI2 AEZ|X] AZ 7 YAOAM CHE

K| & gL|Ct NetApp AFX
ONTAP 7|dt A|ARI(ASA, AFF, FAS)2}
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https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html
https://docs.netapp.com/us-en/ontap-afx/index.html

@ ontap-nas S2t0|H{(NFS T2 EZ AL2)Tt NetApp AFX A|AEIO|M X5 SMB TREZS
X=X k&Lt

Bl = configuration &M
Trident HAIE F1H0{ M A|AZIO| NetApp AFX AEZ|X| A|IARAS XY BRI} ELICE ontap-nas 2 (8)

=
‘storageDriverName(2)2 MEISIH Trident7t AFX AEZ|X| A|ARIZ XSO ZHX|EHL|C Y8 dollE 1M
Of7HH = AFX AEE|X| A|ARI0 = HEE|X| & LICH

o

26.06 2| AREH ONTAP = HiX| 7|52 2-gS5t0 ONTAPO| Al 2 &0 Lt O 22| H|0|EE MEHSIEE & 4=
UAELICL ¢ HHX] 7|52 ONTAP 9.19.1 0| & TS| AFX AE2|X| A|ARIO| BRELICE 27 Ate & oflHl=
"ONTAP il = of b E%* Eol HiA] A2 S EESHIAIL.

I

CHE #= #llE 318 S8 E0FELCHL

Oj7HH AH 7|22k
version SHAF 1
storageDrive AERE|X| E2IO[H2| 0|2 QIL|CT ontap-nas, ontap-nas-
rName economy £ ontap-nas-—

MM So|= & 4 QIELICH o] Oj7fEHAE flexgroup

04I:'||0|E°|'E:|':':I A el =EE M-dsHof gL Ct.

@ NetApp AFX A|AEIQ| AL “ontap-
nas' 2t X| & ElL|C}.

backendName AMEXl X|H 0|F = AEE[X| #HoAlE C2l0|t O|E +" " + dataLIF

managementLI 22{AE Ee SVM 22| LIFS] IP FAYLICH Fgtel  "10.0.0.1% "[2001:1234:abcd::fefe]"
F |2l 0| Z(FQDN) = X| & ¢ UAELICE. TridentE
IPv6 S2|2E AFE5I0 X[t H2 IPv6 FL4E

MESIER ’H’“%F = UAELICE IPv6 FAE=

'[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555] 2 Z 0|
CH2 S 2 ™o|sljof 2L Tt 213t MetroCluster M2HS
2|8 M= MetroCluster 0| Al S EXRSHMA|L.

dataLIF DTZEZLIFQ IP FAQLICE NetAppOllMe XHE =4 EEs JEI§§EIII A2 E2
‘dataLIF 2 X[Hst= A2 HESLICH X HSHK| 2™ SVMO| A IHY
Trident= SVMO|A dataLIFS 7t SLICt. NFS OIRE
Ao A2 MetEl =02l 0| (FQDN)2 X|HsHH
042] dataLIF0f| ZX 2= HWHAN S £3Mt= 2H2E 24|
DNSE 7 d¢e 4 JUSLICHL 7| dE = HE S &
USLICEH S(E) TXSHUAI2L. TrldentE IPv6 I‘Eﬁzg
ArE5to] MX|st AL IPv6 TAE A2 E AN £
ASLICE IPv6 TA=
"[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555] 2+ Z0|
2= 2 Holdljof tL|Ct. MetroCluster?| E<
MEFSHL|CE MetroCluster 0| A| S & ESHMA| L.

svm AEY AEZ|X| 7ta Al MetroCluster2| 22 M2F  SVM ‘managementLIF 0| X|&El
MetroCluster 0| A| 2 EZSHYA|L. 22 T EL|CH
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https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-balanced-placement.html
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https://docs.netapp.com/ko-kr/trident-2606/trident-use/ontap-san-examples.html#authenticate-trident-to-a-backend-svm-using-active-directory-credentials
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version: 1
storageDriverName: ontap-nas
customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

labels:

k8scluster:

backendName:

devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
50Gi

nfsvers=4

limitVolumeSize:
nfsMountOptions:
debugTraceFlags:

api: false
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o
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"false"
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method: true

defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

‘ontap-nas’ % ‘ontap-nas-flexgroups' 2 &AL, TridentsE O|A| FlexvolO|

snapshotReserve H|Z3 pvcO| A SHIEH 37|17t NHEEZE ME2 AL SAZS
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Total volume size = <PVC requested size> / (1 - (<snapshotReserve

percentage> / 100))

snapshotReserve = 50%0|11 PVC 273 = 5GiB2! 8%, TH| 28 37|= 5/.5 = 10GiBO| 1L At 7H5¢t 37|=
5GIBE, Ar2X7t PVC 2BEUM 2Kt I7|QLICt volume show HHE2 CHS 0|2t RALSH ZIHE HA|sHOF
2=

Vserver Volume Aggregate State

online RW 18GB
pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.
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¥ ONTAP NAS O|Z0] of

version: 1

storageDriverName: ontap-nas-—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ ONTAP NAS FlexGroup 0

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster 0=||)\|

2 LIFO]| CHall IP =2 CHAl DNS O| &

"SVM SH| 2 541" 0| AKX W ALK = HHAlE HO|E 50 = AH|0|ESHX| &
oY = ‘uﬁﬂJEf

gletol M2t 5l 54 E 96 managementLIF 2 AFESIH svM2 X|™SILD “datalIF
MERSIMAIR. ol E EH OS2t Z&LICH

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

Vv SMB =& q

version: 1
backendName: ExampleBackend

storageDriverName: ontap-nas

mjo

IOLE S| =2 HAIEE

% svm Of7H HLE
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managementLIF: 10.0.0.1
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

= Z[Aote| HollE M O A|RLICH clientCertificate, clientPrivateKey %
trustedCACertificate(dEE £ A= CAE MESt= B MH At)= "backend.json 0l 2 =|H
J

S0 E BN, Il 7| A Mg 2~ U= CAJAS M| baseb4 AT E S 202 AHELLICL

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

Its AAZLE HH of

O| oflH|= TridentZt & LHELHZ| EME A0 LHELH7| BME XS =2 MESt1 2e[SHER X|ASh=
HHS HOFELICL Ol ontap-nas-economy ¥ ontap-nas-flexgroup S2t0|H 0]l CHSl S SHA|
=S| C}

1Tod

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24

username: admin



password: password
nfsMountOptions: nfsvers=4

v 2 Trol BiX] Of|A|

Of ofIH|= ONTAP Z & HiX| 7|52 &-925t0 ONTAPO| A SE0i| CHet OHTEIHIOIE% t —”ﬂE%
9.1

HiX| 7|52 AHE5t2{H ONTAP 9.19.1 0|4 H{ZTIO] ReIL|CE XiA[TH L2 "ONTAP

AL AFE"E(8) BT AIL.

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
useBalancedPlacement: true

V IPv6 2 0f
O| KAl = IPv6 FAE AE8H= managementLIF WHE H{FLICE

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:1090:1b41:d4491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipvé
svm: nas_1ipv6_ svm
username: vsadmin

password: password

V¥ SMB =52 AI235= Amazon FSx for ONTAP 0

‘smbShare® O HaE sMB 282 MESHE rFsx for ONTAPO| EQTHL|CE.

version: 1
backendName: SMBBackend
storageDriverName: ontap-nas
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managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

V¥ nameTemplateS AF2%H o= 14 of

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.Volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

7teh 20| Qs WA= of

OteHo]| EAIEl ME diollE Ho| mUN = ZE AEEZ|X| Z0]| CHdH “spaceReserve’ 813, “spaceAllocation false,
‘encryption'false?t 22 E3 7[220] AHE|0 JSLICH 7HA E2 AEZ|X| MMM HO|EL|Ct

Trident= "ME" HEO| Z2H|XY 20|52 HYYLICH dH2 FlexVol?| B2 ontap-nas E&= FlexGroup2|
AL “ontap-nas-flexgroup Ol @™ EIL|Ct. Trident= Z2H|X'Y Al 7t 20| U= ZE 20|22 AEZ|X| 28C=E
SAFRLICH HOlE Qo AEE|X| 2HE|XH= 71 2HE 20|22 Folsti 20| EEE E82 I8 & ASLICL

O] AN LB AEE[X| 22 XHM| spaceReserve, spaceAllocation ¥ encryption #f2 AHStD, L2
=2 71242 YLt

V¥ ONTAP NAS 0

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1

svm: svm nfs
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username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"

unixPermissions: "0755"

adaptiveQosPolicy: adaptive-premium

- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
cost: "50"
zone: us east lc
defaults:

spaceReserve: none

encryption: "true"

unixPermissions: "0775"
- labels:

25



app: mysqgldb

cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

V¥ ONTAP NAS FlexGroup 0

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
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spaceReserve: none

encryption: "true"

unixPermissions: "0775"

- labels:

protection: bronze

creditpoints: "10000"
zone: us_east 1d
defaults:

spaceReserve: volume

encryption: "false"

unixPermissions: "0775"

¥ ONTAP NAS O|Z 0] o

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us_east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: engineering
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creditpoints: "3000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

HHAlE £ StorageClassesOf| DHE LI}

Ct= StorageClass B2|= 714 Z0| Q= HAl=0| 0| 2 EXYLICE parameters.selector HEE AMESIH 2
StorageClass= 2E2 TAHS= O AFEE £ = 714 E2 XIFLLICH 2 &2 MEE 714 =0l ] MOl M2
ZH&L|CH

* The protection gold StorageCIass.‘: ontap-nas-flexgroup WA= K HY 5! F HIY 7}A Z0f

ONZEIL|CH O] & Z0F B 3¢l HSZ M2}

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not- gold StorageClass= "ontap-nas-flexgroup A= 2| A| Y 51 1| EHIY 7HAH Z 0|
DR ELICE o E50H0| ZE S5 0[2Q ES +F2 MSLIch

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"
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* The app-mysgldb StorageCIassl_ ontap-nas WA= | Hul 7tAH Z0f| DHZ EL|C} O] E2 mysqldb
7 ofE2|AH0| Mof CHst AEZ|X| E LS MSSt= RYT EQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

‘Theprotectlon silver-creditpoints-20k StorageClasst= ontap-nas-flexgroup A Al
Il 71 Z0f| 0HZELICE o] 22 A §2 252 20000 32X EQAEE H|3st= st EQLICH

[ =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* The creditpoints-5k StorageClass= ontap-nas A =2| M| Y
- IT
==

tA Z3 ontap-nas-economy
sHll= o = || 7hak Z0f ojEELICE 5000 &R ZIEE HS5t =

7
2 0| & ZX[E LIt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVC7} 5tLt O] 42| Pod0l HZE B2, M dataLIF7t HEE|2{H 3| PodE ZF S=E¢t L3 CHAl
A|ZfoHoF SfL|Ct.

Hor SMB o

ontap-nas SZ20|HHE AL #HollE 1M

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

rot

ol 74

ontap-nas-economy S2t0|HE Al M
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
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name: backend-tbc-ontap-invest-secret

AEEX] 22 ALES W= 7Y

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svmO
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas E2I0|HE AtE¢ct AE2[X| Z2HA Of|F|

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate
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2HA(210] O .E||0|MO| gl ™ E ot SMBTt RE5HK| Q& LICt.

ontap-nas-economy E20|HHE AtE%H AEZ[X| S2iA 0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

the AD AIEXIE AL S PVC O

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

0{2{ AD AFEXIE E&tdt= PVC o
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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