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version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>
3. ONTAP 2 AE{0f| 22I0|HE ASM U 7|(1EHA))E AX[eLIch

security certificate install -type client-ca -cert-name <certificate-

name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true
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security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. MMEl QAIBME ALE5IH 2IE 2 HIAESHY A2, <ONTAP Management LIF> 5! <vserver name>S
Management LIF IP 5! SVM O|ECE HHRAA| L.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'
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base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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cat cert-backend.json



{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",

"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"storagePrefix": "myPrefix

}

tridentctl create backend -f cert-backend.json -n trident

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c—-2872713612cl |

online | 0 |
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‘tridentctl backend update' S(2) Al&istL|Ct,

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
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tridentctl update backend SanBackend -f cert-backend-updated.json -n



trident
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fommmmeremeeomom= Fommmmmmrmemsrrrrrrr e reme e ee e e o
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| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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ONTAP CLI AtE

1. Ch2 82 ALEst0] Af et S WLt

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Trident AF2XIS| AL X} 0|2 MM THL|CH

security login create -username <user name\> -application ontapi
-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. ALEXI0[A| S ojg:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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Ot QoS MM IE2 AI26tD MA OF0| 2t 1M
RA()” 7Ht:l=lx-| oz I-I.9.5|E§ 0|.|0|: o|-|__||:_|. 0o 2 QoS
HM OE2 HE |IAZCQ & 2|2 EH?J ’é;?_“.‘i%
Hggt|ct.

adaptiveQosP MME SEO 22 M3 QoS M OFLICE "
olicy *EEIII E/4Hdl= 2t qosPolicy EE= adaptiveQosPolicy
SHLEE MEHSHY AR

snapshotRese AHAO| e 2& HISULICH ASAr2 A|ARISl AL “snapshotPolicy 0|(7}) "none"0| ™

rve Iljg|'6'|-I| DH:I |9 "0", J%jxl (I?BI:QDJ n

splitOnClone MM Al M2 S=2HAM 22 E2Y "false"

encryption NetApp 25 ASIHNVE)S M ES0/|M EASIEILICE  "false” XIHEl A ASA r2 A|AEIQ|
7| 242 false’ YLICE O] SMS AT Z2 “true’ 2 HHSIAHAIRL.

SHAEOA NVE 2t0|MAT}E A1 2 MBLE|0f QLO{OF
SHL|C}. Ml = 0| A NAEZ} 2 A 3HEl AL TridentOf A
DZHMYE DE S8 NAEJL ZASHEILICEH XEASH
22 LSS HZSHUAI. "Trident?t NVE 2! NAE2
S 6= A,
luksEncrypti LUKS ¥S3IE 2M3}etL|Ct. "Linux Unified Key " ASA r2 A|AHRIS| HL “false’ =
on Setup(LUKS) AH2"S(E) HZsHMAIL. HASHMR.
tieringPolic HAHZ3} HAO|A "none"S AFEEILICH ASA r2 A|AEI9|
y 42 X HSHX| DM Al 2.

nameTemplate ArEAX|E =& 0|52 AHot7| #let HESLICE

22 o2H|NY o

CtE2 71=24r0| ol o YLct.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: trident svm

username: admin

password: <password>
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labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

ontap-san EEI0|HE ALt MM El D= E&0] il Trident= LUN HIEIH[O|EHE +8735}7|
2I3H FlexVolofl 10%2| 7t 82k HELICH. LUN2 AFZXI7F PVCHIM Q&S "atst 37|2

@ I 2= H| X' ELICT Trident= FlexVol0ll 10%E £I7H2ILICHONTAPHIAM AL 7HsSt 3 7|2 EAIE).
O|HM| AHEXt= QM THE 9| AL 71t 832 &tEY &~ QGL|CH 3 0] HE A2 A8 Jtsst
3710 25| S E|X| ¢b= B LUNO| ¢17| ME0| &= A2 WX[EL|Ct. O]= ontap-san-

economyOll= ME&[X| F&LILCE

‘snapshotReserve 2 (8) Mootz WAES| AL TridentE ClS3t #0| 28 37IE
A AbELICE,
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 Trident?} LUN HIEIH|O|EE £83}7| 26 FlexVoldl £715t= 10%RILICt snapshotReserve =5%0[|11
PVC 2% =5GiB2! 22 Xl 2& 27|= 5.79GiBO| 1 AL 7ts%t 37|= 5.5GIBYLICE volume show BH2
CIS o2t FAFSH Z2tE HA[SHOF SfLICE.

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 511.8MB
3 entries were displayed.
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@ Amazon FSx for NetApp ONTAPO|| M TridentE AtE3t= 2<% NetAppOllM= LIFO| IP 324 CHA
DNS 0|E& X|¥3st= 40| Z5LIC

¥ ONTAP SAN 0
O|= ontap-san EEIO|HE AtE%t 7|2 F+ELICE

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

¥ MetroCluster Gi|A|

"SVM 2| 8 =57 F0| A9IX| Q8 5 A9IX|H 3 WA= HO|S £502 Ar|0|EBHK| 0t F|TE Wl
THE & UBLICE
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version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SAN O|Z 0] o

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

Vv 2IEM 7|t QIF of
0| 712 7+ O[O clientCertificate, clientPrivateKey % trustedCACertificate(MEE 5
U= CAE AH8SH= 2 ME AFEHE “backend.json™off XHYX|H 2tz S2I0|HE QAUS A, 712l 7| U Mg
U= CARB MLl base64 2 QT El 22 AFREILICE
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version: 1

storageDriverName: ontap-san
backendName: DefaultSANBackend
managementLIF: 10.0.0.1

svm: svm_iscsi
useCHAP: true
chapInitiatorSecret:

cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX

trustedCACertificate:

Vv 245E CHAP O

zcyBbaG...b3Igb3duIGNsYXNz

O| M| E2 usecHap 2 MH™El “true HASE MMBFL|CH

ONTAP SAN CHAP 0f

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend

useCHAP: true
chapInitiatorSecret:

cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

ONTAP SAN ZH| CHAP 0|

version: 1

storageDriverName: ontap-san—-economy

managementLIF: 10.0.0.1

svm: svm iscsi eco
useCHAP: true
chapInitiatorSecret:

cl9gxIm36DKyawxy
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v =7

x| 71sS

chapTarge
chapTarge
chapUsern
username:

password:

tInitiatorSecret:
tUsername: 1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

vsadmin

ame :

<password>

Zol HiX] GilAl

0| Of|&|= ONTAP =& HiX| 7|52
AI2812{H ONTAP 9

SHA
= o
9.1

HHX| AF2"S(E) &XSHIAIL.

version:

storageDriverName:
backendName:
managementLIEF:

Svm:

username:
password:
useBalancedPlacement:

V¥ NVMe/TCP 0f

ONTAP

\4

20

Hofl =

= —-—

version:

backendName:
storageDriverName:

managementLIEF:

svm:

username:

password:

sanType:
useREST:

FC(FCP)Z
ONTAP HHioll =

version:

backendName :
storageDriverName:

managementLIF:

svm_

svm

1
ontap-san
san-balanced-placement
10.0.0.1
iscsi

vsadmin

<password>
true

ol NVMeZ} 2 El SYMO| L0{0f SFLICt. NVMe/TCPE ¢

1
NVMeBackend
ontap-san
10.0.0.1
nvme
vsadmin
password
nvme
true

Est scsi o
=0l FC7t 4 El SVMO| U0{0of gtL|Ct T2 FC

1

fcp-backend
ontap-san
10.0.0.1

151510 ONTAPO] A
O|AF H{FO| ZREIL|CL XtM|SH LIE S "ONTAP

rgxigXgkesIpwxyz

S50l thet 0H_'EI71|0|E%
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svm: svm_fc
username: vsadmin
password: password
sanType: fcp
useREST: true

V¥ nameTemplate= AF2%H o= 14 of

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

V formatOptions 0| A|(ontap-san-economy =20 )

version: 1
storageDriverName: ontap-san-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

7te 20| A= HA=9| of

—

rr

o| HE wHollE Ho| mANM= ZE AEZ|X| Z0f CHoll £F 7| 234(0ll: “spaceReserve 813,
“spaceAllocation’false, “encryption‘false)0| &[0 JQELICL 7tat 22 AEE|X| MMoj| M M| ElL|Ct.



Trident= "AH" ZCof| ZZ2H|XY 20|22 MYELICH HH2 FlexVol 250 B™EILICE Trident= Z2H|X' Al
M 20 Qe BE 0|22 AEZ[X| 25O Z SAFELICt OIS o) AEZ|X| Ee|Xt= 7H 2EHZ 0|22
Molstu 20| 2EHE 252 IS 4 JELICL.

0| O:HMOHA UE AEZ|X| E2 XA spaceReserve, spaceAllocation ¥ encryption 242 AHESIL, L8
=2 7|24 Mg ct.

V¥ ONTAP SAN 0f

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "40000"

zone: us_east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium
- labels:
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protection: bronze
creditpoints: "5000"
zone: us_east Ic

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN O|Z 0] of

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"

zone: us_east lc



defaults:

spaceAllocation: "true"
encryption: "false"
- labels:

department: legal
creditpoints: "5000"
zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
¥ NVMe/TCP O

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme Svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"
encryption: "false"

Ct2 StorageClass o= 714 0| U= HAlE0| 0| 2 HEYLICH parameters.selector ZEE AFESHY 2t
StorageClass= EE82 TAESH= O| ALY = U= 7t E8 X[HEYLICE O|x| 2E2 MEHE JHat Z0f| HolEl

£42 A gL

* The protection-gold StorageClass= ontap-san HAIE2| & Hf 7tA Z0f| Of T E/L|CEH O] ETH0| =
gl EsE M3 Ch

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: protection-gold

provisioner:
parameters:
selector:

csi.trident.netapp.io

"protection=gold"

fsType: "ext4d"

* The protection-not- gold StorageCIasst ontap-san HHAIEL| = HIY

DHEELICE O] 2S20| 2= & 2[0f THE 2= +F= HSELICh

apiVersion:
kind: StorageClass

metadata:

storage.k8s.io/vl

name: protection-not-gold

provisioner:

parameters:

selector:

csi.trident.netapp.io

"protection!=gold"

fsType: "ext4d"

* The app-mysqgldb StorageClass= ontap-san-economy

HH

A=
mysqldb 3 0HZ2|7|0|Mof Cist AE2|X| 2 1M HFdH= QYUsH ZQILCE,

apiVersion:
kind: StorageClass

metadata:

storage.k8s.io/vl

name: app-mysqgldb

provisioner:

parameters:

selector:
"ext4"

fsType:

csi.trident.netapp.io

"app=mysgldb"

P I o

of

of Ml x| 7t E0f o ELICE o] E2

* The protection-silver-creditpoints-20k StorageClass= ontap-san A =2| &= HI{ 7}A Z0f

OHEEL|Ct o] 22 &

apiVersion:
kind: StorageClass

metadata:

S5 222420000 23X ZAEE HMIst= Lt SULIC.

storage.k8s.io/vl

name: protection-silver-creditpoints-20k

provisioner:

parameters:

selector:

fsType:

* The creditpoints-5k StorageClass= ontap-san SAI=2| M| HIY 7}& Z1} ontap-san-economy

"ext4d"

csi.trident.netapp.io

"protection=silver; creditpoints=20000"
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A= of 1| w7tk E0f o ELICE 5000 2R EAEE MSdh= 22 0| F 7HA[EYLICt.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* The my-test-app-sc StorageClass= testAPP ‘ontap-san'E2t0|H2| 7tA 0] “sanType: nvme' =2
OHZEILICE 0]Z10] RYUBHA| “testApp £ MBS st= SQLILCE.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident= O™ 7h&f Z0| MEHEX| 250 AER|X| RFANL0| EFE|=X| =elgtL|Ct,
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