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kubectl create ns engineering-ns
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kubectl create ns marketing-ns
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apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns
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apiVersion: vl
kind: Secret
metadata:

annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:

- kind: ServiceAccount



name: mkt-user

namespace: marketing-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:



azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:
- get
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apiVersion: rbac.authorization.k8s.io/vl



kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user—-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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kubectl get appvaults -n trident-protect

--as=system:serviceaccount:engineering-ns:eng-user
Ct2a fAFeH £20] EA|ELICH

Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect
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@ * "kube-state-metrics 2A{"

* "Prometheus 2A{"

* "Alertmanager 2A{"
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1. kube-state-metrics Helm XIEE Z=7}gtL|Ct. 0| S Ct2at Z&LIct

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. 23{AE{0f| Prometheus ServiceMonitor CRDS M 2%tL|LC}.

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml
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https://github.com/prometheus/alertmanager

metrics-config.yaml: kube-state-metrics Helm XlE 714

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0
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prometheus.yaml: Prometheus®} kube-state-metrics A{H|A S

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
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alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093
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rules.yaml: 2¢] H1{0| CHS Prometheus 22! X2

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed

expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

Alertmanager?} CIE (22 S22 HUHEE 2Lt

Alertmanager2 714510 0|H|Q!, PagerDuty, Microsoft Teams L= 7|EF 22! MH|AQ Z2 T2 RHZ 22
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LIS Ollxl= Alertmanager?} Slack M2 L& E HLHESE A ELICE O] OIM|E AFEXE 2HE 0| SHA| AFEX}
"ot ™ api url 7|9| 22 AMEX SH0M AHE3H= Slack BZ URLE HHRHAIL.
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alertmanager.yaml: Slack M22 22 &

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’

send resolved: false
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apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. trident-protect-support-bundle.yaml It20| SHIZ ZI2 2ot T CRS M EsIMAIL.

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

CLIZ 8501 X|2 HE 444
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1. Agl $E 2 GuoiafBl 2 olol S MK 2 HWR HAUNL. trigger-type 2 WSOl A
MME=X| ORLIT GOl AIZH| MMEIEXIS MO, Manual EE Scheduled Y 4 UBLICH

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect
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1. status.generationState 0| (7}) “Completed MEHO| =EE Wi7}X| 7|CHRILICE CHS HES AFE5H]
MM RIS AFSHS DL|E{aISH & QJAL|C}

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. x|
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22U ANAHOZ I ZLICH 2tFZ =l AutoSupport HEO|AM SA HHS 714 ZL|Ct

kubectl describe autosupportbundle trident-protect-support-bundle -n
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trident-protect
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£0|1 26.06 HMCE 20| =EstH = B2

2CtA|: Trident Protect & 12{|0| =
Trident ProtectE 1 12{|0|=6t2{™ CIS HHAE ST AIL.

CHA|
1. Trident Helm 2|ZX|E2|E OH|O|EEIL|CE.

helm repo update

2. Trident Protect CRDZ ¢ 12{|0|=¢tL|C}.
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@ 25.06 O|™ H{X A HI2|0|EdH= AR 0| BtA|7t T RBHL|CH CRDZ} O|X| Trident Protect
Helm XtEOf| ZBtE|0f U7| W2 LICE.

a. “trident-protect-crds’ 0| A “trident-protect 2 CRD Zt2|E M&tstz{H CH2 @HS AlslistL|Ct.

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |

xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

OH
o

g2 2L

gjo
o

b. trident-protect-crds XtEL2| Helm A|FSIE AfX|st2{™ Ct

@ HelmEZ A2t trident-protect-crds ALEE N|7{StX| Ot&A|L. O] A| SHH CRD
2 2 OB 7t 2= AH[E & JASLICE

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. Trident Protect & 12|0|=:

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2606.0 --namespace trident-protect

“--set logLevel=debug'2 ¥ 12|0|= HHO| =75l F2|0|E & =22 +F2 4L &+
20 $F HZEO|LL

@ USLICE 7|12 2 &2 "'warn' QL|C} C|H O 222 NetApp X[ EIO

I
= e glo] EXIE TEshs ol =20| =22 2| sHZES flol AEE LT
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