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sudo yum install -y nfs-utils
Ubuntu

sudo apt-get install -y nfs-common
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sudo sed -i 's/”"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf
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rpm —-gq iscsi-initiator-utils

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
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sudo mpathconf --enable --with multipathd y --find multipaths n
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sudo systemctl enable --now iscsid multipathd

sudo systemctl enable --now iscsi
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sudo tee /etc/multipath.conf <<-EOF
defaults {
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}
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sudo systemctl enable --now multipath-tools.service
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sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi
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helm install trident trident-operator-100.2606.0.tgz --set
iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6mOs -n
trident

tridentctl
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tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident
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sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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sudo mpathconf --enable --with multipathd y --find multipaths n

(:) /etc/multipath.conf 0l *find multipaths no 0| (7l) “defaults Of2Ho]|
T A=A] 2RIBHYA 2.

3. “multipathd 0| (7+) A% FQIX| SIstHAL.
sudo systemctl enable --now multipathd

Ubuntu
1. C}S AlA" IHF|X|E MA|SHUAL.

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools

2. Ct5 32 X|H

1

dat:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ /etc/multipath.conf O “find multipaths no Ol (7}) “defaults Of2H0]|
ZOE|0] J=X| ZRlotHA2,

3. "multipath-tools’0|(7}) &30 A& FIX| ZelsHYA|2.

sudo systemctl status multipath-tools
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* Active Directory AtZ ZHO| ZetEl Trident H|2 7|7t St O| & HegtL|Ct H|E 7|18 M-d5EH smbcreds:

= OO

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ M EI CS| ZEA|QLICE “csi-proxy’ & TA5H2{™H Windows0l| Al A E|= Kubernetes
= E0]| CH8t "GitHub: CSI ZEA|" EE= "GitHub: Windows& CSI ZEA|"E XA 2.

|

1. 2O8|0|A ONTAPS| A2 MEHMOZ SMB 292 MAMSIALL Trident?} CHAl MASH = 4 )JUSL|CEH

AN

(i) Amazon FSx for ONTAPOI= SMB 397t BRLIC

SMB Z2|Xt SR]E "Microsoft Management Console" 3/ 20 AHCIS ALE38t7{LE ONTAP CLIE AM2dt=
T HHOoZ MMS 4 UESLICE ONTAP CLIE AH23H0] SM -3— £ dyst{H O3S AL

o= T od

a. Rt Z? /ol cict ClEEzZ| E2 128 YE5HAIL.

‘vserver cifs share create’ HH

o
stolgtL|Ct, X|HEl HEIt EXSHK| AOH
b. XM=l SVMI} HZEl SMB 2RE MAMSHL|C.

vserver cifs share create -vserver vserver name —-share—-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C.

Ok

Rt MEEIRAE=X] el

vserver cifs share show -share-name share name


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

(D xhIst i8S 'SVB 27 44'8 XA,
Al

2. Wil = E MMet i SMB 252 X|Ast2{H CH22 2 A6H0fF BHL|CH 2 E FSx for ONTAP BHAlE 1M S Mo
CHSE XEM|St LH2 2 "FSx for ONTAP 7+A S 8l 0|"E £ ZESHMA| 2.
Oj7HEH =~ =l ol
smbShare CtS & StLHE X" &~ JELICE Microsoft smb-share
Management Console == ONTAP CLIZ A23}0
MMst SMB 372 0|5, Trldent7f SMB 3R E
MES UL E §618%H= 01§, E= =50 Ut S5
S AMAES UX[SI2H 07 HLEE H| =
USLICE O] o7 Ha-= 2I2|0|A ONTAPS| E2
MEH AP IL|CE. O] Oi7 ¥ 4~= Amazon FSx for
ONTAP HHoll=of ZQstH H|R & 5= SA&LICE.
nasType **smb’2 GFHOF ELICH* nullel B 7|22 smb
‘nfs’ L C.
securityStyle M =&0| ciet 2ot AELURILICE SMB =82 29  ntfs £E= mixed SMB
ntfs FF= “mixed E AAsl0fF EL|C} =59 75' —
unixPermissions M E8 REQIL|CH SMB 2E&2| 2% H|¥ F0{0} "
grL|Ct.
H = Al O] 1
ol 2 gl Bl

Trident BiQl = 1A

0z

HHAIE = Trident2t AEE[X| A AR 7k 2HAIE FoletL|Ct. &Y Trident7t Sii2f AE2|X]|

=
A 2B S M= WL Trident?t SiE AEE[X] A ARI0)|A EE% L2H|XMdst= HEHS
ZHELIC

Tridents AE2|X| SafA0| Holsl @7 Abstat Ux|sts WAS oM AE2|X| B AHSOR HBBLICH AE2[X|
AAEIO| Holl o 2 7 A3Hs U S LOPEAAIQ

* "Azure NetApp Files Hll= 14"

* "Google Cloud NetApp Volumes B2l = 14"

* "NetApp HCI E= SolidFire B{AlE 14"

* "ONTAP EE= Cloud Volumes ONTAP NAS S20|HZ toll= 714"
* "ONTAP EE= Cloud Volumes ONTAP SAN =20|HZ sl 714"
* "Amazon FSx for NetApp ONTAP2} 74| Trident AtE"

Azure NetApp Files

Azure NetApp Files B{l= 714

Azure NetApp FilesE Trident2| BAIEZ ALZSIL|CE O] BHAIEE= NFS 3! SMB 2&2
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
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https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html

X|BL|CE. Trident= Azure Kubernetes Service(AKS) 22{AE{0f| CH$H 22| ID &l Y2
IDE X[ LCt.

X|2El= Azure 22IRE &
Trident= CHSt Azure 22t E 280 A Azure NetApp Files B{AIEE X[ BfL|CL,
X|¥E= Azure 2RI EE CHS 1 Z&LICH

* Azure Commercial
» Azure Government(Azure Government/MAG)

* Azure China

TridentS B ZZSt7Lt Azure NetApp Files B{AIE S 3148t ] Azure Resource Manager % 215 A= X QIE T}
Azure 22tRE 2tZ 1t AX|SH=X| EHRISHYAIL.

Azure NetApp Files E210|H X|2l ZE
Trident= CH23F 22 Azure NetApp Files 2E2|X| E2I0|HE |2 gfL|Ct.

X|elEl= AN A BEO|= ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(RWX) &
ReadWriteOncePod(RWOP)7t EEHEIL|CY,

=atol Z2EZ  volumeMod X|2IE|= HHA = RIIE| = T A A
e

azure-netapp-files NFSSMB  m A|AEH  RWO, ROX, RWX, RWOP nfs, smb

HE Al 13 Arg

i

* Azure NetApp Files= 50GIBELt 22 S &2 X|¥6HX| RFELICE O &2 S ES 2X6IH Trident= 50GiB
SES Mt

ood
* Trident= Windows ‘= E0|A M3 E|= Pod0l| OF2EE SMB 2&0F X[ LICt
* H|AAE Azure 2220l Azure NetApp FilesS i Z3|2{H 222 =¥ Azure Resource Manager X 915
ANEZQIET} LRSI TridentQ ZE BHIE LA 0| Azure 22IRE SHA0|| Mgt AISHQIES AIRSH=
2RI A2,

AKSOl| Z2|3 ID AtE

Trident= AKS S2{AE{0f| Tt "2t2| ID"E X[ LTt

‘tridentctl S AMESIH Azure NetApp Files HAEE MMSILL #2|stes EL SHIE
Azure SEIRE 2HZ0| Cisf FHE0] J}=X| RlstHA L.

el IDE A8t 30| 2L Tt

* AKSE ArE3t0] B EZ El Kubernetes 22 AE

* AKS Kubernetes 22{AE 0| 24 E 22| ID
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https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

* cloudProvider 0| (7}) “"Azure™(Q)=E MM El MEHZE TridentZ7t A K| =R SLICt

Trident & X}

‘tridentorchestrator cr.yaml 2 HESD “cloudProvider'E "Azure"'E
2558 .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm

CHE Ol Al TridentE AX[5t1 2HF M= “cloudProvider & AFE30 "$CP'E AEHLICE:

helm install trident trident-operator-100.2606.0.tgz --create-namespace
--namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

Ct2 OflMl= TridentE X8t cloud-provider SIS “Azure’ 2 ™ EILICE:

tridentctl install --cloud-provider="Azure" -n trident

AKSO| QI3 ZE ID AF2

QI ZE IDE AI23HH Kubernetes Pod7t YIZE IDE QUS810] Azure E|AA0| HMAEH 4 QALICEH

=

‘tridentctl S AFESIH Azure NethApp Files H{AUIEE MMSIHLL Zt2[5t= F
Azure 2EPRE SHFHO| CHs FHE| JU=X] HQISHHA L.

=Hf

40
Il

I 2 IDE AHESHEH TH30| 2Lt

* AKSE A28t i E =l Kubernetes S2{AE
* AKS Kubernetes 22{AE0|| M E /I ZE ID Y oidc-issuer

* Trident cloudProvider "Azure" ‘cloudldentity 3 2E ID g2 MHSI0] MX[=|ASLICE.
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Trident 2 X}

‘tridentorchestrator cr.yaml & HESL “cloudProvider'E "Azure"'Z
MHSIMR. “cloudIdentity'® ‘azure.workload.identity/client-id:

XXXXXXKXK—KXXXKX—XKXXK—XXKXX—XXXKXXXKXXKXKX = AE*EI-(I)-l'k”R .

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX—XXXXXXXxxXxx'" # Edit

Helm
Cf

dlo
riot

A HEE A2510 cloud-provider(CP) 2 cloud-identity(Cl) 221 /2 A™sIUAIL.

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX—-XXXX—XXXX—=XXXX—
XXRXXXRXXXRXRXX""

CtS olMl= TridentE A X|5t1 “cloudProvider £ AF26I0] "$CP'E AHE3t1 “cloudldentity' S AFH25H0]
$CI'E AHBLCt:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
CtS 2td H4-E AFE3H0] cloud provider 2! cloud identity 2211 22 AXNSIMAI2.
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX—XXXX—=XXXX—XXXX=
:$:9:9:9:9:9:0:0:0:0. &

CtS OflMl= TridentE A X|5t1 “cloud-provider 2 "$CP" £, “cloud-identity' 2 "$CI'2 M gtL|C}:

tridentctl install --cloud-provider=$CP --cloud-identity="S$CI" -n
trident
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Azure NetApp Files HAE &2 FH|SHH R

Azure NetApp Files HHAIEE 2 HSt7| Mol Chg Q@+ A2 SF60fF 2L|Ct
K== Azure 22HRE &&
Trident= CHESH Azure 222 E 2HE0|| A Azure NetApp Files B{AI=E X|21BfL|CT

X2 El= Azure 22t E= CHS ot 2&LICEH

* Azure Commercial
* Azure Government(Azure Government/MAG)

e Azure China

0=
0x
mn
£Q
rr
A

StAS THIE m Azure 75, ID 74 % Azure NetApp Files 2|2 A7 HESH Azure 222 2HEY
o

NFS % SMB 252| AHH @7 Argt

Azure NetApp FilesE XS ALESIHLE Af 21 X[0[A *fo t= 2 Azure NetApp FilesS X8t NFS 282
N

MMSET| QI8 H 7HX| £7] 20| WRBHLICH CHE8 & ZESHIAIR "Azure: Azure NetApp Files 2% SINFS 25
AH AW
oo .

https://azure.microsoft.com/en-us/products/netapp/["Azure NetApp Files""]
HAIEE Jdstn ALEdI2{H CH30| TRSL|Ct.

* subscriptionID, tenantID, clientID, location X “clientSecret = AKS S2{AE0]f|A]
el IDE AFEE [ MEf AFSFILICE

* tenantID, clientID ¥ “clientSecret = AKS S AE0|M S2IRE IDE AT mff MEH
O ApgriLict.

* H|AAL Azure 222 E0]| Azure NetApp FilesS HiE8t2{H S22 =% Azure Resource
Manager % 915 A= ZOIET} LWQBHL|C Tridentet ZE H—'.*°¢|E 70| Azure 2EIRE 2HF0
Holot AIEXQIEE ALESH=X| 2RlstH A2,
* 82 £. "Microsoft: Azure NetApp FilesE 2 £ MM"Z(8) A XSIMAL.

* Azure NetApp FilesOf| 2IEl MEHIRILICE "Microsoft: Azure NetApp Files0i] 24l 2|2"S(8)
Xt _DEol.AIAIQ

* “subscription|D*Azure NetApp Files7t &43tEl Azure +=0|M 7HH 2 A L|CH

* tenantID, clientID % “clientSecret = Azure NetApp Files A{H|AQ| CH$E S 28 HTH0| U= Azure
Active Directory®| " S="0l|lM 7tX<tof SfLICt H SE2 LIS & StLIE AHE3HOF &HL|Ct,

o AQX}EL 7|0 KF e Azurelf| A O|2| &o|El"

o J= £F0|A "AFE X} X|H Contributor 2 &"(a ssignabIeScopes‘TridentOH Zast Hoto=nt HetE CHS
Hotg 717 LA K™ A ULICE AFEAL K™ I8 MAtt T "Azure ZEHE AFE510] &

vV ALEAFRIE 7|4 Hg
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https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
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https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
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https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
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https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1,
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr

ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio

ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
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"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []

* location ofLt O|AtQ| n2l2l=l MEUINE IstsI= Azure.:.l-lf-l' Trident 22.018E “location
Of7f Ha= sHilE 1 THo| x| M| 0| B HEQILICH 7HA Eof| XI™El /K| 2t2 FA[ELICE.

* "Cloud Identity'E At3I2H, “client ID'E "AFEXT ZE 22| ID"OIM Z7H42tM 3l IDE
“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXxXxX 0| K| HStAA| L.
SMB =E0i CHet =7t 27 AFg
SMB 255 ‘445 H Cj20| HaeL|ct
* Active DirectoryZ & =|0{ Azure NetApp FilesOll HZE[AESLICE "Microsoft: Azure NetApp FilesE Active
Directory HZ 4 5! 22["S(E) BXSHHAI2.

* Linux AEZE2{ =E2 Windows Server 20225 Astist= tLt 0| A2 Windows 7 = EZ M=l Kubernetes
SHAEYLICE Trident= Windows = E0j|A] A8 E[= Podd| OFREEl SMB &0t K|/ gfL|Ct.

=&t

* Azure NetApp Files?} Active Directorydl| 215 &= J == Active Directory At SHO| I HEl Trident =2
StLt of & M-dsf{of efL|Ct HIE 7|E %*ASOPEF” smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows AMH|AZ LM EI CS| TEA|IRLICE, “csi-proxy & TFA5H2{™ WindowsOl| A A&l &|= Kubernetes
L E0f th$t "GitHub: CSI ZEA|" £ "GitHub: Windows& CSI ZEA|"E & T AL,

Azure NetApp Files B = 24 ZM 9l of

Azure NetApp Files@| NFS %! SMB A= 714 FM0f| CHsH YotE2 0 M OfHIE
AHENR.
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Trident= BHAIE M (MEU JHA | E
[e]

Azure NetApp Files B{I == 0|2{st

Oj7HH

version

storageDriverName
backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

cloudConfiguration.cloudNa
me

resourceGroups

netappAccounts

capacityPools

virtualNetwork

subnet

AEZ|X| EBIO|HO| 0|2
AEZ|X| BHAl= o AFZX} X|H 0|5

Azure 52| 715 ID AKS
SAENAM 22| ID7t Zd3tE
A MEH AtSHIL|CE

22RL IDE ME3t= B

AKS Z22{AE0|M 22|" ID E=
SE2 HHE ID= ME| AtEiL|Ct

AKS S AEOM 22[H ID E=
S2IRE IDE A= &
SE0| Z2I0|E |DE MEH
AttILICE,

AKS SE{AE{0A 22 |
S2tRLE IDE ME3t= 8
SEO| S2H0[AUE Y=
ApetiL|ct.

Standard, Premium EE&=

& ottt

M 280| MME Azure 2IX[2]
O|EQIL|Ct AKS S AE{0f|A 22
ID7} ZM3tEl AR MEH ARQIL|CE,

oT "1

A= Azure S2IRE SHES
AlHSHL|CE Azure GovernmentES

ME38H= B AzureGovernment' £

St
ZMsl Bl A A LEjS| 93t
JPSNREIEE

=
i =
NetApp AE =5
AME 2| AAS TESH| 2o 82
=55
IAE HEUIO| Y= Tt HERIZ9
0|

off ?lglel MEUIS ol F

Microsoft.Netapp/volumes

d
M

FAF 1

0ot

"azure-netapp-files"

C2lo|H O|F +"_" + Yol 22Xt

UEE
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networkFeatures 2 20| CHt VNet 7|§ KIot2 Basic
L= "Standard' ¥ 4= UYELICE
|-1|E 3 7|52 ZE XH0M AR

1o F=0i|A 2tMatslor e

—rE UELICt 7|s0| gdztE X
or2 AEHOI| A “networkFeatures S
(B) XIYstH 28 T2H| 0|
ATyt

nfsMountOptions NFS Of2E 2ME NUSHA ME  "nfsvers=3"
4 Q&LICH SMB 280l ME5(X|
4ELICH NFS HH 4.12 AHESIH
=ES IIRESHHH &l E2 &2
OL2E 88 S50 ‘nfsvers=4'&
TSI NFS v4.12 MEHSHL|CY,
AEZ[X| E2A Holo MY E OIRE
M2 e -0 MM E OIRE
=MS MY oghLCt.

limitVolumeSize QH™E =2E I7|7}t o] gL IH " IEHeR HELX| %)
T =H| XN Jol| Zmjgti|ct.

debugTraceFlags 2H oiZ Al A RS CHO null
SeHULICE Ol \ {"api":
false, "method": true,
"discovery": true}. =X si&
SO|AHLE XiMlet 23 "ot Hest
Z7t OtL|™ AFESHA| DR AI2.

nasType NFS EE= SMB =& M2 nfs
PMBLICEH SME nfs, smb &
nullL|Ct null2 MA™stH
72X O 2 NFS 2&0| AFEEIL|C.

supportedTopologies O| HHAI=Of| A X|RSt= XY 9 A

E e
ZEZ LIEFLICH XtASH LHE2
"CSI E£§X| Al_Q_IIO( )
AXRSHAA L.
gosType QoS RYU(KIs E= +5)2 NS
LIEFHL|CH
maxThroughput x| 518 M2|ZF2 MiB/sec tHRI[2 4 MiB/sec
A-iI-IoI-L_l[_l- = QoS 2 _Q_E_I: %OHHDI'
X[ EL|Ct,
@ HE3 7|S0ll cHgt XbM|TE LHE2 "Azure NetApp Files =0 Ciet HERIF 7|5 FL4"S(E)
EXSIAAIL
Azure 22}2.C 217 1124(26.06)
26.06 ZE|AEE Trident= 042] Azure 22t2E 20X Azure NetApp Files HiAIEE MMstT 2t2|st= A

K| &gt
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Xkl = Azure 22 E = CHSaF Z&LICH

* Azure Commercial
* Azure Government(Azure Government/MAG)

* Azure China

TridentS HYZS}HLt Azure NetApp Files 2l

CE MM i Azure Resource Manager & Q15 AEZXIET}
Azure 22tRE 21t YX|SH=X] 2USHUA . AEZQAETL UKX|SHK| RO™ tridentctl AUSE 5 SOMH
sHolE Aol MojghL|Ct.
Azure Government H{AIE Q| A HAIE L H0j| A “cloudConfiguration.cloudName'2(E) A& gfL|C}:

cloudConfiguration:

cloudName: AzureGovernment

PVCE 4d< mf "No capacity pools found" 277t &dlidt= 22, ¥ S50 Hot Aot A 2[AA MBI JHA

ol

HIERZ, 8 )7t A2E0 UX| g2 7t580] EELIC Tl E':7f 2 M3tEl Z L2, Tridents WAIE MM A|
AME Azure 2| AAE 20| 7|SSLICH HETH HL0| ALZE[1 U=X] 2RISHA|

‘resourceGroups’, ‘netappAccounts', ‘capacityPools', ‘virtualNetwork' %

‘subnet 2| 2 HHE O|F L= FitetE O|FS MESH XEY = UASFLICH. ©HE 0|§2
St 0|2 71T ofF 2|20 UK £ ACD=Z WREEQ F? Fietel 01§32 MEdt:s

@ vNetO| Azure NetApp Files(ANF) AE2|X| A ™1t CI2 2|AA 1O
resourceGroups S5 7AY M 7tA HEY 39| 2|aA OFS XIFELC

resourceGroups ', netappAccounts’ %W ‘capacityPools®

HA
HgS o 2E2X| WAEHM AE 7hst 2222 Fetst= EEO|H, o ZCZE XHY
= AFLICH. HstEl o|E2 Ch2 dAlg WELIL.

o 1=

2 &4
2| AA TS <resource group>

NetApp AH <resource group>/<netapp account>

22 = <resource group>/<netapp account>/<capacity pool>
JHE HER/A <resource group>/<virtual network>

NIEE <resource group>/<virtual network>/<subnet>
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T ool E4 MMof|M CHg SME XIH5I0 7|2 28 T2H| MY S Mg = JASLICH XMt LIE2 oA
TEHE(E) HZSHIAR
OH7HEH = A% 7|2k
exportRule M 220 cist LHELH 7| F&llL|ct,  "0.0.0.0/0"
“exportRule’= CIDR E7|HO 2
IPv4 A EE [Pvd HELIS 2EE
2%t Z£0|0{of gfL|Ct. SMB
250z HEXX| $5LICt.
snapshotDir .snapshot CIAEZ[0f CHot HM|A  true, false (BAHQE HH).
size ME89| 7|18 37| "100G"
unixPermissions M =& 2| Unix #oH@8%I 4Xt2)). " (0]2[|=27] 7|S0|H, 715 Al
SMB E&0l= MEE|X| gf&LICE Sl0|EZ|AE SE0| HRElL|Ct)
oAl 74
CH2 A S2 tREE I/ HSE 7| 22422 RASt= 7|2 F8E B0 ELC). 0[Z0] WA EE Holst= 71 =2

YEYLICH

v A4 7N
Ol= %|ABHo| gHollc L MRIL|Ct O] M S AFRSHH Trident= A Zl 2| X|0f| A Azure NetApp FilesOll ¢ =l
DE NetApp AlE, 8 E 9 NEUIS AMStD T Ext A EUl & StLtof| M 2E2 FEH9| 2 B K| &Lt
nasType 0| MEIE|QIOOZ 'nfs 7|2Z10] HEE|0 HASO|AM NFS 252 T2 H|XN 'Lt

O] 42 Azure NetApp FilesE XS A6t 7|2 EHIAEY mf O|4XO|X|2t, AMXE= T2H|X 5= S50
CHot =7t He| X|Ho| Heg AYUL|Ct.

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91le5713aa
clientSecret: SECRET

location: eastus

v AKSE 22| ID

O| = R MHOA= 22| IDE A2 mf MEH A2l subscriptionID, tenantID, clientID %
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‘clientSecret’ 7t MEFE| A ELICH

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:

name: backend-tbc-anf-1

namespace: trident

spec:

version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

Vv AKSE Zz2tC

O HHllE M2 Z2tRE IDE AF2E il MEH ALl tenantID, clientID U “clientSecret' S AMZFStL|CT.

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-anf-1

namespace: trident

spec:

version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451

X[ ofl A

v 8% E ZHE ME%H EH™ MH|A 2ZF AY
O| HHAlE M2 AzureQ| eastus X0 Y= Ultra E Z0| =22 HIXIELICE. Trident= sig
Azure NetApp FilesO| 2=l 2E MEUIS IfEOE 7"*”3|'-T'- OF StLtof| M| 282 Q2 HiX|EL|C.
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

Y ES AHEt Hll= o
A= FH2 =3 QoS 8 E= AHESI0 Azure?| eastus ?IX|0| 2&S HHXIEL|CE.

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"

vV A E 1M
O] HHAllE 2 thed mhAof| oy *EEIII =2 dolgLtt. 0l= M2 CHE MH|A &2 X[A5H= o2 8
Z0| A1 0|2 LrEr e ﬁEEIII EEH £ Kubernetes0i| 4-d35t2{= 0 RELLICL 7t Z 20|22
‘performance’2 7|HIO2 & =2ot= I1‘|| AL E|RELICE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
resourceGroups:

- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:

cloud: azure
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storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application—-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application—-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelLevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application-group-1/netapp-account-1/standard-2

K== EZ=X 4

Trident= 2[X A 7t JHS J|HIOE I ZEE =& Z2H|XY S XY ELICH O] W= 49|
supportedTopologies 252 MAUES 2| 8! A ZEZ KSst= Ol AFEEILICE of7|0f| X[™E 2™ 5
A 22 Z Kubernetes 22{AH 22| 2|0|Z0] = 2™ & I Zhat LX[sHof LI ol2{¢st 2|H 2 L2
AEE[X| AN MBS E = U= 58 2 FTZS LIEFRLICE #Al=of ®SE 2[™ & FHo| e HehS
Tost= AER|X| 22fAL 2R Tridente HZE 2|1 U Lol 2EES YHELICL XtMTH LHER "CSI EEEX]
AE"E(E) BZSHMAIL.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
supportedTopologies:

- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus

topology.kubernetes.io/zone: eastus-2
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CHS storageClass H2l&= 9ol AE2[X| &

parameter.selector ZEE ALETH Of|A] H Q|

‘parameter.selector & AMBSIH Zt “storageClass O O 22 =AESH= O
AMEE= 7Hd 22 XEY + JUFLICH. 282 MES 20| FolE £48 A ot

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze
allowVolumeExpansion: true

SMB =E0il chet Eof of

N N N _ _ _ T _ _ _ =2
nasType ", node-stage-secret-name’ % “node-stage-secret-namespace =
At25tH svp 282 X|™otn RS Active Directory A ZHE HIBE & JUSLICE.



v 7|2 didAmojAgl 7|2 74

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV UHIYATO[AEZ M2 THE AIZE AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v =SB0 OHE A3S ALE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMB Z&8 XI{dt= Z01 gt ZE LT
nasType: nfs EE= nasType: null NFS Z0| CHgH ZHE{QILICH



tridentctl create backend -f <backend-file>

AF20| OtLl Azure 2R EE AF2SH= ER “tridentctl 0| (71) Azure 22t E 0] st Azure Resource
Manager % Q15 AEZQIEE MESITE AHE|0] Y=X| &QUSHMUA|R, HAlE MAH0| MujstH WHllE 1MHS
solstn 235 AESH Q1S MetstA| 2.

tridentctl logs

7N ool 2HE AEotT 8t = create FH S CHA| Mglist & &Lt
Google Cloud NetApp Volumes

Google Cloud NetApp Volumes 74

Google Cloud NetApp VolumesZ Trident2| BHAIEE 71510 Kubernetes I EZER
AEE|X|E TE2H[XEY = JSLCE

e

Trident= NAS(NFS % SMB)2t E&(iSCSI) IZ2E 250 CH3H Google Cloud NetApp VolumesE X| 2/ gfL|Ct.

* NAS ¥ E2E = google-cloud-netapp-volumes HMAEE ALZEIL|C}

* 2E(iSCSI) Y2 EE = google-cloud-netapp-volumes-san HAEE ALESILICE

NAS E2&2 It 7|8t AER|X|E MS3SH NFS EE= SMB ZEEZS ALE5H0] HHAFLI|CE o2t E&E 0

IHE EE oM 3 UMAS KB,

EE EE2 ¥A 8 AEZ|X|E H35H Kubernetes = =0l HZHE iSCSI X2 HMAEL|CE O[24T E&ES
Sc|Z 0|80 E5 +F AN AT Eo L0 AHZELICH

* Trident 26.02 0|4
* Google Kubernetes Engine(GKE) &= Red Hat OpenShift
* Google Cloud NetApp Volumes AEE2|X| &

SE(SCSI) AE2|X|S PABIR{R "S2 AE2[X|(SCS) TAS(S) HESHUAIL.

-4

o =H|

Cloud IDE AF28IH Kubernetes {27t MH XA ZHES AIRet= Al Y2 ZE IDE 2153810 Google Cloud
A O
A

2|AA0] HM| AT 4 USLICEH
Google Cloud NetApp Volumesti|A 22tRE IDE AtE3st2{H Ct30| HReL(Ct.

* Google Kubernetes Engine(GKE)Z AtE35t0] HiE El Kubernetes 22{AE
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* GKE 22 2H0|M YIZ2E ID7F Edote|1 == Z0A HIEHHO|E] M7t &gtz AS LT

* Google Cloud NetApp Volumes 22| Xt & (‘roles/netapp.admin’O| A= Google Cloud AH|A H™ = 0|0
A435h= AFEAH X" IdY

* Trident?} 22tRE 32XE 'GCP' = HFst1 22RE ID F£4

o

B MEf 2 AK|E

Trident 2 X}

Trident 2T{2{|0|E{E AHE3I0| TridentS EX|5t2{H CiSS HAUSHIAIL
tridentorchestrator cr.yaml:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"

cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm

HelmS AFE3H0 TridentE X[ W 22tRE SRt 222 IDE 2T5HHAL.

helm install trident trident-operator-100.6.0.tgz \
--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sal@mygcpproject.iam.gserviceaccount.com"

tridentctl
S2tRE 32Xt 222 E IDE X[HSIHH TridentE MX|SHAL.

tridentctl install \
--cloud-provider=GCP \

--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident

NAS AEZ|X| 4

@ Google Cloud NetApp Volumes UNIFIED AEZ2|X| 2| Z2, Trident= 2& & £0i| UNIFIED
M2 Hd gl 4= 38 M8 |C}
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Z5S ¥= W Trident= 02 28t 7tstt & OIF HY(0: t0|Z 3 2E QA4S G510 7127 2 HA
A A SEA

= =
ME[EE ddAZ = ASLICH

Satolt] M5 B

Trident= google-cloud-netapp-volumes Google Cloud NetApp VolumesO|A| NAS AEE|X|E
O 2H|X'dt= E2I0|HE HSELICh

C2io|H= T2t 22 MM A ZES X[ T}

* ReadWriteOnce(RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod(RWOP)

E2}o[H DZESR volumeMod X|RE|= ANA RE K| 2lEl= mhd A|AH
e
google-cloud- NFS SMB ol A|AE RWO, ROX, RWX, RWOP nfs, smb

netapp-volumes

Trident NAS o= 1M

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
network: "<vpc-network>"

NAS 28 T Z2H|XY

NAS 2&2 google-cloud-netapp-volumes HAEE ALESIH TEH|NHUE|H NFS X SMB ZEEES
K| gL Ct.

NFS =Z&& StorageClass

NFS 282 T2H|NYStH™H nasType "2 (8) 'nfs(2)=E AHESGHUAIL.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true

SMB =& & StorageClass

SMB 282 Z2H|XJ5I2HH nasType 2 () smb(2)E

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-smb
provisioner: csi.trident.netapp.io

parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret—-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim Of| A|(RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim C{|A|(RWO)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS &&= "volumeMode: Filesystem S At28tL|C}.

SAN 3 ZEE 2|5 Google Cloud NetApp Volumes 714

Google Cloud NetApp VolumesOf|A] iSCSI Z=2EZ2 M Sl EE AEZX| 2 &2
O2H|XN'ISIEE TridentE + 8 = USLICH SAN &2 google-cloud-netapp-
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* Trident 26.02 O| &
* Google Kubernetes Engine(GKE) &= Red Hat OpenShift
* Google Cloud NetApp Volumes Flex £¢t AEZ|X| &

* iSCSI 7|8t /I3 2

Flex Unified AEZ|X| Z
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* Flex Unified REGIONAL Z0| X|2IElL|C}.
* Flex Unified ZONAL Z& Trident 26.02.1 2 E{ x| ElL|C}.

* SAN &I Z2E9| A2 Flex AMH|A f|&ot X|A4ElL|CT.

Trident SAN BHQlI= 1.

apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

StorageClass i

SAN HAIEE Mt T google-cloud-netapp-volumes-san EE2I0|HE &
ML CE

=
o
>
[>
1
40
ogt
rlo
T

1l = 7t OFl StorageClassOlAl 2| ElL|CE,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes—-san"
fsType: "ext4d"

allowVolumeExpansion: true

X@El= o AlA- fY:

* ext4 (7|124)

32

Z 6= StorageClassS



* ext3

* xfs

SAN E2}0|H = Flex AH|A 2{|#0F X|&I5HH exportRule, unixPermissions, nasType,
(D) snapsnotpir, ‘nfsMountOptions 2 22 NAS ZH&t IS Oj7fi4-Lt Elo2) 22l s52
AHESHX| gt&LICE

£2 25 z2y/xY

ReadWriteOnce(RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod(RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROXOIM E3| AHEE|:= IHE2 7|& ReadWriteOnce £ SHISt1! SH2S 97| WER2Z ORESH= AY

apiVersion: vl
kind: PersistentVolumeClaim

metadata:



name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv-—-san—-rwo

ReadWriteMany (RWX) — 2IA| 22 M

ReadWriteMany+= “volumeMode: Block 2! Z<0{|2F X| 2 ElL|Ct,

—

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv—-san—-raw—rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san
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* ReadWriteOnce (RWO)
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* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)
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* OfZ2|AH|0|Mof| EA|=|l= A 7tset 37t %2 100 GiB
Pod o

o AAE OI2E S5 =§(RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

2IA| 22 C|HIO|A(RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—-rwx
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storageDriverName

backendName

storagePools

projectNumber

location

apiKey

nfsMountOptions

limitVolumeSize

servicelLevel

labels
network

debugTraceFlags

nasType
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apiVersion: vl
kind:

metadata:

Secret

name:

type:
stringData:

Opaque

backend-tbc-gcnv-secret

<id value> % "<key value>'E MH|A AN XA SHOZ HIRHA|L.
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private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

¥ SMB £ 714

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123456789"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:

40



type: service account

project id: cloud-native-data

client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com

client id: "123456789737813416734"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-

sample%40cloud-native-data.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret

V StoragePools ZEIE AI2%H 724

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-westb6
apiKey:

41



v

42

type: service account

project id: my-gcnv-project

client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com

client id: "103346282737811234567"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%$40my-
gcnv-project.iam.gserviceaccount.com

credentials:
name: backend-tbc-gcnv-secret

T E M

o| eHollE A chl mlof| o] 7He| 7Hak Z2 HO|BtL|Ct 7Hd E2 storage MMO| Ho|ElL|C o2 749
AE2|X| 20| MZ CHE MH|A =FE X|J5t1, 0|2 LEtU= 2 EE[X] Z2AE KubernetesOi| d &5tz =
B0 RELLICL 7t E 0|22 22 F=0ot= Ol AAZELIC HIE S0, of2f HA|M| M= performance
B[0|E1 servicelLevel SYE AIE5I 714 E8 FLESILICT

DE It S0 HE8Y J|2its Mt JHE JH 29| 7|2 MAEY £ JSLICL CHS ool M=
‘snapshotReserve’ 9} ‘exportRule’ 7t 2= 7t 22| 7|27 2= AL ELICE

KtMISt 82 "7teh 25 (8) BESHAIL.

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
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projectNumber: "123455380079"
location: europe-westo6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

vV GKEZ 22I2E ID
GKE Z22I2E IDE A2510] TridentE MX|SIH HAIC = /3 2E |DE QIZ8}1 apikKey S22 MaFotL|CE,
Z2}2E ID= Google Cloud NetApp Volumes E210[H 250 CHs St daloz2 M EL|CH RS
XIO|H2 storageDriverName ZYLICE. NAS(NFS L= SMB) € £0|= "google-cloud-netapp-volumes' &
A3t SAN(ISCSI 22) 2&0l= "google-cloud-netapp-volumes-san'S A2 gfL|CH.

google-cloud-netapp-volumes-san S=2t0|HOf| CHet 22t E ID X[ S fI5i A= Trident
(i)  26.06 040 BRYLICE SAN 282 Flex Unified 2 £2|X| Zo| M T2H|x 5|22
serviceLevel "2 (8) flex(2)E HAHEIHMAIL.

NAS E=2}0|H(<code>google-cloud-netapp-volumes</code>)

apiVersion: trident.netapp.io/vl
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kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"'
network: gcnv-network
location: us-west2
servicelevel: Premium

storagePool: pool-premiuml

SAN E2t0|H{(<code>google-cloud-netapp-volumes-san</code>)

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv-san
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: flex

storagePool: pool-flexl

X== EZEX| 4

Trident= 2[M U 718 JHES 7|HICRE YIEEE =5 TEH|XI S X||LICE O] #Al= 42
supportedTopologies 252 HMAES 2| U A ZE2 MS5t= o AHEELICH of7|of X[™E 2[H 2
A 242 Zt Kubernetes 22{AH 22| 2|0|Z0| Rl 2™ & A Zhat LX|sHof gL|Ct ol2{st 2|H 2 L2
AER[X| SHAN MBS E + U= 8 2 FTES LIEFRLICE #Al=of ®SE 2[™ & JHo| ote| HeS
Zotst= AEE|X| AL 2R Trident= A= E 21 U ol 252 YHLLLICEL XtM|TH LIE 2 "CSI EEEX]
ANE"S(B) BZSHUAIL.

version: 1

storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: asia-eastl

servicelLevel: flex

supportedTopologies:



- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl

topology.kubernetes.io/zone: asia-eastl-b

kubectl create -f <backend-file>

WO 7} HBHOR WNEIYER| HOlot{B TS HBS UGN,

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1£f£f9-0234-477e-88£d-713913294£65

Bound Success

SHll = M Aol AoistH WAllE 2-of 2X|7F U= ARJLICH kubectl get tridentbackendconfig
<backend-name> mé% ALE5te] HAIEE MHSHLL CHS BE S Adsto EOE E1 olg goldd

O ocoo= ===
UAFLICE

tridentctl logs

T4 ool 2HE At Yot < WAEE MRSt MY HHS ChA| A = ASLICH

AER[X]| S2HA YO

Ltz

rlo

?leo| HAEE A xSt= 7|2 StorageClass HIQUL|CE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:

backendType: "google-cloud-netapp-volumes"

* parameter.selector HEE ALE%H O[A| Hef:*
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‘parameter.selector & AMBSIH 2t “storageClass O CHd| E2&S =AEdH= O
AMEE|E xref: {relative path}../trident-concepts/virtual-storage-
pool.html ["7t& Ev 18 XHY £ JUSLIC. EE2 MEiDE Zof| HolEl 542 24
Lk,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:

selector: performance=extreme

backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

AEE|X| SeHA0 CHet XbMISE LHER2 "AE2|X| S A S HELICHE(E) HESHHAIL.
SMB = &0 thet Ho| of

‘nasType, ‘node-stage-secret-name’ % ‘node-stage-secret-namespace '8

M85t svB 282 X|™otn RS Active Directory A ZHEZ HIBE £ JUSLICE.
LC Tt H|Ho= Hoto| JAHLE Q= BE Active Directory AIEXH/YUSE AT
USLICE.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV UHIYATO[AEZ M2 THE AIZE AL

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v =SB0 OHE A3S ALE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb SMB Z2&2 X|&5t= E0i Chet HERIL|CH nasType: nfs B nasType:

null NFS 0 cHst ZE{ LTt

47



PVC 2| o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs-sc

2y

PVC7t HIQIG E[=X| &elsta{H Ct

IJIo
o

ALt

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%a213 100Gi
RWX gcnv-nfs-sc  1m

Google Cloud NetApp VolumesOi| Cist Xts #|Z3t 1A

s AlEste 28 Z2H|XY S0 Trident Y= O§IHEH 42} PersistentVolumeClaim
FMZ ol M ELICE TridentE AH25H0] Google Cloud NetApp Volumesd| CHot XS
AE2AE 8L £+ JUSLICL
He
RS B2 7152 E6 Tridentis HIEH HOIEIS 45 AB0IA 82 ASOE AHEOE 0SAI7= 2ES
olA (@)
=] T

= N A
= OO

OD2H|MEY = AFLICH 0|5 Sl AEZ|X| HIES HUS= SO X+ UM ASH= HO[EQ] d52 RAL £

olAL|C}

A H .

Trident‘— EE MM Aofot XI5 A|lS3 ™S MEILICE Trident 26.060| A= T 2H|Xd & HZHO| X|E|X]|
Lo I:lLl E’l’

g

s A=t

S Alssts Y2 mEo) et 2 H=Tt 2 HO0IHE 45 AZHM EF AE22 O|SAIZLICH Ho|H 0|S2

oI

HIS7|M 22 WHSIH FA| O|FOX[X| giELCt.
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AEst M
AEst M2 =50l sl XtS AIE=E Sd=teX| R E ZELCH

Cte 20| X[EELICE * auto: HAM|A THEOf ot

rlru
o_rﬁ
B
oM
_\O'_I-

243} * none: A= AlE2t HIEget

W2kl TIO|E 20| A|53 iA10] &7| FO| B2 MEi2 RXIE|00F oHe A4 A KWL YU
|5t FHO| “auto' 2 AHE H02t HRELICH

24 oy
TN He
s AZsHe of2] HRoM 2AE 4 JUELICE
c AEE|X| E HO| Z0|N ZRH|XMUE BE 20| ME/L|CH
* 28 HQ| PersistentVolumeClaim FME S| o E20| M EIL|Ct

Trident= 2f 70| Y& 9IX|E J[Ee2 Rzt #4S ZHYLICL

o
g%

-4

rx
H>

2l

SYe HF0| o2 H{0M HolE Z2 Trident= CHE SM&2|E MESLICE

—_

. PersistentVolumeClaim A
. Trident B{AE 74

3. AEEX| E 7|23t

N

M &217t &2 2FO0| o5tel =& US MY AGLIC.

HA

Trident 26.060| A X|¥ == 7S

Trident 26.06= Google Cloud NetApp VolumesOi| CHslf CtS 2t 22 Xts AE53} 7|52 K[t C}.
* 28 I2H|INY & XHE ASe 4H = oA
* Trident B E 2 HO|A H S M Mo

* PVC FAS ALBI0] BB 50t HA U W2t U4 XfFe

* RFS ABBIE BHSHE BB hE W2 Us 7Y

Trident 26.0601| M X| 2 &[X| ¢= 7|s

CHE &2 X EX &Lt

28 44 3 NS ABs 4% 43

* Kubernetes YG|0|EE AIE3IY] 7|ZE 2E2| AEe EM HE

* TridentOfl A 2t2[5H= Z2H|X'd 2 EZ R0M X3 AE=t Y HE
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oIS 74 Of7f 4

Lt O7HH 4= Trident WHIl= 0] FolE W X3 7| B3t SEHS MOt

O 7HEH 2~ s MH
tieringPolicy oL =50 cHet AlBet EM (auto EE= none)
tieringMinimumCoolingDays oLl OIO|E{7} AlZ3tE| 7| Ho| H|ZM L4-(HS:

2-183, 7|22} 31)

PersistentVolumeClaim O{'cE{|0| M & A+t

ot 28 +& ME<

=M A
trident.netapp.io/tieringPolicy E20] CHst E|0f2 MrE xi™ oLt
trident.netapp.io/tieringMinimumCoolingD =E0| Ci$t 22 U4 ZHS - BHL|CH

ays

OlAl: Xt5 AlEs ZH-H |7t ML &l PersistentVolumeClaim

vl
PersistentVolumeClaim

apiVersion:
kind:
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays:

spec:

"45"

accessModes:

ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:

requests:

storage: 500Gi

S A

=
rot

D2H|Xd S&

s ASet &
* Trident= ZZH|X

A &=t HHO| “none’
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& AlE%= NAS EE(NFS % SMB)0f| A2 X| 2 ElL|Ct.
=& S2E(ISCSI)2 X3 AESHE X[ 4sHKA| 45Ut

* Google Cloud NetApp Volumes AE2|X| 22 Google ClouddlA X5 A Z37t &Md3He|0f RL0{OF Lt

7t
HA

N

rio
H

rr

* “tieringMinimumCoolingDays' 2| §& H%l: 2~183
© 7122k 31

Google Cloud NetApp Volumes ONTAP 25 AEZ|X| & 14

Trident 26.06 HM 2 E 7|& ontap-san ¥ ontap-nas HAIEE 7 MG}
NetApp Vqumes(GCNV) ONTAP 2E ﬁiﬂlxl E0| AEE2|X|E TZH|X
0| 7|=sL 7|= 0|2| BE7|2 N|Z=Z!L|C}.

0 Google Cloud
L| St

- 0| 7|52 Trident 26.062| 7|& O|2|27| 7|SILICL 7|& DI2|27]| 7|52 &H 2F SH0M A8
=+ = QELICE 7S, 78 2E 3 XY IHERIAE FA EA(GA) Hof| HEE = ASLCH
SR

Trident= 7|& ontap-san ¥ ontap-nas E2I0|H XIS IHAI23I1 ONTAP REST &S GCNV ZEA|
A= ROIEE Eo) 22 EIELIE O] 24 Sof GONVOIN SAEIE|S ONTAP S2{AE2 Asalz|s

Z2H|X ot 2efol= SAI0 X ONTAP HAZ0| ALESHs 2t SEet 2 A3EEE I%* 2oL

ONTAP EE= MZR AEZ|X| EEIO0|HE TSHX| gS&LICH genv 718 EE& ontap-san = ontap-nas

HHOl S Of| Z7}510] EHOIlSEH 2 SHAB}SH & QJAL| T}

D2H|NE B2& L3125

PersistentVolumeClaim — Trident (ontap-san or ontap-nas) — ONTAP REST 220|HE — GCNV
IEA — GCNV Z2| ONTAP E2{AH

XEEl= Hel 3 X=X b= el
O 7|& O|2|E7| A2 LSS X AELIC.

* E2}0|H: ontap-san(iSCSI) A ontap-nas(NFS &&= SMB).

* D2AS 53 2t0|TALO|S XY Wl x7[e}, 25 44 9l A, 221 ONTAP REST S5.

* OE DY YIRE 1D E(WIP), MH|A AIE 7| 9 02|30 H 7|2 X} SH(ADC) ChH| A,
ChE AFE2 Ol 7| 0|2|27]2] 'H2|0lM X2l ELICt.

* ontap-san-economy, ontap-nas-economy ey ontap-nas-flexgroup C2lo|H.
* ASAr2 HAHZ|E| A2,
* ZAPI CHA| 7|5 QULICH ONTAP 2 =& ONTAP RESTR AFStLICE.

4 Bt
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"4 7Y 24
ONTAP 2= HIES 4517 Toj| LHE AP S 2RISR,

* Trident 26.06 0| & HHH
* A TZHE 51 2|X|0]l GCNV ONTAP 2E AEZ[X| £0| QI0{of ghct,
© AFEXF 2HFof SEA Hel7t XIHE ZEA| Zol CiEt GCP IAM #etiL|Ct.

proxyURL, projectNumber, location % "poollD'E EglSH= WAlE 2 MQIL|CE,
* iSCSI SAN {3 EZER9] 740, SAUZ0| RS E KiSCSI U THE 22 e RS =QISHIA|I . "2 Xt
iEE IHloH_ll:I_uo ) -OLI_ Alg

sol= 2

ATridentBackendConfig & E$LICH “credentials. ONTAP E':°| Z2 olle H|Y J|= GCP ZEA|
A ZHE ERSHH ONTAP managementLIF/ username/ "password = SHEE|X| REL|CH "svm = MEH
AMEULICEH ¥ ZF GCNV ONTAP 2 E Z0i|= 3tLte| SVMO| IO, é',*E* A| Trident= 01X SVME ThEStL|CL

HIO|E[E GCNV2t STt MH|A AN IHE S ALBSHYAIR. F, BIZSHK] 22 BE= genv.apiKey,
private key 3! “private_key_id*0f|, 21Ztst Ié'EE A 33| MESHY AL, "Google Cloud NetApp Volumes 74
OA["S(E) BN 2.

ontap-san 22l =

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-ontap-san
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
backendName: gcnv-ontap-san
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"

svm: "<svm-name>"

ontap-nas o=
apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig
metadata:
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name: gcnv-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: gcnv-ontap-nas
credentials:
name: gcnv-sa-secret
type: secret
gcnv:
proxyURL: "https://netapp.googleapis.com"
projectNumber: "<project-number>"
location: "<region-or-zone>"
poolID: "<pool-id>"
apiKey:
type: service account
project id: "<project-id>"
client email: "<service-account-email>"
client id: "<client-id>"
auth uri: "https://accounts.google.com/o/ocauth2/auth"
token uri: "https://oauth2.googleapis.com/token"
auth provider x509 cert url:
"https://www.googleapis.com/ocauth2/v1l/certs"
client x509 cert url: "<client-x509-cert-url>"

HIE

apiVersion: vl
kind: Secret
metadata:
name: gcnv-sa-secret
namespace: trident
type: Opaque
stringData:
private key id: "<private-key-id>"
private key: |

‘TridentBackendConfig' AlY0| ‘“private key' HE&
- ‘private key id & X OM4AIR. crDOM O|E ARHLICL. =25
| |

AEEX0ls SY€St genv: W XHH BH IEHE JHE Contap-san®

o

53



54

svm: "<svm-name>"

== Authentication
Trident resolves credentials for proxy access in the following order:

Workload Identity Pool (WIP)
Service account key
Application Default Credentials (ADC)

For this Tech Preview, use the following practices:

* Prefer Workload Identity Pool where it is available.

* Do not embed raw private keys in version-controlled backend files. Store
credentials in a Kubernetes secret.

* Apply least-privilege IAM scoping to the service account.

== Validation and initialization behavior

Trident validates an ONTAP-mode backend during initialization and fails
fast rather than partially initializing.

Backend initialization fails if a required “gcnv' field is missing, the
driver is unsupported for ONTAP-mode, or credential resolution fails.

== Known limitations

* This feature is a Tech Preview. Behavior and the supported matrix can
change before GA.

* ZAPI fallback is not used in ONTAP-mode.

* Protocol and node-readiness requirements still apply. For example, iSCSI
workflows require the node-side prerequisites described in

xref:{relative path}../trident-use/worker-node-prep.html[Prepare the
worker node].

* Existing ONTAP and GCNV environment constraints still apply.

== Upgrade and compatibility
ONTAP-mode is opt-in per backend through the “gcnv' configuration block:

* Existing non-GCNV ONTAP backends are unaffected.
* Mixed deployments that combine direct ONTAP backends and ONTAP-mode



proxy backends are supported through backend-level configuration. Each
backend is configured independently.

* To stop using ONTAP-mode, remove or replace the affected backends. No
global switch is required.

== What's next?

Apply secret before TBC; use " kubectl apply and "-n trident  to match
examples.

0x

NetApp HCI EE= SolidFire B{l= 3
Trident &X| 2t Z0{ X Element HAIES ‘Mot AE5H= LHE LOIEMUAL.

Element E2{0|H H&2 HE

Trident= solidfire-san AEZ|X| EEIO|HE H| 2510 22| AEQt SAEILICH X|E|= HMA ZEE
ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(RWX), ReadWriteOncePod(RWOP)!L|C}.

—

‘solidfire-san® AEZ[X| EEIO|H= file WU block =E ZEEE XIHYLICEH.
‘Filesystem' volumeModel| AR Tridents =82 M4StD DY AAHIS MMTLICE
o A|AH RAHS StorageClassoﬂ olslf X|HELICE.

=zto|H TZES VolumeMode Xl = HMA BE  XRJE= THY A|AH
solidfire-san iSCSI =25 RWO, ROX, RWX,  mtel A|AEIO|
RWOP ASLICH A =28
EHK|L|CE.
solidfire-san iISCSI opel A|AE RWO, RWOP xfs, ext3, ext4

AlZst7| o
Element HAEE H-&5t7| FHof| THS Aleto] 2L},

* Element 2ZE90{ S M= XA E[= 2E2[X] A[AH]L
=

i

=
c &
I

[}

2|e &= U= NetApp HCI/SolidFire 23 AE 2E2|Xt EE= HHE ALK XtE SHYULICE
L

g2
E Kubernetes ¥7 =E0|= XA SCSI =77 AX|E|0f QLo{oF BHL|Ct, "ZF Xt
TSIAAIQ.

| HE"S(E)

sols 4 SHES Ot EES HESHINL
OH7HEH = AH 7|2k
version SHAF 1
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OH7HEH 5~ Ad 7|22k
storageDriverName AEE[X| E2I0|H 2| 0| gt "solidfire-san”
backendName AEXFX|H 0|2 £ AE2X| "solidfire_" + AE2|X|(iISCSI) IP
HHOJ| = A
= _— T
Endpoint H'HE Xt4 3F0| U= SolidFire
2 AE2 MVIP
SVIP AEZ|X|(ISCSI) IP T4 W XE
labels =SB0 MY ol JSON &4 "
20| MERIL|CE
TenantName ALY HHE 0| (X2 5 8= 8%
MM E)
InitiatorIFace iSCSI EZjzl2 EX SAE "default"
QIEHO|AZ H|StefL|Ct
UseCHAP iSCSI Q/50|= CHAPE AMEELLICE true
Trident= CHAPE ArEgtL|CE,
AccessGroups ANES HMA IEIDESE "Trident"2t= 0|E2| AMA O F
IDE &&LICt.
Types QoS At
limitVolumeSize QNE 28 37|17t 0| gECtAH " (7|RHOZ MEE|X| %)
T =H[X'Jol| AofgfL(Ct
debugTraceFlags SX oiZE Al AI2E OO null
Ze2ULICL o|E E0, {"api"false,
"method":true}
=il ‘debugTraceFlags &M 8§12 S0[7Lt AtMgt 210 HEJL RSt 2271 OtL|H AFESHK| O A2,

GIAl 1: M| 7tX| 28 FY2 ME5I= solidfire-san E20[HQ| BHAAlE 1M

O] OflMl= CHAP 152 AtEot= HllE M S HOFH, £ QoS = HEH M 71X 28 RES
DAL QHHORE 1ops AEE|X| S A f7HHSE ALY 0|22 2t 28 REE ME8E 2E2|X
S AE FolotA ELiot.

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true

Types:
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- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

O|H| 2: 7t 22 AI23H= solidfire-san S2I0|H{Q| o= Ol AEE|X| SHA M

-

O OilAl= 7t Z1t ollE 7He E2 T X 0= StorageClassesZ 7 HAIE Fo| mpUS HO{FLICH.

Trident= Z2H|XM'd Al AE2|X| 20| A= 0|2 S WAL AEE[X| LUNZ SAEILICH MOIE 9Io) AE2|X]
HE|Xt= Tty 2EZ 20|22 Yot 0|SEE =2ES IEY £+ ASLHICL

Otz ME Hll= Fo| MM = ZE AER[X| 20 tisl §F 7|2240] 2€FE|0] ALH, O|= type & SilverZ
HHELICH. 7Y E2 storage MMM FOIELICE O] Of0ilM LR AEE[X| 22 XM RS BHSL LR
=2 ?lol 2EE =S MYt

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
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Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1lc
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

CI= StorageClass M2|= 2|2 7t &2 HXYLICE parameters.selector HEE AMESIH 2t
StorageClass= EE2 TAHSH= O ALY £ e 7t E2 NP LICH S&2 MEE J7Hd S0 HolEl $M42

2| ELc

X HMf StorageClass( solidfire-gold-four'= & Hmj 7t Z0i| 0fZ EL|C} 0] Z2 Gold "Volume Type QoS 2|
Gold ¥s52 H3st= St EQIL|Ct. OHX|2} StorageClass( solidfire-silver = Silver 858 M&st= ZE
AEE|X| £ X|FELICL Trident= O 7H £0| ME{EIX| 2SI AEZ|X| R PAMEO| SZE|EE HXPILICEH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: extd
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

performance=silver; cost=3

fsType: ext4d

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

performance=bronze; cost=2

fsType: ext4d

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

performance=silver; cost=1

fsType: ext4d

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

performance=silver

fsType: ext4d

KpMlet HE A7)

‘2B M2 2E
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ONTAP SAN =2}0|H

ONTAP SAN E210|H 7R

ONTAP &! Cloud Volumes ONTAP SAN EZ{0|HE AtE23t0{ ONTAP HHIAIEE L M5t=
HHEHOf| CHoH LOHEMA|L.

ONTAP SAN =210|H ME HE

Trident= ONTAP 2 AE|QL S4I517| 2l Ct22t Z2 SAN AE2|X| E2I0|HE MSELICH X ¥ == HHA
2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(RWX), ReadWriteOncePod

(RWOP)IL|LCt,

Ez2olH

ontap-san

ontap-san

ontap-san

ontap-san

ontap-san-economy

ontap-san-economy

* ‘ontap-san-economy X|&X Z2& A& 7t "X| 2 E[= ONTAP 2 & H[eH'HLI =8 A2
o2t AFESHY AR,

o
o
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iISCSI SCSI
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iISCSI SCSI

NVMe/TCP

NVMe/TCP
EEES
PV

NVMe/TCP

NVMe/TCP
of chet %7}
nE PV
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volumeMod X|2&|= HHA DE

o

o A|AE
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I

o AlAE

RWO, ROX, RWX, RWOP

RWO, RWOP

ROX % RWX&
Filesystem 28 ZE=0i[A
AHEe =+ gl

RWO, ROX, RWX, RWOP
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Filesystem 2& ZE0A
Abge 2 gl&LCh

RWO, ROX, RWX, RWOP
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Filesystem 2& 2 =0 A
ArEe = &Lt
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==

AHE
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oY A AEL S, BAl
C|HFO| A

]l

xfs, ext3, ext4d
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Ao= O|ME|D “ontap-san-economy EEIO|HE ALY £ gl= A0 AFRSHAA L.
* HO|E B3, 13l 5+ £= 0|sH0| Y A= o|ME= 82

economy’ AHESHX| OFYA| L,
* NetApp2 ontap-san2 H|2|8t &= ONTAP E2t0|H0|A Flexvol XH& S& 2 ALESHX| Y=

WS HYYLICL 312 U2 Trident= AR 0|2 7|53 X8I, 0]0f| 2} Flexvol 252
ShEgfLct.

0= “ontap-nas-

AEXL Het

Trident= YYMO 2 admin EHAE ALK EE= vsadmin SVM AFEXL EE= S Heg 7HEI CHE o|E°|
AHXHE AFESH] ONTAP K& SVM #E|Xt2 *'°”E|010F 2tLICE. Amazon FSx for NetApp ONTAP HHZ 2| A
Trident= 22{AE fsxadmin AHEAF EE= vsadmin SVM AFEXL, E= SYSH A S JHE CHE 0|E9) A|-RI}E
AF2310] ONTAP = SVM 22| Xt2 MM E|0{0F BHLICH fsxadmin AFEXFE B2{AH 22|Xt ALEXIE HstE o=
CHA[ELICE.

limitAggregateUsage OH7HHFE ALESH= 7045,’- ElE1J\E-| 22| X} Hsto| = QShL|C} TridentSZf
2l Amazon FSx for NetApp ONTAPE At85t= B2 limitAggregateUsage Of7HH=
vsadmin ¥ fsxadmin AF2Xl A|HO|M ZHSSHX| QELICEH O] Of7HHAE X|™SHH 1A ZH10|
gt

g2 Wgots Ax 7hsSotA|T HEBHK

—

8= 0|Z 12480 5t7| WiZof ¥a2|0[=7t

ONTAP LHOl| A Trident E2}0|H 7} AT 4 Q= L H|eHE QI
rELICt CHE 29| MZ2 Trident ZE|A0ME FILAPIE S &
o{Z 0 97} urASEY| A& LT
NVMe/TCPOI| Ciot =7 e Apgt
Trident= ontap-san E2I0|HE AIESHH LSS ZX&tet NVMe(Non-Volatile Memory Express) ZEEZS S
X[&gfL|ct.

* IPv6

* NVMe 29| AHA YU ZE

* NVMe 25 37| =3

* Trident 2|5 0|A MMEl NVMe S 78 2tA TridentOl| M £H F7|E 22| £ U2 ST}
* NVMe HIO|E|[E C}E Z&2

* K8s EO| MAI EF F= HIEA Z2(24.06)
Trident= CHS S X|&SHK| 4&LICE

* NVMeO|M 7|2X O Z X|&l5t= DH-HMAC-CHAP
* 2 K| oiH(DM) CtE B2
* LUKS &35t

P | NVMe= ONTAP REST APIO| A2t X| 21 =|H ONTAPI(ZAPIOIM & X[ E|X| t&L|CE
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ONTAP SAN E2I0|HE AE5I0] HAEE e FH|E YAl

Q
ONTAP SAN EZI0|HHE AtE25I0{ ONTAP BHAI=EE 1 MSHY| 2ot @7 Atgt &l ol
O|8H8IAIA|2.

ol

%%A

—

o

QF Atg
D E ONTAP #fal= 9| AL TridentS AE3t2A™ SVMO|| StLt 0] AF9] O 12| AH|0|EE EHEtslof BiL|CE.
"ASA 2 M ARI"Z2(E) AEE|X| AIZ 7ol LA0A CHE ONTAP A|ARI(ASA, AFF, FAS)1t

Sl CHELICH ASAr2 A|AHIO| M= O 22 A|0|E CHil AE2|X]| 7tEd FHE ArERILICH ASA T2
A AEI0 A SVMO]| O 22[AI0|EE eEdt= YRof Chist "0|Z1" 7|& Xtz EME HESHIAIL.

og{ E2tO|HE Adlie & U1, EX EBIO|HE 712|7|= AEE[X| 22HAE HHY =& UCH= S 7|5 L.
o|E =01, san- dev_ |‘ |HHE ALE6H= ontap-san 221A%F san-default E2I0|HE ALESH= ontap-
san-economy =EiAE FAE 4 QELICEH

2 E Kubernetes ¥ = E0f|= XH$HSCSI T77F AX| =0 QLo{of THL|Ct XIM|SH LI "XIiA = EE

FH|IRLICME(E) ’é.*_’EOPQMIQ.

ONTAP A ES QISetLCt
Trident= ONTAP HAI=E Q153t= F 7HX| REE MSELICt

* X427 39 7|8k Wt AS 1T ONTAP ALEXIe] AEX} 0|53 &
HESH7| I8 admin B ‘vsadmin'@F 20| 0|2 Meo|E Eot =270l

* 2ASM 7|gk: Trident= HA=0| AX|E ASME AHESH0] ONTAP S| AE 9t S4 o
WA Fololl= SE0IAE QB A, 71, 2|1 Ar8dts BR(HF) M= + A= CAQ

L— L-O - OT

50| ZZE&|0{0F FHLCH.

o H1
;0
o>
-
n
.9
-Io

7|1E HACE ACO|ESHH XtH SF 7|2 AAlap Q1S A 7|8t EhA| Zhof| Tetet 4= JASLICH T, oF Hoj| 5tLte| 21F
YT X[FELICEH LHE Q1T Y2 Hetstz{H #aAlE FHoM 7|1E SEE H7HsHoF gLt

fJ

- XH ZEL ABME 25 HFsta{ 0 61 1 mHAol| & 7 o[ 42 15 LHO| M= UACH=E 2F 2t
S t of A

Trident= ONTAP 191} S 41247 9124 SVM Hel/SR1AE| el #2ixjo] Xt2 SOl BAYLIC) admin EE

M Ho|El Sist2 ALgSt 0| ZBLICE 0|2 591 B3 Trident Lzl A0|A ALSE &
Rl 7|5 APIE B 4 /= % ONTAP 22| A9te] A9l S2reo| HEEILICH AR} XIE b0t 2701 21g'S
MAT510] Tridente} 217 AIRE % SRS AEFSIR| QhaLict

HAlE Fol YWE2 LSt Z&LILt

YAML

version: 1
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backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs"
"username": "vsadmin",

"password": "password"

(-

HAL Fol= X4 SEO| YE2= NEEl= e ?Xlets S ASHUAIL. HAMETF HHE = ALEXL 0|
se64=2 21 FYE[0] Kubernetes A|23 Q2 MEEL|CE WA= M &= HO|0|EE= XHH TS ZOtof

T oo=2

| SEAQILICE Wk O] Kubemetes/AE2|X| BE|Xp7F A8t Bha|xt B RRIQILICH
oIZ A 7|t OIES BABIBILICE

A7 U 7|E ML QISNES ALBSHO] ONTAP S ENS 4 QULIC el = FHolofl= A 7HX] o447t
2

* clientCertificate: 22I0|HE 215 M 2| Base64 Q1T ZIL|CE.

* clientPrivateKey: H&El 71Q! 72| Base64 212 ZtRILILCE.

* trustedCACertificate: MZ|E 4= = CA Q1S A 9| Base64 Q2L ZHRILICH A=
Il () o

O Oi7iH-E BIEA HI%3H0F SfLICt M2 5= A= CAE ALESH
ALt

o

etEel IS 20 = TS BHAZE ZEELIC

1. 22I0|HE QIE Mt 7|5 HEELICH MM Al CN(ZH 0|5)2 25 ONTAP ALEXtE HFelLCt.

=2od

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ONTAP 2Z{AE{0f| A2 4= A= CAJASME FIHELICH 2E2[X]| 22|Xt7L0]0] HE[YE += AL
ME[E = A= CAE A gi= F2 0| HHAIE HUHFIMAIL.
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security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>
3. ONTAP 2 AE{0f| 22I0|HE ASM U 7|(1EHA))E AX[eLIch

security certificate install -type client-ca -cert-name <certificate-

name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

O] HHZS AESIH ONTAPO]| A

= oo LgS 20{'E2 L3 EN D % EE *é*l% %Eﬁfﬂ)\lg.

4. ONTAP EQt 2101 HEt0| cert Q1S5 9HHE X|St=X| 2olgtL|Ct.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. MMEl QAIBME ALESIH 2IE 2 HIAESHY A2, <ONTAP Management LIF> 5! <vserver name>S
Management LIF IP 5! SVM O|ECZ HIRAA| L.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

A Ol
T M

o

6. QIZA, 7| & Mg SME Baseb4 = QAL BIL|CE

ot
rr

CA

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. O™ A0 M 22 22 AHE5I0] HAES WdetL|Tt.

cat cert-backend.json
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ro
ol

_|C>I=I

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",

"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",

"storagePrefix": "myPrefix

}

tridentctl create backend -f cert-backend.json -n trident

o —— o e
- F—m————— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e et it
+————— e +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

o o e
o f—————— +

YHS YHO|ESIAHL X SES HESINR

7|1E HA=E AC|0|ESHO] EfE 25 YHSE AU XHE TS A =
HSELICH AR} O| /A2 E MESHE MALE ASME MESHE SACZ Y
=]

|ISE Ir|

Af%ﬂ HA=E ALEXE OIE/O*E 7oz

tridentctl backend update’ S(5) AgtigtL|C}.

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl

AFLICE 0] 7

o] E S

CIO|EE = JA&LICE O|FA| st2{H 7|& ¢l
?J% S —.—7f0H0F gL|ct O3 S 2ot 07fH 47t L ehEl HH|0|EE backend.json I}

=

tridentctl update backend SanBackend -f cert-backend-updated.json -n
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trident

Pommmmmmmmm== Fommmmmeemes=e== B Rttt
Fommmmmoe Frommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fommmmeremeeomom= Fommmmmmrmemsrrrrrrr e reme e ee e e o
Fommmmm=e Fommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

Fommmmmommmos Pommmmemssssssss= L
Fommmmm== Fommmmme== +

AT E WHE s AEE|X| 22X HE ONTAPOIA AF2XIS| 25 E AH|O|ESHjOf EHLICH 1 &
- A= AHO|EE ZIAetL|Ct QIZBME MY W= AZXI0AH o2 74 ABME =7t &=
&l

UASLICH HA=E HHO|ESHH M ASME AHE0tE=E &Fet =, ONTAP 22{2E 0| M O
O|=ME AFH|SH A Ol A
ASME AN = ASLICEH

HACE UHO|ESHE 0|0 Ml 250 chst ML= SHEX| ol o|20 WHdE =& A2

—
OJX|X| & LICE HAlE AHO|EZL 43X = &M Trident’t ONTAP HAlE2t SLGHH S 28 2AUS
el = ASS 2lo|edL|c).

o]
08
oot
mjo

TridentE AF2Xt X[ ONTAP &g M A

Tridentoll Al XeiS BUES 24 TIPL02 ONTAD S22
o [ = o

SitS M3 4 ABLICE Trident HAIE 740] M NSt ONTAP S2{AE 2t
Abg ol ateig St

Trident AFS X} X1 HE MMof| chet XtM|SE LI 2 "Trident ALEX}F X[H g MAT["g8 HESHUAIL.

ONTAP CLI AtE

1. Ct2 EES AL8sIo M S dg Lt

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Trident AtXt2| AEX} O|ES d LTt
security login create -username <user name\> -application ontapi

-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. ALEXIof| A g ofY:
security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>
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System Manager A2

ONTAP System Managerdi|A| C}S THAIE S,

1. AFSRE X o2 A:

.

a. S2{AE| £Z0|A AHSXH X &S M6t * Cluster > Settings * S MEUBILIC
() SVM £Z0IM ALBRE K| Slerg MAst2{R *AEa|X] > AE2|X| VM > required SVM>
M > A} B TS HESHIAlR.

b. ALK} Gl S8 oj| Q= SHATTE 00| 2 ()2 MEHBILICH,
c. o8t oA +%7}
o
|

=
=
d. dgtofl CHet &S Holst *X &g Z=lgfL|Ct,

2. Trident AFSXt0|7| A 0HY: + AL} 3! A TO|X|0f| A CtS HHAIS AL
a. AtEXt ofzHofl M 2=7t OF0|Z *+*E MEARILICY.
=

b. Lot AIEX} 0|2 MEHSt Het EECHR MmN S MEfpL|Ct

c. *HFg SBLICL

* "ONTAP ZZ|E ?Iet ArEXL X[E FE" = "AFEA AIE J& Fal"

PV

et CHAPE AHESH0 &S IS ELIC

Trident= ontap-san ¥ ontap-san-economy E2F0|H0]| CHaH s CHAPE ALE S0 iSCSI H[ME 2l
2 UELICH 0|2 flshA = A= HOU|M usecHAP M S SH3tsliOF LICE “true’ 2 HHSHH Trident=
SVME| 7|2 O|L|A|0f|0|E Hotg el CHAPE 144510 Bl = IO A AFEX 0| St = E A etL|Ct
NetApp2 HZ 2150 FUSF CHAPE AESH= A2 HESLICE OIS ME 42 BXSHUAIL.

= o= o1

=ct
o=

version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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22 LSS HZSHUAIL. "Trident?t NVE 2! NAE2}
S 6= A,
luksEncrypti LUKS ¥S3HE 2M3}etL|Ct "Linux Unified Key " ASA r2 A|AHRIS| HL “false’ =
on Setup(LUKS) AH2"S(E) HZsHMAIL. HASHMR.
tieringPolic HAHZ3} HAO|A "none"S AFEEILICH ASA r2 A|AEI9|
y 42 X HSHX| DM Al 2.

nameTemplate ArEAX|E =& 0|52 dHot7| #let HESLICE

22 o2H|NY o

CtE2 71=24r0| ol o YLIct.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: trident svm

username: admin

password: <password>
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labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

ontap-san E2I0|HE AtE5t0] MM El D E &0 Chsl Trident= LUN HEIH|O|E{E £&73}7]
2l8H FlexVolofl 10%2] 227t 2F2 HELICEH LUN2 AFZ2XI7F PVCOIM Q83 Metst 3|2

I 2 H|X'JELICH Trident= FlexVololl 10%E Z=7t2ILICHONTAPO|A AFE 7HSSH 37|2 HAIE).
O|M| AFEXHE @X ot OHEo| At 7ttt 82 SES 4 USLICE £3t 0] HE AFER2 ALE 75T

S2H0] 2D L EEX| b= o LUNO| 817] TEO| &= AS YXIYLICL O|= ontap-san-

LS -

economyOll= ME&[X| F&LILCE

ozt
k-

‘snapshotReserve 2 (8) Mootz WAES| AL TridentE ClS3} #0| 28 37|E
A AbELICE,
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 Trident?} LUN HIEIH|O|EE £83}7| 26 FlexVoldl £7t5t= 10%RILICt. snapshotReserve =5%0|11
PVC 2% =5GiB2! 22 Xl 2& 27|= 5.79GiBO| 1 AL 7ts%t 37|= 5.5GIBYLICE volume show BH2
CIS o2t FAFSH Z2tE HA[SHOF SfLICE.

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 511.8MB
3 entries were displayed.
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Amazon FSx for NetApp ONTAPO|| M TridentE AtE3t= 2 NetAppOllA= LIFO| IP 324 CHA
DNS 0|E& X|¥3st= 40| Z5LIC

ozt
I_

¥ ONTAP SAN 0
O|= ontap-san EEIO|HE AE%t 7|2 F+ELICE

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

¥ MetroCluster Gi|A|

"SVM 2| 8 =57 F0| A9IX| Q8 5 A9IX|H 3 WA= HO|S £502 Ar|0|ESHK| ot E|TE Wl
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version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

¥ ONTAP SAN O|Z 0] o

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

username: vsadmin

password: <password>

Vv 2IEM 7|t QIF of
0| 712 7+ O[0[A] clientCertificate, clientPrivateKey % trustedCACertificate(MEE 5
U= CAE AH8SH= 2 ME AFEHE “backend.json™off XHYX|H 2tz S2I0|HE QAUB A, 712l 7| A Mg
U= CARB MLl base64 2 QT El 22 AFREILICE
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1

storageDriverName:

version:

backendName:
managementLIE:
svm:
useCHAP:
chapInitiatorSecret:

svm_iscsi
true

chapTargetInitiatorSecret:
1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz
ZXROZXJwYXB...ICMgJ3BhcGVyc2
vciwKIyAgZG...0cnksIGR1c2NyaX

chapTargetUsername:
chapUsername:
clientCertificate:
clientPrivateKey:

trustedCACertificate:

QF4tsE CHAP Of

ontap-san
DefaultSANBackend
10.0.0.1

cl9gxIm36DKyawxy
rgxigXgkesIpwxyz

zcyBbaG...b3Igb3duIGNsYXNz

O] IME2 usecHar 2 MHEl “true WASES MHTIL|CE
ONTAP SAN CHAP o
version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin
password: <password>

ONTAP SAN ZH| CHAP 0|

1
storageDriverName:

version:

managementLIF:
svm:
useCHAP:
chapInitiatorSecret:

svin_iscsi eco
true

ontap-san-economy
10.0.0.1

cl9gxIm36DKyawxy



chapTarge
chapTarge
chapUsern
username:

password:

v =7

x| 71sS

tInitiatorSecret:
tUsername: 1JF4heBRTOTCwxyz
uh2aNCLSd6cNwxyz

vsadmin

ame :

<password>

Zol HiX] GilAl

0| Of|&|= ONTAP =& HiX| 7|52
AI238}2{H ONTAP 9

SHA
= o
9.1

HHX| AF2"S(E) &XSHIAIL.

version:

storageDriverName:
backendName:
managementLIEF:

Svm:

username:
password:
useBalancedPlacement:

v NVMe/TCP o
ONTAP Holl =

= —-—

version:

backendName:
storageDriverName:

managementLIEF:

svm:

username:

password:

sanType:
useREST:

VY FC(FCP)E
ONTAP HHioll =

version:

backendName :
storageDriverName:

managementLIF:

svm_

svm

1
ontap-san
san-balanced-placement
10.0.0.1
iscsi

vsadmin

<password>
true

ol NVMeZ} 2 El SYMO| L0{0f SFLICt. NVMe/TCPE ¢

1
NVMeBackend
ontap-san
10.0.0.1
nvme
vsadmin
password
nvme
true

Est scsi o
=0l FC7t 4 El SVMO| U0{0of gtL|Ct T2 FC

1

fcp-backend
ontap-san
10.0.0.1

151510 ONTAPO] A
O|AF H{FO| ZREIL|CL XtM|SH LIE S "ONTAP

rgxigXgkesIpwxyz

S50 thet 0H_'EI71|0|E%

3 7|2 ol

EO
=T

3 7|2 wolc

TS YLt
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svm: svm_fc

username: vsadmin
password: password
sanType:

useREST:

fcp
true

V¥ nameTemplate= AF2%H o= 14 of

1

storageDriverName:

version:
ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password:
defaults:

nameTemplate:

<password>

"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "
labels:

cluster:

PVC:

ClusterA

"{{.volume.Namespace}} {{.volume.RequestName}}"

V formatOptions 0| A|(ontap-san-economy =20 )

1

storageDriverName:

version:

mww

managementLIEF:

svm: svml

mn

username:
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:

formatOptions: -E nodiscard

7t 20| A= HAl=of off

ontap-san—-economy

O] MZ il Mo| mMAN M= ZE AE2[X] E0f| CHal EX 7|22f(0ll: "spaceReserve 212,

“spaceAllocationfalse, “encryption false)0| A& E| 04
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Trident= "EE" ZE| TZH|NY 20|22 A™SLICH 2H2 FlexVol 280 MHELICE T

7t

=0 = 2E 0|22 AEE|X| EERQE IAILICL HE

Hofstn 20|22z B2 15 = ASLIC

0| 0:”“0"A UE AEZ|X| E2 XA spaceReserve, spaceAllocation ¥ encryption #f2 AH

=2 7|2S HEAGLIC

V¥ ONTAP SAN 0f

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us_east 1
storage:
- labels:
protection: gold
creditpoints: "40000"

zone: us_east la

defaults:
spaceAllocation: "true"
encryption: "true"

adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

gosPolicy: premium
- labels:

Ll AE2|X| 22|XH= 7t

rident=

T 2H|XE Al

A EEE 20|22

A

.I

St

Ql
=

(=]
e
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protection: bronze
creditpoints: "5000"
zone: us_east Ic

defaults:
spaceAllocation: "true"
encryption: "false"

¥ ONTAP SAN O|Z 0] of

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"

zone: us_east lc
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defaults:

spaceAllocation: "true"
encryption: "false"
- labels:

department: legal
creditpoints: "5000"
zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"
¥ NVMe/TCP O

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme Svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

8ol = £ StorageClassesOi| OHZIEL|C}

CtS StorageClass o= 714 0| = A= 0|2 HEYLICH parameters.selector HEE ALY 2t
StorageClass= 282 @AHS= O AF8E & U= 7t E22 XIFLLICE ofH| 282 MEHE Jtat Eof HolE

J_KIA'I =2 7I-7.|| 3| |__| |:|-_

* The protection gold StorageClass= ontap-san HAES| X Huf 7t4 Zof oOjEELICt 0] FTH0| SE
3 H S MSgLct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
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provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not-gold StorageClass ontap-san HAEL| = Huj 51 A| HEY 714 Z0f

DfEELICE O] 2520| 2= & [0 OHE 2= +ZF2 MSELICh

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

* The app-mysqgldb StorageClass= ontap-san-economy A= M| HY 71AH Zof DjEEILICE O] E2

mysqldb R OHZ2(Z|0|M0]| CHet AER|X| & +ME MSdt= et EULIC

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClasst ontap-san HAES| =

DR ELICE o] 22 A S5 E=2 20000 F&|H Z2AEE H3st= Lt EALICL

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* The creditpoints-5k StorageClass= ontap-san HAE=2| M| HIY 7tA E3t ontap-san-economy

A= Of 1| w7tk E0f o ELICE 5000 23X EIEE MSdh= 22 0| F 7HA[EYLICt.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* The my-test-app-sc StorageClass= testAPP “ontap-san' =2}0|H 2| 74 Z0]| “sanType: nvme' £
OHE EILICE O|Z0] St “testApp E Stz EQLICEH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident= O™ 7h4f E0| MEHEX| Z2Fot 0 AER|X| RFALLO0| SFE|[=X| 2elghL|Ct.

ONTAP NAS =2}0|H
ONTAP NAS =210|H 72

ONTAP 2! Cloud Volumes ONTAP NAS EZ20|HHE AL235t0{ ONTAP HHAIEE L Mst=
HIEHO]| CHolf 2otEAMAIL.

ONTAP NAS EZ20|H M8 e

Trident= ONTAP 2 AE(QF 41517 2I8H Ct21t Z2 NAS AE2|X| E2I0|HE HSLICH X ¥ == HHA

2 E = ReadWriteOnce(RWO), ReadOnlyMany(ROX), ReadWriteMany(RWX), ReadWriteOncePod
(RWOP)IL|LC,

catolu] m2E=  volumeMod X|giEl oMA BE  K|REl TpY AJAH
e
ontap-nas NFS SMB ol A|AE RWO, ROX, RWX, RWOP " nfs, smb

ontap-nas—-economy NFS SMB o A|AEl RWO, ROX, RWX, RWOP " nfs, smb
ontap-nas-flexgroup NFSSMB  mal A|AEH  RWO, ROX, RWX, RWOP "™ nfs, smb

JH

=l * “ontap-san-economy X|&& EF A& 7t "X E[= ONTAP =& H[eH'ELt 8 A2
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* ontap-nas-economy @7 28 A8 #It "XHE[= ontar 2 MHet RO =
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NS HETILICE iZ BHO 2 Trident= AHAF 0|2 7|52 X|/SHH, 0[0f| [L}2} Flexvol 282
SHEBILICE

AHEXL Het

Trident= LEIHOE admin 2 AE AFEX} EEE vsadmin SVM AFEXE EEE SUSHASS 71X CHE 0|E9]
AF2XHE AF238H0] ONTAP & SVM 22| X2 *'%*EI010F 2183

Amazon FSx for NetApp ONTAP B{E 2| AL Trident= 22 AE fsxadmin AFEXt EEE= vsadmin SVM AFE X},
= St ALY S JHEl CHE 0| F29| AF8XHE AFHESI0 ONTAP E= SVM EE[Xt= *'%E'EIWOF 2LICt fsxadmin
AF%XFE 5‘31&51 ZE2|Xt AFBXIE Mo = CHAM| LI CE.
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limitAggregateUsage DWHHSE AFESH= ?S'—C"— 331*51 22|Xt Hoto] EetL|C Trident?f
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vsadmin ¥ fsxadmin AFEXF AIF N ZSSHX| gEELICE O Di7HH+E X|FoHH 4 Zi0|
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rol-

- —O
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O
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ONTAP NAS =Z2I0[HHE AIE5H0 HAEE Y FH|S SHHAIL

ONTAP NAS EZ[0|HE AFE5I0] ONTAP HHAIEE 45| 2ot @+ Arg, 218 M4 9

AATE FHMZS O|3Hot AL, 25.10 EE[AFE] NetApp Trident= "NetApp AFX AEE[X]
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7| HIE S H|0|E510] Xt B 7|5t WAInt OIS K 7|t r| Zbofl HEHE & QUSLICE B, 3t wof sfLte| 915
ufeioh X IELICE T2 91F WO Metelzisl WAl RMoIA 7IZ WS X 3ot itk
so X SUTAIZHE BE MBI ok T THU0| £ JH 0| 40| 91 Wo| RIBEIYCH: 2Rt
S+ g woll= ANo] Amystct

Trident= ONTAP HHAIE= 9} EAIGEY| QI8 SVM He/2 A He| 22|Xte| XtA ZHO| LRPL|C} admin EF=
‘vsadmin'et Z2 EFE A HOlE HetS AH8dtE A0 ZELICE. O A| 5t &= Trident 22| A0M AHEE £
U= 715 APIE g 2 A= &= ONTAP ZE[AQto| M9 Z 840 EEELICH AFEXE XIF Hot 2701 Y S
*”” MSH0] Trident®t BHH A QUX|Ot HESHK| &L|CE

o 3
ot
4> 0
$0
>-|

i

T

HAE Hol ME2 L3t Z2ELICh

version: 1
backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
credentials:

name: secret-backend-creds

JSON
{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
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"dataLIF": "10.0.0.2",

"svm": "svm nfs",
"credentials": {
"name": "secret-backend-creds"
}
}

HHIE Hol= XtH ZHO| WEOE KL= RYUT YX[EH= ME HASHMAIL. HAETH WHE = ALEX 0|
/Y% = Baseb4 =2 2T L |0 Kubernetes A|ZSIQ 2 XA EIL|CEH SHAE MH/AH0|E= XtA SHZ L0tof Sth=
[USH CHAIJLICE, 2L O] = Kubernetes/AE2|X| 22| X7t &St 22|k HE &*%*%ILIEL

A== QASME ALESI0] ONTAP A= E4IE = JAFLIC MAE Holofl= Ml Z7EX] DHIHH T}

* clientCertificate: 22}0|HE 2S5 AM2| Base64 Q12T ZfIL|C}.

* clientPrivateKey: HZEl 7iQ! 7|2| Base64 Q13 ZtIL|C,

* trustedCACertificate: M Z|g 4= Q= CA QS A9 Base64 QT L ZIQILICEH AMZ|E & = CAE AIE5I= ER
O| OH7HHE BEEA| MZH{of BfL|CE ME|[E 4 Q= CAE ALESHX| b= HAR0|= O] If7HiHLE FAIE =

A LIC

2etxel S 20 = o3 BHAZF ZEELIC

==

HJIJJ

2HOIQIE QI AQ 7|2 MABILITE M4 Al CN(Z 0|2)2 215 ONTAP ALBRHZ MFBILICE

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ONTAP 2 AE0]| M2 & A= CAJBME FIIELICH AER|X]| 22|Xt7t 00| MHE2[HS 4 AFLIC
ME[E = A= CAE MROPXI 4= B2 0| HAIE AU AL

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>
ssl modify -vserver <vserver—-name> -server-enabled true -client-enabled

true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0]| 22I0|AE AFM & 7|(1EHA)S ZXIELICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>

88



security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eot 2101 0| cert 215 WHE X|5H=X| =QlgfL|Ct.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-—-name>

5. MMEI QIZME A0 2152 E|AESIHMA|R. <ONTAP Management LIF> B! <vserver name>&
Management LIF IP & SVM O|E2Z HFHRAMA| L. LIFQ| AH|A HMO| "default-data-management’ £
HEE|0] J=X| 2elshof gfL|ct,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. QIBAM, 7| W M2 & QU B XME Baseb4 = QR ELICE

et
o

CA

rir

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. O|H A0 M A2 22 AHE5I0] HAES WLt

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
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trident

pom - frmmm e
tomm tomm - +

| NAME | STORAGE DRIVER
STATE | VOLUMES |

fomm - o
tomm - e it +

| NasBackend | ontap-nas

online | 9 |

=

UUID

| 98el9%b74-aec7-4a3d-8dcf-128e5033b214 |

S Y'Y= YHO|ESHAL XE TS HESIH R

7|1E MAEE AUC|O|ESIH THE 15 LEHES AL X1 B
I. H

|
A23H= HHAIE 2 ALK} 0|2/ J|HIO 2 9

I

o
ALEX O|E/E 2 E ArE0tE el
=]

ASME ALES

|
21 WS FTotof gL|Ch 2 thg HRot 0j7itH-7t ZetEl 0| EE backend.json If

Ol= HiHS %

“tridentctl update backend 2(5) A& gtL|C}.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",

"username": "vsadmin",
"password": "password",
"

"storagePrefix"

}

"myPrefix

#Update backend with tridentctl

S WHE 4 ABLICE 0] I|52
= wAloZ AH0[EY 4 9L,

0| EE = USLICE O|FA st2{H 7|= 215 &
ol

==

tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

t——— e ———— +

| NAME | STORAGE DRIVER |
STATE | VOLUMES |

t——— f——— +

UUID



| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |

online | 9 |

ot 2 HE e AEE|X| Z2|XH7F HA ONTAPOIA AF2XES| 252 AH|0|Edljof SHL|CE O =
SHOll= QIH[0|EE TIHTILICE QBN E WHE th= AFZXIOA 2] 7He| QIBME FIte 2
OI*I—I Ct. HHAIE S AH|O|ESIH M QIBME ALESt=E M =, ONTAP S2{AE{0f|A O|H
QIZME A & ASLICEH

=2 T M-d

HAC S AHHO|ESH T o|0| WHE SFO Tigt M A= STHEX oM, O|z0f 4HE =5 &
OX|X| gsgLiCt. Holl= IH|[0|E T} S%E.QE 22 =™ Trident’t ONTAP HAIEQ f%t‘ o &= =& S
Xe|g & oles o|n|h|C}.

T™ Moo=

TridentE A2 Xt X[ ONTAP &g MM

TridentOll A X212 £8517] 2[5 ONTAP BI2|Xt ®i22 MBE TRJL YT S 2|2 ASOZ ONTAP 22 AH
S{SZ M  SleLITh Trident WAIE Aol AER} O1S FHIT Ticent AT ONTAP o Ac] g2
A510] THoig S ELIC

Trident AF2Xt X178 et M-d0i Chst XEM[BH LI 2 "Trident AFEAF X SHE MA7|"S HESIYAIL.

ONTAP CLI AFS
1. Chg HYS A8t M g s dagLict

O ocoo=

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AtXt2| AL X} OS2 WLt

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_name\> -comment "user description"

3. AMEXtof|A| et ofl:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

System Manager A2
ONTAP System Manager®| A CtS EHAIE f3SHUA| 2.

1. AR A gt A

a. SHAH £ZE0|M AFZX X HetS WH5t2{H * Cluster > Settings * £ EHSILICE.

(EEE) SVM 0| M AFEX X H g2 MMste{H *AEZ|X| > AEE|X| VM > required SVM>
ME > AFRX} Ol HBHS MEHSIAIA|Q.
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https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role
https://github.com/NetApp/trident/tree/master/contrib/ontap/trident_role

o. o Ol M +271 S MeHBLICE
d. Sfzto| chet A2 Folstn *HE-S S|t
2. Trident AFSXHOZ I8 O4Z: + ALRX} 3 o2 HO|X|of A TS THIE 3|t

a. AtEZXt ofzlofl A 2=7t OF0| 2 *+*E MEARILICY.
b. Lot AIEX} 0|2 MEst Het EECHR im0 HeS MEdpL|Ct

=

c. *KES FBLICL

KtMISt 82 ChS HO|X|E EESIHAIL.

* "ONTAP ZZ|E 2Iot ArEXt X[E HE" = "AFEA AIE Jg Hal"

° “Oﬁﬂ_é'}' |3:| Al._gxl_ I_||-O‘=I-|u

n

NFS AAZE M 23|

>

Trident= NFS HAZE FHMS ALESI0] T2 H[X o= =&00 tieh AMAE HMO{RLIC.
Trident= AATE HM XY Al £ 7HX| FHE HSELIC

' Tridentis AXEE A4S SHOR Hel + YSLICY 0] 2H REOIN A2l B2 518 D P
FA2 LIEIIE CIDR 22 222 XMELICE Tridenti= AIA| AIZI0l O[2{2t H910] 251 oje) =L IPS
AmE HMo| IS0 AIFELICH EE CIDRO| KHEX 242 29, 20| HAY =SolN wAE BE
229 49| QUIHAE IP7h AT E FMof £7bELIC

+ AEDIX| BRIAHE YAZE HAMS YYD FAS £SO HIhe £ YALICH Tridents 74 THA| CH2
AAZE HA 0|Z0| XIYE|X| 42 FL 7|2 AATE HMS ASBILICY,

YATE YU SHOR BalgLct

Trident= ONTAP S0 Tt AT E 22 SHOZ Bl 4 Uk 7158 MBHLICE 0|2 S¢ff A52|X]
BN BAIHel 7S $502 BOfBIE Chl A7 = 1P| Lol 318 Jfset F4 3712 XNTE 4 AUSLIC,
Ol YATE FA| BH2|S T 22BN, YATE RS 28 0f O 04 AE2|X| 2AAEN £502
Ml LRt eigLICt E3, 0] 7152 S 2ES OF2EtD XIHE P HS) Lo ol oA =S5t A2|X]
S| A0 AHAY 4 AEE Hstetol MLetn AHSete BelS XELICH

SEMAIATE XS A = 4EQA =
AEEW HEEZEe{7t X IP F=AJOfl =
UX[St= S=0| o™ MM AT AHREL|CH

I_Oﬁ

4 BHBHNAT)S AFESHX| OHYA|R. NATE AHESHH
EQE NAT FAE QAISHA E|E= AARE FE|0f|M

ozt
fJ

of

SEA] ALESHOF ot T+ 40| & 7HA| QS LICH CHE2 il = Fof oAl IL|Ct.

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
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managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true

0] 7|52 MEE mj= SYMe| RE HMetH0| == CIDR 222 3{g6t= AAZE JFA|(0f: 7|=2
AMNATE HAM)0| ZotEl AAIE MOl O|2] YHEO J=X| 2Helslof eL|CE 2HAt NetApp HE
S At|0f| 2t Trident M2 SVMS AFESHMAIL.

ozt
o

CtE2 flo] olE AHE3HH 0] 7|50] 2tSst= g4l tist @ LICt.

* autoExportPolicy 0l (7h) “true(Q)E HEE0 JASLICE O|= Trident?t svm1 SVMO]| CH3H O BHAIE=
DT2H|NYE 24 S50 cHot AAZE HYMS MMSED autoexportCIDRs & =52 AMHESI0] 4| F71 8l
AHIE M2 S LHEHRLICH 280| 20| HZE WX sy 282 # K| b= HMAE LX[SH7] f/8l +2[0]
o= Bl AATE HMS AESLICH 2F0| L=0f| AAZH Trident= X|EE CIDR 5 W9 LE IPE
TSt 7|12 gtree2t STt 0|59 AAZE FMS WHESILICE 0[2{8t IP= &%l FlexVol 2&0IM AH8dH=
AAZLE FMO| = FIHEL|CH

° O|E SH L3 2L

* HHAIE UUID 403b5326-8482-40db-96d0-d83fb3f4daec

autoExportPolicy 2 &A™ true

AEE|X| MEA trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159¢c1¢c

* trident_pvc_a79bcf5f 7b6d_4a40_9876_e2551f159c1c2t= 0|£9| gtree= FlexVolOf| Ci$t AATE
7% trident-403b5326-8482-40db96d0-d83fb3f4daec, qtreed]| CHSH AATE Al
trident pvc a79bcf5f 7b6d 4a40 9876 e2551f159clc, 2|11 SVMO| Bl HAZE A
‘trident_empty 2 A SHL|CE FlexVol AT E FXIO| FAI2 gtree AAZE FAlof| ZSHEI RE
Ao Aol EEULICH Hl AATE X2 AAL K| b2 EF0M HAHSELICE

* “autoExportCIDRs Ofl= 4 S5 S50| X0 JSLIC o] 2E= B Aleto|H 7= 242 ['0.0.0.0/0",

":/0"ILICE FOIEIX| %2 ZL Trident= A2 B HAT =CO|A AT DE MY W9 QLIAHAE FAE
7:7|.'<‘5H_| [_l-
o = .

Ol OflOfl A= 192.168.0.0/24 T2 ZZ0| MBS ELICE O|= AAI2L &7H O] A HP| LY £38H= Kubernetes
L IP7} Trident?} MM5H= AAZE HMO| =71 S LIEFHLICEH Trident?t A S0l EE SES M s
LEO|IP FAE HMGI “autoExportCIDRs Of| MISEl A SE1 H|WEL|CEH AHA| A|H0]| IPE ZEZ s =
Trident= AlA| CHAH = =9| 2210|AHE |PO| CHSE AATE HA JXIS MMSHL|CE

‘autoExportPolicy % ‘autoExportCIDRs & MMt & H{ol=0f CHsf ACOIEE £

AsLILE. X522 H2|Es A= CH M ciprE F7I6H7LE 7|E ciprE AHE £
AFLICE. 7|E HEO| BOXIX| %EFE ciprS AMHEY W FOSHMAIR. D WHAITO| CHY
‘autoExportPolicy & HIZYsstn #5202 HYE AAZE JYMoz CHASIE=E MEY =
UAELICE. O|HA| ofHH HMAE FHO|M “exportbPolicy” OHZH HKE MHS{OF SfLICEH.

0 0%
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Trident”} BHAI =

=
= o
=35 SF A AL
A= E 2tolgt o~ JSLICH

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: ext4

LEI HIHE™ Tridents= 25 AATE HMZ 2b0l6t0] ST =20 SiYSHs HMHA FAI2 HIAHELICH 22[H
HHIIE Q| AT E KHO||A O] LE IPE H|HEOZM Trident= SE{AEQ| M| LE0||A O] IP7} AIR E|X| Qb= Bt

FEOIRES UXIELIC

7| & sHAlE 9| AL “tridentctl update backend' 2 B{AIEE RAC||0|ESHH TridentOil A UAZE HMS XAHSO=E
Z2[SL|Ct O|HA| 5tH EHeg njf #Al=o| UUIDS2t gtree O|E2 A HHEE & JH2| M AAZE FHHMO|
MMELICEH A2 = EE2 OF2E oM = CHA| OFREEH M2 MdE AATE HMS ALEBIL|CL.

ooy NFS BEIE|S JATE DA|O] Qs HMAISES AOH SHOR MME AATE FAE AFELICE
S wiolc 2 ChAl A A SIS R ZHEE|0f Af AAZE 0| MAELITY,

AUCIOIEEIH i =0 M Trident PodS M A|Z3{OF SfLICt 2™ Trident= 2t2|5t=
HS RIOIOIESIO] O] IP HE AetS HrI LT,

-

oFZtol =7} ZH| HUE HXI™M ontap-nas E20|HE AE3I0] SMB 25S Z2H[XJE + ASLICH

ONTAP 2I2j|0|A 22{AEE ontap-nas-economy SMB 252 MAst2{™ SVMO|A NFS %
du SMB/CIFS Z2EEZE 25 7dsl{of &LICL O|2ot TEEE F StLIZtE &K o™ SMB
Z& ‘Aol dofgLct.

S “autoExportPolicy’ = SMB 2 &0 Al X| & &|X| t&LICE.
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AlZtsE7| o
SMB E&S ZZH|X'Jst7| Hof| CtZ ArE SF8H0F gLCt.

o

* Linux ZIEE2{ =2 Windows Server 20225 A= StLt 0|42 Windows 7 = EZ A=l Kubernetes
SHAEHYLICE Trident= Windows = E0{|A| A3E[= Podd| OFREEl SMB 2&Tt K| 2/ gfL|Ct.

* Active Directory Xt2 ZHO| Z&tEl Trident HIZ 7|7t 8Lt 0|4 HRetL|C} H|E 7|1E Md5t2{H smbereds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* Windows AH|AZ %l CSI ZEAIYLICE “csi-proxy & TS Windows0il A &=

Kubernetes
=0 CHet "GitHub: CSI EA|" EE= "GitHub: Windows& CS| ZEA|"E EXSIMA| 2.

|

1. 2I3|0]A ONTAPL| 2R MEiMOZ SMB 3 RE MAMSIAHL} TridentZt CHA MMl & 4 JUESLICL

el Amazon FSx for ONTAPO|= SMB 287 ZLgfL|Ct.

=

R& "Microsoft Management Console" &/ ZL AHQIE ALE35H7{LE ONTAP CLIE A&dt=
T 7K %*“*92 MAE 2 ASLICH ONTAP CLIE f90f0=| SMB -3— £ dyst{H O3S AL

o= T od

a. TR AL TRl Ch3 CI2Ez| B2 RES YAHGHIAIR,

E

‘vserver cifs share create’

_._

HH2 3F MY Al -path SHO| XYE F=2E
stolgtLict. X[FEl B=27t ZEXotx| o F2

F0| AmjgtL|Ct.

0% Ok

b. X|™El SvMz} HZE=l SMB

OH

7E dgettt.

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C. SR7I YHE[A}=X| &lgtLCt,
vserver cifs share show -share-name share name
ol XtM|Bt LHE 2 "SMB &7 MA"E B ESIMAIL
2. HIl=EE MMetof SMB 2E2 XIHst2{H CHS S FA460F ELICE 2= FSx for ONTAP #llE 14 M0
CHSE XEMISt LHE 2 "FSx for ONTAP 724 &M Bl 0"E HXSIHMAIL.
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https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident-2606/trident-use/trident-fsx-examples.html

o7t e

smbShare

Lt & OtLIE X

g = JAELICE Microsoft
Management Console = ONTAP CLIZ
Mot SMB BR2 012

o

JYR=XCIke:
0=
oTTr=

= Trldent7f SMB

ddg = AT 5183H= 0|18, £ EEO{I EH ot &

S AMAE LRISHAH O17H

A LICL o] oA

AMEH ArehULIC. O] OH7H
Ao ERHH H| =

*‘smb' 2 AH™SHOF SLICL* nullel &

ONTAP

nasType
‘nfs I L|CH.

securityStyle
ntfs

unixPermissions
SfLICE.

Hot sMB &3t

25.06 2| AEE NetApp Trident= ontap-nas
HOb T2H| KU S

E20f Ci$t 2ot AERURILICE SMB EE9)
= "mixed 2 AN SO LT,

M =8 ZEQLICL SMB =

% ontap-nas-economy HMAEE AESHH
K| etL|ct. HoF SMB7F S-SR AMA H|O| =

0O, L =&

HaEs 8EE1ID|¢ ONTAPS| 2

tH4= Amazon FSx for
+ gl&Lch

712U smb

o
?D:'_I_

ntfs &
2207

&2l B2 Hl?| F0{0f

Z(ACL)Z

AEXt B ARZ A 20 SMB SR01 Chist MO{E HMAS HSE 5= AFLICH

7|fsHioF & At

00t

o=2 T MHd

smb-share

L= mixed SMB

HoO
oT

MMEl SMB E28&
AH23t0{ Active Directory(AD)

* ontap-nas-economy =& M 27|= X|HEX| &L|Ct

* ontap-nas-economy =252 4% 87| B8 220t X2 EL|C}

* Secure SMB7} &d3%tEl 2R Trident= WAE0]| HZE SMB S/E FAILLICH

* PVC M AEZ[X| S2ljA A gl e ZEES AHH|O|ESHE SMB &7 ACL2 OO EE|X| g4&L|CH

* 22 Pvce FMof| X SMB 37 ACL2 &4 PVCO| ACLELCH 248kt

* Hot SMBE 2dste i R= T AD AMEXIHE H| 36 OF &LICH SR 5HK| 842 AFEXt= ACLO| F7HE[X]|
tELICtH

» giolle ) AE2|X| A I PVCO| STt AD AFEXLE X|™st 47| CHE HetE 2ost= 3 Aot
S M9l PVC, AE2|X| SafA, Hol= 20| ELICH,

* 5Ol SMBE ontap-nas #E|d 2& 7IH27|0f Cish X[ =H, 22X gt= 28 7IM7|0= HE

=

1. L2 OflA|2} 20| TridentBackendConfigdl A adAdminUserE X|&SHIA|R:

apiVersion:
kind:
metadata:

TridentBackendConfig
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namespace: trident

spec:
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:

adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. AEE[X]| A0 FMES FIHELICE

‘trident.netapp.io/smbShareAdUser’ O{H|O|ME AEZ|X| AN FIt5t0f QtFTH

—_ —

=

SMBE HASHH| ZM3SHMAIR. O{EO|M “trident.netapp.io/smbShareAdUser O
XI™E ALKt 22 smbcereds® A0 X[HE AEX 0|F2t SYsioF gL|Ct.
‘smbShareAdUserPermission O Cidl CHE & StLIE ME{E & USLICE:

“full control’, ‘change’ EE ‘read'. 7|2 #TE2 “full control YLICt.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. PVCE 4dgLct.

CHE ofldl= PVCE ‘HM LIt

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: my-pvcéd

namespace: trident
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annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc
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smbShare CtS & SILIE K™ £ JSLICH Microsoft smb-share
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useREST ONTAP REST APIE AF23t7| 28t 22 {7 ONTAP 9.15.1 O|At9] AL true,
HAEQILICEH useREST 2 MAHMEGIH true Tridente X A2 AL false.
ONTAP REST APIE AtE5t0] A= ot E XS,
false 2 MHESIH Trident= ONTAPI (ZAPI)
SES MESIH HAlEet EAMBLICE. O 7|s2
Ar83t{™H onTap 9.11.1 O[Ao| HQ$hL|C}, EESH
AMEEl= onTap 230 HYL “ontapi
OHEZ|A|0| M| CHEE HM|A HBHO| QOO BfLICE O]&=
A "%l ysadmin W cluster-admin G2
ZZEILICE Trident 24.06 E2|A 5! ONTAP 9.15.1
O|AHEE "useREST = 7|2XOZ “true’' 2 MHE|H,
ONTAPI(ZAPI) T E2 A-E6l2{H "useREST &
false’ 2 HZASIMA| 2. AFX AEE|X| A|AHIQl AL
X ™HEl AL stAl “true' 2 AHSHIA|L.
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adAdminUser SMB &30 CHe A HMA HSHO| U= Active
Directory 22| Xt AFEXt EE= AME AL 2FILICEH Of Oi74
HE A0 SMB =701l et MA| xjo] #eto| =
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P9l defaults MU M O[2{8t SME AIESIH 7|2 ZZH|XNH 2 MO £ JASLICH o|E S0, otz 4 o2
E."_XL'5|'*'A|9
OH7HH 2 AH 7|2k
spaceAllocat Qtreed CHSH 27t St "true”
ion
spaceReserve &7t 02 2= "none"(M) EE= "volume" (&) "Ha"
snapshotPoli A% AHAF H*H ol
cy
gosPolicy MMEl S80| €2E QoS M IFULICL AERX E ™
/A =S qosPolicy 5= adaptiveQosPolicy & StLES
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olicy AEE|X| /4 E%E qosPolicy & 'I'—
adaptiveQosPolicy & otLIE M E”Of*'M . ontap-nas-
economyOflA = X|°._JE| | St&LICE

snapshotRese AHAEOR of|2E SES| HIE “snapshotPolicy"0|(7}) "none"0|
rve llO", J_E;‘le (L)al_-gﬁ "
splitOnClone MM Al A2 S2HAM 22 EY "false"
encryption NetApp 2& €= 2HNVE)E M S E0AN EM3tetL|Ct.  “false”

7|22 false LICt. O] F¥S ArEote{H

S AE 0| A NVE 2t0| AT} U1 2HM3tE|0f QL0{0F
SrL|CH A= 0| A NAEZL ZM3HEl AL Trident| Al
DTZH|NLE BE E52 NAEZF 2ASHEL|ICEH XHA|t
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ons F2 H|o| JAS NS el8)
snapshotDir  .snapshot C|EE2|0]| CHot HM|AE H|O{RHL|CH true, false (BA|IMOZE HH).
exportPolicy A2 AATE M "default"

securityStyl M =&0| Ciet EoF AELURILICE NFS= mlxed el NFS 7|22 “unix &L|Ct. SMB

e unix HOF AEIUZ X|IBfLICH SMBE mixed Y 7|22t “ntfs" QILILC}.
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend

svm: trident svm
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username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default

snapshotReserve: "10"
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USLICE:

AL e CHga 250 o

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

snapshotReserve = 50%0|11 PVC 23 = 5GiB2! 22, XK 28 27|= 5.5 = 10GiBO| 1L A& 7H58t 37|=
5GIBE, AFEXI7t PVC @XM 238t 37| LICH volume show H 048 CHS of|2t AFSt Z2HE TAISHOF
Lct.

Vserver . - Size Available Used%

_pve_B9flcl56_3801_4ded4_9f9d 334d54c395fd
online RW lecB 5.08G3 8%

_pvc_eB372153_9ad9_474a_951a_@8ael5elc@ba
online RW 1GB 511.8MB 0%

were displayed.
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- Amazon FSx on NetApp ONTAPOIIA TridentE AH&3H= 2 LIFO| CHal IP =4 4l DNS 0|2
=% XEets 2ol F&LIC

¥ ONTAP NAS O|Z0] of

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ ONTAP NAS FlexGroup 0

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

V¥ MetroCluster 0i|A|

"SVM 25| 5 =57 F0| APIX|QH G AQIX|H 3 WOIE Ho|S £502 rf0|E5HK 0t H|EE WIS S

2|8 managementLIF 8 AFESIH svME X|HSILD “datalIrF X svm O HEE
H L2 2&L o

i

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66

username: vsadmin
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password: password

v SMB £ 0of

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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Certificate(M22 4 9l CAZ ASHs 22 Med Agh= “backend. json'0 221E|nd
E QIZAM, M9l 7] % A2 4 UL CAASM base6s ATLIE 242 242t AL ELIC

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

V XtE AAZE HH of
Of |l Trident’t S WELHZ| HMS ALESH0 LIEU7| YME RS2 2 Hd5tn 22[6t=F X|A5h=

BHH 2 HOFLIC} O|= ontap-nas-economy % ontap-nas-flexgroup E2F0|H| CHSH SLSHA|
II-E'é'I-L||:|-
Tod .

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
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svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

v 2 33l K oAl

Of ofIH|= ONTAP Z & HiX| 7|58 &5t ONTAPO| A &0 CHet 0H_'EI71|0|E§ ._1 St & gLt
HiX| 7|52 AHESH2{E ONTAP 9.19.1 0|4 H{7HO| EREIL|Ct. XM|EE LIS 2 "ONTAP el =of P4 & &el

HiX| AF2"S(2) AESIAAIL.

version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
useBalancedPlacement: true

Y IPv6 2 0f
O] Al= IPve FAE AHESHE managementLIF WHE B ELICH

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipvé
svm: nas_1ipv6_ svm
username: vsadmin

password: password

V¥ SMB &2 AI23l= Amazon FSx for ONTAP 0|
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‘smbShare” O/ HaE svB 282 AMESIE Fsx for ONTAPO| EQTIL|CE.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

V¥ nameTemplate= A% BHolE 14 of

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svm0
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

7t E0| A= MAl=of off

=

rir

OfzHoll EAIE! ME #Hole Ho| mANM= ZE AEZ|X| 0] Cisl “spaceReserve’ 812, “spaceAllocation false,
“encryption’false?t 22 E3 7|22(0] YHE[0| JAELICH 7t 22 AEZ|X| MMM Mol gLt

Trident= "MH" 0| ZZ2H|XY 20|22 HX™TL|CH dH2 FlexVol2| 2 ontap-nas & FlexGroup2|
AL “ontap-nas-flexgroup Ofl AEEILICE. Tridente Z2H|NY A| 7} 20| Q= ZE 0|22 AEZ|X| EECE
SALELICE M E Il AEZ|X| HE|Xte 7t ZSEE 20|22 Molstn 2o|2EE 282 183 + USLICL

O] AN LB AER|X| E2 XHA| spaceReserve, spaceAllocation ¥ encryption #42 S, L2

E2 7|=2S MEARLIC
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V¥ ONTAP NAS 0

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us_east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_ east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
app: wordpress
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cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
app: mysqgldb
cost: "25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

V¥ ONTAP NAS FlexGroup |

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us_ east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
- labels:
protection: gold
creditpoints: "30000"
zone: us_east 1b
defaults:
spaceReserve: none
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encryption: "true"
unixPermissions: "0755"
- labels:
protection: silver
creditpoints: "20000"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
protection: bronze
creditpoints: "10000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

V¥ ONTAP NAS 0|2 0] of

version: 1

storageDriverName: ontap-nas—-economy

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
sSpaceReserve: none
encryption: "false"
labels:
store: nas economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze
creditpoints: "5000"
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zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: engineering
creditpoints: "3000"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
- labels:
department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
8ol = £ StorageClassesOi| OHZIBHL|C}
CtS StorageClass o= 714 0| U= WMAE0| 0|8 HEYLICH parameters.selector ":% ArE3H 2t
StorageClass= =52 SAESH= Ol ALY £ U= 7t E2 X[HYLICH SEE2 MEE JHA Z0| HolEl 82

E=leg

* The protection-gold StorageCIasst ontap-nas-flexgroup WA= &

DHEELIC o] &= S0 SE 28 255 MS LT

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold

provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* The protection-not- gold StorageCIasst ‘ontap-nas-flexgroup®

i 5

A= M| ™ S U HI THe Z0|

DfEELICE O 2520| 2E S& 0[2[2 B3 +FS WLt

apiVersion:
kind:

storage.k8s.io/vl
StorageClass
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metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

. The app-mysqgldb StorageCIass._ ontap-nas WA= | Huj 7tAH Z0of| 0HZ EL|C} O] E2 mysqldb
ol o Z2[7|0|Mof CHet AER|X| & 7S HSdh= FYct EYULICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* The protection-silver-creditpoints-20k StorageClass ontap-nas-flexgroup HAE=2| A
i 7tak Z0| IR ELICE o] 22 A S8 2= 2 20000 F&|X ZIEE HS5H= st EQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* The creditpoints-5k StorageClass= ontap-nas A =2| M| HuY
- IT
==

tA Z3 ontap-nas-economy
Ao = uf 7ty Zoff o ELIC. 5000 3R EAEE HEt =

7
2 0| & 7Lt

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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Trident= O™ 7h4f Z0| MEHEX| Z2Fot 0 AER|X| RFALL0| EFE[=X| =elghL|Ct.

ojo
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] AH|0|EEl dataLIF7F ZEHEl Af BHAIE JSON I S M3 C ZM dataLIFE

E d=C =
WA 4 AL

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

%t PVCTt 8L} O] 42| Podofl HZEE 22, M dataLIF7t HEX[2{H siE PodE Z5F &3 CHS CHA|
- AlZFoHOF 2fLICt.

Hot sMB 0

ontap-nas S2t0|HZ AL SHeolC 1LY

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

O

ontap-nas-economy E2{0|HE ALE%H WA= 1M

- o

r

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-ontap-nas
namespace: trident

spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

114



svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

AEEX] 22 ALES W= 7Y

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svmO
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas E2I0|HE AtE¢ct AE2[X| Z2HA Of|H|

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb

provisioner: csi.trident.netapp.io
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reclaimPolicy: Delete
volumeBindingMode: Immediate

1)a3

3]
- 2A|210] O Ef|0|MO| gl ™ E ot SMBTt & 5HK| Q& LICt.

ontap-nas-economy E2[0|HHE A0t AEZ|X| S2fA of

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

T AD AL XIE ALE ST PVC O

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi
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storageClassName: ontap-smb-sc

021 AD AF2XIE E&st= PVC O

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4

- tridentTestuser?2

- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

ONTAP HA=of ohH| 7 Erel HiX| At

ONTAP A= 0| A ONTAP =& HliX| 7|52 &M
AH238IH ONTAPO| Zt M 220]| CHaH jcP‘*OI O |
OH1Z2|AH|I0|E Y2 2te|e LRIt gl&LC.

lELICt &9 HiX| 7|52
MEHSIE 2 Trident| A

& HjX| HHAlO| KHE HFAI

o o T o T

7|2M QR Trident= SVMOI| 22l Ol I2|AI0|EE HMstn
D2H| MY o 0fI2|AO|EE MEHSL|CE.

,ZFOiZ2|AHOIEE AEE|X| ZE2 ME[otH, 282
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* Trident= 70 O JZ|AH|0|EE E1O6t= LAl MA| SVME E2|X| E2 2108tL|C},

* ONTAP= MZ2 SE0ICH o 22| AI0|EE MEHSI D AL 7t O O2|AH[0|E HA|0| 2™ 28 7dS
oL |C},
=B

* Trident= ONTAP /application/containers RESTAPIE A2t =252 MML|Ct.

E3F ONTAP A|AHI(AFF, FAS 3 ASA)1 NetApp AFX AE2|X| A|AHI| CHsl Z& HiX| 7} ZhsBiL|Ct.

27 At
¢ HHlE= = ONTAP 9.19.1 O| & H{HZ AtE23sHof gfLC.
* Trident= RESTE AFE3t0{ ONTAPt S416H{0f BIL|CL ZAPIO| M= Zed BIXIE A = SIS LICt.
o gHoll= Mof|A O T3 2[AHO|EE K™ M= 2t ElLICH 7 X HAIHQI OO 2|AH[0|E ME S ETH AL &
lELCt.
7|24
‘useBalancedPlacement 2| 7|EZ2 AEEZ|X| AAHY @2t CHELICE.
AEZ|X] A[AH 7|22 =
£ ONTAP(AFF, FAS, false = HiX|E gMd3stA| O™ Trident= Of22[AH|I0|EE
ASA) MEHSHLIC}
NetApp AFX (ONTAP true o ol X7t gL C}
9.19.1 0| &) ‘useBalancedPlacement' 2 “false’ 2 A& stH HHll=
Sai A7 HoieiL(ct
NetApp AFX (ONTAP false oY &ol iX|= S7tseLct

9.19.1 O|™ H{H)

24 M

Oj7HH AH 7|2ak
useBalancedPlacemen A &&0|| CH$t 0fI2|A|0|E MEHS ONTAPO| false; true ONTAP
t QIBtLICE O] SM2 HiollE P Mo| RE L= JiH JtAF 9.19.1 O| &2 AFXE

S0 M ALt

s 7t Z0| GO Trident= SVME BH AEZ|X| ZE2 E038t0 23 HYX|E ARSI DE M 228
Al

Set useBalancedPlacement ZE 74 Z0f| M E6|2{™ A= 10| X[ AL 2o d™stn, MEiXO=
stdotstE{ ™ JHE Tt Z0| AH-HSHUAIL.
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version: 1

storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

username: cluster-admin

password: <password>
useBalancedPlacement: true

Ct2 OlA|= “TridentBackendConfig's A8t #& 2%l XS &M 3}etLCt,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
spec:
version: 1
storageDriverName: ontap-nas
backendName: nas-balanced-placement
managementLIF: 10.0.0.1
svm: trident svm
useBalancedPlacement: true
credentials:
name: backend-tbc-ontap-nas-secret

e

CHS OlAl= gola 7tel 20| M 7ol BiXIE E-detetLItt. Trident= bronze 7t E1t 2X[ot= 2 &0 U5
Al &3 A O 22| AH|O|ES IEHILICY.
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version: 1

storageDriverName: ontap-nas
backendName: nas-virtual-pools
managementLIF: 10.0.0.1

svm: trident svm

username: cluster-admin
password: <password>

storage:

- labels:
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performance: gold
useBalancedPlacement: true
- labels:

performance: bronze

+4 F=inly

useBalancedPlacement: true ONTAP 9.19.1 QTN AAH| AMTiHELICH ONTAP 9.19.1 0|4
O|™ HH HEMOZ ¢ 13|0|ESHAAIL.
useBalancedPlacement: true ZAPIE A2t S M A0 MoiiEL|Ct HAEE RESTE
HHQI = 0f| A MESIEE FMSIHAIL.
useBalancedPlacement: true EH a4 Ao %']IH°HA|—|E|' OHZ|AHO|E 2 HE
OHaZ[AHO|ERl ATt M7AHSHAHLE 2 HiX| 7| S H|2AetsH AL,

useBalancedPlacement: false ONTAP 9.19.1 SEM AALO| MIiMESLICH ONTAP 9.19.1 O At
O|AF T O] AX|El AFXUHIM AR 7Hs HE UM AFXE A5t 7Y X7t ZeHL|C

Amazon FSx for NetApp ONTAP

Amazon FSx for NetApp ONTAP2} & 7H Trident AFHE

"Amazon FSx for NetApp ONTAP"= NetApp ONTAP AEZ|X| 2F MK E 7|EIO 2 St=

o AN ARIS AAsh= 2bF Zt2[d AWS MH[ARQIL|CH AWSS| 2HEHM L 2 ZHH M 1t S|
ONTAPQ| 7|5, 45 & Z2|E MSLICt. It A|A-E2 Amazon FSx2| 7|& 2|~ A0|H
2I2|0|A ONTAP 22{AELQL SAFSILICH 2t T A|AERI0f| = StLt O| Ao AE2|X| Z1HA
HA(SVM)O| &= 2F SVMO|= It ot ClAE 2| E X &SH= StLt o[ Ao SE0|
ZSHEILICE O] E82 E6l Amazon Elastic Kubernetes Service(EKS)0l|A Al E|=
Kubernetes E1*E1'.: EE U O QIIZEE Q8 ONTAP 7|Et I 2EE8 T 2H|XJE
2 UELICY.

27 At
"Trident 27 AFE" 2|0| = FSx for ONTAPE Trident2t E8t6te{™ Ct20| R ThL|C}.

* “kubectl' 7t AX| =l 7|Z Amazon EKS 22 AH L= XHA| 22| Kubernetes 22{AH.

+ Z2AE YA Lol AT 4 Y
HAl(SVM).

* "NFS EE= iSCSI"of| CHoll ZH|E Zxt L E,

7|Z Amazon FSx for NetApp ONTAP I A|AE! 8l AEE|X| 7hAb

EKS AMI S0 2t Amazon Linux % Ubuntu "Amazon Machine Images"(AMI)0| 23t

Xk
SL 0 LE FH| G2 gEA| IEAAL.
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0 Arg
* SMB EE
° SMB £E&2 ontap-nas E2{0|HE S8 ATt X|&IELICE
° SMB £&2 Trident EKS O==20i| A X| 2 =|X] Q4&LIC}

° Trident= Windows ' E0|AM M3 E| = Pod0l| OF2EE SMB S&0 X[ LICL XtMISH LHBE2 "SMB 2 &
IT2H|XY IH|"°( ) KRSHAA L.

* Trident 24.02 O|F H{ZF 0| M= XI5 uieio] 3Ll Amazon FSx IHY A|AEIO| MM El 252 TridentOll A
MAE 4= AASLICE Trident 24.02 0] A HHO| A O] XIS WX[5H2{™ Amazon FSx for NetApp ONTAPS)
Bl E 1 THAOA fsxFilesystemID, AWS apiRegion, AWS apikey, AWS ‘secretkey' &

X ™S A2,

ridentO|

Tridentd]] IAM S&2 X|™HSt= AR apiRegion, apiKey X secretkey ZEET
1 8L 0"&(8)

g HA|XMOZ K| HSHK| Lot EIL|CEH KbM|SE LI "FSx for ONTAP 724 2M
EZXSIMA R

Trident SAN/iSCSI 2! EBS-CSI E2}0|H{2] SA| Al

AWS(EKS, ROSA, EC2 &= 7|E} QIAE A0 M ontap-san S2I0|H{(0l]: iSCSI)E AlR3ta{s AL o LRt

— O —
CtE A2 40| Amazon Elastic Block Store(EBS) CSI E2I0|He} =28 4= J&LICH SYst = =9 EBS
ClAa3et 5= Q0| OHE Z27t 2SI & S5t H Cfs 42 2F0l|A EBSE H|2dlof gfL|Ct Ctg o= TS

ZZ0|A EBS CI|ATE N|QIStHA LRt Trident &M S E&SH= multipath.cont TFURULICE

defaults {
find multipaths no

}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

—

ol
—

0l

Trident= & 7HX| @15 &A1 ®MS L

ESILICEH fsxadmin AFEXLE oY

* X4 Y 7|8HHE): XtH ZEHS AWS Secrets Manager0i| 2t sHA| &
g JASLCH

AAEI AF28HALE vsadmin AFE XIS SVMO| 2A8H0] At
Trident= vsadmin SVM A8X} EE= ST HES 71%I CHE 0| F2| AHEXIE ME (0o}
A1 EtLICt. Amazon FSx for NetApp ONTAPO|= ONTAP admin S2{AF A|-9X|-9| M|gHE CHA|
HstS 8t= fsxadmin AFEAIE UELICEH Trident@t 871l vsadmin AF2S 23| HESLICE
* Q1B A 7|8k Trident= SVMO|| &X|El QB ME A0 FSx It A|ARIC| SYMEt SAIBHLICH

21F5 edstofl Tt XEMIEE LHE 2 E2t0|H R0 Chitt 158 HASHIAIL.
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* "ONTAP NAS ¢IZ"
* "ONTAP SAN 213"

E|A EEl Amazon Machine Images(AMI)

EKS Z2{AHE CHYS 28 HIME X[2IsHRITH AWSE ZiH|0[L] 9! EKSOl| £[X3HEl £ Amazon Machine
Image(AMI)E H|&8tLICE CHS AMIE NetApp Trident 25.020(| A E| A EE|AELICEH

AMI NAS NAS-0|Z =0 iISCSI iSCSI-ZHA
AL2023 x86_64 ST of ol ol o
ANDARD

AL2_x86_64 o ol off* of|*
BOTTLEROCKET x 0f|** o sict gl sict gl
86_64

AL2023 ARM_64_S oj| ol o o
TANDARD

AL2_ARM_64 o of of|* of|*
BOTTLEROCKET_A off** o st gl st gl
RM_64

* * L EE THAESHX| = PVE M = YISLICH

* ** Trident H{T 25.020{ M= NFSv32t @ 2te|X| Q& LT}

X Adt= AMIZE O] S=0f| GlCk oA X| | X| gd=Ch= 2[0[= OFgL|Ch THX| B|AET} b2 &[]
= AUCHE SYULICE Ol SE2 Y HSots A= 2ARIE AMIZ 2tList| ffet A L(Ct.

LSS AFE0HH A HAE:

* EKS HH:1.32
s MX| 8HH: Helm 25.06 5! AWS £7} 7|5 25.06
* NASS| 22 NFSv31} NFSv4.10| 25 HAER|AYSL|CE.

* SAN2| Z 2 iSCSIZt HAEEL|ROMH NVMe-oF = HIAEE|X| iUELICE.
SHE HAE:

* MM: Storage Class, pvc, pod

* A|: pod, pve(¥tt, gtree/lun — economy, AWS Hi10| = NAS)
XMlet HE &7

* "Amazon FSx for NetApp ONTAP A3 A{"
* "Amazon FSx for NetApp ONTAPO]| Ci$t £2 1 AH[A| 2"
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IAM =& 3! AWS SecretS AMdshL|Ct

HAZRIAWS 14 5HS
AWS E|2A0] °—*.'*1Iﬁ3fE 74 = ASLICE

el;
i
e
m
A
(D
m
tO
2
=
H
rin
ey
c
o
@
2
o
®
[0}
iy
L]
s
I
N
1]
2
°

AWS IAM 9E2 A3t Q15
At ST ==

AWS Secrets Manager A| 33! MA
Trident= AE2|X| 2t2|E I8 FSx vserverdl| CHSH APIE 2ElistD 2 XtH SHO| ZQTIL|CL 0|2{¢t XHH SHS

HHSHA MESH= W2 AWS Secrets Manager A| 2SI E At838H= A QILICEH 2tA OFE] AWS Secrets Manager
A3=0| SACHH vsadmin AlI™ S| XtA ZHO| ZeHE A3 SIS 4-dsl{of L|Ct.

O o[X|= Trident CSI XtH ZHZ XZst7| 2I$H AWS Secrets Manager A|3512 MM gtL|C}
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™"\

—--secret-string

"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

IAM ZH dd

Trident?} MCH2 Alsiz|z{H AWS #H TIQBrL|C}. [m2tA Tridentol] 2R3t HeHS Hojst= HAMS MM glof
'<'5I-|_| |:|-
= .

CHZ O®l= AWS CLIE AtESHO] IAM XS M- glL|C}.

aws ilam create-policy --policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

X*H JSON of:

"Statement": |
{
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeVolumes"
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",

"fsx:UntagResource",
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"fsx:UpdateVolume",
"fsx:TagResource"

"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
by
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager-name>*"
}

1
"Version": "2012-10-17"

MH|A A™ HZ(IRSA)S 23 Pod Identity == IAM &S A ML CE

Kubernetes AH|A 0| EKS Pod Identity E£= IRSAAH|A A™ HZE IAM H)E ALESH= AWS Identity
and Access Management(IAM) &t2 ¢l OFEE T £ USLICE ST MH|A A™E AMESIEE FHE ZE
Podi SliZ Hatof] HM|A AHBH0| Qs BE AWS MH[AN| HNAS £ QELICE,

>

Pod Identity

Amazon EKS Pod Identity 2Z&2 Amazon EC2 QIARHA T 20| Amazon EC2 QIAE A X}A ZHE
HSot= SAD RASHA| o ZE2|AH[0| M2 Xt SHE 2E|dh= 7|2 M3 LI

EKS 22{AE0]| Pod Identity A X|:

AWS Z£2 AFE5I7LtE CHZ AWS CLI BEE AH231H0 Pod IDE Mdg 4= UGLICE.

aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

XtMIet LHE2 "Amazon EKS Pod Identity AgentES HMEL|CH'S(E) B ESHA 2.

trust-relationship.json AiA:

fjo

EKS AH|A FH|7t Pod Identity0i] CHSt O] gt
CtE O] M2 HMS AEsH0 ets WHELICE

o=

25t £ QU 2 trust-relationship.jsonS MAgtL|Ct 2=

aws iam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"
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trust-relationship.json I}:

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
by
"Action": [

"sts:AssumeRole",

"sts:TagSession"

O hA|e gt M= WHE IAM 2ol HZARILICE

=

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \
--role-name fsxn-csi-role

Ic |D AHA-I-

[=Ne X

IAM gt ot Trident A{H| A X (trident-controller) Zt0f| Pod ID HZ2 MM $HL|LCE.

aws eks create-pod-identity-association \
-—cluster-name <EKS CLUSTER NAME> \

—-role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

MHIA AN AZAEZ 2[5t IAM SE(IRSA)
AWS CLI AtE

aws ilam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json I}:
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-

provider/<oidc provider>"
b
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc_provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

‘trust-relationship.json’ IUNA CHS 242 YOIO|E-LICE.

* <account_id> - AWS A& ID

* <oidc_provider> - EKS 28{AE{2| OIDCYLICE Ct2 BHEES HAHSIH oidc_providers 22 &
oI&L[CH
M H .

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

IAM XS ALESH0] IAM HE S HZLIC:
HH0| WHEH O] HHS AE5IY (7| THAIOIA Hdoh FHS Ao HESLIC

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

OICD Z&At7t HEE[Of JA=X] =l

OIDC SaAt7t 2 AHE0| HZE[O JAEX] AU, LI HH S AHE0H0] 2ol = ASLIC.

126



aws iam list-open-id-connect-providers | grep S$oidc id | cut -d "/"

Z£30| H|o U= BR Lh= BHE AEDH0] IAM OIDCE 22 AE 0 HESHIA|2.

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

eksctlS At23t= 82 L3 O|HE AHE3H0 EKSOIM AMH|A AFHof| CHot IAM HE S M3t

-f4

eksctl create iamserviceaccount --name trident-controller --namespace

trident \

--cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

-—-attach-policy-arn <IAM-Policy ARN> --approve

Trident A %]

Trident= Amazon FSx for NetApp ONTAP A E2|X| Zt2|E Kubernetes0| A

el
HEXteF 22Xt of Z2[A|0[ B 20| HEE +~ UA=S XAYLICE LS Y & oLt

A3 TridentE AX[g &= ASLILC.

N>
or &

e Helm

* EKS 7t 7|5

2o g FXSHAIR.

Helm2 Edf Trident &X|

Pod Identity
1. Trident Helm 2| EX|E2| &7}

7|52 AE5IE CSI A-M HEER 7} 7|52 EXSHUAIL. XtMet 2 "CsI =& 0l tigh &

%

=
=

LH

helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

2. Ot OlAIE AFESHY TridentS MAX|IELICH

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace

Ak

H A
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‘helm list® TS ALESIH 0|F, WHIYAHO[A, XE, HEi, ¥ HHE S 7HF
Hooh 22 dX MR FEE dEY =+ UASLIH.

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

MH|A AE HAZH(IRSA)
1. Trident Helm 2| EX|E2| &7}

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 2alec

Ok

=A% 22t ID S A™ELCL

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:
arn:aws:iam::<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
-—-namespace trident \

——Create—-namespace

‘helm list® TS ALESIH 0|F, WHIYAH0[A, XE, HEi, ¥ HHE S 7T
Hooh 22 X MR FJEE dEY + UASLIH.

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
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14:31:22.463122 +0300 IDT
100.2510.0 25.10.0

iISCSIE A8t = 32 %EI-O|O1E A ABIOM iSCSIZt 2d3tE|0] U=X] RISHYA|2. AL2023
helm A X|0l node prep OH7H HEE $—7f0f04 iSCSI 22I0|HE

Worker .e.E OSE AlE3t= EL
MX|E X3k & &LC

helm install trident-operator netapp-trident/trident-operator

—-—-version 100.2502.1

set nodePrep={iscsi}

EKS OHE2E E8l| TridentE A X|SIMA|2
Trident EKS O E&0f=

o= MKl 74 I Arfo|=0f W Felare

B =P

deployed trident-operator-

-—namespace trident --create-namespace —-

£ A1 2Ot THXIQH BT A3 ARBF0| E3HE|0f 20D, AWSOIA Amazon EKSHS] B3+
AZUUSLICE EKS 0HE2S A1 Amazon EKS 2BAE{S| Hotnt obEHS N4HOZ SXIE 4 9/
2kS ol A OlA| L}

AWS EKSE Trident 01=22 1d517| TOi| Ch2 AFS S 2RI AL,

* £t 7|5 #+50| &= Amazon EKS 2 AE AE

* AWS Marketplace0i| CHet AWS 3t

"aws-marketplace:ViewSubscriptions",

"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 24: Amazon Linux 2(AL2_x86_64) EE= Amazon Linux 2 Arm(AL2_ARM_64)

* LE R%:AMD E= ARM

* 7|2 Amazon FSx for NetApp ONTAP I} A|AH

AWSE Trident 7} 7|52 243}5tM|2

i
i)
Tk
Mk

1. Amazon EKS 2& 2 gLILC} https://console.aws.amazon.com/eks/home#/clusters.

— —

F7hol5 * g MEpt g 20t Il

a & W DN

Ft 715 WESE{E LS T

g
a. AWS Marketplace Oi=E2 MMOo=z AT ESH0] HAM

QIZ% ELM KOl A *S2{AE*S MEABL|CY.

NetApp Trident CSI F£7t 7|52 #4S S2{AEQ| 0|E2 MEASIMAIL.
t

AFXFOI| *"Trident™ 2 24514 2.

[ == R |
b. Trident by NetApp &fXt2| REX Mt U= 2elztS MESHYAIR.

C. *Ct3*E MESHYAIL.

Me
=
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ozt
=
v
o
o
o
[
=
[=
-
<
ﬂ
rulo
0‘5
H‘F
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40
=)
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A
ﬂ
10
>
1)

b. IRSA 2152 AHBSH= Z MEfR T MHOIM AL THS 3 T4 B2 SHUET| HIHIAIL.
© AHSE BES et

* Add-on configuration schema*E 211 *14 gf MMO| configurationValues Of7i -5
O|™ THA[Of| A A3t role-arn 2 *"I*°”—| CHE *8 CtS & A0|0{OF gfL|CH).

o

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+

= |2 YAHOZ OverrideE MEISHH 7|&E OHER2 AT EQ 0o HH & StLt 0| 40| Amazon EKS

OlEL AT EQ 0| MHOZ SHMHE 2 QSL|CH O] SME AIRSHX| &1 7|&= M1 ZE0| 2HAisHH

[ ay—] —

xte{0] ATHRILICE. ©F HIAIKIS ALZSI0l 55 2HIS olZE 4 YBLICH o SHE Meis}y| Hoj

=22 T A

Amazon EKS OHER AT EQ[0{7} AHEXt7} 2] 7""* ZE[oljof Sti= BT S 22|5HK| =X 2Rl AL,
7. *CHg * 2 MEfelL|ot,
8. AE % I HO|X[0]| M * 24 * S MEHBLICE,
OHER2 AZER 0] X7t 2 E[H HX|E =2 LATELNHE 2ol
AWS CLI

1. add-on. json It MA:

Pod Identity2| 22 LIS HAIS ARSI 2:

Sl CH2 2 ALBSHMIR
{
"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.1l",
}
IRSA 9152| 22 LIS HAIS AIBSHIAIR
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"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"
}
}
r3gn "<role ARN>"E O[T EHA|O|| M ‘H-dot Aeto] ARNLZ HiFL|CE

2. Trident EKS Ol =22 MX|giL|Ct.

aws eks create-addon --cli-input-json file://add-on.json

eksctl
CHS OIA| HHEE Trident EKS OHE2S M X|gtL|C}.

eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force

Trident EKS OHE2 i[O E

e

HO|EY S2{AEQ| 0|F2 MEMLICE

. *Trident by NetApp*E MEiot C}Z *HE*Z MEASLICE
. NetAppOll A Trident 714 H|O|X|0f|lA| CtS S S ELICE,

a. A2 *HX*S MENSIHL|C},

(B i = |
b, *ME{x 74 M-S 2Fo T WRO| uf2t WAL
o. "M AR MES MEELIC

AWS CLI
CtS oo M= EKS OHER S YHI0|E-LILY.

aws eks update-addon --cluster-name <eks cluster name> --addon-name
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netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—arn: <role ARN>'\"}"

eksctl
* FSxN Trident CSI OHE29| Hix| HES

tot

FISHMAIR. "my-cluster' & 22{AH 0|§2Z HIFEMAIR.

J

eksctl get addon --name netapp trident-operator --cluster my-cluster
oAl E:
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}
* O™ tHA| £ 2| UPDATE AVAILABLEO]| Bt2tEl HEHOZ OHER AT EQHE 0| ESIMA L.

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force

‘——force® FMZ MAHSILD amazon EKs OHER HH0| 7|E MMyt F=ot= 82
Amazon EKS OHER YO[O|EJ} AHmisH &= &0 =20| == 2F HAIX|7}
HAIEILICEH., o] 888 X|Hot7| MOl amazon EKS OHER0| E2|s{of st= MHS
22[SHX] b=X| =QISHHA|R. o] SME ALESIH i HF0o| HOAMNX|7| mfEL(CE.
o] ddel CtE ZMo Chet XiMlet LigE
link:https://eksctl.io/usage/addons/["OHER2" 18 EZESIMA|L. Amazon EKS
Kubernetes EE Zt2|0f| CHot XpMet LHE2
link:https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-
field-management .html ["Kubernetes HE ZU2["]12 EESIMAIL.

Trident EKS OHE=2 X|7H/AHK|
Amazon EKS O0HE22 MHst= & 7HX| SM0| JUSL|LCt.

* SHAHO OHER ATEQN |X] - 0| FMHS MEHSIH Amazon EKSO|AM AX 2t2|7t M7 ElLICt, ESt
Amazon EKSO|A YH[0|E &S ELHLt FH|0|EE A|ZSH £ Amazon EKS OHE2E XIS2 =
AHIO|EStHE 7|5 MHELICE SHX[2H 2 A0 HER AT EQ = |X|ELICt O] SMS AHE6HH

t
Oi=20] Amazon EKS Oi=20] Ot XbAf| 22| &X| 2 ZtSeL|CE O] F¥S AE3H = =201 Chet
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CHREIY 2 YMSHX| ASLICH O ERS FXISHHH HHO| -—preserve S TESIMAL.

* S{AE0]|M of

TEE tH 5| H|7SH7| — NetAppdl A= S2{AE 0| siE OH=E20f Q| =5tH=
E|AATI Q=

= o
202 Amazon EKS OHER S SHAE0|M HAY AS HELLICH OHE2S H|AHSHH
-—preserve 2M8E delete HHOAM H|HSIH K.

I.

[1)a3

nl OHER AT E0{0| IAM AHO| HEX|H Y= B s IAM A™E 2 MHE[X] t&LICH

Lo -d

i)

gl 2

M-

1. Amazon EKS 2&2 gLIC} https://console.aws.amazon.com/eks/home#/clusters.
IZ EMM EOf| M *2HAE*E MEHSL|CE,

- NetApp Trident CSI OHER2E HHY S2{AES| 0| MEHSIMAI.

Add-ons TS MEHSH CHS *“Trident by NetApp*S MEHSIL|C}.

- *HAE MEdgtL|Ct

o o A W N

netapp_trident-operator H|7{ 22l CHs} AXIof| A Ct

S gt

o
=
O,

LS —- = -
S AH OHE2 2T E0E RAISHH HE2S| ZE 4FE A Zelota{H o] MS
MEISHE A2,

A
e
a. Amazon EKSOA O=2 MHE O 0|4 22|otX| U2 st H *22AE| RX*E MEHSIMUA L,

b. *netapp_trident-operator*S |2i%tL|C},
C. *M|7H*E MEiSLICE

AWS CLI

‘my-cluster & 22{AH 0|EQ= HIE CtZ FHS 2L,

o o =

aws eks delete-addon —--cluster—-name my-cluster —--addon-name
netapp trident-operator --preserve

eksctl

Cte S HAHSHH Trident EKS &7t 7| 50| MAHELICH

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

AEEX] SaA 7Y

0| "Kubernetes StorageClass QEME" MM T2 H|XL{E AlEst T T2 H| X L{0j|A
Z&5= ZZH|Xdot= SHE X[ALCL. 0| %01w_ TridentE ZEH|X L E X[™H5H=
Kubernetes StorageClass Z{X|E #d5t= WHS H{ELICL.
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StorageClass Zit|S MM stL|Ct

FSx for ONTAP& StorageClassE MA5H Trident?t M= LM S XSO =2 MMBILICE

X7 AEE|X| HAEE £502 M52 H Trident A} AER|X| SHAS HEZ MYsH= WHHo|
= CHst Xt el 1A 210 Kubernetes StorageClass A4 MM E & ZEsHAAIL.

T+ StorageClass Oi7HHSE X|HSHM R

StorageClassE ‘d4e m CHs M| 71X| 0i71 H-E Hofsl{of gfL|Ct.

O 7HtH =~ 2 79 ek

fsxFilesystemID ol =XAE FSx for NetApp ONTAP Lt A|AH! D

storageDriverName ol =XrE Trident AE2|X| E2t0|H(0f|: ontap-nas E&
ontap-san)

credentialsName ofl =i ONTAP X4 3EE& FSx7t EgtEl Kubernetes
Secret®| 0|

MEHH Of7iH 4 X[

StorageClassE Soff MEHX gHolE Oy H~-E HMES OIﬁl—l Ct, StorageCIass parameters MMM 22
MEHX 212 EXIEE HOlSHA| Q. HAllE of7fH 40 Tk

HHO|| = ;A—In

1 —_-— o .

StorageClass 74 It 2| oflL|Ct,

LIS o= Xt WAl 48 E2[7Hd}= StorageClassE EO{FL|CE.

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate
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JSON

"apiVersion": "storage.k8s.io/v1l",
"kind": "StorageClass",
"metadata": ({
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate"

StorageClass i

T8 IS Y8 2 O3 TP S HASIH 2E2|X| SHAE YA L.

kubectl create -f storage-class-ontapnas.yaml

O|H™| Kubernetes®t Trident 20| A basic-csi 2AE2|X| SeiA 7t EA|E|0{0F SHH, Trident7 HA=0|A 22
MM S ZAAL|Ct,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

rr

StorageClassE X&3tH Trident7} HAIEE X502 MMBtL|Ct O3 CH2, 0] StorageClassE & X s}
PersistentVolumeClaimsZ A g 4= QI&LICE.

C

oll = 71 AE|E EHolBt|Tt

135



74 Mo
trident.netapp.io/configuratorStatus T8 2 (Success EE Failure)
trident.netapp.io/configuratorMessage KEMIS Al EE= @2 AKX
trident.netapp.io/configuratorName LHE MK 2|AAQ| 0|2
trident.netapp.io/managed StorageClass?| Trident0i| 2|5l 2t2| =S LIEFZL|CF

trident.netapp.io/additionalStoragePools O| BHAIEEOZ MMEI AEZ|X| =

kubectl get storageclass ontap-fsx-demo -o yaml

‘trident.netapp.io/configuratorStatus 0| (7}) “Success' (2)E2 MAEN] JU=X|
SOISHMA|R. 240l “Failure @ ZAL 22F0f CHsH
‘trident.netapp.io/configuratorMessage 2 (8) AESHIARL.

=7} FSxN I AJAH =7}

St StorageClassS A& AFRSIHM 227} AEZ|X| 22F0| LR A 27} FSxN It A|AH! DS
FIISHHAI2.

StorageClassE W SIL LIS FA S FII5HM(R.
metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

XEXXXXXXXKXKXXXXXXKKXX" ]!

HA A2 M 28HH Trident?} HHAIE M2 AC|0|ESID StorageClass O - E|0| M2 AC|0|EgtLCt,

* A& A= 1 40| = StorageClassE AHH[otH LetHOZ HZEE Trident HAIE = SH7H| AMK|EILICE 0|2
Qle AER[X| AZO| BTHE| D A =0l °J:'§':7f * | 2 QUELICH 22|H StorageClassE AMH|SH7| Fof|
IS BN

* XS WA= 142 AWS FSx for NetApp ONTAPOI| A 2 X| &I EL|C}.

s gAl= 1M ©10] Kubernetes StorageClass 44

Trident A= 2} StorageClassE HE=E MAMst2{H CHS THAIE [ENR
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A= o= 1A Xt= HEAl O[3

Trident= StorageCl
ASSt HAEE A

ass
A%t CHS StorageClassOll AEf FM S F7tgtL|Ct.

Trident= VolumeSnapshotClassE ot HIF M SFL|CE Trident= 0| 22| StorageClassesOil CHoll St
VolumeSnapshotClassZ IHAI2EL|C}

Trident B =E MAMSH|C}

Trident BiAIEE MM5t2{™ JSON EE= YAML &Alo] M MU S OHS0{0F ZILICH O] IIY= At T AEZ[X|
QH(NAS EE= SAN), I A|AE AEZ|X|E 7S SVM, 2|1 Q15 ghHs X|™6ljof SL|Ct CHS ofl= NAS
7|gt ﬁEEIIIS Mo|stl AWS A|ASIS AFSIH AT SVYMO]| CHSH A1 SHE XMZEste B S HoSLICt.

YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{

"apiVersion": "trident.netapp.io/v1l",

"kind": "TridentBackendConfig",

"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"

by

"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",

Ho|oj|M HHll= M S I FLIC StorageClassE XM&3H Tridentes 4= Df/HLE
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"aws": |
"fsxFilesystemID": "fs—-XXXXXXXXXX"

by

"managementLIF": null,

"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"

FSx for ONTAP E2}0|H H&E XH

CtS E210|HE AF238H0] TridentS Amazon FSx for NetApp ONTAPI} £E88t 4= Ql&L|Ct

E2t0|H 0| & A

ontap-san T 2H|X Y2l 2t PVE XHA| Amazon FSx for NetApp ONTAP 28 LHO| LUNRILICE E2
AEE|X|0f HEEL|CH

ontap-nas T 2H|X Y2l 2t Pve X Amazon FSx for NetApp ONTAP 2EQIL|Ct NFS % SMBO]|
HEELICH

ontap-san- T Z2H|XYEl 2t PVE Amazon FSx for NetApp ONTAP &% 71M 7Hs8H LUN £E 7t+%

economy LUNQIL|CE.

ontap-nas- T 2H|N =l 2} PVE gtreeO|M, Amazon FSx for NetApp ONTAP =2&& 714 7ts8t

economy +9| qtree7t SSHEIL|CE

ontap-nas- T 2H|NY =l 2} PVE Amazon FSx for NetApp ONTAP FlexGroup 25 &IL|C}.

flexgroup

C20o|H MIE FE= "NAS E210[H" 8L "SAN E2{0[H"S HZESHIAIL.

Holl = 4444
T THUS WA B ChS BHS ML Trident WIS T4(TBC)S MASHD S2NS HARHIAR

* YAML IHA 0| M Trident HHAl = 14(TBC)S ‘451 CHS BHS HASHUAIL,

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

0x
Ihl
$Q
rr
Ral

fot

o

* Trident W= F4(TBC)0| 43X =
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Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-f96d916ac5e9 Bound Success

CHE 4 SHOf TS REMIEE LHE

ro

ofzl #iel= N 14 8l OoffF| MM S E=SHY

AHS MS 7 g0 AE2|X| SeA 7Y

CHZ2 Trident X FSx for ONTAPO| M A8 S AE2|X| 22 A 89| o YL|Ct.

NFS& AEZ|X| S2iA

O] |H|E AtE23t0] NFSE AtE2ot= 280 i3St StorageClassS MM E £ UESLICHEA &M S=E2 of2f Trident

A4 HM2 HRSHIAIR)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iSCSI2 AEZ|X| 2efA

iISCSIE AIE3t0] 2&0] Cli$t StorageClassE MASI2{™ LIS 0|2 A2,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"
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NFSv3 Z! AWS BottlerocketS AI235t= AEZ|X| A

AWS Bottlerockettl A NFSv3 288 T ZH|XJsI2{H AE2|X| 22{A 0 L3 ‘mountOptions' S(2)

FISHHAI2.

apiVersion:
kind: StorageClass
metadata:
name: ontap-gold
provisioner:
parameters:
backendType:
media: "ssd"
provisioningType:
snapshots: "true"
mountOptions:
- nfsvers=3
- nolock
Trident StorageClass &4
ol2i3t B4 S ¥l 2
44 2
ajcfof" =X

provisioningType Z2X}&

backendType 2

Mo
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storage.k8s.io/vl

csi.trident.netapp.io

"ontap-nas"

il

E& Z=Z2H|XJot= O Ar2E Trident 22| AE2|X| 25 2T ELIC

7k
HA

HDD, sto|=2|E,
SSD

r=
1=

ontap-nas,
ontap-nas-
economy, ontap-
nas-flexgroup,
ontap-san,
solidfire-san,
azure-netapp-
files, ontap-san-
economy

&, AA

M

=0 ofz2{st
F49| O|C|o{7t
S| O]
U}ELICE.
sfo|lHz|EE E
CHE olojgL|Ct

ze of
Z2H|KY WAl
x| gigtLict

Of2{%t
19| uholl = o
FL|CE

Jp-40 niH
ot 0t 0

=
mo »>
=}

10 M
m | >
o o

rorir rio

ot
-
ful

9

ogtoxd o

X

o
T

£ 0]Lfof

K& e

ontap-nas,
ontap-nas-
economy, ontap-
nas-flexgroup,

ontap-san,
solidfire-san
T Z=H|X' 20| thick: 22
K™= ASLICE  ONTAP, thin:
HE ONTAP &
SolidFire-SAN
INESESRELL IS 2E E2o|H
AHAFO| 2t MotEl ontap-nas,
== ontap-san,
solidfire-san



%4 ¢ at =3 2% K| &t
28 = & AHA E2 28 SHME Z2E80| gMelE ontap-nas,

X|&ghct =28 ontap-san,
solidfire-san

=23} = AR AEEX] E2 Aot 4™ E ontap-nas,

ot 5t=| EEE =B ontap-nas-

K| gtL|Ct, economy, ontap-
nas-flexgroups,
ontap-san

IOPS int oFo| M4 Z2 0| HQ|9| 220]M o|2{st  SolidFire-SAN

IOPSE E&Y &= IOPSE
QlaLict =Bt

T ONTAP Select EE= FSx for ONTAP A|AEIO|A X| 2= X| St&L|Ct

AEB|X| 22 ATt "Kubernetes 3! Trident 25"} A% Zk23t= HhtH 8l Trident7t 252
H|o{st= oH7HEH 401 CHSE XEA|SH LHE 2 “PersistentVolumeClaim' £ & ZESHIA|L.

|H
=
Rl
oC
_O'l
rir
0%
1z
nio

AERX| 2HAE HMSSLICH
StorageClassE T8t = KubernetesOl| A A& 3 AEL|LCE,

CHA|
1. 0|Z42 Kubernetes Z{H|0|2 2 “kubectl'S A}2510] KubernetesOl|A] A stL|C}.

kubectl create -f storage-class-ontapnas.yaml

2. O|H| Kubernetes®t Trident 2 50i| A basic-csi AE2|X| 2EHA T} HA|Z|0{OF SHH, Trident?| BHAIENHAM ES
MM S F4olL|C}
O = A -d .

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

SMB & ZZH|XNY
‘ontap-nas’ E2IO|HE AIESIH svp =82 ZZH|HCE £ JSLICEH. SRt O22HH CHS

HAE A=HOF SLIC: xref:{relative path}worker-node-prep.html#prepare-to-
provision-smb-volumes ["SMB =& ZZH|X'd ZFH|"]
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OH 71t
version

storageDriverName

backendName

managementLIF
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AEZ|X| EEO|HO 0|

ALEXL X|E 0|8 = AEE|X|
HHol| =
= —_—

Z28{AH E= SVM 2| LIF| IP
FAULICH HRetE el
O|E(FQDN)x X[y # USLICE
TridentE IPv6 S2{1E AR50
MX|et B2 IPv6 $¢§ AESIEE

Mgt & QELICE IPv6 TA=

[28e8:d9fb:a825:b7bf:69a8:d02f:9e

7b:3555]2F 20| 2tz oo
Holsfjof gfL|Ct. THef
fsxFilesystemID &  aws
oo M35k
managementLIF & HN3&
Ze7t UELICH. TridentZt
AWSHIA SVM “managementLIF
HEE I 7| iEYUL(Ct. 2ty
SVM(0|: vsadmin) Of2H2| AE Xt

CHet Xt S MSoHok stH, sie

AEXHE vsadmin SEE 71X 10
UO{OF BfL|LCY,

of

FAF 1

o

0Ot

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

C2l0|tf O|E +" " + datalLIF

"10.0.0.1", "[2001:1234:abcd::fefe]"



PR

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

29 o

DIZEZ LIFY IP FAQL|CE *
ONTAP NAS =2t0|H*: NetApp
dataLIFE X|Mst= 242 HEeL|CH
X|™8HX| O™ Trident= SVMOI|A
dataLIFE 7t ELICt NFS OIRE
Aol AtEE HetE colel
O|E(FQDN)2 X|™3st0] 042{
dataLIFO| ZX 2= HHAHS
25t 212 E 2HI DNSE A
2 QUELICHL 27| M T HAY £
AUSLICE * ONTAP SAN E2}0|H*:
iISCSI2| 22 X|HSIX| O A2,
Trident= ONTAP MEHX | UN ™S
AHE38H0] HE| THA M[MS MXst=
ol ZRstiSCSI LIFE ZAAigtL|Ct.
dataLIF7} BA|MOE Ho|El 32
Z07t MMEILICE TridentE IPv6
Zef3E AESHH HX|Tt B2 IPv6
FAE ANESEE AEY
USLICE IPve TA =
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555]2t 20| CHZS Qtof|
Holsf{of gtL|Ct.

s AAZE FA MM ol false

YUO|0|EE &d3}etLICHBoolean].
autoExportPolicy %
autoExportCIDRs M
AHE3HH Trident?} LHELZ| EMES
S el 4 USLICH

autoExportPolicy 0| &43tE "['0.0.0.0/0" ":/0""

ZR Kubernetes E I1PE
HESH= o MH8E cIpr
SEQLICE.
‘autoExportPolicy %
autoExportCIDRs =sM2
AHESHH Trident?t LIELHY| HMES
Arsoz aafgd 4= JA&LCt.

E50| M2 99| JSON &4
20|2 NE

Z210|YME Q= M| Base64 Q12T ™
ZrelL|Ct QI M 7|8t 2150
A ElL|Ct

S2I0|HE 72l 7| = Baseb4=
QITYSE ZIRULICH 2B A 7|t
QUBO AP EILICH

22t 4 9 CAQIBMO| Basebs
ol grelLict. Me ArgelLIc
A 7%t QIZ 0 ALSEILITE

reror>

s
=
o
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OH7H'H = 29 o

username Z2{AE EE= SVYMO|| HZESH= O
A2 ALEXL O|EQLICE XtH B
7|gt 2150l AFZ-ELICL. ofl: vsadmin.

password S AH F= SYMO| SIS o
A E|= H|YHSQILICH XHH BH
7|8t 150l A+SE L.

- O

svm Arget AE2|X| JHAF HAI SVM 22| LIF7t XIHE 32
IHHE LT

storagePrefix SVMOIA M 252 T2H|MUe 0 trident
AXISH A QISL|CEH O] Of7 HAZ
AG|0| ESI2{™ A{ HHolEE A M SHOF
LICE

limitAggregateUsage Amazon FSx for NetApp AHESHX| O A2,
ONTAPO|= X[HSIX| ORMA| 2.
HSE fsxadmin U vsadmin 0=
TridentE AHE3H0] O 22([A|0|E
Ar8™E dMst HM|otst= o 2ot
Hoto| ZetE|of /UX| et&LCt.

limitVolumeSize QHE 22 37|17t 0] ZS XISH ™ (7|EXHOZ MEE|X| %S
D =H|x'do| AmjgtL|Ct. Eot
2E|st= gtree W LUNS| X[CH 37|E
HM[etSHH, gt reesPerFlexvol
SME Sl FlexVol 25T %|CH
gtree =5 AIEX X|HE &+
A&LICt.

lunsPerFlexvol FlexVol 254 %|C LUN £= [50, “100”
200] He| LHof| Lofof BfL|Ct SAN
HEQL|ct

debugTraceFlags SH oilZE Al AI2E OO null
e LICt. ofl, {"api"false,
"method":true} =X sfZ SO0|HLt
XtMiet 23 "t Hest 227t
OlL|™ debugTraceFlags
AHESHA| DR A,

nfsMountOptions ZEZ 22E NFSOIRE &M "
229IL|C} Kubernetes E 1 259|
OIRE SME YUK O Z AEZ|X|
A0 X™ = X2 AE2|X]|
SejA0| DR E SMO| X|™HE| X 42
A2 Trident= AEZ|X| HHAl= 9
T ordof X|HE OLRE S8 S
AETILICH AER|X| A =
TA mof OFRE SM0| X ™KL K]
o2 AL Trident= HAE G2
=50 OIRE SH S HMHSHK|

—_= =20
Ea= R
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OH7H'H = 29 o

nasType NFS = SMB =& MMS nfs
TMELICH FME nfs, smb =
nullLICt. SMB 2&89| A2
‘smb’= AHES0fF LICL nullE
MHSHH 7|2HO 2 NFS 280|

AHEEILICE
gtreesPerFlexvol FlexVol 2&% Z|C Qtree =[50, "200"
300] He| LHof| Lo{oF BhL|C}.
smbShare Ct2 = SILIE X &HE 24~ QISL|LCY. smb-share

Microsoft Management Console
K= ONTAP CLIE AHE3t0] gt
SMB 37| 0|F E= Trident?}
SMB ZRE M4Y 4 Y==
5|85= O|ERILIC}. O] Oi7H M=
Amazon FSx for NetApp ONTAP

A= off Z4QiLCt.

useREST ONTAP REST APIE AtE5t7| @I8t  false
22 07 HLULICH true 2
MHXMSIH Trident= ONTAP
REST APIE A2SI0] HHAl=Qf
EMELICH. 0] 7|52 AIE%HH
ONTAP 9.11.1 O|AtO|
LQBL|CH, E3E AM2E[= ONTAP
2391 A2 ‘ontap
OHZ2|A|0] M0f| CHEH HM|A HBtO|
AUO{OF BrL|CE, O] = AFH MOl =l
vsadmin % cluster-admin
oot 2 SFEL|CH

aws AWS FSx for ONTAPS| 71
ool M CH22 X" = JASLIC -
fsxFilesystemID: AWS FSx "
ot A|ARIS IDE X[™BLICE. - mo
apiRegion: AWS API 2|X o
O|EULIC}. - apikey: AWS API
7|ULICE - secretKey: AWS H|H
7|Lct.

credentials AWS Secrets Manager0i| X &g
FSx SVM X4 ZHZ X|&gfL|ct. -
name: SVM A& ZHO| L&
A|3EI9| Amazon 2|AA 0|5
(ARN)RILICE - type: ‘awsarn'2
AATL|CE XA LI 2 "AWS
Secrets Manager @S E MAgtL|Ct
"2 BXSHA.

THO| defaults MMO|A O[3t FMS ALESHY 7|2 T2H|K Y S MY & JASLICE O|E S0, otz #M oS
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OH7H'H = 29 =

spaceAllocation LUNS| 27t gt true

spaceReserve St of[eF 2 E "none"(M) EE= none
"volume" ()

snapshotPolicy At2ah ALHAE X xH none

gosPolicy MME 250 22 QoS Y "
OFQLICH AER|X| E E=

Bl =H 2 qosPolicy =
adaptiveQosPolicy & StLtE
MEHSIMA| Q. TridentO| Al QoS H*H
S AE5I2{™ ONTAP 9.8
o|&o| HeetL|Ch ZREX gt=
QoS M 152 A8t M
J50| 2 7d 240 JHEHo =
HEE|CE sifof ELICE 37 QoS
M OE2 ZE JIZ2EQ B
X[ gkl cheh Aot s A

S

0l |

gLt

=
adaptiveQosPolicy MAE 280 g2 34 QoS "
Y OZQLct AERX| B £=
HHAIEEH 2 qosPolicy £
adaptiveQosPolicy & dLt=
MEHSIMA| . ontap-nas-
economyOll A= X[ =[X| gi&LCt.

snapshotReserve AHMEOE of2fEl ZEE2| HIE "0" snapshotPolicy 0| “none’

4L, ‘else

0=
0x

Al del =0 22 2 false

HI

splitOnClone

encryption NetApp 2 & 22 2HNVE)E A false
SEOA 2tM3tetLICE 7|28t
“false’ 2LICH O] SME AHE5I2{H
Z2{AE{0|A NVE 2f0|MATE QU
2HMSHE| 0] QUO{OF BFL|CH, HHAIEOf| A
NAEZ} 2t 3tEl H2 Trident| A
TZHMYE 2E =52 NAEZ}
2ot EILICH XtMTt LHE2 T3 2
EZSHUAIL. "Trident?t NVE 2!
NAES} ZSot= &4".
luksEncryption LUKS &sotE &dstetL|ct "Linux ™
Unified Key Setup(LUKS) AtE"S
(B) HESHYAIL. SAN M EQIL|C}.
tieringPolicy A2 AZESH B hone
unixPermissions M

S DCQlLICH SMB 282 42 ™
—=
=

securityStyle M ZE0f st Hot AEFAQIL|CE NFS 7|2Z}2 “unix &L|Ct. SMB
NFSE mixed ¥ unix EOF 7| 2242 “ntfs’ IL|C.
AEIUE X|HYLICEH SMBE mixed
U ntfs HOF AEFUS X|RBL|CH
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PVC 4

O] MMofl= 7 M El Kubernetes StorageClassE AHE6t0] PVE 28 sH=
PersistentVolumeClaim(PVC)2 MMst= ghHof| chsh X|&l0] ZEE|| JUELICH H2sHH
PVE LI=0f| O2EY 4= ASLIC.

PVCE MMetL|Ct

https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim "~] (PVC)E BEIAEQ| PersistentvVolumeO| CHEE
AMA RHQILITH. pvck S 7|9 AREX| TE UYA BES RHEE PHT 4
UELICH., HZEEl StorageClasss AESHH Z2{AH E2|AH= PersistentVolume 37| 8l
HMA ZE 2o dSO0[Lt MH|A £F 22 CHYPH RAE NMog = JUSLICH.

Trident M =2} StorageClassE M 4ot T PVCE Mg = USLICL PVCI7t HHEH siT SES Podof|
o

HE LT AE
CHE olAl= Z7[2X¢Ql PVvC 74 82 B0 ELICL

RWX 2N AT U= PVC
0| OflX|= “basic-csi'2l= 0| 52| StorageClass2t HZAE RWX HAMA #Ht0| /= 7|2 PVCE EHFLILCL

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: ontap-gold

iSCSIZ AtEdt= PVC o

0| Of|X|l= RWO HMAT} 7t5%HiISCSIE 7|2 PVCE 2030, 0| = StorageClassit= 0|52 “protection-gold™ 2t

(2h) HEE[O] ASLICE

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: pvc-san

spec:
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold

PVC MM

kubectl create -f pvc.yaml

2. PVC MEHE =olgtL|Ct,

-

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m
AEZ|X| AT} "Kubernetes % Trident Z44|"Q} At Zt238H= B Sl Trident7t 288 T 2H|XJst= whalg

X|o{st= OH7HEH 4=0f| CHSH XtM|SH LHE 2 “PersistentVolumeClaim £ & XSHUA| 2.
OHZ2|A|0| M H{

AEE[X]| SaAL PVCI U Y& PV% HrEOH OFREY = JAGLICL O] MMoM= PVE
o=of| H&st= oMl HE1 142

HE oiS2IFH0[ M B ZE

kubectl create -f pv-pod.yaml
CHE GlAl= PVCE ZE0| HESH: 7|2 #+42 BEHELIL 7|2 74:

kind: Pod
apiVersion: vl

metadata:
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name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage

Nl “kubectl get pod --watch'E AFE5I0] X3 Mgt BLIEZEE & JUSLICH

2. 280! “/my/mount/path’0f OF2 EE|RA=X] &QISHIAIL.

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc ae45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

O[H| PodE AtH|E 4= AELICE Pod OHEEA|0[H2 K 0|4 ZMSHX| X2 2&=2 AHZ RX|ELICE

kubectl delete pod pv-pod

EKS 22{AE0]| Trident EKS OHE28 st |C}

NebApp Trident= Kubernetes 280 A] Amazon FSx for NetApp ONTAP AEE|X| 22| 2
AotSHo] JHERteE 22| X7 O Z 2| AH|0| M HHZof| EHEE o+~ J}EE X[AELICt NetApp

Trident EKS OlE20ll= 2|4 2ot IiX|Qt O =3 Aeto| Zete|0| A2, AWSO|A]

Amazon EKS2te| 2 2td S ASEUSLICL EKS OHERS AFESIH Amazon EKS

S AEQ HOt OIS X|&XOZ QX|&E &~ oIoD:| OHER Jk-lx| A gl A0 Eof

oot AYEsE 2 = UASLICL
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AWS EKSE Trident HER2E2 7 M5t7| M| CHS AL S
* XM 7|52 MY £ Q= HBHO|
KXSIAMA Q.

* AWS Marketplace0i| CHet AWS #3t:
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

2l= Amazon EKS 28{AEH AHA

JRIL|C}. "Amazon EKS %7} 7| 5"S(8)

* AMI 2&: Amazon Linux 2(AL2_x86_64) EE= Amazon Linux 2 Arm(AL2_ARM_64)

*LE Q¥ AMD £= ARM
* 7|& Amazon FSx for NetApp ONTAP I} A|AE

=HA|

1. EKS Pod7t AWS Z|AA0]| HMAE £ Q2 |AM H
AWS Secret2 MMTIL|CH'S EXSHMAL.

2. EKS Kubernetes 22 AE{0]| X Add-ons B2 Z 0|5

tri-env-eks

ot
ru°i
a

P e T e e
@ ( Delete cluster ) ( Upgrade version ) 4
e

(O End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

{ information, see the pricing page [7.

Upgrade now

¥ Cluster info it

Status Kubernetes version  info
© Active 1.30
Cluster health issues Upgrade insights

©0 ©0

Provider
EKS

Support period
@ standard support until July 28, 2025

Overview Resources Compute Networking Add-ons Access Observability Update history Tags
[ (@ New versions are available for 1 add-on.
Add-ons (3] Infa | View details Edit Remove
[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. *AWS Marketplace add-ons*Z 0| 55}0q storage 7| 11
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

NetApp, Inc. X L |

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. *NetApp Trident*E &0t Trident 37t 7|5 2QI2tE MEidt OHS *CH3*E S=ILICH

S. Hdt= FIt 715 M S MefptL|Ct.

—

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel
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Review and add

Step 1: Select add-ons

Selected add-ons (1)
(Q Find add-on ) ¢ 1
Add-on name Y Type v Status
netapp_trident-operator storage (@ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name A IAM role [3 v Service account v

No Pod Identity associations
None of the selected add-on(s) have Pod Identity associations.

i
-

tEst

rr
X

7. IRSA(MHIA AFEE 1AM )

o
9. 7t 7159 MENTt _Active_QIX| ZQISHIAIL.

Add-ons(n Info View details Edit ) Remove

[O. netapp XJ {Anycateg.,, v J [Anystatus v J 1 match I |

NNetapp:  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and ators focus on licati FSx for
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient ized storage Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild. 1 - (IRSA)
Not set

Listed by
MetApp, Inc. [3

View subscription

10. CH=2 B2 HASH0] Trident?t 221 AE 0 M2 ZA=A=K] EelstAIL.
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kubectl get pods -n trident

1. HHE 72 Tgoto] AE2|X| HASS RHSHYAIR. XAIE B2 "AE2| Hol= 74

0x
mjo
2
F
Ot
1k
>
50)

CLIE A2 Trident EKS 0H=2 A X|/x| 7

CLIZE AI23l0d NetApp Trident EKS =7} 7|58 AX|gfL|Ct.
CHS oflAl B0 Trident EKS OHER22 M X|EL|Ct,

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.1(HE HH Zg)

CH2 ol A| B2 Trident EKS OHER HF 25.6.15 AX|gfL|C}:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.1l (M& HH Zg)

CH2 ol A| B2 Trident EKS OHER HF 25.6.25 A X|efL|C}:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.1l (M& HH Zg)

CLIZE AI235l0d NetApp Trident EKS =7} 7|52 HAH&fL|Ct.
CHS HH S AlSH Trident EKS &7t 7|50] M EL|C.

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

kubectl2 AF2510{ BHOlI= AN

HHAIE = Trident2t AE2|X| A|AR] 7HO| 2HAIE Ho|SfLICE MHAE== Trident?} sHE AEE|X|
A AR SASHE WD Trident? e AE2[X| A|AEIM SES ZEH[X'H5H= HHEE
St Z=L|C} Trident AA| S CIS CHA|= ol =2 MASH= Z4QIL|C}
TridentBackendConfig Custom Resource Definition(CRD)2 AH25H Kubernetes
QIE{H|O|AE Sl Trident HAEE =FH M5t 22| ~ J}SLICEH kubectl EE

Kubernetes BHIEIHY| St= CLI =7 E A5 £3lE 4~ JUSLILCY.

TridentBackendConfig
TridentBackendConfig (tbc, thconfig, tbackendconfig)s ZHEME L|AD0|A CRDE,
kubectl ' & AFESIH Trident WAEE 22| £ YT E SiFELICH. O|XH| Kubernetes U AEZ|X]|

Z2[xts o HHE RE2IEI (“tridentctl 20| Kubernetes CLIE Sl MAIEE =T MMSHD 2ta|gd +
olAL|CH
M- .

‘TridentBackendConfig® ZHA|7t MME of Ct3at 22 Yo| 2detLICt.

o A== MRt MBS S 7[HICE Tridentdll 2|6 AIS2 2 HEEL|CE Ol= LIRS Z
TridentBackend (tbe, tridentbackend) CRE EHEL|C}
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* "TridentBackendConfig = Trident0l| 2|3l XA El “TridentBackend 0 17 StA| HHQI S EL|CH

2} *TridentBackendConfig'2 TridentBackend 2} Y2 oHH S @ X|et IEf HMXts HAEE MAIStD 2L-d5H7|
-r|°H A XA M2 E|= QIE{H|0|A0|H, $XH= Trident?t A A| EHAIE ZHH| S FEoist= BHAIQIL|CE,

AT TridentBackend CR2 Trident0ll 2|d AtSC=E M- EILICE CRE X6l Al= F ElL|Ct #aAlE
e HH|O|ESIH™ TridentBackendConfig KA|E £HSIMAIL.

= T SO

‘TridentBackendConfig' CRE HWAI2 CIZ OE EESIMAIRL.

[ |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

2lot= AEE|X| ZE/MH| A0 CHEE ME A ML "trident-installer” CIZE{2]|Q| 0| H| S A XSIHAA| 2.

(=R

rlr

‘spec’ = HAEH
EEl0|HE AtE5HH
it 74 g4 28

-4 7HHSE AFERLCE. o] ool #HAlEE=  “ontap-san® AEZ|X]|
ozlof EE He|El 74 oj7fHSE AFEEL|CE. dks AEZ|X] =2t0[Ho|
2 xref:{relative path}backends.html ["AEZ|X| E2t0[H{0] CHgt
= XRBIAAIL.

E

‘spec’ MIMO|E ESH  credentials® % “deletionPolicy’ EEJ} ETE[ QUOH,
Ol “TridentBackendConfig' CROIA MEA Z=REUSLICE.

* credentials: O] Oj7HHLE T Ql2d SHE0|H AEZ|X| A|AH/MH|A OIS0|| AFRE|= AHE SHE
ot Kube

= [=] — O
ZOIBILICE O] gf2 AHBX7E M MTE Kubernetes SecretQ 2 HEELICH Xt SFHS Y HAER MY
AoH, I8 & FR LRI EELLICE

T oo=
=2od
* deletionPolicy: 0| 2E£ "TridentBackendConfig 7} AK|E! wwf &rAHSHOF St
7tX| 2t & SILIE A8 Y = JELICH

rir

S oyt o2 F

° delete: O|EA| 6} TridentBackendConfig CRI} #& A7} D& AF|EILICH O]Z10]
7|22t LCE.
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° retain: TridentBackendConfig CRO| AK|E|C2tE A= Ho|= A& Hof JA2H
tridentctl & AM2SI 2[e £ USLICH. A I"*—."% ‘retain 2 MHHSIH AEXt= O™
g2|A (21.04 O/ HM)E CIRO0|EStD WHE HAEE XY £+ JUSLICEH. 0o BEQ g2
‘TridentBackendConfig 4 = AH[O|EEY £ USLICH

HHAIIEO| O| F2 spec.backendName & Aot MFELIC. X[HSHX| Q™ HHAE 0|2
S| ‘TridentBackendConfig 2{H[2| 0| F(metadata.name)2 = MM ElL|C}.
‘spec.backendName'E AE350] HHOlE O|E2 AR =2 *E*’SOHZ 20| EELICL

tridentctl 2 MME HolEE= HAZAE “TridentBackendConfig LEHMETJ}L QIELICE
0|E‘|°* BHAIE = kubectl & A2l “TridentBackendConfig CRZ MMEOZ N 2t2|g

= 2 ASL|CH spec.backendName, spec.storagePrefix, spec.storageDriverName St
e E0|ol_|- :rM-I ]I|-E|-EI|E-|E I|7“|0HO|: o|.|:|§ xo|7|. nl_g_<>|-|_||:|._ Trident= *HE JLHMEI_|
"TridentBackendConfig'E 7| & WAl =2t XSO = HiQIBfL|Ct
A IR

‘kubectl & AMESIH M MALE HYoHH LSS sAoHOF FfLICH.

1. "Kubernetes Secret"S MMsL|Ct 0| secretl|= Trident7t AEE|X| 22{AE|/MH|AQ} EAISH= Of| ZR$t
Xt ZHO| Zote|of Ql&L|C.

2. TridentBackendConfig 7HAM|E PHELICt O{7]|0fl= AER|X| 22{AE/AMH|A0 CHe NS HEJF TotE|0of
UOMH O|F THA[O| A THE AF S B ETLICE

sl C £ MM = “kubectl get tbc <tbc-name> -n <trident-namespace>"E AF25I0] MEHE 2H0ISt D =Tt MIE
MHE AXISHA OlA| [}
o =2 T =2 T AA-d

12tA|: Kubernetes Secret AiAd

A= 0f Chet UM A XtH SHO| ZetEl Secrets H-ARLICE Ol 2 2AE2|X| MH|A/ZEHF0ICH DR LT}
ChE2 olYLIct.

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

O #= 2t AE2|X| S E2| Secretof| ZEE|0{0F 5t= HEE Qoo AYLICE
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AE2|X| Z2E Secret Fields 8% H|Y mC Mo

Azure NetApp Files clientlD o 5E20| ZZI0|HME ID

22 (NetApp HCI/SolidFire) AE=EZQIE H'HE Xt& 3F0| U= SolidFire
SHAES| MVIP

ONTAP AHEXLO|E S AE/SVMO| HASH= O AHEE
AHEX} O| S LICE XtH B 7|t

2150l AtEELCt.

ONTAP HUHS 22 AH/SVMO| HZSH=
AEE[= = LICH X2 FE 7|8t
2150l A+EELCE.

ONTAP clientPrivateKey Z210|HE 719l 7| Baseb4 2
QTG ot AYULICE 2B M 7|
2150l A+ ELCE.

ONTAP chapUsername OIHI2E AIZX} 0| E.
useCHAP=true®! 2 ZQiL|Ct.
ontap-san el ontap-san-
economy

ONTAP chaplnitiatorSecret CHAP O|L|A|0f|O|E] = lL|C},
useCHAP=true?! 2<% EQiL|Ct
ontap-san ey ontap-san-
economy

ONTAP chapTargetUsername CHAF AF2 X} O] 2. useCHAP=true?!
22 EHLICH ontap-san 3
ontap—san—economy

ONTAP chapTargetlnitiatorSecret CHAP CHAF FHA| X HI 7],
useCHAP=true? 2 Z4QlL|C}.
ontap-san ey ontap-san-
economy

O] THAIO[A MM El Secret2 CHE THAIOA MM E|= spec.credentials M2 TridentBackendConfig
oM BEELCL

2CHA|: TridentBackendConfig CR A4

O|M| TridentBackendConfig CRE H&e ZH|J} & A}ESLICE O] 00| A= ontap-san EEI0|HE AESH=
SHA =Tt Of2f EA|El TridentBackendConfig K|S AFESHH MM EILIC.

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apivVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:
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version: 1

backendName: ontap-san-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

3CHA|: TridentBackendConfig CR2| MEHE <tQIStL|Ch

‘TridentBackendConfig® CRZS MMIUCC=Z 0[N MEHE golgr £ JSLICH. CHE olE
EHXSHAAN L.

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

Phase:= LIS 2t & SILIE AFEE & UELICL
* Bound: TridentBackendConfig CR2 H{AEQ} HAAL|0] JOMH, Siet A== configRef 7t
*TridentBackendConfig CRE| uid2 AHE|0] J}EL|CT.

* Unbound: "" & HEHEL|C. ‘TridentBackendConfig ZiA|= SASOf HQIYE|X| LAUSLICH MZ
MME|= 2 E TridentBackendConfig CR2 7|2HOE 0| THA|0| QESLICE EHAIZF HEE 20i|= CHA|
Unbound #EHZ &[EE 4 SISLICL

* Deleting: TridentBackendConfig CR2| ‘deletionPolicy AMXM|7t MHEAUSLICE
"TridentBackendConfig' CRO| AfH|=|H AMK| & AEf= HeSHEL|CH

o HHAIE O H 28 22¥(PVC)0| 8l ZR TridentBackendConfig & AASHH Trident7t
SHAIEQ}t “TridentBackendConfig CR2 A{K|gfL|C}.

o HHOEOf| StLt O 42| PVCTt EXSHH K| AE = MEHELICE TridentBackendConfig CRE O |
CHA 2 So{ZiL|ct. BAl =9t *TridentBackendConfig'= ZE PVCI} AK|El 0] 2F AFK|ElL|C,

* Lost: TridentBackendConfig CRat HAE WMAETIL M2 = QMO 2 AR [ R}AKX[T

TridentBackendConfig CRO|l= TS| AK|El WAl =0f| CHE &=t ot JAESLICH
TridentBackendConfig CR2 deletionPolicy izt ZtAQI0| AfX|E &~ UE&LICH

ASLICH HlE =0 API M7t SESHA| &Lt tridentbackends.trident.netapp.io CRDZ} §l=
ZA2ULICt o] 22 JHYo| g 4 ASL|CH

Of RO SIS T HTHOR THE|ABLICH "= 2H|0|E B S AK|"9t 20| 272 H2ler 4 Y
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7bX| 2ol ASLICt.

(M= Aeh) 4EHA|: XhM|TE FHE 2ol

c}

glo

THS A MAOf CHet XpMSE SEE HE = UASLICE

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

CESt *TridentBackendConfig' @] YAML/JSON HI = A8 £ Q&L|Ct,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:112
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
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message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo Ol= ‘backendName % backenduUID 7t S *TridentBackendConfig CRO| CHSt
SHoZ MME ilc o] METE o[ RJELICH lastOperationStatus BEE TridentBackendConfig
CR2| OFX|2F 2t} MEfE LIEHLHH, O|= ALEXLZ E2| ATt BR(0H: AAEXI7t spec O RHIIE HATH 22)
= TridentO| 2 E2[HE HR (0l: Trident HA|ZL F)of LM & JEZLICH, O] 242 Success
= Failed & StHY £ JSLICH. “phase’= “TridentBackendConfig CRZf HHAIE ZHO| 2|
HEHE LIEFHLICEH 9| o[A0|M, phase 2| Z}2 BoundO|H, Ol ‘TridentBackendConfig CRO|H{QIE2}
HAL[O] }SE 20[LCE.

o
>
o
ot
2
o
E
[m
HU
|
1o

‘kubectl -n trident describe tbc <tbc-cr-name>" HH
Mg HES oI & L)

HZE TridentBackendConfig N7t LotEl BHAIE = tridentctl 8 AMESIH

=l HOO|EstAHLE AAIY £ UELICE. “tridentctl @t "TridentBackendConfig ZF T 2H0]|
st HHASE olssta{™ "o 7| E XS A| 2"
o= 242

kubectl2 AF2510] Trident YA EE Zt2|SHAA| 2.

‘kubectl & AtESIH HAE 2| IYUS S THO| ool ZOHEHAL.

‘TridentBackendConfig' & AAISIH TridentOf MAEE AKX/ FXISIEE (
‘deletionPolicy Of mz2}) X|ASH= AQJLICEH. HAEE MASHHH “deletionPolicy 7t
deleteE2 MHH™E|N] QJY=X| SQUSHMAIR. “TridentBackendConfig Bt AMK|SH2{H
‘deletionPolicy 7t retain@Z HHE|H JY=X| SHQISHMAILR. O|FHHA| SHH HHACSIE A%
ZEMSHH  tridentctl S AHBSIH ZZ|Y £ USLICEH.

kubectl delete tbc <tbc-name> -n trident

Trident= "TridentBackendConfig 0| A] A2 £9l Kubernetes Secret2 AA|SHX| A& LICt Kubernetes AF2XI7t
Secret M2|E HYLLICE Secret2 MM W= F2|s{0F SLICH WA M ALESHX| 2b= SecretDt AFH|sHOF
SHL|C}

= .
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kubectl get tbc -n trident

‘tridentctl get backend -n trident’ EE “tridentctl get backend -o yaml
-n trident & &SI EMt= ZE WAL EES A= L JAFLIL. 0] F=:=
‘tridentctl 2 ‘HME wHlEE FSHEIL|CEH.

w0l = 2irjlo|E

[

HA=Z HHO|ESHOF 5= 0| R= KR 7HKI7F AS 5= ASLICH

AE2|X| A|AHIOf| CHt Xt ZHO| HAEZ|ASLICEH X1 ZH2 AH|0|ESHH™ TridentBackendConfig
K0l AHE | = Kubernetes Secret2 YH|0| EsHOF L|Ct Trident= MSE XA XA SHOZ WAES
O =Z HUOO|ERLICE CHE HHES M0 Kubernetes Secret2 YH|0| ESHYAIL.

kubectl apply -f <updated-secret-file.yaml> -n trident

* O§7HEA2=(Of]: AF2 S92 ONTAP SVM2| 0|2)E ¥H|0| Esfjof BtL|Ct.

° CHE HHS AME610| KubernetesE S3f TridentBackendConfig Z{ME ZH AHO|ET 4 JUSLICE.
kubectl apply -f <updated-backend-file.yaml>

o CC
a-

rr

Ct

glo

HHZ AME6HH 7|= TridentBackendConfig CRE HAY 4 JUSL|CH

kubectl edit tbc <tbc-name> -n trident

* SHoll= AM|O|ETt MIfSHH WAlE = OX|2o 2 Xl LM S A& SXEL|Ct 28 2elst
¢lol2 metst{™ kubectl get tbc <tbc-name> -o yaml -n trident & “kubectl
describe tbc <tbc-name> -n trident & ASHSIAA| 2.

ozt
fd

© T4 T SRS AN £H

—

-IO}

YHO|E FHS CHA| e 4= ASLILH.

tridentctlS A2 Trident BHAIEE 2t2

SHMA| 2.

‘tridentctl & AMESI0] HAIE FE| HPS A= B0 CHSH LOIEHAL.

tridentctl create backend -f <backend-file> -n trident
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34 <0
o3

tridentctl logs -n trident

OIS S ARBtLICH

[[I2MR.

=
=

TridentOf| A BA=Z AfX|SHAH CHS THA|

o

tridentctl get backend -n trident

= AH[:

ad

x|

tridentctl delete backend <backend-name> -n trident

< Wl
K

|-
o
T

i 4r

FO| OFZ] o} U= Z2,
E = "Deleting" AEHE A

i

X

Trident7} &

tridentctl get backend -n trident

tridentctl get backend -o json -n trident

0| E

reY!|
]
il

kil

tridentctl update backend <backend-name> -f <backend-file> -n trident

24
o

HZE QAL K =OHX| 942 AG(0f
Lfct.

4ol 2
FSE A Ol A
= T Mg

__I.I.
Ql
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tridentctl logs -n trident

T4 Yo ZHE AEst Tt T update BHS CHA| HASI| SFH ELICH,

A EE A SH= AER|X| 2fAE AHELICT

Ol= A= ZHA|Of| CHOH tridentctl O] (7h) ZFH3t= Jsong AMESHY HEHYE + e HE /Y9
olLICt. Ol= MX|8iof = g REEIEIZE AFE2RL|CE

tridentctl get backend -o json | jg '[.items[] | {backend: .name,

storageClasses: [.storage[].storageClasses] |unique}]"’

Trident WA= 22| 2HAlS MEHSIMR

TridentOl A WA= S £t2|Sh= CHefeh S0 Cis ZOFE &AL,

o

Holl =

A

"TridentBackendConfig"

2 HEXts OfF| MALE ZA25t= F 7HX| NFe LES
A EASLICE. O|= ¢lsf| Ct 2

A=Z0| H®7IELCt.

‘tridentctl’ & AF2SI0] MM =l Wil = £ “TridentBackendConfig' 2 2| £ USL|7?

* “TridentBackendConfig'E AtE5I0] M El BHAIEE “tridentctl' & ALESIY 22| = JASLIN?

r

tridentctl & AME3%t0 ‘TridentBackendConfig HHQIE 2tZ|

O] MIMO| M= Kubernetes QIE{H[O|AE Edl| 2l tridentctl & ARSI MME SHAEE 2H2|5t7| 28
‘TridentBackendConfig QLEMEE MMst= o 2ot tHAE CHELICH

CHE AlLte| 20 HEEL k.

* 7|& Y= o] AL “TridentBackendConfig 7t 19, O|= “tridentctl’ £ MM E|A 7| W2 ILIC}.

* tridentctl 2 MME A BHAE  CHE “TridentBackendConfig Z4H|7F ZXHELICE.

‘.

ettt 2E|xts H7[0M = 7t &

Ho

£ AlLI2|2 BEOIA MRS S A% EX5t0] Tridents 282 ofofstn
SILLE Mere 4+ QIaL

‘tridentctl’ S AE5H0] Mot HASZ A& 2| RfL(Ct.

s MMEIHAIEE tridentctl A TridentBackendConfig LEHMEO| HIQIYSILICt O A| otH HHAIE=

_=

“kubectl & AF2SH0] #2|Z| 1 “tridentctl 2= 2| & X| L&L|CT.

I
o
2
In
=
[nny
o
o
of
rr

‘kubectl S AESIH J|E WHAEZF =|SHAEHE 7|
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=

=

"TridentBackendConfig"

1. Kubernetes SecretS MMatL|C}. O] A|Z 0=

XA 0| Zete|of ASLICE

2HS0{0F ELCt.

Trident7t AE2|X| 22 AE/ME|ARL EAIS

CHE2 3 &S d4l0 ciet 7 LICt.

-1 O O
2. TrldentBackendConflg WM E SHELICE o 7|0l = AE2[X] 2 AE/AMH[A it N HE T}

ZotE|0] QO O™ THAOM THE A3 S HESLICH St 74 0i7HH(0l]: spec.backendName,
spec. storagePreflx spec.storageDriverName S)E X|Hot=E F=2[sHOf grL|C}.
‘spec.backendName' = 7| & A E9| 0|E 22 HH&HOF gL Ct,

OCHA|: BHAlE Al

7| & ol =of HIRIYSH= "TridentBackendConfig' £ PHS2{H A= 1M S 71 2fof &rL|Ct. O] ool A= CHS
JSON HE2|E AtE5to] A= S ptEQICH D TR BhL|Ct.

tridentctl get backend ontap-nas-backend -n trident

o Fom e
o
| NAME | STORAGE DRIVER
| STATE | VOLUMES |

o oo
o

| ontap-nas-backend |
96b3bebab5d7 |

ontap-nas

online | 25 |

cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName" :

A

"ontap-nas-backend",

svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {
"spaceReserve": "none",

"encryption": "false"

}I

"labels": {

"store": "nas store"

Poccmmm== o= +
| UUID
to——————— e +
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by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east 1la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"

1CHA|: Kubernetes Secret 24A

Of ofofl EAIE! CHZ A =0f| et XtH SFO| ZetE Secrets M-I BILICE.

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas—-backend-secret
type: Opaque
stringData:

username: cluster-admin
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password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

2%HA|: TridentBackendConfig CR A4

CHS A= 7| &0 &XSH= ontap-nas-backend 0] XFSQE HIQIYE[= “TridentBackendConfig
CRE dM3st= ZLICHO| O|A[2F Z0]). LIS 2+ AF0| SFE|=X| &QlstA|2:

* g EHol= 0| 20| “spec.backendName 0l H|E|0{ QL&L|Ct.

* T OpPiHS= el A=t SYeL|CH

* M ERE E32)2 Al Hll=oj| Mt SY e =ME FX[SHOF ELICt.

* XA ZE2 Yot HIAE T} obl Kubernetes Secret2 Salf MlS-E LICEH

0| 22 "TridentBackendConfig'= CHS 2t ZH0| EA|E/L|C:

cat backend-tbc-ontap-nas.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: tbc-ontap-nas-backend
spec:

version: 1

storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svim: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store

region: us east 1

storage:

- labels:
app: msoffice
cost: '100'
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zone: us_east la

defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

3CHA|: TridentBackendConfig CRE| AEHE =tQIStL[CH

‘TridentBackendConfig 2 M4t & Y EHAl= *Bound 0|0{OF TLICt. EETH J|E
HAl=o| 0| % uuipet =Yg HHAE O|ES utFelof gfLCt.

kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl0-e4c6-4160-99fc-

96b3bebab5d7 Bound Success

fconfirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

o Fom -

e F——— - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o ———
e o f———— +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4d4c6-4160-99fc-
96b3beb5ab5d7 | online | 25 |

e e ——

o e it fomm - +
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| g

O|X| ¥A == tbc-ontap-nas-backend TridentBackendConfig HM[E AM2SI0] 2btH S| 22| EIL|CE.

TridentBackendConfig & AM2%l0{ “tridentctl HHAAIE 22|

‘tridentctl = “TridentBackendConfig & A2t MMEl HWIEE LIFSH=E O AT
= AELCH. £, E2[Xb=  Ctridentctl E S 0|2t WHACSE AT AZSI=E MEY
= RUCMH, “TridentBackendConfig' & MAHSILD “spec.deletionPolicy 7t

‘retain B MAAEO A=K =olEt &~ QEL|CEH.

o|E S0 CtS YA =T} "TridentBackendConfig' 2 AF25H0] MM E|QUCH D 7PEsH E &L T

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

o fom e
e fommm fommm +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o fom e

o - Fo——————— fom - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

et Fom
e fom—————— fom— +

Z&0||A "TridentBackendConfig O|(7}) M3XMO =2 MME[UCH A =0 HfRIL =l US 2 4 YSLICHMAEZ]
UUID 2+,

1CHA:

“deletionPolicy 7| “retain' £ A& |0 JY=X| =tQletL|Ct

‘deletionPolicy 2| U2 AHAMENELICE. O|A2  “retain B MAGoF TLICH. O[FEA
6}H “TridentBackendConfig® CRO| AMAN|E|CEtE SAE Hol= AL =XMsHH
‘tridentctl 2 [ £ JUSLICE.

kubectl get tbc backend-tbc-ontap-san -n trident -o wide
NAME BACKEND NAME BACKEND UUID
PHASE STATUS STORAGE DRIVER DELETION POLICY
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backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain
kubectl patch tbc backend-tbc-ontap-san --type=merge -p
"{"spec":{"deletionPolicy":"retain"}}' -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5£f82 Bound Success ontap-san retain

e | deletionPolicy 0| (7} “retain(Q)E MNEX| U2 HR OIS HAZE TIASHK| OYAI2L.

2CHA|: TridentBackendConfig CR A{X|

|2 HAl= TridentBackendConfig CRE AHA|SH= A RILICE “deletionPolicy’ 7t “retain’ 2 A& &[0 J}=X]
Qlot = AX|E Tl ElLICH

—

tX
I.

=

Ofx
g

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

R it P memem===
Bt et e i Fommmmmm== +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e Fommmmmmomoomooms

e et e t-—— to—m—————- +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0ab5315ac5f82 | online | 33 |

e Fom e

B it it Fommmmmm== +
‘TridentBackendConfig® ZHMIE AHSIH Trident= WHAE XIHE HEZ AXSHK| 941

Th=s| HMAELICE.

AEE[X| 2L dd 3 EE

e
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Trident 2AEZ2|X| 2ejA S MAMSHL|C}

Kubernetes StorageClass LEMEE [ Mst0 AEE|X| 2HAE MMSIO] Tridentt] 252
ODZH| X Jdst= YES X|AlghL|ot,

Kubernetes StorageClass LEHE 1A

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes
StorageClass QBHME"~12 TridentE oY 22A0N AMEEl= Z2H|XHE AEHstD
TridentOl 2& IZZH|X'd HWHZS XAELICE. O W Ch31 Z&LICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

AE2|X| Z2fA T} "Kubernetes % Trident Kot At At SH= Y Bl Trident?t 282 T2H|XHSHE WAIS
H|o{st= Of7HEH 401 CHSt XEAM|S LI 2 *PersistentVolumeClaim'S & ESHUA| L.

AEEX] SAE YEELIL

StorageClass Z{H|E Mot T AEZ|X| FHAE WY = JGLICHL AEE|X| 2eiA HE0 M= AHBSHALE
3 = Ae R 7K 7|12 4ES MI3 et

o=

CHA|
1. 0|2 Kubernetes ZiA|0|2 2 “kubectl'S AF25t0] KubernetesOl A A shL|Ct,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. O|H| Kubernetes®} Trident Z50i|A| basic-csi AEZ|X| 22HA I} HEA|E|0{0} 8tH, Trident7} BHAIE 0| ES
Mg S AUL|CY,

kubectl get sc basic-csi
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NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

"items": [
{

"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {

"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null

by

"storage": {

"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

AEE[X] 2L Ho"E MSHLIC.

mo
2
2]
ot
2

= MK T2 30 8H Ml SEl= sample-input/storage-class-csi.yaml.templ IF
"BACKEND_TYPE & AEZ|X| E2IO|H O|ECE wA|E &= JASLICE

./tridentctl -n trident get backend

e Fommm e +
o tomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e fom e e
o fomm - +
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| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |

online | 0 |

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify  BACKEND TYPE  with the storage driver field above (e.g.,

ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

Trident AE2|X| SelA 22|

7|1E AEEX| 2AE B, V|2 AER[X| 2iAS 2FHStD, AEE(X]| 2L HAES
A5, AEZ|X]| %EH*E A = ASLICE

7|1E AERX] SAE SHRlFLLt

=

* 7|Z& Kubernetes AEZ|X| 2H{A S HE{H C1S HHS AEMSIHUA| L.

kubectl get storageclass

* Kubernetes 2E2|X| 224 MR FEE H{H L3 FES ASIHUA.

tridentctl get storageclass

* Tridente| S7|etel AEE|X| SeHA MR HEE EeiH LS HH S HHSIHAL.

tridentctl get storageclass <storage-class> -0 json

7le AEE|X] S AE AEHLIL

Kubernetes 1.60IlM = 7|2 2E2|X| 22HAE EFS= 7150| FIE[JELICEH MEAIL FF 25 22

(PVC)UIM 2EE|X| 22HAE X[FSHX| Q™ 0] 7|2 AEE|X]| 22HATL T 2ES Z2H[X 5= ol AEELICH

* AER|X] E2iA MO0 M FA “storageclass.kubernetes.io/is-default-class' 2 true2 AXNst] 7|2 AEE|X]

SUAS FolPfLICt. Arol| =M CHE Zo[Lt FM0| Yo H falseZ i M E LICE.
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* OIS BYS AIZsI0] |E ARRIK| FYAS J|2 A2K Z2HAR Y

g = AL

kubectl patch storageclass <storage-class—-name> -p

'{"metadata":
{"annotations":

{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* ORIHX 2 o2 BEE A8 7|2 2E2|X| 224 FAS MAHY = ASLIC

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":

{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

Trident MX| T2 HE0| = O] F=A0| ZeHEl Of[X|7t UAELICE

22 AE0|= ot Hofl tLte| 7|2 AER|X| S2HATE L0{0F ELICH Kubernetes= 7|2X Q2 £ 7Y
O] 2| AEE|X| SHAE A= AS UX|= X2 7|2 AEE[X] S A7 T8 8
S

e ANE

— L5

AER|X| 2 AQ| o= = Al |C}

Ol= tridentctl Trident 2ol

243|0f| CHoll £ =|= JSONS AHE5te] HHY 5~
MM = g REEIEIS AHES PE 1| 2o w2t HAY DX|soF g = U

tridentctl get storageclass -o json | jg '[.items[] |
.Config.name,

backends: [.storage] |unique}]’

{storageClass:
AEE|X| A E AFELICH
Kubernetest|A| AE2|X| 22HAE A

AE AMHoteE LS B

kubectl delete storageclass <storage-class>

‘<storage-class>' = AE2|X| 22{AZ WA|sHOF BFL|Ct

O] AEZ|X| 2HAE Edf
22| gtLCt,

=
dEl 7 =8

ro

HAZ X &0 2 QK| E|H, TridentZt AXSHAN SHe 25

Trident= MASt= 220 CHaf I ‘fsType‘% HM23tL|Ct iSCS| #A =9 AL StorageClassOll M
‘parameters.fsType'S X &3t= 20| £

&LICL 7|Z StorageClassesS AHH|St 1
‘parameters.fsType 0| X[™El &EE ChA| A-&sHOF BLICE.

Ha

22 oKy 9 o
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Trident 25 TZ2H| XY

T El Kubernetes StorageClassE A2t PVO| CHot HHA S HSH=
PersistentVolumeClaim (PVC)E ‘d-dgtL|Ct. O3 Chg PVE IHE0| OIREY 5= JSLILCL.

e

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim "] (PVC) = 2H{AEQ| pPersistentvolumeOl| CHgt
M A QMERILICE.

PVCE EXN 37|19 AEE|X| E= HHA REE QNSIEE AT £ USLICH HZE StorageClassE MR 4
S AF 22|XH= PersistentVolume 37| B HA|A BE Q0= AS0|Lt MH|A =1 ZH2 CIFst Q AE Hlo{et
2 AELCt

T M- .

kubectl create -f pvc.yaml
2. PVC MENE EolgfLict.

|

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1Gi RWO 5m

1. PODOI| 252 O2ERLICY.

kubectl create -f pv-pod.yaml

S “kubectl get pod --watch'E A5t T &2tE DLIEEY = JYSL|CH

2. 20| “/my/mount/path 0| O}2EE|}E=X| &QISHMA|2.

kubectl exec -it task-pv-pod -- df -h /my/mount/path
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3. O|X| PodE AtH|E 4= UAELICE Pod OHEE|AH(0| M2 [ 0|4 EXHSIX| X|2 2EE2 ACHZ RX|E/LICH

kubectl delete pod pv-pod

ME OLIHAE

¥V PersistentVolumeClaim MZ OjL|HAE

ol ool M= 72 PVC 7+ 488 20 FLICL

RWO ATt U= PVC
0| 0i|Xl= “basic-csi'2t= 0| 52| StorageClass@t HZEE RWO HAM|A H$Ho| /= 7|2 PVCE B ELICEL

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe/TCPZE A%t PVC

0| Ofldl= RWO MM AT} 7Hs B NVMe/TCPE 7|2 PVCE 20 F M, 0|= StorageClass2t= 0| & “protection-
gold 2} HAE|0| JASLICE.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

V Pod OHL|I|AE ME

o ool M= PVCE ZE0f AESH= 7|2 82 E0f FLIM
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718 74

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:

- name: storage
persistentVolumeClaim:
pvc-storage

claimName:
containers:
- name: pv-container

image: nginx
ports:

- containerPort: 80

name: "http-server"

volumeMounts:

- mountPath: "/my/mount/path"

name: storage

7|2 NVMe/TCP 4
apiVersion: vl
kind: Pod
metadata:
name: pod-nginx

spec:
volumes:
- name: basic-pvc

persistentVolumeClaim:

claimName: pvc-san-nvme

containers:
- name: task-pv-container

image: nginx

volumeMounts:
- mountPath:

name: basic-pvc

" /my/mount/path"

HEAI
[l

mjo

EEXSHNAIL.

AE2|X| E2{A T} "Kubernetes X Trident 244"t A% 2838t= B Sl Trident?t 282 Z=2H|XM Y=

X|0{St= OH7HEH ~0f| CHSE XEA|Bt LHE2 “PersistentVolumeClaim' &

=E 0|3
Trident 26.06 HMEE| AEZ|X| 2t2|XI= QIAZET} A|S AldlE|= SO0 iSCSI 288
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S5t ONTAP 22{AE L9 Ct2 ONTAP E Y 0 12| AH|I0|EZ ¢t glo| 0|5E £
U}UELICE TridentVolumeMove AMEXL XM E|AA EE= tridentetl 0|2t S8t 7|52
MgaMOFF%WWHQEQHrMTMawHONMngAESEEPMVOr ST X
UTE gLt

QT AR

=5 0|3 7|52 ontap-san iSCSI 258 =20|HH|Zt HEEILICH NVMe 3 NAS TZ2EZE2 X[ E[X|
oFAL|C}
[Bol — 1] .

EES 0|S5l7| Mol Ctg @7 A0 ZFE|/UE=X] SQlsHA|2.
* BHAIE = ONTAP REST API2} €71 ontap-san EEIO[HE AFERLILCE.
* ONTAP S2{AE = 2|4 T | LEZ AMELICL
* Fst= CFS Xt 3 3 SLLHE E/sta JELIC
° HE ALEX X[ ONTAP S22 AH83h= Z? ONTAP 9.19.1 0| &f0| ER%fL|Ct.
° 0| ONTAP Z2|Ao| 22{AF 2|Xt XtH ZSHLICE
PE&H}I
1O O 1
Tridente S ONTAP 22 AE LHo| & 2[X| Ztol E2&(LUN)S O|SELICH HIO|F oS JH01| Trident= 7|&

ZZ ot SHH CHAO| 22 iISCSI B2 E 71510 SAE CHE HAZ HX[7F HHA HEHS AX| U= BhLCE,
ONTAPO| 0|52 &t=6IH Trident= O 0|4 AFESIX| @t= AA HZ2E K| HELICE.

Trident= 0=
0| ZIGH Atz
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L9 =M A= HEIE HX 2=

rr

TIHSIHM TridentVolumeMove B|AAN A 2ol 4~ Q)
TSH

gl

o
=
2 Mg + AL

Mkt
o
o
omn

1. 0|5 PVO| O|§2 ZoMR. PV 0|E2 0|5 2[2AQ| 0|E SYTLICH.

2. ONTAP 2 AE{0l|A g 2F2| HRH(A2) =2t O I2|H|0|ES 2telst CH&H(EHY) =29 0 I2[AH|0|EE
ME

= 7H%] 9l 5 SILLE AISBHINS. £ WY B5 S
0|22 PV 0|ZlLiC
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tridentctl A2

tridentctl create volume-move \
—--volume pvc-8a814d62-bd58-4253-b0d1-82£2885db671 \
--source-node ontap-node-01 \
--source-pool aggrl node0l \

--target-node ontap-node-02 \
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-—target-pool aggrl node02 \

-n trident

‘tvm’ = ‘volume-move 2| EAIRILICH 0|S0| 436IH E|AAE XSO E X752 H *--delete-after-success
10m'E FII5HM 2.

TridentVolumeMove Z|AA A2

apiVersion: trident.netapp.io/vl
kind: TridentVolumeMove
metadata:
name: pvc-8a814d62-bd58-4253-b0d1-82£2885db671 # the PV to move
namespace: trident
spec:
sourceNode: ontap-node-01
sourcePool: aggrl node0l
targetNode: ontap-node-02
targetPool: aggrl node02
# deleteAfterSuccess: 10m # optional

kubectl apply -f tridentvolumemove.yaml

At mE

sourceNode / targetNode

ONTAP == 0|Z(UUID7} OFgl).

sourcePool / targetPool
ONTAP 0§ 12|#[0|E 0| E.

deleteAfterSuccess

MEHH X[ AZHOH: 305 EE= 10m). "0'2 BFSIH 2|AAS FA| AHStD, YEF5HH 2|2 A S |X|HLCE

0|5 MEE ZLIEZTLIC
“tvm® EtE 0| EEE  “tridentvolumemove 2 (E) AIEst0] Xl A= X=XTHL|CH

kubectl get tridentvolumemove -n trident

ST MEH & L EE Tl JE S AeloteH 2[AAE AEHLIC
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kubectl describe tridentvolumemove <pv-name> -n trident

=50| Moving AEH SOt SA[Y| o2 HZO| LS & JAESLICH ONTAPOYIA CHEZ =E2| 0|52 &t=ot= O
AlZto] 23 £ A7| tfEQIL|CE /St 0|52 EESH| 26l Trident= Trident ZAE Z2{2f Trident =& 7t 2™ S
FATIL|CH ZF MEl= OFS HHAIE =AU 2 £ SHH, Succeeded £ "Failed Q2 S = EIL|CE.

AEH 2& Aol LofLt JEL| T2

Pending Trident= 0| R¥E &£016t11 RS ATt 2 AEZ|X| HE 22
AlZISE7| Hof| 2ot HEE SFSLICt

ControllerStaging Trident”} CHAN IX|E FH|RIL|CE CHA L E9| AEER|X| QIE{H|O[AE

LUNO| DSt KubernetesE YO0 ESIO] &% == RA|ZH A| 2HIE
2| X[0f| CIA| HEE|=Z BFL|CY.

NodeStaging E50| OREE 2t SAEN|M Trident= CHA =EO| M AEE|X| BZE
7|& A2} 8 £71510 PodQ| I/07t & 22 ME ZFOM AKEE2
gfLCt.

Moving ONTAP= =5 O|O|E{E CHA O E2|AHI0|EZ SAFStT M&THL|CL. O]

CHAZE 71 22 Z2|H, ONTAPZ A2 X2|5H= S¢F Trident= 2t E
Wi7bx| Z2ZeL(CE o] MElf Setol= MZ2 AHAZtH 5 &Lt

ControllerUnstaging H|O|E O| 50| 2t=E[RELICE Trident= KubernetesE H|0|ESIH {5H=
MEHOIM AA HEE MFSHCHS AA L EO| AEZ|X| QIE{H|0[AE
LUNOI| A OHZ sHA[gfL|C.

NodeUnstaging Zt SAEONM Tridents 22 E AA H2E MAHEYLICH SAEN = Ci4
ZE0HED| £ OFE EE XK= BT 10| /10 22 AlL et Ct.

Succeeded =50| CHA fIX| 2 2t G| 0| S| 22121 MEf7t E|A}ELICE Trident=
TridentVolumeMove E|AAS QX|St7LE, “deleteAfterSuccess' =
MASIH X5 O AFF|EL|C.

Failed E7g £ o= RRE 2l 0|5 ZAUO0| ZTHE[UFALE A Z | K| Z2HESLICE.

Trident= H&HQ HAHO| HHE = ALE =& HEIE MEHsL @F
HIA|X|2F eH| 2|AAE RAISLICH HAXISE HESID 22 HlS i =
2|2 AE MRS CHAl A| =3t A L.

|.|-
n
1o
pal
ot
>
ot
o
o

0| .status.attachments 252 HZ& = Z HE state ZEN| EAIL|CT

HE AMEf o|oj

Pending LE7LAZE ACE QIE|OH, 22 OFE] A[RIE[X] fASLICH
Bridged 71E B=et e M2 thia 2271 FIHE|JASLICE

Migrated OlMl M Z2E S3lf E2f{zio| MIZELICt

Cleaned LENAM el AA A2 HAHEU}SLICE

Detached L EJto|F B0 22|=0] Trident7t A& MEf7t CHS THA = ZTIYE ZF=H|7t

E[R=R Gotote et =7t e thadoll M H| 2| = A5 LT,

Failed O] =EOM HO|E 277t LUYSLICE HAIX|S 2HRl5th Q.
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0|F 2|28 FaleLCh

‘deleteAfterSuccess 2 MHAM™SIH Trident?t 2|AAE ASOE M|AHYLICI. O%HX| Qo™
£SO M £ UELICEH. Lot =50 s CHE o|s2 LHSH| Mo iy =50 chst
‘TridentVolumeMove® E|_._¢7} ‘Succeeded’ HEE  Failed® MEHE ZEXSIX| U=XK|

SHISHIAIL .

XxF] Trident= 2143t 0| 52 XSO AMK|SHA| Q& LICE Trident= “Failed 2|2AE A 7|EQ 2
= HarstL|CH 22 °J°| H’éi 20f|= ChA| A|=517| HOf| 2| AAE +FO = AN|SHUAL.
Trident 25 =&t

Trident= Kubernetes ALZXI0|A 2& M = 22 7|52 HSELICH iSCSI, NFS, SMB,
NVMe/TCP & FC 28 %0 ’é‘ﬂé TH0| Ciet MEE QIS 2,

iSCSI =& &%

el
1
50
>
r
n

CSI TRH|XLIZ AR50 SCSI 7 EE(PV)2 &5

iISCSI 2& &2 ontap-san, ontap-san-economy, solidfire-san E2F0[H0f|A| X[ E|H

o
== Kubernetes 1.16 O|Af0| & QFtL|C}.

12 28

ot

tat2 X|5tE 2 StorageClass 74

StorageClass H2|E MESI allowvolumeExpansion BEE “true’ 2 AHELICt

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

0|0| EX3t= StorageClass2| B2 allowVolumeExpansion Of7i H4E TESIEE WA SHL|CH

2¢HA|: M3t StorageClassZ PVC ZHE7|

(o]}

PVC Bo|S HEstn M2 2sts 2|5 vie
EREEEIIEN

=2 “spec.resources.requests.storage’ 2 IC|0| EBFL|CH 2H
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cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident= 7 28 (PV)S 4d35t1 o] 37 28 22 (PVC)at HZEELICE

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

37|12 THE pPVvE T HZBLICE iSCSIPVe 37|12 =™ m= & 7HX| AlLt2| 27t Q&LICE.
* PV7L ZEO| HZE AR Tridents AEZ|X| AN EES SHESIT HAIS CHA| AZHSE = IHA A|AH

* HEEX| 9!8 PV°| :'7|§ }_7E§0|'E1_|_ ot [[H Trident= Eﬂlxl HHO,iIE01|A-| =82 g.* *E“—|E|' PVCIt THE0f

[ —_— - /= o

JS.“?:.*OI ’S-T'-"*OE Q*Eﬂ =3 PVC EHE HIOIE%“-IEL

0| of|lof| A= “san-pvc'E AHESH= Pod7t M -AEILICE

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s
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kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

ACHA: PV 2t

1GiOl|M 2GiE W& Pvel 37|18 =Fot2{H PVC H2|E HMESIL "spec.resources.requests.storage’ S 2Gi=
AC|0| EfL|CY
[=] [=]

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default

resourceVersion: "16609"
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selfLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82f2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 2Gi

5THA|: =

-1 O

oy
ol

PVC, PV 3! Trident 282 37| 2Ql5t0] 2t%0| SHIZA| ZHS5H=X| 2ol 4= JAELICH

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 11lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fossssssss=ssscscssssssssosossssssss=sssa=s fememe==== R
e L e i from e fr e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e e fr e e
fre=s===m==e fremsmesessesossssssss s e sessososs==== S fremmmeme=s +F
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
fossssssssssssesessssosssosossssssss=ssss=s fremmmeme=s fremmmemessmeme=s
fem=======a fememsesessss s s e se s e eess s sa s f=m===== fememema== +
FC £5 2%

CSI ZZH|X{E A8l FC &7 2&(PV)E & 4 JUELICH
eS| FC 28 &2 ontap-san E2I0|HO[A X| = Kubernetes 1.16 0[A0| HLStL|LCE.
1CHA|: 28 =& 2 K|St = StorageClass 4

StorageClass H2|E M5S0 allowvolumeExpansion BEE “true’ 2 A tL|C.
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cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

0|0| &X5t= StorageClass®| A2 allowvVolumeExpansion 7 H4E T ESHEF§ MEBILICE

2¢HA|: M3t StorageClassZ PVC 17|

St

HQ

PVC HolE MEsII ME 37|E BtHSH =2 “spec.resources.requests.storage’ S H|0| EEHL|CHH

7|2t 70 &,

HF

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

re
My
ot

Trident= S 2E&(PV)2 Y43t ol g+ =& S2(PVC)t fL|CE.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv
NAME CAPACITY ACCESS MODES
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RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO
Delete Bound default/san-pvc ontap-san 10s
3EHAl: PVCE AZ3t= POD E9|
37|12 =¥ PVE 0| FZBILICL FC PV 37|18 EH 0= £ K| AlLt2|27} YgLict
* PV} ZEO| HAZEE E2 Trident= AEE2|X| BHAIE0]| A = 2SI FK|E ChA| A0 = ThY A|AH]
37|18 ZFYLICL
. 0_47345|x| @2 pPvel 37|15 3535;'0|-E14_ g M Trident= AE2|X| AN 2ES SEHELICE PVCT} THEO|
HIQIZEl = Trident= CIHIO|A S CRA| AZHSHD MY A|ABIC| 37| E ZHELICH O3 CHS Kubernetes= &

IR0l HSHOZ 2ARE = PVC 37|18 YUH|O|ERLCY
0| olloi M= “san-pvc'E AHESt= Pod7t MM ELICE
kubectl get pod
NAME READY STATUS RESTARTS
ubuntu-pod 1/1 Running 0

kubectl describe pvc san-pvc

AGE
65s

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller:

yes

volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

2

bl

4THA|: PV

1GIO[A 2GIE MM E pve| 37|E ZHstH™ PVC HoE HE

YO0 ERHLICY

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 2Gi

PN
(=]

S %[H

ot
oy
ol

VC, PV & Trident 2&2| 27|8 22150 &f&0| SHI=H| &SSt=X| &g & ASLICE

kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 11lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident
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| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e ) e fro— e s e
fre=s=m=m==s e ittt R remmmeme== +F
| pvc-8a814d62-bd58-4253-b0d1-82f2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
fossssssssmss s e sess s oees oo sssssssssos s fremmmeme== femmmmmees ==
femm======a femessesessss s e e se s e eessssaa s fmmm==== femememm== 4

Trident= ontap-nas, ontap-nas- economy,ontap—nas—flengOU£>ilazure—netapp—files
SRl = ol M Z2H|X'JE NFS PVe| 28 &S X|fL|Ct

1EHA: 28

Lot

tEtS X| 5= 2 StorageClass T4

NFS PVe| 37|12 ZHIH™ 22|X7F HA allowvolumeExpansion BEE “true' 2 HHsIH =28 &2
5185t E AEZ|X| EHAE FLH8H0F BLIC

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas

allowVolumeExpansion: true

0| M glo] o|o] AEE|X| EHAE MAMTH AL “kubectl edit storageclass' & AFE5t0] 7| = AEE|X| SafA
MG 2E &HES 58 = USLILCL

2CH|: MMt StorageClassZ PVC RS 7|

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
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accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Trident= 0| PVCO|| CH3H 20MiB NFS PVZ A &f{of ShL|C},

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi

RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2m42s

3THA|: PV =T

kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
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creationTimestamp: 2018-08-21T18:26:447%

finalizers:

- kubernetes.io/pvc-protection

name: ontapnas20mb

namespace: default

resourceVersion: "1958015"

selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab-ab56f-11e8-b8d7-fal63eb59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

oy
ol

4T =

PVC, PV 3! Trident 2&2| 37| 2&Ql5t0] 37| ZF0| SHIZA| 2S3H=%| 2felg = ASLICH.

kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas dm44s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£f3d561-0199-11e9-8d9f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-0199-11e9-8d9f-5254004dfdb7 -n trident

fosssssee s e m oo e s e o s s e s e fremememm=s fememeemeeeeaae
fe=m======a R Bttt f======== femmme==== +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e o fro— e +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4az22 | online | true |

e e e e e e e e ) fro— e s e
frems=m=m==s e ittt R fremmmem==s 4
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RWX NVMe | A[AHE! X[SH At OBl

ReadWriteMany(RWX) 282 NVMe Z2EZ2 AIESIH 22T 647 =2 2HEHM H|$Ho|
UAELICE CHE2 MISH AFE, 2 NVMe HHAI*E" Of7[ElX ! HRTt & tHAIE
ML,

r

6471l .= |3t ofH

ReadWriteMany(RWX) &2 NVMe Z2EZ 1 &H| ALl = E2, Kubernetes 22{AE{0f| A £HY RWX
NVMe EE2 647l 0|42 LEO|M DIRES & i&LICH

647 O|AtS] LEO| ZX ST RWX NVMe PersistentVolumeClaimS O+ E s}

rir
0

AAZCE of|2kstX| OFMAIL.
O| M|zt AFEt2 NVMe ZZ2EZE S AFESH=E RWX =502 M ElL|CH
NVMe 59| A|AH! 2E O|s

E2Y 519 A|AE D (Trident 26.02 0|H 2 2|2A)

Trident 26.02 0| ™ ZZ|A0NME= RWX NVMe 2&0| 282 MEA|A”R BRS AR50 T2 H| XY ELICH 2 RWX
NVMe 252 ONTAPS| At M2 NVMe A EA|AEI0]| OfZElL|C.

O] 22 ChaotX| O 2zt ohA|7F SELICH CH 2 Kubernetes 22| A0 M= ZF RWX 2&0| M8 MEAARS
AESH| HE0| MEAA™R HEZS oHA|of WEAH| =S|}

#H MEA|AE D2 (Trident 26.020| A =2))

Trident 26.025 E| RWX NVMe 282 &7 H MEA|AH 2ES AERILICE 0{2] RWX NVMe 2F0| St
NVMe MEA|AEIS ZLSHL|CT

\J

P MEAARE 2O 1024712] HIJAHO|A(ZE)E RAYLICE O] ER2 RWX HEZEQ| &EdE 37
SFHAI7| ONTAP MEA| AR SHA|Of| =Eet 7hsd S SYLIC

oI-_|

Zt RWX NVMe &2 %|CH 64719 =EE X|TtL|Ct

CHE22 RWX NVMe 25S dd5t7{LT 2 &5t= 2 Ch3a fAret @RI 2dE + ASLICH

Maximum number of controllers reached. No more controllers can be created.

O] 2F = ONTAP NVMe A EA|AHI ZHEE2] H[stol| T3S S LIEFHL|CE

ot AlAE Kot 2F o2

ZEE ot9l Al2" Hiets gol 7+ 519 A|A”> RS 2E5I2{H Trident 26.02 0|42 = HI2|0|=E5HYAL.
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TridentS 1 2{|0|=510] I MEA|AR RHS MEHLICH
RWX NVMe =80 #+I MEA|AH-> RES HESIE{H LHES A LICH

1. TridentE H7 26.02 0|42 2 ¥ I2|0|ESHYA|2.

2. RWX NVMe 282 AI8%t= RE IIEE 09| EXECZ ZATL|Ct
3. RWX NVMe 2E2 H2HOZ AEt= YIAZET QUK &AM L.
4. TC S ChA| SHEFSHLICE,

O RAIZH A|HAE RWX NVMe EF0| super-subsystem 2 S At26t0] HAL| =2 HEEHL|CEH

* O] Mgt AFe2 NVMe Z2EZS AFE3t= RWX =2&012H HEE LIC.
* 64 E H[et2 RWX NVMe =&Y MEELIC

*CIE AMNA REQICHE ZEES2 JE2 WX &L CH

HES2 2y
Tridentis 02 AE2|X| S2t0lMofl ZH SAINS AN HES?] SRLS HHFLICH
AE S SRS LS Trident HEBSI= AE2|X| Mol NSISIE Chal WL

X2|5to] SA| 20| B2 Kubernetes S0 ME2|2HS =LICH

HYZZSE7| ol L ZA| HHOIM I EEE] 2HF-dS XI#5= Trident E2t0|H{ 2} Trident 26.0601 A 7|= O|2]
H7|2 MSEl= S2t0|HE 2HQIStAR. 0|2 St HEof 7|8e B BFYS Li2| 1 ?leS 22l = ASLIT
HEEDY SEH2 712X O HIZ M0 ASLIC

Sy g 2 Hl
HESa| S

HEE2| SRS Trident HES{7} Ehel 213 S0l Of2f AEalx] K9l KB R WHE K2/ 3L
5212 ojn|siLict. 0l2{3t SRl BE A4, Al W 27| £, AAl M4 U AN, 25 AA L HAl FA, 9
2a|7h makElLic,

HES2 HYHS BYOIE MR CHE 25 U Mo So| thdt Zrelo] SAlo| ZIHELY, of

=

=
PersistentVolumeClaim 3! VolumeSnapshot 20| 32 2HZ0|A H2|Z0| 71511 AE F A= = A|7H0]
CHEELICH

7|g I-( IEE EI:)

J|EHOE Trident HE S A B HO| SHLIA H2|BILITH A4, AH, 37| T £ Aty Q80| 2&

—_ 11— =
2= 20/|0f Trident= THE HYUS AIRYLICH 212 BE= BE EX|0M 7|2He = X|/{El= ZE0|H F50|
ZR5HX| gtELct.

CHEE IZ2E0= 23 ZEJ SEYLICEH 2E M| Al ZYE0| +XHE|0] X2| X|HO| eld= F<0ot
HEZP| SEA S sMBISIAA L.

Trident= CHRfot AE2|X| Z2IO[HOf| TH3 M2 CHE 5k +=F2| AEER &FdS XYL
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CtS E2t0IHE Trident 26.062| YA SA| HEHOM HEES 2E S XL

®* ontap-san
®* ontap-nas
®* ontap-nas-economy
* ontap-san-economy
* google-cloud-netapp-volumes
* azure-netapp-files
* solidfire-san
The "google-cloud-netapp-volumes' 2} “google-cloud-netapp-volumes-san' E2t0|HE= A2

S n| CHELICE. Trident= “google-cloud-netapp-volumes' 2t X| 21 8tL|Ct, BHll= LA O|L} Of| | of| A
"google-cloud-netapp-volumes-san'S AE3HX| OHMA| L.

7l& 0|2| 27|
CtE E2t0|H = Trident 26.062| 7|& 0|2 B7| 7|52 ZEES &&dS XLt
* asa-r2 (SAN % NVMe)

O =2to[Hofl= CHEat Z2 Mg Areto] QELICE.

+ HES2| SAY 7152 Wt U HAE SHOROH ASH 4 YALIT
© SX wA2 Un|Anict WA £ YALIC

enableConcurrency xS 2hal

0| M3 “enableConcurrency 2 “true’ 2 MH35IH Trident= ZHEE2{7t Z2[ste ZE HAlCof| 2 SA| H2|2
HMESLICE o] H™2 D E A0 SA0| MEELICEH I WA= = JiE E2to|Hoi| CH M = ZMete
HA EH .

THE ZE WAlEE= U EA| L= 7| 0|2] 27| 20| = S2t0|HE AFElof LTt WAL F StLtate

|
XISIE|X| o= E20|HE ALRSH= A2 Trident7} AISEIX| %O, Trident= X|IE|X| o= S2f0|HE AR SH=
ol = 2 751X QLICH

A2 7158 S XHE K| §b= E2t0|HE AFEdts MAES HASAHLE MFESHAHL HESY 2EY
HIZ St Al 2.

mjo

ggatstr| Hof

EED 2gdS gdeisy| Fof| e ZE WAl=o} it S5 & 7= 0l2| 27| S50 /s
C2t0|HE AFESH=X] 2RISR, MAlE F StLtEt e X[ E|X| @h= S2t0|HE A8%t= 3%
He 7IsS &Moot = Trident?t A|ZHE|X| QF&LICEH

o
FO
oo

’
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[=] [=]

2t30] a Lo
X|lE[= E2t0|HEE AB3HH HESE] 2ol =17t HEEY =4S st
e

X EE[X] g5= S2t0IHE AFSRILICt 7|2 23 REE RABHIAIR. ZHEER =HHEE

24estA| DAL

X2|Zol M M=t gle JEHE M| FfL(c 7|2 2E REE |ABHYAIR
HEED 2fgd g4t

0| enableConcurrency 4 M2 HAEEZ| Q| &Zd S MO ELICE Trident X| A| EE= 7|E HIEE
AH|O|ES I 0] SMS HA|HOZ StAMBSHOE BHL|

H =

Trident 2 Xt HH X
Trident 2|0 E AFESH0] A E§E1 SHES 23S

(CR)M|M enableConcurrency 8 (8) “true(Q)= HHSHHAIR.

NERELY

‘TridentOrchestrator’ CR2 MMSIAHLF WESID

‘enableConcurrency = (8)
“true’ (©)E2 MHETIL|CEH,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

enableConcurrency: true
CR XM &:
kubectl apply -f tridentorchestrator cr.yaml

7|1& 2K

7|Z& TridentOrchestrator CRO| IjX|E X E510 ZIEE2] =M S M atetL|Ct

kubectl patch torc trident --type=merge -p

'{"spec":{"enableConcurrency":true}}'
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Trident’t E S HEY=X| 2AGLIC.

kubectl get torc trident -o

Jjsonpath='{.status.currentInstallationParams.enableConcurrency}"'

Helm B

Helm2 AF25I0] HEER] &M S 2M31512{H enableConcurrency @2 “true’ & AHSHYA|2.

A 24
helm install trident netapp-trident/trident-operator --namespace trident
—-—-create—-namespace --set enableConcurrency=true

7|1E 2%

helm upgrade trident netapp-trident/trident-operator --namespace trident

—--set enableConcurrency=true

=, MEXX|E values. yaml IFYU0|A| enableConcurrency & (8) “true(Q)=E AHSIHAIL:

# values.yaml
enableConcurrency: true

3 02 2 TS AREoHe] EX| EE= Y2|0| =5 AL,
helm install trident netapp-trident/trident-operator --namespace trident

-—-create—-namespace -f values.yaml

tridentctl Hi X

AMESHH ZEER =AFdds Zdsotei® dX] S0 - --enable-
X

Al K|

tridentctl install -n trident --enable-concurrency
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7|1E 24

A

2™ TridentS

o
[e]

7|& tridentctl HHE

EX[SHAI2.

-n trident

tridentctl uninstall
tridentctl install

-n trident --enable-concurrency

A2,

2
A2,

-1 concurrency

grep

kubectl logs -n trident deploy/trident-controller

E[0f ASLICE.

I

o] Z¢gl
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1. FEE ZE WAl A8t EA L= 7[& 0[2| 27| 20| A= S20[HE AFZSH=X] &Rl5HAIR.

AgE Z2EM 2ol ME5H7| Toj| HIZ2EH S{AE0M HAESIHAIRL.
NS

—/ O

s 28 X2 AHESHH TridentO| A Z2H|XHSH 7 20| AFEE REFOI Hol=
UAZ S o XSS E BIIELICE 0] 7|s2 Y QLHFEE 0|10 83 nZ = QIst
OHZ2|AH|0|M StHS & X[St= ol ==20| EL|Ch Xts =& &2 Autogrow ME A SO
THELICEH Autogrow A2 L2 HolgtL|Ct.

* S E2 EE|HSH= AHBE YA

* 280| Bt &

c 250| ZEY & Q= Z(C) 37|

xt HOlEl AIBE YAHZIE X16tH S8 37|17t KAS2E BIHELICE 282 XS E AKX

in}

= & LCh
2 At
s 25 &2 714517| Mol CHE F AFSE SFSt=X| 2QISHYA L.

Trident 26.02 O] A

gt 7|gk A MO HBHOE TridentAutogrowPolicy AMEAL XA 2[AA MM
* StorageClassesZ 7 AE[A}SLICH allowvolumeExpansion: true

* X|YEl= ONTAP Z2EZ:

° HES3 oY A[ARI(NFS)

o Internet Small Computer Systems Interface(iSCSI)

o HIZ|Zd M| dAIZR|A(NVMe)

° IHO|H XM'd T2 EZ(FCP)
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Mgt Abet

* ONTAP 9.16.1 0| H{ZF 2] ONTAP Non-Volatile Memory Express ®IA| E2 282 XI5
0¢¢L| l:|-_

[F =]

* AEE[X| @Y HEQR 289 AL, ‘growthAmount 0|(7}) 50H|H|HIO| £ 0|&}t0|™ Trident= 3

NSLZ ¢S 51D1|H|HFOIE§ sELICE &, 23 37]7t "maxSize’ E(E) XS] g 20| ehetL|Ct.

- HEI2WE $HHUME 28 A4l Olo|T2014 SHOZ It B 7IE 250l i X5 2o

—

= ASLICL

=&0| "'maxSize 0f| =&5tH O 0|4 2HEE|X| ob&L|Ct
S 25 S Pl XY= E2EE:

° HE3 oY A|AEINFS)

o Internet Small Computer Systems Interface(iSCSI)
° H|3|2tM 22| QAT A(NVMe)

° IO[H kY TE2EZ(FCP)

S 2 Mol HEE 28§ Z=H(AY
S 2 M2 F K] sE0 M 2EE = ASLICE

* AEE[X| 2L 2F: BE EEQ 7IEUS AEYLICHFA ALE)

=
* PVC 2. AEE|X| E2iA 7|24 2 MELELICHannotation AFHE)

* Trident 26.02 O|&0| MX|=|0f /&L|Ct
o gt J|dk HM|A MO HBtE S TridentAutogrowPolicy E|AAS MMSHL|CE

FIZE F7t 27 Aol Cigt ofsH

* StorageClasses2t 2&0| HHE|7| Hof|

* StorageClasses?t Zx{st =

« 220| TZ2H|HUE &

s S7+ M2 ohS 1t 20| MOl El Kubernetes AFEXF XM 2[AAQLICE

196



1= My &4 IR 0
= I M AMHX} N ] ofl production-db-policy
usedThres zHitE E2|76t= 22FH|2 HHE S off "80%"
hold =X
growthAm  AA|Ztol| =SS wf S/t & HEE L= 0L "10%" E= "5Gi"
ount 37|
maxSize X £ 37| Nzt Kubernete O}L|R "500Gi"
s =

NS SRR B

|

1. Autogrow PolicyE H2|5t= YAML It S MM SfL|CE

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"

maxSize: "500Gi"

2. S2{AE0l| HHS HEFLCH.

kubectl apply -f autogrow-policy.yaml

3. HHo| WHE|AU=X| 2RI L.

kubectl get tridentautogrowpolicy standard-autogrow

of & &5
NAME USED THRESHOLD GROWTH AMOUNT STATE
standard-autogrow 80% 10% Success
A M
HMS M5 Trident?t AtYS HESHL CHZ ME 5 SHLIE SYRLIC

7|28k
None

None

ll1o%ll

2xet
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SH ug =X Ze

Yors HMo| ABE|0f AL ZH|TL EIUSLICE oY AR GlS.

Al Fad A 2RI LR = JAELICH At S HAESHT £H-SHAIR
SIS ARH|ZE X1 S LICEH = E f7Ex] 7|CHEiL|ct
M S StorageClassOf| HZEfL|Ct

‘trident.netapp.io/autogrowPolicy’ O{H|O|ME A6l storageClassOl A&

HMS A2 £+ USLICH. Y storageClassOM ZZH|XHE RE 282 0| M2
AT

ol StorageClass= L2 2 7HM0F &LICH allowVolumeExpansion: true.

=

1. Autogrow Policy O{'cEl|0| M AIE3l0{ StorageClassE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

2. StorageClassE ME%tL|C}.

kubectl apply -f storageclass.yaml

3. FMZ =olstha:

G5t L =Lt

"production-db-policy"

kubectl get storageclass ontap-gold -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

old &=
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production-db-policy

st



2

0

2l

H>

StorageClass2t PVC 25 0f| Autogrow Policy O{'=E{|0] 0] MH =l HQ

HELCE

1. PVC FM0| MBILICE PVCH “trident.netapp.io/autogrowPolicy’ 7t M E|™H st 20|
2. StorageClass 0{'E|0| M2 PVCO|| 0{'=E|0| M 0|

gl= Z<2 Autogrow Policy7t MEE|X| et&L|Ct.

3. O{'cE|0|M0| = C}

HATT

StorageClass 0 - E{|0|-M

trident.netapp.io/a
utogrowPolicy:
standard-agp

trident.netapp.io/a
utogrowPolicy:
standard-agp

trident.netapp.io/a
utogrowPolicy:
standard-agp

SHEIT %3

SHEIX 22

-4 o

CHZ OlAl= Cefet A8

2 Cllo[E{H[o] A0f TSt 2

apiVersion:
kind:
metadata:
name:
spec:
usedThreshold:
growthAmount:

maxSize: "5Ti"

IE B HRIZ 2O ARER]|

apiVersion:
kind:

metadata:

Atflofl cHeE kb

PVC F4

MHEX| 242

trident.netapp.

utogrowPolicy:
logs-policy

trident.netapp.

utogrowPolicy:
"none"

trident.netapp.

utogrowPolicy:
policy

SHEIT %3

&S|

Ol MKH

[ =

trident.netapp.io/vl
TridentAutogrowPolicy

production-db-policy

"75%"
"20%"

trident.netapp.io/vl
TridentAutogrowPolicy

io/a

io/a

io/a
dev-

ol Autogrow Policy 182

Trident= C

e 302 HEELICL

- 1od

ol Y5

logs-policy AHZ(PVC7} StorageClassE & 2|Et).

57t 7ls2

s S7F M

H|ggstet).

2ig(PVCHIM Xt

2% dev-policy.

0l
N
0
ks
£Q
dlo

HoFLICt
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name: log-storage-policy
spec:

usedThreshold: "90%"

growthAmount: "10Gi"

maxSize: "100G4i"

7| 23t0] ZetE A FHH

[

‘growthAmount "% “maxSize & MESIH Tridente

AtERfLICt.

apivVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

A& X} X|E maxSize & 7|2 growthAmountZt = &

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy

spec:
usedThreshold: "70%"
maxSize: "100Gi"

2H$t maxSizeZ 22Xl Mzt

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
spec:

usedThreshold: "80%"

growthAmount: "150%"

A% uiE 20| Z3HEl HA

apiVersion: trident.netapp.io/vl
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kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"

£y
o
>
1
i)l
s
=

F )

[

25F 0|5t HEE T X|HELILE 24F 0[5t M| Xt2| 0] &S X[FSHH Trident7t
N RSERI == FHE

XE &% 7150| U= NAS StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

NS

ot

FXF 7|

o

olr

0| = SAN StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

s B7 S oot 2ol= e EMS 21, HO|O|Eot, AAE - ASLICH £ 53
HME Mt 252 ELIEHYY == ASLICE
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AtE E7t EM 2|

2

rin

% L

‘kubectl & AMESIH Z2AHQ RE Autogrow MMZ LIESILICE.

kubectl get tridentautogrowpolicy

CC
o

CtS2 AMESHMAIL tridentcetl:

rir

tridentctl get autogrowpolicy

B A Y |

FMO| HA| A 2 HEHE HEH LSS +HYLIC

YAML gA o= YMu} o Yol AZE =5S 2o LSS LI

tridentctl get autogrowpolicy production-db-policy -o yaml

XS B7F M YH0|E

Hoto] AAIZL, B2t = 20 3715 HEY 5 ASFLILE HE A2 8" YME MESh= 2E
=

sqs B2 ARSIE BNS A RE 280 FFE DL T F2, BX U2 $oIN
= == AI-'(')'I‘Q E."A E'é'I.AIAlQ
[N ) o= _— [=]
g
1. Mg HELIC

kubectl edit tridentautogrowpolicy production-db-policy

2. spec WEE Lo w2} +HTL|Ct

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
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# Changed from 500Gi

'VlTi"

maxSize

L|C}.

Kio
1o-

&0

—_

7t EIE AL M o748 HEZSLICE

o =
o o

Ct

t

o

.
o

InEPY;
7h R AH|

E

=

plEllo]
INESRS

BO0| S A= St 2 AMR|E= AS XIoH7| 28l oo 22f0|N E= 7|52

H

LICL CHS

F

=

.
[<)

tridentctl get autogrowpolicy production-db-policy -o yaml
U= 2 20 ZHS HA

kubectl delete tridentautogrowpolicy production-db-policy

.
o
o

3. o

i

~
Klo

"none" =

ol
Kk

=

0D

203

L|C}.

I.

=

-

trident.netapp.io/autogrowPolicy="none" \
o

trident.netapp.io/autogrowPolicy-

—--overwrite
kubectl annotate pvc <pvc-name> \

kubectl annotate pvc <pvc-name> \

° &4 B: FAS 29| MAH



AlLt2|2 &

oie YME A8t =2F2 USLICH B2 JA| AFELIC

SE2 M ALt HHO| Deleting SEHO| TIJFLICE XSt == 2= 2F0| MAHE
Mi7tx| 2t=E XHeretLlct.

DE =50 FMolM HMAE LI XZ 2EXIE MAHE 0 HMo| AH|E LT,

tridentctl get autogrowpolicy production-db-policy -o json | jgq '.volumes'

kubectl get pvc database-pvc -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

B O[HIE DU|EfY

kubectl get events --field-selector

involvedObject.kind=TridentAutogrowPolicy

Xz I2ES

Autogrow= CH2 1t 22 AEZ|X| TREEZSE KHELICH

* NFS
* iSCSI
- FCP
* NVMe
- SAN 2&9| A%, 4=l "growthAmount 0| 50MiB 0|8t0|H Tridente= 37| =8 = A| Z7122
S xso= 51MBE SYLICE B, AF 37|7 ‘maxSize S £23HX| 2 AL0f SHELICH
X §E= ol =

—

Autogrow= ONTAP B = E X|&IfL|Ct. ESF Autogrow= NAS % SAN =& 250 i Google Cloud NetApp
Volumes(GCNV)E X|&gtL|Ct,

2T et Atet

00t

* *ONTAP NVMe YA 25 25:* ONTAP 9.16.1 O|X T O Z MMEI 252 XI5 X2 X|6HX| Q&L|C}.
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* J|E EE(HEREE X)) R0 XtE 37t HHo| MEE UM 7|E EB0M= XS 7t 7|50| &S5HK|
%42 5 ASLICE of2{et Mgt =& AlA| oto]zj[o|Mo] 21 Fo|7| wfEJL|C. Oro|a2|0[M0| = E|U=X]
2tolst2{™ Trident ZAEZ2| 20|M "Migration completed" HA|X|E SQISHHAIL.

A 2=

[}
HO

Trident= XA AIZHS HotetL 2

Tridente= 28 A2 J(l-’—.'“-’HOE DLIE2IELICE AF2 22F0| “usedThreshold' £ X 1}861H Trident= LR 37|
Z™ ™S MMsta 4= “growthAmount 2tE 252 & BHLICH

OlE S0, 0| M2 8T 80%01 =HSIH =EHS ARSI OitH 10%4] S7HAIAH £[Ch 500 GiB7HX| =& LICH

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"

maxSize: "500Gi"

£850/ 0|0] Z2HMJE 20| M2 HEL + UASLIN?

ol AHS F7H HHS AN =X MY

O 1

RUOM, trident.netapp.io/autogrowPolicy HHO|MS
ZIH5HHLE A0 ESHH 7|E PVC g

st 2 UEL|Ct PVCL} StorageClassS CHA| MM e ZQ It gi&LICE

2
1 ‘|>‘
oo &

7|1Z PVCH| NS M Eot2{H:

kubectl annotate pvc <pvc-name> \

trident.netapp.io/autogrowPolicy="production-db-policy" \
--overwrite

7| & StorageClassOfl BM S MEst2{H Ct2 2 AL

kubectl annotate storageclass ontap-gold \

trident.netapp.io/autogrowPolicy="production-db-policy" \
--overwrite

StorageClass®t PVC 250 Xt S7 MM S HXotH o{EA &|LtR?
PVC O cE||0|M0| &t LMBILICEH PVCH| trident.netapp.io/autogrowPolicy HcH|0|MO| Q= HBS
Trident= StorageClassOl| Al X[ ot gt 2A|Q10] sHE 2t AFSRILICE XtAISE L8 "M 24 &2["8(8)

oM
EZXSHMA L.

o€ 0, Ct3 2t 22 StorageClass?t AELICE.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold

annotations:

trident.netapp.io/autogrowPolicy: "standard-agp"

provisioner: csi.trident.netapp.io
allowVolumeExpansion: true

12|10 StorageClass M-S xHE2[ot= 0| PVC= CtE21t Z &L T

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: database-pvc
annotations:
trident.netapp.io/autogrowPolicy: "logs-policy"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: ontap-gold

Trident= "logs-policy’ £ ?/8ll "database-pvc'E AHE3IH, “standard-agp' = AHESHX| &LICt
o xtE HHE Hlgdststa{H o= A slof StLR?

PVC O{'cH[O|ME ""none™ 2 AHSIMA|L. 0] ™2 |t S&O0| CHS StorageClass =& HMZ MHH | etL|Ct.

o

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \
-—-overwrite

XS 271 57t 7150| HIZEete|of A=K 2l 4= ASLICE

kubectl get pvc <pvc-name> -o Jjsonpath

='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"
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none

Z 50| maxSizeOf| =ESIH o{EH| EL|7H?

Trident 28 S&2 SX[ZLICH AH2E0| A% BIIS6IEET siE S0l cist 71 37|
ULLICH usedThreshold.

ot

o€ S04, o] @MZ ALESIH Trident= 20| 100GiBo| =&t = [ 0|4 E&2 =2|X

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"

maxSize: "100Gi"

FHet &S 5252 H ‘maxSize' S WEBHAHLE 0" 2 ATSHYAL:

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: unlimited-policy
spec:
usedThreshold: "85%"
growthAmount: "10%"

oA
12
mjo
1%
In}
[s)
Im
ot
=
)
_lTl_
mjo
mlo

gL,

kubectl edit tridentautogrowpolicy production-db-policy

R0 w2t HEES sHELCH

spec:
usedThreshold: "75%" # Changed from 80%
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growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

MY = ZSEELICH ool EE HMS efolgtLct.

- =

kubectl get tridentautogrowpolicy production-db-policy

ofl & £
NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success

LH FH0| AT el Of

o

18]
-
S
)

‘Failed® #EiE FM A0 R2d HAF LRI U
ME HEE 2IsHAL.

0|0

S LIEtRLICH O 2 TS &Y

AUHLH QI QIO 2= FROHA| U2 usedThreshold(1~99%HO0F &), growthAmount ' & ZX1}st=
= RFOHX| &2 Kubernetes =2F AA0] YSLICE AFFS A6t CHA| HESHUA| 2!

kubectl apply -f autogrow-policy.yaml

tridentctl get autogrowpolicy production-db-policy -o yaml
T3 Ohg Z PVCOIM M2 MIAZLICE

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

208
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M2 mo|d2to|X Bz 7|5S ASYLICE. 280 6fTs| FMS AMEsh= B2, AH Y2 Deleting &EHO
=
=



# Option B: Remove the annotation entirely

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

DE 252 HHSHH Trident?} TH0|'H2t0| X S sHiR|st 2

=
[

autogrow Ot HHAIEE X| ALt

Autogrow= ONTAP HHI= £ X|
Volumes(GCNV)T X %E LICt.

PSECE=

HELICE E3E NAS 2 SAN =& 2 50| tHsll Google Cloud NetApp

s =& 7152 NFS, iSCSI, FCP % NVMe Z2EZE X|[J}IELICE NVMe §A| 25 22 AHESI2{H ONTAP
9.16.1 O|&f H{™O| ERefL|Ct.
7|Z X 2Fo| 7|E 2E2 At &HO0| MEBE|V| Hof| 25 AlA| 0to| 20| 4 S 2tZ 8O0k & = ASLICH.
aoro|azjjo| M AEfE 2HolstE{H Trident HEE2| 205 HQISHUAIR.

kubectl logs -1 app=trident-controller -n trident grep "Migration

completed"

CHS StorageClass Of|A|= NAS %! SAN el =of| i3l X
NAS o=
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas—-autogrow
annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"

allowVolumeExpansion: true

SAN ol =
apiVersion: storage.k8s.io/vl

kind:

metadata:

StorageClass
name: database-storage
annotations:
trident.netapp.io/autogrowPolicy:
provisioner: csi.trident.netapp.io

parameters:

"standard-autogrow"

"production-db-policy"
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backendType: "ontap-san"
fsType: "ext4d"

allowVolumeExpansion: true

SAN 59| 22, 87 %4 S7I22 51MBYILICt. "growthAmount £ 50MiB O|stZ MESH AL, Trident= 37|
T A A B2 IS0 2 51MBE SELILCH

*growthAmount' & “"40Mi" 2 AASIX|2t Trident= 0| HH S AI236H= 2= SAN S 30| CHdY

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"
maxSize: "100G4i"

0|43t A5 =X S YX[st2H "growthAmount S 50 MIBECH 2 2fQ 2 MEHSIMAIL.

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"
maxSize: "500Gi"

Trident 28 714 27|

7|& AER|X| 282 Kubernetes PVE 7t 22{H “tridentctl import'E A& 3}7{L} Trident
7t 27| O|H|O| M2 ALESIH 7 2E 22I(PVC)E MAe = JASLILCL.

=2 oo=2

I.

FO

7h

I

At

00k

N
LS €2 B2 Trident2 2&S 7IHE &= JASLICHL

* OHZE|AH o[4S ZIH|O|=t5t 1 7| = H|O|E MEE MALS EfLICH

Al OiEE|AH[0]d0f| HIO]E MES| 2E AIE

[ |
* M3t Kubernetes 22{AH 7%
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* Mol =+ = OfE2|#|0|d H[0|E Oto]22|o|M

=1 At

k=N
EE2 71 27| Mo CtS AtetS HESHIAL.
* Trident= RW($47]-M7|

& AUELICE DP(HIOIH Ez) Y S&2 SnapMirror
EfZl SEEQILICL 2 Z20{0f
=
=

) =+
Trident2 7t 27| Fof| O]2] 24| E #0{0F &L|C}.
7 °l =5

* 24 dE0| gl= ML= 0| ZELICH gy JEfel

IMHRI|E +ABHA|L.
Z1

* "StorageClass'PVCO| X|’8&[0{0F SX| 2t Trident= 7t 27| F0i| O] 0j7f HSE AHESHK| §E&LICH AEZ|X|
SiflAs 28 MM 0| AEZ|X| EME 7|HIOZ AR JHsTH Z0f| A MEfsHE O AFRELICH 50| 0|0
ZEMSIEZ 71 7| Sof| 2 MEio] LRstX| gt&L|Ct MetN 2&0| PVCO| XIHE AER|X| ALl LKA
b= BHOIE £= S0 EXSIE2EE 7t 27|71 ATisHK| S LICE

* 7|1&E 28 37|= PVCO|AM =l 8l AFELICH AE2|X| E210|H7F 28E I 2 = PVCO| thigt ClaimRefS
Eotsh= PV7L M ELICH

° MH=tE HHME2 NS0 PVOIA “retain' 2 MEELICH Kubernetes?t PVC2t PVE M3E QO
et Mol AE2(X| S2HAO| et Mt UX[SI=F HCO|EELICE

tu

Holgst

L O L

ot

o AEE|X| 22HAQ| 2|4 HHMO| “delete’ ! B2, Trident= PV7ZL AK|IE ] AEEZ|X| 2EFE AfH[EHLICEH
=29

=4
* 7|12H O Trident= PVCE 2|5t A= 0f| A FlexVol 22 LUN = gtreel| 0|28 HATILICE
2 E[X| = 282 7IH223H™H --no-manage S5 S, 28 0|52 /XIS H --no-rename

SIS HEY + ASLICE

° —-no-manage* - —-—-no-manage =2l 15 AFESHH Trident= N2 +& 7| St PVC E=P
F7t ZH 2 £AGHK| ASLICEH PVIEAHIE I AEE|X| S E2 MHEX| YOoH EE EE Y =28 37|

ZE Z2 LE HYE FAIELCH

° ——no-rename* - —-—no-rename =cf 1E ALESIH Trident= 252 712 S 7|Z 28 0|E2
FX5tn 289 £ F7|E H2|ZLICL 0| FM2 ontap-nas, ontap-san(ASAr2 A|AH! L3,

ontap-san-economy % ontap-nas-economy(qtree 7t 27|) E210|HOf| A2k X| & ElL|C}.

0|23t SME AH|0|H3tEl T Z2E0| KubernetesE AI2SIHME AEZ|X| 289 &H
Z7|= Kubernetes 2|50|AM 22|t = E20 fEL|Ct

* PVC % PVOIl= 282 7IM2=X 622t PVC U PV7} 2= =X| R E LIEIL= 0|5 |52 F40
FI7HELICE O] A2 =F8tLE ®AH8H A= oF ELITt.

=5 /N2

‘tridentctl import & AMESIL} Trident 7FHR7| FAMO| ETE pvcE MMSIH SES
7t4E 5 UGLICEH.

PVC M2 AI83HE 22 288 7H27| 913l “tridentctl & CHREZS6h{LE A E TRt

A
=+ re=E[=

211



tridentctl A2
CHA|

1. PVCE MAMst= O AFRE PVC IHY(O]: pve. yaml)S MAHELICEH PVC MU0 = name, namespace,
accessModes X “storageClassName 7} Z&HE|0{0F BL|CE MEHM O Z PVC H2|0f| A

=
‘unixPermissions' & X| &g £ JU&L|CT

CtE2 2|2 Aol o LTt

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

- T DN ISHYAIR. PV O|E0|L 28 7|9 22 It i s= M7
= IOl g = ALt

2. tridentctl import BHS A8 2&0| ZEE Trident HAEO| 0|1t AEZ|X|OM 2ES

= — =8 =
T RSHA AlEsH= 0|5 (0ll: ONTAP FlexVol, Element Volume)S X|&gL|Ct. - £ Q4= PVC THY Q)|
ZEE X|Yot= o 2t

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

PVC =4 AtE
CHA|
1. L3t Trident 71 27| 0| Z&El PYC YAML I (0: pve. yaml)s AAEILICEH PVC IHY 0= CHS
LHE0| Z3tx|0{0F BrL|Ct.

° name % namespace HIEIH|O|E

accessModes, resources.requests.storage ¥ storageClassName A

° I
* trident.netapp.io/importOriginalName: HAEQ| Z& 0|S

" trident.netapp.io/importBackendUUID: &&0| ZXlst= A= UUID

U
* trident.netapp.io/notManaged (M& AtSh): #E|E|X| o= 2 EL B2 true™ 2
AHEeLCt 7232 "false™ YLILCL.

Ltz

rlo
Act

2ld 282 7R 9ISt Gl Al A ULIC
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>

2. PVC YAML I} Kubernetes 22| AE0f| MstL|C}.

kubectl apply -f <pvc-file>.yaml

Trident= 222 XI=0 2 71X 9} PVCO| HIQIZIStL|C}.

o

X #ElE S2to|Hof Tt LS =28 7 27| ol AESHIAL.

—

ONTAP NAS 5! ONTAP NAS FlexGroup

Trident= ontap-nas % ontap-nas-flexgroup EEIO|HE AIESIH 2§ 71 L7|E K& EL|Ct.

* “ontap-nas-economy' E2I0|H = gtree +=F0A AEE|X|E 22|52 E FlexVol 282

CHEO 2 MM E ZS X|SHA| &&LICE “ontap-nas-economy E2I0|HE AtE5H0 gtreeS

7t e{H gtree 7t 27((7|& O[2[27]|)E EXSIMA|L. Trident?t gtreeE 7142 M A2
FlexVol gtreeE Zetot= HIO = &M 7K ZLICL

* ontap-nas ¥ ontap-nas-flexgroup EEI0|H= ESE =& 0|E2 5| E5IX| 2SLICT

‘ontap-nas’ EE2IO|HE AIESI0 MHE 2F 282 ontar 22 AHQ| Flexvol SEYLICE.
‘ontap-nas’ EZ2I0|HE AI26IH Flexvol 282 7INHe I™E SUTLICE. ONTAP
22{AH0| o|0] EXSt= Flexvol =82 ‘“ontap-nas’ PVCE 7IH2 £ USLICE.
OHS7EKI2 FlexGroup 28X  “ontap-nas-flexgroup' PVCE 7IHZ £ USLICEH.

tridentctiS AIE%H ONTAP NAS Of|X|
CtS OIM|= “tridentct = AHES10] 22| 283 &2[E X @= 2ES /N 2E EES EHELICL
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Held =8

Ct2 olA|l= “managed_volume'2t= 0|£2] E&S “ontap_nas 2t= 0|52] HHAIZ O 7t = HHS
HOELICH

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

o fomm - fom -
fomm o o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom -
fomm o fomm fomm +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard

file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |
o fomm fom -
e o fomm - fomm - +

‘--no-manage” 2UF+E ABY M TridentE =F 0|

njo
rE

BotX| ELILE.

— —_-—

CHe OF[= unmanaged volume & ‘ontap nas HWAEOA 7t ZLICH:

PVC
CtS

214

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fomm fom -
fomm o fomm - tomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e tomm - fom -
fomm o fomm - fomm +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491al4a22 | online | false |

o fomm fom -
fmm e ——— o - fo———— fo———— +

FMZ ALt ONTAP NAS Of|H|

OiXlE PVC FME AIESHH 22|d 21 HIZE|Y 2ES 7= YHE B EL



Ini B =
ey =8

CHE old= PVC 42 AFE3H0{ RWO UMA BEJH AFE A= 81abcbh27-ea63-49bb-b606-
0a5315ac5£21 Ol “ontap volumel '2h= 0|52l 1GiB ‘ontap-nas 2&2 7IHSLICL

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: <managed-imported-volume>

namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName:
trident.netapp.io/importBackendUUID:

0a5315ac5f21"

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

HE|EX] b= =28

CHE OlAl= PVC =M E AM25HH RWO HMA BEJF AHE HHAIE 34abcb27-ea63-49bb-b606-

0a5315ac5£34 0A O|E0| ‘ontap-volume2 @l 1Gi °

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: <umanaged-imported-volume>

namespace: <namespace>

annotations:
trident.netapp.io/importOriginalName:
trident.netapp.io/importBackendUUID:

0a5315ac5f£34"

trident.netapp.io/notManaged: "true"
spec:

accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: <storage-class-name>

"ontap volumel"
"8labcb27-ea63-49bb-b606-

ontap-nas =282 74 SLICH.

"ontap-volume2"
"34abcb27-ea63-49bb-b606-
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qtree 7t 27|

Qtree 7IM 27| = Trident 26.062| 7|= 0|2| 27| 7|SYLIC. 7|= O|2[27] 7|52 &X 2F

F i o o
. BN AFEE & SlELICE

Trident 26.06 2 E| ontap-nas-economy SEEI0|HE ALE3I0] 7| & ONTAP gtreeE TridentZ 7tX 2 = USLICH
gtree= FlexVol 282} flexvol/qtree HAQ| gtree O|E, J2| 11 ST qtreeE E o= WA =9 UUIDZ

AESLCH 72 3 e AFe] LHPMQI 7EM 7| 1] AFek2 gtree 7HM 7|0 = SUSHA HEELICE

tridentctlS ALE510{ gtree 7tX 27|

gtreeE flexvol/qgtree WAIQ| 2F O|ECE X|™ELICt L3 00| M= Bl = “ontap_nas_economy 2|
FlexVol 2& “flexvol1 0| A] gtree "qtree1'E 7t ZLILCL.

tridentctl import volume ontap nas economy flexvoll/gtreel -f <path-to-
pvc-file>

gtree®| 0|52 HFSHX| %1 71 R2{H --no-rename Z2HIE FIILLICE Trident?t 8 F7|E Z2|5HX| &1
gtreeE 71 22{H --no-manage S22 E FI}L|CH

PVC O{'=H|O| M2 A5 gtree 7tX 27|

CHE =42 ALE5H0 PVCE HSHIAIR.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "flexvoll/gtreel"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <size>
storageClassName: <storage-class—-name>

7|& FlexVol 2& U gtree 0|52 |FX|5l2{H trident.netapp.io/importNoRename: "true"
HLE|O|ME FIISIMAIL. gtreeE &2 X 2= HAOZ 71 22{H trident.netapp.io/notManaged:
"true" OH|O|ME FIISHMAIR.

Yy 9 Be| SX
r

2eld JtMR|(712e

Trident= gtreel| 0|52 PVC 0|2t LXKt F HZASIL FlexVol 2&2| 0|2 ontap-nas-economy Y
nio=E HASLICH e 22 HAR[X| gfELICt
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——-no-rename

Trident= 7| & FlexVol 2& % gtree 0|&2 |AIELICt. 0|F2 0|0] Trident BE 4|2 [2tof 5HH, 2 X|
24O ™ Trident”} qtreedl| CHS AMK| EE= OFR.E XS 22|

it
Uk
4
£0
i
i
[ul

--no-manage

Trident= qtreeS & ZSHX|0F sliE +H FI|E
Trident= qtreed]| CHSH XH5 LHELHT| HHS A

#2|5FX| = 4&LICt 0| &2 Trident B &S [M2t0f 51,
tE5tALt 22|5HX] & LTt

L7 | A S5

BHOAlEOf| M AtS LHELHZ| HA S AI2SH= ER, 7ML gtree= 2 qtreed]] DR LIELYY| HA0| MEE|= gtree'd
LHELHZ| M&H g AFRSLICE Trident= 7t 27| Al gtreed]| Bl LHE LY 7| HAHS SHEtStL|CE AA| A, XHS
LHELHZ| 7} RE*MS&EIH A1 7|Z FlexVol LHELHZ| H&0]| “default' O| 7Lt H|O]| Y= AL Trident= FlexVol 252
Sl LHHLY7| HMO = A0 ERIL|C.

=0 FlexVol 2& LIELH7| YHMES YH|O|ESHH $ix Ot EE % 2%t FlexVol 2& U2| CHE qtreed|
T TS E —’F UELICE FlexVol 282 gtree”t 02 E iR El A R00[2 gtreeS 7HH AL,
T 7H9| Kubernetes 22{AE7t 3L & SVME 712[7| =& HHSHX| ORYA|Q. 3 CHE
21 EELE1¢E101|*‘| 2| 52 gtreeE 7HM K| OHYAI2. & SHAEII SYst E&S 22/5t= 82,
SSots MYUCE Ql8l| HO|E{ 7} &= 7L} T2l = 4= ASLICH
ONTAP SAN

Trident= ontap-san(iSCSI, NVMe/TCP % FC) 9 “ontap-san-economy E2I0|HHE ALE%H 28 7IH7|E
K| gL Ct.

Trident= £ LUNS Eo*ér'— ONTAP SAN FlexVol 282 7tXM 2 &= J&LICE 0|= 2 PVCO| CHSH FlexVol
=52 M5t FlexVol 28 LHO|| LUNS MMSH= ontap-san E2I0|H e} Y X[RILICE Trident= FlexVol 252

7t™et PVC Helet & DEd%l-Lll:l' Trident= 02 LUN2 X &5= ontap-san-economy 252 7I82 & JSLICTH

CHE o= 2Eld 250 HIZE Y 282 7INs ¥ S EoELU

e =8
22| SEQ E 2 Trident= FlexVol 2&2| 0|2 pve-<uuid> YA 2 HZASI FlexVol =& LH2| LUN

o
O|2€ 'lun0'E %‘°“—|Ef

Ct2 08l = ontap-san-managed FlexVol 2&2 7IMZLICt ontap_san_default MAE0 U=

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

- tomm Fomm e
pomm - e o fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
o fomm - fom e
i T e tomm - fomm - +
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| pvc—-d6eedf54-4e40-4454-92£d-d00£c228d74a | 20 MiB | basic |

block | ¢cd394786-ddd5-4470-adc3-10c5cedca757 | online | true |
e e o ———_———
o ——— e t—————— e +

HE|E|X| = =5

LIS OIMl= unmanaged example volume'E “ontap san HAEO|A 7 FZLICE

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
e et oo e e
Fommmmmmm== e Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmssesese s s s s s e o= o=
Fommmommmme Fommomemeressmsreerenessosoeseoomomoms Fomommmme e +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | e3275890-7d80-4af6-90cc-c7a0759f555a | online | false |
e L L Fommmmomos Fommmmememesemos
et et Fommmmmms Fosmmmmmes +

CHS Ol A|2F 20| Kubernetes - E IQNZH QNS 2 R3H= igroupdfl THEEI LUNO| Q= 2R L2 237}
HEAELICE LUN already mapped to initiator(s) in this group. @52 7t 22{H O|L|A|NO|HE
HHSHHALE LUN OHZ 2 s R|sHOF tL|Ct.

Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup

mixed 1inux ign.1994-05.com.redhat:4c2elcf35e0

ONTAP SAN-economy 0|

CHE O|Ml= ontap-san-economy HAE0| 22|d EE1 H|2H2|H SEE82 7t WS HHFLICE

#e2|d 282 7t 2™ Trident?t FlexVol2| 2AR#E 7121 0|2 HATLICH St FlexVolO[A] 0424
LUNZ 7t™2 ff 0] 0|5 HZAZ 1aq{slof gfLCt.
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CHZ Of| M= FlexVol “toimport 0llA] “lun1"E 7t42} 22| == =& "vol-managed-saneco’ £ 7} ZL|C}:

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

7tMR27| 1unl F Trident= FlexVol2| 0|52 HARLICHO: trident lun pool xyz). Sot
FlexVolOll A =7} LUNS 7t 2™ Al FlexVol 0| &S AFESHHAIL.

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

AT ontap-san-economy HHRIE = $F HH0f| StLES| LUNS 7HM SLICH ASEEE AFESHK o2
= 7t R7|8 Xtsete = JELICE
2H2[EX| b= 2E

e 5| X| g= 288 712 1 Trident= Flex\Vol2| ARHE 71X $&L|CH J2{L} FlexVolZt LUNS
Trident @Y #%|2 at0F gL|Ct.

FlexVol HH a4l
trident_lun_pool_STORAGE PREFIX_RANDOMSTRING

* STORAGEPREFIX = HOIE MO “storagePrefix ZUYULICt 7[E2ZtE “trident QILICE.

* 'RANDOMSTRING 2(&) MEist EXtEL|Ct

LUN & Q7 Alg
LUNZ| 0|22 “|un0"0|0{Of BHL|C},

of

‘storagePrefix' 0| *xyz Q! 2L LUNQ| XA| ZZ= Ct21p 2L Ct

trident lun pool xyz randomstring/lun0

24

Trident= solidfire-san E2I0|HHE ALE3H0] NetApp Element 2ZEQ0] 8l NetApp HCI 28 7t 7|2
K| ghL(Ct.

Element E2t0|H= =& 2 & OIS X[JLICt X2 Trident= =& 28 0/E0| U= ER
Sl QFE HHYLICE SHE YHOZ EFS SHot ARt =5 0|52 ATt U2 =XE =S
JIHRAANR.
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CH2 OlHl= WA= element default O|A “element-managed &2 7IMZLICH

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

Fommmmcmcosososssrs e e e e Ee T e E eSS eSS Fommmmmms Fommmmcmcmsmsmss
Pommmmmmm== e cemes e s s s s s s s s ssss Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesessse s s s s e e e i Fommmmmmememem=
Fommmmmomo= B e e e Fommmmmoe e +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
R Frommmmom= Fommmmmcemoomo=s
Pommmmmmm== ettt P o= +

Azure NetApp Files

Trident= azure-netapp-files EEIO|HE ARSI 2& 71 7|2 XA ELICE.

Azure NetApp Files EES 7IMe{H & Z=2E A8 =25S Al2oloF &LILt 28 32&
i

o
Fgn| =5 UWEWZ| Z20IM :/ F0| 2= 2E2QLICL o€ £0{ OIRE ZZ7}1°10.0.0.2:/importvol1™ 2!
22 =28 ZZ£ ‘importvol1" LIt

CHS WA= MAEO|A azure-netapp-files 252 7I1MLH, 28 2=
azurenetappfiles 40517 ¥L|IC} “importvoll.

rr

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

e et oo e e
Fommmmmmm== e mes e s s s s s s ee s Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e ELEEtatattat bt o= o=
Fommmomomme Fommomemeressmsreerenessosoeseoomomoms Fomomomme e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

e Fommomomos Fomcmmomememonos
Fommmmmmmos e Fommmmmos Fosmmmmmes +

Google Cloud NetApp Volumes

Trident= google-cloud-netapp-volumes E2I0|HE A5t 28 714 27|E X[AEL|C.
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CtS ofldl= backend “backend-tbc-genv1 Ofl Al volume “testvoleasiaeast1’ S 7t ZL|Ct.

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

frosssscesme s m e e oo s e a e e e e s e e
fosssssssssssssssssos=s Fem=m=e==== fessms=s=sssssesessososessssssssssssoss
fmmmmm==e femememame +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |

e femememaae

frosssssscsmmsesm s from=mee==== frecssssmem s me s a s e
fe======s e +

| pvc-a69cdal9-218c-4ca%-a%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8c1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

et fommmemeae
frosssesmssmes e s e fremsmem==== feesmssee e me s e s s e e e e e
e I +

CHS WA= St 90 = 7He] 2&0| /= E R google-cloud-netapp-volumes 252 7IHZLICE.

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

LBttt P
Fommmmmmmcmmeoemeoeomm= Fommmmomom= Fommmmmmmmesrrrrrrree e reme s e mmm o
Fommmmm=e Pommmmmme= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmeessesessse s s s s s s e o=

o essesesesee= fommmmm=e== Bt e et
Fommeomo= ommmmomos +

| pvc-a69cdal9-218c-4ca%-a%41-aeal5ddl3dcO0 | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

T Emattett P

o essesesesees Rttt Bt et
Fomomomoe e +

Trident 25 O|F %! 2[|0|= AFEX}F X|H

TridentS AFE5HH M-dst= &0 20| = 0|&2t 30|22 XIH

ot
4>
9
>
i
n
o
i
Of
=
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252 20| AHstD oh Kubernetes 214 APVC)O| TS 4 JALICE E3t wolc
+ZO0IM ALSRE XIH B 0|2 ALSXH XIF 20122 MNol| 9lst YEAS Hol 4
RO, MY, JHH QY| EE Bt RS 282 0l2f3 WEaIS nELCt,

AlZst7| o
MEX X 7tset 28 0l o 2|0IE XI¥:

2B MY, JHQ7| U 22 &Y.

] =

* ontap-nas-economy EE2}0|H2| A2 Qtree 2E2| 0|ETt 0| BIZESIS =T LICL
* ontap-san-economy E2I0|H2| AL LUN O|ECt 0|E RIZEEIE &= LICt

DS EIPN =T
* A8XFXE 28 0|E2 ONTAP 2I2f|0| A E2t0[HOof| M2t S 2hEL|CE
* MEX} X|H 20|22 ontap-san, ontap-nas % ontap-nas-flexgroup S2t0|H A EH X[ EL|CH
* MEXHXH EE O

IE2 7|Z =280 HEE[X| giaLct.

[y =]

AFBRL XIF THs B 28 0129 £ S5
+ 0|2 W30 12 QR 2 Ols QETF LASHH WIS MAO| AIBLIC SHX|T YR Hgo| MY FS
28 0|22 7|Z BY 7ol of2t X FELICt,
+ SOl 70| 0|2 HE3S ALBOI0| 28 0|22 MW U= AE2|K| YEAS M 4 QUBLICL Hote
~ EA'. A x=1 E-IIEE.lO-” NP le.'é'l- A OIéL_lEI-
HT HASE O=2 A T4 T = T M-d .

SE ZE o

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",

"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {

"cluster": "ClusterA",
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"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"

—
—

ExE0
{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

s
"defaults": {

"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"
1
}
]

}
0|2 giZal of
ol 1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{
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.config.BackendName }}"
ofl 2:

"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

23O gt Abet

1. 28 7IHR7|9 32, 7|1= 280 EH Al 2f|0|£0] /= E=0 2t 2|o]=0| HO|o|EELICL o|E EH
CtSof &L}, {"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}
AE Hojol RE £F0f MolE 0|2 HESS IHELICE

2. HE|H 2 /MRS 2R 25 0§22
= X

5. NAS 0| 20| E&2| AHEXt X|H 0| 0| 64XHE £ 1HSHH Trident= 7|E EE #&l0f W2t 28 0|2
X|E2fLICt CHE 2= ONTAP =2t0|Ho| 22 =& 0|50| 0| HMiets £1tstH =8 Mg T2 M AT}
ATt C}
= =

o2 L|Y A O|AO|A Trident NFS 28 2&

TridentS AFE5HH 7|2 WAL 0|20 2&S M-&5t1 StLt 0] &2 2 H[QIAL 0] A0 A

2R + YaLck

7S

TridentVolumeReference CRS AF23HH StLt 0| 49| Kubernetes U A 0| A0 A ReadWriteMany(RWX) NFS
EES oA SRE & JASLICE 0| Kubernetes W|O|E|E £2 M2 C131} 22 0|H S M3 ELICt

* Hotg HESH| et o] ~F2| HM[A H|of
* D E Trident NFS 2& E20|HQt S SHEIL|C

* tridentctl EE= 7|Ef H||O|E|E Kubernetes 7| 50| 2|&5tX| &S

ko =]

O| CtO|{ O M2 & Kubernetes LA ALO|A0|A NFS =& 378 EHELICE

224



----------------- 4 Primary PV Secondary PV e —

"primary" : f 'seconda
o Q *—L._nﬁmﬁ%aga

£ Trident
namespace
v TVol >

I
1
1
1
1
I
1
1
1
I
1
1
1
I
]
1
1
1
¥
1
1
1
I
1
1
1
1
1
1
1
bl

- e o o e
H

TridentVolumeReference
primary/pvci
# N +
---------------- -’ Storage LR
Volume

LS
R AT HX|H NFS 28 372 43T & JSLICL
o LA PVCE #M6I0 EES S /ELICH
AA HAAHO|A ARX=E AA PVCE| H|O|E{0f] AMAL &~ = HEHE FO{LICE

H HYAHO|A0 CRE W = A HetS ROSIHAIL

=
S AH 2|Xte A HIJATO|A A QXA TridentVolumeReference CRE MAE & = HEHS BogtL|Ct,

e CHA W AT O] A0 TridentVolumeReferenceS A stL|Ct

CHA HJADO|AS] ARKXH= AA PVCE EZESH7| 2[5l TridentVolumeReference CRE ‘4 & eL|LC.

e Chat LIJATI0| A0] 59| PVCS AAELICH

=2 ood

CHet HIYAm0| A9 £2RKH= A4 PVCE| C|OE AAE AFESHY| 2|3l 51| PVCE H-dglLCt.

o

2ot7| ol HYAHO|A ZH SRE A4 UHIYAHO|A ARXL S{AH 22|XF 8ty HIYADo[A
FArS| Yt =X|7F HRELCE 2 TAOM AFEXF Ho] X[FELICE
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A HJAHO|A ARKE: AA HJATO[ANAM PVC (pvel & MMSHH CHA HJAAHO|AR} SRYE £
= HE BHELICt (“namespace2. O] shareToNamespace FAS AF2SfL|CH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: pvcl

namespace: namespacel

annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi

resources:
requests:
storage: 100Gi

Trident= PV2l i WHolE NFS AE2|X| 2E2 MMELICE
o gl HE PRE 252 ARSI 02| HAAHO|ANM PVCE /Y = USLICLOIE &
‘trident.netapp.io/shareToNamespace: namespace2,namespace3,namespace4’ /L |C}.

A8 ZE UYAmo|A0 SRYE = UASLICH. HE S

% =
.:,l'_l_' ° =

‘trident.netapp.io/shareToNamespace:

° AX|EX| PVCE YH|IO|ESIH shareToNamespace FAS ZoHA|Z £ JUSLICH

2. 2e{AH 22|} A HIJATO|A AQXEZL CHA | AHO] A0 TridentVolumeReference CR
ULE MEst RBACZt HHE|0 Q=X] QSN 2.
3. CHA HYATHO|A ARXKL: CHA LA HO| AN AA HJAHO|AE (X 5H= TridentVolumeReference CRS

MMSIHLICt pyel.

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. CHA HIYATO|A ARK}: CHA L|QJAHO|A (namespace2)dflA PVC (pvc2)E HAM

= A
X|H5t7| ?Iol shareFromPvec M2 AFEEL|CY.
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

3 ChY PVCS 371 A& PVCELH EZLE Z0tok BiLIt
2
Tridenti= Lt PVCS| shareFrompve OiE0|ME 911 A4 PVE 712/7|1 A4 PV AE2|X| 2|44 2R3t
AP AE2|X| 2447} G BH9l EBOR Chal PVE MAELICH THY PVCS PVE HATOR HioITE 2N
RN
3R 25 4H

o] HIYAHO|A0M SREIE EES MY & ASLICE Trident= &4 HYAHO|A0M slig SE0i CHet
HMAE ML EFS _'°3fL YA HO] A0 CHEE HHA= RX|BILICE 2EES HESts ZE

=28 = oTr I'
HAATO| AT} M =M Trident= sie S5 AM|gL|Ct

CI=
—_
C}

<]

tridentctl get' S AFE510q 5t2 2 2L Ct
0l [trldel’ltctl EZ|E|E ABSIH get BHS HHUSIY St2 ZES 7N = USLICE RtA[B LB
tridentctl EE 2 SHE HFXRIMA 2.

Usage:
tridentctl get [option]

MK

2 3:

* °-h, --help: =EO0| i3t =S LLICH

* ——parentOfSubordinate string: #2|E ot 24 EECE H|oteiL|C.
=
=

* —-subordinateOf string: 282 ot¢l &FO=Z 2|
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Mgt Abet
* Trident= CHe HIYAHO| A7 SR SF 47| AYUS ot= A2 oS =+ SlELIL S/ =& HIOIE 7t
e &= 18

HOMO|= A S YX[ote{H A HF L= CHE Z2HAE ALESHOF BiL

rlgg

o
2

shareToNamespace = shareFromNamespac LH|O|ME HMHStHL TridentVolumeReference
CRE AMHISHE A2 PVCOﬂ CHot KM A Hots FaT 4 GlELITh AMA Aots F25t2{H ote| PVCE
APH|3HOF BfL(Ct.

* 5tel 2BMIME 2”4 22 3 DI2—-0] 27Fs-LICE
KiMIEE LHE2
wXt HYAIO|A =& M| A0 CHet KMot LHE2 THEE HZESHIAIL.

* "NetAppTV"OIAN HIZE A|HSHMAIL.

HFAHO|A ZF Trident 2& =4

TridentE AI25HH ST Kubernetes 22{AE L2l CHE HIYAHO|AN J= 7|1E 2
= 28 AHYAE AESHH M 252 MAE & JASLIC.
|

52 SHGH| Tol| 22 Sl oY WA=t S

—_

30

o

K

SUBt AE2|X| BHAS T D YK HASHIA2.

=

30

HAAHO|A ZF EX|= ontap-san % ontap-nas AEE[X| E210|HO]| Bto A2t X[ & EIL|CH 217]

PN |
S5 M2 =28 XU $aLCH
HE A| X}

R AL AXH 28 S2ES 28 + AsUoh

o 44 PVCE 74304 =8 =H|

A4 HYAHO|A ARXHE A4 PVCE| HO[E{0f| HAAS 4= = ASHS RFOFLIC

e CHet WY AT O[ A0 CRE WY &~ A= HetE ROSIUAIR

A
o
S AE 2| K= CHA YU AL O] A ALK A TridentVolumeReference CRS A A £ ol= st2 HofgiL|C},

CHAF 4| ATH O] A0 TridentVolumeReferenceS A AlstL|Ct

CHA AT Ol AL ARXHE AA PVCE EZ5H7| 218 TridentVolumeReference CRE M- gfL|Ct.

o Chet LidAmoj 20 22 PVCE ddeLCt

=2 ood

CHet WY AHO| A9 ARXE &4 HYAHO|AS PVCE SH[5H7| fI8l PVCE dERLIC
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A Sl HiYAmo|A S et Ct

HotS EFoHY| ol HYAHO|A ZH 28 SH0= 22 HYATO[A ARAL 22{AH 22|XF 8l oY
HIRIAHO|A 27X it =X[7F ERELICH ZF THA0M AHE XL H&Ho] X|FE LIt

A

1. AA HAAHO|A ARQKE: AA HJALO|A(namespacel)NA PVC(pvel)E MM,
cloneToNamespace FME ALESI0 CHA HQYAMO|A (“namespace2)?t SREY &+ U= HotS
So{gfL|ct
AR .

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident?} PVe} SHE EHllE AEZ|X| 2ES MAsL|C}

c HEE FEE FES MBS of2] HYAHO|A0AM PVCE 3/ = ASLICLHE S

(L e

“trident.netapp.io/cloneToNamespace: namespace2,namespace3,namespace4’ 4 L|C}.

o x5 AH8%t ZE WQADO|AN ZSRY = JUSLICEH. KE =

“trident.netapp.io/cloneToNamespace: *

ozt
o

o AX|EX| PVCE YH|0|ESIH cloneToNamespace FAS EBHA|ZA £ QUSLICH

2. 2HAH 22| Xt CHA HIJAHO|A AQXT} LA U AT O] A0 TridentVolumeReference CRS Mg &
UEE MHSE RBACTt MY &0 UK RIS A 2(namespace?.

3. CHA HIJAHO|A AQKE: CHAF HIJAHO| AN AA PVC “pvcl S & ZESH= TridentVolumeReference CR2
MMt CE

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl
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pvcNamespace: namespacel

4. CHA HAATO|A AQX}: CHA LA O|A (namespace2)Mf|A PVC (pvc2)E MAStD, cloneFromPVe

CC

K= cloneFromSnapshot % cloneFromNamespace M Z ARSI AA PVCE X[E gL},

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
annotations:

trident.netapp.io/cloneFromPVC: pvcl

trident.netapp.io/cloneFromNamespace:

name: pvc2

namespace: namespace?2
spec:

accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

HISt Abet

* ontap-nas-economy E2}0[HE AFE3I0{ T =H|X'dEl PVCe|

SnapMirrorE AIE5t0 2 & =X

namespacel

22 97| g 222 XIUEX| YBLIC

(] (=]

Trident= X3l S I8t CIlOIE SHIE ol Tt 22{AES AA SEI O|O{> El 22{AEQ|
EtZl 28 79| 0|2 ZAIE X[ ELICt. Trident Mirror Relationship(TMR)0|2t=
LI AH|O| A Custom Resource Definition(CRD)S AFE35t0] CHS ZUS £3HE £ Q&L

* E5(PVC) Zte| D[] 2tA| 4
* 28 719 0|2] A ®A g CH

= AP 27 Aret
AIZFSE7| TOl| ChS AP Q7 A0 SFE|A=X] A AI2.

ONTAP 22{AH

* Trident: ONTAPE HiAIEZ At25t= A A 8l EHZl Kubernetes

AC{OF FfLICH.
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* 2}O|MA: HIO|E B HES AF3SH= ONTAP SnapMirror H|S7| 2t0|MA = A A 51 ELZ ONTAP 22{AFH
SOl M 2 SHE|0foF BtLICH XtM|EH LHE "SnapMirror ONTAP 20| A4 7H2@"S ETSHUA|L.

ONTAP 0.10.1E| 2E 2ol At ofef 7|58 Saefsts By
HZEILIC XpHISH LIS "ONTAP One0il Z3fEl 20| A"

| SnapMirror H| 57| 23 7|50 X[l ElL|Ct

m/oj2

* 222F Sl SVM: ONTAP AE2[X| #All == T|O{2IE|0{0F &fLICt XiMISt 82 "S={AH Sl sVM T ofE
7HR"° EI‘Iol.Alklg_

sR8 T ONTAP 22| AH Zto| SH| 2HA|0fl AF8E[= SVM 0|50 D/ EHX| 2ARISHUAIL.

* Trident 2 SVM: I|O{2El A SVM EtZ 2 AE Q| TridentO|A] AFR2E &~ Q0{OF SHL|CY,

X &= E210|H

NetApp Trident= L2 E2t0|H7t X|@St= AEE|X| F22HAE AHESH0 NetApp SnapMirror 7| =2 28 =HE
X|¥ELICl. ontap-nas: NFS ontap-san:iSCSI ontap san: FC ontap-san: NVMe/TCP(%|2& ONTAP
K 9.15.1 Q)

SnapMirrorE A%t 28 SH&= ASA r2 A|ARIOAM X2 E|X| SEL|CEH ASA r2 A|AHIO CHEt
KEMISH LHE 2 "ASA r2 AEE[X| A AR CHo LOEM|Q"E REZSHUAIL.

o

t

021 E PVC M4
CI2 CHAIS W21 CRD O|MIE AIRSI 2F 2E1t 2K 28 7H9| 0|2 ZHAIS MASIMAIR.
EHA|

1. 7|2 Kubernetes 22| AE{0f| A LIS CHHIZ AHBIAIA|Q.

a. trident.netapp.io/replication: true Of7f HSE AHESI0] StorageClass KIS MM BtL|CH

of
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"
"

fsType: "nfs
trident.netapp.io/replication: "true"

b. O|X0j| MMt StorageClassZ PVCE M A gtL|Ct.
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of

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

c. 2% MEE ME5I0 MirrorRelationship CRS MM stL|C}.

o

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

Trident= SE0| Cioh LR ME2} =E2| 31X H|0|H 25 (DP) 4EiE 7I4 2 C}2 MirrorRelationship2)
MEf ZEE HSLICE

d. TridentMirrorRelationship CR2 7182t PVC2| LiE 0|51} SVME YOMA|2.

kubectl get tmr csi-nas

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:
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conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas

observedGeneration: 1

2. X Kubernetes 22{AENM CHS THAHIE $ESHMAL.

a. trident.netapp.io/replication: true O{7{H~E AFE2350] StorageClassE MM etLICt.

o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. CHAt Bl AA HEE A0 MirrorRelationship CRS MM stL|Ct.

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: established
replicationPolicy: MirrorAllSnapshots
replicationSchedule: 5min
volumeMappings:
- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b31l3clel”

TMR spec Ol= 4709 X|&e| HEIL JUSLICH. ot= A MEiE M= state(EE SA
AMEH &), EH PVCE °-|—| =5 M= HESH= volumeMappings, 12|11 Of2{0| AHEl MEHH
replicationPolicy % replicationSchedule BERL|CE

‘replicationPolicy” % ‘“replicationSchedule’ HEE MEH AFIL|CEH,

‘replicationPolicy S ONTAP2| H|E7|Al snapMirror MM O|EC=Z AHSIn

‘replicationSchedule & ONTAP AZ|E O|ECE MANSIMAL. & EE F StLizte
MEFSIH Tridents A0 PHE WY SH MM E= AJES AISTLCH BAE
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AMMSE [ olz{st =

—_

ZCE dT0HAMR. A7 dEE 2ol Mot AHES HEY +
glaLct. e 282

=
AMEoHH TMRE ATMISHE CHA| WHSHYAIL.

Trident= P A E SX| & 8l AN S AFESH0] SnapMirror 2HA4|1E MAStT X 7|3k CH
1. O|™0f| M AM$t StorageClassE AF25t0] 2 ZE(SnapMirror EtZll) S&2 st= PVCE MM gtL|Ct.

o

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident= TridentMirrorRelationship CRDE &It 2tA|7t EXYSHX| o™ =& M S AMoighL|ct 2HA[7¢
EMSt= B2, Trident= M FlexVol 2&0| MirrorRelationship0l| H2|El & SVMJ-} mo{&E svmof|
HHX| 2| =2 BfL|C}.

=8 S S

Trident 0|2] 2A(TMR)= PVC Zte| 2X| 272 3% L2 LIEHL = CRDYLICE CHA TMROl= fI5t= AlEHE
TridentOfl 22{F= MEfZt JELICEH CHA TMRS CH3 1t 22 MENE JHEL|CE

* Established: 2Z PVC= 0]2] 242 EtZll S2&0|H, 0l= ME2 ZHA IL|CL.

* 54&: 24 PVC= ReadWriteO|H OFR E 7ts5t1, oixf 0|2 2A|17F M E[X| &L|CE

* MEZE: 22 PVCE 013 2A12| Bt 2F0IH 0|0 = o 0l2] 2tA|of| ARASLICE

° B}l 20| AA EEN HAE W2 XHo| U= BR ERI 28 EHXE HO{MDE MEHE MENE AL OF
'6'I-|_||:|-
=

° 0| O|H0f| A0t 2| S WX| U 2 MEHE HE7F LogfLict.

ol7|X] et HIYRH A| EX PVC 234
HZ Kubernetes 22 AE A LIS HAE AN 2.

* TridentMirrorRelationship2| spec.state Z=Z “promoted’ @ 2 H|0| EEFLILCE.
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A2lE HYRH Foi| Ex PVCE SAYLIC

A2l =l MY (00| J2|0| M) Z0f| LIS HHAIZ $33l0] EX PVCE SZA|7|MAIL.

1. 7|2 Kubernetes 22{AE A PVC| AHAFS MMt AMHAFO| MM E mi7tX| 7|CHILICE,

2. 7|2 Kubernetes 22{AE{0|A TridentTridentSnapshotinfoCRE MAM35t0] LHE MEE AOAMA|.

of

kind: TridentSnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas
spec:

snapshotName csi-nas-snapshot

a. B Kubernetes 22{AE{0|A TridentMirrorRelationship CRE spec.S state ZEE promoted =
AHI0|ESt _spec.volumeMappings[].promotedSnapshotHandle 2 A 4FQ| internalNamel 2
AL}

3. HX Kubernetes 22| AE{0|A] TridentMirrorRelationship2| AtEll(status.state Z=)7} promoted 2
SALJ=X] ZelgtLct.
HYRH = 0|2 2tA =3

02 2AHE S2st7| Mol M 2F SF2= X|FY 5= H=igLot.

i

|

15X Kubernetes S2{AE{N| M TridentMirrorRelationship2| spec.remoteVolumeHandle 2= Z}0|
UHO| EE|R}=X] ZASHAI2.

2. HX Kubernetes 22{AE{0| M TridentMirrorRelationship2| spec.state Z = “reestablished' 2
O] E-tLICY

%7} ¢
Trident= 2& 282 24t 2&0M CI3 2eS XLt
7|12 PVCE M EX PVCZ EHetLCt

7|2 PVCe EX PVCTL 0]0] Q=X SRISHIAIR,

|

2. 7| )531*5101|k| TridentMirrorRelationship CRDZ AH|gtL|Ct,
3

1. A™E HZX(CHA) 22 AEO|M PersistentVolumeClaim %! TridentMirrorRelationship CRDE AHA|gfL|CL.
A
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ZPvCe 37| =¥

]
PVCE EYHQZ 37|18 =Y = A2H, HIO[E] 20| ¥l 27|E X1t5H ONTAP2 i FlexVolE AIS22

PVCOIM =HIE HMAHELICH

=HE M oixf Ex 2 F0IM CHS 2 B SILE MIAI2.

OF

SH
=]

1

* HZX PVCO|A MirrorRelationship2 AAMIRLICH O A| otH S| 2tA7F 2O ELICE.

* L= spec.state ZES  promoted = YUH|0|ESIYAIL.

PVC AHH|(0]H0l| D[2{2g)

Trident= SXIEl PVCE 2Qlstil =& AHE Al5t7| Hol| SH| 24| S SHREIRLICt.

TMR A

O2{2 2tA|9| $HEZ0|A TMRE AfXISHH TridentZt AHK|E 2t=5t7| 0| LIHX| TMRO| promoted AEi 2
HStEIL|CH ARl A O 2 MEfEI TMRO] 0|O) promoted AEfQl 22 7|E O[3 2A7t gI_E 2 siiY TMRO|
M= 10 Trident= 2Z PVCE ReadWrite 2 SZA|ZIL|CE O] AtH|= ONTAPS| 2Z =&0i thet SnapMirror
HIEIH|O|E & SHAMISLIC &= 0| 282 O[ 2tA|0l| AHSst2{T M O|2] 2HAIE e Ul _established 2& =H|
AEfS| Mf TMRE AFE3HOF BLICE.

ONTAPO| 22t2! HEi wf 0|2 2AE HH0|ERLICE

02 A= 88 = HNIEX| HOO|EY £ JYSLICE state: promoted BE= state: reestablished
ZLCE AESHH 2HA|E YUH|0|EE 4 JELICE CHA S ES L ReadWrite %EQE SAY

promotedSnapshotHandIe 2 Af%3f0=| M 2EEE = %@ 2RSS XY = JSLICH

rio
9,t

ONTAPO| 22l mff O|2{ A E GO ERfLICt

Trident7t ONTAP S22 AE0| 21 HZAL[X| 22 HEHO|A CRDE AH25HK SnapMirror YLCI|0|EE £3gt &~
UELICE CFS TridentActionMirrorUpdate 01|X1| 30 12 XA L.

o

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-b
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-b

status.state TridentActionMirrorUpdate CRD2| HENE LIEFHLI|C}. Succeeded, In Progress, &&= Failed
uS 71 = JUSLCH
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CSI EZZX| AtE

OF

Trident2 "CSI EEZX| 7|5"8 AI2510] Kubernetes 22{AE0| Q= = =0f MEHMOZ
C

5= ddstn dZe = gLt

e

CSIEEZX| 7|52 ME0IH 2[X L II8 JHS 7| =Z 25 AMAE L& 519 = Hote = ASLICH
LY S2RE M UM = Kubernetes 22| X7F < 7|8t L ES MEY £+ ULE XL CH =E=2H L

M2 THE 7t8 0l AXISHALE ofe 2|0l 2X XS &= ASLICE CTHE S oL [HK0M Y22 =0 Ciet =&
OD2H|X'J S 0I5t ot7| fI8H Trident= CSI EEZX|E AFEELICE

&l CSI EZZX| 7|50 sl XtM|S] LOLE AL "07]",
Kubernetes= & 7HX| 1Rt 28 HiQIY Z=E MSHLIC

* "VolumeBindingMode' & ‘Immediate’ & A™5IH Trident= EEZ2X|E 126X ¥ = ES MMHSILICL =&
HiolE 8l S T2H|XN Y2 PVC MM Al H2|EL|C} O]= 7|2 “VolumeBindingMode 0| EEZX| X2}
EUE MESIX| b= SHAH| MYLLICH S SEE2 QESH= Pod2| AAHEY 27 Ateof 2tAgi0]

M ELCE

* "VolumeBindingMode' & “WaitForFirstConsumer' £ A&5IH PVCH| Ciet E1 2 &2 M4 % HiQIZ 0| s

PVCE A8%t= MET A EYE 1D MHE m7hX| XIHEL|CE O|FA 5tH EZEX| 27 At M2} HEE|=

2AEY NS =AHE SFIEE =250 YHELIL.

- WaitForFirstConsumer HIQIY BE= EEZX| 20|22 ERE otX| ¥&LICt CSI EEZX]
= 7|s3t HHE ALEE & JSLICE

o= T A H
-
st 71

CSI EZZX|E Ar83t2{H Lt30| 2Lt

* "X E[= Kubernetes HH"E AeiSH= Kubernetes 22{AE

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49272",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

* SHAHS LEO|= EZEX| 2lAlg E5H= 2|0|£0] A0{0F &LICHtopology. kubernetes.io/region
2 topology.kubernetes.io/zone). O|2{¢t 20|22 Trident?t EEEX|E QAISIEE St2{™ TridentE
AX|5H7| Hol| 2 AE Q| =0 UOo{0F TrL|LC.
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

1EHA: EEEX| Q4] wHolle MM
Trident AE2|X| HAE = 712 M HHS J|HIOE EES MHFO=Z EEHR‘I"'OPEE “74|3E* & USLct
HHAlE = X|E= 9 8 2| 552 LIEH = M8A supportedTopologies 252 ZE & A5

A
= =
0|E1°+ HACE A= StorageCIasses°| 22, XL s 2H/FHol| AAEZE 0 E EIﬂIOIﬁOHM S
oﬂu} EEO| AHA-IEIL_|[:|._

CtE2 Hll= Folof o (ILICt.

YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: 1scsi svm

username: admin

password: password

supportedTopologies:
- topology.kubernetes.io/region: us-eastl

topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl

topology.kubernetes.io/zone: us-eastl-b
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JSON

"version": 1,

"storageDriverName"

"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",
"svm": "iscsi svm",
"username": "admin",
"password": "password",
"supportedTopologies™: [
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"
b
{
"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"
}
]
}
“supportedTopologies'2 HAEE 2|H 5l JH 55
pSpni ¥ 2 StorageClassofl MS& ?AE 518 7ts¢ 2t =55 LIEH-LCL

‘support

version:
storageD
backendN

manageme

svm: nfs

username:

edTopologies & AEZ|X|

1

riverName: ontap-nas

"ontap-san",

ame: nas-backend-us-centrall

ntLIF: 172.16.238.5
svm

admin

password: password

supporte
- topo
topo

- topo
topo
storage:
- labe

dTopologies:

logy.kubernetes.io/region: us-centrall

logy.kubernetes.io/zone: us-centrall-a

logy.kubernetes.io/region: us-centrall

logy.kubernetes.io/zone: us-centrall-b

1ls:

= MSot= ol AHZELIC of2{st 2
t ol Ml EI
9| ool HetS EESH= StorageClasses®| Z2 Tridenti= 3l HAE0 25S WL

H2 Folg £E YBLICH
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workload: production
supportedTopologies:

- topology.kubernetes.io/region:
topology.kubernetes.io/zone:
labels:

workload: dev

supportedTopologies:
- topology.kubernetes.io/region:

topology.kubernetes.io/zone:

O| Oflofl A region % zone 2|0|E2 AEE|X| Z2| 2[X|
‘topology.kubernetes.io/zone’= AEZ|X| ES At

2ttA|: EEEX|E QA= StorageClassesE M

S| AE{Q LE0|
U&ELICEL 0|2 Edlf PVC 2K Chst
U= LE9| 5te| Ego| ZHELICE

.
o
T

CHE Ol & EZSHYAI2.
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io

volumeBindingMode: WaitForFirstConsumer

allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key:
values:
- us-eastl
parameters:

fsType: extd

2lof|l |3 &l StorageClass E2|0l|lA volumeBindingMode
QUELICE. O] StorageClassZ RHFEl pvce PodUlM
‘allowedTopologies &= A}
?lofl 2|l san-backend-us-eastl

— o=2 O™

HHofl =

1 —-—

ol PVC
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H3El= EZEZX| 80|22 7|82, StorageClasses
HE AL8E|= AERZ|X| E1t Tridentoll A TE2H|X

&g 91t X942 mSYLICt.

= -~
E MMsl

us-centrall

us-centrall-a

us—-centrall

us-centrall-b

EMHLICH topology. kubernetes.io/region %

IXIE REEL/Ct

g Holsto EZ2X| WEE By 4
S5t 252 ASY 4

topology.kubernetes.io/region

"E 'WaitForFirstConsumer E MEE|0]
EXE WX ME2|=[X| fSLICH. 2|1

‘netapp-san-us-eastl StorageClass=
L|C}.



3CHAl: PVC MM S AR

StorageClassE ‘H45t11 BHAI=0f| IfLHOH O|XH| PVCE MY = USLICH

of2l oA E EZESHM R spec:

0f

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

DL HAE S AHESI0] PVCE H-dotH Ch3at 22 227t LIEFELIC

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer 6s persistentvolume-controller waiting
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for first consumer to be created before binding

Trident7t 252 MAst PVCOH| HIQIESIZ{HM ZE0|AM PVCE AFSSHNAIR. CHS 0| &ESHIAIRL.

apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx—-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false
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0| podSpec2 KubernetesO|H| us-east1 X[H0| U= =0 PodE HISSHES X|A|SHH, us-eastl-a £
us-eastl-b YHO U= ZE L& FOf|A] MEHSILICE.

Ct

gjo

522 HEHIAL.

kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblela0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

HHAIEE OO ESIH Cte S EESHES BLICt supportedTopologies
7|& HAlEE AH|0|ESIY supportedTopologies F82 XYY £ QUELICE “tridentctl backend
update. 0= 0|0 Z2H|XNHE S&0= 2 O|KX[X| 2 0|2 PVCO|ZH AFEEIL|CE.
XEMs HE A7
* "ZHO|H{ Q| 2|AA FhE|
* "nodeSelector”
MR kol o= Sl kel o

* "Taints & Tolerations"

18%

Trident AHAF Xt

Kubernetes 28 AHAS 7 2 E(PVs)2 =82 AIX SAI2 2 gd3tetLICt TridentE
AE8I MMEl E29| AMHAFS MMSIT Trident 2|20 M=l AHAS It 7|&
AHSOM M 2 ES ML , AL ZE HO|HE S &+ /JELICH

o =

o>

—_—

e

=5 AHA2 ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy, solidfire-san,
azure-netapp-files % google-cloud-netapp-volumes E2I0|HOf|A| X|&EL|C.

AlZfoto] FHof

AHAOE TSt H 2R AL HEZ2{2t CRD(AHEXF FO| 2|AA FO[)7t 210{0f BHLICE O|= Kubernetes
RAAE|O|E 2] MAURALICHO|: Kubeadm, GKE, OpenShift).

Kubernetes B Z IOl ARHAF ZIEE2{9F CRD7F 2|0 QK| 2 B =5 LM HEER S HZYLILES
xr_;lc_apuug
==} (=] .
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GKE %%'OHH =L IE.'_HE =5 2HAE dg5ts 32 2HA HEERE YIS DHHAIL. GKE=
7

1. "VolumeSnapshotClass'2(&) A ELICH XM|St LHE2 "VolumeSnapshotClass"S () & XsHMA|L.
° “driver = Trident CSI E2}0|H{E 7t2|ZIL|C}.

° deletionPolicy 2 ‘Delete &= Retain @ & USLICE. "Retain 2 HYSIH
*VolumeSnapshot Z4&|7} ﬁ.}IﬂE“:‘El'E AEE|X| 2HAEL 7|2 S2|H AMAO| FX|EL|CE

o

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. 7|Z pvCe AHAS MAetL|Ct

off
° O] Of|Hl= 7|1& PVCel AHAS HdELCt.

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

° O] Of|H|= pvcl 2= O|F2Q| pvcH| CHet 28 AWM ANE ddstn AL 0|§2 "pvcl-
snap 2 HMYLICE. volumeSnapshot2 PvCe FAISIHH AN AHAS L
*VolumeSnapshotContent ZHA|2F HZAEIL|CE.
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots

NAME AGE
pvcl-snap 50s
° VolumeSnapshotContent HK|E pvcl-snap VolumeSnapshotOfl CHSH AHSE0] AlEe &~ QIGLICE

Snapshot Content Name' ' O AHAFE H|SSt= volumeSnapshotContent ZHK|E
MEBILICH. “Ready To Use If/Hp= ARMAS ALESI0] M PVCE Y & USS LIEFHLICH

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%
Ready To Use: true
Restore Size: 3Gi

=& AHM0|M PVCE MdEL|Ch

o

‘dataSource g AMESIH volumeSnapshotO|2l= O0|EQ| “<pvc-name>"E HIO|E AARZ
A8%t= pvcE MY = JUELICH. pvedt WHEH podol|l HASIH CHE pvcet ORXIIXZ
Ar8e & USLICEH.

SHOll S Of| A AWM EIL|C}H "KB: Trident PVC AHAFM PVCE MAMsH=

= A HH
A7 — — +
St zie C}2 HAIZ oA @gm.mutrw( ) REEBHAIL.

CtS o™= “pvci-snap & H[0|E AAZ ALESH0] PVCE AMAMBtL|Ct.

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ZF 2HN 7N 27|

Trident= "Kubernetes AFE T2H|X'EE AL TEM|A"S X[}
VolumeSnapshotContent ZK|E 4-&5t10 Trident 2/ F0i|A MM

of S{AH 2Kt
E AHMMS TINE = UAEE FLCH

A|Zfot7] FHof
Trident7t AR44F0| M9l 2EES WESH7LE 7HX<tof LTt

e
1. Z22{AH #a|xt:

HHIE AMAFS HXSH= volumeSnapshotContent ZHAIE M BL|CEH O|ZA| SHH
TridentO| A ARH4F 9 EE

g LICt.

o BHOl= ALHAFO| O| 2 “annotations Ol Al “trident.netapp.io/internalSnapshotName: <"backend-

snapshot-name">"= X|HGHA|Q.

<name-of-parent-volume-in-trident>/<volume-snapshot-content-name>"&
‘snapshotHandle O X|™SIMA|L. 0[ZI0] ‘ListSnapshots TEUHA 2/E AHAFE{Z} Tridento|
H3dh= st YHYLICH

- *<volumeSnapshotContentName>"= CR HE X2 ZZHOZ Qldl| eHAll= AHAF 0|21}
ST gk Ukt A otLL
o
CHS O = A= AHAF snap-01"8 HZSt= “volumeSnapshotContent LEMEE MMetL|CH

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:

246


https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static

trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£71223b5-23b9-4235-bbfe-e269%9ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. 28{AH Z2|X}: VolumeSnapshot M E & Xst= CRS MMBILICH VolumeSnapshotContent 0[Z12

X HE HAAHO|ANAM VolumeSnapshot AHE HetS QX BIL|CH

of

CtS o|Ml= "VolumeSnapshot 2t= 0|£2| CR2 MA35tH, "import-snap’ & & Zst1,
"VolumeSnapshotContent 2= 0| 2| “import-snap-content' & & Z=gfL|LC,

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3B ME|(He =X HQ 213): 25 A MAI|7F M2 MHE volumeSnapshotContent & Q145

‘ListSnapshots @ &2 AHTL|C} Trident?t “TridentSnapshot'S MM SL|C}.

° 2|2 snapshotter= "VolumeSnapshotContent'E ‘readyToUse' £, "VolumeSnapshot'E “true’ £
MEBH|C}
=2od .

° TridentZ} BteHEIL|C} readyToUse=true.

4. DE AEXE: M PersistentVolumeClaim' 2 EZTSH7| fdf VolumeSnapshot £ MAMetL|Ct.

O47|M “spec.dataSource (£ spec.dataSourceRef) O|E2 volumeSnapshot O|SRLICE.

of

CtS oflMl= “VolumeSnapshot 2= 0|£2] “import-snap 2(2) & Zst= PVCE MM etL|Ct.

rr

apiVersion: vl
kind: PersistentVolumeClaim

metadata:

[
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name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ARHAFE ALESH0 2& HI0E 57

AHACIEEZ| = 7| 2802 AN U} ontap-nas ¥ ontap-nas-economy E2I0|HE A2
I2H|XJE 282 2|t =2tHE 0[5 SLICH ARARM =1H H|0|HE S+563{H . snapshot CIAEEIE
MM A2,

=5 2HA 5 ONTAP CLIE ALE3H0 28 0T AHMH0f 7|=& HEiZ SELICH

clusterl::*> volume snapshot restore -vserver vsO0 -volume vol3 -snapshot
vol3 snap_ archive

ooy A EAES 2LIoiH J|E B8 TA0| HOIMOITILICE AMAF ZAHZ0| YAE F 2E ofjo|E{o)
S et g Age gL,

AN 2F WA =3

Trident= TridentActionSnapshotRestore (TASR) CRE ALESI0] ARMAFO|A AMESHA MXt2| 2 SRS
HIZELICt 0] CR2 HHEH Kubernetes 2P 2 X ESoHH 2 &t=2 20= XIS X| ¥&L|CH

Tﬁdenﬁfontap—san,ontap—san—economy,ontap—nas,ontap—nas—flexgroup,azure—netapp—
files, google-cloud-netapp-volumes ¥ solidfire-san E2IO[HOA AHAF SIS X[ SL|CE.

AlZst7| o

x

HIQIFE PVCeL A8 THstt 28 ARIAE0| QLO{OF SfL|CE
* PVC HE{7I HIQIG U =X] 2l gfL|Ct.

kubectl get pvc

B 2SS A8 Y FH|It = A=K SRR

=
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kubectl get vs

CHA
1. TASR CRS MMEILICE. O] GM[f| M= PVC pvel X 28 AYAF pvci-snapshot & CRS MM EHL|LCE.

| TASR CR2 PVC % VS7t Ex{5t= | AT 0| A0 A0{OF BLILCE,

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. ARHAROIM SRS CRE X E3IM|R. 0] 0|0l = AAM SRELICH pvel.

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

21t
Trident A4 4F0f| M CIO|HE SRARILICH AHA S2 HEli= TS0 20| 2ele &= ASLICH

kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap

namespace: trident
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resourceVersion: "3453847"
uid: <uid>
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:

resourceVersion: ""

* R E22| B2 Trident= &I Al (IS L= HUS MA|=SHK| ZSLICH ZHYS CHAl At of
SfLict.

© TR HM|A HSHO| Y= Kubernetes AHEAHE ZHE[AHZRE] OHZ2(H[0]4 H|IAH[0] A0
TASR CRE dde £ U= #ets RO{HOL0f & = AFLICH.

T =252 MG i Trident 282 SEH7L "AH| "= HUC|O|EELICE Trident &S
L|

Kubernetes i 0| AL ZIE E2{9F CRD7F ZeHE|0 UX| Q42 B LhSat 20| HiZEE 5= JAELICH

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-

csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-

csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml
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- GKE 2tZ0|M 2CHE =8 I8 AHAE MHot= 22 A HEER S MHSHK] OFYA|2.
= GKEE= LHEE SHT AHMAF HEERE AFSRILICH
* AL AEE2] YAMLOIA cSIVolumeGroupSnapshot 7| AHIOIEE true’'E HHsIH 28 18 AHARO
Epakel ==,
* 25 I8 AHMS HHo| Mo 2ottt 28 5 AHA SUAE MMefL|C]
* I E PVC/ZE0| 38t SVMO|| A=X| 215t VolumeGroupSnapshot2 Mg 4 QI = $HL|C}

EHA|

* VolumeGroupSnapshot2 445t7| 0 VolumeGroupSnapshotClassS MM8HAA| 2. XIAM|st LI
"VolumeGroupSnapshotClass"S(E) & XstMA|2.

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* J7|1&E AEZ|X| 2AE AESI0] H2 2)|0[S0| ZEE PVCE MASHAHLE 7|& PVCO| o|2{st 20|22
;‘:7|.'6‘H__||:|-
T/IH .

CtS ofl= "pvci-group-snap 2 HIO|E| AAZ A3 “consistentGroupSnapshot: groupA'S 0|22
A8t PVCE d-dgtLICt 2+ Abgol w2t 20| = 7|2t 2t ™elefLICt.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* PVCO| X|™El At S 2{|0|S((consistentGroupSnapshot: grouplA)s ARSI
VolumeGroupSnapshotS BHSL|C}.
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apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

OE AYAE ABB10] 25 Hl0/E| 27
25 08 AWAC| URE MHE i AYAS ABSI0] Y YT EES 2UM 4+ YBLICL BE I AUNS
siLtel £te|2 2R 4 glaLict

8 294 S ONTAP CLIZE ALE3I0| 2ES 0T ARk 7|1= & MEf= SRAELIC

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap_ archive
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

L%t A2 “deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml'S €11
‘namespace’ € UL AHO|AZ AG|O|ESIAAIL.
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