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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work

# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html

performance: premium
defaults:
gosPolicy: premium-pg
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Pod M7 32 Pod O H|O|M S A5 AFEX X|1HE &~ AUSLICEH
trident.netapp.io/podRemediationPolicy[retain, delete]. O[22 O{H|O|M2 HYH LA A|
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of2{st M2 BE X0 MY 4 UASLICH

80

TridentNodeRemediation CR

TridentNodeRemediation(TNR) CR2 ZOi7t 2 st . EE HOlSfL|CL TNRE| 0|2 ZoK 7t Edlst LEQ
O|SQILICE

TNR Of:

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediation
metadata:

name: <K8s-node-name>
spec: {}

TNR 2HEff: CHS BH S AFE5H0 TNR HEIE 2HQlgfLict.
kubectl get tnr <name> -n <trident-namespace>

TNR2 LIS &Ef F stLtof| JAS & ASLICE
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* NodeRecoveryPending:
° ZEES7} LETF CHA| 22l HEi7t £[7]E Z[tte| 1 JASLICEH

o LLEJL 22421 MEfTL =|H publish-enforcementE E8l =7t THRStT MZ2 28 HAIE I8 Z=H|7t
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A 27 Arg:
o X EHOH TK|Z2 eS| Fol| A 22| SASHE 0] QI=X| EQISHAA Q. X3 LIRS ZHH| E2|of| Chst
M2 HEE(E) XA 2.
* Kubernetes 22{AE{0f| .= AEl SQI(NHC)S M X[ELICE.
° "operator-sdk A X|".

> 22{AE0]| Operator Lifecycle Manager(OLM)7t AX| =0 QUX| %42 B MA[SHUA|L operator-sdk
olm install.

° Node Health check OperatorE MX|&L|C} kubectl create -f https://operatorhub.io/
install/node-healthcheck-operator.yaml.
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1. 22AEQ| |7 LEE ZLIE{™SIY| 2I8 Trident U AH 0] A0 NodeHealthCheck(NHC) CR2 A gfL|Ct.
o

apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck
metadata:
name: <CR name>
spec:

selector:
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matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown

duration: Os

2. trident UAHO|A0 = MEi| HA CRS MEgLCt.
kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

219l CR2 E X7 Ready: false X UnknownOl| CHdH K8s 7 LEE HAISIEE M E0f JELICH =ET}
Ready: false 2= Ready: Unknown &Ef7} &M Automated-FailoverZt E&2|HEL|Ct.

CR2| "unhealthyConditions'= 0z |0 7|Zt2 AFEEL|CE 0|2 QI3 K8s7t L E0i| M SEH|EE £=4AI51X| Rot =
-E XZ1E Ready: falseZ &M ZA| X5 H U7 EB|HEIL|CE K8s= 7| 2% O Z O1X| 2t SHEH
40X E CH7|8t 2 Ready: falseE A& ELICt O] |0l 7|72 K8s HIE SMOIM AHEX}F X|HE & JASLICL.

7t 14 M "Node-Healthcheck-Operator 2A"S XA,
FItEY EH

TridentZ} ZH| 22| 7|52 &42tsto] HX|=H NHC2te| S22 80|5tA| ot7| I8H Trident WA AH|O| A0 & 712
Xt 2|AATL AHE O 2 MM EILICE: TridentNodeRemediationTemplate(TNRT) 2 ClusterRole.

TridentNodeRemediationTemplate(TNRT):

TNRT= NHC HEE2{9| HIZE| &2 SHH, TNRTE AF25I0 Lo M2} TNR 2| AA S MAMSHL|C}

apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:
name: trident-node-remediation-template
namespace: trident
spec:
template:
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spec: {}

ClusterRole:

force-detach” &-dotE|H HX| 0| S22 AH 0| FIHELILE. 0|F S8l NHCE Trident Ui 2 AH[0] A 2] TNRO|

Chist #ets 2HA| Lt

|_|_|_EX

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

- Create

- update

- patch

- delete

K8s 22{AE ¥2|0|= 8 fX| 22

—

ol ZX|E YRI5 H =TIt CHR2E[AHLE MR R E Of| &=l = K8s R X 22| &

Ao = gad0|= Soi| X+S FHo
ZEXE LA SXISHHAIL. 2|0iA 2FS NHC CRE 24 | S5t H 8lig CRO| XS

|
s gotH gLt

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec":{"pauseRequests": ["<description-for-reason-of-pause>"]}}"' --type=merge

O|Z A 6™ X5 Zof Z=X[7t LA| SKX|EILICE X5 ZoH Z=X|E CHA| ZH3tst™ KX 2|7t 22 El T AFEN|A
pauseRequestsE MU 2.
Hist Atet
* 1/0 Y2 force-detachOf| A X|{St= =E01 CHolf ZoH7t &St L E0of| A 2H XHEHEIL|CF. force-detachOi| A
X|ste E8/PVCE AME%t= Pod2t X592 M ElL|C.

* Atz MY 8l ZA| 22| 7|52 trident-controller pod LHEOA] M EILICE trident-controllers S AElISH=S
20| Zoi7t 2 HSHH K8sTt podE Ha LEZ 0|5 WK AtE WY 7t X|HE L|CE.
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* Trident Bl = 21 AM0j| A NVE =3t Z2{1E “true’' 2 AHSI0] NAE &S3HE MESlstn
@ =BYE EY AT 7IE AP %*# USLICE.
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* NAEZ} &gtz #HAZO0A NV ei 1S “false’ 2 HHSIH NAEZ 2d3tEl 2E0
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* "ONTAP SAN 714 ZM"
* "ONTAP NAS & gM"

Trident Linux Unified Key Setup(LUKS)
TridentO| A Linux Unified Key Setup(LUKS)S &A3I5t6{ ONTAP SAN 2! ONTAP SAN

-

ECONOMY E88 2318t 4= QELICE Tridente= LUKSE Y5tz 220 CHol 2z a3t
528 222 XLy,

TridentO| A LUKSZ S stHE 282 "NIST"HM HESH= CHE aes-xts-plain64 Y= % DEE ALEEIL|CE.

@ LUKS 2t 3h= ASA r2 A|ARIOA K| R Z|X| QSLICEH ASA r2 A|ARIO| CHSE XpM[SH LIE 2 "ASA 12
AEZ|X| A|AEI| CHol| LOIENR"E HZTSHAIL.

A|ZFst7| Hof|
* £171 LE0l|= cryptsetup 2.1 O|2H(EF, 3.0 O|2HO0| AX|=|0] RU0{OF SLICE XtA[S L2 "Gitlab: cryptsetup”

* d5 A2 28l NetAppdl A= ¢ = =7t AES-NI(Advanced Encryption Standard New Instructions)=
XISt = HABILICH AES-NI X[ ({2 E 2tolstz{™ CHS HHS MAMSIMAIL.

grep "aes" /proc/cpuinfo

O} AT Htste|X| QfOH T2 MM 7 AES-NIZ K| SIX| %*E AULICH AES-NIO|| CHEE XEM[SH LHE 2 "Intel:
Advanced Encryption Standard Instructions(AES-NI)"'E& &ZESIA| L.

ot

ONTAP SAN 2! ONTAP SAN ECONOMY 2&2| Z2 Linux Unified Key Setup(LUKS)Z A2l 284H
MBS

% Y=ot s gyt o+ AFLICH
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1. BHOIl= LA Of| A LUKS
"ONTAP SAN 3+ M

"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. parameters selector' & AFE%I0{ LUKS =2t E A= AEEZ[X| E2 H
SLIC}.
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
luks-

csi.storage.k8s.io/node-stage-secret—name:

csi.storage.k8s.io/node-stage-secret-namespace:

JELICE o|E SH LSt 2Lt

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl

kind: Secret
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metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A

luks-passphrase: secretA

Hst Abst
LUKSE 25otEl 252 ONTAP S5 N7 & 52 =8¢ £ gl&LCt

LUKS S8 7IH 7|2 ¢t dHell= 1M

LUKS 282 7t 2™ BAIE XA 1uksEncryption 2 (“true 2 AH|OF 2ILICE. ‘luksEncryption
M2 OIS 0|2 20| 2&0| LUKS #482 E6t=Xl(true £ LUKS #ES E451X| gb=X|(false’ & Tridento|
A FLICH
=25 L L

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

LUKS 2 & 7IM27|E ¢/gt PVC 74

LUKS 282 SXOZ 71 22{H annotation “trident.netapp.io/luksEncryption'S “true’ 2 A&st 11 0] of|X|<t
Z0] PVCOIl LUKS X|&l AEZ|X| 2HAE ZTESIAAIL.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce

resources:
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requests:
storage: 1Gi

storageClassName: luks-sc

28, AYst S A3I00A O 0|4 AXEIX| QEChe XS Sols}y| MK FSE UX|

(D orNe #xE gss 2MeH 282 0l2EY 4 9lo0 Hlo[E: YSote Mejz /=

UK AB 2 gl LIt

ol 3fgf i
LUKS 243 222 A LUKS 937t XIBE & oY B5S 012 Edts Pod7t WA of SBILIC A Pod7t 448
oj Trident= 25| LUKS 2S5 AI330] ol 24 et blmstLct

* EEC| YT} H|U| T YS9} AX|SHK| LOH £EO| WHBILICE

s SEO| A UHH|E F|0f Y= Y A ef YK|SHH previous-luks-passphrase W7 HL= FA|EL|CE.

A

1. node-publish-secret-name % node-publish-secret-namespace StorageClass Ol7HHFE
ZItELICE ol E ST O3t Z5LICH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["A"]
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tridentctl -d get snapshot luks-pvcl

GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. 289 LUKS ¢ E YUHIO|Est M =2t 0| LS E X|HSHIA|L. “previous-luke-passphrase-name’ 2t

‘previous-luks-passphrase’ 7t 0| S ot LX|SH=X| SIS AL,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous—-luks-passphrase: secretA

4. 282 02 ESt= M PodE MHELIC} 0= 2H|0|ME A|ZfSt= O] 2REfL|Ct
O. A2t WHIE|AU=K] 2ASHYAIR
£E

tridentctl -d get volume luks-pvcl

GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl

GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

"A"] Z2H|0|MO]

@ OlE 50 =719 &= F0| "tetk|™H 1uksPassphraseNames: ["B",
SR E|X| 42 ZULICH 2H|O|ME 2t=5H7| IS M PodE E2|HEY £ JUSLICE
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1. cSINodeExpandSecret 7|5 #[0|E

=
=
7|8t cSl 8 &g QA3 ATE AB"E(

2HMSLBL|CHHIEL 1.25+). XEAM|S LHE 2 "Kubernetes 1.25: ==
E) HXSIMAIR.

2. node-expand-secret-name % node-expand-secret-namespace StorageClass OH7H{HL+Z
FI7teiL|ct ol E S o3 2&LICH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

1t

A
=
2EfQl AEE[X| 2EE AlZSHH kubeletO] AT XtA SHE S2t0[H{of] TEELICE.

Trident= AE2|X| BHAIE 2 ONTAPO| CHEt Kerberos S 3tE K|/ EHL|CE,

* 2I3|0]A ONTAP - Trident= Red Hat OpenShift & ¢!
=59Z9 NFSv3 U NFSv4 HZS Sl Kerberos &5 2tE K| EfL|Ct.

NFS &2otE AIEot= 282 dd, AH|, 27| =4, 284 28 JH, 47| M8 22 581 % 7INRIIE +8E =

2I2|0|A ONTAP 282 A8t & & Kerberos 253t 74

22|y S At 2I0|A ONTAP AE2|X| HAIE 7ko| AEE[X| E2{Z0]| Kerberos =SS &datet

@ 2I20/A ONTAP AEZ|X| HHAIEE AM2St= NFS E2{Z 0| CHSt Kerberos &S 3H= ontap-nas
AEE|X| EEIO|HE SO AT X[ EL|CH
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Kerberos &2 SILIEE X|FSH AL, OW7HH S S 20| & 7 0] &9 Kerberos 22t &S X|HoHH

spec.nfsMountOptions: sec=krb5 (2E U =3}

spec.nfsMountOptions: sec=krb5i (I

spec.nfsMountOptions: sec=krb5p (I

O O

AR HE HSE 9 215 | Y=l

SHL AL ELIC

A
1.

riot

(2] SR{AE{0|M CHS OIHIZ AtR3t0] AE2|X| ol
0l 9= HEE HRYAIR.

In

apiVersion: vl

kind: Secret

metadata:

name: backend-ontap-nas-secret

type: Opaque

stringData:

clientID: <CLIENT_ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

ki

me

sp

nd: TridentBackendConfig

tadata:

name: backend-ontap-nas

ec:

version: 1

storageDriverName: "ontap-nas"

managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
datalLIF: <PROTOCOL LIF FQODN OR IP ADDRESS>

svm: <STORAGE VM NAME>

username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs

nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
gtreesPerFlexvol:

credentials:

name: backend-ontap-nas-secret

2. O™ CHAOl M Mot 1 U S ALESH0 MAIES MHSHIAIL.
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tridentctl logs

74 Do ZHE AESY Tl £ create IS CHA| &l = AFLICH

AE2|X| BYAES YuBiLct

Kerberos &2 otE AFE3I0] 282 Z2H[XJ5ts AE2[X| 2HAE HEH = ASLICH

X| 2efA HHE MMHE I mountoptions OHZHHSE AFRSI0 M| 7HX| Kerberos ¥ 3} HE

* mountOptions: sec=krb5 (215 X =}
* mountOptions: sec=krb5i (ID E2E &% 215 & &=3})

* mountOptions: sec=krb5p (ID % 742! B HSE E3t 215 & ¢33}

Kerberos =&& otLIEE X|F5IHAIL. Oi7HEH 4 S50 & 7 0] &2 Kerberos 2=t &S X| &5t
S AL ELIC AE2(X| HAlE FHof| M X[Fet F=ot +F0] AEZ|X| SaA HH0 M X|Fet

B AE2|X] S A AH| 7t LMEfLICt.

cHA|
1. Ct2 Of|X|E AFE25H0] StorageClass Kubernetes ZHA| S A 8tL|CT.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs
allowVolumeExpansion: true

2. AEE|X| SHAE HEELICH

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AEE|X| SeHATF MH A=K 2QISHIAIR.

D.

NW



kubectl get sc ontap—-nas-sc

Ct3at FAfSH 30| EA|ELICH

—

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

22 DT2H|XY
AE2|X| AT AER|X| ZHAS WA S0l 2ES T2H|IHIY 4 ASLICE KNS LB 25

]IEHlX-I |_|uC> tI'Iol-élklgl

Azure NetApp Files ZE0l|A & & Kerberos =2} #4

ZeE|d 22 AEQL Y Azure NetApp Files AE2[X| HAIE EE= Azure NetApp Files 2E2|X| HHAIEQ| JHAH E
kel AEE|X| E2f{T o CHdH Kerberos &2 3HE 2*“2}32* 2 olA| IO}

AlZFsE2| Hofl
* 2| Red Hat OpenShift 22 AE0f|A] Trident7t 2S[O J=X| SQISHUA| L.
* tridentctl SEZ|E|N BMHAL & JA=X| SQISHUA|L.

* QF At =elst "Azure NetApp Files A& AM"9| X|&0f| [t2} Kerberos 2= SHE 9|8t Azure NetApp Files
AEZ|X| HAIEE FH|R=X] SRISHAI2.
t

* Kerberos 2= 22} Bl AF83St= ZE NFSv4 2E0| SHIEA PHEJEX] 2QUSHIAIL. "NetApp NFSv4
A 7|5 8 28 At 710| ="2| NetApp NFSv4 ZH|Q 14 MM (13H|0[X|)S & ZSHYA|2.
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Ol 24 HE
Kerberos @2 3tE M5H= AEZ|X| HollE 1M THUS MM ff CHS F 7HX| & & St M 8L Hojg
A QIALIL

M H .

* spec.kerberos HEE AIE%t= AEE[X| HAlE 2f|d

* spec.storage.kerberos EEE A% 7t E 2|

Ity E EUM FEE Folg o AE2|X] SaAQ| H|0|ES AHESIH Z0| MEHEL|CE
O =ZFO0IME Ml 7HX| T Q| Kerberos 2= %t & SHLIE X|Fe = AELICH

* kerberos: sec=krb5 (21T U 2t

~

* kerberos: sec=krb5i (ID ESE S 2F 5 43t

* kerberos: sec=krb5p (ID % 7HQ! B HSE Eot 215 & ¢339}

o
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque



stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krbb5i,
credentials:
name: backend-tbc-secret
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tridentctl logs

or krbbp
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. AEE|X| SHAE HEELICH

i

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. AEZ|X| ATt HEEUEX] 2RAHYA 2.

kubectl get sc -sc-nfs
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sc-nfs csi.trident.netapp.io 15h
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