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"storage": [
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"labels": {

"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name:

ES ZaYLItt. olE SH LS

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKS ¢= 5 Zelst= HIL 7|15 dJELICt oS S Ch3ak 25Ut

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKS =& 7IH27|& fI¢t PVC 74

LUKS 282 SXOZ 71 22{H annotation “trident.netapp.io/luksEncryption'S “true’ 2 &5}t 0] of|X|<t

ZH0| PVCO|| LUKS X8l AEZ|X| 22jAS TEHSIAA L.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: luks-sc
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1. node-publish-secret-name % node-publish-secret-namespace StorageClass Il7HHS+E
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. 28 L= A0 A= 7|E Y2 E oletct

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["A"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>



.luksPassphraseNames: ["A"]

3. 289 LUKS 2S£ H|0|Esto] M 252t 0| A4S E X|HBHA|L. “previous-luke-passphrase-name’ 2t
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apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. 282 02 ESh= M PodE MEELICE 0= ZH|[O|ME AlZfSt= O 2EfLICt
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

.luksPassphraseNames: ["B"]

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]
21t
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luksPassphraseNames: ["B", "A"] ZH|0|MO0|
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2. node-expand-secret-name % node-expand-secret-namespace StorageClass IH7HH42
ZFItetLCt o|E S C2at Z2&L

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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spec.nfsMountOptions: sec=krb5 (21& & =3}

spec.nfsMountOptions: sec=krb5i (ID ESE &%t 21F & ¢z}

spec.nfsMountOptions: sec=krb5p (ID X e ME HSE E5t 215 5l &3}
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Kerberos &=&& StLEE X[FSHYA| L. D7 tH =~ S =0i| & 7H 0| 22| Kerberos 223} &2 X|HSIH X
S0t AR ELICH,
CHA|
1. 22l 22 AE0|M CHS OIME AF8SH0] AER|X| Hlle 24 M MEBLICH 23 <> eto| g2
SH0] Qe HEE HILYA|Q.
apiVersion: vl
kind: Secret
metadata:
name: backend-ontap-nas-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5p

gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O] Aol M Wt 7 IAS AFESH0]

Al Mo AmstH A LG ZH 7t A= AYLICE T BEE st 2O =elsty #el
o

tridentctl logs

- Mo 2H|E AEstT £HTt Z create BES CHA| A& o~ ASLICH



AERX]| SHAE YHLIC

Kerberos =SS AFESIH 282 Z2H|X'dots AE2(X| SAE HEEY & ASLICEH

o] 2td M=
AEZ|X| E2fA HHE MMHE I mountoptions IHZHHSE AFRSHY M| 7HX| Kerberos &
X™e 4= ASLIC

* mountOptions: sec=krb5 (215 X ¢z}

* mountOptions: sec=krb5i (ID ESE %t 2ZE U 253}

mountOptions: sec=krb5Sp (ID A 72l MH HSE Fot 215 8l ¢z}

Kerberos =& 2 StLt2F X|HSIMA| L. O7Hs S5
SMOE AL EIL|CH AEE|X| HAlE LMO[A K-S A3} 4 -’.-f— | AEE|X] E"EH

= —-—

B AE2|X] S A AH| 7t LMEfLIC.

|>

oA
1. LIS oM E A3t StorageClass Kubernetes Z{A| S A A SHL|CL,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. AEE|X| SAE HEELICH

mufn

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. AEZ|X| S2HAT} MHE|UJ=X] 2RISHIA 2,
kubectl get sc ontap—-nas-sc

Ct2at fAret £240] EA|ELICH

NAME PROVISIONER AGE
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ontap-nas-sc csi.trident.netapp.io 15h

22 D2HHY
AE2|X| MOt AER|X| SHAS AT Sols EES T2H|KUE 4 ABLICE XPAE LIBS 28

]IEHlX—I l—|"o tI-Xol-ﬂklg_

Azure NetApp Files SE0l|M & & Kerberos 2=%t 74

22| S| AE2F T Azure NetApp Files AE2|X| Bl E = Azure NetApp Files AEZ|X| BAIE 0| JhAL =
Z2to] AEE|X| E2fTlo]| CHSH Kerberos Y532 3““2@* 2 JAELICE

A|=Hst7| Hof|
* 2t2[d Red Hat OpenShift 22{AE A Trident7t 2-d8%tE|0] U=X]| 2QISHYAIL.
* tridentctl REZ/E[M HNAZ £ U=X| QIS L.

* 27 A2 2Helst "Azure NetApp Files 4% A{"2| X| 0| 2} Kerberos 2215 /3t Azure NetApp Files
AIEE ZH|G=X| EQISHAA|L.
i

* Kerberos 2! § FEH AME St 2E NFSv4 250| SHIEH| LHEIRXE=X] 2RISHYAIR. "NetApp NFSv4
Skal 7|5 9l 2 A 710|="2| NetApp NFSv4 TH|Q! 71 MM (13H[0|X|)S H=SIMAIL.

AEE|X] HAEE MgRfLict

Kerberos 33t 7|52 E2tsh= Azure NetApp Files AE2|X| HHllE M S otE 4= USLICE

Kerberos = otE Fdots AE2|X| M= 18 S WS W LIS F 7HX| =& T otLto] HEE =5 Folgt

01>I

spec.kerberos BEE AI86t= AEZ[X| HAE 2|

spec.storage.kerberos EEE ALE%H 714 Z 2|
7t & aE0M FHE Fold m AEE|X| 22{A 80]ES AHESH 0| MEHELICE
o +=Z0ME Ml 7HX| HH Q| Kerberos 253t £ otLIE K- 4= JUELICE

* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (ID EZE %t 215 A 253}

* kerberos: sec=krb5p (ID & 7H2! B HSE S0t 215 A ¢z}

T
1. 22| S2AEM AER|X]| WA S HO[HOf Stz X|(AEZ|X| MAE »F L= TH4 E +F)00 W2t CHg
OIR| & SILIE AFE5I] AE2|X| HAlE o MAS HERILICH 22 <> Ho| g2 ALEX 280 S FE=
HHP A2,
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AEE|X] MAE =F of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

of

e E

MHA

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

krb5i,

or krbbp



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. O|™ EHA0l| M Wot 714 MAUS AFEBI0] HACE MHBIHAIL.

ol =
}orﬁk
1=

-1
0x
=
ne
1o
MO
=
HJIIII
nfﬁ
Ot
k-l
1
ox
rot
ot

create HE S CHA| Asigt & JUESLICH
AEE|X| 22AE MMBtLICt
Kerberos Y 3HE ALE5I0| 282 T2H| XN dst= AEZ|X| 22HAE MM £ AUSLICH

o



1. C+2 o|H|E A3t StorageClass Kubernetes Z{H| S

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. AER[X| 2HAE WML

ddgct.

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. AEE|X| SeHATH MH A=K 2AQISHYAIR.

kubectl get sc -sc-nfs

Ct3at fAfet £30] EAIELICH

NAME PROVISIONER
sc-nfs csi.trident.netapp.io

EZ2 O2H|NY

AEE|X| HAlEet AER|X| SAE MHT
T2H[AHE"S HESHA L.

ot
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