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apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

CLI ALE

kubectl create secret generic my-optional-data-mover-secret \
-—-from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject”
I

"Resource": "*"
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

Amazon S3(AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
—-—-from-literal=accountKey=<secret-name> \

-n trident-protect

Generic S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3(AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:
name: amazon-s3-trident-protect-src-bucket

namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret



providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken
name: s3-secret

Kopia H|O|Ef 22t 7| Pod IdentityS At235H= EKS 29| ZEL,
@ providerCredentials MME XM|HSt1D useIaM: true B
USLICE.

Microsoft Azure

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account—-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

“s3 7 ofHol| ot 4



Generic S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:



valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3

apiVersion: protect.trident.netapp.io/vl

kind: AppVault
metadata:

name: storagegrid-s3-trident-protect-src-bucket

namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:

s3:
bucketName: trident-protect-src-bucket

endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \
--project <my-gcp-project> \
—--secret <secret-name>/credentials \



--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3(AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

——account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Generic S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> \

—--bucket <bucket-name> \

--secret <secret-name> \

-—-endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \
-—-secret <secret-name> \



-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect
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tridentctl-protect get appvaultcontent gcp-vault \
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——-show-resources all \

-n trident-protect
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| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysqgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |
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-n trident-protect
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tridentctl-protect delete appvault <appvault-name> \

-n trident-protect
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12



* labelSelector: (ME ALEh) 2[0|S 8 7|EC 2 S2|AE HY| 2[AAE TEHZGLICH

=-lod

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (AMEi At&h) 0] OfE|0| M2
L3

KubeVirt 2tZ 1t ZH0| AHAF HMof| IHY A|AHIO| SAL[= 7H HA0IA Fo|=l ofE2|H 0|0 Tt
M EEIL|CE o] oHE2|AH 0|0 AHAF Fof I A|ARI| & 2 JE=X] HEE X|HELICE trueE
HYSHH o E2|AH0| M2 MY BHES FAISH AL S0 MY A|AHIN £ 2 USLICEH false2
HHSH o Z2|AH0| M2 MY dHE FAlStD AHA S0 I A|AHI0| SZEELICH

K™= AKX OHEE2|AH |04 Ho|of| 7HA HAI0| Q= B2 M EH|0| M2 FA[ELICH X| ™K
ofo™ O E2|H|0|ML "2 EH Trident Protect 52 AXE"E WELICT.

OHiZ2[#[0]H0] o|n| W El =0of o] FA

o

HEdH O} o

rr

29 C12 YU ASE 4+ UBLICH

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"

+
YAML Of:

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

13
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SHArY) 2Rt 32 S CRO| 2|24 BHY S F1510 EF B[22 5 EBSHLE Mol +=

* resourceFilter.resourceSelectionCriteria: (2E{2 0| E<) Include & "Exclude’E
AHE3H0] resourceMatchersOll o[ El 2| AAE ESSHALE M 2| EhL| T} E%r e HQE 2lA
Holst2{™ C}2 resourceMatchers DHZHHAES FIISIAAI.

* resourceFilter.resourceMatchers: resourceMatcher ZiA||2| HIEIL|C}. O] HiEof| {2
RAE HOlot=s AR OR HAMOZ K|St 2t @4 LR S| E =(group, kind, version)=
AND HAto 2 AX|stL|Ct,

* resourceMatchers[].group: (ME{ AL HE S 2|AA0 OFQL|CH
* resourceMatchers[].kind: (M Atg}) ZE{ZS 2|2A Q0 ZRULICE,
* resourceMatchers[].version: (MEi Atg}) TE{RIS 2| A A Q| HHQIL|CE,

* resourceMatchers[].names: (M Ate) HE{Z 2| A A9 Kubernetes metadata.name
o = o] SYLICE

* resourceMatchers[].namespaces: (MEH AtEh) HE AT 2|AA9| Kubernetes
metadata.name ZE0]| U= HJAHO|AR]L|CH

g
o —
Kubernetes metadata.name Z =0 Q! E1|0| = MEH7| EXtE Y '—IEL oE EH Ct3t
Z&LICEH "trident .netapp.io/os=1linux"

@ ‘resourceFilter 2t “labelSelector 7t 25 AI2E AL, “resourceFilter' 7t HX|
ASHE| CI2 “labelSelector 7} A3} 2| AA0| MEIL|CH

of

=3 ChSat 25U

]

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

° PVC ®& ZH ofl:

PVC M& o ZZ2|A|0| M Mol ™ 2[AA HEO| persistentVolume 2F
‘VolumeSnapshotClass & ISI6{OF BILICH, AR{AF 5l HHQd Xl
‘PersistentVolume(Zf PVCO| HIQIZEl S AE H?| 28) % volumeSnapshotClass(AHAF
E2}o|t)of| 2t E2tX|H, 0| S0| §ie™ MIfgiLICH o|E &™ CtS1t Z2&LICH

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: my-pvc-app
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. A2 2ol St= ofiE2|70| 8 CRE M4st £ CRE XMEHLIC) oS SH Ct2at Z&LT.

riot

kubectl apply -f maria-app.yaml

T
1. Tt o|H| & SIS AHZ3H0 OiS2(A(0|1M HlS Wdst MESHMRQ. = 29| 2 ALEX 2ol 3=
HEZ HHFOF FLICEH Ol|X|of| EAIE QI8 2 HE LESH S22 AIE6I0] LY AN|0| AL} 2|AAS
OHEZ|7|0|Md Fofof| Zetet = AEL|Ct

S A f 2L S0f| 0fS2[H[0] 0| THH A A0 & 5= UA=X| EE X|HdH= O H|0|HS

SN o2 AMEY o= UASLICE. 0= KubeVirt 2131t Z0] ARHAF HOj| TH A|ARIO] DFE| = Theh T &0f| A

HolEl ofZ2[AH|0]Hof| 2t HEZELICL O H[O|ME “true' =2 HESIH OHEZ|AH0|M2 TS HFS FAISHL

ARSES0f o A[AR0| & = ASLICE HLH[0| 42 “false’ 2 EFoIH OHZE[H0| M2 W dFS
Aot ARAE S0l T A ARO] DFELICE O E|0[ M S AEYXITH O S2[H|0]d Folof| 7He H{L10]

e 2 O B0 M2 FA[ELICE O LH|0[M S ALESHX| B2 OHEE[AH|0|M2 "= = Trident Protect S &

HATCZ ©T i T

2F"8 MELIL.

+ CLIZ AFE3I0 O ZS2[AH[0| S W M FAS XYM —-annotation SIS ALY & UAFLICH

o

+* OfZ2I7 0|42 M4BT T NAR DH SZlof Tzt Mo HHS ABTHIAIL,

-+
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tridentctl-protect create application <my new app cCr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-nhamespace>

+* O S2A|0| 84S WHstn oA A|AH SZ SEHof chist 2Z o S2|7AH|0|d BHS FEELIC

+

tridentctl-protect create application <my new app Cr name> —--namespaces
<namespaces_to include> --csr <cluster scoped resources to include>
--namespace <my-app-namespace> --annotation
protect.trident.netapp.io/skip-vm-freeze=<"true"|"false">

——-resource-filter-include U —-resource-filter-exclude ZE|1E A5 C}S Of| A2t
#o| 1§, 37, HH, &8[0|Z, 0|5, |-1|°'*IH|0|£ 59| “resourceSelectionCriteria' 2(E) 7| =2 2
2| AAS ZSSHALE M| 4 USLICE

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

+*PVC & O E2|AH 0| M S HO|5tH™ persistentVolume X VolumeSnapshotClass "k
2lAA TEof Zotsjop BrL|Ch, AMAF B B XHAS “persistentVolume(Zf PVCH| HIQIE &l
SHAH H| Z8) % volumeSnapshotClass(AHAF E210|H)0f| L}2} E2FX|H, 0|S0| gieH™
AofetL|Ct ol E S Ci3ot Z2&L

tridentctl-protect create app my-pvc-app —--namespaces <my-app-—
namespace> —--resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"Persisten
tVolume", "Version":"v1"}, {"Kind" :"VolumeSnapshotClass", "Version":"vl

"}]' -n <my-app-namespace>

Trident ProtectE AI26}H OfS2|AH|0| M S ES M| R.

Trident ProtectOl| A Zt2|3t= RE W XI5 Ho HMS AFREIHLE LA 2 ALHAF Gl BHOS
MMSIH H5g 4 ASLIC.

o
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@ Trident ProtectE T-J5IH HIO|E] B2 XY Sof| Tt A[ARS SZ 3 SHME &= AFLICE "Trident
ProtectS AFE S IH A|AHE SZ F90i| Chok

SCIHE ALAE 44
ARIEX| WR0| et A2 MAE 4 YL
(D) BoAH 88 bas ohEEA0M B0 BAMOR HESIILE ofBL0M HaH0lLE
AZOHs A WY, Al 220 EELIC,

THA|
1. AFX} HO| 2|AA(CR) IHYUS M3t
2. Mot Ao M O 48 TASHAIR.
0

=
° metadata.name: (Z =)

| AEX X 2|20 O|FYLICE 2tF0| = nRotn AT 0]
MESIN L.

1=

ol
o

° spec.applicationRef: A4S ‘H e 0ff Z2[7|0[ M 2| Kubernetes O| S &ILIC.
° spec.appVaultRef: (B) ARAF ZHIX(HEIC|O|E)E X&' AppVaulte| O|SILICE.

° spec.reclaimPolicy: (M& Atgl) AMAF CRO| AMK|E! f A
HMst=X dolgtL|ct &

HAEQ| AppArchive0f O{TH 20|
%, 'Retain' 2 SHSIH2tE AHAF % AMHELICH fEo SM:

* Retain (7|22})

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. trident-protect-snapshot-cr.yaml IO SHIZE IS YT

kubectl apply -f trident-protect-snapshot-cr.yaml

T AMMS HEY o 2 oto| IS A8t & FEZ Hi M| R, oS S ChSt Z&LICh

17


https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

ST SOISHIAIL. MY XY Fofl E30]

HI

HE[= s3 MY 2O AR AWS MM EZ Btz 7|2H0] &
}.

* A MM EZ 2tz 2Helof tist XEAISE LIE2 "AWS API E4"8 HZESHIAIL.

* AWS 2|220] Chiet XtH SF 21 KMot LHE2 "AWS IAM ZAM"E EESHAIL.

CRS ALE3t0] iR MM
THA|
1. AF2XF MOl 2|AA(CR) IHY S M Mot 0|E8 X|HELICH trident-protect-backup-cr. yaml.

k=)
=
2. M IFIO)M CHS 42 THSHIAIL,

o

metadata.name: (Z4) O| AFEXt X|H 2|AAQ| O[S QLT A0 St RSt HASE O
MESIN|R.

]
o

o

spec.applicationRef: (2 ) HAet 0 Z2|H|0| 42| Kubernetes 0| S I LICt.
ZHXE X&' AppVaulte| 0| SLICE

spec.dataMover: (’.ﬂE—'.+ Argh) e 2ol AtE Y Y =7 E LIEIL = EXISULICt 7Hst 2t
(CHAEXF 22):

" Restic

o

i;
=
1%

spec.appVaultRef: (£

Il

* Kopia (7122)

° spec.reclaimPolicy: (AME A}EH BHQ10| S2f| U0 A SHM|E wf LMSH= Astg MolstL|ct. 7tstt 2t
" Delete
* Retain (7|23f)

° spec.snapshotRef: (MEH AtSh): i
A AFO| M=o WA EIL|CE

I->
HLI
>
00
ot
[>
1
ol
10
=)
nlm
o

-
_lTl_
Ral
0z
of
ﬁ
r

£

YAML 0ff:
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apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my—-cr—name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. trident-protect-backup-cr.yaml ItY0f| SHIE ZfS =t

ot
@)
Py
mjo
ikl
0o
_o'l
=
>
10)

kubectl apply -f trident-protect-backup-cr.yaml

CLIS A85t0] i) ¥
oA

o2 MMM 2 oo 7t

ALEX 2 HEZ HHYFAHR. o|E SH Ch3at Z25LIC

o

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

MEHOR —_£ull-backup ZHIE ALSBI0] WS IS YA OR $3sx| 0fRS XY 4
SALIct FIRHOE B s S8 eI} 0 BIS ALS6iH welol KIS FAos
SEILC 2T PHRAT 9IS B Astol2 P MIIHOR MA| WAS 2ok T MA| WY Atoof 52
olS 23st 20| FLLIC

=M Y Ay =
protect.trident.netapp.io/full- =X} HHHAS H|SE HHAHOZE £3SAX| {EE "false"
backup X|IFSILICE “true’2 S0 HISE WS

AL Ch S 2AE S 2 aetoHH

H7|HOR Myl WS St n HA| Wl

ALO|0f| B& MRS +Adt= A0 SSLICH
protect.trident.netapp.io/snaps 2X}& M| AHAF ZHAO| 2tIF == O] 5| 25| = £|CH "60m"
hot-completion-timeout AlZHL|C},
protect.trident.netapp.io/volum Z2X}& 25 AHARO| AFE 71 S AEHO| EESH= O "308"
e-snapshots-ready-to-use- 5|25 = Z|CH A|ZHL|CE.

timeout
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=2 Y M 7123
protect.trident.netapp.io/volum Z2x}& 22 AHAS MMSHE 0| 5|25 = X|Cf "5m"
e-snapshots-created-timeout AlzZrelL|ct.

protect.trident.netapp.io/pve-  E2X}IH MZ MM El PersistentVolumeClaims(PVC)7t  "1200" (20&)
bind-timeout-sec Bound THA|O| EEH617|7HR| 7|Cl2|= *|CH A2

(Z)YLICE. O A|ZHO] X|LtH Ztio] AmfetL|Ct,

o
AlZhE, 28, 38, ,HEY A SALE I8 X™HYE = JAESLICL. full-backup-rule
O{.Ef|0| S ALE3IH Z=2 #MH0| Of ! TK| WS of et = JASLICH J[2XOZ B E M2 F& WAL
TH MAS F7|1HMQ = fAStD 1 A0J0]] B2 MPS +AstH =210 2AE S F0|= ol =30 Lot

* “backupRetention'S 022 MH3t11 ‘snapshotRetention'S 0L 2 2O 2 MHSI0| AHAF
Mg AHES MME 4= EL|CE “snapshotRetention'S 022 MESHH 0f| 2=l BRI 0f| A
@ O HMs| ARMAO| MM E|X|D O] = LA FO|H 0| 2t El = ZA| AKX ELICEH
Z2{AH He| 2|laAE ofZ2[A|0|M Holo|M BAMORE EXE|7HLE OHE2|AH|0|M

HIYABIO|AS &St FQ Wl ALl L S20| EEILIC

CRE A85I0] 2X MY

chA
1. AF2 XL "ol 2|AA(CR) It 2 MMt 0|22 X|HELICt trident-protect-schedule-cr.yaml.
2. Mo IAUOA CHE £ 8 FMSHAA 2.

° metadata.name: (Z4) O AFEX} X|H 2|2 AL O|SQILICE SHAHOf| SH= DRstT HES 0|2
MEHSIM K.

° spec.dataMover: (MEH Afah) i ZHQI0)| AtE S W) =3 E LIEHL = EXFERLICEH 7SS 2
(CHAZXE FL2):

" Restic
* Kopia (7122))

° spec.applicationRef: e 0 Z2|71|0| 42| Kubernetes O| S &!L|LC}.
*

° spec.appVaultRef: (E) #Y 2HXE NMES AppVaulte| O|SILICE
° spec.backupRetention: (E) EEg U] J|~IL|CE 022 M SHH A S MMSHX| ot

AhAEE M ABHLICY,

° spec.backupReclaimPolicy: (M&] Algh) HZE 7|7t SO ! CRO| Afx|E &E
= 5

LHSHE HYS ZYELILE EE 7|2 o|=0f

= S Ui G| O|E{ 0|
HHRI0| ot ARIELICE 7k A(TAER FE):

* Retain (7|23%f)

" Delete

o

spec.snapshotRetention: (2) EES AMAF J|SQULICEH 022 MESHH AMAS MK
OI'AL_l |:|.

(=]

o

spec.snapshotReclaimPolicy: (ME} Atg}) HE 7|ZH SOt AHAF CRO| AKX E Z 2 AR Ak
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S AES ANBILICH BE 7/700] XILEH AMAFS B4 AFIEILIC THs 3t B(CHAR ).

* Delete (7|22)

° spec.granularity: 2#|Z0| Al E HIEALICE Jhset g B 2 HEE O3 25U

o

* Hourly (XI&3HOF &LICH spec.minute)

* Daily ( spec.minute ¥ “spec.hour S X|’4sHOF &)

* Weekly(, spec.minute, spec.hour X “spec.dayOfWeek & X|HdlOF EtL|C})

* Monthly(, spec.minute, spec.hour % “spec.dayOfMonth’E X|HdlOf ErL|C})

" Custom

spec.dayOfMonth: (MEH Atg) A7|Z0| AlE LM(1~31)ULICE MEHO| "Monthly'= BHEl
A2 0| HE= TQLICE U2 EXEE I1|-3-5H0F [2(=]=s
spec.dayOfWeek: (ME At AAHES Ade Q(0-7)JLICH 0 E= 7 22 4R YUS LIEFHLICE
M240[ "Weekly' 2 M E Z<2 0| HEE= TALICE 22 EXEE MBI f
spec.hour: (M8 Ateh) AH|Z0| HAHE AZHO - 3)°'|-IEP Ol EE= M2
‘Monthly' 2 8™ El 22 HBLAL|CH 22 EXIEE M Solof giL|Ch.

= Azt 2(0 - 59)LICt ME40| Hourly,
P 0| He= TL|C 242 XY E MSsHof ghL|ct.
spec.runimmediately: (ME{ AtEh) “true’ 2 HHGHH AHZE MM Al LI HOZ FA| 7|&M MH(EE
Ao mHE WY B/ AHMANS E2|AHELICE 7|22 false’ YLICE O] @2 0|F = H3Ho=
Fe2 0|X|X| t&LICt

oco= [k =1

QY S ARMAE AF|F0f TR YAML Off:

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "0O"

ALHAF M2 AHZO| YAML Of:

21



22

3-trident—protect—schedule—cr.yamlD?%OH

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I

Al AHO| el AF|Z0] CHEH YAML Ofl:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"
snapshotRetention: "7"
granularity: Daily
hour: "3"
minute: "O"

runImmediately: true

i

HHE 22

kubectl apply -f trident-protect-schedule-cr.yaml

CLIE A83IH A7|E M

@ “tridentctl-protect create schedule --help & AF&310] O] HO|| CHSE XpASH =2 HE

- B AP S BE5tn 3 Qto ¢S AER 2E YEZ UAMSHYAIR. o|E ST L3 Z&LIH.

i



tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
--app <name of app to snapshot> \
—--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)>
-—full-backup-rule <string> \
—-—-run-immediately <true|false> \
-n <application namespace>

Ct StH UHS O MESHA ®ofgh = ASLICH.

dlo
Ml

gl

M
ol

At

o T MY of|ef: —-full-backup-rule SIS A3t T2 YA0| OF! HA| WS of LT,

0| Z2f 3= "--granularity Daily 0i| A2t z,%oruq IHs3t gk

* Always: O FH| S HG5HM L.

* EF 2 HE FESI0 ofLt 0|42 2¥S X|FELICH: "Monday, Thursday"). 722 2l

Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday.

\

2o

@ --full-backup-rule S22 = A|ZHEH, FE = HE ME230 M= ZHS5HX]|
&L
° ZEA| 7|EM BE=: “--run-immediately true’ S AFESH0] A Hm of|ef A AZHS 7|CH2[X] 11 of
Mg o 7| ] = AHARS WASILICE 7| 232 “false  YLICE.

0 yyrx
>
bt fot

>
0H

CH2 EOM= A2E CRS HEY W AL EE &= U= FMof tis 2Lt

Il

A "--backup-retention 0'2(E) AH S} *--snapshot-retention’0f| CHs 0LLCH 2 242
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EPY S 5L 72k

protect.trident.netapp.io/full-  2X}& A A of|of #AlS X HELICE Always 2 MEEX &S

backup-rule Mysiol Hy|HQl MM WS WL} (RE wYe
TR0 w2t MEX XHE = USLIC. 35)

GIE 20, &« Q2 o|dst= EL HA|
0| fE QUZ K™Y 5+ USLICH
Ol: *"Monday,Thursday"). R2%f 2%
%242 Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday, Sunday®iLICt. O]

O .E{|0| ML “granularity’ 7t *Daily' 2 MH =l

of| okof| 2t ALY &~ UELICE

protect.trident.netapp.io/snaps 22X A AHAF ZHAHO| 2tZ2 £ = O] 25 = X|C) "60m"
hot-completion-timeout A|ZHL|CE,

protect.trident.netapp.io/volum Z2x}& 25 AHARO| AFE T7HSSE AEHO| EESHE O "308"
e-snapshots-ready-to-use- 52| = X A|ZHIL|CE.

timeout

protect.trident.netapp.io/volum Z2x}& =25 AHAS MMSHE O] 5125 = Z|CH "5m"
e-snapshots-created-timeout AlZrlL|C

protect.trident.netapp.io/pve-  EX}tE M=z M E PersistentVolumeClaims(PVC)Zt  "1200" (20&)
bind-timeout-sec Bound THA|O| EEH6}7| K] 7|CH2l= (o A2

(Z)YLICE. O] AlZHO] X|LIH 10| AufghL|Ct,

ARHAE AT

Cf 014 TRSHK| 242 OOFEl AN L TR A| ALAFZ ARBILICE,

1. ARsbnt AAE AHL CRE MARLIC

kubectl delete snapshot <snapshot name> -n my-app-namespace

9] ALK

- -

Cf O] T RSHA| 842 Of|ofEl WY &=

rir

2L|HE HAS Ax[ehi|Ct.

— =

28 AE2|X|0 A 2E 8 H|0|E{S H|H5H2{H reclaim H10| "Delete’ 2 MFE|0| U]
() =olstuae, Byl MFe o=tk 24 Hlo|E A4S X|3H| 98 Retain'2LICt S
‘Delete’ 2 HZOIX| QOB ] 0|7} A4 AE2IX|0] Lo} OO AZ 0= AR[sHoF BHLIC

1. I HAE M CRE MARLICH

kubectl delete backup <backup name> -n my-app-namespace
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HHES ALE0I0] T S MY X, A= El MY X L= Aot MYy 2ol JEfE el = ASLICH

1. CHE BYHES AL5H0] MY 2ffo| HEHE HMSH D & oto| g2 A8t &Z9 HEZ HHHAIR.

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

azure-netapp-files(ANF) ZFH0]| CHot 2] 5! =3l 2hdg}

Trident ProtectE A X|$t AR, azure-netapp-files 2AE2|X| A S A28} T Trident 24 06 O|Hof MM =l
AEZ|X| BHAl=of CHolf 7t 22X e 3 SR 7|52 Moty £ USLICL 0] 7|52 NFSv4 EE0l|AM
A SotH 8 Z0lM F7t 7S KHX[SHK| SSLICH

Al
Ct

A

fot7| Tof

At S =RISHYAIL.

dlo

* Trident ProtectS A X|3H&LICt

* Trident Protect0fl A OHZ2|A|0|HS HeYELICL O] BAIE 2tze Wintx| o] o= 2| 0|82 Bz 7| 50|
HMStE LIt

* ‘azure-netapp-files'2(E) AE2[X| HAE2| 7|2 AEE[X| S2HAZ MEAMSL|CH

TH CAE HE{H HAM R
1. ANF 2E0| Trident 24.109 2 Y 12{|0|=38}7| Moj| MM =l AL TridentOl| A CI2E &

o
ot
o=
>
0]

a. O Z2|#|o| Mt HZEl azure-netapp-files 7|8t 2F PVO|| CHEH AAF CIZE{2| S 2 S)stL|Ct.

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. 2t HZIEI PVO| Chel ALAF CI2 2|7} SABHEIQA=X] SHOIBHLICH

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Ct.
=

0[0

snapshotDirectory: "true"

+

ARHAF C2E 2|7t 2ot K| &
ZZMA B0 88 29 32t=
UA=E & 20 3—5—5._* S0

8 82, Trident Protect= Y Y] 7|58 MELS
IA|EQ2 A BILICE 0] 2 W) hy 28 37
FEE|O] QUEX| SRISHYAIL.

Jtot ru°
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21t

Of OiZ2[A|0[9 2 Trident ProtectS AFESt0] MY 5l Sl ZH[Jt &[0 ASLILE. 2t PVCE HHE
OHZ2|AHO|HoM = W 5! S0 AFSE &= AFLICEH

CEEENIEL

—_

u

Trident ProtectS AFE5IH ARAF L= QIO M O Z2[A|0|8E SEE = ASLIC 7|1&E
I
=

- — AL == —
AWM SRISHH St S AE0| oHE2|AH|I0|HE =Y o o

o
i
o

+ OjZ2|AH|0| NS BelstE ft OfZ 2|0l Moj CHol TAE B A
SoAgLch 22 S 4

* qtree 252 B MM CIE H |
KA ELICE a2Lf AL M CHE WY AHO|A = e HIYAT0|AZ F¥SHE A2 gtree
@ SEUM X=X g45LIC.

© g HES A8 = ZUS AFEXE X[Fe = ASLICE XMet LHE2 "115 Trident Protect
S8 2EE MESHAIR"E HESHIAR.

rom

E UYADO|A 2[AAE SRISHA| 11 OFF10|E0f| A EH KubeVirt 7t HA(VM)S
2I5t2{H 2@ CRY| includedvirtualMachines ZEE AIESIMA|Q. X|&E|= CR, ZE
=X 8 YAML O|X|= "KubeVirt 714 {22 Trident ProtectE2 2SS CH'E R XSHMA| Q.

gl 18]

I.

0

HAOM CIHE HIYATO|AZ &

BackupRestore CRE A3t CHE H|JAH|O|A R WA S SRISHH Trident Protect= A H| I AH O] A0
OHEz2(Z0|M S SstT SAE ofZ 2| 0[]0l chet ofE 2|7 0| CRE MAELICH S)E OHEZ|AH0|MSE

Sool2H CIME WYl i AUAS WAL BS YHS HHHIAL.

* J|E B|AATEUE THE HYAHO|AZ HMAS ST WMol ZotEl 2[2A0 0|F0| 22
2laAr= HAE K| SLICH MAH| DE 2|AAS SHSIHHE et HIJAHO|AS AK|SE CHA|
@ AESHALE M Y ATO|A 2 BAS SRS OF LT,
* CRE AESIH A HIYAHO[AZ SUY 2, CRE HESH7| Tof| Ef2I LIYAHO|AS

£50Z MMS{OF EtL|Ct. Trident Protect= CLIE A2 W2t HIUAAHO|AE X502
AHA—{'é‘I-[__l[I-
ood .

AlZtst7| o
A AQE = s3 5@

o
=

x
ot (o Kelo] Anje 4

XA
=]
o

[e]

| 22 AWS MM EZ Btz 7|2t0] &
L|Ct.

HI
rot

N

Jlot

RISHYAIR. 57 Y S0l E20]

IS

AN

* UM MM EZ 2tz 2folof tish XpAISE LIS 2 "AWS API E4"S HZESHIAIL.

* AWS 2|2200 Chiet XtH SF 2 XiAeh LHE2 "AWS IAM EZAM"E EESHAL.

KopiaE GIO|E 0|5 =2 ArE5I0] #efS S 1l CR L= CLIE AHE3H0] Kopiadll M AFE3tH=
@ AA| AER|X[O] B2 S Moot FAS MEMOZ X|FY  USLICHL 7Y + U= SM0f| chst

XIMIEH LI 2 "Kopia 2M"S E X8I A 2. Trident Protect CLIS AFE3I0] =AM 2 X|Hst= g0
CHot XEMSH LHEE tridentctl-protect create --help BHZ AIESIMAIL.
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CR AIE
£

1. AF2XF MOl 2|AA(CR) IS M Mot 0|8 X|HELICH trident-protect-backup-restore-
cr.yaml.

2. M3t Ao M S

1

42 FEoIHAL.
0

=
° metadata.name: (Z %)
MEHSHM| Q.

| AFEXE XY 2|AAQ| O| ERILICE 2HFofl Bt= 1Rt XET 0|ES

P -

Tk

° spec.appArchivePath:

B2E HE + ASLICH

X7 M=l = AppVault iHE FZLICE CHZ BH S AFESHO O]

kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef: (E=) B ZHIXT} XM &&= AppVaulte| 0| S LTt

° spec.destinationApplicationName: (M&f AtEh) S El O Z 2|70 M| O|ELICH HSE B2
SR E ofZ2|A|0|M2 0] O|E2 ABLLICE MSEX %42 22 S E ofZ2|AH 0|2 |2
OfZ2|AH|0| M O] 2 A -ILILCL.

° spec.namespaceMapping: S 2| AA H|JAHO|AE B HJAHO|AR OHHSLICEH my-

source-namespace % ‘my-destination-namespace’ & AI2X}t &tZ Q| HEE WA|SHMA|L.

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

p L

3. (M Are) ofiE2|FA|0| M| EF 2lAADH SRIHO0F 5h= HR, EF 20|S2 HAIE 2(AAS TBSIALL
Helsts 2HES 15t K.

Trident Protecti= AFBXI7H MEi3t 2| A A0t0| o12hY T20| UL 2|AAES XFOZ
()  M=eUct o2 S0f, ¥7 25 22 2l2AS Meistn s 2220 HZE Pod7t

Q= AR Trident Protect= HZEl Pod SgfL|Ct.

° resourceFilter.resourceSelectionCriteria: (2E{20]| 2=*) Include & "Exclude’ & AHESHO]
resourceMatchersOil HO|El 2|AAE EESIHLE MQIL|CH 28 = Mol 2| AAE Holsta{H
Ct2 resourceMatchers Oj7HEHLE FT16HMA| 2.
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* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HIE IL|C}. O] HHEO|| 62 KA S
HOolot= 42 OR ¢Ate = AX|StD, ZF 4 LR EE(group, kind, version)= AND AtO =
LX[EL[CE.

* resourceMatchers[].group: (ME ALS) HE S 2|AA0 OFQL|CH
* resourceMatchers[].kind: (MEHi Atel) TE{RIS 2|2 A9 ZRQULICE,
* resourceMatchers[].version: (M& Alg) HEZE 2|AA S HAMQLICE.

* resourceMatchers[].names: (M Atg) HE{2E 2[AA 9| Kubernetes metadata.name
Zof = ol S/ILICE

* resourceMatchers[].namespaces: (M At2l) HE{Z S 2|2 A9 Kubernetes
metadata.name ZEO0]| U= HJAH O] AR]L|CEH

* resourceMatchers[].labelSelectors: (ME At2}) "Kubernetes =A1"0fl 2| El 2|AAQ|
Kubernetes metadata.name ZE0| = 2l|0|2 MEi7| EXtEULICE | SH Ct=52t
Z&LICE "trident.netapp.io/os=1linux"

of

]

=3 LS 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. trident-protect-backup-restore-cr.yaml IR0 SHIE Zt2 23t T CRS M ESIMAIL.

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLI ALE
A
1. HAS OHE HYAHO|AZ SISt 25 oto| gt2 ALEXt &t FEZ HHEL|CH namespace-mapping
2l

ourcel:destl, source?:dest2 GAIOZ ZHIE EZ | [AAHO| A0 OHEISILICE O|E EH CHSo}

2= 2=

0]

o

=

= ZECE FEE HIYALO|AE ALESIH AA HYALO|AE
u =

AL

=

|'|'|\I
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

el HIYAH 0| A2 Ao SRABLICH

AREX| HAS el HAmo|Az SRS + USLICE M| E/E A Trident Protect= 2R E =7
XHo| k= AS LRISH| 8l B LFat TH S HHS XS =2 22|t

Jal

k

© S8 A0 AIEE|7| Hof| ofZ2|H| 0] Mof| CHaf| EdetEl RE B AFO| H|Z et LT O otH
OHE2|#|0|d 2|27} SUEE Set of 2z HHO|LE ARAF0| M= AS X[ = ASLICE

* SE MU0 MO A=EH S o 2Yot|0] U LH ChA| 2detE LIt o|n| HIZdetE 2F2
A& vl dotEl dEZ FX|ELIC

© SRO| AFEZ] Foj| Tl Sl ZE WY L= AHAF AAU0| FAELICH 52 O|LH| ZHHOl #|AE|X]| 52
SHO0| Tz =2 CR SEH| 74J_7f 7| = E Lt

AlZtst7| o

A 2 Q5= s3 7 XSl R AWS MM EZ 2= J[ZH0| S2¢
Dtz | Zeio| Amjgl = AELICE.

r-|-
pal

* A MM EZ 2tz 2Holof thist XEMISE LIE2 "AWS API E4"8 HZSHIAIL.
* AWS 2|220] CHet XtH SF 21 KMot LHE2 "AWS IAM EAM"E EESHAIL.

[}

KopiaE Cll0|E 0|8 =72 A2 HA S SIE I CR EE= CLIE AFH25HK KopiallA] AHESH=
@ AN AEZ|X|C] X2 Ho{st=E TS MEHNOZ X|HY £ Nlél—lﬁf TN £ g SH| CHS

Mgt LHE 2 "Kopia EA"S HZtA|L. Trident Protect CLIE A3t =M 2 X|Hst= 2|
CHS XEMIB LHE2 tridentctl-protect create --help BEZ ALESHUAIL.

CR AME
CHA|

1. AFEXH Ho| 2|AA(CR) Y S MMt 0|8 XIHBLICH trident-protect-backup-ipr-
cr.yaml.

2. B Ye MU M CHE £9E THAR.

° metadata.name: (Z4) O ALEX} K| 2|2 AL O|SQLICE BHHOf| SH= DRStT MES 0|2
MESIN| Q.

° spec.appArchivePath: B2} ZH X7} XE &= AppVault LHE ZZILICH CHS HHES ALESHK Of

B2E HE + ASLICH

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
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Jjsonpath='{.status.appArchivePath}'

° spec.appVaultRef: (Z ) 8 FEIX I} ME L= AppVaulte| 0| SQIL|Ct,

o

i

=9 Ch3a Z25LIL)

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (MEH Areh) ol E2|FA|0| M2 EF 2|A AR SRAOF 5t= ER, EF 20|SE 2 HAIE 2|AAS IESIALL
Helsts BHE S FI15HM K.

—

Trident Protect= AL XI7L MEHSH 2| A AL ARY ME0| Y& 2|AAE
(D) Mtk o2 Sof, 97 28 22y 2AAS Mefstn 8T 21440 AZE Podst
A= 22 Trident Protect= HZEE Pod= S&ILICEH

° resourceFilter.resourceSelectionCriteria: (2E{20f| 2%) Include & "Exclude’ £ A8t
resourceMatchersOl| H2| &l 2|AAE ZSSIALE M|QELICE et EE= Qe 2| AAE Ho|5t2{H
CHS resourceMatchers DW7HHFE FIISHU AL,

* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| BHE IL|C}. O] HHEO| 62 RAS
HOlSt= 42 OR ¢Ate = AX|StD, ZF 4 LR EE(group, kind, version)= AND ¢AtO =
UX[EL[CE.

* resourceMatchers[].group: (M= AFgh) HE{&IS 2[AA0 OFRIL|CEH
* resourceMatchers[].kind: (M Atg}) ZE{RS 2|AA Q9 ZRQULICE,
* resourceMatchers[].version: (MEi Atel) TE{RIS 2| A A Q| HHQIL|CE,

* resourceMatchers[].names: (M Ate) HE{2E 2| A A 9| Kubernetes metadata.name
o = o] SYLICE

* resourceMatchers[].namespaces: (MEH AtEh) TE{A S 2|AA9| Kubernetes
metadata.name ZEO0]| = U JAHO|AR]L|CH

* resourceMatchers[].labelSelectors: (M& Al}) "Kubernetes ZA1"0fl H2|El 2|AAQ|
Kubernetes metadata.name Z =0 = 2l|0|S MEi7| EXHELICE | E SH Ct=52t
Z&LICH "trident .netapp.io/os=1linux"

o

i

=9 Ch3a Z25LIC

spec:

resourceFilter:
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resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource—-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. trident-protect-backup-ipr-cr.yaml I'U0| SHIE IS 2T T CRS MESIMAL.

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLI ALE
THA|

1. SI2f QI ATIO| A0 HRAS ASHT, TS oto| 42 AR X} 217 HEE HHBLICH backup 214E
SiA o

HA
<namespace>/<name> HAIOE H|QJANO|AL} B O|E 2 AFZELICE O|E SH Cta2t Z5LICH

tridentctl-protect create backupinplacerestore <my restore name> \

--backup <namespace/backup to restore> \
-n <application namespace>

CHE S2{AE R HRloA =

—

el SHAH| ZH7F LT Z2 HelS OHE S AHZ /Y = ASLICH

* KopiaZ ClIO|E{ 0|5 =72 AMZ5I0] WS S@let 0ff CR L= CLIE AHE310] Kopialfl A

A8t Al AEE|X|Q| SEFE Moot FAS MEIMORE X|Fe 4 JUELICH MY
=M it XEMIBH L2 2 "Kopia EA1"8 B ZESHYAIL. Trident Protect CLIE AHE 51
X| &= gheHof cHet XpM|eH LH22 tridentctl-protect create --help BEHE
@ AHESHYAIL.
* CREZ A3t M HIYAHO|ARE S/ AR, CRE ME3t7| Mo Ef2I HAATO|AS
+SO=2 MMl|of BLIC}. Trident Protect= CLIE AFEE IHD L|JAO|AS XIS 2
M-dgtL|Ch.
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.« E}

2 22{AE{0f| Trident ProtectZt A X|=|0] QU&LICE.
Bt S AR = HYHO| MEE AA SSAES ST AppVaulte| HZ! Z20]| BMAT = UELICE

=

tridentctl-protect get appvaultcontent BES Ade wj 2& HH0| A AppVault CRO|| H2|El
QHNE AEZ|X| H3I0| HEY 4 UK 2SN, HEY I HSIOZ Qls MMAL 4~ gl= HR EF
E{AE2| Pod LHOI| A Trident Protect CLIS MM,

AN 2 Q5= S 2He 22 AWS MM EZ Ttz 7(|710] Z2oHX| 2QI5tHA|2. S/ &Y S0 E20|
Dtz =M Zheio| Amjet 4= AELICE.

o SR MM E2 O Sholof CHE APMS LIRS "AWS API EA"S BESHIAIQ.

° AWS 2|2 A0 Ciet XA B 21 XHMIS LIE2 "AWS EA"E FZSHIAL.

THA|

1. Trident Protect CLI £2{ 1212 AE3t0{ Etzl 22{AE 0| AppVault CRO| L =X| =HQIgtL|Ct,

tridentctl-protect get appvault --context <destination cluster name>

fjo

@ EZIl 22{AE0| AppVault CRO| 8= A< "Trident Protect AppVault Z{H|E AFE35H0] HZ
Zh2[ShM Q. "ol THA|O) 2t MMM A2,

2. EFZll 2HAEO|M A2 7H5 8t AppVaulte] B! 2EIXE 2tolstn S1% 89| “gppArchivePath S 7|28l

32

HAIL.

4n

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

--context <destination cluster name>

O] BHFS AAUSHH AppVaultofl M AHE 7ttt 0| EA|Z|H, 07[0fl= MYPo| MdE SHAH, sie

— -

OHZ2[AH0|H O| &, EfYARMI 5l ot7t0| 2 F =TIt EetELCt.

oAl ==
fom fom fom - Fomm
it fom - +
| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |
fom e fom e fom -
e pom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

fomm - fom - tomm - e
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3. AppVault 0| St Ot7t0|H ZZE A83I0] Ef2l 22{AE{0] OfZ2[AH[0| 8 S S SLICH.

() CRe ABZ u= ofB2i3lold 2RI0) ABE LIYATO|AT} EF S2AAE 0| UK HoISHIAIR,

CR AME
1. AF2XF Mol 2[AA(CR) IHY S MMstn 0|8 X|HYLICH trident-protect-backup-restore-
cr.yaml.

2. MAIB TRUOIA CHS 442 TASHYAIR.

° metadata.name: (2 =) O] AFEXt X 2|AAL] O|SQILICE 2HF0]| St= N Rsty XMHSt 0|52
MEHSIN|R.

° spec.appVaultRef: (2 ) 8 2EIX I} A L= AppVaulte| 0| SQIL|Ct,

)
° spec.appArchivePath: (2<) AppVault LHOl| A B 2HIXIF K& == ZE2QLICE 2EHAS| HHES
AH25tH0] B FRIXE &QI5t11 "appArchivePath S5t = MY S AOMA|2.

|

° spec.destinationApplicationName: (M&f Atgh) S El O Z2|7|0[ M| O|ELICEH HSE B2
SR E fZ2|A|0|M2 0] O|E2 ABLLICE MSEX %42 22 S E ofZ2|AH 0|2 |2
OHZz2|7|0| M O|E S AFERILICE

° spec.namespaceMapping: S 2| AA H|JAHO|AE EF HJAHO|AR ONHSLICEH my-
source-namespace % ‘my-destination-namespace’ & AM2X} &tZ Q| HEEZ WA|SHMAIL.

o

]

=3 LSt 25U

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

-

3. trident-protect-backup-restore-cr.yaml IIY0| SHIE Z}2 2ot T CRS M ESIHAIL.

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLI AL

1. Ch2 EEE AMEst0] o Z2(AH[0|1 S S/t 2D 2to S AFEXAL 2tE o FE = HhEL|Ct.



namespace-mapping ¢!+= EECE PR E HUALO|AS AL AA H[QLATO|AS
source1 :dest1,source2:dest2 —._E HFE Ef2 LA O] A0 DHHSLICE o E &M CH3 2t

SLIC}.

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

ARSI M OHE U AT O[AZ S

AHAOIA AR XL X 2| AA(CR) IS AHESH0] CHE HQJAHO|A = e AA HQJADLO|AZ HIO|EE
S = JASLICEL SnapshotRestore CREZ A5t AHAS CHE /YA 0| A Z SSHH Trident Protect= M
I-'||°'*11|0|*01| OHZZ|AI0|ME St SRIE ofZ2|A|0|M0l CHet oOfZ2(#[0| M CRE MMBLICt S E
OHEZ|AHIO|ME ESot2{H 2C|HE W = AHARS MMSHL HS YH S MESHUARL.

* SnapshotRestore= spec.storageClassMapping HM82 X[SHX|2F AA B ERI AE2[X]
2eiATH STt AER[X| HAEE ALESH= 0|2 7HsELICH CHE AEZ|X| HHo.l =

N L_——=

@ Al83t= “StorageClass 2 S@I2 A|TotH S 20| MIjgiL|ct.

* CRZ M85t M H[YLAL0|AZ SIS H2, CRS ME5H7| M| EF2I HJAHO|AS
£50F MME|{oF BLIC. Trident Protect= CLIE A2 T2 HIUAHO|AE X502
)LHA'I'é'I-L_“:l-
ooHd .

AlZtst7| o

A7 AREE 53 22 Kelo] 29 AWS MM E2 Bt 7|7Ho] SE
OHRE|B K2J0] AIE 4 AL

]
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=
>
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* A MM EZ 2tz 2Helof Cist XEAISE LIE2 "AWS API EA"8 HZESHIAIL.

* AWS 2220 Cigh XtH S 2t XpAe LIE2 "AWS IAM EM"E EZRSHYAIL.

CR AL
ThA|
1. AM2XtH Ho| 2|AA(CR) IHUS M Y8t 0|52 X|HELICH trident-protect-snapshot-restore-
cr.yaml.
2. MM IAoM L2 £4 8 LA
° metadata.name: (Z24) O] AF2X} X|H 2|AA9 O|EQILICE EHAHO| U= 1QStT S 0|ES
MEHSHM|R.
° spec.appVaultRef: (25) 24 2H X7 X T E AppVaulte| 0|5

2 L
° spec.appArchivePath: AEAF FHIXTF K EE|= AppVault LHE S| ZE2LICE CHE BE S AHESHO]

O| ZZE %= + ASLIT
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kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.destinationApplicationName: (M& AtEh) SR El o Z2|F|0[ M| O|ELICE HSE B2
SR E fZ2|A|0|M2 0| O|F2 ABLLICE MSEX %42 22 S)E ofZZ|AH 0|2 |
OfZZ|AH|0| M O] S A -ILILCE.

° spec.namespaceMapping: S 2| AA H|UAHO|AE Ef HJAHO|AR ONHSLICEH my-
source-namespace % ‘my-destination-namespace’ S AF2X} 2tHo| MEHE WH|SIHMA|L.

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

—

3. (M Areh) ofiE2|FA|0| M2 EF 2|AAD SRAHOF 5l= ZR, EF 20|E2 HAIE 2|AAS HLBSIALL

Helsts 2HES FI15HM K.

Trident Protecti= AFSXI7} M3t 2|2 A010] G12HY THR0| UL 2|AAS
()  M=gct o2 S0f, 97 25 22 2|4AS Meistn s 2420 HZE Pod7t
U= BL Trident Protect= HEE Pod S eLICH.

° resourceFilter.resourceSelectionCriteria: (EE{0]| 2<) Include E£= Exclude’E AHE 30
resourceMatchersOl| H2|El 2|AAE ISSIALE M|QELICH et E= Qe 2| AAE Ho|5t2{H
Ct2 resourceMatchers OH7HH S XT}HAA| 2.

* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HHE IL|C}. O] HHEO|| 62 QA S
Ho|5t= 29 OR At = AUK[SIL, 2t @A LHE 2| HE(group, kind, version)= AND ¢4t 2
U X|fLICE.

* resourceMatchers[].group: (MEi AR TE S 2|AA0 OFQL|CH
* resourceMatchers[].kind: (MEH Atel) ZE{ZIS 2|2 A9 ZRQULICE,
* resourceMatchers[].version: (MEi Ate) HE S 2|AAQ| HHRIL|C

* resourceMatchers[].names: (M Atg) HE{2E 2[AA 9| Kubernetes metadata.name
Zof = o] SYLICE

* resourceMatchers[].namespaces: (M At2l) HE{Z S 2|2 A9 Kubernetes
metadata.name ZEO0]| U= U JAHO|AR]L|CH

* resourceMatchers[].labelSelectors: (ME& A} "Kubernetes = A1"0f| M|l 2|2 A9
Kubernetes metadata.name Z =0 Ql= 2l|0|& MEi7| EXtE ULICE 0| SH CtS2t

35


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

36

#&LICH "trident .netapp.io/os=1linux"

2

]

=W ChSat 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. trident-protect-snapshot-restore-cr.yaml IIY0| SHIE

HESIHAIL.

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLI At
CHA|

1. AUNS CHE U YAHO|AR 26tD He oto] 22 AR} #10

= HA

ol

° snapshot 2l <namespace>/<name> A Q| L|JAAHO| AL AHAFO

o

namespace-mapping Ql&E SECE FLEE UHUAHO[AE AFESIH AA HJUATO[A

sourcel:destl, source2:dest2 BAOZ 2HIE EfZ | AHO| A OfZIL|CH

o

i

=9 Ch3at Z5LC

tridentctl-protect create snapshotrestore <my restore name> \

--snapshot <namespace/snapshot to restore> \

--namespace-mapping <source to destination namespace mapping> \

--destination-app-name <custom app name> \
-n <application namespace>



ARHAFO M Ra WY Amo| Az SRABLICH

AFIEX| AEAS ol HIYATO| AR BRISt & UBLICE HXLZ] HAS $36181 Trident Protect= HRE 27
RIZO| MAE|= XS WX|op7| 2ok S UHI T SOl HYS NSO B2BLILL.
+ =2l XI0| AIEHE|7| Hojl ofZ2|A|0| Mol Chel SABHE DE H UHo| HIZMSHEILICE OfH ol
OfZ2I7A|014 2| AAT} ZRUIE|S SO o oFEl HRI0|Lt AMARO| AWE|S S WX 4 ALIC
+ 22l &0 BHOR ARE|H el HO| LABHE|0] U UMK ChA| BHSIFILICE 00| HIZABHE AL
A% HIZAsHE A2 RXIEILICE,
+ 2 I0] AIRIE|7| Hojl Tg FOI DE e i ALAF KHel0] H|AEILICE 55 O|LjO| K2I0| HAE|K| OB
2 glo| i%e|n 22l CR AfEjo| 217} 7S ELCE

A|Zfoto] FHof

A 2QE5[= s3 S2 22| ZR AWS MM EZ Btz 7|20 S 28X
2tE | H X0 *'JIH o = ASLICE

-

& S0 E20]

* M MM EZ gtz 2olof Cist XEAISE LIE2 "AWS API EA"8 HZESHYAIL.

* AWS 2|20 ciet XtH SF 2 XiMet LHE2 "AWS IAM ZAM"E FZSHA L.

CR AtE
CHA|
1. AF2 X "ol 2|AA(CR) IHY 2 M5t 0|2 XIHELICt trident-protect-snapshot-ipr-
cr.yaml.

2. MNT TRUOIN TS 48 THBHIAIL.

—

=
° metadata.name: (Z%) O] AF2X} X|H 2|AAQ| O|2QILIC} 2HA0| = 1RSI At 0|22
MEHSEA |2
c1=50 .

° spec.appVaultRef: (B) A FHIXIE XK EHE AppVaulte| 0| S ILICH

=
° spec.appArchivePath: AHAF 2EIX I XHEE|= AppVault LHES| AZQULICE CHS HHS ALE5H0]
0| ZEE &2 & USLICL

=2 X2 T

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace =-o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
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+. (ME AR OfZ2|H|0] M0 5 2|AAD
Rlelets HEfRIS FIHsHIR.

PE200F ot 3R, S 20IE2 BEAE 2|AAE ZEstAL

10 Trident Protect= AF2X7t MEASE 2| AAQO| HEM R0 LR 2|AAE XSO 2 MEHBILICE 0|2
T =5 22 2|2AE MEist D et 2| AAN HEE Pod?t Q= B Trident Protects HZ =
Pod= 9.;°”—| C}.

;zn
OR

+ * resourceFilter.resourceSelectionCriteria: (EE{20| #) Include = Exclude & AMHE5H0]
resourceMatchersO Ho|El Z[AAE ZSStALE HM|QIYL|CE. ZE = Helg ZAAE
Ho|st2{™ CIZ resourceMatchers OWWHLE FIFEILICEH.
resourceFilter.resourceMatchers: resourceMatcher ZHA|Q| HHEQIL|CI. O] H{EO| O
QAE HOtt= H2 or HAMOE AX|St, Zt @A LHEQ| ZE (group, kind, version)i= AND
Ao =2 AUX|BL|CE, * resourceMatchers[].group: (MEH AMEh EEZY 2[AA0 OEQILICH,
* resourceMatchers[].kind: (ME Atgh) TEZY 2|AAQl Z2QILICEH, *
resourceMatchers|[] .version: (ME{ Atgh) TEZY 2|AAQ] HTMYUL|CEH, *
resourceMatchers[] .names: (M8 Atg) EEES 2|AA9| Kubernetes metadata.name
Zoo A= O|ELICH. * resourceMatchers[].namespaces: (MEH AMgh) EEZY 2[AA9
Kubernetes metadata.name ZEO| Us ULAHO[AJL|CE,
resourceMatchers[].labelSelectors: (ME A&l "kKubernetes ZA"0 HoEl 2|AAQ
Kubernetes metadata.name HEOH U= 20| MEH7| EXIELICE. OIE &H CiS2t Z2&LICEH.
""trident.netapp.io/os=linux"

+ off ™:

]
uin

+

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

-

+.trident-protect-snapshot-ipr-cr.yaml IO SHIE IS 2ot = CRE MESIMAIL.
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kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A el HIYATOo[AZ S35t 2o oto| giS AEXAL 2t HEZ HHRYAL. o2 ST o322t

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/Snapshotitoirestore> \

-n <application namespace>

HHES ALE8I0] Tl SO[HLt ==L AIlict 22 2| YEfE =helet o= AFLIC

1. Ct2 HES A5t =3 2ol e AMSI thEts oto| 2t AI8AL #Fol HEZ HpHAL.

[

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
Jjsonpath="'{.status}'

115 Trident Protect 2% 8™ S AI2SIMA|R
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= FME 5§EIII ot&LICH
Red Hat OpenShiftE At&35H= 2 OpenShift 280l A HAAHO|A O H|O| M2 ZR%t AgS
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E’“°”—|Ef. XM|EE LI 2 "OpensShift 20t ZIEIAE F|F = EA"S EZSHYAL.

S@ E= o =X| 2HS &S| Mol Kubernetes £t H
"RESTORE_SKIP_NAMESPACE ANNOTATlONS‘% AHSH CHA YA TO|AS] EX O H|0|MO|
SHO{MOIX|= Z4S WX|E & YSLICH o2 ST Ct23t Z4LCH

helm upgrade trident-protect -n trident-protect netapp-trident-
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protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

S = HYUH EHAUS S [f restoreSkipNamespaceAnnotations %

@ ‘restoreSkipNamespaceLabels 0l X| & &l HAAHO|A FAM 3 20|22 S/ = HYLH
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HYAHO|A ns-  annotation.one/key: "updatedvalue" * environment=production
AA H n n .

(=)  annotation.two/key: "true * Z4E210|A A=hipaa

HQAHO|A ns-
2(CH4h

* hame=ns-1
* annotation.one/key: "true" * role=database

» annotation.three/key: "false"
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4| AmOo|A =M 2

=~

4| AHO|A ns- * annotation.one/key: "updatedvalue" * name=ns-2
At
2(t<)  annotation.two/key: "true" * Z4E210|AA=hipaa
 annotation.three/key: "false" « environment=production

* role=database

Of MM M= S2 HHf| AFEE &= U= F7F 20| CH3lf ZHEtL|C}

AEE[X| S2fA ofd

‘spec.storageClassMapping’ H82 A ofE2|A|0|M0 JA= AEZ|X| Z2HAE o4
S AEHS M AEZ|X| ZHAZ OjUS= WHE HolgtL|Ct., 0] £42 AEZ|X| Ze{AJ} CHE
SHAE Ztof| oiZ2|AH|0|MdS 0to|T2{|0|M8}HLl BackupRestore 2Q| AEZ[X| HHAEE

HAT O ABY & UBLICH

o=

oll:

storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"

source: "sourceStorageClass2"

ME

NEERESE

Of MMl M= AABS| CHefet S2E Fdote Ol X[# &= M H0|d S53 RS ELICH A7t o E|0| 84S

o
HAHOR M| YO AAHS J|ES ARYILICH

[==]

e Y My 7123
protect.trident.ne ZX}& olo|E| 0|5 7| ZH50| HX|E £ U= Ao 512 AlzhEx  "300"
tapp.io/data- YRILICE,

mover-timeout-

sec

protect.trident.ne Z2X}& Kopia 2HIX FHA|Q] %|C 37| A|$H(H|7IH}O|E)RIL|CE.  "1000"

tapp.io/kopia-
content-cache-
size-limit-mb
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=M 74 Ay 7|28k
protect.trident.ne 22Xt MZ M4 El PersistentVolumeClaims(PVC)7t Bound  "1200" (202)
tapp.io/pvc-bind- CHAIO| =ESE2 (K] 7|Ch2|= Z[CH A|ZHZE)ILICE. O]

timeout-sec AlZHo] X|LHH =tdo| AmjELICH 2E 5@ CR

"8 (BackupRestore, BackuplnplaceRestore,
SnapshotRestore, SnapshotinplaceRestore)0|
HMEELICHL AEE|X| HAlE = ZHHAEOIM O B2
AZHO| 2R3t 32 O =2 US AFE3IAIR.

MEXL X[ 2|22 E MESH 2[AAE SHY I 2|22 S SFEL

2[4 HelS AEOHH 2[AAE FH6HE S +HE & JASLILE Ol= SE & HTOo| A=t
=2tof 5h= E 2, ol =0 OHE2(Z|0| ¥ S LHE S2{AHZ S8 E M ConfigMap?l @ AE
O|ES YHI0|ESH= R0 KEELICE

HEAI

A
2lAA 2 WS WA

=~

Ol

‘SnapshotRestore’, ‘BackupRestore', ‘AppMirrorRelationship® % Z[E} 57

2|AAN JAeE  transformations’ HEE AESHH 231 ZZMA F0| Kubernetes

2 AAE £HY = JAELIC. Ol E =0 ZAE 0|F, ZX|AEZ| urL, 2[A&A Hot E=

otE Ha HED 20| S ofE2AHo|ME A=t OEA Fddor & o RETLICE.

2|AA HEH2 "RFC 6902 JSON Patch”" 21t "RFC 6901 JSON EQIE" Z2E AFE5t0{ Kubernetes 2[AA
Lfe| EF HEE MO Z X|Fsty HELICE

ChE2 2[4 Hets Tohsh= =2 AH|e| 7|2 28 2oFL

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns

destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
version: "" # Optional: API version
name: "" # Optional: specific resource name
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operations:

- op: replace
path: "/data/key"
value: "new-value" # New

LX[St= B[220 CHol 2|AA HEHS AL

—

# Operation type
# JSON Pointer path
(for add/replace/test)

value

o 4 UBLICH

* kind (E): Kubernetes 2|24 ZF (0: configMap, Deployment, Pod)

CR AIE

:API HHH(Ol: v1, vibetal)

: APl 2&(0ll: apps, route.openshift.io)-

(M A 0202 XIFE 51 2laA0)8t HEBHLC

—

PersistentVolumeClaims % W AH 0| A

$0

AXHO
s5e

CHS INMl= a Deployment 2|AAN E MEHT|E FIFRtL|CH

tran

sformations:
resource:

kind: Deployment
operations:
op: add
path:

value:

"topology.kubernetes.io/zone":

disktype: "ssd"

Al
(=]

[ERUPNEELERN

BlaAo| A Ma

o

gL,

§¢4Ehadd,copy,move,remove,replace,ﬂltest

A = HHEO| HI0|EHE

"/spec/template/spec/nodeSelector"

"us-east-1la"



tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'apps,vl,Deployment:add{"path":"/spec/template/spec/nodeSelector", "valu
e":{"topology.kubernetes.io/zone" :"us-east-1a", "disktype":"ssd"}}"

of St 2[a2 Lo of HZ0M LCIE 22 US MY = UASLIH.

CR AIE

CHS OIAl= configMap AA|2] HIOIE 7|S SH|ELICE

transformations:
- resource:
kind: ConfigMap
operations:
- 0op: copy
from: "/data/source-key"
path: "/data/backup-key"

CLI AL

YHES AHE0l0] 0] gt

[

o

AT OHE BB S AESIHHAR.

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
--transformation ',vl,ConfigMap:copy{"from":"/data/source-
key", "path":"/data/backup-key"}"'

2l LHO|M 2t oS
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CRALE
Lt MIRlE configMap Z4{H|2] CIOIE 7| 0| §2 HEELICE.

transformations:
- resource:
kind: ConfigMap
operations:
- op: move
from: "/data/OLD KEY"
path: "/data/NEW KEY"

CLIAIE
YHES ALE0I0] 0] tHEtS HASHHH L TS AESIHAIL.

tridentctl-protect create snapshotrestore <restore name> \
--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \

—-—transformation
',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

2200 Af 2L HA

‘remove’ AHYS AESIH XFE FZR0M BE E= US MAZLIC

CRAIE
CHE dldl= configMap EIAA0N FMS H|HEL|CE

transformations:
- resource:
kind: ConfigMap
operations:
- op: remove
path: "/metadata/annotations/kubectl.kubernetes.io~llast-

applied-configuration"

(D Scuiel Z2oM ~1" 1ol ChEt JSON EQIE| 0| AA|0| AIZARILIC

CLI At
HHES AE6I0 0| HetZ Ml CHS HHS AFESHUAIL
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tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.
io~llast-applied-configuration"}'

2l L] gtE HiELICH

XN™E 20| A= 2laA LHO] 7|E S I H replace XY S AFESHUAIR. JSON Z 2= 0|0] EXfsHof
ol-|__||_'_|-
= .

CRAIE

CHS WA= Route HH|Ql SAE 0|52 HATILICE.

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"

value: "prod.example.com"

CLI AL

YHES ALE0I0] 0] tHEtS HASHHH LHZ TS AESIHAIL.

o

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

—-—-transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.
example.com"}'

Of test HLS AFESI0 LHE HLtE HMESHY| T Z=2| 240 o & it LR|SH=X| 2HISHUAL. E|AEO
AIiSHH HA| +=F Areto] SHHEL|

—_
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CR AIE

LIS Ol= environment *0| “staging(Q)=2 HHE F20|Tt "database-host' 2 &H|0|EgfL|CH

transformations:
- resource:
kind: ConfigMap
operations:

- Oop: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
value: "prod-db.example.com"

CLI AL

YHES AHE0l0] 0] gt

[

o

AT OHZ BB S AESIHHAR.

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla

ce{"path":"/data/database-host", "value":"prod-db.example.com"}'

NetApp SnapMirror & Trident ProtectS AIE5H0
OofZ2|A|0| M2 =H|eL|Ct

Trident ProtectS AF23IH NetApp SnapMirror 7|&2| H|S7| 2| 7| s €240 st
S A LHOA = MZ CHE 22{AH 7Hof| H[0|Ef Sl o E (70| M HA AtES ot AER|X]|

HAZ A CHE AEE|X| HAEZ SRS = AFLICE

J
10

r

N HALH A F HAmOo|A =4 5l &0]S

U HERH =Y Sof et HJAH0| A9 20|21 T2 A HIYAH0| A9 20|21t FA 1t AX[SIEF
ILICH T LI AT O] A0 ZEXSHA| §h= A4 HYAHO|AS] 2|0|F £ FA2 FItE|H, 0|0 EXHSH=
C

FME2 24 HYAHO0| A9 Zat LX|SHEE FO{MAFLICE Thef WY AT O] A0 Z ZXSHs 21|02
HPE K| &L

(m}

A
{HNM

1z H

rlorir

rr 2 ox rio
ot

Red Hat OpenShiftE AFE5tH= 3 OpenShift StZ20| A U AHO|A O H|O|Me| ZRF S

@ 2otFE A0l SRELIC HIYAH 0|2 O H|0| 42 S/ E Pod7t OpenShift 2ot A AE H|9)
Z(SCC)ol| o &l HFst Aot 5l ot 1Y S F4otn Aot 2| glo| = F0l| HMAT = UXZF
HEBILICH XEAISE LH82 "OpensShift 20t ZIE|AE H|oF = 2A"g HZsHIAIL.
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S@ E= 2o £X| &S +A5H7| ol Kubernetes 2t H
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS'E MA5I0{ CH4 L AD|0|AL| £ 0 E[0|MO|

HOMAX|= AS YA = ASLICE o E SH LS Z5LIT.

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

—-—-reuse-values

S@ e YU HAZ +HE I restoreSkipNamespaceAnnotations W

@ ‘restoreSkipNamespaceLabels 0l X| & &l HAAHO|A FM 3 20|22 S/ = HYULH
Ao M HLELICE X7] Helm AX[ Al 0213t A O| |0 Y=X| SASHYA 2. XHM|TH LIES
"Trident Protect && AtES| 7t H™E AMBYLICH'E HESIMAL.

‘—-create-namespace’ =22} H HelmZ ALESIH AA OfE2|H0|MZ2 Xt HR
‘name” #H[O|E 7|0 EEo XN2[7f MEEHLICH. =¥ Ee= HYLH TEMA F0| Trident
Protect= O| ZH[0|E2 CHY UIYAHO|AR SFASIK|TE AAQ| ZH0| AA HJAMO|ALL
UKotz 22 wS oy HAAMO|A ZtO=E YOIO|EFLICE. 0] 20| AA U|JAMO|AL
UX[SHX| St tHEF gl0| CHal HYAMO|AZ =AMEL|CH.

EEE

of

CHE Ol®l= M2 CHE O E|0[ M1t 20|28 7hEl A4 Sl Ty WRJIADO|AS EO{FLIC &Y M= iy
LA DO A AEfQF O E{|0|M Bl 20| 20| CHAF LA O] AN HEH ZEtE| ALt HHMOX|=X]| golg 4
olAL|C}

A H .

=@ E= HYH =Y Mo
02 Be S B HYH 2 ™ o[A] 24 Sl Ty HIJAAHO|AS] HEfE HHFLICL
4|2 AHO|A =4 2t
HAAHO|A ns-  annotation.one/key: "updatedvalue” * environment=production
A AN
(=) * annotation.two/key: "true" « Z4Z2l0|YA=hipaa
* name=ns-1
H2UAHO|A ns- + annotation.one/key: "true" * role=database
Al .
2(th)  annotation.three/key: "false"

Ol Al CH& H[JAHO| AL HEHE EHFLICH E5 717t R7HE|RAD, YRE=

e UE BT
SOIMOH O, name H|0| 22 That LIAAT|0| A0 A[BHES ABl0|EE/ASLICE
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4| AHO|A =M 2

HUYAHO|A ns-  annotation.one/key: "updatedvalue" * name=ns-2
3

2(Ch<)  annotation.two/key: "true" .

ZEeto|¢A=hipaa
 annotation.three/key: "false"

* environment=production
* role=database

@ Trident ProtectE 7185tH H|0|E E &Y Fof| It A|ARIS 2 8! A & UELICE "Trident
ProtectS AF2%H Ot A|AE 5ZA 2A0]| CHsH

=

AppMirror A& AtE510{ OHEE[AH[0|ME Eog mf T 5! e %Y
EX EII-0| OI¢|__||:|.
T O o1 A H .

oA
=2
ne
o
=
fuot
n=
o
ot
|4
1o
H
T
il

* Yo =X| A| AW S = A4 FHAEOM EF 2HAEZ IS = SAELCL S22 CHA| M8 27t
RELICH Foff ZX|7t = E[H O Z2|AH 0|0 4 <37+ ZAfjstn] 2 20| +JE wf HAHFLICE
© Aubel E= S ST|2t Foi| o Z2AH|0[ M 7| E H¥M 23Tt MHELICH A4 OfZ2|A|0[H0] EFA
OHZ2|7|0|H0] =™ 0|2{3t MW 3= RROIX| EoH HAHS YX|SH7| I8l AME LT
Al =30] ch$t XEMISH LI 2 "Trident Protect 23 £3 212|"S(8) HZsHUAIL.

* Trident ProtectO| A ¢ AHAKHO| Kubernetes 2| AAQ ol 2t EE0f| st 2
MESSIL|CE
E2x 2N MEi(Kubernetes 2|24 5 F3 =& H|0|H X3l

o ris
" ARARS AT AZH

0

£

1. A2 ZEAEHM 22 0HE2|H|0|HE AppVaultsS YA eL|CH AE2|X| SZA0]| W2} "AppVault AFE X X
2|2 A" Of|H| S 2HEof| SHA| +=FHSHI A2,

CRS AtE3t0] AppVaultS A A shL|Ct
a. A8 ™o 2[AA(CR) It S MMStD 0|F2 XIFLICHO|: trident-protect-appvault-
primary-source.yaml).

b. ThS 442 TASHIAL.

* metadata.name: (
I.

T ) AppVault AFEX} K| 2|229| O|ZYILICE =H| 2A|0ff 2% CHE CR
mAof|A o] g2 H

= [
XOIOE MelBt 0|22 7|Z s FAAIL.

* spec.providerConfig: (E) X[ ™ E S ZAHE AHE6I0] AppVaultt] AN ASH= O Lot 1S
MEELICE bucketName 3 S ZXt0l L3t 7|EL MR HEE MEISIHA|R. S| ZA|of Zest
CtE CR DtYUO|A O|2{st Zt2 HEsID 2 MEst Zt2 7|2d) FHAIL. T2 SSXAIE M8dt=

AppVault CR2| 0ll= "AppVault AFEXF X 2|AA"E EESHIA L.
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* spec.providerCredentials: (2 <) X|HEl SZXE AHESH AppVaulttl| HAM|ASH= O 2ot
X4 ZHO|| chet xS MERLIC
* spec.providerCredentials.valueFromSecret: (Z5) X}4 & 10| H|Z 7|0l A 7} 2f0F
oI-o |__|.E|.|_H|__||:|._

-

ot

Al

]

* key: (E&) MEH glo| &3t 7| LICt.

1o

US EPots A3E9| 0|F L

o

t. S&et U4 Am[0] 20 Lo{OF

rir

* name: (2) 0| 2=
28[=3

* spec.providerCredentials.secretAccessKey: (Z4) S 2XH0| WM ASH= O] AR E|=
M| A F|RILICE *name*2 *spec.providerCredentials.valueFromSecret.name* 2 & X|SH{OF
283

* spec.providerType: (2<) A S H35h= MH|A(0ll: NetApp ONTAP S3, & S3, Google
Cloud = Microsoft Azure)E XI™etL|C} 7Hs53 2k

« aws

= Azure

" gcp

= generic-s3

= ONTAP S3

= storagegrid-s3

C. trident-protect-appvault-primary-source.yaml It0f| SHIE gt2 =2t = CRE
HESHAIL.

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIE ALE3510] AppVaultS MAstL|Ct
a. AppVaultS MMstD 2t oto| ZH2 AFEXA 8td MEZ H AN Q.

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

SHAE0IM 22 OiE2[AH|0[d CRS MY RILIC.

RE AIE3I0 &4 OHZE|H|0|MS MERfLICt

o
a. AH8XH "o 2[AA(CR) IS M5t 0|2 XIHELICKM|: trident-protect-app-
source.yaml).

I

b. LIS &MS TABHIAIL.

* metadata.name: (2) OHE2|AH|0|M AFEX} X|H 2|AAQ| O|SQILICH SH| 2HA/0f| 2HR$tCHE
CR II0|A O] g2 Xzt Z MEHSH 0|2 S 7|28l FAHA2L.



* spec.includedNamespaces: (Z4) U ADO[A 5! 2t 20| = S LICH H[ATO|A
0|E2 AI2%tn MEHMOR 20|52 AHESH0] LYATO|AL| HRIE B3| 07(0f LIZE

— 17

HIJATO| A0 EXHSt= 2|AAE X[FELICH OHSEZA|0|M HQJAH 0| A= O] HHE O HEEA|
I SHE|OfOF BfLICY.

YAML 0

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. trident-protect-app-source.yaml L0 SHIE Zi2 LTt = CRE M ESIMA L.

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

CLIE AIE3I0{ AA OfZ2(7|0|M MY

a. 24 ofiE2|Z|0[ 32 WHLICL o2 ST CH3a Z&LICH

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

-

HHOZ A4 SHAHUM 24 OfE2|AH[0| 2 AMMS MY = UASFLICE Of A2 B2l F2{AE{2
OHZE2[AI0] 0] chet 7|2t = AEELICE O] THAIE AUFH £[M AMAES 7| 2|5l CHS o 2fEl AR50
HHE W7EX] 7|CH2{of LIt 2C|MHE AHARS Mot H "2LMHE AHAF WS HESHYAL.

- A SAHOM X 2™ CRE gLt
ofal MS & LH 2lol, T[0{ZEl ONTAP S2{AE o] 38 AHAE |X|5H7| fl8 72
BE IS 71T B0 2Y ARMMF LHE MYSts 20| ZELICE O|F A ot AMAES 2T
72 S AEE 5 UAX[T, BE J[ZH2 AEX @7 Ao Kh2f AFERE X[FE = ASLIT

@ Hoi X7t Ll F2, AAR—2 A 72 S ol2{eh AHAS ALE5I0] FUek S +AHY
T UASLILE o] HAS Soll et T2HA= 2= C0[E{7t Ot OFX|2f AL O|= HEFE
LHEDM MEEDOZ M HED S8MOZ TIAHELICE

OHZS2[A0]H0] Chet 7|1E AAIEO0| Yfdt=s EZE 7 ArgS 0[0] £Fst= 42 =71 2AHE0|
TS| &Lt
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CRS AtE3I0] SH| LS Yot

a. 22 OfZ 2|0 10| CHet S| LHS YLt

—

i AFEX}HO| 2|AA(CR) MY S MMt 0|52 X[™BLICHO: trident-protect-

schedule.yaml).
i. O {48 LESHUAIR.

* metadata.name: (E) AH|FE AFEXL XA 2|AA0| 0| SRILICH

ZEof HX|BHof BfLICE.

spec.appVaultRef: (2=) 0 Zf2 22 OiE2|AH|0| 2| AppVaultdl| = metadata.name

* spec.applicationRef: (Z <) 0| Zf2 A4 OHEE|H|0|M CRE| metadata.name EES2}

2 X|3H{OF LICt.

* spec.backupRetention: (Z) 0| 2E= E40| t2 02 HH|{of EL|Ct.

* spec.enabled: true2 AXs}{0f SHL|C}.

* spec.granularity: "Custom' 2 &&s}{0} &tL|C},

* spec.recurrenceRule: UTC A|ZtO 2 A|Z} Uiet BhE 7tH 2 H |

* spec.snapshotRetention: 22 A& sl{0} &HL|C}.

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. trident-protect-schedule.yaml It0| SHIZ 72 22t T CR2 M EHUAL.

kubectl apply -f trident-protect-schedule.yaml

namespace

—-n my—app-



CLIE AIE3I0] X AAHIE MM

a. SX 2ES ddotn 23 oo gt AEA 2E 9| HER HHHHAL.

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

oll:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%Z

\NRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n

<my_ app namespace>

. EtZ SHAEOM 2A S2{AEO| HE% AppVault CRI} St AA 0iE2[7|0|H AppVault CRE A5t
0|2 KIEEYLICHO: trident-protect-appvault-primary-destination.yaml).

.CRHE:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

. EfZI 22{AEQ| EfZ off Z2[A|0|M0f| CHet E ppVault CRE MASHL|CE AER|X| ZSXtol| w2} "AppVault
AEXF X[H 2|AA9] Of|HE 2HE0 A SH-SHUAIRL.

a. AR ™o 2[AA(CR) IHY S MAMStD 0|F2 XIFLLICHO|: trident-protect-appvault-
secondary-destination.yaml).
b. C}S 248 PHSHIAIL,

* metadata.name: (2<) AppVault AH2X} X|H 2[AAQ| O|ERLICH SH| 2Aof B3 CHE CR
IAOf| A O] Zt2 HZBIEE MEHSH 0|E2 7|Bd FHAI2.

spec.providerConfig: (E) X[ ™ E S2XHE AHE6I0] AppVaultd| AN ASH= O Bt 1S
MEELICE “bucketName X SZXt0f| 2Lt 7|Et M2 HEE ME{SIUAR. SH| A0 223t L2
CR II0f| A O]2{3t g2 E=stOZ MEst Zt2 7|26 FHA|R. CHE ZZXHE AHESH= AppVault
CRQ| 0= "AppVault AF2Xt X[ 2|AA"E HESHYAIL.

* spec.providerCredentials: (E) X|HEl S2XHE AHE5I0] AppVaultof] M| ASH= O 2ot Xt
SHof| gt HEE MEELIC

* spec.providerCredentials.valueFromSecret: (Z5) Xt2 S 20| H|Y 7|0l 7} etof st2
LHEFELICE.

O

bU| A 0] A0 RLojOF

=
* name: (2) O] HEQ| 7t Zelst= A|Z3Q| O|FRILICH 5L

r
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8. E}zll

54

gLt

* spec.providerCredentials.secretAccessKey: (Z5) S2AH0| M ASHE Of AHRE|= HMA
7|LIC}. *name*2 *spec.providerCredentials.valueFromSecret.name* 2t & |80} SHL|LCt.

* spec.providerType: (2<) MRS HSS PE *1H|¢(01|: NetApp ONTAP S3, &t S3, Google Cloud
IE = Microsoft Azure)S X|™gtLICE Jtsst

C. trident-protect-appvault-secondary-destination.yaml ItY0|| SHIE

= aws

= Azure

" gcp

= generic-s3
= ONTAP S3

= storagegrid-s3

EN
jo
1
rot
ot
o)
by
fljo

HESHHAIR.

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n

®

trident-protect

Z2{AE{0l|l M AppMirrorRelationship CR It S MM S|t

CREZ A% = CRE X &3}7| Fof EP*' HAAHO|AE 5O MMaHOF BfLICE. Trident
Protect= CLIE ALEE M2 HIJAHO|AE XSO =2 MMEtL|C,

CRE At23}0] AppMirrorRelationship2 A AlgtL|Ct
a. AtEXF Ho| 2|AA(CR) It 2 Mt 0|§2 KIHELICHO: trident-protect-

relationship.yaml).

b. TtZ £4 2 TS 2.

metadata.name: (2 ) AppMirrorRelationship AFEX} X|H 2|2 A2 O|SRIL|CY.

spec.destinationAppVaultRef: (Z <) 0| gf2 EfZ 22{AE 2| EF2I of Z2|#H|0|Mof| chgt
AppVault OS2t L X|sOF ZL|Ct.

spec.namespaceMapping: (2=) EF2I & AA HJATO|A = ZF 0fE2(#H|0|M CRO| Fel &
OHZ 2|0 M H| Y AH|O| AL UX|SHOF BrL|C.

spec.sourceAppVaultRef: (2 ) 0] 242 AA OfZ2[AH[0|M2| AppVault O| St L X|sHOF SHL|LCE.

spec.sourceApplicationName: (Z4) 0| Zf2 £ A OfE2[AH|0|M CRO| Hel$t A A
OfZ2|AH|0|M 2| O| 1t LX[SHOF BHLICE.

spec.sourceApplicationUID: (2 <) 0| Zf2 AA 0fZ2|#H|0|M CRO| oot AA
OHE2|AH|0| M9 UID2t Y X|8HOF BHL|Ch.

spec.storageClassName: (M& Ag) SHAEO|M RESt AEEZ|X| ZF2{AL| 0|EE
MEHSHIA| R AEE[X]| BaflA = oA 2HF 0 I|0{-E ONTAP AEE2[X| VMO| HZE[0] L0{0}
gLICH AER|X| 22HAE MSSHX| o H Z2{AE| 7|2 AEZ|X| 22jATL 7|2HOR
AHEEL|CE.



C. trident-protect-relationship.yaml IO SHIE g2 =t

* spec.storageClassMapping: (MEi At St AMR LH2| 7HE PVCO| CHOH AA AE2[X|
A E EFI AER|X| 2efA 0| OHEEILICH 2 2=20E source W destination 2EE|X]|
SaiA 0|50| UREHL|CH MY El AR, storageClassMapping (=) “storageClassName' 2(E)
HHS| ™ olstH, LX|st= A4 2F0| gli= PVCE “storageClassName 0|(7t) Ol 22{AH
7|2 AEE|X| A E AEELICH

‘storageClassMapping & AppMirrorRelationship CROIM ALY OiE=
Ctaat 22 Aot Argol] |olstdAR.

* “storageClassMapping'0|(7}) ‘storageClassName'S(Z) &M s| HO{&EL|CtH &= oI R E
MHE=l B2 “storageClassName 2(£) FA|E/LIC}.

* Off 2X|5H= &=0| gl A AER|X| 2HAE JHEl PVCE storageClassMapping
S AH 7|2 AEZ|X| 22A S AI2SIH, “storageClassName'2(=) A2 6HX| E&LICH

N
0Ot

F20|l= source @t “destination #f0| 25 ETIL|CT
= CHA AE2|X| EeiA S HASHH 7| E CHA PVCIt AMH|E| 0 CHA| MM E £ QELICEH

* spec.recurrenceRule: UTC A|ZtQ 2 A|Z UWte} e 2tAS Ho|stL|Ct,

YAML 0f|:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-nhamespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

ot

CR

flo
2
00
OF
I
>
to
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kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLIZE Ar27310{ AppMirrorRelationship 44

-

a. AppMirrorRelationship Z{|E A5t MEefL|Ct 245 ot 7t
SHL|C}.

rlo

AMEXL 2tg ol Y= = HHYof

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> --storageclass-mapping

<src class:dst class> -n <application namespace>

--storageclass-mapping = A%t 7HE A AEZ[X| ZHAE CHA
AEEX| Z2HA0 ofEELICH. ABEE FESI St 049

(:) ‘source:destination &S PHﬁHJEH@P"claSS a:class-b,class-
c:class-d"). *:destination-class’& AL EIFIEZ ALESHH DHEE|X| 2 BE
PVCE tH Y AEE|X| S Ao ojEetL|Ct “--storageclass-mapping 7t ™ &l

1=

AL “--storage-class'= FA|EL|LCE.

T CHA AEE|X] 22HAE AHESH= O|A (--storage-class):

tridentctl-protect create appmirrorrelationship my-amr
-—-destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
—--source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6ccec36 —--storage-class my-storage-class -n my-
dest-nsl

[ |

9. (MEl ARSY) EFN SRAAE(OA 21| BA|O| MEIE SQIBILICH

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Et2l SS{AHZ IY2H

Trident ProtectE AE25tH S|l OfE2(H|0| M2 EIZl 22{AHZ HALHE 4 JELICE O] BAt= SH HAE
SX[5t EFZI 22 AE|AM OfE2|Z|0|ME S 222! MEfZ HMEHStL|CE Trident Protect= A S2{ AE 0| A
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OHEE|#H|0[H0] £t Sl <2 ol oZ=(A0| S SKISHX| RsLICt.

A

1. EtZl 22{ AE 0| AppMirrorRelationship CR IFY(0f|: trident-protect-relationship.yaml)2
MZESt spec.desiredState 2fS "Promoted 2 HZATILLCL.

2. CR O} S XMFetLct.

3. CRHE:
kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (MEf AFRh) HYRQHE O Z 20| M0l Bt Ho AHES MEELICH
A

teh) SRl 2A S| LEfE 2helgfLTt:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | jqgq

Y HE =X 24 [ S7|%

MS7|st 2H2 = 2A S ChA| EFLCE MS7|st HYS d5HHE el 22 0fE2(H[0]80] 2 Sl
OHZ2[AI0]140] £ Btz SR A0 M A Sl ofZ2|H 0| Mol THEE HE At 2 25 AR ELICH

O] ZZNAL SH|S ChA| MHsH7| Hofl EF S2AEOA HS SRS
() wes 0 erzt of=2|Ao| Mol 7|28 DE HlojEf= AMELIC

|

1. M AfBE AA SAE{O)A A2 OfZ2|H0|MO| APiAS MABILICE 0| SHH LA S2AAE{0| £|Al ¥
AFEO] M EILICE

2. Et2Il 22{AE0|A AppMirrorRelationship CR IF(0f|: trident-protect-relationship.yaml)2
MZISt 0 spec.desiredState 242 "Established' 2 HATLICE,

3. CRI}YS X&ELct.
4. CRHEE:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

= OIS EIZH|0| 84S E5t7| floll Ef2 22| AH0| B 2P S ddst 22 silE 2T S MARLIC
A ZE L2 =25 295 2ol /elo] gLt

Zoff RX| EH| 2#AE HS7|2t6HH EF2 ol E2[AH|0| 0| AA OHE2|AH[0|M0| =11 AATtELZO| ELICH Zof XX

S0f| EfZU o Z2|#H| 0] Mof| HEE LHE2 RAIELICE
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|

. 2lef| EtZll 22{AE0| M AppMirrorRelationship CRS AfM|EHL|Ct O|Z A| SFH EFZI0] AA T EILICEH A EFZH

S AH0| B3 AH|F0| HoF = B2 0IE HMALIC.
el 2A1E 2Y5t= o Ar8et CR IS it S2{AE{of ME35t0] =X| 241 E 2F LIt
M ERU(R2 AA 22{AH)0| AppVault CRO| 25 =0 Q=] =eletL|ct.

2HCHE S AE0 SH| 2 E QS0 Bioh ekl et gtS S ERLCt

HskS HiCH 2 81 Trident Protect= 22 AA AEZ|X| “—'1°.i|E§ A& SH|SHHA ofE2[AH|0|H S Et2

AE2|X] MAEZ O|FHLICE Trident Protect= 22 OiSE[AH|0|HE SX|5t 1 EI Ao = I L BT | Hof|

58

A 2YHAHM S& AHAS MY

CRS AtE310] Z7 AR WH

a. 2 OfiS2(A|0[40] thist Bz Y AHFS HIE-GotelL|C).

i AM2XF MO 2|AA(CR) IMY S MYstT 0|2 X|FELICHO|: trident-protect-
shutdownsnapshot.yaml).

~

CIS 2M2 ML,

)

* metadata.name: (2) AFE Xt X|H 2|AAQ| O|FRILILCE.

A
* spec.AppVaultRef: (=) 0| 2t2 A A O Z2|AH|0|M0]| CHet AppVaulte| metadata.name
T o AUX|BHOF BHLIC,

* spec.ApplicationRef: (Z) 0] Zf2 A A 0fE2|#|0|M CR It 2| metadata.name Z =2}
U X[SHOF BfLICE.

YAML Off:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86¢c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34



applicationRef: my-app-name

C. trident-protect-shutdownsnapshot.yaml IIY0| SHIZE 72 st = CR2 HE5IMA 2.

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

[

a. Sz AYMNE US1 2 oo S MEX &F o YE= HIFLILE o€ SH L3 Z2ELIC

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

S| AE(0M B2 AAto| A2E & T2 AR AEHE ol

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

. AA ZEAEHOM CFS HHES AFESH0] shutdownsnapshot.status.appArchivePath 2t 210 It AZ9|

Opx|et f2(Ho| AU Y02t n e o, OFX[2 S2A| 7ol 2= B2)2 7IZ LT

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath="'{.status.appArchivePath}'

- St 22 HE Arets HE810] M Ef2l 2 AEM M 22 S2AHZ HYULHE AL,

@ Foll =X| EXte| 2EHA 0| M AppMirrorRelationship CR IR0 spec.promotedSnapshot
E Zest, O 72t2 9 3EA0M 7[Z3t 7|2 o|Ee = HEELICE

Y QM E =X 24| & HST[=oM Het STt HAS AHAL.
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Pod7t S2E = ¥ =82 2H4H0| MY SHELICE
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* SnapMirror ZHA|7t BOM Ef2l 28 SH7I/A7|0f AHEE = ASLIC.

= T
+ 919 Kubemetes 2|AA L 22 A4 0| ZRE S HA|H 25 0[S AHB310] F2 B A AN
==l |C},
=/ =
- EH= Yo ChA| MEELC

OHE2|AH0|ME Jla AA SHHAHZ T ULl

Trident ProtectS ArE5IH ChZ 20| 2 S Soll HU 2 XY £ "I|Y WS Foie = JASLICH e =X
Yeks SHSH= 0| AZE 20| M Trident Protect= S| &ekS BHH6t7| ol 2= oS EAH|0[M HE AletS 2
A OHEE|AHO| M E SX|(RHS 7|2 LT

O ZZMAE= ERZICZ HULQMIL 2t El 2AO|M AR CHE THAIS ZE LI

. xl-oH _7.:_1| M’EHE AII}"C':'l'L_l |:|-_

—d

o
H 2AE JYL2= LhA| S7|tetL| L.

ol 7|5t KRS 4

3H
o
A0 7|1=E H|o|E 7t & E LT,

=

iy e
_I'F_ T
[> J?.'.

SHA| DHYAI2. Of 2 S +--SHH ol =X =Xt Sof Btz
AlE

© SN dets g = gLch

THA|
1. T2 HE =X 2 & HS7[2t HAE -2,

2. O Z2[AH(0| M S| ek B EHAIE YA 2.
SH| ZHA A

AMEX SH 2HAE A = ASLICH OHSE[AH 0| FH 2HAE AXSHH M=Z OrF 2 24|17t gl= F 7He| EoHe
OiE2[A[0]:40] Y- EL|Ct.,

THA|

1. &7l EF2lI 22{AE0| M AppMirrorRelationship CRS AFH|EHL|LCE.

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

Trident Protect= AI25}0 OfS2|AH|0| S 00| 12|0[ MSHA| K.

WA HO|HE S2ot0 S AH 2| = TE 2E2|X| S22 ofF2[A|0|8S
POI_'EHOI* g 4= ASLIC

@ OiZ2|#|0|d2 Oto]J2f|odet iy o Z2|AH 0| Hof Chal & ZE M =37t 0 Z2|#|0|H 2t &
aoto|zzf|o|M %I'—Ilif SR A AT A= FR I A LRZE S22 HAHELCL
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T

Hot Ol =9 Xt

= =x = 1
CHE AlLI2[ 0] CHot w3 @l XIS st EF WY 3 2@ Y S x5t = JASL|C

OHSE[A0| 8 S St S2AE{0| SRS AHAF L= HMAS MHSIL H0|HE ST 22{AEHZ ST}
EHA|

8. "ARAE A
b. 2] A"
2. SUSH ZHAE{O|M AL MUK HOIS MYHEX|0 Wt O+ B SHLES SUSHINR

CHE S2AEZ 28

OHE2[AI0| 82 CHE S AHZ SR|(222H ZH SH)se{H 24 S AEM MY S W
CHE S AEZ SRSHIA|R. Ef2I 22{AE{0f| Trident Protect7t X[ [0 A=X| 2HRISHA|

(D "snapMirror 58 ABekE N2 T2 S2{AE| 2Hj ojZ2i3014S BRI 4 ABLIC
b
URCERED

2. 0| ZtEl QHME AEZ|X| K30 CHEE AppVault CRO| EFZU SR{AE 0| £HE[0f A=X| ZHQlSfL|C.
3. ERZU 2R AE{OM " A0l A CIO[EE SRHELICH.

of AE2|X| S A0M CHE AEE2[X] 22fA = 0fEE]H[0]+d OFo| 20| M

MRS Bt AEE|X] SA2 SRSHH oS 2AH0[MS o AEE|X| A0 M CHE AEE|X]| 22HAZ2
oro|azjjo| e &= AFLICE

o= %E(%?ﬂ CRY| A|ZE] X‘"Ql)i

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
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storageClassMapping:

- destination: "${destinationStorageClass}"
source: "S{sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude

CRS A5 AHAE SRELICEH
CHA|
1. AF2X HO| 2|AA(CR) IS M M5t 0|E8 X|HELIC trident-protect-snapshot-restore-
cr.yaml.
2. MMTHOUOA CHS 42 FHSHIAL.
° metadata.name: (24) O] AF2X} X|H 2|AAQ| O|2QILIC} 2HA0| 2= 1RstD XSt 0|22
MEHSIMR.

° spec.appArchivePath: A|4F 2HIXT}F X E &= AppVault LHE 2| Z2IL|Ct CHS EE

O| ZZE %= + ASLIC

mio
>
0f0
el
2

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
Jjsonpath="'{.status.appArchivePath}'

° spec.appVaultRef: (B) AAF FHIXIE X EHE AppVaulte| 0| S ILICEH

=
° spec.namespaceMapping: S Xo| AA |-1|°'*111|0|*§ B2l Y JAHO| AR OHEHSLICEH my-
source-namespace X ‘my-destination-namespace’ £ AFEXt A MEZ WHSHUAIL.

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. MEiMO=Z, OHI“EI5’1|0|’.‘_4-‘2 Ed 2 |AA0 S0 5= H2 EF 20IE2 EAIE 2|AAS ZESHAL

g 2|
Helsts 2HES =7t = ASLICE

° resourceFilter.resourceSelectionCriteria: (ZE{2/0f| Z'4+) “include or exclude' & AtE3H0]



resourceMatchersOi| M|l 2| AAE HtSEAHLE HQ[etL|CE ot E= NQe 2| AAE Holst2{H
CtS resourceMatchers OH7HHPE FIHSHYA| L.

* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HIE IL|C}. O] HHEO|| 02 QA S
Ho|st= A2 OR HAMOE AUX|St, 2F @A LHE S| EE(group, kind, version)= AND SO 2
LKL Ef.

* resourceMatchers[].group: (MEi A TE S 2|AA0 OFQIL|CH
* resourceMatchers[].kind: (MEH Atel) ZE{RIS 2|2 A9 ZRQULICE,
* resourceMatchers[].version: (MEi Alg}) LE{2IS 2| A A Q| HHFEQIL|CE,

* resourceMatchers[].names: (M= Atgh) HE{&E 2| A A Q| Kubernetes metadata.name
HEof J= o] S|LICE.

* resourceMatchers[].namespaces: (M& AFEH ZE{ES 2| A A Q| Kubernetes
metadata.name EE0| U= HAAH[O|AILICE.

* resourceMatchers[].labelSelectors: (M& Atal) "Kubernetes =A{"0fl H2|El 2|AAQ|
Kubernetes metadata.name EE0|| = 20| MEH7| EXIEQLICE ®IE =H Ct=32t
Z&LICH "trident.netapp.io/os=1linux"

of

i

=3 LSt Z25LLh

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. trident-protect-snapshot-restore-cr.yaml I'Y0| SHIZ g2 2%t £ CRS
HESHA .

kubectl apply -f trident-protect-snapshot-restore-cr.yaml
CLIE A5t AL =3

A

1. AYAFS CIE L YATO|AZ 20T 2 of0| 22 ASX $E0 HEE HRYAlL.


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

o

snapshot @l E <namespace>/<name> PAIQ| L|AAL|O| AL ALHAF O|ES ALEEILICE.

° namespace-mapping l&E EECE AEE HYAHO|AE AR50 AA HYAHO|AE
sourcel:destl, source?2:dest?2 YAOF SHIE EF QAN 0| A0 OfZIBrL|CY.

o

i

SH o3a 25U

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>

KubeVirt 7tA HAE Trident ProtectZ 25 8fL|C}

Trident ProtectS AF235IH OpenShift Virtualization0l| Al A3 E|= KubeVirt 7t HA(VM)S
SHASE D Sleh o+~ USLICH StL O] A9 |—'||°'A]11|0|*01| A[= BE VME oF HO| ESSHHLE
includedvVirtualMachines HEE A5 O|EEHZE EH VM2 X[HS £+ JUSL|LCH

Trident Protecte= B! S0 ZE S& VM 2[AAE If%QE —’F’S*Hﬁ, & 0= HA|
Ot7}0|HE 2161 Lt 71 VME MEIXOZ 22l 4~ UEL|CY.

KubeVirt 2 2 E

Trident Protect= 222 KubeVirt VME E2ldt= F 7HX| S X[@FELICL oS EAH0|8S Held wf o] &
SiLiQl RES MEHSIMAIL.

== B oy
L[ Amo|A Z[gt includedNamespaces  SftL} O|AQ| L{|AAHO|ANA YLX|St= DE B|AAS

H3 oL HYAHO|A TF0f| “labelSelector £
AtE5t SXOZ TEE VME MOE £ JUSLICE

VM He| includedvVirtualMach UQUALO|A Sl 0|28 7|FC 2 EAN KubeVirt VME
ines H3 LT VMO| 2 HIJATHO| AN EAE[0 QAHLE

DE HYAHO|A RAAE HSE LRI} gl ZR00 0f
DEE ARSIAIR.

StLIC| B E (includedNamespaces 2= includedvirtualMachines)E "ApplicationSpec ol
Ct. St OHEZ2[A0|HoM F EEE 25 MQ” = &L

o= T HAH

* ‘resourceFilter 2(E) At85t0] §3 2|AAE EESHLE ML Ct

includedClusterScopedResources = (8) AME6l0 “sStorageClass ZHN|Qt 22 Tt Jtsot
So{AH H 2|AAE ZEtetL|Ct

@ Trident Protect= H|0|E E3 %Y S0 KubeVirt VM It A|AHIS S&
HEE £ QIEL|CH M ME MEE "KubeVirt VMO E H|0|E H5"8 EHERSHAA|
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https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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KubeVirt VMO| Zetzl OiZE2|7|0| M| MY = AMAS M-de ff Trident Protect= &St VM 2[AAS
oD oY & 2|AAE NS = HMBLCE

* VM He| 0iZ2|#H|0| M2 “includedVirtualMachines' &(Z) A2 &tL|Ct.

* KubeVirt VirtualMachine 2|AAE HESH= L|JAD|O|A 7|8 O S 2[H|0|M.

<

YRR

-

VM #He| OiE2[AH[0] 89| B
AIESH Y VME =

2[AA RH

VirtualMachine

VirtualMachinelI
nstance

VirtualMachinel
nstancetype

VirtualMachineC
lusterInstancet

ype

VirtualMachineP
reference

VirtualMachineC
lusterPreferenc
e

DataVolume

PersistentVolum
eClaim

PersistentVolum
e

Secret

L, Trident Protect= includedVirtualMachines 0f| LI2 =l 2} *VirtualMachine 0| A
ot O 2ot B4 2|AAS HMBHL| T,

—

He A Hhe

HJAHO|A includedvirtualMachines SE0|AM &H LX|6t=
= IL(CE

HlJADO[A VMO| A& ol 22 VMt St HAAHO|A Bl 0|ES

A EL Er.

U AH O] A spec.instancetype O 2|8 H=ZE “kind:
VirtualMachineInstancetype.

S{AH “spec.instancetype 0l 2|5 EZRE|H “kind' 7t ™ =X QUAHLE
“kind: VirtualMachineClusterinstancetype' ¢! 40| AFEElL|C}.

HLADO[A spec.preference 0O 28} &EZEXE “kind:
VirtualMachinePreference.

22 AH “spec.preference Of 2|5 ZZE|H “kind 7t ™ E|X| QUUAALE
*kind: VirtualMachineClusterPreference 9! Z20| A2 ELICE.

Ul AD|o[A [SEgE Pp
spec.template.spec.volumes|[] .dataVolume.name.

LU AH O] A DataVolumel St 0| &2 AFE3t= DataVolume X[ PVCOI| A
HME|AOMH, perS|stentVqumeCIa|m claimName™2| % ’é.* PVC
£, *memoryDump.claimName 2| H|22| HZ pvC &l
“ephemeral.persistentVolumeClaim.claimName' 2| ‘?:Ml PVCZt
ZotELICEH

S AH 222l 2t pvcel B PVOJ|A “spec.volumeName £(2) A+25t0]
AMEL|CH

H AT 0| A == HIZ0N HAME secret.secretName; containerDisk O|O|X]|

£ A 3E!; CloudInitNoCloud % CloudInitConfigDrive AF2Xt
olo|E] 2 W|E 3 tl|o|E| A|Z A & =X; Sysprep A|2=; KernelBoot
ZiE|o[{ O|O|X| £ A|3E!; B! AccessCredentials SSH E£= &%
A|3EL.
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224 QY 2| 2
ConfigMap HAH O] A =5 ConfigMaps configMap.name % Sysprep ConfigMapsO| Al
ZAMe| L ct
| M- .
ServiceAccount |-‘||°|:!ﬁ]11|0|ﬁ serviceAccount.serviceAccountName %E ’g}_oﬂﬁ

HHE[ASLICE.

NetworkAttachme LA O|A Multus HIE 930N
ntDefinition spec.template.spec.networks[] .multus.networkName

HE<SI3 0|50 /0|(7h) ZEEX| b2 AR HMEL|CH 5L
4| AD|0] A 2| NetworkAttachmentDefinition & Z=QH SFIElL|CH
CH2 HYAHO|A X = U ELCE

Pod HYAHO|A “virt-launcher'2{|0| = ME47| *kubevirt.io=virt-
launcher,vm.kubevirt.io/name=<vmName>"& At£30{ PodsO|
CHoH AME|RAESLICE

AEE|X| 24, SHAH VMOl L8| A=l PYCE 7|HO 2 H QAT O|A 7|t
Trident 25 4! OHE2|AH0| M1} SAUSH YA OZ LFIEIL|CE,
Trident 2HQI=

@ VM He|9| HYADO|A 2|AA £~FEO| b= E[H Trident Protect= EZF “resourceFilter' &
Nes

MESLICHTYEE 32). 0|7 SSAH Hel 2|aA £H2 YH o2 THEL|CE

AT 0| Fut 2l

—

HUADO|A 7|8t OfZ2|F|0|MQ| AL, Trident Protect= MEHSH L{|UAL|O|AZ AZHSIT UK
2T ELICH KubeVirt virtualMachine A7t 2AHE|H Trident Protect= VM H 9| 0
QIAEIA Q3 otH MA 8l virt-launcher PodE X8t oliTt & 2|AAE XSO 2 £TL|Ct

S ot
rr
0
rn
ALl
>
>
it

Z, 0iEZ2|7|0| 40| “includedNamespaces' £ H2|El A0 = VMHE 2|AAT} 8] E= AHAFO|| ZTSHEILICE,

HIYAHO|A 7|2 O Z2[H|0|M F2|E AESIH VM E=

HJAHO|A 7|8 O Z2|A|0| M2 MASHH Trident Protect= A&l
TESt DE 2|AAE HEISHLICE Trident Protect= &S 2 JpA¢
LSt =4 B|AAT £EITHL|CH

of HJAHO|A S AZHSIY KubeVirt VMS
HAoi| il siE VME W gst S2lst= o

Ol Al LY Ao A 7|8 0= 2| 0| M CR:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

- namespace: <vm _namespace>

OHE2|AH|0| M S ‘MMt 20|l= EE Trident Protect I3 Z2E AFE50{ W 3! AL MHSHUA 2.

66



* AHMSEYAML Of[RIE "20|THE AAE HE"S HRSHHAIL.

* A YAML Of|Fl= "2 L{ME 2] My S FRSIHAIL.
HIFAHO[A 7|EE VM O S2|AH[0| M| S&F S
HIJATO|A 7|Ht OHZE|AH|0| M2 HETH | JAHO| A0M 2| AAS ESIEZ WY foi= A FO{I KubeVirt
EFRY Z4A| 3! KubeVirtoi| A %EI3PE HIEIH[O|E{7} ZetE o= ASLICE ol2{et N & YRE LA S2HAF9

ZIEtY HEfE LEIHE R 2 S/s|A = oF ELCt

S 2™ 0|A Trident Protect= KubeVirtE QA= HetE ME610] AA S2{AE HEHH OB E MAHSHD YA
KubeVirt 2| AA S ZLHEL|CH 0|2 E8}| KubeVirt7t 2= SN VMS ZTSHA| CHA| MASH & JIALICEH

2| AA k2

VirtualMachine “kubevirt.io/ @2 A|&SH= 20|22t =M S HAHBLICE
VirtualMachinelnstance “kubevirt.io/ @2 A|&SH= 20|22t =M E HARLICE
VirtualMachinelnstanceMigration BANEYRD BRE K| UUSLICE

VirtualMachineSnapshot DA} D 23| X| QtbS LI

VirtualMachineSnapshotContent BAERDT SRE| K| AUSLICE

Pod (virt-launcher) ZE0| kubevirt.io=virt-launcher 2t0| Y= B A EL|CE

Trident Protect= 344 EME WX|5t7| 2lof Ho|El &AMHE KubeVirt 2|AAE SATLICE CDI

@ DataVolumes (cdi . kubevirt. io0)7} HA SR=[0 VM K7} MM = 7| o VM C|AS HIO|HE
A2 4= QA ElLICL. O F VirtualMachines (kubevirt . io)7t VirtualMachinelnstances O|Z0j|
SHELICH

20| ME7|E Aot X VM 2=

2} VM O|ES LHESHA| @81 VME SHCOE Eo512{H 2|0|S MEV|E ALEdt= HIIAH|0|A 7|Hh o Z2|[0] M
HOlE MESHIAR.

rr

VirtualMachine CRO|2t 20| 20| Z! 2%L|Ct. DataVolumes, PVC, Secrets, ConfigMaps2t Z2 & 2[4 A
Xso2 +HELICH

|

1. 7t M4 CRO|| 3% 2llo[22 XIFELICH

kubectl label virtualmachine <vm name 1> app=<label value> -n
<vm namespace>
kubectl label virtualmachine <vm name 2> app=<label value> -n

<vm_namespace>

2. includedNamespaces U “labelSelector 2(E) AF25t0{ O E2|7|0| M CRS MM gtL|Ct.

apiVersion: protect.trident.netapp.io/vl



kind: Application
metadata:

name: <application name>

namespace: <application namespace>
spec:

includedNamespaces:

- namespace: <vm_namespace>
labelSelector:
matchLabels:
app: <label value>

rio

3. Trident Protectl] EZ= I EZE ALESI0] uig] ol SIS MMetLCt,

=7t EE:

* 20|28 HASHH AN EX| VMS ES thatof| FIHsHALE MAHE = ASLICE

kubectl label virtualmachine <vm name to add> app=<label value> -n
<vm_namespace>

kubectl label virtualmachine <vm name to remove> app
=<different label value> -n <vm namespace>

* 20| {E7|E of2] HIYAH 0| A0 EH A == ASLICH

spec:
includedNamespaces:
- namespace: <vm namespace 1>
labelSelector:
matchLabels:
<label key>: <label value>
- namespace: <vm _namespace 2>
labelSelector:
matchLabels:
<label key>: <label value>

includedVirtualMachinesZ E8 VM E<

StLt of Abo| YA HO| A0 ZAA X|™El VirtualMachines 2etS E3 st OFFI0|EHAM EXH VME M
S5t = A2 tincludedVirtualMachines' £ A2 gfLILCE,

olo

2z O BRI CREF 5SSt includedvVirtualMachines MEHT|

1=
o
>
00
ot
-
i)

O MEAXIS Cefot Aol M ALESHA &:

JI

* OHZ2|7|0]d CROIM = O VME E=EX| FolgtL|Lt.
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* S8 CROIM= e = AR OF7I0| B0 M S - VME FolglL|C.

@ CR =¥ Al “includedVirtualMachines = M= AFSQIL|C}. O] HEZ ZeSHA| EH HA|
Ot7to|E7t SUFLICH XIFoHH LIEE VMt ol B4 2|AA00 SAFLCH

=]

Otz YAML2 &7 MEX} 225 EOFLIC}

includedVirtualMachines:
- namespace: <vm namespace 1>
names :
- <vm_name_ 1>
- <vm_name 2>
- namespace: <vm _namespace 2>
names:

- <vm_name_ 3>

@ ‘includedVirtualMachines'2| 02| &=0| M2 CHE HUAHO|AE XS £ JOO = LHE
HAAHO|AE X|lStH= VM 214 of Z2|H|0|M He| 8l 2l0| 7HsTiLIC
o SR My
L AHO]A 22X CHAF 7HAF A ZHH| 7 Z 8=l Kubernetes
L AHO|ARILICE,
o= =XE 552 SHE WA DO|AO U= SHLE O|AQ| THAF THA
O|E&iLC}.

7t A 7]HE O Z 2| H| 0] M G| Al:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: <application name>
namespace: <application namespace>
spec:
includedVirtualMachines:
- namespace: <vm namespace 1>
names:
- <vm_name 1>
- <vm_name 2>
- namespace: <vm _namespace 2>
names:
- <vm_name 3>
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass
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28 CRO| includedvirtualMachines 0| X|HE

X KubeVirt VM £¢

VirtualMachinesZ} S & 2|4AA (0

PersistentVolumeClaim, PersistentVolume, Secret, ConfigMap, ServiceAccount, 7|EtV

WA SRSt

22l CRO|A “includedVirtualMachines 2(&) X| ™ stX|
LIC}.

Of7to|EE 2ol

=2 = d

aj

=2 CRY!

R

CR 28

BackupRestore

BackupInplaceRe
store

SnapshotRestore

SnapshotInplace
Restore

ReplicateSnapsh
otRestore

24 O™ Trident Protect= =& CR 714J0i| 2} T K|
LI &3
Ct2 H= X|YE= 2¢ CR includedVirtualMachines' 2t 8HE CLI H& S LiFgL|Ct,
CLIEH 23
tridentctl- ME7Lt CHE WY AHO|A DHEHO = B0l A SRABILICE.
protect create namespaceMapping % “storageClassMapping’ £ X|&gfL|Ct.
backuprestore
tridentctl- AN 2l HYAHO|A E= o] HYALO|ARE SRELICE
protect create
backupinplacere
store
tridentctl- AL A ME AL CHE W AHO|A DHHOZ SRITLICE
protect create namespaceMapping % ‘storageClassMapping & X|&gL|Ct
snapshotrestore
tridentctl- ALHAFO| A 2 HIYAHO|A EE= HJUALO|ASE SISt
protect create
snapshotinplace
restore
YAMLEE AFESH7LE,  EXIE AN SR ELICH namespaceMapping,
SHHON X-}E = storageClassMapping, % inPlaceRestore SEf1E AtE
CLIEHEZ M2 S-S XLt
A SHYA (AL
7tstt BR).
tridentctl-protect CLIOIE S& B0 includedvirtualMachines O CHot S22t
ARELICH. EX vME S “kubectl apply 2 () AIE%IH S& cr vyamn OIS

®

=Xt
ST

<

M 9l =

rio

22| CR9| includedvVirtualMachines

C

M HMgdf{of gL, M38H vamL
o BH cLIE AT AR mMAUZ MMotn,
includedvVirtualMachines ZEE 371t CH2 0]

ud|
=C
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WY AL
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= 10

StALLE,

£ OiE2I70[d CRat &

SRHE A
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2ot
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-+ Trident ProtectcT

MEH7|

— 1

Lt

‘VirtualMachineInstance, DataVolume,

ELICt.

2 Of7to[ 201 A M

—

‘——dry-run --output yaml 2}

*spec Of2Hof|

= SF A
EXNEZ LU

M 2

—

ESH KubeVirt
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includedVirtualMachines:
- namespace: <source vm namespace>
names:
<vm name 1>

- <vm_name_ 2>

2 “includedVirtualMachines' 2| L[ AH|O|A Zf2 BHA A LHAF CF

i | 5 H A 4
EMSt= 24 HAAHO|AS FHARLICE

@
py)

i
0
10
oX

rr

=HIE AHAF OFFHO| 20

‘namespaceMapping 8 AFE%t= 2, Trident ProtectE HX AA OIFIO[ENAM 2HFE

vME MEdSE CHg S 30 YlAmo|A OjEHE MESILICE. “storageClassMapping &
AI8St= 3%, Trident ProtectE S HE HAOAN AEZ|X] Z2HA 0iEE2 HESLICE.

CLIE AFE3I0 S3 YAML ‘44

o o

‘tridentctl-protect = AIESIH 7|2
‘includedVirtualMachines '8 FIIg

tridentctl-protect create <restore command> <restore name> \
<restore options> \

-—dry-run --output yaml > <restore name>.yaml
MME YAMLE2 HESHD includedvirtualMachines BEE spec OOl F7tot CHS TS HESIHM| Q.

kubectl apply -f <restore name>.yaml

OflAl: VM 7|t o Z2[3|0]d F2

CHZ OiE2AI0|82 & | HHAo|A0 2K A= M WS EF 7tet M2 28T}

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: production-vms

namespace: prod
spec:

includedVirtualMachines:

- namespace: prod

names:

- app-server



- database-server
- namespace: monitoring
names:
- prometheus-vm
includedClusterScopedResources:
- group: storage.k8s.io
kind: StorageClass

Off Al 2 -

o o

VM Z[gt O Z2[AH[0] 2] Ml S W wi= BEE WY CRSE AEHLIC

S LLt.

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: daily-backup
namespace: prod
spec:
applicationRef: production-vms
appVaultRef: s3-vault

GIAI: HRIOA EHR Tk DfAl =l

CHZ Of|dl= 24 OF7tO0|HO||M database-server®
server ¥ prometheus-vm)2 AL EL|CT

=]
Bl
rio
o
r
o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: restore-db-only
namespace: prod-vms-restore
spec:
appVaultRef: s3-vault

Ot7to|E0f| A= CHE vm(O:

appArchivePath: backups/production-vms/2026-03-10T00-00-00%

namespaceMapping:
- source: prod
destination: prod-dr
includedVirtualMachines:
- namespace: prod
names:

- database-server

72

JII
e
O
Py
=2
rr
<
<
nE
ne
[n
M
o

Tapp-



kubectl apply -f restore-db-only.yaml

Only database-server U DataVolumes, PVCs, PVs, Secrets, ConfigMaps, 2t21 KubeVirt 2|2 A9 ZH2 Z&
2| AAT SRIEL|CEH

OlAl: BFOll M Bt 7he S MXI2|0f| =&

LIS O|Ml= “database-server 2(E) B 017100l A 2l2f WY AT O|AZ T SIS CE

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: ipr-db-only

namespace: prod
spec:

appVaultRef: s3-vault

appArchivePath: backups/production-vms/2026-03-10T00-00-00%

includedvVirtualMachines:

- namespace: prod
names:

- database-server

kubectl apply -f ipr-db-only.yaml

Of Al: AEHAFOM EH THet Al &

40

CIHS o|®|= AR AF OFF}0|HO|| M “ubuntu-vm-blue-a627be38 2t E2IstL|C}.

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:

name: blue-vm-snap-restore

namespace: blue
spec:

appVaultRef: my-appvault

appArchivePath: snapshots/protectctl-blue-vm/snap-1

includedVirtualMachines:

- namespace: blue
names:
- ubuntu-vm-blue-a627be38
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kubectl apply -f blue-vm-snap-restore.yaml

VM 5@ 7|52 CHE et 2
‘includedvVirtualMachines '8 St 52 crROA| “resourceFilter",

‘namespaceMapping’, ‘storageClassMapping 2t H AIE5I0 S CHAS MNILSH

THY 4+ YBLIC.

ZIt5H resourceFilter, Trident Protect= HA “includedVirtualMachines ol LIZ =l VM2t 81 VMO]|
=l 2|AAE MEASIL|CH O3 O3 2|AA HEE N8t Aot It 7 Lt HI2E 52 S MESHE LIt

includedVirtualMachines:
- namespace: <vm_namespace>
names:
- <vm_name>
resourceFilter:
resourceSelectionCriteria: Include
resourceMatchers:
- kinds: ["PersistentVolumeClaim"]
names: ["<pvc name>"]

"BackupRestore’, *SnapshotRestore” 9 ‘ReplicateSnapshotRestore 2| 4%,

‘namespaceMapping’ % “storageClassMapping 't ‘includedvVirtualMachines 2}
A ZSELICt.  “includedVirtualMachines 2| WYAHO|A XHZEE OF70|H0]| LIEILHE=
AX UYAHOIAN SHZBILIC. HYAHO|A B AEZK A thEe TEo| A=E I

=@ Hek HAoM HEELICEH

1o -d

=
=

o

SEOfl THEE REM|EE LHE2 "Trident ProtectS AFE0H0] OiZ2[7|0[H S SEHMR"S HESHIAL.

CLIE AIE5t0] VM H2| O E2|#|0|M MM

O] -—virtual-machines S35 ALESIH MA| WQAHO|A CHAl £ KubeVirt VMO|| O E2|A[0| M HRIE
K™ = JAELICE O] —-virtual-machines Z2{1= "--namespaces 2t SH AHEE = §I&LICH
THA|

1. CHS HE & StLIE AAsto] ofE2[A|0|MS YMSHUAQ. 2 ot Zf2 ALEX} &tF FE=Z HHYOf BfL|Ct,
--virtual-machines S2|32| ¥AI2 "<namespace>(<vm_name>) ULICt. 421 7H| 7tA HA(VM)S
ArEot= 22 &3 ot 2l EE AE2E 0|.=. AHESIMAlL.

° HIYAHO|A LH B VM:
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tridentctl-protect create application <application name> \
-n <application namespace> \

--virtual-machines "<vm namespace> (<vm name>)"
° O3] WG AHO[A0] ZH A= o2 VM:

tridentctl-protect create application <application name> \

-n <application namespace> \

--virtual-machines "<vm namespace 1>(<vm name 1>,<vm name 2>
) »<vm_namespace 2> (<vm_name 3>)"

#HH dH=
© "gE|g ofF2(AH 0l Fol"
* "0iE2A|0|M E"
* "Trident ProtectE AF2310] 0HE2[A|0| S SR SHM K"
g =Y AT AE
* "Trident Protect CLI £2{1212 MX|gtL|C}"
7

* "AppVault 4H[E AtESI0] HIIS ZHE[SHAIR"

Trident Protect 23 =3 22|

A3 B3 B2y 0| HlO|E] B ST} B AW TS T 4 A ASK X
S{elLICt. 02 S0f HIO[E{H[0|A 0| Y= HP M SI2 ALB5t0] A 44 FHof
£ Glo|E{H[0]A EMTMS WA FA|ST AU MHO| SREl S EMHME CHA AT
4 ABLIC. 01| 551 OfZ 21014 Hery B3 AUAS MAS 4 ASLICE

M 330 9

Trident Protect= &% 7t5 AIFO| 2} Ci3 1t 22 R ddH =3 E X|AFLIC

" AFE A
» ARIAE O]

>
R rA
b IE
e

1=
rdo
ot

=
1o
o
=
o
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OEle-L M ST HE|O|H0[M HEE AT EES AATLIC HEO| AEE= E B4 2 RE2(Regular Expression

2) 22 AH8SIH, o] LE2 LX| ZE0i|M ?iElolL‘IE Helot= HE] Md S XIASHK| E&LIC Trident
ProtectOil A H&ll =3 HE{Q| F FAHA0| Ciol| X[&ot= =0l CHEr XtMIEH LHB2 "E A 2(RE2) & X"
XS L.

@ S8 E= SE MY 20| ddE= 2™ §— Of HIAHO|A HEE FIMStN [ L= 22 A48
EtzIo] M2 CHE W2 Ho| A0 U= B HYAHO|A HE = EFU WP AT 0| A0 HEELICY.
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CleEcoiie. E3t OfXE ATED xARte] ABX XE AY 38 THE o e
oolciolE 22 & YALITt,

@ Verda MEAS ATZEE s JIUE H3EH NetAppOHM JAXMO = X|ASHK| gA&LICEH
NetApp X| &2 Trident Protect LH2| A& =3 m2| {3 0j|2F siZHElL|CH

Trident ProtectS ALSSH01 20l TSt ALSXH XIH A% S8 A2 4 ASLICH NY S22 Mot AR
2r2|R} = P ABH0| WRBLICE

o= |_|_

CRAIE
THA|
1. AKX} MOl 2|AA(CR) IHY S M Mot 0|2 X|™EILICH trident-protect-hook. yaml.

2. C}2 &4 2 Trident Protect 2t 3 22{AE M0 otA| et

=

° metadata.name: (2) 0| AtEX} X[ 2|2 A0] O|FRLICt 2HF0| St= 1Rstn HEst 0]
MEHSHNIR.
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° spec.action: (Z2£) X|

° spec.enabled: (M& Ale}) O] &l =37t SYtE|U=X| HIE otk

° spec.hookSource: (E) base64 2 QT E = ATEE
A
T

° spec.timeout: (MEH AP} &
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5 oxd
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>
ok
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40
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e ok
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rio
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>

zl_
ot
A

to™ 7|27t trueL|Ct.

- HATC

3H
O
120|H, X[FstX| g™ 7|23t

=]
° spec.arguments: (M& Atgh) Al 30| X|FE + Y= 212 YAML ESL|CH

=
° spec.matchingCriteria: (M8 Al Al 3 HEHE FM5t= 2 Wl 7|&E 7]-2t Aol MEi™
cH 10

SEO|IL|C} AlsH STt |

=
° spec.matchingCriteria.type: (M& Algh) Ml =3 HE RS AMESH= EXSYULICE 7Hs8t g

= Containerlmage
= ContainerName
= PodName
PodLabel

= NamespaceName

° spec.matchingCriteria.value: (M Atg}) A3 =3 TE 72 AE5t= 2418 E= d

EHMYLICE

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==



timeout: 10
arguments:
- FirstExampleArg
- SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. CR Itof| SHIE ztS Y2St = CRS HEYLICL

CLI AtE
EHA|
1. 4 S3E Mg mf 2z oto| 7ts otd FEEZ HHPAM Q. o|E S Ch32 25U Ch

tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app_ to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

A AlSH &S5 3 Al

+E02 M T3 M
BAE SMOZ T OF UM $ 4502 MY SIS CHA| Ao} S AP £50E MY $IZ MY
Q&LICH £502 MY 332 NWstaH ARK, BeX EE W Fto] Wt
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CR AME

EHA|

1. AMS AL ™ol 2|AA(CR) IHYUS MY

[e]3
k!

f

0|2 XIEELICt trident-protect-resource-

backup.yaml.

2. L2 £4E Trident Protect 2t % 22{AE M0 XA 2 e Ct,

3. CR II0] 2Ht2 ghe it

o

o

° spec.appVaultRef: (Z%) &

° spec.appArchivePath: 2

metadata.name: (2) 0| AF2X} X|H 2|AAQ| O|EQLICE A0 St= 1RsIT MHSH 0|2
MEHSIM|R.

o

spec.applicationRef: (Z=) 2|AA A S Meh off Z2|H|0]MH 2] Kubernetes O| S &ILILCE.
HY 2EIXIF X EE| = AppVaulte| O|SILICH
=

RIXIt ME &= AppVault LiE FZYLICH CHZ BHE S AHE5H0]

“_J

0| ZEE %2 2 Q& L|LC}

=2 X=2 T M-d

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath="'{.status.appArchivePath}'

YAML 0|

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

ot

CR= HELILC.

==

kubectl apply -f trident-protect-resource-backup.yaml

CLI AIE

EHA|

YS HIY M 2 oto| gtS AIEXL &F HEZ HHYFMIR. ol =4 LSt Z&UCh

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n <my app namespace>
--app-archive-path <app archive path>



2. Y MEHE QISIMIR. O OlA] HBHOE ZH0| 2t E Wi7HX| BH=siM A Y 4= UAELICH

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

3. HH0| YSY=A| =relgtL|ct.

| =

kubectl describe resourcebackup <my backup name>

v 20HA:

ot

3 a3

CR A2
CHA|
1. Ar8XF FO| 2|4A(CR) THYUS MAstn

o

128 X|HEt
2. CI2 &M 8 Trident Protect 24 5 22 AE M0 StA| M TtL|CH

° metadata.name: (2) O] AF2X} X|& 2|AAQ| 0|2QILIC} A0 A= 1RSI XA 0|2
MEHSHA|R.

o

spec.applicationRef: (2 ==) 0| 240| 1EHA[0f| M ‘44t ResourceBackup CR2| O Z2|#|0|M
O| S 2t LX[St=X| ZlSHA L2

° spec.appVaultRef: (=) 0| 2t0| 1¢HA[0l| A MMt ResourceBackup CR2| appVaultRefet
UK|SH=X| ISt A|2.

° spec.appArchivePath: 0| Zf0| 1TtA|0f| A 443t ResourceBackup CR2| appArchivePath2t
LK|SH=X| 2HQISHM| 2.

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

° spec.action: (2) X|FEl A 23 LE{J} 2F LX[Sh= 2@ AW 237} =82S
LtEtUE SRS QILICH 7tset 2t

2

1= >
° -

J
rie

* 2 RH

4m

° spec.stage: (Z) &l 37 HHE|0{0F 5t= &Y & THAE LIEHL = 2AERILICEL O =
A2 CHE B9 f?'—ﬂ% MESHX| &LICH THs 2t

S HA-

|

© A
* A

YAML 0|

MeIL|Ct trident-protect-hook-run.yaml.

mo
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. CR IjYof| SHIE g2 2Pt © CRE HELIC

kubectl apply -f trident-protect-hook-run.yaml

CLI A2
THA|
1. 45 4% 53 4% QN2 ML

tridentctl protect create exechooksrun <my exec hook run name> -n
<my app namespace> --action snapshot --stage <pre or post> --app
<my app name> --appvault <my appvault name> --path

<my backup name>

2. MY 3 MY ME|S SITtL|C) 20| tE E W{7tX| o] BH S BHEsAM HAlY 4~ JA&LICH

tridentctl protect get exechooksrun -n <my app namespace>

<my exec hook run name>

O

Mg g= 8l

0

VEH S =tolgtL|C.

3. exechooksrun Z4H|E MHSI0| %|

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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