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cr.yaml.
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° spec.appArchivePath:

B2E HE + AsLICH
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kubectl get backups <BACKUP NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'
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° spec.namespaceMapping: S 2| AA H|JAHO|AE Ef HJAHO|AR ONHSLICEH my-

source-namespace % ‘my-destination-namespace’ & AM2Xt &tZ Q| HEEZ WAL,

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
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* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HIE IL|C}. O] HHEO|| 62 RAS
HOolot= 22 OR ¢Ate = AX|SHD, ZF 4 LR EE(group, kind, version)= AND A9 =
UX[EL[CE.

* resourceMatchers[].group: (MEi ALS) HE S 2|AA0 OFQL|CH
* resourceMatchers[].kind: (MEH Atel) TE{ZIS 2|2 A9 ZRQULICE,
* resourceMatchers[].version: (M& Al HEZE 2|AA S HAMQLICE.

* resourceMatchers[].names: (M Atg) HE{2E 2| A A9 Kubernetes metadata.name
Zeof = o] SYLICE

* resourceMatchers[].namespaces: (M Atgh) HE{Z S 2|2 A9 Kubernetes
metadata.name ZEO0]| U= U JAHO|AR]L|CH

* resourceMatchers[].labelSelectors: (ME At3}) "Kubernetes =A1"0f] 2| El 2|AAQ|
Kubernetes metadata.name Z =0 = 2l|0|= MEi7| EXtEULICE | SH Ct=52t
Z&LICH "trident.netapp.io/os=1linux"
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. trident-protect-backup-restore-cr.yaml IR0 SHIZ Zt2 223t T CRS MESIMAL.

kubectl apply -f trident-protect-backup-restore-cr.yaml
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>
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° metadata.name: (2) 0| ArEX} X[ 2|2 A0[ O|FLICt 2HF0| St= 1Rstn HEst 0|F
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kubectl get backups <BACKUP NAME> -n my-app-namespace -o
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Jjsonpath='{.status.appArchivePath}'
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apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
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* resourceMatchers[].labelSelectors: (M& AL} "Kubernetes EA1"0ll H2|El 2|AAQ|
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spec:

resourceFilter:
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resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource—-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
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kubectl apply -f trident-protect-backup-ipr-cr.yaml
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tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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tridentctl-protect get appvaultcontent BES Ade wj 2& A0 A AppVault CRO|| H2|El
QHNE AEZ|X| H3I0| HZEY & UK &SN, HEYI KT Z Qls MMAS &~ gl= HR EF
S AE2| Pod LHO| A Trident Protect CLIS AMd#sIAA|Q.
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tridentctl-protect get appvault --context <destination cluster name>
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@ EtZIl 22{AEH0| AppVault CRO| 8= A< "Trident Protect AppVault Z{H|E AFE5H0] HZ
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2. EFZll 2AEO|M A2 7H5 8t AppVaulte] il 2EIXE 2Holstn S1% 89| “gppArchivePath S 7|28l
AMAIR.

4n

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

--context <destination cluster name>

O] BHS AASHH AppVaultofl M AHE 7tseh 0| EA|Z|H, 07[0fl= MYPo| MdE SHAH, sie
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OHZ2[AH0|H O| &, EfYARMI 5l ot7t0| 2 F =TIt ZetELCt.
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fom fom fom - Fomm
it fom - +
| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |
fom e fom e fom -
e pom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |
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cr.yaml.
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° metadata.name: (2 =) O] AFEXt X 2|AAL] O|SQILICE 2HF0]| = N Rstr XMHSt 0|2
MEHSIN|R.

° spec.appVaultRef: (2 ) 8 2EIX I} A L= AppVaulte| 0| SQIL|Ct,

)
° spec.appArchivePath: (2<) AppVault LHOl| A B 2HXIF K& == ZEQLICE 2EHAS| HHES
AH25t0] BiQ) FRIXE &QI5t11 "appArchivePath S5t = MU S RO MA|2.

|

° spec.destinationApplicationName: (M&f AtEh) S El O Z2|7|0[ M| O|ELICH HSE B2
SR E ofZ2|A|I0|M2 0] O|E2 ABLLICE MSEX %42 22 S| E ofZ2|AH 0|2 |2
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° spec.namespaceMapping: S 2| AA H|JAHO|AE EF HJAHO|AR ONHSLICEH my-
source-namespace % ‘my-destination-namespace’ & AM2X}t &tZ 9| HEE WA|SHMA|2.
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apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "

destination": "my-destination-namespace"}]

-

3. trident-protect-backup-restore-cr.yaml IIY0| SHIE Z}2 2ot T CRS M ESIHUAIL.

kubectl apply -f trident-protect-backup-restore-cr.yaml
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namespace-mapping ¢l+= EECE PR E HUAALO|AS AL AA HQLATO|AS
source1:dest1,source2:dest2 YA O E SHIE EtZI H[JAM|O|AO OHESLICE GIE SH L
ZrAL|C}
Ed .

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

AHAFO[N CHE WY ADO|ARE S
AHAFO A AL X|E 2|AA(CR) IHY S ARSI CHE HIQJAH|O|A B 2 AA HQJAHO|AZ C|O|HE
S = JUSLICE SnapshotRestore CRE AHESH0 AHAFS CHE HIYJAH|O|AR SSHH Trident Protect= M
HAHo|A0f OHE2|AH0|ME SRSt S E OfZ2|AH|0|Mof| Ciet o Z2|A|0| 4 CRS MAELICH SRE

OHE2AI0| 82 Eoola{H 2C|HE MY s AMMS YEotL B S-S T5HHAR.

* SnapshotRestore= spec.storageClassMapping $482 X[SHX|2F AA B ER AE2[X]
SeiATL SYot AER[X| HAEE ALESH= Z 0|2 7HSEILICEH CHE AEZ|X| #AEE
| Al

@ AI23}= "StorageClass' 2 2912 A|LstH 22l Xroio| AmystL|Ct.

* CR2 AIE3t0] M YA O|ARZ SE A, CRE HEdt7| Mo EFZ HUAATO|AS
£50F MM6|{oF BLICt. Trident Protect= CLIE A2 L2 HIJIAHO|AE XSO 2
AMMSH|C}
ooHd .

AlZtst7| o

A £ Q5= s3 7 XYl R AWS MM EZ 2= J[ZH0] Z2
Dtz | Zeio| Amjet = AELICE.

rot
fok

K| 2elstA 2. S &Y S| E20|

J

-

* M MM EZ 2tz 2Holof Ciet XEMISE LIE 2 "AWS API EA"S HZESHYAIR

* AWS 2|220] Chet XtH SF 21 KiA[eh LHE2 "AWS IAM ZAM"E EESHAIL.

CRAIE
THA|
1. AF2XF MOl 2|AA(CR) IHY S M Mot 0|58 X|™HELICH trident-protect-snapshot-restore-
cr.yaml.

2. HMot IO LS £ 48 FMSHMA2.
° metadata.name: (2 =) O] AFEX} X|H 2|AAQ| O|SRLICE 2HZ0| = 1Rt XAt 0|2
MESSHM|R.
° spec.appVaultRef: (B ) ARAF 2HIXTIE X EHE AppVaulte| 0| S ILICEH

° spec.appArchivePath: AEAF FEHIXTF K EE|= AppVault LHE S| ZE2LICE CHE BE S AHESHO]

O| ZZE %= + ASLIC


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

° spec.destinationApplicationName: (M& AtEh) SR El o Z2|F|0[ M| O|ELICE HSE B2
SR E fZ2|A|0|M2 0| O|F2 ABLLICE MSEX %42 22 S)E ofZZ|AH 0|2 |
OfZZ|AH|0| M O] S A -ILILCE.

° spec.namespaceMapping: S 2| AA H|YAHO|AE Ef HJAHO|AR ONHSLICEH my-
source-namespace % ‘my-destination-namespace’ S AF2X} 2tHo| MHE WHSIHMA|IL.

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

—

3. (MEH Areh) ol E2|F|0| M| EF 2|AADH SRAHOF 5h= ZR, EF 20|SE2 HAIE 2|AAS LBSIALL

Helsts BHES FII5HM K.

Trident Protecti= AFSXI7} M3t 2| A00] G12hY 20| UL 2|AAS
()  d=gUct o2 S0f, 97 28 22 2|4AS Meistn s 2420 HZE Pod7t
U= BL Trident Protect= HEE Pod= S eLICH.

° resourceFilter.resourceSelectionCriteria: (EE{0]| 2<) Include E£= Exclude’E AHESH0]
resourceMatchersOl| H2|El 2|AAE ISSIALE M|QELICH gt E= Qe 2| AAE Ho|5t2{H
Ct2 resourceMatchers OH7HH S XT}HAA| Q.

* resourceFilter.resourceMatchers: resourceMatcher Z4#|2| HIE IL|C}. O] HHEO|| 62 QA S
Hol5t= 29 OR At = AUK[SIL, 2t @A LHE 2| HE(group, kind, version)= AND ¢AtC 2
U X|fLICE.

* resourceMatchers[].group: (M&i ALS) TE S 2|AA0 OFQL|CH
* resourceMatchers[].kind: (M Atel) ZE{RIS 2|2 A9 ZRQULICE,
* resourceMatchers[].version: (MEi Ate) HE S 2|AAQ| HHRIL|C

* resourceMatchers[].names: (M Atg) HE{2E 2[AA 9| Kubernetes metadata.name
Zof = ol S/ILICE

* resourceMatchers[].namespaces: (M At2h) HE{Z S 2|2 A9 Kubernetes
metadata.name ZEO0]| U= U JAHO|AR]L|CH

* resourceMatchers[].labelSelectors: (M& A} "Kubernetes = A1"0f| M|l 2|A A9
Kubernetes metadata.name Z =0 Ql= 2l|0|& MEi7| EXtEULICE 0| SH CtS2t


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

#&LICH "trident .netapp.io/os=1linux"

2

]

=W ChSat 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. trident-protect-snapshot-restore-cr.yaml IIY0| SHIE

HESIHAIL.

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CLI At
CHA|

1. AUNS CHE U YAHO|AR 26tD He oto] 22 AR} $10

= HA

ol

° snapshot 2l <namespace>/<name> 49| L|JAAHO| AL AHAFO

o

namespace-mapping Ql&E SECE FLEE UHUAHO[AE AFESIH AA WA O[A

sourcel:destl, source2:dest2 GAOZ 2HIE EfZ | AHO| A OfEIHL|CH

o

i

=9 Ch3at Z5LC

tridentctl-protect create snapshotrestore <my restore name> \

--snapshot <namespace/snapshot to restore> \

--namespace-mapping <source to destination namespace mapping> \

--destination-app-name <custom app name> \
-n <application namespace>



AREX| 2RSS el HYAHO[AZ SRS = ASLICE MA2| S8 S +ASHH Trident Protect= 2R E 57
X[HO| MyEl= AS YX[Sh| 2l 2= F T S 2SS S22 #H2 LT

© S8 MO AIEE|7| ol ofZ2|H| 0] Mof| CH3 EHdetE RE B Aol H|EgSHE LTt O] A StH
A

OfZ 217|014 2|AAT} =RIE|S SO o ofEl HRIO|Lt AMALO| AWES S WX 4 ALIC

+ 22l Z0| YBHOR ARE|H e HO| BABE|0] U UMK ChA| BHSHFILICE 0l0] HIZASHE AL
A% HIZAIsHE A2 QXIS

+ =210| AISE|7| FO| ZI% FOI DE ol i AU XI{0] H|AFILICE 52 O|LHol ZH0| H|AE|X| o
=2lo| e D =9l CR Aol 22t 7|Z Lot

AlZFsE7| o

A 205 s3 S8 Y R AWS MM EZ Btz 7|2H0] &
DhEE|H X0| g = ASLIC

tot

SHX| Solstl A, 2ol & Sof E20]

HI
J

* A MM EZ gtz 2Holof Cist XEAISE LIE2 "AWS API EA"8 HZSHYAIL.

* AWS 2|220] chiet XtH SF 2 KMot LHE2 "AWS IAM EAM"E FZSHA L.

—

CR AFE
THA|
1. AL X "ol 2|AA(CR) IHY 2 M5t 0|2 XIHELICt trident-protect-snapshot-ipr-
cr.yaml.

2. WNBH IO TS £MS THSHIAIR.

=
° metadata.name: (Z4) O] AF2X} X|H 2|2 A9 O|EQILICE EHAHO| St= 1QstT MAS 0|2ES
MEHSIM| K.

° spec.appVaultRef: (B) AR FHIXIE X EE AppVaulte| 0| S ILICEH

=
° spec.appArchivePath: A AF 2EIX I X EE|= AppVault LHES| AZQILICH CHS HHS AFE5H0]
0| Z2E &2 & YSLICH

kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}"'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

+. (ME AR OfZ2|3H|0] M0 £ 2|AAD
Rlelete HERIS FIHsHHIR.

PE200F ot 3R, S 20IE2 BEAE 2|AAE ZEstAL

10 Trident Protect= AF2X7 MEASE 2| AAQO| HEM R0 LR 2|AAE XSO 2 MEHBILICE 0|2
T =5 22 2|2AE MEistn et 2| AAN HEE Pod?t Y= S Trident Protects HZ =
Pod= 9.;°”—| C}.

;zn
OR

+ * resourceFilter.resourceSelectionCriteria: (EE{20| 2) Include = Exclude & AMHESH0]
resourceMatchersO| Ho|El Z[AAE ZSSIALE H|QIYLICE. ZE = Helg Z|AAE
Ho|st2{™ CIE resourceMatchers OWWHLE FIFEILICEH.
resourceFilter.resourceMatchers: resourceMatcher ZHA|Q| HHEQIL|CI. O] H{EO| O
QAE HOgt= E2 or HAMOZE AX|StL, Zt @A LHECS| ZE (group, kind, version)i= AND
Ao AUX|EL|CE, * resourceMatchers[].group: (MEH AMEh EEZY 2[AA0 OEQILICH,
* resourceMatchers[].kind: (ME Atgh) TEZY 2|AAQl Z2QILICH, *
resourceMatchers([] .version: (ME{ Atgh) ZEZY 2|AAQ] HTMYUL|CEH, *
resourceMatchers[] .names: (M& Atg) EEEY 2|AA9| Kubernetes metadata.name
Zoo A= O|ELICH. * resourceMatchers[].namespaces: (MEH AMgh) EEZY 2[AA9
Kubernetes metadata.name ZEO| Us ULAHO[AL|CE,
resourceMatchers[].labelSelectors: (ME A&l "kKubernetes ZA"0 HoEl Z2|AAQ9
Kubernetes metadata.name HEOH U= 20| MEH7| EXIELICE. OIE &H CiS2t Z2&LICEH.
""trident.netapp.io/os=linux"

+ off ™:

]
uin

+

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

-

+.trident-protect-snapshot-ipr-cr.yaml IO SHIE ZIS 2=t = CRE MESIMAL.

-+
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A el HIYATOo[AZ S35t 2o oto| giS AEXL 2t HEZ HHRYAL. o2 S o322t

tridentctl-protect create snapshotinplacerestore <my restore name> \
—--snapshot <namespace/snapshotgtoirestore> \

-n <application namespace>

i

o
2l xtel

|0

| APEH

o

fujn
Jtot

holgtL|Ct

08
o
MY
o
>
00

Sto] Tl SO|7{Lt A= E[U7ALE Hlist 3 20| JEIE 2E = AFLICE

—

L
X

n
oo
ox
o
fjo

Abgtof =8 sfgjo

HEHE AMst tiEs ool gt2 AFERL 2tE o HEZ HHRYAIL.

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath='{.status}'

rio
[
0%
1o
>
0l
Ot
1
>
0

1= Trident Protect =

M, HYAmo|A Y, AE2X| Mt 22 15 BT S MESIH EF 27 Ao 5
o

= d
=2l XIS AR NHE £ YL

=l

S8 S MY XY F UlAmo|A =M 8l 0=

=2l U HUOH X S| 4 HIYATO|AL| 20|23 FH2 AX LYAT|0|A| 0|2} FAI UXGHES
ZHEILICE ChA LISATIO| A0 ZXHOIT] B AA LJAT|0| A0 (0] i A 7}e|ni, 0|0 ZRYSHs
20| EE FAS A HQAHO|AL] 23 UXIGHES FOIMOELIC ThY LJAT|0| A0 ZRo}= 2o]2
Es FAS HAER Lt

1Z

@ 2otF= 20| SEtL|C HYAH 0|2 o H|0] 42 S/ E Pod7t OpenShift 2ot AR AE H|9f
Z(SCC)ol| Fol &l HFsH Aot Sl Hot Y S Z4otn Aot 2| glo| 250l HMAT = UXS
HFELICE XpMlet L& 2 "OpenShift 2o ZIEAE Hof =4 2M"S HZoHAL.

S EE= Mo =X 2HS £36t7| Hof| Kubernetes 24 H4
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS'E M&3t04 CHA L AH0]A 2| EX Of E0] M0

HOMX|= AE YXE = ASLILE | E SH L3 2510
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

S¢ = HYUH EHAUZS +HlT [f restoreSkipNamespaceAnnotations W

@ ‘restoreSkipNamespaceLabels 0l X| & &l HAAHO|A FAM 3 20|22 S/ = HYULH
ZHolM MLELICH £7] Helm &X| A| O|2{gt BFO0| LEE|0] U=X| ZASHUA| 2. KMot LI 2
"Trident Protect 2 & XtEQ| =7t 4 E L HYLICI"S HESIMA .

‘—-create-namespace’ =22} TH HelmE ALESIH AA OfE2|H0|MEZ Xt HR
‘name” #H[O|E 7|0 EEo XN2[7f MEEL|CH. =¥ Ee= MUY TEMA F0| Trident
protect= O| ZH[0|S2 CHY UYANO|AZ SFASIK|TE AAQ| ZH0| AA HJAMO[ALL
UKotz 22 wS o HAAMO|A ZO=E YOIO|EFLICE. 0] Zi0o| AA U|AMO|AL
UKXISHK| to™ HEF glo| i HIYAHO|AZ SAELICH.

of

CHE Oldl= M2 CHE O{Ef|o| M} 2|0] S8 71Tl &4 S CHY HRAAHO|AS HOFLCE 2 M2of Chat
HIQAH O] A AEHQ} O L E|0| M Bl 2{|0[ 20| CHAF H|AATO| AN M O{EH ZBHE| AL MO X[=X| 2HolE 4
olAL|C}

PV =] .

S EE= MY = Mol
e He =@ e HYRH A ™ of|A] 24 31 4t HIJAHO|AS] HENE HHFLICEL
4|2 AHO|A =4 2t
HYAHO|A ns- * annotation.one/key: "updatedvalue” * environment=production
A AN .
(=)  annotation.two/key: "true" « HE20|YA=hipaa
* name=ns-1
HUAHO|A ns-  annotation.one/key: "true" * role=database
2(CH &t

 annotation.three/key: "false"

CHE #= S8 = Fol =X| 2fY = of|A| et HIFAH0|AS HEHE EHFLICL L8 717t 71U, LR =
HOHMHHRCH, name 2H[0|=2 the HIJAHO[At UX|SI=F AC|O| EL|ASLICE
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https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings
https://docs.netapp.com/ko-kr/trident-2606/trident-protect/trident-protect-customize-installation.html#configure-additional-trident-protect-helm-chart-settings

4| AmOo|A

I ATO| A ns-
2(CH&h

Ral
rd0
Ll
rir
M

1=}

°
=
>

Sof|

Rl
rir
J
o

74 2t

« annotation.one/key: "updatedvalue" * name=ns-2
 annotation.two/key: "true" * Z4E210|AA=hipaa
 annotation.three/key: "false" « environment=production

* role=database

AEE|X| S2HA o

‘spec.storageClassMapping’ S
S8 AEH9 M AEZ|X] 2HAZ 0TSt
So{AE ZHol| OiEE|A0|S 00| 22|0[MStALE
HEY O AFEE

oll:

OiEz|Ao|Mof| U= AEE|X| SHAE ChA
HolgfL|tt. of £42 AEE|X| S2AT OHE

1O L

BackupRestore X9l AEZ|X| HAEE

+ s,

storageClassMapping:

- destination:

source:

- destination:

source:

rd

NEEESE

O MM0|M= AAEIS| el
BAHCZ AHSIX| pfQH AAR2 7|2%US

A

protect.trident.ne
tapp.io/data-
mover-timeout-
sec

protect.trident.ne
tapp.io/kopia-
content-cache-
size-limit-mb
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"destinationStorageClassl"
"sourceStorageClassl"
"destinationStorageClass2"
"sourceStorageClass2"

P S5E Fdote ol X[ &= o H|0]d

AtE LY.

222 FZEHL|CH AF2X}7L O LE|0| NS

74 243 =4

=AHE HIO|Ef 0|S7| 2S0| WXIE = A= U HE AlZh(x= "300"
)RILICE.

=AE Kopia Z&HIX FHA|Q| Z|CH 27| HEHH[7tH[O|E)L|ct.  "1000"



=M 74 Ay 7|28k
protect.trident.ne 22Xt MZ MM El PersistentVolumeClaims(PVC)7t Bound  "1200" (202)
tapp.io/pvc-bind- CHAIO| =ESE2|7EX] 7|Ch2|= Z[CH A|ZHZE)LICE. O]

timeout-sec AlZto] X|LHH =tdo| AmfEiLICH 2E 5@ CR

"8 (BackupRestore, BackuplnplaceRestore,
SnapshotRestore, SnapshotinplaceRestore)0|
HEELICH AEE[X| HAlE = SHAEOM O B
AlZtO| 229t 32 O =2 US AFE3IAIR.

ro

= —~ = o|ls =
AEXF XIH 2|2 AE ALESH0] 2| AAS ST M 2|AAS
=L
2| AN HEHS AIGOIH 2| AAS BRIt SOF T £ YL 0= =T HTHO| HE}
=t2fof st FL, Ol S0f 0jZ2||0| 42 T2 Z2{AE 2 2% ©f ConfigMap®] SAE
0|22 Arflo|Ects Z20| REBILIC
CIPONES RN

‘SnapshotRestore’, ‘BackupRestore', ‘AppMirrorRelationship® % Z[E} 57
2|AAN UAE  transformations’ EHEE AISHH 231 ZZMA F0| Kubernetes
2| AAE £HE £ QUELICE. Ol OE &0 SAE 0|, 2|XIAE2| ury, 2|l&AA H$t =
2td Ha HAD 20| S7E ofE2(A0|ME HEN CIEH 6ol & mf |FEL|Ct.

2|AA HEE2 "RFC 6902 JSON Patch” {1t "RFC 6901 JSON ZQIE" Z2E AI83I0{ Kubernetes 2|44
Lol 8 2ES e ez X|Fot +FRLCt.

ChE2 2laA Hats Totsh= =2 AH|el 7|2 128 2oFL

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-restore
namespace: target-namespace
spec:
appVaultRef: my-vault
appArchivePath: /path/to/snapshot
namespaceMapping:
- source: source-ns
destination: target-ns

transformations:
- resource:
kind: ConfigMap # Required: resource kind
group: "" # Optional: API group (empty for core
resources)
version: "" # Optional: API version
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https://www.rfc-editor.org/rfc/rfc6902
https://www.rfc-editor.org/rfc/rfc6901
https://www.rfc-editor.org/rfc/rfc6901
https://www.rfc-editor.org/rfc/rfc6901

name: "" # Optional: specific resource name

operations:
- op: replace # Operation type
path: "/data/key" # JSON Pointer path
value: "new-value" # New value (for add/replace/test)

XE = 2| AA
CtZ 7|&E 0t LAISHE 2220 ool 2|42 Heks A8 E = ASLICH

* kind (E): Kubernetes 2|24 ZF (0: configMap, Deployment, Pod)

. 1_3_ (A‘l EH

MEH AFSH: APl 3&(0: apps, route.openshift.io)- HA 2|AAQ] HQ Maf
): API HHE(Of|: v1, vibetal)

* name (ME§ AtEh): O|ECZ XM= EH 2|AA0 2 HEgTtL|LCt,

() PersistentvolumeClaims 3 HIQATIO|A 32 #ixY X 2IIX| keLic
xl2lE| e
2| AAE £HSIHH CHS S AT 4 JELICEH add, copy, move, remove, replace, ¥ test.

HAES AMESH X[FE F2R0| M EBE £= s /RS M £= BiEo| clolHE

CR AtE
CHS INl= a Deployment 2|AAN E MEHT|E FIFRtL|CH

transformations:
- resource:
kind: Deployment

operations:
- op: add
path: "/spec/template/spec/nodeSelector"
value:
"topology.kubernetes.io/zone": "us-east-1la"

disktype: "ssd"

CLI AFE

HHES ALE5I0] 0] tHEtS MASHHH LIS FHS AESIHAIL.
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tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
" , "valu

"/spec/template/spec/nodeSelector

,"disktype":"ssd"}}'

-—-transformation
apps,vl,Deployment:add{"path"
e":{"topology.kubernetes.io/zone" :"us-east-1a

2ot 2aA Lol oF FZ0|M CHE EZZE s A = U

‘copy’ GAE AR S

HE2 HEEX| RS

CRAIE
Lt O|H|= ConfigMap Z{X|2| HIO|E 7|12 E/SHLICY.

transformations:
- resource:
kind: ConfigMap
operations:
- Oop: copy
from: "/data/source-key"
path: "/data/backup-key"
CLI AHE
S NSl CHS WS AgsIAIR

t23t0d of tHEt

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \
',vl,ConfigMap:copy{"from":"/data/source-

-—-transformation
"/data/backup-key"}"'

key", "path":
2|AA Lol A 2k O] S
‘move” GAS ARSI ST 2|AA LHOIM Bt HAEOIM CHE ZFEE g2 0|5
22 CHAtOf| BHX|EILICE.

e gD

ASLICH. H=E2

1



CRALE
Lt MIRlE configMap Z4{H|2] CIOIE 7| 0| §2 HEELICE.

transformations:

- resource:
kind: ConfigMap

operations:
- op: move
from: "/data/OLD KEY"

path: "/data/NEW KEY"

CLIAIE
YHES ALE0I0] 0] tHEtS HASHHH LHE TS AESIHAIL.

o

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \
--namespace-mapping <source-ns>:<dest-ns> \

—-—transformation
',vl,ConfigMap:move{"from":"/data/OLD KEY","path":"/data/NEW KEY"}'

B[220 A 2X ®M A
E E= @S MAHELIC.

‘remove & &

CR AtE
CHE WA= configMap 2IAA0N FME K|HELICE

transformations:
- resource:
kind: ConfigMap

operations:

- op: remove
path: "/metadata/annotations/kubectl.kubernetes.io~llast-

applied-configuration"

(D S Ml FR0M ~1" 7ol ChEt JSON EQIE| 0] AA|0| AR ALIC,

CLI AtE
HHES ALE0I0] 0] tHEtS MASHHH LHZ FES AESIHAL
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tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
',vl,ConfigMap:remove{"path":"/metadata/annotations/kubectl.kubernetes.

io~llast-applied-configuration"}'

2laA L9 S HiEL|C

XHE Z20| A= 2[AA Lfe] 7|1E 742 HHPE{H replace HY S AESHYAIL. JSON ZZ= 0[0] EXH3HOF
'c'>'|'|__||:|-
= .

CRAIE
CHE OlHl= Route 2H|2] ZAE 0|55 HARLICL.

transformations:
- resource:
kind: Route
group: route.openshift.io
operations:
- op: replace
path: "/spec/host"
value: "prod.example.com"

CLI AtE

HHES AHE0l0] 0] 2t

At H OHE BB S AESIHAR.

o

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

-—-transformation
'route.openshift.io,vl,Route:replace{"path":"/spec/host","value":"prod.

example.com"}'

O| test HLES AESIO] CHE S HEBHI| ol Z22| 20| ol & 2ot LA[SH=R| 2RUSHYA L. BIAE0|
M A
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CRAIE
CI2 Ol= environment *0| “staging(Q)=2 HHE F0|Tt "database-host' 2 &H|0|EgfL|CH:

transformations:
- resource:
kind: ConfigMap
operations:

- Op: test
path: "/data/environment"
value: "staging"

- op: replace
path: "/data/database-host"
value: "prod-db.example.com"

CLI A
YHES ALE0I0] 0] S HASHHH LHZ TS AESIHAIL.

tridentctl-protect create snapshotrestore <restore name> \

--snapshot <namespace/snapshot-name> \

--namespace-mapping <source-ns>:<dest-ns> \

—-—transformation
',vl,ConfigMap:test{"path":"/data/environment","value":"staging"}, repla

ce{"path":"/data/database-host", "value":"prod-db.example.com"}"'
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