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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSONE HZSHIAIR

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"
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1. S2I0|AHE QB XM I 7|5 HdetL|Ch MH Al CN(2EH 0|F)S ONTAP AIEXIE HHSIY QBSHAIR.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. Mg 5= A= CAAZME ONTAP S A0 FIHefLICE 0| AER|X| 22|X}7} o[0] M2 ot ALY
UAELICH EHAEE CAZL AIEX] Q™ FA[LICE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP S AE{0l| 22I0|HE AZM U 7|(1EHA)E HXIFLICH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP EQt 291 dsto| IS A ol
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—

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64Z QIE A, 7| A M2 £ A= CAQAUBME elFelL|CH

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. O|H CHAIO| M 22 2 AHE5I0] WA S WdetL|Ct.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fems=msm=ma== fomemmeseso====== e e
o fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R et fremsmeesecso====== R
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Cts Alae T oo 471 ZekEl AH|0|EEl backend.json TS AFERILICH tridentctl update
backend.

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"datalLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmemm== Fommmmmeemeeee== LB e
Fommmmmoe Frommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e Fommmmeremeeomom= Fommmmmmrmessrrrrrrr e reme e e e e
Fommmmm=e Fommmmmme= +

| NasBackend | ontap-nas | 98el%b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

Fommmmmmmmmme Pommmmemsmssssss= Fommcmcccososssrsrsses e s EeEe T e eSS
Fommmmm== Fommmmme== +
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Trident AFEX}0]| CHEH AL O| & BHS7I:

security login create -username <user name\> -application ontapi
-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. AYS AHEXtolA| oHE:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

0| 7152 ALRY Il= SVMS| 2E MAFHO| = CIDR S2(0l: 7|2 AARE M) 528t
AATLE AT 3H O[F0f WAE AATLE FO| QLEX| EHOISHOF BLICH Trident HE S
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: extd

LEIFMAEE Tridents ZE AATE HMS 2iQISH0 L =0f s{iESH= MM A FEIS HAHELICE Trident=
el 2= Ao LIELT| HMO|M O] L= IPE MAHSHH S2{AES| M =E20|M 0] IPE TAESHK| 8= ot 2%
Or2EE YX|RLC).

L HAEE = HUH|O|ESHH tridentctl update backend TridentOf|A| AATE HMS
Atso = 2eElgd = USLICE o[ A 5tH HRtt 22 WlE9| UUID X gtree O|E2 MHA HEHEE = 7HO| M
MAELICE A2 U= EE2 OH2E SHMRUCHIt CHA| OF2ESHH M2 MME AATE HMS

AtERiLCE.

Aot SHo = WHE 27| YHMO| AK|EL|C.

() & melsls sl w0l Y ol
= H2|E|of A AT E Hrjo| MAEL|CH

OIS 7 ChA| A4A |31 =7} Af 2o

2t0|E L E9| |P AT} YOIO|EE|H - E0i| M Trident PodE CHA| A|ZFSHOF ©HL|C 113 CHE Trident:= O] IP $HE
AMeE HHEoEE 2E|ots HMAl=of Cet LHELHY| XS Yoo ERLICE.

— 1 L——

SMB =& ZZH|XH 2 Qe &=H]
ZH|Z 220D 3l 2 AIR5I0 SMB 282 T 2H| MYt & UYALICH ontap-nas S20|H.

ONTAP 2Z2|0|A SHAHE 9ot SMB 288 M4st{® SVMOIA NFS % SMB/CIFS
(D LREES 25 FY8l0F ontap-nas-economy BLICL O] & Z2EE & 3ILIE T4

52
[9
=

SMB £& Mdofl ZoigfLict.

autoExportPolicy SMB 2&0= 7t X| &= X| 4&LICE.

10



SMB 2= Z2H|Xd5I2{H HA LHZ &50| A0{0F LTt

* Linux ZIEZ2{ & % Windows Server 20222 Al&i5l= Windows X} =
Trident= Windows ‘= E0| AT M3l E| = Pod0]| OF2EE SMB 2&2 II%QLl Ef.

* Active Directory Xt ZHO| ZL&HEl Trident S 7t StLt O] & UESLICH H|Y MMHST| smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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vserver cifs share show -share-name share name

(=1
=

1)as

2SI AR "SMB 57 2 HdRiLIC & HZSHIAL.

©

2. wol= 2 M3 o)
xS B S A&

—

SMB 252 X|Hst2{3 C1S2 7AJoH0} BLICH. BE ONTAP HlE 74 S4of chst
ZOHMAIR "ONTAP 74 =M 3 of|H| & FSX".

11


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ko-kr/trident/trident-use/trident-fsx-examples.html

OH7H 4 29 o

smbShare Microsoft 2t2] 2% EE= ONTAP CLIE A5 smb-share
MHE SMB 372 0|, Trident0| Al SMB -3— =
AMSE A Ol 0|2 %Oﬂ CH3H 2Ubl=ol 2o

HMAZ tl*XIOUI S8l o7l W2 Hlg £ 4+
USLICE O] D7 M= AtLH ONTAPS| F2 HE
AFSRILICE O] OH7HH 4== ONTAP 2l =0f CHst
OfOFE FSxOi| 2R3tHH H|?= == Sl Lt

nasType * £ 2 MHoH{OoF BLICt smb. * null@l 2R 72U 2 smb
HHELICE nfs.

=

J

MERM AEMYS ME2 SEO| CHot Eot AEHY * E £ MG OF YLICH ntfs EEE= mixed SMB
XA ntfs E= mixed SMB EE8.* =52
sLZAH DCEE MESL|Ct SMB 280 CHSHAM = * 2 HIY
LO{OF gfL|C}. *
Hot SMB &AM 3}
25.06 2| AR E] NetApp Trident= CHS 2 ALESHH ‘M El SMB E2&2| Eot Z2H|X'd S XYL LICL ontap-

nas 2|1 ontap-nas-economy “Hoﬂ': Hot sMB7t gdatE|™ OHA‘”* X0 ZE(ACL)Z A8 Active
Directory(AD) At2X} 8 At2XF 1 E9| SMB 210 Cist MO &l HMAZE HIE 3 UAELICH

7|4stofF g Atgt
* 2 ontap-nas-economy 252 XL X| Q&L|C}.
* 27| M8 SN0t X[} ELICE ontap-nas-economy SE.
* Secure SMB7} ZM3tEl AL Tridents A= AZE SMB SRE FAIEL

* PVC =4, 2AEE|X| S2HA F4

n

3 HHlE HEES UHO|Ed = SMB 37 ACL2 YOI|0|EX[X| §b&LICH

1z

* x| PvCe FMof| X|HE SMB 28 ACL2 AA PVCO ACLELH @MetL|Ct,
o

. E°* SMBE #d35t= ¢t fEet AD AF2XAHE HISoHOF SLICEH R2SHX| 242 AHEXH= ACLOH| F7H=|X|
Lo = L’l EI‘

c HllE, AEE|X| 2, PVCOM St AD ALEXIO|AH| MZE CHE HotE HS St
ﬁEE|x| %EHA HHOJ| = AOIL_||:|..

—, A=

rr

3¢ et RM=2l= PVC,

* 2ot SMB7t X[ ELIL}. ontap-nas HE|EE 28 7IML7|0l= HEEH 22|=|X]| g= =28 7IH7(|0l=
HEE[X| t&LICH

=z
1. C+2 of|2t 20| TridentBackendConfigOll adAdminUserS K| &L},

12



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. MF SAa0| FAS FIfetct

FIISICE trident .netapp.io/smbShareAdUser H9 SMBE 23 QI0| AEE &~ JUTE AEZ[X|
SeA0| FM S FIFLICEH FAM0f| X[™-E AFEX} 2f trident .netapp.io/smbShareAdUser AFEX}

o|E0] X|HE A1t SLHOF BLICE smbcreds HUQLICE CHS & StLHE MEfS &~ USLICH
CC =

smbShareAdUserPermission: full control, change, === read. full control.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"
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Total volume size = <PVC requested size> / (1 - (<snapshotReserve
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version: 1

storageDriverName:
10.0.0.1

managementLIF:
dataLIF: 10.0.0.2
svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup

version: 1

storageDriverName:
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managementLIFE:
datalLIF: 10.0.0.2
svm: svm nfs

username: vsadmin

password: password
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MetroCluster 0|
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ST AQX|QH Gl AQX|EHO| AR E AIE8I0 SVMS X|HBILICt managementLIF S M2ketL|Ct
dataLIF % svm O47H H~ 0|2 EH OS2t Z&L|CH

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB =E&2| o L|Ct

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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Ct backend. json

CAQIBZ MY base64Z QDY E ZfS AF2EIL|CE

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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version:
storageDr
managemen
dataLIF:
svm:
labels:
k8sclus

backend:

1

iverName: ontap-nas
tLIF: 10.0.0.1
10.0.0.2

svm nfs

ter: test-cluster-east-1la

testl-nasbackend

autoExportPolicy: true
autoExportCIDRs:

10.0.0.
username:

password:

nfsMountOptions:

0/24
admin
password

nfsvers=4
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IPv6 =4 O

Ol ool A= E B ELICt managementLIF IPv6 2 ALE.

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipvé6
svm: nas_1ipv6 svm
username: vsadmin

password: password

SMB 228 A25l= ONTAPE Amazon FSx2| 0f

= 22/&LIL} smbShare SMB £E&S A3 ONTAPE FSxOf| OH7H H=7F HRelL|Cf.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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nameTemplateO| ZaHEl HHollE 714 of

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

Jte Eof il = o

Of2ff HA|E! ME uHollc= Mo Mol M 9 242 BE AEE|X| Z0j Cie EX 7|27t0| MM EILICt spaceReserve

23, spaceAllocation AXY H2R, U encryption AXEY of. 7t& 22 AEZ|X| MM0f| ™ol ElLICT

Trident= "Comments" ZE0f| ZZH|X 20|22 EHeLICH AH2 9| FlexVol ontap-nas E&= 9
FlexGroupOll ontap-nas-flexgroup A™ELICt Trident= Z2H|HY Al 7HA E0f| Jl= 2= 20|22
AEE[X| SEO| SHISLICH MO E o) AEE|X| #E|Xt= 7t E 2 05 SEEE 20|22 2llo|2EE Folgd +
ol&LIC}

M- .

O| Ofofl A= LB AER|X| EO0| AHH|HOZ MHELICI spaceReserve, spaceAllocation, % encryption

EE E2 7|2US HYAGLIC.
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version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"
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version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"
zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"
zone: us_east Ic
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze
creditpoints: "10000"
zone: us_east 1d

28



defaults:

spaceReserve: volume

encryption: "false"

unixPermissions:

"0775"
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version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:

30



spaceReserve: volume
encryption: "false"
unixPermissions: "0775"

HHOll= £ StorageClassesOi| OHZIetL|Ct

LIS StorageClass H2|= 2 HZSHMAR 7H4 29| HHll= o, E MEBYLICI parameters.selector EEOA
2} StorageClass= 282 @ARSH= Ol AFBY = U= 71 22 = =LLICL MEISH 7t Z0| 280] ™ol= o
USLICE
* £ Z=/eLICt protection-gold StorageClass= 2| & Hm| 3l &= Huj 7HA Z0f| 0 ELIC ontap-nas-
flexgroup HAE, SE 2H B 7|52 MH36t= fst EQLICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=gold"

fsType: "ext4d"

* £ Z=/gLIC protection-not-gold StorageClass= 2| M| #HMf 5! 4| Hmf 7tA Z0f| o ZELIC ontap-

o
nas-flexgroup HAE. 2 0[29 B +F& N S5t= Rt S|LICH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

2|tL|CH app-mysqgldb StorageClasse= 2| Ul #Hxf 74 Z0f| 0 EELICt ontap-nas MAE. mysqldb
1 ol gt AEE[X| E FHE M35 Yt EQLICH

r
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* E 5 E8LICt protection-silver-creditpoints-20k StorageClass=

Of M|
ontap-nas-flexgroup WA=, AH 2{|# 2% 5! 20,000X2E MEE MIdt= L

7tet Z0f o Lt
Ol'é'

o
FEYLCE

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

2lBLICt creditpoints-5k StorageClass= 2| Ml MY 7 ZE0f| 01 ELICH ontap-nas 2 WA= 8l
I.

==
= = =
& Ay 7H& E2ULICH ontap-nas-economy HAE, 5000 2|5 ZQIEE ERet RYUst & *‘|H|*° LICE.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: creditpoints-5k
provisioner: csi.trident.netapp.io

parameters:
selector: "creditpoints=5000"

fsType: "ext4d"

Trident= O 744t Z20| MEHE|J=X] 2FS D AEL|X| @7 A0 SFE[=X] &lgtLct.

£7] 7A & Chg TS AMsto] M WA JSON THof Yo Hlo|E| LIFS 28 4 ULICH

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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ontap-nas =2t0|HE AtE¢t Hall= Ty

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

ontap-nas-economy E20|HHE AtESH BHAllE 314

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-nas

namespace: trident
spec:

version: 1

storageDriverName: ontap-nas-economy

managementLIF: 10.0.0.1

svm: svm2

nasType: smb

defaults:

adAdminUser: tridentADtest

credentials:

name: backend-tbc-ontap-invest-secret

Gl

s dt= 2= Pod
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

ontap-nas EZ2I0|HE Aot AEZ|X| Z2H A oA
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate
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ontap-nas-economy E2t0|HHE ALE% AEE[X| 22 A Of| K|

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

THY AD AHEXH7} U= PVC Of

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

02 AD AFEXI7} U= PVC O
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl:
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?2
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
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