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YAML

version:

backendName:

1

ExampleBackend

storageDriverName: ontap-san

managementLIF:

10.0.0.1

svm: svm nfs

username:

vsadmin

password: password

JSONS H X35

HEAIL

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP SHAE{0]| 22t0|AHE AZM B 7|(1EHA)E HX[RL|CH

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP Eeot 2791 fgto| QIFEM ¢1E WHE X|Ish=X| gelgfL|Ct

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
-authentication-method cert

o WYE ASME MBI ASE HIAERLICE ONTAP 22| LIF> % <SVM 0|&>2 22| LIF IP 3L SVM
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. Base64Z QIE A, 7| A M2 £ A= CAQUBME elFetL|CH

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0OVaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fommmmmmmmm== e B et
Fommmmm== S ettt +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmmm== e Bt et
Fomomomoe Fromcooomo= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
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| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ useCHAP+= oF HOF d™ch £~ Ql= Boolean &MO|C}. 7|2MO 2 falseZ2 AH™ |0 JSLICE. true
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"ontap iscsi svm",

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e frome s e i e S

I fremmmeme=s WF

| ontap san chap | ontap-san | aa458f3b-ad2d-4378-8a33-1ad72ffbeb5c |

online | 7
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=5 ZZH[AME9l of

Ch22 71=2440] Fol& o YLct.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

'ONTAP-SAN' EE2I0|HE At23st0] MM El D E 289 AL, Astra Trident”t FlexVold 10%2]
225 £71810 LUN HIEIH|O|E{E £8THL|CH LUNS AF2XI7t PVCOIAM 2K sH= Metst 37|2

(D I 2H| X EIL|CE Astra TridentZt FlexVold| 10%E CELICHONTAPOIA A2 7SSt 37|2 EA).

Ol AFEZALL RESH 7t8 S ¢S o+ UAFLICt Lot 0| HFEO = QIsl| ALE 75t S2H0| 2t 9
SEE|X| 8= 2 LUNO| 17| TEO0| &= A S YXIE = ASLICE. ONTAP-SAN-ZH|0fl= HEE|X|

oF&LICH
AL HES HolstE Bl O] AR Astra Tridents CH2 1t 20| 289 27| AlAtgtLCt.
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

1.12 LUN HEIH|O|H E 83t F FlexVolol| Z=7HEl 10%2| Astra TridentiLICt. LI &0{[H|S7E = 5%, PVC @3
C

=5GiBel 42 £ 8% 37|= 5.79GiBO| 11 A 7ts8 37|= 5.5GIBYILICE. 'volume show' &2 CH3 o2t

FAFSH 20HE FAIRLIC
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Volume Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GB 5.88GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

A 71E SEOHl CHell Af AlLtS ALEots fEet B2 37| ZEYLCH

X g9l of

CHS OllM = CHE-E2| Oi7H 8 7|24 E FE 72 7182 B¢ FLICL 0l= MAEE Folst= 7He 2
YHYLIC

@ NetApp ONTAP01|*‘| Astra Trident2t S7H Amazon FSxE At838H= 2 IP 4 4l LIFO|| Cigt
DNS 0|§& X|"85= 20| E5LCL.

ONTAP SANZ| o

0|7‘|

A

rlo
i

AHE3h= 7|2 Y YLICt ontap-san SEI0[H.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>
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MetroCluster 0|

e 3 Het Sof Hells YO|E 522 YHO|EY HRVI gIEE HALE Y = ASLILE "sVM =5 &

7

JrrA

gletol AQUX|QH B! AX[Eo] AR E A6 SVME X|HEL|Ct managementLIF S AM2FetL|C}
dataLIF U svm 071 H4 0|2 SH CtSF Z&LICtH

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

ASA 7]gk lE2f of

Ol 712 7+ O4|Of|A| clientCertificate, clientPrivateKey, X trustedCACertificate (AMEE
T U= CAE MESt= E2 ME Atgh= ol A RILICE backend. json 2|11 242F 2E2I0|HE 2B A, 742l
7| 8! ME|S £ U= CARJAS MO baseb4 = QA= 42 AFESL|CE

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0OcnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZQ| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HAIE0|A NVMeZE 7LHEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

-

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

714 2| = o
O|2{sh A E Mol mt MEN M= o &2 RE AEZ[X] E0| s EH 7|22/0| BHELICI spaceReserve
a

NS, spacehrllocation HAY 2, U encryption AAY W, 7tA E2 AE2|X| MM He|ElLICH

Astra Trident?} "Comments" ZE0| ZZ2H|XY 20|22 AHTILICL. FlexVolof| F=A10| ™ EIL|Ct Astra Trident=
T2H|NEE of 71 20| Qe 2 E 0|22 AEZ[X| 250 SAIEIL|CH HO|E Qo AER|X| Z2|Xt= 7HA 2 U

O =822 Y0|SS 0|28z FAY & AFLICH

Ol o= YR AEE|X| EO0| AIHAMOE MHEILICI spaceReserve, spaceAllocation, ™ encryption
LR E2 7|2US MELL L.
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

HHOllE £ StorageClassesOl| OHZI&fL|C}

C}S StorageClass Ho|l= 2 =9| i
Z} StorageClass= 282 2AES= O ALY = U=
%!ﬁ'—l Ct.

E Ar8ELICt parameters selector ZEOA
ta 22 S EL|CH MEfst 7ty 0l 2E0| M=o

« E S protectlon gold StorageClass= 2| & #Huf 7t Z0f| OHEELIC ontap-san MAIE, SE
Y B 7|5E M3ote RYct SLICH
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* £ =gt protection-not-gold StorageClass= 2| & HMY S | HI| 7tA =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

=B =0f| ojEEL[Ct ontap-
o=, 2 ol9lol B3 £ES XBsHs Rt ZelLt.

san il

22

£ Z2I8tLIC}t app-mysqgldb StorageClass= 2| M| HIj 7HA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

F Z0f| O ELICE ontap-san-economy BHAIE.

mysqldb 78 oil chet AE2[X| & FES MSdts Fe FYLICE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

£ Z2&|8LICt protection-silver-creditpoints-20k StorageClasst= 2| & HM| 7tA Z0f oj T EL|CH

ontap-san A= MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLICL.



apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* £ Z=/SLIC} creditpoints-5k StorageClasse= 2| M| HI 7tA Z0f| OHEELICH ontap-san Ol Y=
sl = Sl | i 7tA ZERILICE ontap-san-economy HAIE. 5000 F2{|H ZQIEE HRot RSt =
MH|AQJL|C},

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
* £ 2L my-test-app-sc StorageClass 7} O WY EILIC} testapp 2| 7t ZRLICt ontap-san £
AMESIH 2HELICH sanType: nvme. 0|2 KT E HQHJULICH testapp.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Bt AEE[X] 7 AFEE SFEAZLICL

o

Astra Trident7t MEHSH JHA =
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