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YAML

version:

1

backendName :

ExampleBackend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm nfs

username:

vsadmin

password: password

JSONE H=x

"version": 1,

"backendName": "ExampleBackend",

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

}
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ME[E 2 A= CAQUBSME ONTAP S2{AE0]| FIHetL|Ct ol AEZ|X| 22|Xt7} o|0] Xz2|et A4
QESLICH EB{AEEI CAZ AFRE|X| % OH ZA|EL|CE,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP 22{AE{0f| 22I0|AHE AZ A X 7|(1EHA)E HX|RL|C
security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true
@ 0| HHS AAHSIH ONTAPOIN QIE N S ESLICE 1THAIO| A MM El k8senv.pem

ool L8 2 202 CI2 "END & Yste] HX|E =oAL,
4. ONTAP Eot 21901 AE0| 2IZ XM 2IF WHE X|YSH=X] &lgtL|Ct

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
-—authentication-method cert

5. MME QIZME AL2S0] Q15 S HIAERILICH ONTAP #2| LIF> % <SVM 0|S5>2 2| LIF IP & SVM
O|So = HH&L|CH

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

fom fom e ———— ettt ittt e
fo———— fom +
| NAME | STORAGE DRIVER | UUID
STATE | VOLUMES |
fom fomm e ——— o
fom - fo———————— +
| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |
Fom - Fom - o -
Fo—— Fo———— +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |
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security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Trident AFEX}0f| CHSE AHE O|E DHEY]:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. AYS AHEXtolA| oHE:

security login modify username <user name\> -vserver <svm name\> -role

<role name\> -application ontapi -application console -authmethod
<password\>
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

it e — ettt
F—— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- R +
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

C2l0|HE ARSI MMEl D= 289| AL ontap-san Trident= LUN H|EIH|O|E{E £838}7|
2|8 FlexVolofl 10%2| 822 ZIJISILICE LUNE AF2XI7 PVCOIN QA= MEtst 37|12

@ T 2H| NI ELICE Trident= FlexVololl 10%E F7H2ILICHONTAPO|A A2 7Hsot 37|2 BEAIE).
Ol A7t QETH 718 222 AS 4= USL|Ct £t 0| HAO R QI8 At 7Hsst Z7t0| 2HH 5|
2| X| gH= $FHLUNO| 87| ME0| E|l= ZS WX[E £ JAELICH. ONTAP-SAN-AX|0fl= HEL|X|

LS — —

FSLICE
2 HOo|St= WA= 9| AL snapshotReserve Tridente= CHS 1t 20| 28 37|E AAFetL|CH
Total volume size = [ (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)] * 1.1

Trident FlexVol 0l £7}6t= 10%®RILICt. snapshotReserve = 5%, PVC 28 =5GiB2 22 £ =8 I7|=
5.79GiBO|11 A2 7ts¢ 37|= 5.5GIBLICH. volume show HHES MAMSHH CH2 0f|2f H|st 2
HA|ELICE

Aggregate State Size Available

_pvc_89f1cl56_3801_4ded4_979d_034d54c39574

online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.
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M 71ZE = F0Hl Choll M AlME ALE3tE REe 2 37| ZF YL

%]

2 749 o

CHZ ool M= tHEE2e| o7 HaE 7| 2UCE FE 7|2 82

YHYLIC

Hof FLILE. 0= el

]

Holst= 7ty

7l

Ho

NetApp ONTAP on Trident2t 2t7H Amazon FSxE AF25t= E2, NetApp2 IP =4 Al LIFO]|

@ CHist DNS O|E2 X|HE 718 HESHL|CT

ONTAP SANZ2| of

AR

]

A

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin
password: <password>

MetroCluster 0|

18

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

AMESt= 7|2 2HYULICH ontap-san E2I0[H.

SL|Ct"SVvM £H| 8!

ot AQX|H 3l AQX|Ho| AL E ARSI SVME2 K| ™6t managementLIF Of7 HEE M2k

gLt


https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/ko-kr/trident/trident-reco/backup.html#svm-replication-and-recovery

ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

ASA 7|8 152l of

Ol 712 7+ O4|Of|A| clientCertificate, clientPrivateKey, ™ trustedCACertificate (AE[E
& A= CAE MEdH= 22 ME Agh = off Y ELICH backend. json O2|11 2t2F 2210|HE QIS A, 712!
7| & ME|E £ Q= CAQIBS A base64Z QAT E ZHS AP THLILCE

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz



QrdtsE CHAP O

O] il M= & AHESHH MAEES MLt usecuar & 2 BHELICH true.

ONTAP SAN CHAPZS]| o

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 0|2 =0] CHAPZ2| 0f

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>
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NVMe/TCP 0f

ONTAP HAIE0|A NVMeZE 7LHEl SVMO| QL0{0F BFL|CE. NVMe/TCPO| CHot 7| & Bl = 1 IL|C},

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

FCP(SCSI over FC) 0|

ONTAP HA =0 M FCZ SVME F+ddtiof RfLICt. FCOf| CHet 7|2 #All= g LIt

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true



nameTemplateO| ZaHEl HHollE 714 of

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:
nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\
lume.RequestName} } "
labels:
cluster: ClusterA
PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

ONTAP-SAN-O|Z.-0] =E2}0|H 0| et SM of

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

7teh 29| WA= of

Olz{ot Al E Mo| I MEoN= 2f 22 2= AEZ[X| S0 tho EX 7|20 B™EELICt spaceReserve
23, spaceAllocation AAY AL, 8l 3 encryption AXY ff. 7t E2 AE2|X| MMof| Ho|ElL|C}.

Trident= "Comments" ZE0f| ZTZH|XY 2{|0|=22 ™ TILICE FlexVol volume Trident0f| Z=4{0| 84X
Al 7t 20| Al ZE 20|22 AEE|X| 282 ZXTLICL o E Qs AEE|X| ZE|Xt= 7Pé>* E% 08
=582 Y o|22 2o|2EZ Holg 4 JELIC.
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O| Oflofl M= LB AER|X| E0| AHHHOZ MHELICI spaceReserve, spaceAllocation, % encryption

PE E2 7|2US HYAG LI



ONTAP SANZ2| o
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN ZH| o

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP 0

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

HHollC £ StorageClassesOi| OHZIEtL|C}

C}S StorageClass B2l= 2 EERSHIAIR JHAh 20| BHollE 0f, E MEBELIC parameters.selector BEOA
Z} StorageClass= 282 @ARSH= Ol AFBY = U= 71 22 = =LICL MEiDH 7t Z0| 280] ™ol=o

ALt

* E 2=/¢LICt protection-gold StorageClass= 2| A HM| 7t Z0f| Ol EEL|CE ontap-san HAE, SE
Y B 7|58 M3ote Rttt SLICH
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* £ =gt protection-not-gold StorageClass= 2| & HMY S | HI| 7tA =

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

=B =0f| OHZ ElL|Ct ontap-
HAE. Z 0|29 Bz &S MSdt= Rt EYLIC

san il

« £ 22I8HL|Ct app-mysqldb StorageClass= 2| M| HI| 7+
mysq|ld ot 2

28

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:

selector: "protection!=gold"

fsType: "ext4d"

F 20| OHE EILICE ontap-san-economy BHIE.
L OO0 ol

=
b 7& Yol chet AE2(X| E 7S MSsts KL FYLICE

= "1

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

£ Z2&|8LICt protection-silver-creditpoints-20k StorageClasst= 2| & HM| 7tA Z0f oj T EL|CH

ontap-san A= MH 2|# H3 5l 20,000Z2E MES K 3ot= st SLILCL.



apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

o

rr

£ Z2&/8LICt creditpoints-5k StorageClass= 2| M| #HIY 7tA Z0f| O EILICH ontap-san Ol
oIl = S | I 7hAF ERILICH ontap-san-economy HAIE, 5000 22X EQIEE HRe st E

=
Me| ALt

T

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

my-test-app-sc StorageClass 7} O INH E/L|C} testapp 2| 7t ERILIC) ontap-san &

SILICE sanType: nvme. O| A2 Rt E NIQHRULICH testApp.

>
)14
gl
2
Ho
0

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

sto|

Trident= O 7HA Z0| MEAE|=X] 2FSt0 AEE|X| F AFY0| ZFE|=X| &elgct.
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